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L&i néi dau

L&1 NOI DAU

T trwdc cdng nguyén con nguoi da phai quan tam téi viéc 1am thé nao dé dam
bao an toan bi mat cho cac tai liéu, van ban quan trong, dac biét la trong linh viec quan
sw, ngoai giao. Ngay nay véi sw xuat hién ctia may tinh, cac tai liéu van ban gidy to va
céac thong tin quan trong déu dwoc sd héa va x& ly trén may tinh, dwoc truyén di trong
mot méi trwng ma mac dinh la khdng an toan. Do dé yéu cau vé viéc cé mét co ché, gidi
phap dé bdo vé sy an toan va bi mat ctia cac thong tin nhay cdm, quan trong ngay cang
tré nén cap thiét. Mat ma hoc chinh 1a nganh khoa hoc dam bao cho muc dich nay. Kho
c6 thé thdy mét ing dung Tin hoc c6 ich nao lai khéng st dung cac thuat toan ma hoa
thong tin. Tai liéu nay dwa trén nhirng kinh nghiém va nghién clru ma tac gia da duc rut,
thu thap trong qua trinh giang day mén hoc An toan va Bao mat Thong tin tai khoa Cong
nghé Théng tin, Pai hoc Hang hai Viét nam. Vé&i bay chwong dwoc chia thanh cac cha dé
khac nhau tr co s& toan hoc ctia mat ma hoc cho t&i cac hé ma, cac giao thirc mat ma,
hy vong sé& cung cip cho cac em sinh vién, cac ban doc gia mot tai liéu bé ich. Mac du da
rat c6 gang song van khong tranh khéi mot sb thiéu sét, hy vong sé dwoc cac ban bé
ddng nghiép, cac em sinh vién, cac ban doc gia goép y chan thanh dé téi cé thé hoan thién
hon niva cubn sach nay.

Xin glri 161 cdm on chan thanh téi cac ban bé déng nghiép , nhirng ngudi than da
lubn doéng vién, gbp y cho t6i trong qua trinh bién soan . Xin g&i I&i cAm on t&i Thac sy
Nguyén Binh Duong, ngudi da doc va cho nhirng nhan xét , gop y qui bau cho phan viét
vé hé ma khéa cong khai dya trén cac dwdng cong Elliptic. Xin glvi |6 cdm on sau sac toi
Thac sy Pham Tuén Dat, ngwdi da hiéu dinh mét cach ky cang va cho rat nhiéu nhan xét
c6 gia tri cho ban thao clia cudn sach nay . Cudi cung xin glvi 16 cdm on téi  Ban chi
nhiém khoa Coéng nghé Théng tin, dac biét Ia Tién sy L& Québc Dinh — chd nhiém khoa, da
ludn tao diéu kién tét nhét, gitp d& dé cuén sach nay co thé hoan thanh.

Hai phong, thang 12 nam 2007

Tac gia

Nguyén Hiru Tuan



Chwong I: Gi¢i thiéu

CHUONG I: GIOI THIEU

1. An toan bao mat thong tin va mat ma hoc

Trai qua nhiéu thé ky hang loat cac giao thirc (protocol) va cac co ché (mechanism)
da dwoc tao ra dé dap (ng nhu cau an toan bao mat théng tin kh i ma noé duoc truyén tai
trén cac phuong tién vat ly (gidy, sach, bao ...). Thwdng thi cac muc tiéu ctia an toan bao
mat théng tin khong thé dat dwoc néu chi don thuan dwa vao cac thuat toan toan hoc va
céac giao thirc, ma dé dat dwoc diéu nay doi hdi can co cac ky thuat mang tinh thi tuc va
s ton trong cac diéu luat . Chéng han sw bi mat cua cac birc thw tay la do s phan phat
cac la thw da c6 dong dau béi moét dich vu thw tin da dwe ¢ chdp nhan. Tinh an toan vé
mat vat ly cia cac la thw 13 han ché  (n6 cé thé bj xem trém ) nén dé& dam bao sw bi mat
cla blrc thw phap luat da dwa ra qui dinh : viéc xem thw ma khéng dugc sy déng y cla
chd nhan hodc nhi¥ ng ngudi cd thAdm quyén 14 pham phap va sé bi trivng phat . Dai khi
muc dich cla an toan bao mat thé ng tin lai dat dwoc nhé chi nh phwong tién vat ly mang
chung, chéng han nhu tién gidy doi hdi phai dwoc in bang loai mwe va  gidy tét dé khong
bi lam gia.

V& mat y twéng viéc lwu gitk thdng tin 14 khong cé nhiéu thay déi dang ké qua thoi
gian. Ngay xwa thong tin thweng dwoc lwu va van chuyén trén gidy t& |, trong khi gio day
chung duoc lwu dudi dan g sb héa va dwgc van chuyén bang cac hé thdng vién théng
hodc cac hé théng khéng day . Tuy nhién sy thay ddi dang ké dén & day chinh 13 kha
nang sao chép va thay déi thong tin. Nguwi ta co thé tao ra hang ngan méu tin gidng nhau
va khong thé phan biét dwoc né véi ban gbc . Véi cac tai liéu lwu trir va van chuyén trén
gidy diéu nay kho khan hon nhiéu . Va diéu can thiét dbi véi mot xa hdi ma thdng tin hau
hét dwoc lwu triv va van chuyén trén  cac phwong tién dién tl chinh la cac phwong tién
dam bao an toan bao mat théng tin doc lap véi cac phwong tién lwu triv va van chuyén vat
ly cla n6 . Phwong tién do6 chinh la mat ma hoc , mét nganh khoa hoc c6 lich sv 1a u doi
dwa trén nén tang cac thuat toan toan hoc, sb hoc, xac suat va cac mén khoa hoc khac.

2. Khai niém hé thong va tai san cta hé théng

Khai niém hé thdng : Hé théng la mét tap hop cac may tinh gdm cac thanh phd  n
phan cirng, phan mém va di liéu lam viéc dwoc tich luy qua thoi gian.

Tai san cla hé théng bao gom:

e Phanciing

e Phan mém

e Dirliéu

e Céc truyén thong giltra cac may tinh cta hé théng
e Mbi trwdng lam viéc

e Con nguoi

3. Cac méi de doa ddi véi mot hé théng va cac bién phap ngan chan

Cé 3 hinh thirc chi yéu de doa déi véi hé thong:
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e Pha hoai: k& thu pha héng thiét bj phan cirng hodc phdn mém hoat doéng trén hé
théng.

e Sira dbi: Tai san cla hé théng bi stra déi trai phép. Diéu nay thworng lam cho hé
théng khéng lam dung chirc ndng clia né . Chang han nhw thay di mat khau
quyén ngudi dung trong hé théng lam ho khong thé truy cap vao hé théng dé
lam viéc.

e Can thié p: Tai san bj truy cap b&i nhirtng nguwdi khéng cé thdm quyén . Cac
truyén théng thuc hién trén hé théng bi ngén chan, stra doi.

Cac de doa dbi véi mot hé théng thong tin cé thé dén tir nhiéu ngudn va dwoc thuc
hién b&i cac dbi twong khac nhau . Chung ta cé thé chia thanh 3 loai déi twong nhw sau :
cac dbi twong tir ngay bén trong hé thdng (insider), day la nhirng ngwdi cd quyén truy cap
hop phap dbi voi hé théng , nhivng dbi twong bén ngoai hé th  éng (hacker, cracker),
thuwong cac ddi twong nay tAn cong qua nhirng dudng két ndi véi hé théng nhuw Internet
chang han, va th& ba la cac phdn mém (chang han nhw spyware, adware ...) chay trén hé
thong.

Cac bién phap ngan chan:

Thwdng co6 3 bién phap ngan chan:

o Diéu khién théng qua phdn mém : dwa vao cac co ché an toan bao mat ctia hé
thdng nén (hé diéu hanh), cac thuat toan mat ma hoc

e Diéu khién théng qua phan cirng : cac co ché bdo mat , cac thuat toan mat ma
hoc dwoc cirng hoa dé st dung

o Diéu khién théng qua cac chinh sach cla t6 chirc : ban hanh cac qui dinh cla té
chirc nham dam bao tinh an toan bao mat cta hé théng.

Trong mdén hoc nay chung ta tap trung xem xét cac thuat toan mat ma hoc nhw la
mot phwong tién co ban, chi yéu dé dam béo an toan cho hé théng.

4. Muc tiéu va nguyén tac chung cua an toan bao mat théng tin
Ba muc tiéu ctia an toan bao mat théng tin:

—  Tinh bi mat: Tai san cta hé théng chi dwoc truy cap b&i nhirng nguwdi c6 thadm
quyén. Cac loai truy cap gdm c6 : doc (reading), xem (viewing), in &n (printing), st dung
chwong trinh, hodc hiéu biét vé sy ton tai cia mét ddi twong trong té chi c. Tinh bi mat c6
thé duwoc bdo vé nho viéc kiém soat truy cap  (theo nhiéu kiéu khac nhau ) hodc nhe cac
thuat toan ma héa div liéu. Kiém soat truy cap chi co thé duwoc thue hién véi cac hé théng
phan cteng vat ly. Con dbi véi cac dir liéu cong cong thi thwdng phwong phap hiéu qua l1a
cac phwong phap ctia mat ma hoc.

—  Tinh toan ven di liéu: tai san ctia hé théng chi dwoc thay dbi bdi nhivng ngudi
c6 thdm quyén.

-~ Tinh s&n dung: tai san luén sdn sang dwoc s dung béi nhivng ngudi co thdm
quyén.

Hai nguyén t&c cla an toan bao mat théng tin:
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—  Viéc thdm dinh vé& bao mat pha ila khé va can tinh t&i tt ca cac tinh huéng
kha nang tan cong cé thé duoc thuc hién.

- Taisan dwoc bao vé cho tdi khi hét gia tri str dung hodc hét y nghia bi mat.

5. Mat ma hoc (cryptology)

Mat ma hoc bao gém hai linh vic . mahoéa (cryptography) vatham ma
(cryptanalysis-codebreaking) trong do:

—  Ma héa: nghién ctru cac thuat toan va phuong thirc dé dam ba o tinh bi mat va
xac thyc cuia théng tin (thwdng la dwdi dang cac van ban lwu trir trén may tinh ). Cac san
pham cla linh vwc nay 13 cac hé ma mat , cac ham bam, cac hé chir ky dién t& , cac co
ché phan phdi, quan ly khéa va cac giao thirc mat ma.

- Tham ma: Nghién cru cac phwong phap pha ma hodc tao ma giad . San pham
cua linh vie nay la cac phuwong phap tham ma |, cac phwong phap gia mao ¢ hir ky, cac
phwong phap tAn cong cac ham bam va cac giao thirc mat ma.

Trong gidi han clia mén hoc nay ching ta chi yéu tap trung vao tim hiéu cac van dé
ma hda v&i cac hé ma mat, cac ham bam, cac hé chir ky dién ttr, cac giao thirc mat ma.

Ma héa (cryptography) la mét nganh khoa hoc cia céc phuong phap truyén tin béo
maét. Trong tiéng Hy Lap, “Crypto” (krypte) c¢é nghia la che ddu hay ddo I6n, con “Graphy”
(grafik) c6 nghia la tcr. [3]

Nguw&i ta quan niém réng: nhivng ttr, nhirng ky tw ctia ban van ban gbc c6 thé hiéu
duoc sé ciu thanh nén ban rd (P-Plaintext), thwdng thi day la cac doan van ban trong
mot ngdn ngl nao dd; con nhirng tlr, nhirng ky tw & dang bi mat khéng thé hiéu dwoc thi
dwoc goi la ban ma (C-Ciphertext).

C6 2 phwong thirc ma hoa co ban: thay thé va hoan vi:

—  Phuwong thirc ma hoa thay thé la phwong thirc ma hoa ma tieng ky tw gbc hay
mot nhdm ky tw gbc cha ban rd dwoc thay thé béi cac tir, cac ky hiéu khac hay két hop
v&i nhau cho phu hop véi mét phwong thire nhét dinh va khoa.

—  Phwong thirc mé hoa hoan vi la phwong thirc ma hoa ma cac tir ma cua ban
rd dwoc sép xép lai theo mét phwong thire nhat dinh.

Cac hé ma mat thworng st dung két hop ca hai ky thuat nay.

6. Khai niém hé ma mat (CryptoSystem)

Mot hé ma mét labé 5(P, C, K, E, D)thod méan céc diéu kién sau:

1) P la khéng gian ban ré: la tp hitu han céc ban ré cé thé co.

2) C la khéng gian bén ma: Ia tdp hitu han cac bdn ma cé thé coé.

3) K la kkhéng gian khod: la tap hitu han céc khoa cé thé co.

4) Péi véi méi k € K, c6 mét quy tdc ma hoé e, € E va mét quy tic gidi ma

twong ung d € D. V&i mébi e,. P —Cvade C —Pla nhitng ham ma d(e(x)) = x cho moi
ban ré x € p. Ham giai ma d chinh la anh xa nguoc ctia ham ma héa ey [5]
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Thwong thi khdng gian cac ban rd va khdng gian cac ban ma la cac van ban duoc
tao thanh tlr mot bo chiv cai A nao d6. D6 ¢b thé 1a bo chir cai tiéng Anh, bd ma ASCII, bd
ma Unicode hodc don gidn nhat la cac bit 0 va 1.

Tinh chét 4 13 tinh chat quan trong nhat ciia ma hoa. Noi dung ctia né néi rang néu
ma hoa bang e,va ban ma nhan dwoc sau dé dwoc gidi ma bang ham d, thi két qua nhan
dwoc phai la ban rd ban dau x. R rang trong trwdng hop nay, ham e,(x) phai la mét don
anh, néu khong thi ta s& khong gidi ma dwoc. Vi néu tdn tai x; va x, sao cho y = e (x;) =
ex(X2) thi khi nhan dwoc ban ma y ta khong biét né dwoc ma tir x, hay Xo.

Trong moét hé mat bat ky ta ludn cé |c| > |P| vi mbi quy tdc m& hoa la mot don anh.
Khi |c| = |P| thi m&i ham ma hod la mdt hodn vi.

7. M6 hinh truyén tin co’ ban ciia mat ma hoc va luat Kirchoff

Mb hinh truyén tin théng thuéng : Trong md hinh truyén tin théng thwéng théng tin
dwoc truyén (van chuyén) tr ngudi givi dén ngudi nhan dwoc thuwe hién nhd mot kénh vat
ly (chdng han nhw viéc gii thw) dwoc coi la an toan.

Mb hinh truyén tin co' ban ctia mat ma hoc:

K]_ KZ

Insecured )
Sender ~ v Channel v ~ Receiver

Enemy

Hinh 1.1: M6 hinh co ban cla truyén tin bao mat

DPay la mé hinh co ban cua truyén tin bdo mat. Khac véi truyén tin théng thwdng, cé
cac yéu tb méi dwoc thém vao nhuw khai niém ké dich (E-Enemy), cac khoa ma hoéa va
gidi ma K dé dam bao tinh bdo mat cta théng tin can truyén di.

Trong mé hinh nay ngwdi givi S (Sender) mudn glri mét théng diép X (Message — la
mot ban rd) téi nguoi nhan R (Receiver) qua mot kénh truyén khong an toan (Insecured
Channel), k& dich E (Enemy) c6 thé nghe trdm, hay stra déi thong tin X. Vi vay, S st dung
phép bién dbi, ti’c ma hoa (E-Encryption) 1&n théng tin X & dang doc duwgc (Plaintext) dé
tao ra mot doan van ban dwoc ma hoa Y (C-Ciphertext) khéng thé hiéu dwoc theo mot
quy luat thong thwong st dung mét thong tin bi mat dwoc goi la khoa K, (Key), khoa K;
chinh 1a théng sb diéu khién cho phép bién ddi tir ban rd X sang ban ma Y (chi cac bén
tham gia truyén tin S va R md&i c6 thé biét khoa nay). Giai ma (D-Decryption) & quéa trinh
nguoc lai cho phép ngwdi nhan thu duoc théng tin X ban dau tr doan ma hoa Y st dung
khoa gidi ma K, (cha y la khoa gidi ma va khda ma hoa cé thé khac nhau hodc 1a mét tay
thudc vao hé ma st dung).

Cac phép bién déi dwoc st dung trong md hinh truyén tin trén thudc vé mot hé ma
mat (Cryptosytem) nao do.
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Qua trinh m& héa va gidi ma yéu cau cac qua trinh bién dbi di» liéu tv dang nguyén
thuy thanh in put cho viéc ma hoa va chuyén output ciia q  ué trinh gidi ma thanh ban rd .
Cac qua trinh nay la cac qua trinh bién déi khong khoéa va dwoc goi la cac qua trinh
encode va decode.

Theo luat Kirchoff (1835 - 1903) (mét nguyén tac co ban trong ma hoa ) thi: toan b
co ché méa/gidi ma trir khoa la khéng bi mat dbi véi ké dich [5]. RS rang khi déi phwong
khong biét dwoc hé ma mat dang s dung thuat toan ma héa gi thi viéc tham ma sé rét
khé khan. Nhwng ching ta khéng thé tin vao do an toan clia hé ma mat chi dwa vao mot
gia thiét khéng chac chan la dbi phwong khong biét thuat toan dang st dung . Vi vay, khi
trinh bay mot hé mat bat ky , chang ta déu gia thiét hé mat dé dwoc trinh bay dwdi luat
Kirchoff.

Y nghia cta luat Kirchoff : sy an toan cta cac hé ma mat khéng phai dwa vao sy
phtrc tap cta thuat toan ma hoda s dung.

8. So’ lwore vé lich sir mat ma hoc

Mat ma hoc |& mét nganh khoa hoc c6 mét lich si khoang 4000 ndm. Céc cb vat
ctia nganh khao cb hoc thu dwoc da cho thay diéu nay. Nhirng ngudi Ai cap cb dai da st
dung céac chir twong hinh nhw 1a mét dang ma héa don gidn nhat trén cac bia mé cda ho .
Céc tai liéu viét tay khac cling cho thay cac phwong phap ma héa don gian dau tién ma
loai ngudi da siv dung 1a ctia ngudi Ba Tw ¢b va nguoi Do Thai cb.

Tuy vay c6 thé chia lich sr mat ma hoc thanh hai thdi ky nhw sau:

Thoi ky tién khoa hoc : Tl trué'c cdng nguyén cho téi ndm  1949. Trong giai doan
nay mat ma hoc dwoc coi la mét nghé thuat nhiéu hon 1a mét mén khoa hoc mac du da
dwoc rng dung trong thyc té.

Lich st cla mat ma hoc dwoc danh diu vao ndm 1949 khi Claude Shannon dwa ra
ly thuyét thoéng tin . Sau thdi ky nay mét loat cac nghi én clru quan trong ctia nghanh mat
ma hoc da dwoc thwe hién chdng han nhw cac nghién ciru vé ma khéi , sw ra doi ctia cac
hé ma mat khda cong khai va chir ky dién ti.

Qua nhiéu thé ky phat trién cia mat ma hoc chi yéu dv  ¢'c phuc vu cho cac muc
dich quan sy (gian diép, ngoai giao, chién tranh...). M6t vi du dién hinhla 2000 nam
trwdc day hoang dé La ma Julius Caesar da tirng st dung mét thuét toan thay thé don
gidn ma ngay nay dwoc mang tén 6ng trong cudc chién tranh Gallic.

Tac pham “A manuscript on Deciphering Cryptography Messages” ctia Abu al -Kindi
dwoc viét vao thé ky thir 9 dwoc tim thay tai Istabul vao ndm 1987 da cho thay nhitrng nha
khoa hoc A rap la nhivng nguwdi du tién da phat trién cac phwong phap tham ma dwa vao
phan tich tAn sé xuét hién cla cac ky ty dbi v&i cac hé ma thay thé don am  (mét phwong
phap dwoc st dung rong rai trong thdi ky Trung cb do don gidn va kha hiéu qud).

O chau Au thoi ky Trung cb 1a mét khoang thoi gian u am va tdm téi cla lich st nén
khéng c6 nhiéu phat trién manh vé van hoa néi chung va mat ma hoc noi riéng . Moét vai
sy kién dwoc ghi lai b&i cac vi linh muc nhwng chi cé Roger Bacon la ngwoi thuye sy da
viét v& mat ma hoc trong tac pham “Secret Work of Art and the Nullity of Magic” vao gitra
nhirng ndm 1200. Vao thoi Trung cé mot trong nhivng cai tén ndi tiéng nhat la Chaucer,
ngwdi da dwa ra cac cong trinh nghién ciru nghiém tuc dau tién vé mat ma hoc trong cac
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tac phdm ctia minh chdng han nhu “Treatise on the Astrolabe”. Trong th&i ky Trung cb &
phwong Tay cubn sach cua Blaise De Vegenere (ngudi phat minh ra thuat toan ma hoa

thay thé da am tiét ) dwoc xem nhw 1a mot tdng két cac kién thirc v& mat ma hoc cho téi
thdi diém bay gid, bao gbm ca thuat toan thay thé da am tiét va mot vai so dd khda tw
dong.

Blaise De Vegenere ciing la tac gia cua hé ma mang tén 6ng , hé ma nay da trng
dwoc xem |4 an toan tuyét déi va dwoc st dung trong mét thdi gian dai, tuy nhién Charles
Babbages da thuwc hién tham ma thanh cdng vao ndm 1854 nhwng diéu nay dwoc gitk bi
mat. M6t thuat toan tham ma dwoc phat hién doc 1a p b&i mét nha khoa hoc ngudi Phd
(thudc nwéc Plre ngay nay) co tén la Friedrich Kasiski . Tuy vay do viéc thiéu cac thiét bj
cai tién nén cac bién thé cla thuat toan ma héa nay van con dwoc st dung trong nhirng
nam dau cla thé ky 20 ma tiéu biéu nhét 13 viéc tham ma thanh cong may dién tin
Zimmermann ctia quan Blrc (mot trong cac sw kién tiéu biéu ctia mat ma hoc ) trong thé
chién thi nhéat va két qua la sw tham gia clia My vao cudc chién.

V&i sy xuat hién cla cac hé thbng may tinh ca nhan va mang may tinh cac théng tin
van ban ngay cang dwoc lwu trir va xt ly nhiéu hon trén cac may tinh do dé nay sinh yéu
cau vé an toan bao mat dbi v&i cac thong tin dwoc lwu triy , xt ly va truyén gitra cac may
tinh.

Vao dau nhitng ndm 1970 la sw phat trién cla cac thuat toan ma héa khéi dau tién:
Lucipher va DES . DES sau d6 da c6 mot sw phat trién &ng dung ryc ré cho téi dau
nhirng nam 90.

Vao cudi nhivng ndm 1970 chirng kién sy phat trién cla cac thuat toan ma hoa
khéa céng khai sau khi Whitfield Diffie va Martin Hellman céng b bai bao “New Directions
in Cryptography” 1am nén tang cho sw ra d&i clia cac hé ma khoa céng khai va cac hé
chir ky dién tc.

Do nhwoc diém cta cac hé ma mat khoa cong khai la cham nén cac hé ma khdi van
tiép tuc dwoc phat trién véi cac hé ma khdi méi ra doi dé thay thé  cho DES vao cubi thé
ky 20 nhw IDEA, AES hodc 3DES (mét cai tién ctia DES).

Gan day nhét 13 cac sy kién lién quan t&i cac ham bam MD5 (mdt ham bam thudc
ho MD d o Ron Rivest phat trién ) va SHA 1. Mét nhom cac nha khoa hoc ngwéi Trung
Quéc (Xiaoyun Wang, Yiqun Lisa Yin, Hongbo Yu) da phat trién cac phwong phap cho
phép phat hién ra cac dung d6 ctia cac ham bam dwoc str dung rong rai nhat trong sb cac
ham bam nay. Day |a mét sy kién I&n dbi véi nganh mat ma hoc do sy (rng dung rong rai
va c6 thé xem la con quan trong hon ban than cac hé ma mat cia cac ham bam . Do sw
kién nay cac hang viét phan mém I& n (nhw Microsoft) va cac nha mat ma hoc da khuyén
cao cac lap trinh vién sir dung cac ham bam manh hon  (nhw SHA-256, SHA-512) trong
cac ng dung.

Bruce Schneier (mét trong nhivng nha mat ma hoc hang dadu , tac gia ctia hé ma
Blowfish) da tirng néi rang cac hinh thirc tAn cong déi véi cac hé ma mat néi riéng va tan
cong dbi v&i cac hé thébng may tinh ndi chung sé& ngay cang tré nén hoan thién hon
“Attacks always get better ; they never get worse .” va lich st phat trién ciia mat ma hoc
chinh 13 lich st phat trién cia cac hinh thirc tAn cong ddi véi cac hé ma mat dang dwoc
st dung.
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9. Phan loai cac thuat toan mat ma hoc

C6 nhiéu cach khac nhau dé ching ta c6 thé pha n loai cac thuat toan mat ma hoc
sé duwgc hoc trong chwong trinh. 0] day chung ta sé phan loai cac thuat toan mat ma hoc
dwa vao hai loai tiéu chi.

Tiéu chi thir nhét 1a dwa vao cac dich vu an toan bao mat ma cac thuat  toan cung
cép, dwa vao sb lwong khoa st dung (0, 1, 2) ching ta cé cac thuat toan ma hoa sau:

1. Cac thuat toan ma hoa khda bi méat twong ng véi cac hé ma mat khéda bi méat
hay khoa dbi xieng SKC  (Symmetric Key Cryptosytems), do vai trd ctia ngwdi nhan va
ngwdi givi 1a nhw nhau , ca hai déu c6 thé ma hoa va gidi ma thong diép  , nhw Caesar,
DES, AES ... Khoa s dung cho cac thuat toan nay la 1 khoéa cho ca viéc ma hoa va giai
ma.

2. Cac thuat toan méd hoa khoa céng khai twong ng véi cac hé méa khda coéng
khai PKC (Public Key Cryptosystems). Déi khi cac hé ma nay con dwoc goi la cac hé ma
khéa bat dbi xirng (Asymmetric Key Cryptosytems). Khéa st dung cho cac thuat toan nay
la 2 khoa, mét cho viéc ma hda va moét cho viéc giai ma |, khéa ma hoa dwoc cong khai
hoa.

3. Céacthuat toan tao chir ky dién t&r  (Digital Signature Algorithms). Cac thuat
toan tao chir ky dién tlr tao thanh cac hé chi» ky dién tr . Théng thwdng mdi hé chir ky
dién tlr c6 cung co sé ly thuyét véi mot hé ma mat khoéa cdng khai nhung véi cach ap
dung khac nhau. Trong chuong trinh hoc chiing ta s& hoc mot sé hé chir ky dién ti phd
bién 13 RSA, EIGammma...

4. Céac ham bam (Hash functions). Cac ham bam la cac thuat toan ma héa khéng
khoda hoac cé khoda va thuwdng dwoc stir dung trong cac hé chir ky dién tlir hodc cac hé ma
khoa cdng khai.

Tiéu chi th& hai phan loai cac thuat toan ma hoda dwa trén cach thirc x ly input cla
thuat toan (ttrc 1a ban rd ), dwa trén ti€u chi nay chiang ta c6 hai loai thuat toan ma hoa
sau:

1. Céc thuat toan ma héa khdi (chéng han nhw DES, AES ...) x(& ly ban rd dudi
cac don vi co ban la cac khdi co kich thwéc gibng nhau.

2. Céc thuat toan ma héa dong (RC4 ...) coi ban rd 1a mét ludng bit, byte lién tuc.

10. M6t sé trng dung ctia mat ma hoc

Ngay nay kho cé thé tim thdy cac ing dung trén may tinh lai khéng st dung téi cac
thuat toan va cac giao thrc mat ma hoc . Twr cac wng dung cho cac may tinh ca nhan
(Desktop Applications ) cho t&i cac chwong trinh hé théng nhw cac hé diéu hanh
(Operating Systems) hoac cac rng dung mang nhw Yahoo Messenger hoac cac hé co s&
div liéu déu co st dung cac thuat toan ma héa mat khiu nguwdi dung bédng mot hé ma
ho&c mét ham bam nao doé . D&c biét véi sw phat trién manh mé cda thwong mai dién tir
cac mo hinh chir ky dién t&r ngay cang dong vai tro tich ciwc cho mét méi tredng an toan
cho nguwi dung. Tuy vay chang ta van cé thé chia cac linh vwc trng dung ctia mat ma hoc
thanh cac linh vwc nhd nhuw sau:
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- Bao mat (Confidentiality): che dau noi dung ctia cac théng diép dwoc trao déi
trong mét phién truyén thong hoac giao dich hoac cac thong diép trén mét hé théng may
tinh (cac file, cac dir liéu trong mét co s& dir liéu ...).

- Xac thyc héa (Authentication): dam bao ngudn gbc clia mét thong diép , nguoi
dung.

-~ Toan ven (Integrity): @m bao chi cé cac tb chirc da dwoc xac thwe hdéa méi co
thé thay ddi cac tai san cta hé théng cling nhw cac théng tin trén dwéng truyén.

-~ Dich vu khon g thé chéitlr  (Non-Repudiation): Cac bén da dwoc xac thuc
khdng thé phd nhan viéc tham gia vao mét giao dich hop €.

- Ngoai ra con cac dich vu quan trong khac chéng han nhw chir ky dién t& , dich
vu chirng thwc danh tinh (Identification) cho phép thay thé hinh thirc xac thyc héa ngudi
dung dwa trén cac mat khau bang cac ky thuat manh hon  hoéc dich vu thwong mai dién
tlr cho phép tién hanh cac giao dich an toan trén cac kénh truyén théng khéng ant  oan
nhw Internet.
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CHUONG II: CO' SO TOAN HOC

Dé hiéu dwoc nhivrng thuat toan st dung trong cac hé ma mat , trong cac hé chiv ky
dién t& cling nhw cac giao thirc mat ma , ching ta phai cé nhirng kién thirc nén tang co
ban vé toan hoc, ly thuyét thong tin ... dwoc st dung trong mat ma hoc. Chwong nay trinh
bay nhirng khai niém co ban vé ly thuyét thong tin nhw Entropy  , téc dé clia ngdn ngiv
(Rate of Language), do phirc tap cla thuat toan , do an toan ciia thuat toan, va mét sb
kién thirc toan hoc: ddng dw sb hoc (modulo), sb nguyén té, dinh ly phan dw trung hoa |,
dinh Iy Fermat . . . va cac thuat toan kiém tra sé nguyén t6. Nhirng van dé chinh sé& dwoc
trinh bay trong chwong nay gom :

e Ly thuyét théng tin

o Ly thuyét dé phtrc tap

e Ly thuyét sé hoc.

1. Ly thuyét théng tin

Nhirng khai niém mé& dau cta ly thuyét théng tin dwoc dwa ra 1an dau tién vao nam
1948 boi Claude Elmwood Shannon (mét nha khoa hoc dw oc coi la cha dé cla ly thuyét
théng tin). Trong phan nay ching ta chi dé cap t&i mét sé chi dé quan trong cla ly thuyét
théng tin.
1.1. Entropy

Ly thuyét théng tin dinh nghia khéi lwgng théng tin trong mét théng bao 1a sé bit nhd
nhét can thiét d& ma hoa tat ca nhirng nghia co thé cua théng bao dé.
Viduy, trwong ngay_thang trong mét co s& dir liéu chra khéng qua 3 bit thong tin,
b&i vi thdng tin ngay c6 thé ma hoa véi 3 bit di liéu:
000 = Sunday
001 = Monday
010 = Tuesday
011 = Wednesday
100 = Thursday
101 = Friday
110 = Saturday
111 is unused

Néu thong tin nay dwoc biéu dién béi chudi ky tw ASCII twong 'ng  , nd sé chiém
nhiéu khéng gian nhé hon , nhuwng cling khéng chira nhiéu théng tin hon . Twong tw nhw
trwdng gioi_tinh clia mot co s& dir liéu chi chira 1 bit théng tin, nd cé thé Iwu trir nhw mét
trong hai xau ky tw ASCII : Nam, N{.

Khédi lwong thdng tin trong mot thong bao M do béi Entropy cui a thong bao dé, ky
hiéula H(M). Entropy cta théng bao gioi _tinh la 1 bit, ky hiéu H (gioi_tinh) = 1, Entropy
clia théng bao sé ngay trong tuan la nhé hon 3 bits.
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Trong trwdng hop téng quat, Entropy ctia mét théng bao la log ,n, véin l1a sé kha
nang co thé (y nghia) clia théng bao.

H(M) = log,n

1.2. Téc dé chia ngdn ngiv. (Rate of Language)

DBéi v&i mot ngdn ngiy, tée dd thwe té (actual rate) clia ngdn ngir 1a:
r = HM)/IN

trong treo'ng hop nay N la d6 dai cua théng bao va M la mét thong diép co do dai N.
Tbc d6 cua tiéng Anh binh thuéng 1a 0.28 do d6 mébi chiv cai tiéng Anh cé 1.3 bit nghta.

Téc do tuyét ddi (absolute rate) ciia mdt ngdén ngl & sé bits I¢n nhat  can thiét dé
ma hoéa cac ky tw cia ngdn ngir d6. Néu coé L ky tw trong mot ngén ngilv , thi tc d6 tuyét
dbila:

R =log,L

Pay la sé Entropy I&n nhat ctia méi ky tw don 1& . Di v&i tiéng Anh gébm 26 chir cai,
tbc do tuyét dbi 1a log ,26 = 4.7bits/chi¥ cai. S& khong co diéu gi la ngac nhién dbi voi tat
ca& moi nguwdi rang thuc té tbc dod cua tiéng Anh nhd hon nhié u so voi te do tuyét dbi, va
chang ta van thay rang déi véi mét théng bao bang tiéng Anh ¢ thé loaibd  mot sbé chiv
cai nhwng ngudi doc van co thé hiéu duwoc . Hién twong nay duoc goi la dé dw thira cla
ngdn nglr (Redundancy) tw nhién.

Khoéng chi dbi vai tiéng Anh ma véi hau hét cac ngén ngl tw nhién , do cAu truc cla
ngdn ngi¥, do viéc str dung ngdn ngr dan t&i cd mot sé chiv cai dwoc sir dung véi tan
suat khéng ddng déu hoac chi cé thé xuét hién véi mét cu tric nao do lam cho ching ta
van co thé doan dwoc nghia clia cac thédng bao néu loai bd cac chi cai nay.

Do dw thra (Redundancy) cla mdt ngdn ngir ky hieulaDvaD = R —r. D6i voi
tiéng Anh:

D=1-.28 = .72 letters/letter
D =4.7 — 1.3 = 3.4 bits/letter

Nhw vay mdi chi¥ cai c6 1.3 bit nghia va 3.4 bit dw thira (xap xi 72%).
1.3. Tinh an toan cta hé théng ma hoa

Shannon dinh nghta rat rd rang , ti mi cac mé hinh toan hoc dé danh gia do an toan
cua cac hé ma mat st dung . Muc dich ctia ngudi tham ma la phat hién ra khoa st dung
clia hé ma (K-Key), ban rd (P-PlainText), hodc ca hai. Hon ni¥a ho co thé hai long voi
mot vai théng tin c6 kha nang vé ban rd P chdng han nhu d6 la am thanh dang sé, hodc
la mot van ban tiéng Dlrc, hodc Ia mét bang tinh div liéu, v. v . . .

Trong hau hét cac Ian tham ma, ngudi tham ma thwong cb gang thu thap mot sb
théng tin c6 kha nang vé ban rd P trwdc khi bat dau. Ho c6 thé biét ngdn ngiv da dwoc suv
dung dé ma hoa. Ngdn ngir nay chac chan co sw du thira két hop v&i chinh ngdn ngir do.
Néu n6 1a mot thong bao givi téi Bob, né co thé bat diu véi "Dear Bob". Doan van ban

11



Chwong Il: Co s& toan hoc

"Dear Bob" s& |a mot kha nang cé thé hon 1a mét chudi khéng mang y nghia gi chang han
"tm*h&rf". Muc dich cla viéc tham ma |a stra nhirng tap hop kha nang cé thé cé clta ban
ma (C-CipherText) véi mdi kha ndng c6 thé clia ban rd.

Shannon phat trién Iy thuyét cho réng , hé théng ma hoa chi an toan tuy ét déi néu
néu sé khoa co thé st dung it nhat phai bang sb théng bao c6 thé . Hiéu theo mét nghia
khac, khoa tbi thiéu clia hé ma phai dai bang théng bao ciia hé ma db.

Ngoai trir cac hé ma an toan tuyét déi , cac ban ma thwong chira mot sé6 théng tin
ding v&i ban rd , diéu nay 1a khong thé tranh dwoc . M6t thuat toan mat ma tét gitr cho
théng tin bi tiét 16 @ mirc nhd nhadt va  mot ngwdi tham ma gidi sé  khai thac tét nhivng
thong tin nay dé phat hién ra ban rd.

Ngwdi tham ma st dung sw dw thira tw nhién ctia ngdn ngr dé 1am giam sé kha
nang c6 thé cé cla ban rd. Nhiéu thong tin dw thira clia ngdén nglv , sé& d& dang hon cho
qua trinh tham ma. Chinh vily do nay ma nhiéu md hinh ma hoéa st dung thuat toan nén
ban ré dé gidm kich thwéc van ban trwéc khi ma hoa chang. Vi qua trinh nén lam gidm sw
duv thira cta théng bao . Entropy cia mét hé ma mat la kich thwéc ciia khéng g ian khoa
(Keyspace).

H(K) = log(number of keys )

Shannon ciing dwa ra mét khai niém goi la Unicity Distance (ky hiéu la U) dé danh
gia do an toan ctia mot hé ma mat. D6i véi mot hé ma mat U cha nd la:
U = H(K)/D

Day 14 s6 nhd nhat cac ban ma can thiét dé co thé tién hanh tham ma theo cach thiy
tat ca cac khda co thé (brute-force attack) thanh cong. Chang han déi véi hé ma thay thé
don am (nhw Caesar) trén bang chi cai tiéng Anh ta sé co:

H(K)=log,26! = 87. D = 3.4 suy ra U = 25.5.

Diéu nay c6 nghia la néu chung ta co6 khoang 25 chi cai ban ma chung ta chi co thé
ther dé khop véi moét ban rd.

Khai niém Unicity Distance |a mét khai niém mang tinh xac suét né cho ch ung ta
biét s6 lwong it nhat cac ban ma can co dé cé thé xac dinh duy nhét 1 ban ma chir khong
phai la s6 bdn ma du dé tién hanh tham ma (ch&c chan thanh coéng). Néu chung ta co sé
ban ma it hon sé U thi khéng thé néi 1a dw doan (phép thtr) cla ching ta la dung . Dya
vao cdng thirc ndy ching ta thdy néu nhw d6 dw thira ciia ngdn nglr cang gan 0 thi cang
kho tham ma méc du do co thé 1a mot hé ma rat don gidn . Cling dwa vao cong th ¢ nay
suy ra dé tang tinh an toan cia hé ma co thé tang khéng gian khéa cda no.

1.4. Ky thuat I16n xon va rwom ra (Confusion and Diffusion)

Theo Shannon, c6 hai k§ thuat co ban dé che dau sy dw thira théng tin trong théng
bao gbc, do la: sy 16n x6n va sy rwdm ra.

Ky thuat 16n x6n_ (Confusion): che dadu méi quan hé gitra ban rd va ban gbc . Ky
thuat nay lam that bai cac c¢b géng nghién ctiru ban ma dé tim kiém théng tin dw thira va
théng ké mau. Phuong phap dé nhat dé thyc hién diéu nay la thong qua  ky thuat thay
thé. Mot hé ma hoa thay thé don gian , chdng han hé ma dich vong Caesar, dwya trén nén
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tang cla sy thay thé cac chir cai clia ban rd, nghia la chi¥ cai nay dw oc thay thé bang
chir cai khac

Ky thuat rwém ra (Diffusion): lam mét di sy duw thira clia ban rdé bang cach téng
s phu ban ma vao ban ré (va khoa). Cong viéc tim kiém sy duw thira clia ngwdi tham ma
sé rat mét thoi gian va phire tap. Cach don gidn nhét tao ra sy rwo'm ra 1a théng qua viéc
ddi chd (hay con goi 1a ky thuat hoan vj).

Thong thwdng cac hé ma hién dai thwong két hop ca hai ki thuat thay thé va hoan
vi dé tao ra cac thuat toan ma héa cé dd an toan cao hon.

2. Ly thuyét dé phirc tap

Ly thuyét dd phtrc tap cung cap moét phwong phap dé phan tich d6 phire tap tinh
toan cua thuat toan va cac ky thuat ma hoa khac nhau . N6 so sanh cac thuat toan ma
hod, k§ thuat va phat hién ra dd an toan cla cac thuat toan do . Ly thuyét théng tin da cho
chung ta biét rang mot thuat toan méa hoa cé thé bj bai 16 . Con ly thuyét do phirc tap cho
biét kha ndng bj tham ma cua mot hé ma mat.

Do phirc tap thoi gian cia thuat toan la  mot ham cla kich thwdc div liéu input cla
thuat toan d6. Thuat toan c6 dod phirc tap thdi gian f (n) dbi véi moi n va kich thwédc input
n, nghia la sé6 bwédc thwe hién cua thuat toan 1&n hon f(n) bwéc.

D6 phire tap thoi gian thuat toan phu thudc vao mé hinh cla cac thuat toan , sb cac
bwéc nhd hon néu cac hoat ddng dwoc  tap trung trong mét bwéc  (chdng han nhuw cac
vong lap, cac I&i goi ham ...).

Caéc |&op cua thuat toan, véi do phire tap thoi gian la mot ham mi dbi voi kich thuwéde
input dwoc coi la "khéng cé kha nang thyc hién ". Céac thuat toan cé dé phire tap gibng
nhau dwoc phan loai vao trong cac 16p twong dwon g. Vi du tat ca cac thuat toan co do
phtrc tap 1a n® dwoc phan vao trong Iép n 2 va ky hiéu bdi O(n®). C6 hai I6p tbng quat sé
duwoc la Iop P (Polynomial) va I&ép NP (NonPolynomial).

Cac thuat toan thudc I&p P c6 d6 phirc ta p la ham da thirc cla kich thuéce input .
Néu mdi budc tiép theo ctia thuat toan la duy nhéat thi thuat toan goi la don dinh . Tat ca
thuat toan thudc 1&6p P don dinh cé thdi gian gidi han la P _time, diéu nay cho biét ching
sé thyc hién trong théi gian da thirc |, twong dwong véi dd phire tap da thirc  cua kich
thwée input.

Thuat toan ma & buwdc tiép theo viéc  tinh toan phai lwa chon gidi phap tir nhirng
gi&i han gia tri ciia hoat déng goi la khéng don dinh. Ly thuyét dd phire tap st dung cac
may dac biét mé ta dac diém bang cach dua ra két luan béi cac chudn . May Turing la
moét may dac biét, may hoat dong trong thi gian rdi rac , tai mét thoi diém né nam trong
khoang trang thai day da sé cla tat ca cac trang thai c6 thé Ia hiru han . Chung ta c6 thé
dinh nghia ham d6 phurc tap thoi gian két hop véi may Turing A.

fa(n) = max{m/A két thiic sau m bwéc véi dau vao w = n’}

O day chung ta gia st rang A la trang thai két thac déi véi tit ca cac dau vao , van
dé sé tré nén kho khan hon néu cac trang thai khéng nam trong P . May Turing k hdng
don dinh hoat déng v&i thuat toan NP. May Turing khéng don dinh co thé co mot vai trang
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thai chinh xac. S(w) 1a trang thai do sw thanh céng ngan nhat ctia thuat toan, (Nghia la sw
tinh toan dan dén trang thai cudi cung)

Ham sb d6 phirc tap thoi gian clia may Turing khéng don dinh A dwoc dinh nghia :
fa(n)=max{1,m/s(w) cé6 m bwéc déi véi wiw=n}
& mdi buwdc may Turing khéng don dinh b tri nhiéu ban sao clia chinh né nhw cé
mot vai giai phap va tinh toan doc lap v&i moi [0 giai.
Cac thuat toan thudc 1&p NP la khéng don dinh va cé thé tinh toan trén may Turing
khéng don dinh trong thoi gian P.

Tuy nhién khéng phai thuat toan ma hda cang cé do phurc tap Ion thi hé ma mat st
dung thuat toan dé sé cang an toan theo nhw phat biéu cta luat Kierchoff.

Vay c6 thé danh gia do an toan ciia mét  hé ma mat nhw thé nao ? Van dé nay da
dwoc Claude Shannon tra & véi cac khai niém vé dd an toan cii a cac hé ma mat trong
mot bai bao cé tiéu dé “Ly thuyét théng tin clia cac hé théng bao mat” (1949).

2.1. b6 an toan tinh toan

Pinh nghia:

Mét hé mét duroc goi la an toan vé mét tinh toan néu c6 moét thuét toén tét nhat dé
pha né thi can it nhat N phép toan, véi N la mot sé rét Ién nao dé. [10]

Tuy nhién trong thuc té, khdng cé6 mdt hé mat nao chirng té |1a an toan theo dinh
nghia trén. Vi vay, trén thuc té, nguwoi ta goi hé mat la “an toan tinh toan” néu c6 mot
thuat toan dé pha né nhung doi hdi thei gian 16n dén mrc khéng chdp nhan dwoc (thuat
toan co6 dé phirc tap ham mi hoac thudc I&p cac bai toan cé do phirc tap NP).

]

Mbt cach tiép can khac vé do “an toan tinh toan” 1a quy né vé mét bai toan da dwoc
nghién ctru k§ va dwoc coi la khé. Vi du nhw bai toan “phan tich ra thiva sb nguyén tb cla
mdt sé n cho trwdc” dwoc coi la bai toan khé véi n 16n, vi vay ta co thé coi mot hé mat
dwa trén bai toan “phan tich ra thira sd nguyén t6” 14 an toan (tt nhién day chi la do an
toan dwa vao chirng minh mét bai toan khac ch khéng phai chirng minh hoan chinh vé
dd an toan cua hé mat).

2.2. Do an toan khéng diéu kién

Pinh nghia 1:

Mot hé mét duworc coi la an toan khéng diéu kién khi n6 khéng thé bi pha ngay ca voi
kha néng tinh toan khéng han ché. [10]

.yl

R® rang la “dd an toan khong diéu kién” khéng thé nghién ctru theo quan diém do
phirc tap tinh toan vi thdi gian tinh toan Ia khéng han ché. Vi vay, & day ly thuyét xac suét

sé dwoc dé cap dé nghién clru vé “an toan khong diéu kién”.

Pinh nghia 2:

Gia s bién X va Y la cac bién ngau nhién. Ky hiéu xac suat d& X nhan gia tri x la
p(x) va dé Y nhan gia tri y la p(y). Xac suét dbéng thoi p(x, y) la xac suat dé déng thaoi X
nhan gia tri x va Y nhan gia tri y. Xac suét co diéu kién p(x/y) la xac suat dé X nhan gia tri
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x v&i diéu kién Y nhan gia tri y. Cac bién X va Y dwoc goi la doc lap néu p(x, y) = p(x)p(y)
v&i moi gia tri co thé co ctia X va Y.

Dinh ly Bayes:

Néu p(y) # 0 thi ta co:

pP(X) p(y/x)
p(y)

p(x/y) =

Hé qua:

X, Y 13 bidn déc Iap khi va chi khi p(x/y) = p(x) v&i moi x, y. [5]

O day, ta giad thiét ring mot khoa cu thé chi dwoc dung cho mét ban ma. Ky hiéu
xac suét tién nghiém dé ban ré xuét hién la p,(x). Cling gia thiét rang khoa K dwoc chon
theo mot phan bd xac suét nao dé (théng thwdng khoa K dwoc chon ngau nhién nén céac
khoa sé& déng kha nang). Ky hiéu xac suat khoa K dwoc chon la py(K).

Gia thiét rang khoa K va ban rd x la cac bién déc lap. Hai phan b xac suét trén P
va K sé& tao ra mot phan bé xac suét trén C . Ky hiéu C(K) 1a tap cac ban ma co thé néu
K la khoa.

C (K)={e«(x): x€P }

Khi d6 vé&i méi y€ C, ta co:

Pe()= 2 P(K)p,(di (¥)
K,yeC(K)
Va xac suat co didu kién pc(y/x) la xac suat dé y 1a ban ma véi diéu kién ban rd la x
dwoec tinh theo cbng thirc sau:

Pe(y/X)= D pc(K)

Kx=dy (y)

Bay gi® ta ¢ thé tinh xac suét co diéu kién pe(x/y) la xac suat dé x la ban rd khi ban
ma la y theo dinh ly Bayes:

p (K
oo petylny PP, 2, PO

p(y) D pe(K)pa(dy ()

K,yeC(K)

P (X/y) =

Ldc nay, ta co thé dinh nghia khai niém vé doé mat hoan thién. Néi mot cach khéng
hinh thire, d& mat hoan thién nghia 1a ddi phwong véi ban ma trong tay ciing khéng thé
thu nhan duwoc théng tin gi vé ban rb. Tuy nhién ta sé néu dinh nghia chinh xac vé do mat
hoan thién nhuv sau:

Pinh nghia:

Mét hé mét hoan thién néu pe(xly) = pp(x) v&i moi x€ P va moi y€ C. Tirc la xéc suét
h&u nghiém dé thu duoc ban r la x véi diéu kién da thu duoc ban mé la y ddng nhét voi
Xac suét tién nghiém dé bén ré la x. [5]
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Hay no6i cach khac, dé mat hoan thién cling twong dwong véi pe(y/X)= pe(y)).
Binh ly Shannon:

Gia str (P, C, K, E, D) la mt hé mat, khi d6 hé mat dat dwgc dd mat hoan thién khi
va chi khi |K| 2 |C|. Trong trirong hop |K| = |C| = |P|, hé mét dat d6 mat hoan thién khi va
chi khi méi khoé K duoc dung véi xac suét bang nhau, bang 1/K| va véi méi x€ P, méi
y€ C c6 mét khod K duy nhét sao cho eK(x) = y. [5]

Nhuw vay ta thdy dé dat dd hoan thién doi héi khoa phai rat dai, do vay rat khé khan
trong viéc chuyén giao khoa gitra hai bén truyén tin. Vi vay trong thwc té, ching ta khéng
thé c6 an toan khong diéu kién ma chang ta chi can an toan thuc té, tire 1a phu thudc vao
thdng tin va thoi gian can bado mat bang cach str dung cac hé mat khac nhau véi d6 bao
mat khac nhau.

3.3. Hé mat tich

M6t y twdng khac dwoc Shannon duwa ra la y twéng tao ra cac hé mat méi dwa trén
cac hé mat cii bang céach tao tich ctia ching. Pay la mét y twéng quan trong trong viéc
thiét ké cac hé mat hién dai ngay nay.

DPé don gian, & day chung ta chi xét cac hé mat trong d6 C = P, cac hé mat loai nay
goi la tw déng céu. Gia sir S1 = (P, C, K1, E1, D1) va S2 = (P, C, K2, E2, D2) la cac hé
mat tw déng cAu cé cung khong gian ban ré va ban ma. Khi dé6 hé mat tich dwoc dinh
nghia la hé mat S = (P, C, K1xK2 ,E ,D). Khoa cua hé mat tich K = (K1, K2) trong dé K1
€ K1, K2 € K2. Cac ham ma hoa va giai ma dwgc xac dinh nhuw sau:

€(k,.Ky) (x) = €y, (eK1 (X))

d(Kl,Kz) (x) = dKl (eK2 (X))

Néu chung ta lay tich cia S véi chinh no, ta c6 hé mat (SxS) (ky hiéu S2). Néu lay
tich n 1an thi két qua Ia Sn. Ta goi Sn 1a mo6t hé mat 1ap. Néu S2 = S thi ta goi hé mat 13
luy dadng. Néu S 1a luy déng thi khéng nén Iy tich 13p vi d& bao mat khéng tang 1&n ma
khéng gian khod lai Ién hon. Buwong nhién néu S khéng luy dang thi ta c6 thé lap lai S
nhiéu 1an dé ting dd bao mat. O’ day nay sinh mot van dé 1a 1am thé nao dé cé mot hé
mat khong luj dang?

Ta biét rang néu S1 va S2 la luj déng va giao hoan thi S1xS2 ciing luy déng, don
gian vi:

(S1%S2)*X(S1%S2) = S1%(S2%S1)%S;

= S1%X(S1%S,)%XS,;

= (S1%81)%(S2%Sz)

= (S1%82)

Vay néu mudn (S1xS2) khdng luy dang thi can phai cé S1 va S2 khong giao hoan.
Diéu nay c6 thé dé dang thwc hién bang cach lay tich cia mot hé mat theo kiéu thay thé
va mot hé mat theo kiéu hoan vi. Pay la kj thuat dwoc dung dé thiét ké cac hé ma hién
dai nhw ma DES.
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3. Ly thuyét toan hoc
3.1. Modulo sé hoc

Vé co bana = b(mod n) néua = b+kn trong d6 k Ia mot s6 nguyén . Néuavab
dwong va a nhd hon n, chiing ta cé thé goi a la phan dw ctia b khi chia cho n. Néi chung a
va b déu la phan du khi chia cho n . Nguwdi ta con go b 1a thang dw ciia a theo modulo n,
va a la déng du ctia b theo modulo n.

Modulo s hoc ciing giéng nhw s hoc binh thwéng , bao gdm cac phép giao hoan ,
két hop va phan phéi. M&t khac gidm méi gia tri trung gian trong subt qua trinh tinh toan.

(atb) mod n = ((a mod n) + (b mod n)) mod n
(a- b) mod n = ((a mod n) - (b mod n)) mod n
(axb) mod n = ((a mod n) x (b mod n)) mod n
(ax(b + ¢)) mod n = (((a x b) mod n) + ((a x ¢) mod n)) mod n

Cac phép tinh trong cac hé ma mat hau hét déu thyc hién déi véi moét modulo N nao
do.
3.2. S6 nguyén té

S6 nguyén t6 1a mét sé In hon 1, nhwng chi chia hét cho 1 va chinh né, ngoaira
khoéng con sb nao né cé thé chia hét niva . S6 2 |a mot sé nguyén td  dau tién va la sb
nguyén t6 chan duy nhéat. Do vay 7, 17, 53, 73, 2521, 2365347734339 ciing la sb nguyén
t6. S6 lwong sb nguyén t6 Ia vo tan. H& mat ma thwong st dung sb nguyén t6 1n c& 512
bits va tham chi I&n hon nhw vay.
3.3. Wéc sé chung I&n nhat

Hai s a va n dwoc goi la hai s& nguyén td cing nhau néu ching khéng cé thira s6
chung nao khac 1, hay n6i mét cach khac, néu wéc sé chung Ién nhat cia a va n 1a béng
1. Chuang ta ¢6 thé viét nhuw sau :

GCD(a,n)=1, (GCD-Greatest Common Divisor)

Sé 15 va 28 la hai sb nguyén t6 cung nhau, nhwng 15 va 27 thi khéng phai la hai sb
nguyén t6 cung nhau do cé wéc sb chung la 1 va 3, dé dang thay 13 va 500 ciing |a mot
cap s6 nguyén td cung nhau. Mot sb nguyén té sé la nguyén té cuing nhau véi tat ca cac
s6 nguyén khac trir cac boi sé cia no.

Mét cach d& nhét dé tinh toan ra wéc sb chung I& n nhat cla hai sb 1a nhé vao thuat
toan Euclid. Knuth mo ta thuat toan va mét vai mé hinh cda thuat toan da dwoc stra doi.

Dwéi day |a doan ma ngudn trong ngdn ngir C:
/* Thuat toan tim wéc sb chung I&n nhat cha x va y, gia st x,y>0 */
int ged(int x, inty)
{
int g;
if(x<0)
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X=-X;
if(y<0)
y=-y;
g=y;
while(x>0){
g=X
X=y%X;
y=0;
}
return g;

}
3.4. Vanh Z, (vanh déng dw module N)

Tap cac sb nguyén Zy = {0, 1, ..., N-1} trong d6 N la mét sb tw n hién dwong voi
hai phép toan cong (+) va nhan (.) dwgc dinh nghia nhw sau tao thanh mét vanh ddng dw
modulo N (hay con goi la tap thang dw day du theo modulo N):

Phép cong:

Vv a, b eZy: atb = (a+b) mod N.
Phép nhan:

Va bezZya.b=(a*b)modN.

Theo tinh chéat ctia modulo sé hoc ching ta dé& dang nhan thdy Z \ Ia mét vanh giao
hoan va két hop. Hau hét cac tinh toan trong cac hé ma mat déu dwoc thyc hién trén mot
vanh Zy nao do.

Trén vanh Zy s6 0 la phan tlr trung hdavia + 0=0+a=a, V a €Zy, s6 1 dwoc goi
laphantrdonvivia.l=1.a=aV a eZ.

3.5. Phan tir nghich dao

Trén truong sb thwe R, sb nghich dao ctia 5 1a 1/5, b&i vi 5 x 1/5=1. Con trén mot
vanh sb nguyén Z, ngudi ta dwa ra khai niém vé sé nghich dao ctia mét sé nhw sau:

Gia slr a €Zy va ton tai b €z, sao cho a.b = (a*b) mod N = 1. Khi d6 b dwoc goi la
phan t& nghich dao cla a trén Zy va ky hiéu laa™ = b.

Viéc tim phan t& nghich ddo clia mét s a eZy cho trwéc thue chat twong duong
v&i viéc tim hai sb b va k sao cho: a.b = k.N + 1 trong d6 b, k €Zy. Hay viét gon lai la:

a'=b (modN)

Dinh ly vé sw ton tai cia phan tir nghich dao : Néu GCD(a, N) = 1 thi ton tai duy
nhéat 1 s6 b €Zy 1a phan t& nghich déo cla a, nghia la théa man a.b = (a*b) mod N = 1.
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3.6. Ham phi Ole

V&i mbi sb nguyén N, gia tri ciia ham phi Ole ctia N 1a tbng s6 tat ca cac sb
nguyén eZy va nguyén td cling nhau v&i N . Chang han néu P 1a mot sb nguyén thi gia tri
ham phi Ole ctia P: @(P) = P — 1 hodc néu N = p*q trong dé p va q la hai s6 nguyén tb thi
D(N) = (p-1)*(a-1).

Trong trwdng hop téng quat néu dang phan tich ra thira sé nguyén té cta N la:

N =p,“p,“%...p"*

trong do6 p; la cac s6 nguyén td con o la cac sb6 nguyén dwong thi gia tri ciia ham
phi Ole dwgc tinh nhw sau:

-1 ay,-1 o -1
¢(N):(p1_1)p11 (pz_l)pz ? "'(pk_l)pk ‘
Lién quan t&i khai niém vé ham phi Ole ching ta c6 dinh Iy Ole phat biéu nhw sau:

VaeZy=2y- {0} va GCD(a, N)= 1 tacs a’™ =1(modN). C¢ nghia la

N
a¢( ) chinh la gia tri nghich dao cla a trén Zy.

M6t trwdng hop riéng cta dinh ly Ole chinh la dinh Iy Fermat nhd: Néu P la mot sb

nguyén td thi v a e Zptaco @ =1(mod P) . Pay I1a mét trong nhitng dinh Iy dep nhét
cla sb hoc.
V&i mbi sb nguyén N vanh Z y gdm cac phan ti thudc Z y va nguyén té cuing nhau

v&i N, hay noi cach khac: Z'y = {x: xeZy, (X, N) = 1} = {x: xeZy, x*™ =1}.

V&i mbi phan tir a € Zy, bac t ctia a (ky hiéu Ia ord (a)) 1a s6 nhd nhat sao cho: a' =
1. Theo dinh ly Olle ta suy ra ¢(N) chia hét cho t.

Cu thé v&i N = 21 ta c6 bang sau:

acZ, 1] 2 4 5 8 10 11 13 16 17 19 | 20

Ord(a) |1 | 6 3 6 2 6 6 2 3 6 6 2

Bang 2.1: Bang bac cla cac phan ti trén Z 5,

Néu bac ctiaa e Z'y bang ¢(N) thi a dwoc g oi la phan t& sinh hay phan t& nguyén thay
cla tap Z'n. Va néu tap Z'y chi cé mét phan tlr sinh thi nd dwoc goi la mét cyclic.
3.7. Thang dw bac hai

Gia str a € Z*\, khi d6 a dwoc goi la thang dw bac 2 theo modulo N néu tdn tai x
Z*\ sao cho x? = a (mod N). Tap cac phan t& thang dw theo modulo N dwoc ky hiéu [a Qy,
tap cac phan t& khéng thang du theo modulo N dwoc goi la bat thang dw theo modulo N

va ky hiéu la Q,, .
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Binh Iy: néu p 1a mot s6 nguyén td 1é va o 1a mot phan tlr sinh ctia Z *y, khi d6 a la
mot thing dw bac 2 theo modulo N khi va chi khia = o' mod p, trong dé i 1a sé6 nguyén 1é.

T dinh Iy nay suy ra ‘GN‘:(p—l)/2:|QN|.

Vidu veip =13, a =6 e Z;35 ta coé bang sau:

[ 0 1 2 3 4 5 6 7 8 9 10 |11

o'mod 13| 1 6 10 8 9 2 12 7 3 5 4 |11

Bang 2.2: Bang lly thtra trén Z;3
Do d6 Qi3 ={1, 3, 4,9, 10, 12} va Q.= {2, 5, 6, 7, 8, 11}.

Vé&ia € Qu. Néu x e Z*, thda man x* = a (mod N) thi a dwoc goi la can bac hai cla
x theo modulo N.
3.8. Thuat toan liy thiwra nhanh

D& co thé tim phan t& nghich dao ctia mot sb nguyén a trén mét vanh Z  cho truéc
chuing ta c6 thé st dung dinh Iy Ole dé tinh gia tri Ity thira ciia a v&i sb mii 14 gia tri ham
phi Ole ctia N . Tuy nhién dé c6 thé nhanh chéng tinh dwoc gia tri ltly thira nay chang ta
can c6 mot thuat toan hiéu qua va mét trong cac thuat toan dé (con nhiéu thuat toan khac
phtre tap hon) 1a thuét toan |Gy thira nhanh . Thuat toan nay do Chivers dwa ra vao nam
1984. Cac bwoc clia thuat toan nhw sau:

Input: a, m, N.

Output: a™ mod N.

Begin

Phan tich m thanh dang nhij phan m = byby ;...bo.

j=0, kg =a;
while (k>=))
{

if (b==1)

kg = (kg * @) mod N;

a=(a*a)mod N;

j=i+1
}
return kq;
end

Mét cai dat khac bang ngdn ngir C nhw sau:
long modexp(long a, long x, long n)

{
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long r=1,
while (x > 0){
if (X% 2==1) /*is x odd? */
r=(*a) % n;
a=(a*a) % n;
X/=2;
}

return r;

}

Thuat toan nay chay khéng qua log,(m+1) buéc.
3.9. Thuat toan O'clit mé rong

Trong phan 3.3 ching ta da biét thuat toan O'clit dwoc d Ung dé tim wéc sd chung
|&n nhat cda ha i s6 nguyén va trong phan 3.7 ching ta da biét cach tim mét phan tor
nghich d&o clia mét s6 ba ng cach sir dung thuat toan Iily thira nhanh  tuy nhién van cé
mot thuat toan hiéu qu @ khac dé tim phan t& nghich dao goi la thuat téan O'clit mé réng
(do dwya trén thuat toan O'clit). Cac bwéc cla thuat toan nhw sau:

input: a, N v&i GCD(a, N) =1
output: a™
begin
Oo=n,g:=a,Uy=1,u;=0,v9=0,v, =1,i=1;
while (g; <>0)
{
y = gia divg;
Oiv1 = Qi1 — Y*0i;
Uis1 = Uig — Y*U;;

Vie1 = Vi — V¥U;;

i=i+1;
}
X = Vig;
if(x>0) then

return x;
else

return (N+x);
end;
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3.10. Phwong trinh dong dw bac nhat 1 an

Phwong trinh ddng dw bac nhét 1 &n |1a phwong trinh c6 dang:
ax = b (mod N) trong do6 a, b € Zy la cac hé sé con x |a an sb.

Néu nhw GCD(a, N) = 1 ching ta c6 thé tim a ™ sau d6 nhan vao 2 vé clia phuong
trinh va tim ra nghiém moét cach dé dang tuy nhién néu g = GCD(a, N) la mét gia tri khac 1
thi sao ? Khi d6 bai toan cé thé vé nghiém hoadc cé nhiéu nghiém . Ching ta xét dinh ly
sau:

Gia str g = GCD(a, N) va néu b chia hét cho g thi phwong trinh ddng dw bac nhat 1

Q>
=

ax =b (mod N)

sé co g nghiém co6 dang

x = ((b/g)xo + t(n/g)) (mod N) trong d6t=0, ..., g-1,

va X la nghiém ctia phwong trinh (a/g)x = 1 (mod N/g).
3.11. Binh ly phan dw Trung Hoa.

Binh ly phan dw Trung Hoa la m 6t dinh ly quan trong clia s6 hoc duwoc ¢ &c nha
toan hoc Trung Quéc kham pha ra vao thé ky thi nhat. Dinh ly phat biéu nhw sau:

Néu dy, d,, ..., dy la cac s6 nguyén doi mot nguyén té cung nhauva N - = d,d,...d,
thi hé phwong trinh déng du:

x = x (mod dy), i=1, 2, ..., k

sé c6 mot nghiém thudc vao Zy. Nghiém ctia hé co tinh theo cong thirc sau:
k

x=> (N/d,)y,x (modN)
i=1

trong dé y; la cac nghiém ctia cac phuwong trinh dong dw (N/d;) y; = 1(mod d).
Duwéi day 1a doan ma dinh ly phan dw trung hoa trong ngén ngi C :

int chinese_remainder(int r, int *m, int *u)

{
inti;
int modulus;
int n;
modulus = 1;

for (i=0; i<r:++i)
modulus *=m([i];
n=0;

for (i=0; i<r:++i)
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{
n+=u[i]*modexp(modulus/m[i],totient(m[i]),m[i]);
n%=modulus;
}
return n;
}

4. Cac thuat toan kiém tra s6 nguyeén to.

Ham mot phia (one-way functions) la mét khai niém co ban cua ma hoa cong
khai. Viéc nhan hai sé nguyén td & mot vi du vé ham mét phia, nhan cac sé nguyén td
|&n dé tao thanh mot hop sé 1a dé& , nhwng cdng viéc ngwoc lai phan tich mét sd nguyén
I&n thanh dang thira s6 nguyén tb lai 1a mot bai toan kho (chwa cé mét thuat toan tét).

Cac thuat toan ma hoa khoéa cong khai déu can phai st dung cac sé nguyén tb. Co
mot sé phwong phap dé sinh ra sd nguyén té  va hau hét chiing déu dwa trén cac thuat
toan kiém tra tinh nguyén té cia mét sé nguyén . Tuy nhién cé mot sé van dé dwoc dat ra
dbi véi s6 nguyén tb nhu sau

e Trong mét hé thdng cé thé dam bao hai ngwdi dung sé dwoc st dung hai sb
nguyén t6 khac nhau hay khong ? Cau tra 16i 1a c6 thé vi co téi 10**° sb nguyén tb co do
dai 512 bits hoac nhd hon.

« Kha nang hai nguoi dung sé lwa chon cing mét s6 nguyén td |a bao nhiéu. Vé&i sy
lwa chon tlr 10™° sb nguyén td, diéu ky xay ra v&i xac xuat nhé hon so véi sy tw bdc chay
cua may tinh.

Céc loai thuat toan kiém tra sb nguyén t6 duoc chia lam hai loai : thuat toan tat dinh
va thuat toan xac suét. Cac thuat toan tat dinh cho ching ta biét chinh xac cau tra & mot
sb nguyén co6 phai la moét sb nguyén té hay khéng con moét thuat toan  xac suét cho biét
xac suét ctia mét sé ngu yén la mot sé nguyén té 1a bao nhiéu . Trong phan nay sé trinh
bay mét sb thuat toan kiém tra sé nguyén té phd bién.

4.1. Mot sé ky hiéu toan hoc
4.1.1. Ky hiéu Lagrang (Legendre Symbol)

Ky hiéu L(a,p) dwoc dinh nghia véi a la mot sb nguyén va p la mét sb nguyén tb 16n

hon 2. N6 nhan ba giatrio, 1, -1:

L(a,p) = 0 néu a chia hét cho p.
L(a,p) =1 néu a € Qy (a la thang dw bac 2 modulo p).
L(a,p)=-1néua e 6,\, (a khbng la thang dw bac 2 modulo p).

M6t phwong phap dé dang dé tinh toan ra L(a,p) la :

L(a,p) =a ®? mod p
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4.1.2. Ky hiéu Jacobi (Jacobi Symbol)

Ky hiéu Jacobi dwoc viét 1a J (a,n), né la sw khai quat hoa cuta ky hiéu Lagrang , né
dinh nghia cho b4t ky cap s nguyénavan nao. Ky hiéu Jacobila mét chirc ndng trén
tap hop sb thing dw thap ctia wéc sé n va co thé tinh toan theo cong thirc sau:

Néu n |a sé nguyeén td, thi J(a,n) = 1 néu a la thang dw bac hai modulo n .

Néu n |a s6 nguyén t , thi J(a,n) = -1 néu a khong la thdng dw bac hai modulo
n.

Néu n khoéng phai 13 sb nguyén té thi Jacobi (a,n) sé& dwoc tinh theo cong thirc
sau:

J(a,n)=J(h,py) x J(h,p,) x. .. x J(h,pm)

VOi P1,P2. . .,Pm 1a cac thira sb 1&n nhéat cla n.

Thuat toan nay tinh ra sb Jacobi tuan hoan theo céng thirc sau :

1.
2
3
4,
5
a.

b.

Jlk)=1
J(axb,k) = J(a,k) x J(b,k)
J(2,k) =1 Néu (k*-1)/8 la chia hét va J(2,k) = -1 trong céac trwdng hop khac.
J(b,a) = J((b mod a),a)
Néu GCD(a,b)=1:
J(a,b) x J(b,a) = 1 néu (a-1)(b-1)/4 1a chia hét.
J(a,b) x J(b,a) = -1 néu (a-1)(b-1)/4 1a con duw.

Sau day la thuat toan trong ngbén ngiv C :

int jacobi(int a,int b)

{

int al,a2;
if(a>=b)

a%-=Db;
if(a==0)

return O;
if(a==1)

return 1;
if(a==2)

if(((b*b-1)/8)%2==0)
return 1;
else

return -1;
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if(a&b&1) (ca ava b déu 1a sb dw)
if(((a-1)*(b-1)/4)%2==0)
return +jacobi(b,a);
else
return -jacobi(b,a);
if(gcd(a,b)==1)
if(((a-1)*(b-1)/4)%2==0)
return +jacobi(b,a);
else
return -jacobi(b,a);
return jacobi(al,b) * jacobi(a2,b);

}

Trén thuc té co thé tinh dwoc ky hiéu Jacobi mét cach thuan loi hon néu dwa vao 1

trong cac tinh chat sau, gid st m, n la cac sé nguyén 1&, a, b € Z:

(i) J@@*b, n) = J(a, n) * I(b, n) do d6 J(a% n) = 1.

(i) I(a, m*n) = J(a, m) * J(a, n).

(iii) néu a = b (mod n) thi J(a, n) = J(b, n).

(iv) J(1, n) = 1.
(v) J(-1, n) = (-1)™H"=

(vi) I(m, n) = J(n, m) * (-1)mVC-D4
4.2. Thuat toan Soloway-Strassen

Soloway va Strassen da phat trién thuat toan co thé kiém tra sb nguyén té

toan nay str dung ham Jacobi.

Thuat toan kiém tra sb p la sb nguyén té:
Chon ngau nhién mét sb a nhd hon p.

Néu wdc sb chung 16n nhét ged(a,p) = 1 thi p la hop sb.

Tinh j = a®Y2 mod p.

1.
2.
3
4.  Tinh sb Jacobi J(a,p).
5
6

Néu j = J(a,p), thi p khéng phai la sb nguyén té.

Néu j = J(a,p) thi néi p c6 thé 1a sb nguyén td v&i chéc chan 50%.

. Thuat

Lap lai cac bwdc nay n  1an, méi lan véi mdt  gia tri ngdu nhién khac nhau cua a

Phan dw ctia hop s v&i n phép thir 1a khong qua 2".

Thuwe té khi thwe hién chwong trinh, thuat toan chay véi tbc d6 kha nhanh.
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4.3. Thuat toan Rabin-Miller

Thuat toan nay dugc phat trién béi Rabin , dwa trén mot phan y twéng cua Miller .
Thuc té nhirng phién ban cda thuat toan da dwoc gidi thiéu tai NIST . (National Institute of
Standards and Technology).

DAu tién la chon ngau nhién mot sb p dé kiém tra. Viét p dwéi dang p = 1+2°m trong
dé mla moét so 1é.
Sau day la thuat toan :
Chon mét s6 ngau nhién a, va gia st a nhé hon p.
Dat j=0 va z=a™ mod p.
Néu z=1, hodc z=p-1 thi p da qua budc kiém tra va cé thé la sé nguyén t6.

Néu j > 0 va z=1 thi p khéng phai la sb nguyén té.

a w0 N RF

Patj=j+1. Néuj<bvaz = p-1thi dat z=z°> mod p va tré lai buoc 4.
6. Néuj=bvaz=p-1, thi p khédng phai la sb nguyén tb.
4.4. Thuat toan Lehmann.
Mét phwong phap don gidn hon kiém tra sé nguyén t6 duwgc phat trién doc lap bdi
Lehmann. Sau day la thuat toan véi sb buéc 1&p 1a 100.
1.  Chon ngau nhién mot sb n dé kiém tra.
2. Chéc chéan rang n khéng chia hét cho cac sb nguyén té nhé nhw 2,3,5,7 va 11.
3. Chon ngau nhién 100 s ay, @y, . . . , a1 gitra 1 va n-1.

4.  Tinh a2 (mod n) cho tit c& a; = a,. . . a10. Drng lai néu ban tim thay a; sao
cho phép kiém tra la sai.

5. Néua™? =1 (mod n) v&i moi i, thi n cé thé Ia hop sb.

(n-1)/2

Néu a; # 1 hodc -1 (mod n) v&i i bat ky, thi n la hop sb.

Néu a "2 = 1 hoadc -1 (mod n) v&i moi i = 1, thi n [a sé nguyén tb.

5. Bai tap
Bai tap 2.1: hay tinh 17 mod 29, hdi can dung it nhét la bao nhiéu phép nhan dé
tim ra két qua.

Bai tap 2.2: Tinh 876°** mod 899.
S& dung mét trong cac ngdn ngi¥ 1ap trinh C, C++, Java hodc C# dé lam céac bai tap sau:
Bai tap 2.3: Viét chwong trinh cai dat thuat toan tim phan t& nghich dao.
Bai tap 2.4: Viét chwong trinh cai d&t thuat toan Iy thira nhanh.
Bai tap 2.5: Viét chuong trinh giai hé phwong trinh ddng dw bac nhét hai an.

Bai tap 2.6: Viét chwong trinh cai dat thuat toan kiém tra sd nguyén té  véi input 1a
mot sb nguyén nhé hon 2000000000.
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Bai tap 2.7: Viét chwong trinh cai dat thw vién sé nguyén I&n véi cac thao tac tinh
toan co ban: nhan, chia, cong triv, 4y modulo.

Bai tap 2.8: St dung thw vién sé I6n (& bai tap 2.5 hodc moét thw vién ma ngudn
m&) cai d&t cac thuat toan kiém tra sd nguyén té dwoc trinh bay trong phan 4 ctia chuong
2.
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CHUONG IlI: CAC HE MA KHOA Bi MAT

1. Cac hé ma co dién
1.1. Hé ma hoa thay thé (substitution cipher)

Hé ma hoa thay thé 1a hé ma hoa trong d6 mdi ky tw ctia ban rd dwoc thay thé bang
ky tw khac trong ban ma (cé thé 1a mét chiv cai, mot sd hodc moét ky hiéu).

C6 4 ky thuat thay thé sau day:

1. Thay thé don (A simple substitution cipher): 1a hé trong d6 mét ky tw cia ban ré
dwoc thay bdng moét ky tw twong (rng trong ban ma. Mét anh xa 1-1 t& ban rd téi
ban ma dwoc st dung dé ma hoa toan bd thong diép.

2. Thay thé ddng am (A homophonic substitution cipher): giéng nhw hé théng ma
hoa thay thé don , ngoai trir mét ky tw ciia ban rd cé thé dwoc anh xa téi mot
trong s6 mot vai ky tw cla ban ma : so d6 anh xa 1-n (one-to-many). Vidu, “A”
c6 thé twong rng v& i 5, 13, 25, hodc 56, “B” c6 thé twong tng véi 7, 19, 31,
hoac 42, v.v.

3. Thay thé da mau ty (A polyalphbetic substitution cipher): dwoc tao nén ti nhiéu
thuat toan ma hoa thay thé don. Anh xa 1-1 nhw trong trwdng hop thay thé don,
nhwng c6 thé thay déi trong pham vi mot théng diép . Vi du, c6 thé c6 ndm thuat
toan ma hoa don khac nhau dwoc str dung ; dac biét thuat toan ma hoa don
dwoc st dung thay ddi theo vi tri ciia méi ky tw trong ban rd.

4. Thay thé da so d6 (A polygram substitution cipher ): 1a thuat toan trong d6 cac
khéi ky tw dwgc ma hoa theo nhom . Pay la thuat toan téng quat nhéat, cho phép
thay thé cac nhom ky tw cGa van ban gbc . Vidu, “ABA” cé thé twong rng v& i
“RTQ’", “ABB” c6 thé twong &ng véi “SLL”, v.v.

1.2. Hé ma Caesar

Hé ma Caesar la mot hé ma hoa thay thé don am lam viéc trén bang chi cai tiéng
Anh 26 ky tw (A, B, ..., Z). Pay la hé ma cb dién va don gian nhat da tvng dw ¢ dung
trong thwc té béi hoang dé La ma Caesar nén dwoc dat theo tén cla vi hoang dé nay.

Khéng gian cac ban rd P 1a cac thdng diép dwoc tao tir bang chi cai A (dé tién trinh
bay ching ta xem day 1a mét bang chi¥ cai td ng quat). Twong ty khdng gian cac ban ma
C= P. Gia st s6 phan t&r ctia bang chi cai|a| = N.

Dé ma hoa ngudi ta danh sé cac chiv ca i tir 0 t¢i N-1. Khéng gian khéa & = Zy. V&i
mdi khoa K € K ham ma hoa va gidi ma mot ky tw co sé thir tw la i s& dwoc thwe hién nhw
sau:

Ma hoa: Ex(i) = (i + k) mod N.

Giai ma: Dg(i) = (i — k) mod N.

Hé ma Caesar v&i bang chiv cai tiéng Anh s& cd N = 26 chi cai, bang chir cai dwoc
danh sé nhw sau:
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B C D L M N w X Y z
0 1 2 3 .11 12 13 | ... | 22 23 23 25

Bang 3.1: Bang danh sé cac chi cai tiéng Anh
Cac phép tinh toan sb hoc dwoc thwe hién trén vanh Z 5, s khoa co thé st dung

la 26 nhung trén thuc té chi co 25 khoa cé ich.

Vidu: v&i k=3 (trworng hop da dwoc hoang dé Caesar st dung ), ky tw A duoc
thay bang D, B dwoc thay bang E, ... , W dwoc thay bang Z, ... , X dwgc thay bang A, Y
dworc thay bang B, va Z dwoc thay bang C.

Bang chir cai gbc:

A|B|C|D|E|F|G|H|I [J|K|IL{M|N|OIP|Q|R|S|T|UIV|W|X|Y

Bang chi cai dung d& ma hoa:

DIE|F|GIH|I |[J|KILIMNIO/P|IQIR|S|T|U|V|WX|Y|Z|A|B

Do d6 chang han xau “ANGLES” s& dwgc ma hoéa thanh “DQJOHV”.

Hé ma Caesar s du ng phwong phap thay thé don am nén c6 hién twong goi la
phu thudc tan suat xuat hién ctia ngdn ngi¥ tw nhién. Trong ngdn ngl tw nhién mot sb chiv
cai xuéat hién nhiéu hon so v&i cac chiv cai khac (chéng han trong tiéng Anh cac chir cai
xuét hién nhiéu la e, t, i, h ...) nén cac chir cai dung dé thay thé cho ching ciing xuét hién
nhiéu. Diéu nay c6 thé dan téi hé qua la nguwdi tham ma coé thé siv dung phwong phap thiy
thay thé cac ky t v xuét hién nhiéu trong bdn ma bang céac ky tw xuat hién nhiéu trén cac
van ban thuec té.

Trén thuc t& hé ma Caesar c6 sb khoa it nén hoan toan cé thé tham ma bang
cach thiy tat ca cac khoa co thé (kiéu tAn cong Brute force).

1.3. Hé ma Affine

Khéng gian cac ban rd va ban ma cua hé ma la cac xau dwoc hinh thanh ttr mét
bang chir cai A, gia st |A] = N. Khi d6 khéng gian khda ctia hé ma duoc xac dinh nhw sau:

K={(a,b):a, b e Zy (a,N)=1}

D& ma hda nguoi ta danh sb cac chiv cai ciia bang chiv caityr 0 t&i N — 1 va tién
hanh mé héa, giai ma tirng ky tw (thay thé) theo cac céng thirc sau:

Ma hoa:

Ex(X) = (a*x + b) mod N. Ky tw ban rd c6 sb thiv tw 1a x s& dwoc chuyén th anh ky tw
€0 sO th ty 1a (a*x+b) mod N trong bang chir cai.

Dé giai ma ta can tim a™ (do (a, N) = 1 nén luén tim dwoc) va tién hanh cong thirc
giai ma sau:
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Dk(y) = a*(y - b) mod N. Ky tw ban méa c6 sbé thr tw 1a y sé duwoc thay thé bang ky tw
c6 sb thi tw 13 a*(y - b) mod N trong bang chi cai.

C6 thé thay réng dbéi véi mot hé ma Affine thi sé khoa cé thé st dung sé la:

|kl = D(N) * N. Vi du véi N = 26 twong (rng véi bang chiv cai tiéng Anh ching ta sé
c6 J(26) * 26 = 12 * 26 = 312 khoa. Con sb nay la twong dbi nho.
1.4. Hé ma Vigenere

Hé ma nay dwoc dat theo tén ciia mot nha mat ma hoc ngudi Phap Blaise de
Vigenére (1523-1596).

DP6i v&i hé ma nay khéng gian cac  ban ma va ban rd ciing la cac théng diép duoc
tao thanh tr mot bang chiv cai A nhw trong hé ma Caesar, cac chiv cai dwoc danh sé tir 0
t&i N-1 trong d6 N 1a s6 phan tt cia bang chir cai.

Khong gian khoa & duwgc xac dinh nhw sau:

V&i mbi s6 nguyén duwong M |, khéa c6 do dai M |a mét xau ky tw co dd daiM |, K =
KiKs...Ky.

D& ma hoa mot ban rd P ngudi ta chia P thanh cac doan do dai M va chuyén thanh
sb thir tw twong (ng clia ching trong bang chi¥ c i, chdng han X = x;x,...xy. Khi d6 viéc
ma hoéa va giai ma dwoc thwe hién nhw sau:

EK(X) = (X]_ + k]_Y Xo + k2, ey X T kM) mod N

Dk(Y) = (Y1 - K1 Y2 - Ka, ..., Ym - kn) mod N véi N 1a sé phan ti ciia bang chiv cai va Y
= y1Yo...ym la bdn ma.

Vi du: xét A 13 bang chiy cai tiéng Anh, ta co N = 26 gia sir khda c6 do dai 6 va K =
“CIPHER”, ban rd6 P = “THIS CRYPTOSYSTEM IS NOT SECURE”. Tac6 K=28157 4

17,P=197818217|241519141823| 1819412818|1314191842|2017 4.
Qua trinh ma hoa thwc hién nhw sau:

P=197818217|241519141823| 1819412818|131419184 2|20174
K=28157417| 28 157 417 | 28157 417|28 157 4 17|2815
C=2115232568|0238212214]12011919129|1522825819]|222519
Vay ban ma la C = “VPXZGI AXIVWO UBTTMJ PWIZIT WZT".

Vé thuwc chat hé ma nay la két hop cta nhiéu ma Caesar , trong hé ma Caesar
chuing ta thay thé tirng ky tw don | & thi trong hé ma Vigenere nay thay thé tirng bd M ky
tw lién tiép. V&i mdi M ching ta co sb khoa co thé st dung 1a N M, cu thé 1a véi bang chi
cai tiéng Anh s& c6 26" khoa cé thé sir dung.

1.5. Hé mi Hill

Hé ma hoa n ay dua trén ly thuyét vé dai s tuyén tinh do Lester S _Hill dwa ra nam
1929.

Ca khong gian ban rd va ban ma déu la  cac xau dwoc thanh 1ap tr mot bang chiy
cai A nhw trong hé ma Vigenere.
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V&i mbi sb nguyén M khéa ciia hé ma 1a mot ma tran K vudng kich thwérc MxM gém
cac phan tlr 1a ¢ 4c s6 nguyén thudc Z \ trong d6 N 1a sb phan t& cha bang chir cai . Diéu
kién dé ma tran K co thé st dung lam khoa ctia hé ma |a K phai la mot ma tran khong suy
bién trén Zy hay néi cach khac 1 tén tai ma tran nghich dao clia ma tran K trén Zy.

Céc ky tw cla bang chi¥ cai cling dwoc danh sé tir 0 t&i N-1.

D& ma hoa mot ban rd nguwi ta cling chia ban rd dé thanh cac xau cé do da i M,
chuyén cac xau nay thanh sb thi tw cia cac chiv cai trong bang chiv cai dwéi dang mot
vecto hang M chiéu va tién hanh ma hoa, gidi ma theo cong thirc sau:

Ma hoa:
C=P*K.

Giai ma:
P=C*K™.

Vi du: cho hé ma Hill c6 M = 2 (khoa la cac ma tran vudng cép 2) va bang chi cai 1a
bang chi¥ cai tiéng Anh, tirc 1& N = 26. Cho khoa

(3

Hay ma hoa xau P = “HELP” va giai ma nguwgc lai ban ma thu dwoc.

Dé& ma héa ching ta chia xau ban rd thanh hai vecto hang 2 chiéu “HE” (7 4) va “LP”
(11 15) va tién hanh ma héa lan luot.
3 3

V6iPy=(74)tacoCr=P*K=(7 4) (2 :

j=(315)=(DP)

V6i P, = (11 15) ta c6 C; = P, * K = (11 15) @ ‘EJ = (114) = (LE)

Vay ban ma thu duwgc la C = “DPLE”.

Dé giai ma ta tinh khoa gidi ma la ma tran ngh  ich ddo clia ma tran khéa trén Z
theo céng thire sau:

k k . .
Vi K = [ 1 12] va det(K) = (ki1*kz2 — koi*kiz) mod N 1a mét phan tr ¢ phan ti

kZl 22

nghich dao trén Zy (ky hiéu 1a det(K)™) thi khéa giai ma sé la

K= det(K)'l{kzz _klzJ
'k21 k11

Ap dung vao truwdng hop trén ta cé det(K) = (15 - 6) mod 26 = 9. GCD(9, 26) =1 nén
ap dung thuat toan O'clit mé rong tim dwoc det (KY* = 3. vayK * = 3 *

5 23) (15 17
24 3) (20 9)
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Qua trinh giai ma tién hanh giébng nhw qua trinh ma hoéa véi khdéa ma hoa thay bang
khoéa giai ma.

15 17

Gidima C=“DP’=(315),P=C*K"'=(315)*
20 9

jz (315)="“HE".
Twong tw gidi ma xau C = “LE” két qua sé dwgc ban rd P = “LP”.

Chu y 1a trong vi du trén chung ta st dung khoéa K ¢o kich thuwdc nhé nén dé dang
tim dwoc khéa dé gidi ma con trong trwdng hop tdng quat diéu nay la khéng dé dang.
1.6. Hé ma d6i ché (transposition cipher)

M6t hé ma hoa dbi chd 1a hé ma hoa trong d6 cac ky tw cta ban rd van duoc gity
nguyén, nhwng tht tw ctia ching dwoc déi chd cho nhau.

Vi du mét hé ma hoa déi ché cot don gidn , ban ré duwoc viét theo ha ng ngang trén
trang gidy voi do dai cb dinh, va ban ma dwoc doc theo hang doc.

Ban r6: COMPUTER GRAPHICS MAY BE SLOW BUT AT LEAST IT'S EXPENSIVE

COMPUTERGR

APHICSMAYB

ESLOWBUTAT

LEASTITSEX

PENSIVE

Ban ma: CAELPOPSEEMHLANPIOSSUCWTITSBIUEMUTERATSGYAERBTX

Bang 3.2: M hoa thay dbi vi tri cot
Phuwong phap nay co6 cac ky thuat sau:

1. Pao ngweorc toan bd ban rd: nghia 1a ban ré dwoc viét theo thi tw ngwoc lai dé
tao ra ban ma . Pay la phwong phap ma hoa don gian nhét vi vay khong dam
bao an toan.

Vidu : banrd “TRANSPOSITION CIPHER” dwoc mé hoa thanh
‘REHPICNOITISOPSNART”.

2. Ma hoa theo mau hinh hoc : ban ré dwoc sap xép lai theo mot mau hinh hoc
nao dé, thuwdng la mét mang hodc mot ma tran hai chiéu.

Vidu: ban rd “LIECHTENSTEINER” dwoc viét thanh ma tran  3x5 theo hang nhw

sau:
Cot 1 2 3 4 5
Ban rd L I E C H
T E N S T
E I N E R
Bang 3.3: Ma hoa theo mau hinh hoc
Néu 14y cac ky tw ra theo sé thir tw cot 2, 4, 1, 3, 5 thisécébanma

“IEICSELTEENNHTR".

32



Chwong lll: Cac hé ma khéa bi mat

Déi chd cot: Dau tién ddi chd cac ky tw trong ban ré thanh dang hinh chir nhat theo
cot, sau d6 cac codt dwoc sap xép lai va cac chiv cai dugc lay ra theo hang ngang

Vi du: ban rd gbc la “NGAY MAI BAT DAU CHIEN DICH XYZ” dworc viét dwdi dang
ma tran 5x5 theo cOt nhw sau:

Cot 1 2 3 4 5
Ban rd N A D I C
G I A E H
A B U N X
Y A C D Y
M T H I Z

Bang 3.4: Vi du ma hoa theo mau hinh hoc

Vi 6 5 cot nén ching cé thé dwoc sap lai theo 5!=120 cach khac nhau. Dé tang do
an toan co6 thé chon mét trong cac cach sap xép lai do.

Néu ta ¢ huyén vi cac cot theo thir tw 3, 5, 2, 4, 1 rdi lay cac ky tv ra theo hang
ngang ta sé& dwoc ban ma la “DCAINAHIEGUXBNACYADY HZTIM”. Lwu y rang cac ky tw
cach duwoc bo di.

Han ché ctia phwong phap nay la toan bd cac ma tran k y tw phai dwoc sinh dé ma
hoa va giai ma.
3. Hoan vi cac ky tw ctia ban ré theo chu ky ¢6 dinh d : Néu ham f |4 mét hoan
vi cia mét khdi gébm d ky tw thi khoa ma hoa dworc biéu dién béi K(d,f).
Do vay, ban ro:
M = mims...MgMg+1...Mog
V&i m; la cac ky tw , va ban rd sé dwgc ma hoa thanh
Ek(M) = My1)My2). .. Mi(a)Miay+1- - - Ma+(a)
Trong d6 my1)My)...Meq la Mot hoan vi cda mym,...mg.

Vi du: gia st d=5 va f hoan vi day i=12345 thanh f())=35142

Vi tri dau Vi tri hoan vi Tw Ma hoa
1 3 G @)
2 5 R P
3 1 @) G
4 4 U
5 2 P R

Bang 3.5: Ma héa hoan vi theo chu ky

Theo bang trén, ky tw dau trong khéi 5 ky tw dwoc chuyén t&i vi tri thir 3, ky tw thir
hai dwoc chuyén téivitrithr 5, ... Chang han tr gbc GROUP dwoc ma hoa thanh
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OPGUR. Bang cach dé, ban rd “I LOVE BEETHOVENS MUSIC” s& dwoc chuyén thanh
“OEIVLEHBTEESONVSCMIU”.

Hé ma ADFGV cla Birc, dwoc st dung trong subt chién tranh thé gioi 1an thiv |, 1a
mot hé ma hoa déi chd (c6 sir dung phwong phap thay thé don gian). N6 dwoc coi la mot
thuat toan ma hoa phurc tap vao thoi y nhung né da bi pha béi Georges Painvin , mét
nha tham ma ngudi Phap . Trén thyc té ¢ 6 rat nhiéu hé théng ma hoa str dung  phuong
phap ddi chd, nhwng chung rat rac réi vi thwerng doi hdi khong gian nhé 16n.

2. Cac hé ma khéi

Trong phan nay ching ta s& hoc vé cac hé ma k héi dién hinh 14 chuidn ma héa di
liéu DES (Data Encryption Standard), mét trong sé cac hé ma khéi dwoc str dung rong rai
nhét va la nén tang cho rat nhiéu cac hé ma khéi khac.

Chuén ma hoa dir liéu DES 1a mot chudn  ma hoa dwoc coéng bd béi Uy ban Tiéu
chuén québc gia Hoa Ky vao 15/02/1977. Hé ma nay dwoc xay dwng dwa trén mot hé ma
khéi phd bién c6 tén 1a LUCIFER va dwoc phat trién béi IBM.

DES c6 nhiéu wu diém (nhanh, thuat toan céng khai , dé& cai dat) va da tirng dwoc
st dung trén thyc té trong mot thoi gian rat dai  (cho dén trwéc dau nhirvng nam  90) tuy
nhién theo thdi gian nang lwc clia cac may tinh phat trién cung véi cac ky thuat tham ma
m&i dwoc dwa ra da cho thdy nhu cadu  vé mot hé ma khdi manh hon  va chudn ma hoa
cao cap AES da ra doi . Chuan nay ra doi dwa trén mot cudc thi vé thiét ké mot hé ma
khéi an toan hon (vao ndm 1997) thay thé cho DES cta Uy ban Tiéu chuan quéc gia cla
Hoa Ky (NIST). Co rat nhiéu hé ma da dwoc glri dén lam (rng clr vién cho AES nhung
cudi cung hé ma Rijndael cta hai tac gia ngwoi Bi la tién si Joan Daemen va tién si
Vincent Rijmen (vao nam 2001).

2.1. Mat ma khéi

Cac hé ma cb dién ma ching ta xem xét & phan dau chwong nay déu cé dic diém
chung la trng ky tw cia ban ré dwoc ma hoa tach biét. Diéu nay lam cho viéc pha ma tré
nén dé& dang hon. Chinh vi vay, trén thyc té ngwoi ta hay dung mot kiéu mat ma khac,
trong d6 tirng khéi ky tw ctia ban rd dwgc ma hoa cung mét luc nhw 1a mét don vi ma hoa
ddng nhét. Trong kiéu ma hoa nay, cac tham sb quan trong 1a kich thwéc (d6 dai) cia mdi
khdi va kich thwéc khoa.

Piéu kién d& ma hoa khdi an toan:
e Kich thwéc khéi phai di I16n dé& chéng lai phwong an tdn cong bang phuwong
phap thdng ké. Tuy nhién diéu nay sé& dan dén thoi gian ma hoa sé tang 1én.

e Khéng gian khod, tirc chiéu dai khoa phai da Ién dé chéng lai phwong an tan
coéng bang vét can. Tuy nhién khoa phai di ngan dé viéc tao khod, phan phdi va
lwu tri» khoa dwoc dé dang.

Khi thiét k& mot hé ma khéi, phai d@m bao hai yéu cau sau:

e Sy hoén loan (confusion): sy phu thudc gitra ban rd va ban ma phai thwc sw
phirc tap dé& gay kho khan déi véi viéc tim quy luat tham ma. Méi quan hé nay
tbt nhat & phi tuyén.
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e S khuéch tan (diffusion): Mi bit clia ban rd va khéa phai anh hwéng 1én cang
nhiéu bit cla ban ma cang tét.

Trong khi sy hdn loan (confusion) dwoc tao ra bang ky thuat thay thé thi sw khuéch
tan (diffusion) dwoc tao ra bang cac ky thuat hoan vi. Cac hé ma khbi ma ching ta xem
xét trong phan nay déu théa man cac yéu cau do.

Ngoai cac hé ma khéi duoc trinh bay trong phan nay con rét nhiéu cac hé ma khéi
khac da phat trién qua thoi gian (tai cac qudc gia khac nhau v & (rng dung trong céc linh
vire khac nhau), cé thé ké ra day mot sd hé ma ndi tiéng nhw: Lucifer (1969), DES (1977),
Madryga (1984), NewDES (1985), FEAL, REDOC, LOKI (1990), Khufu and Khafre (1990),
RC2, RC4, IDEA (1990), MMB, CA-1.1, Shipjack, GOST, CAST, Blowfish, SAFER, 3-
Way, Crab, SXAL8/MBAL, SAFER, RC5, RC6 ...

Pac diém chung cla cac hé ma khéi Ia qua trinh ma hoa lam viéc véi cac khéi div
liéu (thuweng & dang xau bit) cé kich thwéc khac nhau (tdi thiéu 1a 64 bit), khéa cla hé ma
ciing 1a mét xau bit co6 d6 dai cb dinh (56 bit véi DES, cac hé ma khac 1a 128, 256, hoac
tham chi 512 bit). TAt ca cac hé ma nay déu dwa trén ly thuyét ctia Shannon dwa ra ndm
1949 va néu mang ma hoa hai ban rd gidbng nhau sé thu dwoc cing mét ban ma. Hoat
dong cla cac hé ma khéi thuwong dwoc thwe hién qua mét sé6 1an 1ap, méi l1an sé sir dung
mot khoda con duwoc sinh ra tir khéa chinh.

2.2. Chuan ma hoa dir liéu DES (Data Encryption Standard)

Vao cubi thap nién 60, hé ma Lucifer da dwoc dwa ra béi Horst Feistel. H& ma nay
gan lién véi hang IBM ndi tiéng. Sau d6 Uy ban Tiéu chudn Hoa Ky da dan xép v&i IBM
dé thuat toan ma héa nay thanh mién phi va phat trién né thanh chudn ma hoéa div liéu va
coéng bd vao ngay 15/02/1977.

2.2.1. M6 ta so d6 ma hoa DES

Mb ta téng quan:

DES I3 thuat toa n ma hoa véi input 13 khdi 64 bit, output cling 1a khéi 64 bit. Khoa
ma hda cé dd dai 56 bit, thwe ra chinh xac hon phaila 64 bit v&i cac bit & vi tri chia hét
cho 8 c6 thé sir dung la ca c bit kiém tra tinh chdn & . S6 khéa cla khong gian khoa X la
2%,

K K
- plaintext P <
ciphertext C
64 key K 64 .
pPp——w DES |—w ——w DES " [—™F

Hinh 3.1: Chuan ma hoa di liéu DES

Thuat toan thyc hién 16 vong. Tt khoa input K, 16 khda con 48 bit K; sé dwoc sinh
ra, moi khda cho mét vong thwe hién trong qué trinh ma hoéa . Trong mdi vong, 8 anh xa
thay thé 6 bit thanh 4 bit S; (con goi 1a hdop S;) dwoc chon lwa ky cang va cb dinh , ky hiéu
chung la S sé dugc sir dung. Ban rd 64 bit sé dwgc str dung chia thanh hai ntra Ly va Ro.
Céc vong c6 chirc nang gibng nhau , nhaninputla L ; va R, tir vong trwédc va sinh ra
output la cac xau 32 bit L; va R, nhw sau:
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Li = Rig; ()

Ri = Liy @ f(Ri4, Kj) trong d6 f(Ri.1, Ki) = P( S( E(Ri.1) @ K)) ); (2)

Trong dé:

- @ laky hiéu cha phép tuyén loai trir (XOR) cla hai xau bit theo modulo 2.
—  Ham f la mét ham phi tuyén.

—  Elahoan vi mé rong anh xa R i, tlr 32 bit thanh 48 bit (d6i khi tat ca cac bit s&
dwoc str dung hodc moét bit s& dwoc st dung hai 1an).

— P lahoan vij cb dinh khac cua 32 bit.

Mét hoan vi bit khéi dau (IP) dwoc sir dung cho vong dau tién ; sau vong cubi cling
ntra trai va phai sé dwoc déi cho nhau va cudi cling xau  két qua sé dwoc hoan vi bit 1an
cudi béi hoan vi nguoc caa IP (IP™Y).

Qua trinh giai ma dién ra twong tw nhwng v&i cac khoa con (rng dung vao cac vong
trong theo th ty nguwoc lai.

C6 thé hinh dung don gian 1a phan bén p hai trong méi vong (sau khi mé réng input
32 bit thanh 8 ky tw 6 bit — xau 48 bit) sé& thwc hién moét tinh toan thay thé phu thudc khoa
trén méi mot ky tw trong xau 48 bit, va sau d6 st dung mot phép chuyén bit cé dinh dé
phan bb lai cac bit ctia cac ky tw két qua hinh thanh nén output 32 bit.

Cac khoa con K; (chtra 48 bit ciia K) dwoc tinh bang cach st dung cac bang PC1 va
PC2 (Permutation Choice 1 va 2). Trwoc tién 8 bit (Kg, Kis,...,Kes) cla K bibd di (ap dung
PC1). 56 bit con lai dwoc hoan vi va gan cho hai bién 28 bit C va D, va sau d6 trong 16
vong lap ca C va D sé dwoc quay 1 hodc 2 bit, va cac khda con 48 bit K; dwoc chon tir két
qua cla viéc ghép hai xau véi nhau.

Nhw vay, ta co thé mé ta toan bd thuat toan sinh ma DES dwdi dang cbéng thirc nhw
sau:

Y=IPlefigeTefiseTe ... efre Tef e IP(X)
Trong dé:
- T moé ta phép hoan vi clia cac khéi LR; (1 <i < 15).
—  f,mo ta viéc dung ham f v&i khod K (1 <i < 16).
Thuat toan chi tiét:

Input: ban rd6 M = mym,...mg4, khda 64 bit K = kiks...kes (bao gé‘)m ca 8 bitchan lé,
viéc thém bit ch&n I& sao cho cac doan khoa 8 bit co sb bit 1 1a 18)

Output: ban ma 64 bit C = ¢,C5...Ces
1. Sinh khoda con. Tinh cac khda con theo thuat toan sinh khdéa con bén duwéi

2. (Lo,Ro) « IP(mims,...mg4) (St dung bang hoan vi IP dé hoan vj cac bit , két qua
nhan dwoc chia thanh hai ntra 1a Lo = MsgMsg...Mg, Rg = m57m49...m7.)

3. (16vong)fori=1to 16

Tinh cac L; va R; theo cac cong thirc (1) va (2), viéc tinh
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f(Ri.1, Ki) = P( S(E(Ri1) @ K;) ) duwoc thyc hién nhw sau:

a)

b)

d)

4,
5.

M& rong R .y = rif,...r3 tlr 32 bit thanh 48 bit bang cach st dung hoan vi mé
réng E.

T « E(Ri_l). (Vi thé T= 30012, ..r32r1)
T’ « T @ K. Biéu di&n T’ nhw la cac xau gdm 8 ky tw 6 bit T’ = (By,...,Bs)

T « (S1(By), S2(B>),...,Ss(Bs)). Trong dé Si(Bi) anh xa bb,...bs thanh cac xau 4
bit ciia phan tt thudc hang r va cot ¢ clia cac bang S ; (S box) trong d6r = 2 * b,
+ bg va ¢ = bybsbubs 1a mét sb nhi phan tr 0 téi 15. Chang han S,(011011) sé
cho r =1 va ¢ = 13 va két qua 1a 5 biéu dién dwéi dang nhj phan 1a 0101.

T’ « P(T”) trong d6 P 1a hoan vi c6 dinh dé hoanvi 32 bitcta T = tit,.. .t
sinh ra tygt7...ts.

b1bs...bes < (Rus, L1g) (d6i Vi tri cac khdi cudi cling Lis, Rys

C « IP}(b1b,...bes) (Bién dbi st dung IP, C = bygbs...bys)

So db 16 vong lap cta DES:
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Ban r5 (64 bit)

v v
Lo(32 bit) Ro(32 bit)
Ky (48 bit)
L1 =Ro Ri=Lo @ f(Ro, K1)
: S S K (48 bit)
r_—---_________'_‘_‘_:-—'::: ________________ ;
v v
Li = Ri1 Ri = Li1 @ f(Ri1, Kj)
¥ Kis (48 bit)
D)< (f)e
Lis = R4 Ris = Lia @ f(R1s, Kis)
* Kis (48 bit)
D)< (f)e

Lis = L1s @ f(Ris, Kig)

Ris = Lis

Ban m4 (64 bit)

Hinh 3.2: So d& ma hoa DES
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2.2.2. Hoan vi IP va hoan vi ngwoc IP*

Bang hoan vi IP dwoc dwa ra trong bang du¢i day:

58 150 |42 |34 (26|18 | 10| 2 |60 |52 |44 36 |28|20 |12 | 4
62 | 54 |46 |38 |30 |22 |14 | 6 |64 |56 |48 |40 |32 |24 |16 | 8
57149 |41 |33 25|17 | 9 1 |59|51 43 |3 (27|19 |11 ]| 3
61 | 53 | 45|37 129 (21|13 | 5 |63 55|47 393123 |15 ]| 7
Bang 3.6: Bang hoan vi IP

Bang hoan vi nguoc IP™:

40 | 8 |48 | 16 |56 |24 |64 |32 |39 | 7 |47 |15 |55 |23 |63 |31
38| 6 |46 |14 |54 2262|3037 5 |45|13 |53 |21 |61]|29
36| 4 |44 12|52 |20 (60|28 |35 | 3 |43 |11 |51 |19 |59 |27
34| 2 |42 10|50 |18 |58 |26 |33 | 1 41| 9 |49 | 17 |57 |25

Bang 3.7: Bang hoan vi ngwoc IP™?

Hai hoan vi IP va IP* khéng c6 y nghia gi vé mat mat ma ma hoan toan nham tao

diéu kién cho viéc “chip hoa” thuat toan DES.

So db cu tric mot vong DES:

Li1

v v

\ong dich

\ong dich

y

Trat tu nén
(PC-2)

Hinh 3.3: So' d6 mét vong DES
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2.2.3. Thuat toan sinh khéa con

Muw&i sau vong lap cia DES chay cung thuat toan nhw nhau nhwng véi 16 khoa con
khac nhau. Cac khoa con déu dwoc sinh ra tlr khoa chinh clia DES bang mét thuat toan
sinh khoa con. Khoa chinh K (64 bit) di qua 16 bwdc bién dbi, tai méi bwdc bién dbdi nay
mot khoa con duoc sinh ra véi d6 dai 48 bit.

Co thé mo ta thuat toan sinh cac khda con chi tiét nhw sau:
Input: khéa 64 bit K = k1k2...k64 (bao gdm ca 8 bit kiém tra tinh chén 18)
Output: 16 khoa con 48 bit K;, 1 <i< 16.

1) PBinhnghiav;, 1 <i< 16 nhw sau: v; = 1 déi véii e {1,2,9,16}; v; = 2 cho céac
trwong hop khac (Bay la cac gia tri dich trai cho cac quay vong 28 bit bén dwéi).

2) T« PC1(K); biéu dién T thanh cac ntra 28 bit (C,, Do) (St dung bang PC1 dé
chon cac bit tr K: Cy = k57k49...k36, Do = k63k55...k4.)

3) Forifrom 1to 16, tinh cac K; nhw sau: C; < (Ciy < V), Di < (Di1 < V), Ki«—
PC2(C;, D). (Str dung bang PC 2 dé chon 48 bit tlr xau ghép b 1b,...bss clia C; va D;: K; =
b14b17...b3,. '« “ la ky hiéu dich vong trai.)

So d6 sinh cac khoa con cla DES:
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Khoa chinh

(64 bit)

PC-1

Co (28 bit)

Do (28 bit)

|

C,(28bit) | Dy(28 bit) K4 (48 bit)
(LS, (s,
\_r_” ‘—.:-—”
I S X U
| Ci(28bit) ! Di(28bit) L-o_p pCp v--l Ki (48 bit) |
Cis(28bit) | Dus (28 bit) K1s (48 bit)

Hinh 3.4: So db tao khoa con clia DES

64 bit dau vao sé gidm xudng con 56 bit bang cach bd di 8 bit (& cac vi tri chia hét
cho 8), cac bit nay dung dé kiém tra bit chan 18. Sau d6 56 bit nay lai dwoc trich 14y 48 bit
dé sinh ra cho 16 vong khoé clia DES.

Bang trat tw khoa (PC-1):

57 | 49 | 41

33

25|17 9 | 1 |58 |50

42

34

26

18

10| 2 | 59

51

43 (35|27 |19 |11 | 3

60

52

44

36

63 | 55 | 47

39

31123 15| 7 | 62| 54

46

38

30

22

14| 6 | 61

53

45 (37129 |21 |13 | 5

28

20

12

Bang 3.8: Bang PC-1

DPau tién 56 bit khda dwoc chia ra thanh hai ntra 28 bit. Sau do, hai ntra 28 bit nay
dwoc dich vong trai hodc 1 hodc 2 bit phu thudc vao sé bit dich twong (rng véi vong dé.

Sé bit dich ctia cac vong (LS):

vong lap 1123

4 15]|6 10 | 11

12

13

14

15

16
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Sébitdich | 1 | 1|22 |2|2|2|2|1|2 |2 |2 |2]|]2]|2]1

Bang 3.9: Bang dich bit tai cac vong lap cta DES
Sau khi dich vong, mét bang chon 48 bit dwgc st dung. Vi cach hoan vij nay cla
céac bit dwg'c chon nhw mét td hop con clia cac bit nén duwgc goi 1a “hoan vi nén” hay “trat
tw nén”.
Bang trat tw nén(PC-2):
14 |17 11|24 | 1 |5 | 3 | 28|15| 6 | 21|10

2311912 4 |26 | 8 |16 | 7 |27 |20 |13 | 2

41 | 52 | 31 | 37 | 47 | 55 | 30 | 40 | 51 | 45 | 33 | 48

44 | 49 | 39 | 56 | 34 | 53 | 46 | 42 | 50 | 36 | 29 | 32

Bang 3.10: Bang PC-2

Vi du nhw chung ta cé thé nhan thay bit & vi tri 33 ctia khoa sé dich sang vi tri 35 ra
ngoai, con bit & vi tri 18 clia khoa sé bi bé qua. Chinh viéc dich vong nay, tao nén mét tap
hop con cla khoa dwoc st dung trong méi té hop khoa. Méi bit dwoc st dung khodng 14
lan trong tng sb 16 t6 hop khoa, du khong phai tat ca cac bit dwoc st dung mot cach
chinh xac cung mét Itc trong méi lan st dung.

2.2.4. M6 ta ham f

Ham f(Ri.1,K;) 1a mét ham cé hai bién vao: bién th(r nhat R, 1a mot xau bit co6 do dai
32 bit, bién thtr hai khoa K; Ia mot xau bit c6 dd dai 48 bit. Pau ra cla f Ia mot xau bit cé
do dai 32 bit. Ham f co thé 1a ham bét ky tuy nhién vi nguén gbc “strc manh” ctia DES
nam trong ham f nén viéc chon ham f phai can than dé tranh bi pha ma mét cach dé dang.
Théng thuwdng ham f dwoc chon thuwdng 1a ham cé tinh chéat f = £, tire f(f(x)) = x.

Trong so d md t& ma hoa ctia DES dwoc cong bd béi Uy ban Tiéu chuan Quéc gia
Hoa Ky (The Untied States Nation Bureau of Standard), ham f thyc hién cac viéc sau:

- Bién th&r nhat R, dwgc mé rong thanh mot xau bit c6 dd dai 48 bit theo mot
ham mé& rong cb dinh E. Thuc chat ham mé rong E(R..1) 1a mét hoan vi cé 1ap trong d6 1ap
lai 16 bit cia R;;.

- Tinh E(Ri1) @ K; va viét két qua thanh 8 xau 6 bit B;B,B;B,BsB:B/Bs.

-~ DPua 8 khéi B; vao 8 bang S, S,, ..., Ss (dwoc goi la cac hdp S-Box). Mbi hop
S-Box 1a mét bang 4*16 ¢b dinh c6 cac cot tr 0 dén 15 va cac hang tlr 0 dén 3. V&i moi
xau 6 bit B; = bib,bsbsbsbe, ta tinh dwgc Si(B;) nhw sau: hai bit b;bg xac dinh hang r trong
hép Si, bdn bit b,bsbsbs xac dinh cot ¢ trong hép S;. Khi d6, Si(B;) sé xac dinh phan tlr C; =
Si(r,c), phan ti nay viét dwéi dang nhj phan 4 bit. Nhw vay, 8 khéi 6 bit B; (1 <i < 8) sé
cho ra 8 khéi 4 bit C; v&i (1 <i<8).

—  Xau bit C = C;C,C5C4CsCsC;Cg 6 dd dai 32 bit dwgrc hoan vi theo phép hoan
vi P (hép P-Box). Két qua P(C) sé 1a két qua cia ham f(R.,, K;), va ciing chinh la R; cho
vong sau.

Ham f cling c6 thé mé ta bang hinh vé sau:
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Ri1 (32 bit)

y

Ham mo rong (E) Khoa K; (48 bit)

48 bit m

8x6 bit
() (8] (8] () [s) (5] (5] (&
8x4 bit
32 bit
32 bit
Ri (32 bit)

Hinh 3.5: So' d6 ham f
2.2.5. Ham (anh xa) mé rong (E)
Ham mé rong (E) sé tdng do dai ctia Ri tir 32 bit 1&n 48 bit bang cach thay dbi cac
thr tw cia cac bit cling nhw [3p lai cac bit. Viéc thyc hién nay nham hai muc dich:
- Lam d6 dai cla R; cung c& v&i khoa K dé thuc hién viéc cdng modulo XOR.
-~ Cho két qua dai hon dé cé thé dwoc nén trong subt qua trinh thay thé.

Tuy nhién, ca hai muc dich nay déu nham mét muc tiéu chinh la bao mat div liéu.
Bang cach cho phép 1 bit cé thé chén vao hai vi tri thay thé, sy phu thudc cla céc bit dau
ra v&i cac bit dau vao sé trai rong ra. DES duoc thiét ké véi diéu kién la méi bit ctia ban
ma phu thudc vao méi bit ctia ban ré va khoa.

So d6 ham mé rong:
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
| I | | | | | | | | | | | | |
I N | N | I | I
| N | I | I | I I
| I | I | I | I
[ I [ [
| I | T | I | T
32 bbb L
N2 I\|/I [ I\|/I [ I\|/I N
N2 A A A N 2 N 1 A A AN A A R B
(e 7 O Y2 O A I 20 N A (O B
3;/ \\ [ K N (N NN A A A O N A AN A NS SN A N B *
[ O 2 R e [ (21 A Y R (R 2 KUY IR (R
0
I | | | : : | | | (I [ | | | : [ | | | :
[ | | 1 (I | | [ (I | | [ (| | | [
[ | | [ [ | | 11 (I | | 1| (| | | [
[ | | 1| 11 | | 11 (I | | [ (| | | [
[ | | ] [ | | (| (I | | (| (I | | [
I | | [ (| | | (| (I | | (| [ | | [
[ | | 1 (| | | (| (| | | (| (| | | [
12 3 4 54 56 7 8 98 910 11 1213121314 15 161716

Hinh 3.6: So' @6 ham mé& rong (E)

D6i khi né dwoc goi la ham E-Box, méi 4 bit clia khdi vao, bit thir nhét va bit the tw
twong (rng v&i 2 bit clia dau ra, trong khi bit thir 2 va 3 twong &ng vé&i 1 bit & dau ra. Bang
sau day miéu ta vi tri cha bit ra so vé&i bit vao.

Bang mé ta ham mé réng (E):
32 1 2 3 4 5 4 5 6 7 8 9

8 9 10 | 11 | 12 | 13 | 12 | 13 | 14 | 15 | 16 | 17

16 | 17 | 18 | 19 | 20 | 21 | 20 | 21 | 22 | 23 | 24 | 25

24 | 25 | 26 | 27 | 28 | 29 | 28 | 29 | 30 | 31 | 32 1

Bang 3.11: Bang mé ta ham mé rong E

Vi du nhw bit & vi tri s& 3 clia khéi vao sé di chuyén dén vi tri sd 4 ctia khéi ra va bit
& vi tri 21 & dau vao sé di chuyén dén vi tri 30 va 32 & dau ra.
2.2.6. M6 ta hop S - Box

Dbi v&i so dd ma hoa DES, moi tinh toan déu la tuyén tinh, tirc la viéc tinh phép
tuyén loai trr XOR cla hai dau ra ciing gibng v&i phép tuyén loai trtr XOR cla hai dau
vao rdi tinh toan dau ra. Chi duy nhat c6 céc tinh toan véi hop S Ia phi tuyén. Chinh vi vay
cac hop S-Box (chira dwng cac thanh phan phi tuyén ciia hé mat) 1a quan trong nhéat dbi
véi dd mat ctia hé ma, chinh cac hop S tao nén sw hén loan (confusion) va sy khuéch tan
(diffusion) cia DES. N&m 1976, NSA da dwa ra tiéu chuan thiét ké hop S nhu sau:

—  Méi hang trong mdi hdp S 1a mét hoan vi clia cac sb nguyén tir 0 dén 15.
-~ Khéng c6 hop S nao 1a ham Affine hay tuyén tinh déi véi cac dau vao cla né.

— Sy thay dbi clia mét bit dau vao sé dan dén sy thay ddi it nhat hai bit dau ra.
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—  Déi véi hop S bat ky va véi dau vao x (médt xau bit cé do dai bang 6) bat ky, thi
S(x) va S(x® 001100) phai khac nhau it nhét la 2 bit.

NSA ciing tiét 16 3 thudc tinh cha hop S, nhirtng thudc tinh nay ddm bao tinh
confusion va diffusion cta thuat toan:

—  Céc bit vao luén phu thudc khong tuyén tinh véi cac bit ra.
-~ Slra dbi & mot bit vao lam thay déi it nhat Ia hai bit ra.

—  Khi mét bit vao dworc gir cb dinh va 5 bit con lai cho thay déi thi hop S thé hién
mot tinh chat dwoc goi la “phan bd ddng nhat”: so sanh sb lwong bit s6 0 va 1 & cac dau
ra ludn & mirc can bang. Tinh chat nay khién cho viéc phan tich theo ly thuyét théng ké
dé tim cach pha hop S la vo ich.

Sau khi cong modulo véi khoa K, két qua thu dwoc chudi 48 bit chia lam 8 khbi dwa
vao 8 hop S-Box. Mdi hdp S-Box cé 6 bit dau vao va 4 bit dau ra (tdng bd nhé yéu ciu
cho 8 hop S-Box chuan DES |a 256 bytes). Két qua thu dwoc 1a mot chudi 32 bit tiép tuc
vao hép P-Box.

Ta c6 thé xay dwng cac hop S cla riéng minh, tuy nhién cling c6 thé dung cac hop
S chuén d3 dwoc cong bb:
144 |13(1| 2 (15118 | 3|10/ 6 |12({5|9 (0|7

0|15| 7 1412 13| 1|10 6 |12|11|9 | 5

w
e}

4 11|14 13/ 6|2 |11(15(12| 9 |7 | 3|10

N o &
| O

1512 | 8 419117 |5(11|3|14]10|0 13

Bang 3.12: Hop S;

15(1|8|14(6 (11| 3 (4|9 |7|2|13|12

31134 |7 |15|2|8|14|12 1]10| 6 1115

0147|1110} 4 |13|1 |5 69 15

| oo O
[
N

gl w| ©o©| o
N

1318|1011 |3 |15|4 |2 |11 7112|0 141 9

Bang 3.13: Hop S,

10/ 0| 9|14/6| 3|15 5|1 (13|12|7 (114 |2 |8

13(/7/0]9(3|4|6(10|2|8|5|14/12|11|15|1
13/6 1419|8153 |0|11|1|2|12|15|10|14| 7
1110|1306 |9|8|7|4|15|14|3 |11|5]| 2 |12

Bang 3.14: Hop S;

7113/14/3|0|6|9|10/1|2|8|5|11|12|4 |15

13/ 8 (11|56 (1503 |4 |7 |2 |12|1 (10|14 9
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1016 |19|0(12|11| 7 |13|15| 1|3 |14|5|2 8|4

3/15{0|6|10{1|13|8 |9 |4 |5 (11127 |2 |14

Bang 3.15: HOp S,

211214 (1|7 10|11/ 6 |8 |5 |3 |15(13|0 (14| 9
141112124 |7 |183|1|5|0|15|10{3 |9 |8 |6
412]11|11|10|13| 7|8 (159 (12|56 |3 |0 |14
11|/ 8 |12| 7|1 |14, 2 |13|6|15{0| 9|10 4 |5]|3

121110115/ 9|2 |6 | 8|0 (13|34 147|511

1015|412 | 7(|12)/9|5|6|1|13|14|0 (113 | 8

Bang 3.17: HOp Ss

0
13|10 |11} 7 (4 |19|1|10|14/3 |5|12|2|15|8 |6
114)11|13|123 |7 |14|10/15(6 |8 |0 |5|9 |2
61111138 |1|4|10|7|9|5|0|15|14|2 |3 |12

Bang 3.18: Hop S~

13|28 |4|6|1511|1 (10|93 14|50 (12| 7

115138 (10| 3 |7 |4 |12|5 |6 (110 |14|9 | 2

7111411912142 | 0|6 |10|13|15|3 |5 |8

211147 4|10 8 |13(15/12|{9 |0 |3 |5 |6 |11

Bang 3.19: HOp Sg

Vi du:

Gia st dau vao clia hop Sg 1a chubi bit 110011 tir 31 dén 36 . Bit d4u tién va bit cudi
cung két hop lai thanh 11 twong tng v&i hang 3 cla hdp Se. Bén bit gitra co gia tri 1001,
twong wng véi cot 9. Nhw vay, gia tri nhan dwoc 1a 14 (sd6 dém cla cot, hang bat dau tw
0) va gia tri 1110 dwoc thay thé cho gia tri 110110 & dau ra.
2.2.7. Hop P-Box

Viéc hoan vi nay mang tinh don anh, nghia la mét bit dau vao s& cho mét bit & dau
ra, khéng bit nao dwoc str dung hai lan hay bi bd qua. Hép P-Box thwc chét chi lam chirc
nang sap xép don thuan theo bang sau:
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Bang mé ta hop P-Box (P):
16 | 7 20|21 |29 | 12 | 28 | 17

1 (15|23 26| 5 (18|31 10

2 | 8 |24]14|32 (27| 3 |9

19113130 6 (22|11 | 4 | 25

Bang 3.20: Bang hoan vij P

Vi du nhw bit 21 sé dich chuyén dén bit thir 4, trong khi bit thi 4 lai dich chuyén dén
bit 31. Két qua cudi cung ctia hop P-Box lai dwoc XOR vé&i nir a trai ctia khéi 64 bit cta
chinh né (ttc Li-1 dé tao ra Ri) va sau d6 ntra trai va nir a phai ddo cho nhau va bat dau
mét vong khac.

2.2.8. Vi du vé ma hoa DES
Dé c6 thé hiéu rd hon vé phwong phap ma hoa DES, ching ta hay xét vi du sau:
—  M6ét ban rd mang ndi dung: “0123456789ABCDEF".

— St dung khoa (& dang thap phan): “133457799BBCDFFI”. Khoa nay & dang
nhi phan 1a mét chudi bit nhw sau (khéng ¢ bit kiém tra):

00010010011010010101101111001001101101111011011121111000
—  Chuyén ddi IP, chang ta 1y ra Lo va Ry:

Lo =11001100000000001100110011111111

Lo =Ry =11110000101010101111000010101010

- 16 vong ma hoa duoc thwe hién nhw sau:

E(Ro) = 011110100001010101010101011110100001010101010101

K1 = 000110110000001011101111111111000111000001110010

E(Ro) @ Ky = 011000010001011110111010100001100110010100100111
Déau ra S-Box = 01011100100000101011010110010111
f(Ro,K4) = 00100011010010101010100110111011
L=R; = 11101111010010100110010101000100

E(Ry) = 011101011110101001010100001100001010101000001001

Kz = 011110011010111011011001110110111100100111100101

E(Ry) @K, = 000011000100010010001101111010110110001111101100
Dau ra S-Box = 11111000110100000011101010101110
f(R1,Ky) = 00111100101010111000011110100011
Ls=R; = 11001100000000010111011100001001
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E(R2) = 111001011000000000000010101110101110100001010011
Ks = 010101011111110010001010010000101100111110011001
E(R,) @ Ks = 101100000111110010001000111110000010011111001010

DPAu ra S-Box

00100111000100001110000101101111

f(R,,Ks) = 01001101000101100110111010110000

L,=Rs = 10100010010111000000101111110100
E(R,) = 010100000100001011111000000001010111111110101001
Ky = 011100101010110111010110110110110011010100011101
E(Rs) D K, = 001000101110111100101110110111100100101010110100

Dau ra S-Box

00100001111011011001111100111010

f(Ra,K2) = 10111011001000110111011101001100
Ls=R, = 01110111001000100000000001000101
E(R.) = 101110101110100100000100000000000000001000001010
Ks = 011111001110110000000111111010110101001110101000
E(Rs) D Ks = 110001100000010100000011111010110101000110100010

Dau ra S-Box

01010000110010000011000111101011

f(R4,Ks) = 00101000000100111010110111000011

Le=Rs = 10001010010011111010011000110111
E(Rs) = 110001010100001001011111110100001100000110101111
Ke = 011000111010010100111110010100000111101100101111
E(Rs) @ Ks = 101001101110011101100001100000001011101010000000

DAu ra S-Box

01000001111100110100110000111101

F(Rs,Ks) = 10011110010001011100110100101100

L,=Rs = 11101001011001111100110101101001
E(Re) = 111101010010101100001111111001011010101101010011
K, = 111011001000010010110111111101100001100010111100
E(Re) ® Ky = 000110011010111110111000000100111011001111101111

DAu ra S-Box

00010000011101010100000010101101

F(Re,K7)

10001100000001010001110000100111
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Lg=R; = 00000110010010101011101000010000
E(R,) = 000000001100001001010101010111110100000010100000
Kg = 111101111000101000111010110000010011101111111011
E(R,) ® Kg = 111101110100100001101111100111100111101101011011

Dau ra S-Box

01101100000110000111110010101110

F(R7,Kg) = 00111100000011101000011011111001

Lo=Rsg = 11010101011010010100101110010000
E(Rg) = 011010101010101101010010101001010111110010100001
Ko = 111000001101101111101011111011011110011110000001
E(Rg) ® Ko = 100010100111000010111001010010001001101100100000

Dau ra S-Box

00010001000011000101011101110111

F(Rs,Ko) = 00100010001101100111110001101010

L1o=Ry = 00100100011111001100011001111010
E(Ry) = 000100001000001111111001011000001100001111110100
Kio = 101100011111001101000111101110100100011001001111
E(Rg) @ Ky = 101000010111000010111110110110101000010110111011

Dau ra S-Box

11011010000001000101001001110101

F(Ro,K10) = 01100010101111001001110000100010

L1:=R1o = 10110111110101011101011110110010
E(Rqo) = 010110101111111010101011111010101111110110100101
K = 001000010101111111010011110111101101001110000110
E(R10) ® Ky = 011110111010000101111000001101000010111000100011

DAu ra S-Box

01110011000001011101000100000001

f(R10,K11) = 11100001000001001111101000000010

L12=R11 = 11000101011110000011110001111000
E(Ru11) = 011000001010101111110000000111111000001111110001
Kiz = 011101010111000111110101100101000110011111101001
E(R1) @ Kz = 000101011101101000000101100010111110010000011000
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DAu ra S-Box

01111011100010110010011000110101

f(R11,K12)

11000010011010001100111111101010

L13=R1»

01110101101111010001100001011000

E(R12)

001110101011110111111010100011110000001011110000

K13

100101111100010111010001111110101011101001000001

E(RlZ) @ Kl3

101011010111100000101011011101011011100010110001

DAu ra S-Box

10011010110100011000101101001111

f(R12.K13)

11011101101110110010100100100010

L14=R13

00011000110000110001010101011010

E(R13)

000011110001011000000110100010101010101011110100

Kl4

010111110100001110110111111100101110011100111010

E(R13) DKy

010100000101010110110001011110000100110111001110

Dau ra S-Box

01100100011110011001101011110001

f(R13,K14)

10110111001100011000111001010101

Li5=R14

11000010100011001001011000001101

E(R1a)

111000000101010001011001010010101100000001011011

K15

101111111001000110001101001111010011111100001010

E(Rys) @ Kys

010111111100010111010100011101111111111101010001

Dau ra S-Box

10110010111010001000110100111100

f(R14,K15)

01011011100000010010011101101110

Lis=R1s

01000011010000100011001000110100

E(Ru1s)

001000000110101000000100000110100100000110101000

Kie

110010110011110110001011000011100001011111110101

E(RlS) @ KlG

111010110101011110001111000101000101011001011101

DAu ra S-Box

10100111100000110010010000101001

f(R15,K16)

11001000110000000100111110011000

Rie

00001010010011001101100110010101

Bang 3.21: Vi du vé cac buwéc thwe hién ctia DES

— Cubdi cung, chuyén dbi IP*, ta thu dwgc ban méa (& dang Hecxa):

“85E813540F0AB405".
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2.3. Cac yéu diém cua DES
2.3.1. Tinh bu

Néu ta ky hiéu U la phan bu cia u (vi du nhw: 0100101 Ia phan bu cta 1011010) thi
DES c6 tinh chat sau:

y = DES(x,k) — y = DES(X,k)

Cho nén néu ta biét ma y dwoc ma hoa tir thong tin x véi khoa K thi ta suy ra dwoc
ban ma y duwoc ma hoa tir ban rd X voi khoa K . Tinh chat nay chinh 1a mot yéu diém
cta DES bé&i vi qua dé dbi phwong cé thé loai bd di mét sd khoa phai thtr khi tién hanh
thr gidi ma theo kiéu vét can.

2.3.2. Khoa yéu

Khoa yéu 1a cac khoa ma theo thuat toan sinh khoa con thi tat ca 16 khoa con déu
nhw nhau:

K]_ = K2 - ... = Kl5 - K16
Diéu d6 khién cho viéc ma héa va giai ma dbi véi khoa yéu la gidng hét nhau.
C6 tat ca 4 khoa yéu sau:

Kho4 yéu (Hex) Co | Do

0101 0101 0101 0101 | {0}* | {0}*
FEFE FEFE FEFE FEFE | {1}*® | {1}*®
1FIF 1F1F OEOE OEOE | {0}* | {1}*®
EOE0 EOE0 F1F1 Fi1F1 | {1}*® | {0}*®

Bang 3.22: C4c khoa yéu ctia DES
DPdng thdi con cé 6 cap khoa nira yéu (semi-weak key) khac véi thudce tinh nhw sau:
y = DES(X,k;) va 'y = DES(X,k>)

nghia la v&i 2 khoa khac nhau nhwng méa hoa ra cung mét ban ma tir cung mét ban

Co Do Semi-weak key (Hex) Co Do

{01}*|{01}"*| 0OIFE O1FE OIFE OlFE |FEO1 FEO1 FEO1 FEO1 |{10}*|{10}"
{01}** | {10}**| IFEO 1FEO0 OEF1 OEF1|EOLF EOlF F10E F10E |{10}**|{01}"
{01}**| {0}*® |01E0 O01EO O1F1 O1F1 | E001 E001 F101 F101 |{10}*| {0}*
{01}**| {1}*° |1FFE 1FFE OEFE OEFE |FE1F FE1F FEOE FEOE |{10}"| {1}**
{03 | {01}**| 011F 011F O010E OI0E [ 1FO1 1F01 OEO1 OEO1 | {0}* | {10}
{13* | {01} |EOFE EOFE FIFE FIFE|FEEO FEEQ FEF1 FEF1| {1}*® [{10}"

Bang 3.23: C4c khoa nira yéu ctia DES
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2.3.3. DES c6 cau truc dai s6

V&i 64 bit khéi ban rd cé thé dwoc anh xa lén tat ca vi tri cla 64 bit khéi ban ma
trong 2% cach. Trong thuat toan DES, véi 56 bit khoa, cé thé cho chung ta 2°° (khoang
10'") vi tri anh xa. Vé&i viéc da ma hoa thi khéng gian anh xa con I&n hon. Tuy nhién diéu
nay chi dung néu viéc ma hoa DES |a khdéng ¢ cAu truc.

V6&i DES ¢6 cAu truc dai sé thi viec da ma hoa sé dwoc xem ngang bang véi viéc
don ma hod. Vi du nhw ¢ hai khoa bét ky K; va K; thi sé luén dugc khoa thir K; nhw sau:

Exa(Exa(X)) = Exs(X)

No6i mot cach khac, viec ma hoa DES mang tich chat “nhém”, dau tién ma hoa ban
rd bang khoa K, sau d6 1a khoa K, sé& gibng v&i viéc ma hoa & khoa Ks. Diéu nay thuc sw
quan trong néu s dung DES trong da ma hoa. Néu mét “nhém” dwoc phéat véi cau tric
ham qua nhé thi tinh an toan sé giam.

2.3.4. Khong gian khéa K

DES c6 2°° = 10" khoa. Néu chung ta biét dwoc mot cdp “tin/ma” thi ching ta c6
thé thr tAt cd 10'" kha nang nay dé tim ra khoa cho két qué khép nhat. Gia sir nhu mot
phép thtr mat 10°s, thi ching s& mét 10's, tirc 7300 ndm. Nhwng véi cac may tinh dwoc
ché tao theo xt ly song song. Chang han véi 107 con chipset ma DES chay song song thi
bay gi> mdi mdt con chipset chi phai chju trach nhiém tinh toan véi 10'° phép thir.
Chipset ma DES ngay nay c6 thé xi¥ ly téc do 4.5x10” bit/s tirc c6 thé lam dwoc hon 10°
phép ma DES trong mét giay.

Vao ndm 1976 va 1977, Diffie va Hellman da wéc lwong rang cé thé ché tao dwoc
mot may tinh chuyén dung dé vét can khéng gian khoa DES trong 2 ngay véi céi gia 20
triéu dd la. Nam 1984, chipset ma hoa DES véi tbc dd ma hoa 256000 lan/gidy. Nam
1987, da tang 1én 512000 lan/giay. Vao ndm 1993, Michael Wiener da thiét ké moét may
tinh chuyén dung véi gia 1 triéu d6 la s dung phwong phap vét can dé giai ma DES
trung binh trong vong 3,5 gi& (va cham nhét 1a 7 gi®).

Dén nam 1990, hai nha toan hoc ngw®i Do Thai - Biham va Shamir - da phat minh
ra phwong phap pha ma vi sai (diferential cryptanalyis), day la mét ky thuat st dung
nhirng phdng doan khac nhau trong ban ré dé& dwa ra nhirng thong tin trong ban ma. Véi
phwong phap nay, Biham va Shamir d& chirng minh rdng né hiéu qua hon ca phuwong
phap vét can.

Pha ma vi sai la thuat toan xem xét nhirng cap ma hoa khac nhau, day la nhirng
cap ma hoa ma ban rd cla chung la khac biét. Nguwdi ta sé& phan tich tién trinh bién ddi
cla nhirng cap ma nay thdng qua cac vong cua DES khi ching dwgc méa hoa véi cung
mot khoa K. Sau d6 sé chon hai ban rd khac nhau mét cach ngau nhién hop ly nhat. St
dung sw khac nhau cta két qua ma hoa va gan cho nhirng khoa khac nhau mét cach phu
hop nhéat. Khi phan tich nhiéu hon nhitng cép ban ma, ching ta sé tim ra mét khoa dwoc
xem la dung nhét.

2.4. Triple DES (3DES)

Nhw d trinh bay & cac  phan trén, hé ma DES (hay chudn ma hoa di¥ liéu ) véi
khéng gian khéa vén ven c6  2>* khda nén thuc té hién nay c¢6 thé bi tham ma trong
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khoang thdi gian vai gi ddng hé. Vi vay viéc tim kiém cac hé ma khac thay thé cho D ES
la mot diéu can thiét. M6t trong nhirng cach thirc dworc xem xét dau tién |4 tan dung DES
nhwng st dung ma hoa nhiéu 14n . Cach th(r nhat la st dung hai khéa dé ma hoa hai lan
nhw sau:

C = Ex2(Ex1(P))

Cach nay goi la doubl e DES hay 2DES, khoa cia hé ma theo mé hinh nay la 112
bit, c6 vé an toan hon so vé&i DES |, it nhat 1a trén nguyén tac . Tuy nhién cac chirng minh
vé mat ly thuyét (khéng ndm trong pham vi cla tai liéu nay ) da cho thay rang hé m a nay
khong hé an toan hon DES (thuat toan tham ma theo kiéu vét can brute -force yéu cau sb
phép tinh g4p doi dé tham ma 2DES so v&i DES).

Céch thirc thir hai va hién nay dang dwoc sir dung rong rai 1a ma héa DES ba lan
cach nay goi la Triple DES (TDES) hay 3DES, hodc mét cach chudn muc hon 1a TDEA
(Triple Data Encryption Algorithm). Mé hinh st dung don gidn nhét cta Triple DES 1a ma
héa 3 1an st dung 3 khéa K1, K2, K3 nhw hinh minh hoa sau:

K K K
1 2 3
v + v

C

Ban ma C = DESk3(DESk2(DESk1(M)), mo hinh nay goi la EEE vi ca ba bwéc sty
dung ba khoéa & day déu sir dung thuat toan ma héa chudn ctia DES , mét bién thé khac
cla md hinh nay goi la EDE vé&i buéc & gitra str dung thuat toan giai ma cta DES:

Hinh 3.7: Triple DES

C = DESks( DES,;, (DESk1(M)).

Viéc lya chon ma héa hay giai ma & bwéc thir hai khéng lam thay ddi tinh an toan
cta Triple DES. Khoa cta Triple DES la 168 bit, mot sb bién thé ctia Triple DES st dung
khéa c6 d6 dai 112 bit (K1=K3) nhwng khac véi double DES, khi dé phwong phap nay ¢cé
tén goi la Two key Triple DES . Cac chirng minh vé mat ly thuyét va cac tn cong dbi véi
Triple DES cho théy hé& ma nay van s& con duwoc sir dung trong mét twong lai dai niva
mac du trén trén thwe té né cham hon so véi AES 6 lan.
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2.5. Chuan ma hoéa cao cap AES
2.5.1. Gi¢i thiéu

Chuén ma hoéa di¥ liéu cao cap AES la mot hé ma khéa bi mat cé tén [a Rijndael (Do
hai nha mat ma hoc ngu&i Bi la Joan Daemen va Vincent Rijmen dwa ra va tré thanh
chuén ttr n3m 2002) cho phép xt ly cac khdi di¥ liéu input co kich thwéc 128 bit str dung
cac khda cé do6 dai 128, 192 hodc 256 bit. H& ma Rijndael dwoc thiét ké dé cé thé lam
viéc v&i cac khda va cac khdi dir liéu cé d6 dai Ién hon tuy nhién khi dwoc chon [a mét
chuén do Uy ban tiéu chuan ctia Hoa Ky dwa ra vao nam 2001, né dwoc qui dinh chilam
viéc véi cac khdi div liéu 128 bit va cac khoa cé do dai 128, 192 hodc 256 bit (do d6 con
dat cho né cac tén AES-128, AES-192, AES-256 twong trng v&i dd dai khda st dung).
2.5.2. Cac khai niém va dinh nghia (Definitions)
2.5.2.1. Cac khai niém va ky hiéu

Cac khai niém va dinh nghia dwoc str dung dé trinh bay vé& chudn ma héa cao cép:

AES Chuan ma héa cao cap

Bién d3i Affine Phép pién df%i bao géﬂm mot phép nhéan véi mot matr &n
sau doé la mbt phép cdng cua mét vecto

Bit Mot s6 nhi phan nhan gia tri 0 hoac 1

M6t day cac bit nhi phan tao thanh input  , output, trang
thai (state) va cac khda st dung tai cac vong lap (Round

Block Key) ctia hé ma. Do dai cia day (khdi) la sé lwong cac
bit ma né chiva . Cac khéi ciing cé thé duwgc xem 1a mot
day cac byte

Byte Mot nhdm 8 bit

Cipher Thuat toan ma hba

Cipher Key Khoa cia hé ma , c6 thé dwoc biéu dién dwéi dang mot
mang 2 chiéu gom 4 hang va Nk c6t

Ciphertext Ban ma

Inverse Cipher Thuat toan giai ma

Thi tc sinh khda (Keyll T (40 duge st dung dé sinh ra cdo khéa st dung tai

: cac vong lap cua thuat toan ma héa , giai matlr khoa

Expansion)

chinh ban diu

La céc gia tri sinh ra tir khéa chinh bang cach st dung
Round Key tha tuc sinh khéa . Cac khda nay dwoc sir dung tai cac
vong lap cua thuat toan

C4c gia tri ma hoa trung gian c6 thé biéu dién dwdi dang
mot mang 2 chiéu gébm 4 hang va Nb cot

M6t bang thé phi tuyén dwoc str dung trong thu tuc sinh
S-box khoa va trong cac bién dbi thay thé cac byte dé thuc
hién cac thay thé 1-1 d6i véi mot gia tri 1 byte

Mot nhém 32 bit co thé dwoc xem nhw 1 don vj tinh toan
doéc 1ap hodc la mdt mang 4 byte

Trang thai (State)

'Word

Bang 3.24: Qui wéc mot sb tir viét tat va thuat nglr ciia AES
2.5.2.2. Cac ham, ky hiéu va cac tham sé cua thuat toan

Cac tham sb thuat toan , cac ky hiéu va cac ham dwoc s dung trong  mo ta thuat
toan:

Ham bién doi dwoc str dung trong thuat toan ma héa va giai
ma trong do thwc hién phép toan XOR bit gilra mét trang

AddRoundKey()
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thai trung gian (State) va mot khéa ctia vong lap  (Round
Key). Kich thwéc ctia mot Round Key bang kich thwéc cla
trang thai (chdng han v&i Nb = 4 d6 dai ctia mot Round Key
sé la 128 bit hay 16 byte)

Ham bién déi dwoc st dung trong thuat toan giai ma, 1a ham
ngugc cia ham MixColumns()

Ham bién dbi trong thuat toan giai ma , 1a ham ngwoc cla

InvMixColumns()

InvShiftRows() ham ShiftRows()
Ham bién dodi trong thuat toan gidi ma , la ham nguwoc cla
InvSubBytes() ham SubBytes()
K Khoéa ma hoa
Ham bién doi trong thuat toan ma héa nhan tat ca cac cot
MixColumns() cla moét trang thai (State) va tron v&i div liéu ctia nd (khdng
phu thudc Ian nhau) dé nhan dwoc mot cot mai
Nb S6 lwong cac cot (1a cac word 32 bit) tao thanh mét trang
thai, Nb = 4)
NK S6 lwong cac word 32 bit tao thanh khéa ma hoa K (Nk = 4,
6, hoac 8)
S6 lwong cac vong |&p cda thuat toan , la moét ham cta Nk
Nr va Nb (la cac gia tri 6 dinh ) (Nr = 10, 12 ho&c 14 twong
(rng v&i cac gia tri khac nhau cltia Nk)
Rcon|[] Mang word hang s6 sir dung trong cac vong 13p
RotWord() Ham st dung trong thu tuc sinh khéa nhan mét word 4-byte

va thyc hién mot hoan vi vong

Ham s dung trong qua trinh ma héa , x& ly cac trang thai
ShiftRows() bang cach dich vong ba hang cubi cia trang thai voi sb lan
dich khac nhau

Ham bién doi str dung trong qua trinh ma hé  a, x& ly mot
SubBytes() trang thai bang cach sir dung mét bang thé phi tuyén cac
byte (S-box) thao tac trén mdi byte mét cach doc 1ap

Ham s dung trong thi tuc sinh khéa nhan mét word input

SubWord() 4-byte va s dung mot S -box trén méi gia tri 4-byte nay dé
thu dwoc 1 word output

XOR Phép or bit tuyét doi

® Phép or bit tuyét dbi

® Phép nhan 2 da thirc (bac nhé hon 4) theo modulo (x* + 1)

o Phép nhan trén trwo'ng hiru han

2.5.3. Cac ky hiéu va qui wée
2.5.3.1. Input va Output

Input va Output clia chudn ma héa cao cip déu la cac day 128 bit, con goi la cac
khéi (block), d6 dai cia mdi khdi nay la sb bit di¥ liéu ma né chira. Khoéa ctia chuidn ma
héa cao cép la mot day co dd da i 128, 192 hodc 256 bit. Chudn ma hoa di liéu cao cap
khéng lam viéc véi cac gia tri input, output va khda c6 cac dd dai khac (mac du thuat toan
co s cla né cho phép diéu nay).

Céc bit cla input, output va khoa ctia hé ma dwoc danh sb tir 0.
2.5.3.2. Bon vi Byte

DPon vi co ban dé xi Iy trong AES la mét byte tirc 1a mot day 8 bit dwoc xem nhw [
mot dbi twong don. Céc gia tri input, output va khoa ctia hé ma (dwoc qui dinh trong phan
3.1) dwge xem la mét mang cac byte. Cac gia tri input, output va khéa ctia hé ma dwoc ky
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hiéu b&i tén mang a va biéu dién dwéi dang a , hodc a[n] trong d6 n nhan cac gia trj trong
cac khoang sau:

Néu do dai khoa béng 128 bit: 0 < n < 16;
Néu do dai khoa bang 192 bit: 0 < n < 24;
Néu do dai khoa bang 256 bit: 0 < n < 32;

Tét ca cac gia tri Byte st dung trong thuat toan ctia AES déu dwoc biéu dién dwdi
dang mét day cac bit 0 hoac 1 theo dinh dang {b-, bs, bs, by, bs, by, by, be}. Cac Byte nay
sau dwoc hiéu la cac phan ti trén trwdng hivu han bang cach st dung biéu dién thanh
dang da thic:

7

7 6 5 4 3 2 1 0 _ i

b/x +b6X +b5X + byx +b3X + byx® + bix +boX = Zbix .
i=0

Chang han gia tri {01100011} twong dwong v&i phan ti trén trwéng hivu han x © +
X°+ X+ 1.

Dé thuan tién, cac gia tri Byte dwoc biéu dién st dung cac ky hiéu ciia hé Hexa
st dung 4 bit cho mét ky ty va hai ky ty cho mét Byte nhw bang sau:

Bit Ky tw Bit |Ky tw Bit |Ky tw Bit |Ky tw
0000| O 0100| 4 1000, 8 1100| c
0001| 1 0101| 5 1001 9 1101| d
0010| 2 0110| 6 1010 a 1110| e
0011| 3 0111| 7 1011| b 1111 f

Bang 3.25: Bang biéu dién cac xau 4 bit
Khi d6 cac Byte (8 bit) s& dwoc biéu dién bang hai ky tw , chdng han {01100011}
sé duoc biéu dién thanh {63}.
2.5.3.4. Trang thai (State)

Céc thao tac bén trong ctia AES dwoc thue hién trén mét mang 2 chiéu cac byte
duwoc goi la trang thai. M6t trang thai gdm bdn hang cac byte , mdi hang cd Nb byte trong
do Nb 1a kich thwée ctia khdi chia cho 32. Mang trang thai ky hiéu la s trong d6 méi byte
clia mang c6 2 chisb hang rvacotc (0<r, c<4).

Tai thoi diém bat dau input cla thuat todn  — mang cac byte in o, iny, ..., inys dwoc
copy vao mang trang thai theo qui tdc dwoc minh hoa bang hinh vé:

input bytes State array output bytes
ing Ny [iNg [iNg2 SO,O SO,l SO,2 80‘3 Outy [out, loutg [outy,
inl in5 ing in13 Sl,O Sl,l 81’2 81‘3 out; [outs outy |outys
N> (INg [IN1g N4 Sg'o Sg'l 82’2 82,3 Oout, [outs |OUtyy |OUt14
in3 in7 in]_]_ in15 83'0 83'1 83’2 S3‘3 Oout; [out; jouty; |outys

Hinh 3.8: Cac trang thai cia AES
trong dé cac gia tri ca mang s va mang output dwoc tinh nhw sau:

s[r,c]=in[r+4c]vO0<r,c<4
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outfr+4c]=¢9[r,c]vV0<r,c<4
2.5.3.5. Biéu dién cua trang thai

Bbn cot clia mang trang tha i cia thuat toan tao thanh 4 word 32-bit wo, Wy, ..., Ws
dwoc biéu dién nhw sau:

Wo = So,0 S1,0 S2,0 S3,0 W1 = So,1 S1,1 S21 S3,1

W3 = Sp2 S1,2 S2,2 S3.2 W3 = Sp,3 S1,3 S2,3 S3.3
2.5.4. Thuat toan

Do dai cua input, output va cac trang thai (state) ciia chudn ma hoéa cao cap AES la
128 bit twong rng véi gia tri cia Nb = 4 (1a sb lwong cac word  32-bit va ciing 1a sb cot
ca méi trang thai). Khoa ctia AES c6 do daila 128, 192 hodc 256 bit twong tng voi cac
gia tri ctia Nk 1a 4, 6, hoac 8 va ciing 1a sb cot ctia khéa ma héa.

Twong &ng voi d6 dai ctia khdéa st dung sb vong 18p cla thuat toan Nr nhan cac gia
tri 10 (Nk = 4), 12 (Nk = 6) hodc 14 (Nk = 8). Chung ta cé thé minh hoa qua bang sau:

Db dai khda (NK) | Kich thuéc khdi (Nb) | S6 1an 1ap (Nr)
AES-128 4 4 10
AES-192 6 4 12
AES-256 8 4 14

Bang 3.26: Bang d6 dai khéa ctia AES

Ca qua trinh ma hoa va gidi ma AES s dung mot ham 1ap la két hop ctia bén ham
bién ddi (don vi x ly 1a byte) sau: 1) bién ddi thay thé byte str dung mét bang thé (S-box),
2) dich c&c hang ctia mang trang thai véi sb lan dich cia méi hang  1a khac nhau, 3) két
hop di¥ liéu clia mdi cot trong mang trang thai va 4) cong mot khéa Round Key vao trang
thai. Céac bién dbi nay (va cac ham nguoc clia ching ) dwoc mo ta trong cac phan 4.1.1-
4.1.4va 4.3.1-4.3.4.

2.5.4.1. Thuat toan ma héa

Béat diu thu 4t toan ban ré (input) dwo'c copy vao mang trang thai str dung cac qui
wéc dwoec md ta trong phan 3.4. Sau khi cdng v&i khda Round Key khéi tao mang trang
thai dwoc bién ddi bang cac thwe hién moét ham vong (round function) Nr 1an (10, 12, hodc
14 phu thudc vao d6 dai khoa ) trong d6 1an cubi cling thuc hién khac cac 1an truéc do
Trang thai sau 1an 13p cudi cung sé dwoc chuyén thanh output ctia thuat toan theo qui téc
dwoc mé ta trong phan 3.4,

Ham vong dwoc tham sb héa sir dung mot (key schedule) day cac khéa dwoc biéu
di&n nhw 1a mét mang 1 chiéu cta cac word 4-byte dwgc sinh ra tir tha tuc sinh khoa (Key
Expansion) duwgc mé ta trong phan 5.2.

Chung ta c6 thé thdy tat ca cac vong déu thye hién cac cong viéc gibng nhau dua
trén 4 ham (theo thwr ty) SubBytes(), ShiftRows(), MixColumns() va AddRoundKey () tri
vong cudi cuing bd qua viéc thwe hién ham MixColumnsy().

Thuat toan dwoc mo ta chi tiét qua doan gia ma Iénh sau:

Cipher(byte in[4*NDb], byte out[4*Nb], word w[Nb*(Nr+1)])
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begin
byte state[4,Nb]
state = in
AddRoundKey(state, w[0, Nb-1]) // See Sec. 5.1.4
for round = 1 step 1 to Nr—1
SubBytes(state) // See Sec. 5.1.1
ShiftRows(state) // See Sec. 5.1.2
MixColumns(state) // See Sec. 5.1.3
AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])
end for
SubBytes(state)
ShiftRows(state)
AddRoundKey(state, W[Nr*Nb, (Nr+1)*Nb-1])
out = state
end

So dd thuat toan:
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v

Plaintext
(a) Ma hoa

I

Ciphertext
(b) Giai ma

Hinh 3.9: Thuat toan ma héa va giai ma cta AES
2.5.4.1.1 Ham SubBytes() ) )
Ham SubBytes () thyc hién phép thay thé cac byte clia mang trang thai bang cach

st dung mdt bang thé S -box, bang thé nay la kha nghich va dwoc xay dwng bang cach
két hop hai bién dbi sau:

Plaintext Key Plaintext
¢ A
Add round key wio, 3] Add ro:nd key
T ‘ =
— Inverse sub bytes T
Substitute bytes Expand key x 3
v Inverse shift row a4
Shift rows
- ¢ ”””””
g Mix Columns Inverse mix cols
e v 0
Add round key w4, 7] Add round key ;‘;
; z
. Inverse sub bytes | &
. A
| Inverse shift row
Substitute bytes T‘
v .
Shift rows ;x
(0]
E—
e Mix Columns Inverse mix cols
v | T
Add round key w[36,39] Add round key
1 _
—Y Inverse sub bytes | ©
Substitute bytes S
x 3
S v I hift -
5 Shift rows nversef ift row
>
S v l

1. Nhan nghich do trén trwérng hivn han GF  (2°) (mé ta trong phan 4.2), phan t
{00} duwoc anh xa thanh chinh né

2. Ap dung bién ddi Affine sau (trén GF(2)):
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by =B, @4y 008 D Vpsyrmocs D Viveymocs DVprymoss ©C; trong d6 0 < i <8 1a bit thev |
cla byte b twong rng va ¢; 1a bit thi i cta byte ¢ voi gia tri {63} hay {01100011}.

Cac phan t&r bién ddi affine cia S -box cé thé dwoc biéu dién dwdi dang ma tran
nhw sau:

] 1 000111 1] 2
b| [1 1000 11 1fb]| |1
b,/ |11 1000 1 1{b| |0
b,| |1 111000 1jb| |0
b, |11 11100 0fb| |0
b| [0 111110 ofb| |2
| [0 01 1 11 1 ofb| |2
b | [0 001111 1)b| 0]

Hinh sau minh hoa két qua cla viéc ap dung ham bién d6i SubBytes () di véi mang
trang thai:

Soo [Sox [Soz [Soa S-Box [ Stl),o 01 S(I),Z S<'),3
= —Y
S S S, - S,
1,0 Sr,c 2 P13 10 Sr i P (P13
S20 D21 P22 |S2a Slz,o Sox P22 [S23
S0 [Sa1 [Ssz |Sss Sé,o S [Ss2 [Saa

Bang thé S -box dwoc s dung trong ham SubBytes () c6 thé dwoc biéu dién dwdi
dang hexa nhw sau:
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j?

0 1 2 3 4 5 6 7 8 9 a b c d e £

0l 63| 7¢| 77| T | f2 | 6b | 6f | ¢5| 30| 01 | 67| 2b | fe | d7| ab | 76
llca| B2 | 9| 7d| fa | 59| 47| f0| ad | d4 | a2 | af | 9¢ | a4 | 72 | <0
2| b7 | £fd| 93 | 26| 36 | 3f | £f7 | cc| 34 | a5 | e5| £1| 71| 48 | 31 | 15
3] 04| 7| 23| c3| 18| 96| 05| %9a| 07| 12| 80| e2| eb | 27| b2 | 75
41 09| 83| 2c| 1la| 1b| 6e | Bba| a0 | 52| 3b | d6 | b3 | 29| e3 | 2f | 84
5|53/ d1| 00| ed| 20| fc| bl | 5b| 6a | cb | be | 39| 4a | 4c | 58 | cf
6l d0 | ef | aa | fb | 43 | 44| 33 | 85| 45| £9 | 02 | 7T£| 50| 3¢ | 9f | a8
x 7| 51| a3 | 40| 8f | 92| 9d| 38| f5 | bec | b6 | da | 21| 10| ff | £3 | d2
8l cd| Oc| 13 | ec | 5f£| 97| 44| 17 | c4 | a7 | Te| 34| 64| 54| 19| 73
91 60| 81| 4f | dc | 22 | 2a| 90| 88| 46 | ee | bB | 14| de | 5e | Ob | db
aled| 32| 3a| 0a| 49| 06| 24| bc| c2 | d3 | ac| 62| 91| 95| e4 | 79
bl e7| cB8| 37| 64| 8d| d5| 4de | a9 | 6c | 56| f4 | ea | 65| Ta | ae | 08
clba| 78| 25| 2e | 1lc| a6 | b4 | c6 | eB | dd| 74| 1f | 4b | bd | 8b | Ba
dl 70| 32| b5 | 66| 48 | 03 | f6 | Oe | 61 | 35| 57 | b9 | 86| ¢1 | 1d | %e
elel| £8| 98| 11 | 69| d9 | 8e | 94| 9p | 1le | B7 | e9 | ce | 55| 28 | 4f
fl] 8¢c| al | 89| 0d| bf| e6 | 42 | 68| 41| 99| 2d| Of | bO | 54| bb | 16

Bang 3.27: Bang thé S-Box ctia AES

trong d6 chdng han néu's ;, = {53} c6 nghia la gia tri thay thé s& dwoc xac dinh
bang giao cia hang co6 chisd 5 v&i cdt cod chisdé 3 trong bang trén diéu nay twong (rng
vOi viéc s’y = {ed}.

2.5.4.1.2. Ham ShiftRows() )
Trong ham nay cac byte trong 3 hang cudi cilia mang trang thai sé dwoc dich vong
v&i sb lan dich (hay sb byte bi dich) khac nhau. Hang d4u tién r = 0 khong bi dich.

Cu thé ham nay sé tién hanh bién dbi sau:

Sr c = Sr,(c+shift(r,Nb)) mod Nb (Nb = 4) trong doé gia tri dich shift  (r, Nb) phu
thudc vao sb hang r nhu sau:

shift(1, 4) = 1, shift(2, 4) = 2, shift(3, 4) = 3.

Thao tac nay s& chuyén cac byte t&i cac vi tri thdp hon trong cac hang  , trong khi
céc byte thap nhat sé dwoc chuyén lén dau cla hang . TAt cac cac mé ta trén cé thé minh
hoa qua hinh vé sau:

| ShiftRows() [ —~
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Hinh 3.10: Ham ShifftRows()
2.5.4.1.3. Ham MixColumns()

Ham nay lam viéc trén cac cdt ctia bang trang thai , né coi méi cot cla mang trang
thai nhw 1a mot da thirc gdm 4 hang tlr nhw dwoc mo ta trong phan 4.3. Cac cot sé dwoc
xem nhu la cac da thirc trén GF (2°) va dwoc nhan theo modulo x* + 1 vé&i mét da thire cb
dinh a(x):

a(x) = {031 + {01}x* + {01}x + {02}

Nhw da mo ta trong phan 4.3 diéu nay co thé biéu dién bang mét phép nhan  ma
tran:

s’(x) = a(x)®s(X):

S,.] [02 03 01 o1
s,.| |01 02 03 01
S,.| [o1 01 02 03
S..| |03 01 01 02

©

wmw ;v oun m
N

w
o

voimoi0 <c<Nb=4.

Két qua 1a bén byte trong mbi cot s& dwoc thay thé theo cong thirc sau:

S(I),c = ({02}. SO,C) ® ({03}. S1c) ® Sz,c D SB,c

Si,c = SO,C D ({02}. S1c) D ({03}. Sz,c) ® S3,C
SIZ,c = SO,c C—D S1,c C—B ({02}. Sz,c) C—B ({03}. SS,C)
SCIS,c - ({03}. SO,C) @ S1,c @ SZ,c @ ({02}. S3,C)

C6 thé minh hoa viéc thyc hién ctia ham nay bang hinh vé sau:

MixColumns ()

5\'

0.0
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Hinh 3.11: Ham MixColumns ctia AES

2.5.4.1.4. Ham AddRoundKey()

Trong ham nay mét khéa vong  (Round Key) sé dwoc cong vao mang trang thai
bang mdt thao tac XOR bit . Mdi khéa vong gdm Nb word dworc sinh ra bi tha tuc sinh
khéa (phan 5.2). Cac word nay sé dugc cong vao mdi cot clia mang trang thai nhw sau:

I:S;),c ! Si,c ! Sl2,c ! S:I%,c:| = ':SO,C ! S’1,c ! SZ,C’ SS,C :I D [Wround*Nb+c ] VO<c<Nb=4

trong d6 [wi] la cac word ctia khéa dwoc mé ta trong phan 5.2 va round la 1an 13p
twong tng v&i qui wédc 0 < round < Nr. Trong thuat toan ma hda phép cong khoa vong
kh&i tao xay ra v&i round = 0 trwde khi cac vong lap clia thuat toan dwoc thyc hi én. Ham
AddRoundKey() dwoc thyc hién trong thuat toan ma hda khi 1 < round < Nr.

Viéc thwc hién clia ham nay cé thé minh hoa qua hinh vé tring do | = round * Nb.
Dia chi byte trong cac word cla day khoa dwgc md ta trong phan 3.1.

[ = round * Nb
‘SO.C 'SO.C
S0.0 21503 | $0.0 o b2 | Sos
S|, — | Wi+ — S
: ; (é T sl )
S1.0 713 ? , Bas 2| 513
S l +2 1+3 ] g .
+ ] v )
S0 € o523 $30 =€ ba| 523
S50 | S5 2] 533 S350 || S3.c b2 | 533

Hinh 3.12: Ham AddRoundKey ciia AES

2.5.4.2. Thuat toan sinh khéa (Key Expansion)

Thuét toan sinh khoda ctia AES nhan mo6 t khda ma héa K sau d6 thw ¢ hién mot thu

tuc sinh khéa dé sinh mot day cac khéa  cho viéc ma hoa . Thi tuc nay sé sinh téng sé
Nb*(Nr+1) word, thd tuc st dung mét tap khéi tao Nb word va méi mét 1an 1ap trong sb Nr
lan s& can t¢i Nb word cla di liéu khéa . Day khoa két qua la mot mang tuyén tinh ¢ ac
word 4-byte dwoc ky hiéu la [wi] trong dé 0 <i < Nb(Nr+1).

Sy m& rong khda thanh day khéa dwgc mo ta qua doan gia ma sau:
KeyExpansion(byte key[4*NKk], word w[Nb*(Nr+1)], NKk)
begin

word temp

i=0

while (i < NK)
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w[i] = word(key[4*i], key[4*i+1], key[4*i+2], key[4*i+3])
=i+l
end while
i = Nk
while (i < Nb * (Nr+1)]
temp = w[i-1]
if (imod Nk = 0)
temp = SubWord(RotWord(temp)) xor Rcon[i/NK]
else if (Nk > 6 and i mod Nk = 4)
temp = SubWord(temp)
end if
wl[i] = w[i-NK] xor temp
i=i+1
end while
end

SubWord() 1& mét ham nhan mét input 4-byte va ap dung bang thé S -box Ién input
dé nhan dwoc mot word output . Ham RotWord() nhan mét word input [ao, as, &, as] thye
hién mot hoan vi vong va tra vé  [ay, a,, as, ay]. Cac phan tl ctia mang hang sé Rcon [i]
chira cac gia tri nhan dwoc bdi [x™, {00}, {00}, {00}] trong d6 x'* 1a mi héa cta x (x duwoc
biéu dién duoi dang {02} trén GF(2°) va i bt dau tir 1).

Theo doan gia ma trén ching ta co thé nhan thay rang Nk word cla khoa két qua sé
duwoc dién béi khda ma héa. Cac word sau dé w [i] s& bang XOR véi word dirng trdc né
w(i-1] v&i w[i-NK]. V&i cac word & vi tri chia hét cho Nk mét bién déi sé dwoc thwe hién véi
w[i-1] truwéc khi thwe hién phép XOR bit , sau d6 1a phép XOR vé&i mét hang sb Recon il
Bién ddi nay gbm mot phép dich vong cac byte cia moét word  (RotWord()), sau d6 1a ap
dung moét bang tra 1én tat ca 4 byte cta word (SubWord()).

Chu y |4 tht tuc mé rong khoéa dbi véi cac khda coé do dai 256 hoi khac so véi thi
tuc cho cac khoa c6 do dai 128 hodc 192. Néu Nk = 8 va i — 4 1a mot boi sb ctia Nk thi
SubWord() sé duwgc ap dung cho w[i-1] trwéc khi thye hién phép XOR bit.
2.5.4.3. Thuat toan giai ma

Thuat toan giai ma khéa gidng véi thuat toan ma hoa vé mat céu tric nhung 4 ham
co ban st dung la cac ham nguwgc cua cac ham trong thuat toan giaima . Boan gia ma
cho thuat toan gidi ma nhuw sau:

InvCipher(byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])

begin

byte state[4,NDb]

state = in
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AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1]) // See Sec. 5.1.4

for round = Nr-1 step -1 downto 1
InvShiftRows(state) // See Sec. 5.3.1
InvSubBytes(state) // See Sec. 5.3.2
AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])
InvMixColumns(state) // See Sec. 5.3.3

end for

InvShiftRows(state)

InvSubBytes(state)

AddRoundKey(state, w[0, Nb-1])

out = state

end

2.5.4.3.1. Ham InvShiftRows() ]

Ham nay la ham ngwoc cia ham ShiftRows () . Cac byte cua ba hang cudi cla
mang trang thai s& dwoc dich vong véi cac vi tri dich khac nhau . Hang dau tién khong bi
dich, ba hang cudi bi dich di Nb  — shift(r, Nb) byte trong d6 cac gia tri shift (r, Nb) phu
thudc vao sb hang nhuw trong phan 5.1.2.

Cu thé ham nay tién hanh x(r ly sau:
Sy (c+shift(r.Nb)modNb — S .V0<r<4,0<c< Nb(Nb = 4)

Hinh minh hoa:

InvShiftRows ()

1 ] 1 '
ka 0 ka J. 5} 2 31‘,3 LS;: 0 5; ]_ 51',2 5;‘,3
S S’
So0 | Soa | S0z |S03 So.0 | Soa | So2 | Sos
Siol S, |s,
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Hinh 3.13: Ham InvShiftRows() clia AES

2.5.4.3.2. Ham InvSubBytes()

Ham nay 1a ham ngwoc clia ham SubBytes (), ham sir dung nghich ddo cua bién dbi
Affine bang cach thwc hién nhan nghich dao trén GF(2%).

Bang thé dwoc st dung trong ham 1a:

y

0 1 2 3 4 5 6 7 8 9 a b c d e £

0] 52 | 09| 6a | d5 | 30| 36 | a5 | 38 | bf | 40 | a3 | 9e | 81 | £3 | A7 | fb
1] 7c | e3 | 39 | 82 | 9 | 2f | ££f | 87 | 34 | 8e | 43 | 44 | ¢4 | de | e9 | cb
2] 54| 7Tb | 94 | 32 | a6 | c2 |23 | 3d | ee | 4c | 95 | Ob | 42 | fa | ¢3 | de
3]08 | 2e | al | 66 | 28 | d9 | 24 | b2 |76 | 5b | a2 | 49 | 6d | 8b | d1 | 25
41 72 | £f8 | £f6 | 64 | 86 | 68 | 98 | 16 | d4 | ad | 5¢c | cc | bd | 65 | b6 | 92
5] 6c | 70 | 48 | 50 | fd | ed | b9 | da | 5e | 15 | 46 | 57 | a7 | 8d | 94 | 84
6] 90 | dB | ab | 00 | 8¢c | be | d3 | O0a | £7 | e4d | 58 | 05 | b8 | b3 | 45 | 06
x 71d0 | 2c¢ | le | 8f | ca | 3£ | 0f |02 |cl |af | bd | 03 | 01 | 13 | 8a | 6b
8| 3a |91 |11 | 41 | 4f | 67 |dc |ea | 97 | £f2 | ¢cf | ce | fO0 | b4 | e6 | 73
9196 |ac | 74 | 22 |e7 | ad | 35 |85 |e2 | £9 | 37 | e8 | 1c | 75 | Af | 6e
ald47 | £f1 | 1a | 71 | 1d | 29 | c5 | 89 | 6f | b7 | 62 | 0e | aa | 18 | be | 1b
bl|fc | 56 | 3e | 4db | ¢c6 | d2 |79 |20 | 9a |db | c0O | fe | 78 | cd | ba | £4
c¢cl1lf |dd | aB | 33 |88 | 07 | c¢7 |31 | bl |12 |10 | 59|27 |80 | ec | 5f
dl{ 60 | 51 | 7£ | a9 |19 | bs (4a |0d | 2d | e5 | Ta | 9€£ | 93 | ¢9 | 9¢ | ef
elal | e0 | 3b | 4d | ae | 2a | £5 | b0 | c8 | eb | bb | 3¢ | 83 | 53 | 99 | 61
fl17 | 2b | 04| 7e | ba | 77 | d6 | 26 | el | 69 | 14 | 63 | 55|21 | Oc | 7d

Bang 3.28: Bang thé cho ham InvSubBytes()
2.5.4.3.3. Ham InvMixColumns()

Ham nay la ham ngwoc cia ham MixColumns (). Ham lam viéc trén cac cét cla
mang trang thai, coi mdi cot nhw 1& mété da thirc 4 hang tir dwoc mo ta trong phan 4.3.
Cac cot dwoc xem la cac da thire trén GF (2°) va dwoc nhan theo modulo x*+1 vé&i mot da
thirc cb dinh 1a a™(x):

a’t(x) = {ob}x® + {0d}x* + {09}x + {Oe}
Va cé thé md ta bang phép nhan ma tran nhw sau:

s'(x) = a ' (x)®s(x):

S, | [0e Ob od 097[S,,
S,.| |09 0e Ob 0d| S,
S,.| |od 09 0e Obl|lsS,,
S,.| [Ob od 09 O0e|ls

w
o

trong d6 0 < c < Nb.

Két qua 1a bén byte trong mbi cot s& dwoc thay thé theo cong thirc sau:

S;),c = ({Oe}. SO,C) C—B ({Ob}‘ S1,c) C—B ({Od}‘ SZ,C) C—D ({09}. S3,C)
5. = ({09}es,) ©({0e}es, ) ® ({Ob}es, ) ©({0d]}es; )
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SIZ,C = ({Od}. SO,C) @ ({09}. Slc) @ ({Oe}. SZ,C) @ ({Ob}. S3,c)
SIIS,C = ({Ob}. SO,C) (_B ({Od}. Slc) (_B ({09}. SZ,C) @ ({Oe}. S3,c)

2.5.4.3.4. Ham nghich dao cia ham AddRoundKey()

That thu vi la ham nay ty ban than n6 la nghich dao cla chinh n6 la do ham chi co
phép toan XOR bit.

2.5.4.3.5. Thuat toan giai ma twong dwong

Trong thuat toan giai ma dwoc trinh bay & trén ching ta thay thiv tv  cla cac ham
bién ddi dwoc ap dung khac so véi thuat toan ma héa trong khi dang ctia danh sach khéa
cho ca 2 thuat toan van gitr nguyén . Tuy vay mot sé dac diém ctia AES cho phép chiing
ta co6 mot thuat toan giai ma twong dwo ng cé thir tw ap dung cac ham bién déi gibng voi
thuat toan ma héa (tat nhién la thay cac bién ddi bang cac ham ngwoc cla ching ). Piéu
nay dat dwoc bang cach thay déi danh sach khda.

Hai thudc tinh sau cho phép ching ta c6 mét thuat toan giai ma twong dwong:

1. Cac ham SubBytes () va ShiftRows() hoan dbi cho nhau ; c6 nghia la mét bién
ddi SubBytes () theo sau b&i mot bién déi ShiftRows () twong dwong véi mot bién dbi
ShiftRows() theo sau b&i mot bié n ddi SubBytes (). Piéu nay ciing ding véi cac ham
nguwoc cla ching

2. Cac ham tron cdt — MixColumns() va InvMixColumns () la cac ham tuyén tinh
dbi vai cac cot input, co nghia la:

InvMixColumns(state XOR Round Key) = InvMixColumns(state) XOR
InvMixColumns(Round Key).

Céc dac diém nay cho phép tht tw clia cac ham InvSubBytes() va InvShiftRows() co
thé ddi ché. Thir tw cla cac ham AddRoundKey() va InvMixColumns() ciing c6 thé ddi chd
mién la cac cot clia danh sach khoa gidi ma phai dwoc thay déi bang cach str dung ham
InvMixColumns().

Thuat toan giai ma twong dwong dwoc thye hién bang cach dao nguoc th ty cla
ham InvSubBytes () va InvShiftRows (), va thay ddi th tw cia AddRoundKe y() va
InvMixColumns() trong cac 1an 18p sau khi thay déi khoa cho gia tri round = 1 to Nr-1 bang
cach st dung bién dbi InvMixColumns (). Cac word dau tién va cubi cung cla danh sach
khoa khéng bi thay dbi khi ta ap dung phwong phap nay.

Thuat toan giai ma twong dwong cho mét cu tric hiéu qua hon so véi thuat toan
giai ma trwde do.
Doan gia ma cho thuat toan giai ma twong dwong:
EqlnvCipher(byte in[4*Nb], byte out[4*Nb], word dw[Nb*(Nr+1)])
begin
byte state[4,Nb]
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state = in

AddRoundKey(state, dw[Nr*Nb, (Nr+1)*Nb-1])

for round = Nr-1 step -1 downto 1
InvSubBytes(state)
InvShiftRows(state)
InvMixColumns(state)
AddRoundKey(state, dw[round*Nb, (round+1)*Nb-1])

end for

InvSubBytes(state)

InvShiftRows(state)

AddRoundKey(state, dw[0, Nb-1])

out = state

end

Céac thay dbi sau can thuc hién trong thuat toan sinh khéa dé thuat toan trén coé thé
hoat dong duwoc:

fori=0 step 1 to (Nr+1)*Nb-1
dw(i] = w{i]
end for
for round = 1 step 1 to Nr-1
InvMixColumns(dw[round*Nb, (round+1)*Nb-1]) // note change of type
end for
2.6. Cac co’ ché, hinh thirc sir dung ctia ma héa khéi (Mode of Operation)
2.6.1. Cac hinh thirc str dung
Nhw chuing ta da biét c &c ma hoa khdi ma héa cac khéi thong tin coé do dai cb dinh,
chang han DES vé&i cac khéi bit 64, stiv dung khoa la xau bit c6 dd dai bang 56. Tuy nhién
dé st dung cac hé ma nay trén thyc té vncdncé  mot qui dinh vé qui cach st dung
ching dé ma héa cac di li&u cadn ma hoéa. Cach thirc s dung moét thuat toan ma hoéa khéi
trong thue té dwoc goi la Mode of Use hay Mode Of Operation. C6 4 hinh thirc s dung
cac hé ma khdi dwoc dinh nghia trong cac chudn ANSI (vi du ANSI X3.106-1983 danh

cho DES). Dya vao viéc xtr ly di¥ liéu input clia hé ma nguoi ta chia thanh hai loai co ché
st dung cac hé ma khéi sau:

1. Céac ché dé khdi (Block Mode): xt ly cac théng diép theo céc khbi (ECB, CBC)

2. Cac ché do ludng, dong (Stream Modes): x& ly cac théng diép nhw 1a mot
ludng bit/byte (CFB, OFB).

Cac ché do khéi thwong dwoc st dung d& ma hoa cac dir liéu ma ching ta biét
trwdc vé vi tri, do Ion trwde khi ma héa (chang han nhw céac file , cac email trwde khi can

68



Chwong lll: Cac hé ma khéa bi mat

gwi di) trong khi cac ché dé ludng thwong dwoc s dung cho viéc ma héa cac dir liéu
khong duoc biét trivde vé dd Ion cling nhw vi tri chang han nhw cac tin hiéu g vé tir vé
tinh ho&c cac tin hiéu do mét bd cdm bién doc tlr bén ngoai vao.

Chu y: DES, 3DES, AES (hay bat ky mét thuat toan méa héa khbi nao khéc) tao
thanh mét khéi xdy dung co ban. Tuy nhién dé st dung chung trong thuc té, ching ta
thuong can lam viéc véi cac khéi luong dir liéu khéng thé biét trude duoc, cé thé chung la
mot khéi div liéu sén sang ngay cho viéc méa héa(khi dé viéc st dung mé héa theo co ché
khéi la phu hop), hodc ¢ thé chi duoc mot vai bit, byte tai mot thoi diém (khi d6 st dung
ché d6 dong la phu hop). Vi thé céc co ché st dung mé khéi duroc trinh bay trong phan
nay la riéng cho DES nhung ciing duoc ap dung tuong t cho céc hé ma khéi khac.

2.6.2. Co ché bang tra ma dién tir ECB (Electronic CodeBook Book)

Thong diép can ma hoa dwoc chia thanh cac khdi doc 1ap dé ma hoa, mdi khéi ban
ma 13 két qua cla viéc ma héa riéng biét khdi ban rd twong &ng véi né va doc 1ap voi khdi
khac. Cach lam viéc nay gibng nhuw chung ta thay thé cac khéi ban ma béng cac khéi ban
ré twong (rng nén co tén goi la bang tra ma dién tr.

P= P]_Pg...PN

M4 hoa: C, = DES(P), két qua ban ma Ia C = C,C,..Cy. Qua trinh giai ma tién hanh
nguoc lai: P, = DES™(C).

\ \ Y \ H \ \ ¥
P1| | P2 Pnj Cl| C2 Cn
I I I I I I S
v v v I v v v
I
KHMéhéa KHB@G@M@ @
I
I
A 4 h 4 A 4 H A 4 A 4 A 4
Cl| |C2 Cn| P1| P2 Pn
\ \ \ I \ \ T
v I v
C | P

Hinh 3.14: Co ché ECB

ECB la ché d6 st dung don gian va dé cai dat nhat, dwoc st dung khi chi mét khi
don théng tin can dwoc gl di (chdng han nhw mét khoa session dwoc méa héa bang cach
dung mét khda chinh).

Do trong ECB cac khdi ban rd dwoc ma héa doc lap nén [am ndy sinh mét sé nhwoc
diém sau: cac lap lai ctia thong diép cé thé dwoc thé hién trén ban ma, nghia 1a néu cé
céac ban rd gibng nhau thi twong (rng cac ban ma giébng nhau , didu nay dac biét thé hién
rd v&i cac dir liéu 13p lai nhiéu chéng han nhw cac dir liéu hinh anh. Viéc dé 16 tinh 13p lai
cla ban rd co thé dan t&i cac tAn cong theo phwong phap phan tich théng ké . Hon niva
cac ban ma c6 thé bi gid mao bang cach thém mot sé khéi ban ma gia vao két qué ma
héa, bén nhan sé khdng phat hi én ra sy gia mao nay. Bén canh d6 viéc ma hoéa cac khoi
thdng diép 1a doc lap lam suy yéu DES. Trén thuc té ECB chi thuc sy cé ich khi gtvi mét
khéi di¥ liéu nhd.
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2.6.3. Cor ché ma moéc xich CBC - Cipher Block Chaining

DPé vwot qua cac van dé vé sy 13p lai va yéu cau doc lap trong ECB , ching ta can
mot vai cach dé lam cho ban ma phu thudc vao tat ca cac khdi trudc né . D6 nay chinh la
diéu ma CBC cung cép cho ching ta bang cach két hop khdi ban ré trudc véi khdi thong
diép hién tai trwéc khi ma héa.

Ciing gidng nhw co' ché EBC trong co ché CBC ban rd s& dwoc chia thanh cac khoi
nhung sé& dwoc lién két véi nhau trong qua trinh - ma héa dé tao thanh ban rd . Chinh vi
céac khdi bdn ma dwoc méc xich véi ban rd va vi thé ché do nay co tén la CBC

CBC st dung mdt vector kh&i tao IV (Initial Vector) dé& bat dau:
Co=1V, P =P,P,.Py

Ma hoa: C; = DESk (P, @ C.1), C = C1Cy..Cy

Giai ma: P, = DES™(C) @ Ci4, P = P,P,..Py.

X1 X2 Y1 Y2

Y V}
S©) @ - EE |
0 | ® @ L

Y1 Y2 X1 X2

A 4

M& hoa Giai ma

Hinh 3.15: Ché dé CBC

Ché dd CBC phu hop véi cac yéu cau can glvi cac lwong Ién div liéu mot cach an
toan (chéng han nhw FTP, EMAIL, WEB)

Trong CBC méi khdi bdn ma la phu thudc vao tat ca cac khdi théng diép dirng trudc
doé nén viéc sai léch mot khdi ban rd hodc ban m & ndo do ciing lam sai léch két qua ma
héa va giai ma twong (rng . Khé khan nhét trong viéc st dung CBC chinh la quén ly cac
gia tri IV str dung , thwéng thi ca hai bén nhan va gri déu biét (chang han nhw béng 0)
ho&c s& duwoc khdi tao bang cac gia tri m&i va gli cho bén nhan trwéc khi ma héa . Tuy
nhién néu IV bj tiét 16 ké tan cong c6 thé lam thay dbi cac bit & khéi dau tién, vi thé co thé
IV [& mot gia tri ¢d dinh hodc dwoc givi di sau khi @@ ma hoa bang ECB.

2.6.4. Ché d6 ma phan héi CFB (Cipher Feedback) va ché dé6 ma phan héi dau ra
OFB (Output Feedback)

Cac ché do ludng CFB va OFB dwoc st dung dé ma hoa cac dir liéu dwoc cung
cép roi rac, thuwong la cac tin hiéu nhan dworc tlr vé tinh hodc do mét bd cdm bién nao do
truyén vé. Chinh vi di¥ liéu dwoc cung cap roi rac nén tai mot thoi diém ching ta khéng
thé biét trwérc dd Idn va vi tri div liéu s& dwoc ma héa . Do d6 dbi véi cac ché do ludng
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input cho thuat toan ma héa dwoc xem la mét ludng cac bit ctia ban rd dwoc 1an lwot theo
thoi gian.

Trong ché d6 OFB va CFB dong khoa dworc tao ra sé dwoc cong modulo 2 v&i ban
rd. OFB thuc s 1a mot hé ma ddng bd: dong khoa dwoc thanh 1ap bdi viéc tao lap cac
vector khé&i tao 64 bit (vector IV). Ta xac dinh z, = IV va tinh dong khoa z,z, ... z, theo quy
tic z = ex(zi1) v&i i 2 1. Sau d6 day ban rd x;x; ... X, sé dwgc ma hoa béng cach tinh y; =
XDz voii=1.

Trong ché dd CFB, ta bat dau vé&i yo = IV (vector khéi tao 64 bit) va tao phan t z;
cla dong khoa bang cach ma hoa khéi ban ma trwéc do. Tic 1a z; = e(yit) vOi i21 vay, =
X @ z; v&i i21. Viéc st dung CFB dwoc md ta bang so dd sau (e trong trworng hop nay
dwoc st dung cho ca méa hoa va giai ma):

X1 X2
Ma hoa
V5 @) (@
Y1 Y2
Y1 Y2
Giadi ma
v (@) (5@
X1 X2

Hinh 3.16: Ché d6 CFB

Cling c6 mét vai dang khac clia OFB va CFB dwoc goi la ché do phan héi k-bit (1<
k < 64). 0] day ta da mo ta ché do phan hoi 64 bit. Cac ché do phan hoi 1-bit va 8-bit
thwong dwoc stv dung cho phép ma hoa doéng thoi 1 bit (hay byte) di liéu. Ky thuat co
ban dwoc st dung & day 1a mot thanh ghi dich 64 bit va mdi bwdc dich dwoc k-bit 1am
dau vao cho ma hoa. K-bit bén trai ciia dau vao ham ma hoa dwgc XOR véi don vi dau
cta block ban rd tiép theo d& dwa ra mot don vi ban ma truyén di va don vi nay duoc
dwa lai vao k-bit bén phai ctia thanh ghi dich. Qua trinh x& ly tiép tuc cho t&i khi tat ca
don vi ban rd déu dwoc ma hoa. Diém khac nhau gitva CFB va OFB Ia k-bit hoi tiép cho
b ghi dich duoc I4y tir trudc hay sau bd XOR (néu ldy sau bd XOR thi di liéu d& ma hoa
trng v&i CFB, con lay phia trwdc thi 1a OFB).

Nhin chung , bén ché d ctia DES déu cé nhitng wu nhwoc diém riéng. O ché do
ECB va OFB, su thay déi ciia mot khdi ban rd x; 64 bit s& lam thay dbi khéi ban ma vy,
twong (rng, nhwng cac khdi ban khac thi khdng bi anh huwdng. Trong mét sé tinh hudng,
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day 1a mot tinh chat dang mong mudn. Vi du nhw ché dd OFB thuwéng dwoc diung dé ma
hoé trong viéc truyén tin hiéu qua vé tinh.

Mét khac, & ché do CBC va CFB, néu mdt khéi ban rd x; bi thay déi thi y; va cac khdi
tiép theo sé bj anh hwéng. Nhw vay & ché dd CBC va CFB c6 thé dwoc st dung rat hiéu
qua trong muc dich xac thwc. Ciing vi ly do d6 nén CFB thwdng dwoc dung dé ma hoa
trong cac truéng hop ma dwong truyén tét, tin hiéu it nhiéu. Dac biét hon, cac ché do nay
dung dé tao ma xac thwc ban tin (MAC — Message Authentication Code). MAC dwoc gén
thém vao cac khéi ban rd dé thuyét phuc R (receiver) rang day chinh Ia day ban rd dwoc
guri tr S (sender) ma khong phai mét ai khac gia mao. Nhw vy MAC dam bao tinh xac
thwe cua ban tin.

Ta s& mod ta cach str dung ché dd CBC dé tao MAC. Ta bat dau bang vector khdi
tao IV chira toan sé 0. Sau d6 dung ché do CBC dé tao cac khdi ban ma y.y,...y, v&i khoa
K. Cudi cung ta xac dinh MAC 1a y,. Nguoi givi S (sender) sé phat di khéi ban ré xix, ... X,
cung v&i MAC. Khi ngwdi nhan R (receiver) thu duwgc x;x; ... X,, anh ta sé khoi phuc lai y;,
Yo, Vo bang khod bi mat K va xac minh liéu y, c6 gibng MAC cta minh thu dwoc hay
khéng. Néu mét ngudi thir ba E (enemy) thu chan dwoc ban rd xix, ... X, ré rang E khéng
thé tao ra MAC hop |& néu khong biét khoa bi mat K ma S va R dang dung. Hon niva, néu
E thay ddi it nhiéu nodi dung thi chic chén E khéng thé thay déi dwoc MAC dé dwoc R
chép nhan.

Théng thwdng ta mudn két hop ca tinh xac thyc 1an d6 bao mat. Diéu dé dwoc thuc
hién nhu sau: trwdc tién S dung khoa K; dé tao MAC cho day ban ré x;X,... X,, sau d6 S
xac dinh Xn.1 1& MAC, rdi ma hod day xiX, ... XpXn:1 bang khoa K, dé tao day ban ma y,y, ...
Yo¥ne1- Khi R nhan duwoc yiys...Ynyne, R $8 gidi ma bang khoa K, va sau dé kiém tra xem
Xn+1 €O phai la MAC (bang khod K;) clia day ban rd x;x, ... X, hay khong.

3. Bai tap

Bai tap 3.1: Hay gidi ma ban ma dwo'c ma hoa bang hé ma Caesar sau (st dung bang
chi¥ cai tiéng Anh): WKXPEVXS.

Bai tap 3.2 (kh6): Théng diép bi mat an sau doan van ban tiéng Anh sau la gi:
“The supply of game for London is going steadily

up. Head keeper Hudson, we believe, has been

now told to receive all orders for fly paper and for

preservations of your hen-pheasant's life.”

Trich trong tac phdm "The Gloria Scott”.

Bai tap 3.3: S&r dung bang sau (hé ma Freemason) dé gidi ma théng diép:

Bang ma cac ky ty:

A |B|C
D |E|F
G |H|I
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J
K 1.
M

Ne | O« | Pe
Q| Re|Se
Te U | Ve

Goi y: day 1a mot hé ma thay thé twong hinh.
Bai tap 3.4: Hay tim thong diép bi mat &n gidu trong doan van ban sau:
Dear George, 3rd March
Greetings to all at Oxford. Many thanks for your
letter and for the Summer examination package.
All Entry Forms and Fees Forms should be ready
for final dispatch to the Syndicate by Friday
20th or at the very least, I'm told, by the 21st.
Admin has improved here, though there’s room
for improvement still; just give us all two or three
more years and we’ll really show you! Please
don'’t let these wretched 16+ proposals destroy
your basic O and A pattern. Certainly this
sort of change, if implemented immediately,
would bring chaos.
Bai tap 3.5: Cho hé ma Affine duwoc cai dat trén Zge. Khi d6 khoa la cac cap (a, b) trong
do a, b € Zy V&i (a, 99) = 1. Ham ma hdéa Ex (x) = (a * x + b) mod 99 va ham gidi ma Dy
(x) =a™** (x — b) mod 99.

a) Hay xac dinh s6 khoa cé thé dwoc sir dung cho hé ma nay.

b) Néu nhw khéa gidi ma l1a K' = (16, 7), hdy thwc hién ma héa xau m =

“‘DANGER”.
Bai tap 3.6: Cho hé ma Affine dwgc cai dat trén Zsy. Khi d6 khoa la cac cap (a, b) trong
do a, b € Zz v&i (a, 39) = 1. Ham ma hda Ei (x) = (a * x + b) mod 39 va ham giai ma D¢
(x) =a™* * (x — b) mod 39.
a) Hay xac dinh s6 khoa cé thé dwoc sir dung cho hé ma nay.
b) Néu nhw khéa gidi ma 1a K* = (23, 7), hay thwc hién ma héa xau m = “ATTACK”.

Bai tap 3.7: Cho hé ma Affine duwoc cai dat trén Zss. Khi d6 khoa la cac cap (a, b) trong
doé a, b € Zss v0i (a, 55) = 1. Ham ma hda Ex (x) = (a * x + b) mod 55 va ham giai ma Dy
(x) =a®* (x — b) mod 55.

a) Hay xac dinh s6 khoa cé thé dwoc sir dung cho hé ma nay.
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b) Khoa gidi ma la K = (13, 17), hay xac dinh khéa ma hoa.
Bai tap 3.8: Gia sir hé ma Affine dwoc cai dat trén Zy,.

a) Hay xac dinh sé khda co thé co ctia hé ma.
b) Gia sir khéa ma héa la (16, 7), hdy xac dinh khoa giai ma.

Bai tap 3.9: Gia sir hé ma Affine dwoc cai dat trén Z;,.

a) Hay xac dinh sé khda co thé co ctia hé ma.
b) Gia sir khéa ma héa la (23, 7), hdy xac dinh khoa giai ma.

Bai tap 3.10: Cho hé ma Hillco M = 2.

5 3 .
a) Matran A= Ls 17} c6 thé dwoc str dung lam khoa cho hé ma trén khong giai

thich.
12 5| |
b) Cho A= 3 7 hay thwc hién ma héa va giai ma v&i xau S = “HARD”.
Bai tap 3.11: Cho hé ma Hillcé M = 2.

5 .
a) Matran A= Ll } dwoc st dung lam khéa cho hé ma trén. Hay tim tat ca cac

a
khéa co thé sir dung clia hé ma trén.

b) Gia sir nguoi ta st dung hé ma trén dé ma hoéa ban ré P = “EASY” va thu dwoc
ban ma la “UMQA”. Hay thyc hién gidi ma vé&i ban ma la C = “MCDZUZ” va dwa
ra ban ro.

Bai tap 3.12: Cho hé ma Hill co M = 2.

15 13

a) Matran A = {7 } duwoc st dung 1am khéa cho hé ma trén. Hay tim tat ca
a

céac khoa c6 thé st dung clia hé ma trén.

b) Gia s nguoi ta st dung hé ma trén dé ma hoéa ban rd P = “MARS” va thu duwoc
ban ma la “YARH”. Hay thwc hién gidi ma v&i ban ma la C = “MANNTF” va dva
ra ban ro.

Bai tap 3.13: Cho hé ma Vigenere c6 M = 6, K = “CIPHER”.
a) Hay thwc hién ma hdéa xau P = “THIS IS MY TEST*.
b) Hay thwc hién giai ma xau M = “EICJIC RTPUEI GBGLEK CBDUGV”.

Bai tap 3.14: Cho hé ma Vigenere c6 M = 6. Ma hoa xau P = “THIS IS MY TEST" nguoi
ta thu dwoc ban ma Ia “LLKJML ECVVWM”.

a) Hay tim khéa ma héa da dung cua hé ma trén.

b) Dung khéa tim dwgc & phan trén hay gidi ma ban ma C = “KLGZWT
OMBRVW”.
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Bai tap 3.15: Cho hé ma Vigenere co6 M = 6. Ma hoa xau P = “SPIRIT* ngu&i ta thu duoc
ban ma la “OXHRZW”.

a) Hay tim khéa ma hoéa da dung cua hé ma trén.
b) Dung khéa tim dwoc & phan trén hay giai ma ban ma C = “BQETYH HMBEEW”.

Bai tap 3.16: Cho hé ma Vigenere c6 M = 6. Giai ma xau C = “RANJLV” ngudi ta thu
dwoc ban ro la “CIPHER”.

a) Tim khéa da st dung ctia hé ma trén.
b) Dung khéa tim dwoc & phan trén hay hay gidi ma xau M = “PLDKCI DUJQJO".
Bai tap 3.17: Phwong phap ma hoa thay thé don gian
DPoan van ban sau dwoc ma hoa bang cach str dung mét phuong phap ma héa thay
thé don gian. Ban ré 1a mot phan cla mét van ban tiéng Anh viét hoa, bd qua cac dau
cau. Hay st dung bang théng ké tan suét xuat hién cla cac chi cai trong tiéng Anh dé
gidi ma ban ma da cho.
ODQSOCL OW GIU BOEE QRROHOCS QV GIUR KIA QF Q DQCQSLR WIR
ICL IW CQFQF EIYQE YIDJUVLR FGFVLDF GIU SLV OCVI GIUR
IWWOYL IC VXQV DICPQG DIRCOCS VIWOCP VXL JXICLF ROCSOCS
LHLRG YQEELR OF Q POFVRQUSXV YICWUFLP CQFQ BIRMLR QCP
LHLRG YQEELR QFFURLF GIU VXQV XOF IR XLR WOEL IR
QYYIUCVOCS RLYIRP IR RLFLQRYX JRIKLYV LHLRG ICL IW BXOYX
OF DOFFOCS WRID VXL YIDJUVLR FGFVLD OF QAFIEUVLEG HOVQE

Bang théng ké tan suét xuét hién cla cac chiv cai trong tiéng Anh:

Chir cai | Tan suat | Chir cai | Tan suat | Chir cai | Tan suat

A 8.2% J 0.2% S 6.3 %
B 1.5% K 08 % T 9.1%
C 2.8 % L 4.0 % U 2.8%
D 4.3 % M 2.4 % \Y 1.0%
E 12.7% N 6.7 % W 2.3%
F 2.2% @) 7.5 % X 0.1%
G 2.0% P 1.9% Y 2.0%
H 6.1 % Q 0.1% Z 0.1%
I 7.0% R 6.0 %

Bai tap 3.18: Cho ban ma sau:

EYMHP GZYHH PTIAP QIHPH YIRMQ EYPXQ FIQHI AHYIW ISITK MHXQZ PNMQQ
XFIKJI MKXI1J RIKIU XSSXQ ZEPGS ATIHP PSXZY H
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Chwong lll: Cac hé ma khéa bi mat

Biét rang bang chi¥ cai st dung la tiéng Anh, hay thuc hién cac yéu cau sau:

a) Hay dwa ra bang phan phéi tan suat clia cac chir cai trong ban ma trén.

b) Gia st badn ma trén nhan dwoc bang cach st dung phwong phap ma héa déi chd
hodc thay thé don am, hay dwa vao bang phan phdi tAn suat & phan a dé xac dinh
xem kha nang nao la cao hon (hé ma déi chd hay thay thé don am)?

c) Hay xac dinh ban ré néu nhuw phan bat dau cta ban rd 1a “What ought ...”.

d) Giai thich cach thanh lap khoéa ctia hé ma.

Bai tap 3.19 (kho):

Hay gidi ma ban ma dwoc ma héa bang hé ma Vigenere sau, xac dinh do khoa st

dung biét rdng ban rd gdbm céc chi cai trong bang ma tiéng Anh.
IGDLK [MJSGC|FMGEP|PLYRC|IGDLA TYBMR|KDYVY [XJGMR TDSVK |ZCCWG| ZRRIP
UERXY |[EEYHE|UTOWSERYWC| QRRIP |UERXJ|QREWQ|FPSZC|ALDSD|ULSWF|FFOAM
DIGIY |[DCSRR|AZSRB|GNDLC|ZYDMMZQGSS|ZBCXM |OYBID |APRMK| IFYWF |MJVLY
HCLSP |ZCDLC|NYDXJ |QYXHD/APRMQ|IGNSU|MLNLG [EMBTFMLDSB|AYVPU TGMLK
MWKGHF UCFIY |[ZBMLC|DGCLY |[VSCXY |ZBVEQ|FGXKN |QYMIY [YMXKM| GPCIJ HCCEL
PUSXF [MJVRY|FGYRQ

S dung mét trong cac ngdn ngi 1ap trinh C, C++, Java hodc C# dé 1am céac bai tap sau:

Bai tap 3.20: Viét chwong trinh dém tan sé xuét hién cla cac chiv cai tiéng Anh trong mot
van ban tiéng Anh & dang file text.

Bai tap 3.21: Viét chwong trinh dém tan sb xuat hién ctia cac chiy céi tiéng Viét trong mot
van ban tiéng Viét & dang file RTF.

Bai tap 3.22: Viét chuong trinh cai dat thuat toan ma hda va giadi ma ctia hé ma Ceasar.
Bai tap 3.23: Viét chwong trinh cai dat thuat toan ma hoéa va giai ma cta hé ma Affine.
Bai tap 3.24: Viét chuong trinh tinh dinh thirc ctia ma tran vudng cap N (N < 20).

Bai tap 3.25: Viét chuong trinh cai dat thuat toan ma hda va giai ma cta hé ma Hill.

Bai tap 3.26: Viét chwong trinh cai dat thuat toan ma héa va gidi ma cta hé ma Vigenere.

Bai tap 3.27: Viét chuwong trinh ma hoa va giai ma file theo hé ma DES  v&i cac co ché
ma héa ECB, CBC.

Bai tap 3.28: Viét chwong trinh ma héa va giai ma file theo hé ma AES véi cac co ché
méa hoéa ECB, CBC.
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Chwong IV: Cac hé ma mat khéa coéng khai

CHUONG IV: CAC HE MA MAT KHOA CONG KHAI

Trong cac hé ma mat khoa bi mat néu ching ta biét khéa va ham ma h6 a ching ta
c6 thé tim dwoc khoa va ham gidi ma mot cach nhanh chéng (thdi gian da thirc).

M6t hé ma mat khoa bi mat [a mot hé ma mat ma tat cad moi nguwdi déu biét ham ma
héa va khéa ma héa nhung khéng tén tai mot t huat toan thdi gian da thirc dé cé thé tinh
dwoc khda giai ma tw cac thong tin do.

1. Khai niém hé ma méat khéa céng khai
Cac hé méa dwoc trinh bay trong cac chwong triwéc duwgre goi la cac hé ma khoéa bi
mat, khéa dbi xirng, hay cac hé ma truyén théng (conventional).

Cac hé ma nay c6 cac diém yéu sau day:

e Néu sb lwong ngudi st dung I&n thi sb khoa sé tang rat nhanh, chang han véin
ngudi st dung thi sé khoa sé lan *(n-1)/2 do d6 rat khd quan ly, phirc tap va
khéng an toan.

e Dua trén cac hé ma nay khong thé xay dwng cac khai niém va dich vu nhw chiv
ky dién ttr, dich vu xac thwc hda ngudi dung cho cac wng dung thuwong mai dién
ter.

Vao nam 1975 Diffie va Hellman trong mét cdng trinh ctia minh (mét bai bao) da dé

xuét ra cac y twéng cho phép xay dwng I&n cac hé ma hoat déng theo cac nguyén tac
m&i gén lién v&i cac bén truyén tin chir khéng gén véi cac cap truyén tin.

Nguyeén téc hoat dong cla cac hé ma la mbi bén tham gia truyén tin s c6 2 khoa,
moét khda goi la khda bi mat va mét khda dwoc goi la khdéa cdng khai. Khoda bi mat la khoa
dung dé giadi ma va dwoc giir bi mat (Ks), khéa cong khai la khéa dung dé sinh ma duoc
cong khai héa dé bét cir ai cling co thé sir dung khoa nay gi tin cho nguwdi chi ctia hé
ma (Kp). Ngay nay ching ta c6 thé thay rat ré nguyén tic nay trong viéc glvi email , moi
nguwdi déu co thé gii email t&i moét dia chi email nao d6 , nhwng chi cé nguwdi chi sé hivu
cta dia chi email d6 méi ¢ thé doc dwoc ndi dung clia birc thw , con nhivng ngudi khac
thi khdng. V&i cac hé ma khoa cong khai viéc phan phéi khoa s&  tré nén dé dang hon
qua cac kénh cung cép khéa cong cong , sé lwgng khda hé théng quan ly cling sé it hon
(Ia n khéa cho n ngwoi dung). Cac dich vu m&i nhw chi ky dién tlr, thda thuan khoa ciling
dwoc xay dwng dwa trén cac hé ma nay.

Cac yéu cau cla loai hé ma nay:

- Viéc sinh Kp, Ks phai dé dang

- Viéc tinh E(Kp, M) la dé dang

- Néu c6 C = E(Kp, M) va Ks thi viéc tim ban ré ciing la dé
- Néu biét Kp thi viéc do tim Ks la kho

- Viéc khéi phuc ban rd tir ban ma 1a rat kho

Khi A muén truyén tin cho B , A sé& sir dung khoa K » clia B dé& ma hda tin tirc va
truyén ban ma t&i cho B, B sé& st dung khoa bi mat ctia minh dé giai ma va doc tin:
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l Khoa cong Khoa bi mefltl

khai (K K

Plaintext (Ke) (Ks) Plaintext

A »  Ma hoa o  Giai ma » B
Ciphertext

Hinh 4.1: M6 hinh s* dung 1 clia cac hé ma khéa céng khai PKC
Ciphertext = E(Kp,Plaintext) ,Plantext = D(Ks, E(Kp,Plaintext)) (1)

lKh()a bi mat Khoa cong
Ks khai Kp
Plaintext (Ks) (Ke) Plaintext
A »| Mihéa »|  Giii ma » B

Signed Message

Hinh 4.2: M6 hinh str dung 2 cta cac hé ma khéa céng khai PKC
Ciphertext = D(Ks, Plaintext), Plaintext = E(Kp, D(Ks, Plaintext)) (2)

M6 hinh (2) dwoc st dung ¢ ho cac hé chir ky dién tr con md hinh (1) dwoc s
dung cho cac hé ma mat . Cac hé ma nay dwoc goi la cac hé ma khoéa céng khai PKC
(Public Key Cryptosystems) hay cac hé ma b4t dbi xing (Asymmetric Encryption
Scheme).

2. Nguyén tac cau tao cia cac hé ma mat khéa céng khai

Céac hé ma khoéa cong khai dwoc xay dwng dwa trén cac ham dwgc goi la cac ham 1
phia hay ham 1 chiéu (one—way functions).

Ham moét chidu f: X — Y lam mét ham ma néu biét x e X ta co thé dé& dang tinh
dugcy = f(x). Nhuwng voiy batky e Y viéc tim x e X sao choy = f(x) 1a khé. Cé nghia la
viéc tim ham nguoc f* 14 rt kho.

Vi du néu ching ta c6 cac sé nguyén to P 1, P, ..., P, thiviectinh N = P, * P, * ... *
P, la dé nhung néu cé N thi viéc phan tich nguwoc lai la mét bai toan kho véi N on.

Pé thuan tién cac ham mot phia duwoc st dung trong ¢ ac hé ma PKC thwdng dwoc
trang bi cac ctra bay (trapdoor) gitp cho viéc tim x théa ma y = f(x) 1a d& dang néu ching
ta biét dwoc ctra bay nay.

Ham cla bay (trapdoor function): 1a mot ham mét chiéu trong do viéc tinh f ™ 1a rat
nhanh khi ching ta biét dwoc ctra bay ctia ham . Vi du viéc tim nghiém cla bai toan xép
bald 0/1 trong hé ma xép balé Knapsack ma chung ta sé& hoc trong phan tiép theo la mot
ham mét phia (viéc ma hoéa rat nhanh va dé d ang nhwng tim vecto nghiém twong &ng 1a
khé) nhung néu ta biét ctra bay (Vecto xép bald siéu tdng A’) thi viéc giai bai toan lai rat
dé dang.

3. Mot s6 hé ma khéa cong khai
3.1. Hé ma knapsack

Bai toan xép ba 16 tdng quat:
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Chwong IV: Cac hé ma mat khéa coéng khai

Cho M, N va A, A,, ...., Ay 1a cac sb nguyén duong tim cac sb x; khdng am sao cho:
N
M= Z X * A
=)

Vecto A = (A, A, ..., Ay) dwoc goi la vecto xép balbé con vecto X = (Xi, Xa, ..., Xy) |2
vecto nghiém.

Mét trwdng hop riéng da ng quan tam cla bai toan xép ba 16 tdng quat 14 trwong
hop ma x; € {0, 1}. Khi do ta co bai toan xép ba 16 0, 1.

Vecto xép ba 16 siéu tang : Trong trwong hop vecto (A;, Ay, ..., Ay) duoc sap lai
thanh (A'y, A%, ..., A’y) sao cho:

V i ta co: Z Aj < A’ thi vecto (A1, A,, ..., Ay) dugc goi la vecto xép balo siéu tang.

j<i
Khi (A1, A, ..., Ay) 1a mot vecto xép balo siéu tdng ta c6 ngay tinh chat: M >= A, V i.
Do d6 viéc giai bai toan xép ba 16 0/1 tr& nén dé dang hon rat nhiéu.
Hé ma knapsack do Merkle va Hellman dwa ra vao nam 1978.
Cach xay dwng:

1. Chon 1 vecto siéu tdng A = (a1, @5, ..., an), chon 1 s6 M > 2 * a\y, chon ngau
nhién1sbu<Mva (u, M) =1

2. Xay dwng Vecto A = (ay, a,, ..., ay) trong d6 a, = (a'i *u) mod M
3. Khéa: Kp = (A, M), Ks = (u, u™)
4, Khéng gian cac ban rd la khéng gian moi day N bit
P = (X1, X2, ..., Xn).

N
Ma hoa: C = (D a;*x )mod M

i=1
Gidi ma: tinh C' = C * u™ mod M sau d6 giai baitoan xép ba 16 0/1 véi A, C tir d6

tim dwoc P = (Xg, Xa, ..., Xn).

Vidu 1: Cho hé ma Knapsack cé A = (2, 3,6,12,25), N=5, M =53, u = 46, ut=
15.

a) Hay tim cac khéa cua hé ma trén
b) Ma héa va giai ma ban ma twong trng ctia ban ré6 M = 01001.

3.2. Hé¢ ma RSA

Hé ma RSA duwoc dat tén dwa theo cac chiv cai dau cia 3 tac gid clia hé ma la
Rivest, Shamir va Adleman. Day la thuat toan ma hda ndi tiéng nhat va ciing 1a thuat toan
dwoc ng dung thuc té nhat.

Dé cai dat RSA ban dau méi ngwdi dung sinh khéa cong khai va khéa bi mat cla
minh bang cach:
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e chon hai sb nguyén t6 I&n ngdu nhién (c& gan 100 chir sd) khac nhau p va q
e tinh N = p*q

e chon métsb e nhd hon N va (e, F(N)) = 1, e dwoc goi 1a sb mii lap ma

e tim phan t& ngwoc cla e trén vanh module &(N), d 1a sé mi giai ma

e khoa cbng khai la Kp = (e, N)

e khéabimatlaKs=K"%=(d,p,q)

Viéc thiét lap khéa nay dwoc thwe hién 1 1an khi mot ngudi dung thiét 1ap (thay thé)
khéa cong khai clia ho. Mii e thwdng 1a kha nhd (d& ma héa nhanh), va phai la nguyén td
cung nhau véi @(N). Cac gia tri thwdng dwoc chon cho e la 3 hoac 2'° — 1 = 65535. Tuy
nhién khi e nhé thi d sé twong déi Ién . Khoa bi mat 1a (d, p, q). Cac sb p va q thwdng cd
gia tri xap xi nhau nhung khéng dwoc bang nhau. Chu y la viéc dé 16 mét trong cac thanh
phan trén sé& lam cho hé ma hoa tré thanh khéng an toan.

S dung RSA

e dé ma hoa mot thong diép M: C = M® (mod N) (0<= M < N)

e giai ma: M = C?(mod N)

Thuat toan ma hoa RSA lam viéc dwoc bdi vi né dwa trén co sé toan hoc la sw tbng

quat dinh ly Ferma nhé cta Oclit: X?™ = 1 (mod N). Trong thuat toan RSA ching ta chon
e va d Ia nghich dao cta nhau trén vanh Zy) véi e dwge chon truée.

Do dé chung ta sé c6 e.d =1 mod J(N), suy ra:
M=cC? =M= M"2N =M . (M°™M)* = M mod N

Cong thirc nay dadm bdo viéc gidi ma sé cho két qua dang |a ban rd ban dau (cha y
la diéu nay chi dung khi p khac q).

Vidu1l: Chohé ma RSAcé N=p*q=11*47 =517,e=3.
e Hay tim cac khda cong khai va bi mat ciia hé ma trén
e Mahoa ban ré M = 26.

Dau tién ta tinh dwoc @(N) = 460 = 10 * 46, do (3,460) = 1 nén ap dung thuat toan
O'clit m& rong ta tim dwoc d = 307.

Vay khoa cdng khai ciia hé ma Kp = (e, N) = (3, 517), khda bi matla Ks = (d, p, q) =
(307, 11, 47).

Ma& héa M = 26 ta c6 C = M® mod N = 26° mod 517 = 515.
D6 an toan cua RSA

Do an toan ctia RSA phu thudc vao dd khé cua viéc tinh @(N) va diéu nay doi hoi
ching ta can phan tich N ra thira s& nguyén t6. Thuat toan phan tich sb nguyén té hiéu
qua nhét hién nay la Brent-Pollard, chiing ta hdy xem xét bang théng ké sau dé thay dwoc
tbc d6 hoat dong cla noé:

S6 chir s6 trong hé thap phan cua N |[S6 cac thao tac Bit dé phan tich N
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20 7.20e+03
40 3.11e+06
60 4.63e+08
80 3.72e+10
100 1.97e+12
120 7.69e+13
140 2.35e+15
160 5.92e+16
180 1.26e+18
200 2.36e+19

Bang 4.1: Toc d6 cua thuat toan Brent-Pollard

Cac nghién ctru vé van dé& phan tich cac sd nguyén I&n hién nay tién trién rat cham,
céc tién bo 16n nhat ciing chi la cac cai tién vé thuat toan va co thé naéi réng trir khi co cac
dot pha trong viéc phan tich cac sé 1024 bit, RSA 1a an toan trong thoi diém hién nay.

Cac nha mat ma hoc phat minh ra hé ma RSA da dwa ra mét giai thwéng tri gia 100
$ vao ndm 1977. D6 1a mot hé ma véi sd N ¢6 129 chir sb, thach thire nay da dwoc pha.

Trén thuc t& dé cai dat RSA can phai thuc hién cac thao tdc modulo véi cac sé 300
chi¥ sé (hay 1024 bit) ma hién nay cac may tinh méi chi thao tac véi cac sb nguyén 64 bit,
diéu nay dan dén nhu cau can cac thw vién s6 hoc nhan chinh xac dé lam viéc véi cac sb
nguyén I&n nay. Ngoai ra viéc sir dung RSA can t&i cac sb nguyén té I&n nén ching ta
cling phai cé mét co' sé dir liéu cac sb nguyén té.

Dé tang téc cho RSA chung ta c6 thé sir dung mét s6 phwong phap khac chang han
nhw cai tién cac phép tinh toan nhan hai s6 I&n hodc tang toc viéc tim ban ma, ban rd.

Déi v&i phép nhan 2 sb n bit thdng thwéng ching ta can thuc hién O(n?) phép tinh
bit. Thuat toan nhan cac sb nguyén Schonhage — Strassen cho phép ching ta thwc hién
phép nhan 2 sb v&i dd phire tap 1a O(n log n) véi cac budc nhu sau:

e Chia méi sb nguyén thanh cac khdi, st dung cac khdi nay nhw cac hé sb cla

mot da thirc.

e Tinh cac da thirc nay tai mét sb6 cac diém thich hop, va nhan cac két qua thu

duwoc.

e Noi suy cac két qua nay hinh thanh cac hé sb cla da thire tich
e K&t hop cac hé s dé hinh thanh nén tich cta hai sé ban dau

e Bién ddi Fourier roi rac, va ly thuyét chap cé thé dwoc str dung dé ting téc do
cla qua trinh ndi suy.
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Mét cach khac niva dé tang téc viéc nhan cac sb Ion trong hé ma RSA la st dung
cac phan cirng chuyén dung véi cac thuat toan song song.

Nhw da trinh bay & phan trwéc khi ma hdéa ching ta thwéng chon e nhé dé day
nhanh qué trinh ma héa nhwng diéu nay cling ddng nghia Ia viéc gidi ma sé& cham do sbé
m I&n. M6t cai tién dang ké trong tdc dd gidi ma RSA c6 thé nhan dwoc bang cach st
dung dinh ly phan dw Trung Hoa lam viéc vé&i modulo p va q twong (ng thay vi N. Vi p va
q chi bang mot nira ctia N nén tinh toan sé nhanh hon nhiéu.

Binh ly phan dw Trung Hoa dwoc st dung trong RSA bang cach tao ra hai phwong
trinh ti viéc giai ma M = C* (mod N) nhu sau:

M; = M mod p = (C mod p)° ™

M, = M mod g = (C mod q)° ™ @)

Sau 46 ta giai hé:

M= M; mod p

M =M, mod q

Hé nay c6 nghiém duy nhét theo dinh ly phan dw Trung Hoa

M=[(Mz+q—-Myumodq]p+M

Trong dé p.umod q =1

Viéc str dung dinh ly phan dw Trung Hoa la mét phwong phap duwgc st dung rong
rai va phd bién dé tang tbc do giai ma clia RSA.

Hién twong 16 ban ro

Mét hién twong can lwu y kh i st dung cac hé ma RSA 1a hién twong 16 banrd . Ta
hay xét hé ma RSA c6 N = p*q = 5*7, e = 17, khi d6 v&i M =6 ta c6 C = 6" mod N = 6.

Twong tw véi hd ma RSA coO N = p*q = 109*97, e = 865, v&i moi M ta déu co M ©
mod N = M.

Theo tinh toan thi véi mot hé ma RSA cd N = p*q va e bat ky, sb lwong ban rd sé bi
16 khi ma hoéa sé la (1 + (e-1, p-1))*(1 + (e-1, g-1)).

Trong sb cac hé ma khoa céng khai thi cé 18 hé ma RSA (cho téi thoi diém hién tai)
la hé ma dwoc st dung rdng rai nhat. Tuy nhién do khi lam viéc véi dir liéu dau vao (théng
diép ma héa, ban rd) I&n thi khéi lwong tinh toan rat I&n nén trén thyc t& nguodi ta hay
ding hé ma nay dé ma hoa cac dir liéu ¢ 6 kich thwéc nhd, hodc c6 yéu cau bao mat cao,
chang han nhw cac khoa phién (session key) trong cac phién truyén tin . Khi do6 hé ma
RSA sé duoc st dung két hop véi mot hé ma khdi khac , chdng han nhw AES , theo mo
hinh lai ghép nhw sau:
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Khoéa cong Khéa bi mat
khai clia Bl cua B l
C1 C1 .
Khea . psa | » ., RSA | hoa
phién K phién K
C2 Cc2
P—>» AES —» —» AES |—> P
A - ngw&i g B - ngw®i nhan

Hinh 4.3: M6 hinh (rng dung lai ghép RSA v&i cac hé ma khbi
3.3. Hé ma El Gamal
Hé ma El Gamal la mot bién thé clia so dd phan phdi khoa Diffie — Hellman. H& ma
nay dwoc El Gamal dwa ra vao nam 1985. Gibng nhu so dd phan phdi khoéa Diffie —
Hellman tinh an toan cla né dwa trén tinh khé gidi cha bai toan logarit r&i rac. Nhwoc
diém chinh cia né la kich thwéc théng tin sau khi ma héa guvi di sé tang gap doéi so voi
théng tin géc.

Tuy nhién so v&i RSA, El Gamal khéng cé nhiéu rac rbi vé van dé ban quyén sl
dung.

Ban dau nguwdi ta s& chon mot sb nguyén t6 1én p va hai s6 nguyén tuy y nhé hon p
la a (a 1& mét phan t& nguyén thay ctia Z'p) va x (x la ctia ngwdi nhan, bi mat) sau do tinh:

y=a*mod p

Dé& ma hoa moét thong diép M (1a mot sé nguyén trén Zp) thanh bdn ma C ngudi gii
chon mot s6 ngau nhién k nhé hon p va tinh khéa ma héa K:

K =y“mod p

Sau do6 tinh cap ban ma:

e C;=a“modp

e C,=K.Mmaodp

Va glri bdn ma C = (Cy, C,) di (chu y la sau dé k sé bi huy).

Dé gidi ma thong diép dau tién ta can tinh lai khéa ma hoa théng diép K:

K = C,*mod p = a“* mod p

Sau dé6 tinh M bang cach giai phwong trinh sau day:

M=C,.K"modp

Viéc gidi ma bao gém viéc tinh lai khoa tam thoi K (rat gidng véi mé hinh cla Diffie
— Hellman dwa ra). Khoa céng khai ctia hé ma la (p, a, y), khéa bi mat Ia x.

Vidu: Cho hé ma El Gamalc6 P =97, a=5, x =58.
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e Tim khda ciia hé ma trén.
e Ma héa ban rd M = 3 v&i k dwoc chon bang 36.

Trwdce hét ta tinh y = 5% mod 97 = 44, tlr d6 suy ra Ke = (P, a, y) = (97, 5, 44) va Ks
= (58).

Dé& ma héa thoéng diép M = 3 ta tinh khda K = 44*° mod 97 = 75 sau do tinh:
e C;=5%"=50mod 97

e C,=75.3mod 97 =31 mod 97

Vay ban ma thu duoc la C = (50, 31).

Van dé dbi véi cac hé ma khoa cong khai néi chung va El Gamal néi riéng la tbc do
(do phai lam viéc v&i cac sb nguyén Ién), bén canh dé dung lwgng bd nhé danh cho viéc
lwu trik cac khoa ciing 16n. V&i hé ma El Gamal ching ta cn gap déi bd nhé dé chira ban
ma so v&i cac hé ma khac. Ngoai ra do viéc sir dung cac sb nguyén td nén viéc sinh khéa
va quan ly khoa ciing khé khan hon véi cac hé ma khéi. Trén thuc té cac hé ma khoa
coéng khai thwong dwoc st dung két hop véi cac hé ma khdi (ma héa khda clia hé ma)
hodc d& ma hoa cac thdng tin cé dung lwong nhé va 1a mdt phan quan trong clia mot
phién truyén tin nao do.

Tham ma déi véi hé ma El Gamal

Dé thwe hién tham ma hé ma El Gamal chuing ta can giai bai toan Logaritm roi rac .
O day ching ta s& xem xét hai thuat toan c6 thé apd  ung dé giai bai toan nay , v&i do
phtrc tap va kha nang ap dung khac nhau.

Thuat toan Shank

Thuat toan nay con cé tén khac 1a thuat toan can bang thdi gian  — bd nhé (Time-
Memory Trade Off), cé nghia la néu ching ta cé di bd nhé thi co thé s& dung bd nhé do
dé lam gidm thoi gian thwe hién cda thuat toan xuéng.

Input: sb nguyén tb p, phan t& nguyén thiy a cla Z;, s nguyény.

Output: can tim x sao choa*mod p = y.

Thuét toan:

Goi m = [(p-1)"4 (l4y phan nguyén).

Buwéc 1: Tinh a™ mod p v&i 0 <j < m-1.

Buwéc 2: Sap xép cac cap (j, a” mod p) theo a™ mod p va lwu vao danh sach L.
Buwéc 3: Tinhya’ mod p véi 0 <i<m-1.

Buéc 4: Sap xép cac cap (i, ya' mod p) theo a™ mod p va lwu vao danh sach L,.

Buwéc 5: Tim trong hai danh sach L va L, xem ¢6 ton tai cap (j, a™ mod p) va (i, ya’
mod p) nao ma a™ mod p = ya’ mod p (toa do thi hai clia hai cdp bang nhau).

Buwéc 6: x = (m]j + i) mod (p-1). K&t qua nay co thé kiém chirng tir cong thirc a™ mod
p=ya' modp=>a"""modp=ymodp=>x=(mj+i) mod (p-1).
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Do phirc tap clia thuat toan phu thudc vao m = [(p-1)?], véi gia tri cia m, ching ta
can tinh cac phan t& thudc hai danh sach L ; va L,, déu la cac phép toan ldy thira phu
thudc vao jvai, i vaj lai phu thuéc vao m nén coé thé nhan thay |a thuat toan nay chicé
thé ap dung trong nhirng tre'ng hop ma p nhé.

Thuét toan Pohlig-Hellman

C6 nhirng trwdong hop dac biét ma bai toan Logarithm réi rac cé thé gidi quyét VO
dd phirc tap nhé hon O(p*?), chdng han nhw khi p — 1 chi ¢é cac wéc nguyén té nhé . Mot
thuat toan lam viéc voéi cac trvdn g hgp nhw vay da duwgc Pohlig va Hellman dwa ra vao
nam 1978.

Giastrp-1=2"
Goi a la phan t& nguyén thdy cia Z_, p la mot sb 16 va a ®? mod p = -1. Goi m Ia

sb nguyén thudc khoang [0, p-2] ma chiing ta cantim déy = a™ mod p. Gia st m dwoc
biéu dién thanh dang nhj phan m = mg + 2my + 4m;, + ... + 2" 'm,.,. Khi do:

Pt et (InQim, =0
2 =a 2 — B
-1nQuim, =1

P P
2 2

Mo+2my+22my+..4+2" m, )

y?=@")? =(a

Viéc tinh y®Y"2 mat nhidu nhat 2[log,p] bwéc va sé cho ta m,. Khi xac dinh dwocy
=ya™,, ta lap lai thao tac twong tw dé tinh m:

Pt et (1nQum, =0
2 =a 2 ~
-1nQim =1

p-1
e (aml+2m2+...+2”‘2mn,l)

G

Qua trinh tinh toan ctr thé tiép dién cho tdi khi ching ta tim dwoc m ;. D6 phirc tap
cla thuat toan la: n(2[log,p] + 2) ~ O((log,p)?).
3.4. Cac hé ma mat dwa trén cac dwong cong Elliptic

Hau hét cac san pham va cac chuan str dung cac hé ma khoa cong khai d& ma hoa
va chir ky dién t&r hién nay déu sir dung hé ma RSA . Tuy nhién v&i sy phat trién cta
nganh thdm ma va nang lwc ngay cang tang nhanh chéng cla cac hé théng may tinh , 6
dai khéa dé dam bao an toan cho hé ma RSA cling ngay cang tang nhanh chéng  , diéu
nay lam gidm dang ké hiéu nang cta cac hé théng str dung hé ma RSA , d&c biét la voi
cac (rng dung thwong mai dién t& trwc tuyén hay cac hé thdng realtime ddi hdi thoi gian
x@& ly nhanh chong . Gan day mét hé ma mai da xuét hién va cé kha nang thay thé cho
RSA, dé la cac hé ma khoa céng khai dwa trén ¢ ac dwong cong Elliptic — ECC (Elliptic
Curve Cryptography).

Diém hép dan nhat cla cac hé ma dwa trén cac dwong cong Elliptic 14 nd cho
phép dat dwoc tinh an toan twong dwong véi RSA trong khi kich thwéc khda str dung lai
nhé hon rat nhiéu, lam giam sé phép tinh sir dung khi ma héa, giai ma va do do dat duwoc
hiéu nang va tbc do can thiét. Trén Iy thuyét tinh an toan cia ECC khéng cao bang so véi
RSA va ciing kho giai thich mdt cach dé hiéu hon so véi RSA hay Diffie -Hellman. Co s&
toan hoc day di cta cac hé ma dwa trén duwong cong Elliptic viwot ra ngoai pham vi ctia
tai liéu nay, trong phan nay ching ta sé chi xem xét cac van dé co ban cua cac dwdng
cong Elliptic va cac hé ma ECC.
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3.4.1. Nhém Abel

Nhom Abel G, thwong dugc ky hiéu la {G, <} la mét tap hop véi mot phép toan hai
ngdi ky hiéu Ia «, két qua thuc hién ctia phép toan véi hai phantir a, b € G, ky hiéu 1a (a
b) cling 1a mét phan i thudc G, tinh chat nay goi la déng dbi véi tap G. Déi véi phép toan
« cAc ménh dé sau déu théda man:

(Al): V a, b € G thi (a+b) €G, tinh dong (Closure)
(A2):Va,b,ceGthias(bec)=(a*b)-c,tinh két hop (Associate)

(A3): Tontaie e G:era=a+e=aV ae G, edwoc goila phan tir don vi cla tap

(A4):VaeG,lubnda e G:a+a =a +*a=e,a laphan t& nghich dao cla a.
(A5): Va,b e G:a*b=b-a,tinh giao hoan (Commutative).

R4t nhidéu cac hé ma khoéa cong khai dwa trén cac nhém Abel. Chang han, giao thirc
trao ddi khoa Diffie -Hellman lién quan t&i viéc nhan cac cap sé nguyén khac khéng theo
modulo g (nguyén t6). Cac khoa dwoc sinh ra béi phép tinh Iy thira trén nhém.

Déi v&i cac hé ma ECC, phép toan cdng trén cac duong cong Elliptic dwoc st dung
la phép toan co ban. Phép nhan dwoc dinh nghia la sw 13p lai ctia nhiéu phép cong : a x k
=(a+a+ ... +a). Viec tham ma lién quan t&i viéc xac dinh gia tri clia k v&i cac théng tin
cbng khai la a va (a x k).

Mét dwdng cong Elliptic 1a mét phwong trinh véi hai bién va cac hé s6 . Cac dwong
cong st dung cho cac hé ma mat co cac bién va cac  hé théng |a cac phan t& thudc vé
mot trwdng hiru han, diéu nay tao thanh moét nhom Abel . Trwdc hét ching ta sé xem xét
cac duwong cong Elliptic trén trwdng sb thuc.

3.4.2. Cac dwérng cong Elliptic trén trwong sé thuc

Cac duwdon g cong Elliptic khdng phai la cac dwong Ellipse . Tén goi dwdng cong
Elliptic dwgc dat vi loai dwong cong nay dwoc mé ta bédi cac phuwong trinh bac ba , twong
tw nhw cac phwong trinh dwoc dung dé tinh chu vi cia mot Ellipse . O dang chung nhét
phwong trinh bac 3 biéu dién mét dwdng cong Elliptic c6 dang:

y’+axy + by =x®+cx® +dx +e.

Trong d6 a, b, ¢, d, e 1a cac sb thyc , x va y la cac bién thudc truong sbé thuc . Voi
muc dich dé hiéu vé cac hé ma EC C chang ta chi xét cac dang duwéng cong Elliptic c6
dang:

y? = x* + ax + y (phwong trinh 1)

Cac phuong trinh nay dwoc goi la cac phwong trinh bac ba , trén cac dwdng cong
Elliptic chung ta dinh nghia moét diém dac biét goi 1a dié m O hay diém tai vo cung (point at
infinity). D& vé duwdng cong Elliptic ching ta can tinh cac gia tri theo phwong trinh:

y=Vx2+ax+b

V&i mdi gia tri cu thé ciiaava b , sé cho ching ta hai gia triciay (mot am va mot
duwong) twong (rng vé&i mot gia tri cha x , cac dwdng cong dang nay ludn déi xirng qua
dwdng thang y = 0. Vi du v& hinh anh clia mét dwdng cong Elliptic:

86



Chwong IV: Cac hé ma mat khéa coéng khai

0

2 2 i
@)y =x" —x

4 (P+ Q)

4 P+ Q)
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(b) .\"‘ = +x+1

Hinh 4.4: Cac duwdng cong Elliptic trén trwdng sb thuc

Chung ta xem xét tap diém E (a, b) chiva tit cad cac diém (x, y) thda man phuong
trinh 1, cung vé&i diém O. St dung cac cap (a, b) khac nhau chung ta c6 cac tap E (a, b)
khac nhau. St dung ky hiéu nay ta cé hinh v& minh hoa trén |a biéu di&n cta hai tap hop
E(1, 0) va E(1, 1) twong tng.

3.4.3. M6 ta hinh hoc cua phép cong trén cac dwong cong Elliptic
V&i mbi cap (a, b) cu thé ching ta cé thé thanh [ap mét nhém tréntap E  (a, b) voi
cac diéu kién sau:

4a® +27b% # 0 (diéu kién 1).
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Véi didu kién bd sung nay ta dinh nghia phép cong trén dwérng cong Elliptic , mo ta
vé mat hinh hoc nhw sau: néu ba diém trén moét dwérng cong Elliptic tao thanh mét dwéng
théng thi tdng ctia ching bing O. Vé&i dinh nghia nay cac luat ctia phép cong trén dwéong
cong Elliptic nhw sau:

1. O la phan tt trung hoa clia phép cong. ¥V P € E(a, b): P + O= P. Trong cac
ménh dé sau ching ta gia s P, Q # O.

2. P = (x, y) thi phan t& dbi ctia P, ky hiéu la P, séla (x, -y)vaP + (P)=P P =
O. P va P nam trén mot dwong thang ding

3. Dé cong hai diém P va Q khéng cé cung hoang dé x , vé& mot dwéng thang
ndi chiing va tim giao diém R. D& dang nhan th4y chi cé6 mét diém R nhw vay, tbng cta P
va Q |4 diém dbi xtrng véi R qua dudng thang y = 0.

4. Giao diém cuia dwdng thang ndi P véi déi ctia P, tirc P, dwoc xem nhw cét
dwdng cong tai diém vé cwc va dé chinh 1a O.
5. D& nhan dsi mot diém Q, ta v& mot tiép tuyén tai Q véi duwdng cong va tim

giao diémS: Q +Q=2Q =S.

Vi 5 diéu kién nay E(a, b) 18 mét nhém Abel.
3.4.4. M6 ta dai s6 vé phép cong

Trong phan nay ching ta sé& trinh bay mét s6 két qua  cho phép tinh toan trén cac
dwong cong Elliptic. V&i hai diém phan biét P = (Xp, yp) va Q = (Xo, Yo) khong phai la dbi
clia nhau, d6 déc cla dwong néi | gitba chungla A = (yo, Yp). CO6 chinh xac mot diém
khac ma | giao v&i duwen g cong, va do chinh [a dbi cha tbng gitka Pva Q . Sau mot sb
phép toan dai s6 ching ta c6 thé tinh ra R = P + Q nhw sau:

Xe =A% = Yp =X,

Ye=—Yp +A(XP - yR)

Phép toan nhan doi déi véi P dwoc tinh nhw sau:

3x +a,,
XR ( )_
2Yp
3x +a
yR (2y )(X XR)_yP

3.4.5. Cac dwong cong Elliptic trén Z,

Cac hé ma ECC sl dung cac dwdng cong Elliptic v&i cac bién va cac hé sbé gidi han
thudc vé& mot trwdng hivu han . Cé hai ho cac dwdng cong Elliptic ¢6 thé str dung véi cac
hé ma ECC: cac dwdng cong nguyén té trén Zp va cac dwdng cong nhi phan trén GF (2™).
Mét dwérng cong nguyén té trén Z », ching ta st dung phwong trinh bac ba ma cac bién
va cac hé sb clia n6 déu la cac  gia tri nguyén ndm tir 0 t&i p-1 va cac phép tinh dwoc
thwe hién theo modulo P . Trén dwéng cong nhi phan, cac bién va cac hé sé 1a cac gia tri
trén GF(2"). va céc tinh toan dwoc thuc hién trén GF (2"). Cac nghién clru vé ly thuyét da
cho thay cac dudng cong nguyén té |a phu hop nhét cho cac (rng dung phan mém vi
nhi*ng phirc tap trong tinh toan déi véi cac dwdng cong nhi phan , nhwng ddi véi cac ting
dung phan cirng thi viéc str dung cac dwdng cong nhi phan lai tét hon vi co ché lam viéc
clia cac mach, cac con chip rat phi hop véi cac tinh toan trén trwdng nhi phan.
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V&i cac dwong cong Elliptic trén Z » chung ta dinh nghia lai phwong trinh biéu dién
nhw sau:

y?mod p = (x + ax + y) mod p. (phwong trinh 2)

Chéng hancacgiatia=1,b=1,x=9,y=9,y=7, p=23thda man phuong trinh
trén.

Cac gia tri hé sb a, b va cac bién sb x, y déu thudc Z,. Tap Ep(a, b) gdm tat ca cac
cap (x, y) thda man phwong trinh phwong trinh 2.

Viduvéoip=23,a=b=1,tacotap Ex(1, 1):

©0,1) |6,4) (12, 19)
0,22) |(6,19) (13,7)
1,7) |(7,11) (13, 16)
(1,16) | (7,12) | (17,3)
(3,10) (9,7) (17, 20)
(3,13) | (9,16) | (18,3)
4,0) |(11,3) | (18,20)
(5,4) |(11,20) (19, 5)
(5,19) | (12,4) (19, 18)

e T R T LT I R - - N -]

¢ 1 23 4 5 67 8 9 10111213 14 15 16 17 18 19 20 21 22
X

Bang 4.2: Biéu dién cla tap E23(1, 1)
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Caéc qui téc vé phép cong cling dwoc dinh nghia twong tw déi véi cac dwdng cong
Elliptic nguyén té:

Diéu kién: (4a® + 27b%) mod p # 0.

1. P+O=P

2. Néu P = (Xp, yp) thi P +(Xp, yp) = O, diém (xp, yp) dwoc goi la dbi ctia P, ky
hiéu la P. Chéng han trén E3(1, 1), P= (13, 7) tacd P = (13, 7) nhweng 7 mod 23 = 16 nén
P = (13, 16), cling thudc E,s(1, 1).

3. V&i hai diém phan bigt P = (Xp, ¥p) Va Q = (X0, Yo), R = P + Q = (Xr, Yr)
dwoc dinh nghia nhw sau:

Xg = (A% =X, —Xy) mod p

Y = (A(XP _XR)_ yP) mod p

Trong do:

222y mod p, (P Q)
- Xq = Xp

3x2 +a
(———)mod p,)p=Q)
2Yp
4. Phép nhan dwoc dinh nghia la téng clia cac phép cong , chang han 4P = P
+P+P+P.ViduveiP = (3,10) va Q = (9, 7) trén Exs(L, 1) ta co:

A= (79_—1:) mod 23 = (%3) mod 23 = (‘?1) mod 23 =11 nén

Xg = (11 -3-9)mod 23 = 17

Yr = (11(3 -17)-10) mod 23 =20. Nén P + Q = (17, 20).

Dé tim 2P ta tinh:

1o (3(32) +1

2x10

Chu y 1a dé thwe hién phép tinh cudi cung ta lay phan tir nghich ddo ciia 4 trén Z,;
sau d6 nhan voi tir s6 1a 1.

Xz=(6%(3 - 7) - 10) mod 23 =30 mod 23 =7

Yr = (6(3-7) -10) mod 23 =34 mod 23 =12

Két luan: 2P = (7, 12).

DPé xac dinh dd an toan cta cac hé ma mat dwa trén cac dwong cong Elliptic , nguwoi
ta thworng dwa trén mot con sé 1a s phan diém trén mot nhém Abel hivu han , goila N,
duwoc dinh nghia trén mét dwong cong Elliptic . Trong trwdng hop nhém hiru han Ep(a, b),
ta c6 cac can cta N la:

5 1
mod23=(—)mod23=(=)mod23=6
) (20) (4)

p+1—2ﬁ£ N<p+1+ Zﬁ, con sb nay x4p xi bang sb phan t& ctia Zp (bng p).

3.4.6. Cac dworng cong Elliptic dwa trén cac trwwdng hiru han GF(2™)

Sb phan t& cha trwdng hivu han GF (2™) 1a 2™, cac phép toan dworc trang bi trén
GF(2™) Ia phép toan cong va phép toan nhan duwoc thwe hién véi cac da thire . Déi véi cac
dwong cong Elliptic dwa trén GF (2™), ching ta str dung mét phwong trinh bac ba véi cac
bién va cac tham sé cé gia tri thudc GF (2™), cac phép tinh dwoc thwe hién tuan theo cac
phép toan trén GF(2M).

1. Phwong trinh biéu dién
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So v6&i cac hé ma mat dya trén cac duwong cong trén Z p, dang biéu dién cla cac hé
ma dwa trén GF(2™) twong déi khac:

y? + xy = x° + ax? + b (phwong trinh 3)

Trong d6 cac bién x, y va cac hé sb a, b 1a cac phan t& ctia GF(2™) va cac phép tinh
toan duoc thwe hién tuan theo cac qui tac trén GF(2™).

Chung ta ky hiéu E,"(a, b) |a tit ca cac cap sb nguyén (x, y) théa man phwong trinh
phwong trinh 3 va diém vé cung O.

Vi du: ching ta c6 thé str dung GF(2*) v&i da thire bat kha qui f(x) = x* + x + 1. Phan
t& sinh cta GF(2*) la g thda man f(g) = 0, g* = g + 1, hay & dang nhi phan la 0010. Chung
ta c6 bang lly thira cua g nhuw sau:
g0 =0001 g4=0011 g8=0101 |gl2=1111
g1 =0010 g5=0110 g9=1010 gl3=1101
g2 = 0100 g6 = 1100 |g10 = 0111 gl4 = 1001

g3 =1000 g7 =1011 g11=1110 g15=0001
Chang han g° = g* g = (g+1)g = g* + g = 0110.

Xét dworng cong Elliptic y? + xy = x* + g*x? + 1, trong trwérng hop naya = g* vab =
g° = 1. Mot diém ndm trén dwong cong 1a (g°, g°):

@)%+ (@°)(@°) = (@)° + @)E)* +1
<:::>g6_|_98:g15_|_gl4+1

& 1100 + 0101 = 0001 + 1001 + 0001
& 1001 = 1001

Bang sau la cac diém trén E,* (g%, 1):

01 @9 @ g9
1g) @©.¢9 @9
Lg% ¢ ¢ @9
@’ ¢°) (9" (@*0)

@°.¢") (¢°, ") (g% 9%
Hinh biéu dién twong dwong:
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g T

| ]

| 2 gz g_l £4 ‘ﬂﬁ gﬁ 5,’? gh gu g'”g"g"g“g” 0
x

Hinh 4.5: Hinh biéu dién E,*(g*, 1)

M6t nhém Abel c6 thé dinh nghia dwa trén E,"(a, b) véi diéu kién b#0. Cac luat thuc
hién v&i phép cong, V a, b eE,"(a, b):

1. P+O=P

2. Néu P = (xp, Yp) thi P + (Xp, Xp + yp) = O. Diém (Xp, Xp + Yp) la diém dbi cla
P, ky hiéu la P.

3. Néu P = (xp, Yp) Va Q = (Xo, Yo) VA P£Q, PZQ thiR = P + Q = (Xg, Yr) dwgc

xac dinh bang cac cong thirc sau:
Xg = AT+ A+ X, + X, +a

Yo = AXp +X) + X +Yp +2

Trong dé:
LYot Yo
Xq + X
4. Néu P = (Xp, yp) thi R = 2P = (xg, Yr) duwoc xac dinh bang cac cong thirc

sau:
Xe= A°+A+a
Yo = X2 +(A+1)X,
Trong do:
A =X pla
XP
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3.4.7. Hé ma mat dwa trén cac dwong cong Elliptic

Phép toan cong trén duwdng cong Elliptic tw  ong &rng v&i phép nhan theo modulo
trong hé ma RSA , con phép toan nhan (cong nhiéu Ian) trén dwdng cong Elliptic twong
trng v&i phép lly thira theo modulo trong hé ma RSA . Twong ty nhw bai toan co s& cua
hé ma RSA la bai toan phan tich ra dang thira s6 nguyén té ctia mét s6 nguyén Ién , cac
hé ma dwa trén cac dwdng cong Elliptic cling c6 cac bai toan co sé la mét bai toan kho
giai, goi la bai toan Logarithm trén dwdng cong Elliptic:

Xét phwong trinh Q = kP trong d6 P, Q € Ep(a, b) va k < p. Viéc tinh Q néu biét P va
k 1& mot bai toan dé (thwce hién theo cac cdng thirc). Nhwng viéc xac dinh k véi gia tri P, Q
cho trude lai 1a bai toan kho.

Chudng ta xem xét vi du (Certicom Website www.certicom.com): E»3(9, 17) dwoc xac
dinh b&i phwong trinh y? mod 23 = (x3 + 9x + 17) mod 23.

VéiQ = (4, 5) vaP = (16, 5) thi k théa man Q = kP s& bang bao nhiéu ? Phwong
phap don gidn nhat la nhan P I&n nhiéu 1an cho t&i khi bang Q:

P = (16, 5), 2P = (20, 20), 3P = P = (16, 5); 2P = (20, 20); 3P = (14, 14); 4P = (19,
20); 5P = (13, 10); 6P = (7, 3); 7TP = (8, 7); 8P (12, 17); 9P = (4, 5).

Nhw vay k = 9. Trén thuc t& cac hé ma sé ddm bao gia tri k 1a di Ién dé phuong
phap vét can nhu trén 1a khoéng thé thwc hién duoc.

3.4.8. Phwong phap trao déi khoa Diffie-Hellman dwa trén cac dwéng cong Elliptic

Ban dau nguoi ta chon mot s6 nguyén I6n q , ¢6 thé la mot sé nguyén té p hay ¢co
dang 2™ twong (rng v&i cac phwong trinh biéu dién va cac tham séa , b. Viéc lwa chon
nay cho ching ta tap hop E4(a, b). Tiép theo chon mot diém G = (x4, V1) € Ep(a, b) c6 bac
n rat Ién, bac n cda diém G 1a sb nguyén nhé nhét thda man nG = O. Ey(a, b) va G la céc
tham s coéng khai cho hé ma mat dwa trén duwéng cong Elliptic twong (rng v&i cac tham
sOp, a, b.

Phwong phap trao déi khoa gitra hai ngudi dung A va B co thé thyc hién nhw sau:

1. A chon mét sb nguyén n, nhé hon n. D4 chinh Ia khoa riéng ctia A. Sau do
sinh khda céng khai P, = na x G, khéa nay la mét diém trén Eq(a, b).

2. Twong tw B cling chon mét khéa riéng ng va tinh khda cdng khai Pg.

3. A sinh mét khda bi mat K = na X Pg. B sinh khda bi mat K = ng x Pa.

Dé& dang kiém chirng cac khoa bi mat cia A va B tinh dwoc déu bang nhau : na x Pg
= nAX(nBXG):nBX(nAXG):nBXPA.

Hinh minh hoa cac budc:
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Global Public Elements

E a, b) elliptic curve with parameters a. b, and g. where g is a prime
or an integer of the form 2™

G point on elliptic curve whose order is large value n

User A Key Generation
Select private ny ny<n

Calculate public P, Pi=n X G

User B Key Generation

Select private np ny <t

Calculate public Py Pg=nyX G

Calculation of Secret Key by User A

KZ”AXPB

Calculation of Secret Key by User B

KzllBXPA

Hinh 4.6: Phwong phap trao dbi khéa Diffie-Hellman dwa trén ECC

Dé tan cong phwong phap trao dbi khda trén , ké tAn cong can phai tinh dwoc gia tri
Kk v&i cac gia tri cdng khai la G va kG, va day chinh la bai toan Logarithm trén duwdng cong
Elliptic, mot bai toan kho.

Vidu: p = 211, E,14(0, 4) twong &ng véi phwong trinh biéu dién y 2 = x* + 4, ta chon
G = (2, 2). Do 240G = O nénn = 240. A chon khdéariénglan , = 121, khéa cdng khai
twong rng cua A sé la P, = 121(2, 2) = (115, 48). Khoa riéng cua B la ng = 203 nén khoa
cong khaicuaBlaP g = 203(2, 2) = (130, 203). Khéa bi mat (chiasé) giltaAvaB la
121(130, 203) = 203(115, 48) = (161, 69).

3.4.9. Thuat toan ma hoéa va giai ma

C6 nhiéu cach ma héalgidi ma da dwoc nghién cliru véi cac hé ma trén cac dudng
cong Elliptic, & day ching ta sé xem xét cach don gian nhat . Thuat toan ma héa ban dau
sé thwc hién phép bién déi tién xtr ly tlr input I& mot ban ré m thanh  dang mot diém P .
Diém P,, s& dwoc ma hoa thanh ban ma va sau d6 gidi ma . Thwc chat viéc tién x& ly nay
khéng don gian vi khéng phai tt ca cac toa dd co dang (x, y) déu thudc E p(a, b). Co
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nhiéu cach khac nhau cho viéc tién xt& ly nay , chang ta khéng ban ky t&i ching & day
nhwng thuc té 14 co mot vai cach dé hiéu dé thyc hién viéc dé.

Gidng nhw ddi véi hé trao ddi khoa , ching ta cadn mot diém G va mot nhém Elliptic
Eq(a, b) lam tham s 6. Mdi nguwdi dung A lwa chon mot khéa riéng n - 4 va sinh mot khéa
cbng khai P =na x G.

D& ma hoa mot thong diép P, dé glvi téi cho B , A s& chon mot sb6 nguyén dwong
ngau nhién k va sinh ban ma C,, gdm mot cap diém:

Chuy 1a & day A s dung khda cong khai ctia B . D& giai ma ban ma , B sé nhan
diém thir nhat véi khoa bi mat ctia B va 14y két qua nhan dwoc triv di diém the hai:
Pm + kPg ng(kG) = Pr, + k(ngG) ng(kG) = Pp.

A da che di gia tri ctia P, bang cach céng kPg vao P,,. Chi cé duy nhét A biét gia tri
k, nén tham chi biét khéa cong khai P g, khéng ai co thé loai bd mat na kP 5 dé tim ra P,
Tuy nhién gia tri cia C , cling gdbm mét dau méi dé B (ngudi duy nhét gitr khoa riéng ng)
c6 thé dwa vao dau méi dé6 ma tim ra P,

Vidu: p = 751, Ep(1, 188) twong (rng v&i phwong trinhy 2 = x* + x + 188, G = (0,
376). Gia st A mubn gtri mét théng diép twong rng vé&i Py, = (562, 201) va A lya chon k =
386, khda cong khai cua B la Pg = (201, 5). Chung ta cé 386(0, 376) = (676, 558) va (562,
201) + 386(201, 5) = (385, 328). Ban ma sé& la C,, = {(676, 558), (385, 328)}.

3.4.10. B§ an toan cua cac hé ma mat dwa trén cac dwong cong Elliptic

Do an toan cua cac hé ma ECC phu thudc vao viéc xac dinh dwoc gia tri clia k dwa
trén cac gia tri kP va P. Bai toan nay dugc goi la bai toan Logarithm trén cac dwdng cong
Elliptic. Thuat toan nhanh nhat dé giai bai toan nay Ia thuat toan cta Pollard . Bang sau
cho chung ta sy so sanh twong quan gitra cac hé ma:

Symmetric Scheme  ECC-Based Scheme RSA/DSA (modulus

(key size in bits) (size of nin bits) size in bits)
56 112 512
80 160 1024
112 224 2048
128 256 3072
92 384 7680
256 512 15360

Ngudn: Certicom

Bang 4.3: Bang so sanh cac hé ma ECC v&i hé ma RSA
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C6 thé thay Ia so v&i RSA , cac hé ma ECC ¢ wu thé hon vé dd dai khéa sir dung
d&c biét 1 khi ching ta st dung cac khoa cé d6 dai nhé thi ECC con cé wu thé vé tbc do
(s6 phép tinh) xt ly trong ma héa va giai ma.
4. Bai tap
Bai tap 4.1: Cho N = 1517. Hay tinh 13'*** mod N.
Bai tap 4.2: Trong hé ma RSA c6 N = p * q = 103 * (2 — 1) thi c6 thé sir dung tdi da la
bao nhiéu gia tri ciia e dé& lam khéa ma héa, giai thich.
Bai tap 4.3: Trong hé ma RSA c6 N = p*q = 103 * 113 sé c6 bao nhiéu trwdng hop 16 ban
ro.
Bai tap 4.4: Trong hé chi ky dién t&r ElIGamma c6 p = 2% — 1 khi ky l1én mét vén ban cé
thé str dung téi da bao nhiéu gia tri k, giai thich.
Bai tap 4.5: Cho hé ma ElGamma cé p = 31, a =11 va x = 6. D& ma hdéa M = 18 nguoi ta
chon k = 7. Hay thwc hién tinh toan va dwa ra ban ma két qua.
Bai tap 4.6: Cho hé RSA c6 n = 1363, biét phi(n) = 1288 hay ma hoéa ban ré M = 2007.
Bai tap 4.7: Tuwong tw Cau 1 v&i n = 215629 va phi(n) = 214684 hay gidi ma ban ma M =
2007.
Bai tap 4.8: Gia slr c6 4 td chirc st dung 4 hé ma RSA dé truyén thong véi nhau. Goi Ny,
N5, N3, N4 1an lwot 1a cac tham sb twong ¢ing ma ho st dung va (N, N) =1 Vizjvai,je
Zs/{0}. Ca bdén hé RSA nay déu c6 sb mii 1ap ma 1a e = 3. M6t thong diép m sau khi ma
hoa béng 4 hé ma trén nhan dwgc 4 ban ma twong ng la Cy, C,, Cs, C4. Hay tim m.
Bai tap 4.9: Cho hé ma Knapsack cé A = {11, 15, 30, 60}, M =150 va u = 77.

a) Hay tim khéa cong khai Kp, va khéa bi mat Ks ctia hé ma trén.
b) D& ma hda cac théng diép viét bang tiéng Anh nguwdi ta dung mét ham chuyén
ddi tr cac ky tw thanh cac xau nhj phan nhw sau:

Ky tw | Xau bit | Ky tw | Xau bit | Ky ty | Xau bit | Ky ty | Xau bit
A 00000 | H 00111 | O 01110 |V 10101

B 00001 |1 01000 | P 01111 | W 10110

C 00010 |J 01001 | Q 10000 | X 10111

D 00011 | K 01010 | R 10001 |Y 11000

E 00100 |L 01011 | S 10010 |z 11001

F 00101 | M 01100 | T 10011

G 00110 | N 01101 | U 10100

Khi d6 vi du xau ABCD sé& dwoc chuyén thanh 00000 00001 00010 00011 va cét
thanh cac xau cé do dai 4 dé thuc hién ma hoa. Két qua thu dwoc ban ma la mot day cac
sb6 e Zy. Hay thwc hién ma hoéa xau P = “ANTI".

c) Gia str ban ma thu dwoc la C = <120, 105, 105, 0, 60, 75, 30, 22, 22, 30>. Hay
thwe hién gidi ma ban ma trén dé thu dwoc théng diép ban dau.

Bai tap 4.10: Cho hé ma Knapsack cé A ={7, 13, 31, 53}, M=173 va u = 97.

a) Hay tim khoa céng khai Kp, va khda bi mat Ks cia hé ma trén.
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b) Dé& ma hda cac théng diép viét bang tiéng Anh ngudi ta dung mét ham chuyén
dbi tr cac ky tw thanh cac xau nhj phan nhu sau:

Ky tw | Xau bit | Ky tw | Xau bit | Ky tw | Xau bit | Ky tw | Xau bit
A 00000 | H 00111 | O 01110 |V 10101
B 00001 | | 01000 | P 01111 |W | 10110
C 00010 | J 01001 | Q 10000 | X 10111
D 00011 | K 01010 | R 10001 | Y 11000
E 00100 | L 01011 |S 10010 | Z 11001
F 00101 |M | 01100 | T 10011

G 00110 | N 01101 |U 10100

Khi d6 vi du xau ABCD sé& dwoc chuyén thanh 00000 00001 00010 00011 va cat
thanh cac xau co do dai 4 dé thwc hién ma hoa. Két qua thu dwgc ban ma la mét day cac
s6 e Zy. Hay thwc hién ma héa xau P = “AUNT”.

c) Gia sir ban ma thu dwoc la C = < 67,160, 66, 66, 0, 116, 4, 111, 0, 17>. Hay
thwe hién gidi ma ban ma trén dé thu dwoc théng diép ban dau.
Bai tip 4.11: Cho hé ma Knapsack c6 A={2, 3,7, 13, 29,57}, M=151vau="71.
a) Hay tim khéa cong khai Kp, va khéa bi mat Ks ctia hé ma trén.
b) D& ma hoéa cac thong diép viét bang tiéng Anh ngwdi ta dung mét ham chuyén
dbi tr cac ky tw thanh cac xau nhj phan nhw sau:

Ky tw | Xau bit | Ky tw | Xau bit | Ky ty | Xau bit | Ky ty | Xau bit
A 00000 | H 00111 | O 01110 |V 10101

B 00001 |1 01000 | P 01111 | W 10110

C 00010 |J 01001 | Q 10000 | X 10111

D 00011 | K 01010 | R 10001 |Y 11000

E 00100 |L 01011 | S 10010 |z 11001

F 00101 | M 01100 | T 10011

G 00110 | N 01101 | U 10100

Khi d6 vi du xau ABCDEF sé& dwoc chuyén thanh 00000 00001 00010 00011
00100 00101 va cat thanh cac xau cé do dai 6 dé thwc hién ma hoéa. Két qua thu duoc
ban ma la moét day cac sb e Zy. Hay thyc hién ma hoa xau P = “ANSWER”.
c) Gia sir ban ma thu dwoc la C = <44, 40, 121, 104, 0>. Hay thwc hién gidi ma
ban ma trén dé thu dwoc thdng diép ban dau.

Bai tap 4.12: Chohé ma RSA coé p=31,q9=41,e = 271.

a) Hay tim khda cong khai Kp, va khoa bi mat Ks cua hé ma trén.
b) D& ma hda cac thdng diép duoc viét bang tiéng Anh nguoi ta dung mét ham
chuyén ddi cac ky tw thanh cac sb thap phan cé hai chir sé nhu sau:

Ky tw A |B |C |D|E |F |G |H ]I J |[K L | M
Ma héa 00| 01]02|[03]|04|05|06|07]08|09[10 1112
Ky tw N |O|P |Q|R|S |T |JU |V WX ]Y |Z

Ma héa 13114 115|116 ]17[18[19]20 |21 |22 |23 [24|25
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Khi d6 vi du xau ABC sé& duoc chuyén thanh 00 01 02 va sau d6 cat thanh cac sb
c6 3 chi¥ sb 000 (bang 0) va 102 d& ma hoéa. Ban ma thu dwoc 1a mot tap cac sb € Zy.
Hay thwc hién ma hoa xau P = "SERIUS”.

c) Gia sir ban ma thu dwoc la C = <201, 793, 442, 18> hay thwc hién gidi ma dé
tim ra théng diép ban rd ban dau.
Bai tap 4.13: Chohé ma RSAcop=29,9=43,e =11.
a) Hay tim khoa céng khai Kp, va khdéa bi mat Ks cia hé ma trén.
b) D& ma hda cac thdng diép dwoc viét bang tiéng Anh ngudi ta dung mét ham
chuyén ddi cac ky tw thanh cac sb thap phan cé hai chir sé nhu sau:

Ky tw A |B |C|DJ|E |F |G |H |I J |[K |L | M
Ma hoa 00|01][02[03|04|05|06|07]08|09[10 11 12
Ky tw N O |P QR[S |T |JU |V WX ]Y |Z
Ma héa 13114 115|116 |17[18(19]20 2122|2324 |25

Khi d6 vi du xau ABC sé duwoc chuyén thanh 00 01 02 va sau d6 cat thanh cac sb
c6 3 chi¥ s& 000 (bang 0) va 102 d& ma hoéa. Ban ma thu dwoc 1a mot tap cac sb € Zy.
Hay thwc hién ma héa xau P = "TAURUS”.

c) Gia sir ban ma thu dwoc la C = <1, 169, 1206, 433> hay thwc hién giai ma dé

tim ra théng diép ban rd ban dau.

Bai tap 4.14: Cho hé ma RSA c6 n = 1363, e = 57.

a) Hay tim khoa cong khai Kp, va khdéa bi mat Ks ciia hé ma trén.

b) Gia sr ban rd P = 102 hay ma hoa va dwa ra ban ma C.

c) Gia str hé ma trén dwoc dung lam hé chi¥ ky dién ttr, hay tinh chir ky v&i thdng
diép M = 201.
Bai tap 4.15: Cho hé ma ElGamma c6 p = 83, a = 5 1a mét phan t& nguyén thuy cla Zp,
x=37.

a) Hay tim khéa cong khai Kp, va khéa bi mat Ks ctia hé ma trén.

b) Pé mahdéabanré P =72 ngw&i ta chon k = 23, hdy ma hoéa va dwa ra ban ma.

c) Hay tim tat ca cac phan t&r nguyén thuy cta Zp .
Bai tap 4.16: Cho hé ma mat ElGamma co6 p = 1187, a = 79 la mét phén t&r nguyén thuy
clia Zp, x = 113.

a) Hay tim khoa céng khai Kp, va khda bi mat Ks cia hé ma trén.

b) D& ma hoéa céac théng diép dwoc viét bang tiéng Anh ngudi ta dung mot ham

chuyén ddi cac ky tw thanh cac sb thap phan cé hai chir sé nhu sau:

Ky tw A |B |C |D|E |F |G |H ]I J |[K L | M
Ma héa 00|01]02|03|04|05]|06|07|08|09|10]11]12
Ky tw N | O |P QR[S |T |JU |V WX ]Y |Z
Ma héa 13114 115|116 ]17[18[19]12021|22]23[24|25
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Khi d6 vi du xau ABC sé& duoc chuyén thanh 00 01 02 va sau d6 cat thanh cac s
c6 3 chir s6 000 (bang 0) va 102 d& ma hoéa. Ban ma thu dwoc 1a mot tap cac cép sb (C1,
C2) € Zp. Hay thyc hién ma hda xau m = "TAURUS” v&i cac gia tri 13 <k < 19.

c) Gia st thu dwoc ban ma la mét tap cac cap (C1, C2) la <(358, 305), (1079,
283), (608, 925),(786, 391)>. Hay giai ma va dwa ra thong diép ban dau.

Bai tap 4.17: Cho ban ma nhan dwoc béng cach str dung mot hé ma RSA nhu sau:
11437 6198 16611 2405 18636 2679 12205 24142 6375 2134
16611 2405 9529 7260 7834 15094 4667 24027 762 5878
5206 16683 5359 10888 4168 3536 23229 20351 15580 6704
7977 374 6525 4287 14402 527 12887 21628 11884 9402
15470 1339 10420 18051 23125 7747 135 22007 20049 9984
13199 15176 1379 8313 19574 7989 22869 406 10057 21758
3918 23991 14237 7989 3947 19529 15728 5601 3527 7200
7601 13282 21160 6291 15994 7785 8982 3045 6596 16796
4663 2405 20302 11929 17125 14533 21001 8351 11571 22082
11040 8687 6704 3330 5630 19650 13024

Khéda céng khai c6 n = 24637 va e = 3.
a) Hay xac dinh p, q va d.
b) Giai ma ban ma dé& nhan dwoc ban ré (la cac sb trén Z24637).
c) Chuyén ban rd nhan dwoc thanh dang van ban tiéng Anh  , biét ring méi s6
nguyén trén Z24637 biéu di&n mot bd 3 chir cai theo qui téc sau:

DOG 73 x 262 + 14x 26 + 6 = 2398
CAT ~22x 267+ 0x 26 + 19 = 1371
777 7 25 x 267 + 25x 26 + 25 = 17575
Bai tap 3.18: Cho hé ma ElGamalcép=71vaa=7.
a) Gia st khéa cong khai ctia B 1a Y = 3 va A chon sd ngdu nhién k = 2, hay xac
dinh ban ma twong tng véi ban ma M = 30.
b) Gia st A chon mét gia tri ngau nhién k khac va ban ma twong tng véi M = 30
bay gio’ 1a C = (59, C,). Hay xac dinh C,?
Bai tap 3.19: Cho hé ma dya trén dwdng cong Elliptic c6 cac tham sb 14 E 13(1, 6) va G =
(2, 7). KhéabimatctaBlang =7.
a) Hay xac dinh khoa cdng khai cia B?
b) Gia st cAn ma héa ban rd P , = (10, 9) va s6 ngau nhién k = 3. Hay xac dinh
ban ma C,,..
c) Minh hoa qua trinh giai ma véi C,,, nhan dwoc ¢ phan b.

S& dung mét trong cac ngdn ngi¥ 1ap trinh C, C++, Java hodc C# dé lam céac bai tap sau:
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Bai tap 3.20: Viét chwong trinh cai d&t thuat toan ma hoa va giai ma ctia hé ma
Knapsack.

Bai tap 3.21: Viét chwong trinh cai dat thuat toan ma héa va gidi ma cia hé ma RSA.

Bai tap 3.22: Viét chwong trinh cai dat thuat toan ma héa va giai ma cta hé ma El
Gammal.

Bai tap 3.23: Viét chwong trinh ma hoa va giai ma File voi thuat toan ma héa va giai ma
RSA.

Bai tap 3.24: Viét chuwong trinh truyén file qua hé théng mang st dung thuat toan ma hoa
RSA.

Bai tap 3.25: Viét chwong trinh chia sé file trén mang cuc bd st dung hé ma RSA.

Bai tap 3.26: Viét chwong trinh phan phdi khéa dya trén hé ma RSA.
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CHUONG V: CHIF KY DIEN TU’ VA HAM BAM

1. Chi¥ ky dién tir
1.1. Khai niém vé chir ky dién tor

Ké tir khi con ngwdi phat minh ra chiv viét, cac chiv ky thwdng ludn dwoc st dung
hang ngay, chang han nhw ky mét bién nhan trén mot birc thw nhan tién tir ngan hang, ky
hop ddng hay mét van ban bat ky nao d6. Chir ky viét tay théng thwéng trén tai liéu
thwdng dwoc dung dé xac dinh nguoi ky no.

So dd chir ky dién t&r 1a mot phwong phap ky mét van ban hay lwu birc dién duéi
dang dién ti. Chéng han mét birc dién cé chir ky dwec lwu hanh trén mang may tinh.
Chi ky dién t&r tlr khi ra doi da c6 nhiéu (rng dung rong rai trong cac giao dich thwong
mai, ttr viéc xac minh chi¥ ky cho dén cac thé tin dung, cac so dé dinh danh va cac so db
chia sé bi mat ... Sau day, ching ta sé tim hiéu mot sé so dé chi¥ ky quan trong. Song
trwéc hét, ching ta sé thao luan mot vai diém khac biét co ban gitra chi¥ ky théng thwong
va chir ky dién ttr.

Dau tién la van dé ky mat tai liéu. V&i chir ky thong thuwéng né la mét phan vat ly
cUa tai liéu. Tuy nhién, mot chi ky dién t&r khong gan theo kiéu vat ly vao birc dién nén

An

thuat toan dwoc dung phai la “khéng nhin thay” theo cach nao dé trén birc dién.

Th hai 14 van dé kiém tra. Chir ky thong thuwong dwoc kiém tra bang cach so sanh
nd v&i cac chiv ky xac thue khac. Vi du, ai d6 ky mot tAm séc dé mua hang, ngudi ban sé
so sanh chi ky trén manh gidy doé véi chir ky nam & mat sau thé tin dung dé kiém tra.
Mat khac, chir ky sd c6 thé kiém tra bang mot thuat toan kiém tra mot cach céng khai.
Nhw vay, bat ky ai ciing cé thé kiém tra dwoc chir ky dién ti. Viéc st dung mot so dd ky
an toan c6 thé ngén chan dwoc kha nang gid mao.

Sw khac biét co’ ban gitra chi ky dién tl va chi¥ ky thong thwdng 1a & ché: mot ban
copy tai liéu cé chi ky dwoc ddng nhat véi ban gbe. Néi cach khac, tai liéu cé chiy ky trén
gidy thuong cé thé khac biét véi ban gbe didu nay dé ngdn chan mot birc dién dwoc ky
khdi bi dung lai. Vi du, néu B ky mét birc dién xac minh cho A rat 100$ tw tai khoan cda
minh, anh ta chi mudn A cé kha nang lam diéu d6 mét 1an. Vi thé, ban than birc dién phai
chira thong tin dé& khéi bi dung lai, chdng han nhw dung dich vu gan nhan thoi gian (Time
Stamping Service).

Mbét so dd chi ky dién tlr thuweng chiva hai thanh phan: thuat toan ky sig() va thuat
toan xac minh ver(). B c6 thé ky mét birc dién x dung thuat toan ky an toan (bi mat). Két
qua chi ky y = sig(x) nhan dwoc ¢ thé dwoc kiém tra bang thuat toan xac minh cong
khai ver(y). Khi cho trwdc cap (x, y), thuat toan xac minh cho gia tri TRUE hay FALSE tuy
thudc vao viéc chir ky dwoc xac thwe nhw thé nao.

Vay thé nao la chir ky dién t? Chung ta cé mét s dinh nghia nhu sau:

e La mét dinh danh dién t&r dwoc tao ra bdi may tinh dwoc cac té chirc st dung
nham dat dwoc tinh hiéu qua va cé hiéu lwc nhw 1a cac chi ky tay.

e La mdt co ché xac thwe hoa cho phép nguwdi tao ra thong diép dinh kém mot ma
s6 vao théng diép gibng nhw 1a viéc ky mot chir ky 1&n mdt van ban binh
thwong.
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Cac chir ky dién t&r dwoc sinh va st dung béi cac hé chi ky (so dd) dién tlr, dwdi
day la dinh nghia mét hé chir ky dién te.

Pinh nghia:

Mot so do chir ky dién tr labd 5 (P, A, K, S, V)thoa man céac diéu kién dudi
day:

1) Pla tap hitu han céc burc dién (théng diép, ban ré) co thé.

2) Ala tép hitu han cac chir ky cé thé.

3) Kla tap khong gian khoa (tép hitu han cac khoa co thé).

4) V6i méi khoé K e K ton tai mot thuét toan ky sigx € S va mot thuét toan xéc
minh verx € V. Méi sig.: P — A vaverg. Px A — {TRUE, FALSE} la nhiing ham sao cho

mbi birc dién x € Pva mbi chir ky y € Athod man phuong trinh dudi day:

TRUE néu |y = sig(x)

Ver (x,y) = {

FALSE  |néu |y #sig(x). [5]

V&i méi K e K, ham sigk va verg la cac ham da thirc thoi gian. Ham verg sé la ham
cong khai con ham sigk la bi mat. Knhéng thé dé dang tinh toan dé gid mao chi ky ctia B
trén blrc dién x, nghia la v&i x cho trwdc chi co B méi c6 thé tinh dwoc y dé ver(x, y) =
TRUE. Mét so d6 chiv ky khong thé an toan vo diéu kién vi mét nguwdi C nao doé cé thé
kiém tra tAt ca chi¥ sb y trén blrc dién x nhe dung thuat toan ver() cong khai cho t&i khi
anh ta tim thay chir ky dung. Vi thé, néu cé da thoi gian, C ludn cé thé gia mao chiv ky
cta B. Nhw vay muc dich ctia ching ta 13 tim cac so d6 chi ky dién ti an toan vé mat
tinh toan.

Chu y rang ai d6 c6 thé gid mao chir ky cia B trén mét birc dién “ngau
nhién” x bang cach tinh x = ex(y) v&i y ndo do; khi do y = sigk(x). Mét bién phap
xung quanh van dé kho khan nay 1a yéu cau cac bic dién chira di phan dw dé
chi ky gid mao kiéu nay khéng phu hop véi toan bd néi dung cla birc dién x triv
mot xac suat rat nhd. Co6 thé dung cac ham Bam (hash function) nhuw MD4, MD5
trong viéc tinh két ndi cac so' dd chiv ky dién tlr sé loai trir phwong phap gid mao
nay (sé trinh bay trong cac phan sau cla tai liéu).

1.2. Hé chi» ky RSA

Dwa vao wu diém cla hé ma RSA, néu thiét 1ap dwoc so db chir ky dwa trén bai
toan phan tich ra thira s6 nguyén t6 thi do an toan ctia chiv ky sé rat cao. Viéc thiét lap so
dd xac thuc chiv ky RSA rat don gian, ta chi can ddo ngwoc ham ma hoa va gidi ma. Sau
day la so db chi ky RSA.

Cho n = p*q, trong do p, q la céc sé nguyén tb. P&t p= A = Z, va dinh nghia:
K={(n, p, q, a, b): n=p*q, p va q la cac sé nguyén t6, ab = 1 (mod ¢ (n))}.
Cac gia trin va b la céng khai; con p, q, a la bi mat.

Voi K = (n, p, q, a, b), ta xac dinh:
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Sigk(X) = x* mod n

by

va

verk(x,y) = TRUE < x = y° (mod n) véi x, y € Z,. [5]

Théng thwdng, chi ky dwoc két hop véi ham ma hoa cong khai. Gid st A mudn g
mét bire dién da dwgc ma hoa va da duwoc ky dén cho B. V&i ban rd x cho trwdc, A sé
tinh toan chir ky ctia minh y = siga(x) va sau dé6 ma hoa ca x va y str dung khoa céng khai
eg cla B, két qua nhan dwoc 13 z = eg(x, y). B&n ma z sé dwoc gli tdi B, khi B nhan duwoc
z, dau tién anh ta gidi ma véi ham gidi ma dg cdia minh dé& nhan dwoc (x, y). Sau d6 anh
ta dung ham xac minh cong khai ctia A dé kiém tra xem ver,(x,y) = TRUE hay khong.

Song néu dau tién A ma hoa x , rdi sau d6 md&i ky l1én ban ma nhan dwoc thi sao?
Khi do, A sé tinh:

y = siga(es(X))

A sé truyén cap (z, y) t¢i B, B sé& giadi ma z va nhan dwoc x, sau dé xac minh chi ky
y trén x nhd dung ver,. Mot van dé nay sinh néu A truyén (x, y) kiéu nay thi mét ngudi thiv
ba C c6 thé thay chi¥ ky y ctia A bang chi¥ ky cGa chinh minh:

y' = sigc(es(x))

Chu y rang, C c6 thé ky I&n ban ma eg(x) ngay ca khi anh ta khéng biét ban rd x. Khi
doé néu C truyén (z, y') dén B, chi¥ ky clia C dwoc B xac minh bang verc va do do, B cho
rang ban rd x xuat phat tr C. Do khé khan nay, hau hét ngudi st dung dwoc khuyén nghi
“ky trwde khi ma”.

1.3. Hé chir ky EIGammal

Hé chi ky EIGammal dwoc dwa ra vao 1985. Mot phién ban stra déi hé nay duoc
Hoc vién Quéc gia tiéu chuan va ky thuat (NIST) dwa ra nhw mét chuén cla chiv ky dién
tlr. Hé chir ky EIGammal duoc thiét ké riéng biét cho muc dich ch® ky, trai nguwoc voi
RSA thuwdng dwoc st dung cho ca muc dich ma hoa céng khai va chir ky. Hé chir ky
ElGammal la khéng xac dinh, nghia la cé rat nhiéu gia tri chir ky cho cung mét birc dién
cho trwdc. Thuat toan xac minh phai cé khd nang nhan bt ky gia tri chiv ky nao nhu la
viéc xac thue. So d6 chir ky EIGammal dwgc miéu té nhw sau:

Cho p la mét sé nguyén t6 nhuw la bai toan logarit roi rac trong Z,, a € Z, la mét
phén t& nguyén tieva P = Z,, A = (Z,)*Zy4, va dinh nghia:

K={(p, a, a B): B =a" (mod p)}
trong dé gia tri p, a va 3 la c6ng khai, con a la bi mat.
V6i K = (p, a, a, B) va chon mét sé ngéu nhién k e Z,.1', dinh nghia:
sigk(x, k) = (7. 9)
trong dé: = a* mod p
5= (x-a*»k* mod (p - 1).
V6i x, y € Z, va & € Z,4, dinh nghia:
ver(x, 7, 6) = TRUE < B = a* (mod p). [5]
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Néu chi ky la dung thi viéc xac nhan thanh céng khi:
B’ = a*a (mod p)

= o (mod p).
trong do6: ay + ké = x (mod p -1).

B sé tinh toan chi¥ ky bang viéc sir dung ca gia tri bi mat a (mét phan cuia khod) va
sb bi mat ngau nhién k (gia tri @& ky birc dién). Viéc xac minh cé thé thuc hién dwoc chi
V@i cac thong tin dwgrc céng khai:

Vi du:
Chung ta chon p =467, a = 2, a= 127. Tatinh: B = a® mod p = 2**' mod 467 = 132.

Bay gi&* B mudn ky I&n blrc dién x = 100 va anh ta chon mét gia tri ngau nhién k =
213 (chl y la UCLN(213, 466) = 1 va 213" mod 466 = 431). Sau do tinh:

y = 2?** mod 467 = 29

6 = (100 — 127*29)431 mod 466 = 51.

Bét ct ai cling co thé kiém tra chi ky nay bang cach tinh:

1322929°! = 189 (mod 467)

2'% = 189 (mod 467).

Gia st ké thir ba C mudn gia mao chir ky ctia B trén birc dién x ma khong biét sé bi
mat a. Néu C chon mét gia tri y va cd gang tim §, anh ta phai tinh mét ham logarit roi rac

log,a*B”. Méat khac, néu dau tién anh ta chon § dé cb gang tim y thi anh ta phai tinh p%y° =
a* (mod p). C& hai viéc nay déu khéng thé thuc hién duoc.

Tuy nhién c6 mot ly thuyét ma C cé thé ky 1&én mot bire dién ngau nhién bang cach
chon déng thei y, 8 va x. Cho i, j 1a sé nguyén véi 0 <i, j<p - 2, va UCLN(, p - 1) = 1. Sau
dé tinh:

vy =o' mod p

8 =-4j" (mod p-1)

x = - yij* (mod p-1).

Nhuw vay, ta xem (y, 8) la gia tri chir ky cho blrc dién x. Viéc xac minh sé thyc hién
nhw sau:

By’ = g7 (o' p1) 7' (mod p)
= <P g4 g (mod p)

a7“?" (mod p)

a1 (mod p)
= o (mod p).
Vidu:

Nhw vi du trén, ta chon p = 467, a =2, B = 132. K& thir ba C sé& chon i =99 va j =
179. Anh ta sé tinh:
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y= %132 mod 467 = 117
5= -117*151 mod 466 = 41
X = |99*44 mod 466 = 331

Cap qia tri (117, 41) la gia tri chir ky cho blc dién 331. Viéc xac minh dwgc thyc
hién nhw sau:

132'7117* = 303 (mod 467)

2%1 = 303 (mod 467).

M6t phwong phap thir hai cé thé gida mao chi ky la st dung lai chi¥ ky cla birc dién
trwdc do, nghia la v&i cap (y, 8) la gia tri chir ky ctia birc dién x, nd sé dwgc C ky cho
nhiéu birc dién khac. Cho h, i va j 1a cac sb nguyén, trong d6 0< i, j, h < p-2 va UCLN(hy -
%, p-1) = 1.

A =+v"d’B' mod p

u = 8A(hy - j8)* mod (p-1)

X" = A(hx + i8)(hy - j3)™ mod (p-1).

Ta c6 thé kiém tra: B*\* = o mod p. Va do do, (A, p) la cap gia tri chi ky cta birc
dién x'.

Diéu thr ba 1a van dé sai Iam cta nguoi ky khi stv dung cung mét gia tri k trong viéc

ky hai birc dién khac nhau. Cho (y, 3;) la chir ky trén birc dién x; va (y, 8,) la chi ky trén
blrc dién x,. Viéc kiém tra sé thyc hién:

By* =a™ (mod p)
B'v°% = a*® (mod p).

Do dé: a* 7 =y

(mod p).
D&ty = o, khi d6: x; - X, = k(8; - 8,) (mod p-1).

Bay gi& datd = UCLN(8; - 85, p- 1). Vid | (81-8,) vad | (p - 1) nén né ciling chia hét
cho (x; - X,). Ta dat tiép:

X = X1 =%
d

§ = 6, - 90,
d

!= p_l

T

Cudi cuing, ta dwoc: X' = k& (mod p’). Vi UCLN(S’, p’) = 1 nén ta co:
e=(8)" mod p’

Nhw vay, gia tri k sé dwgc xac dinh nhw sau:
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k =x¢ (mod p’) = X' + ip’ (mod p)
V6i 0 <i < d-1, ta cé thé tim dwoc gia tri k duy nhat bang ham kiém tra:

y = a“mod p.
1.4. Chuéan chir ky dién te (Digital Signature Standard)

1.4.1. Thuat toan chir ky dién twr (Digital Signature Algorithm)

Thang 8/1991, NIST da dwa ra thuat toan chi ky dién tir (DSA) 1a co s& cho chuan
ch ky dién tt. Day Ia mot bién thé cta thuat toan ElGammal.

1)  Chon moét s6 nguyén té q véi 2°° < q < 2%,

2) Chon t sao cho 0 <t < 8 va chon mét s6 nguyén t6 p, trong d6 2°**** < p <
2°12*%% va g phai chia hét (p-1) (hay q la mét woe nguyén té cia p-1).

3) Bay gio, tao ra mdt s6 a duy nhét cho q trong truong Z, .

- Chon mot gid trig € Z, va tinh a = g®" mod p.

- Néu a = 1 thi quay lai budc trén. (chon lai gid tri g cho phu hop)

4)  Chon mét sb nguyén ngdu nhién a dé 1< a < g-1.

5) Tinhy=a* mod p.

6) Nhw vay, khoé dé ky Ia (p, q, a, y) duoc coéng khai va a la khod bi mét.
1.4.2. Chuan chir ky dién to

Chuén chi ky dién t&r (DSS) dwoc sira ddi tr hé chir ky EIGammal. N6 dwoc cong
bd tai hoi nghi Tiéu chun x( ly théng tin Lién Bang (FIPS) vao 19/05/1994 va tré thanh
chuén vao 01/12/1994. DSS s dung mét khoa céng khai dé kiém tra tinh toan ven cta
di¥ liéu nhan dwoc va ddng nhat véi div liéu ctia ngudi gii. DSS ciing cé thé st dung bdi
ngudi thir ba dé xac dinh tinh xac thwc cta chiv ky va di liéu trong né. Dau tién chung ta
hay tim hiéu ddng co cla s thay dbi nay, sau do sé tim hiéu thuat toan cta DSS.

Trong rat nhiéu trwéng hop, mét birc dién cod thé dwoc ma hoa va gidi ma mot 1an,
vi vay n6 dap (rng cho viéc s dung cla bat ky hé thdng bao mat nao dwoc biét 1a an
toan luc brc dién dwgc ma hod. N6i cach khac, mét birc dién dwoc ky dam nhiém chirc
nang nhw mot van ban hop phap, chdng han nhw cac ban hop ddng, vi vay né ciing
gidng nhuw viéc can thiét dé xac minh chir ky sau rat nhiéu nam bic dién duoc ky. Diéu
nay rat quan trong cho viéc phong ngira vé doé an toan cla chir ky dwoc dwa ra bdi mot
hé théng bdo mat. Vi hé chir ky ElGammal khéng ddm nhan dwoc diéu nay, viéc thuc
hién nay can mot gia tri |én modulo p. Tat nhién p nén cé it nhat 512-bit, va nhiéu nguoi
cho rang do dai cha p nén la 1024-bit nhdm chdng lai viéc gid mao trong twong lai.

Tuy nhién, ngay cd mdt thuat toan modulo 512-bit dung dé ky ciing phai thwc hién
viéc tinh toan dén 1024-bit. Cho &ng dung tiém ndng nay, cé rat nhiéu card théng minh
duwoc dwa ra, nham thwc hién mét chir ky ngédn hon nhw mong muén. DSS da sira dbi hé
chr ky EIGammal cho phu hgp theo cach nay mét cach khéo Iéo, dé mdi 160-bit birc dién
dwoc ky str dung mét chir ky 320-bit, nhwng viéc tinh toan dwoc thwc hién véi 512-bit
modulo p. Cach nay dwoc thwc hién nho viéc chia nhd Zp* thanh cac trwong cé kich
thuwec 2. Viéc thay dbi nay sé lam thay ddi gia tri &:
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& = (x + ay)k™ mod(p - 1).

Diéu nay cling lam cho gia tri kiém tra ciing thay dbi:

o*B’ =¢° (mod p). (1.4.2.1)

Néu UCLN(x + ay, p - 1) = 1 thi s& t6n tai §* mod (p - 1), do d6 (6.1) sé& bién ddi
thanh:

o' B =y (mod p). (1.4.2.2)

Day chinh la sy d6i méi clia DSS. Chung ta cho q l1a mét sd nguyén té 160-bit sao
cho q | (p-1), va a la mét sb th q ctia 1 mod p, thi B va y ciing la sé thi q cta 1 mod p.
Do d6 a, B va y cé thé dworc téi gidn trong modulo p ma khéng &nh hwéng gi dén viéc xac
minh chi ky. So' d6 thuat toan nhw sau:

Cho p la mét sé nguyén t6 512-bit trong truong logarit roi rac Z,; q la mét s6 nguyén
t6 160-bit va q chia hét (p-1). Cho a € Z,; P = Z,, A = Z*Z,, va dinh nghia:

K={(p,q a a B):p=a"(mod p)}

trong dé gia tri p, q, a va 8 la céng khai, con a la bi mat.

Véi K = (p, a, a, B) va chon mét sé ngdu nhién k (1< k< g-1), dinh nghia:

sigk(X, K) = (7, 9)

trong dé: y = (@ mod p) mod q

5= (x + a*»k™ mod q.

V6i x € Z, va y, 8 € Zq, viéc xac minh dugc thue hién bang céch tinh:

e. = x5 mod q

e, = 5 mod q

ver(x, 7, ) = TRUE < (a® A% mod p) mod q = 5. [5]

Chu y rang, v&i DSS thi & = 0 (mod q) vi gia tri: 8 mod q can cho viéc xac minh chiy
ky (didu nay ciing twong tw nhw viéc yéu cau UCLN(S, p-1) = 1 dé (1.4.2.1) — (1.4.2.2)).
Khi B tinh mét gia tri § = 0 (mod q) trong thuat toan ky, anh ta nén bé né di va chon mét sé
ngau nhién k moi.

Vi du:

Chung ta chon g = 101 va p = 78*q + 1 = 7879 va g = 3 la mot nguyén té trong
Z7879. Vi Véy , ta co thé tinh:

a=3"®mod 7879 = 170.
Chon a =75, do d6: B = o® mod 7879 = 4567.

Bay gi¢&r, B mudn ky mot birc dién x = 1234, anh ta chon mét s6 ngau nhién k = 50.
Vivay :
k™ mod 101 = 99.
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Tiép d6: v = (170°° mod 7879) mod 101 = 2518 mod 101 = 94

5 = (1234 + 75*94)99 mod 101 = 97.

Cap chir ky (94, 97) cho birc dién 1234 dugc xac thwe nhuw sau:

51 =97"mod 101 = 25

e1 = 1234*25 mod 101 = 45

e, = 94*25 mod 101 = 27

(170%°4567%" mod 7879) mod 101 = 2518 mod 101 = 94.

Ké tir khi DSS dwoc dé xuét vao nam 1991, da cé nhiéu phé binh dwa ra. Chang
han nhw kich c¢& ctia moduloe p bj cb dinh 512-bit, diéu ma nhiéu nguwdi khdng mubn. Vi
vay, NIST da thay ddi chuin nay dé co thé thay déi kich thwéc moduloe (chia bdi 64)
thanh mot day tir 512 dén 1024-bit.

Ngoai ra, mét sy phé binh khac vé DSS Ia chi¥ ky dwoc tao ra nhanh hon so véi
viéc xac minh né. Trai ngwoc véi hé chiv ky RSA thi viéc xac minh cong khai 1a rat nhanh
choéng (ma ta biét trong thwong mai dién tlr viéc xac minh Ia rat quan trong va doi hdi thoi
gian thwc hién phai nhanh chéng).

1.5. M6 hinh trng dung cua chir ky dién to

Khéac v&i ch @ ky thong thudng trén thuc té, cac chiy ky dién tlr 1a mét thong tin &
dang sb héa dwoc tao ra tir van ban sir dung hé chir ky dién t&r va khong phai la mot
phan ctia van ban . Do d6 sau khi dwoc tao ra , chi¥ ky dién tir s& dwoc glri di cung voi
thong diép, ngu®i nhan nhan dwoc thdng diép va chir ky twong (rng sé thyc hién thuat
toan kiém tra xem chi ky c6 dung la chir ky ctia nguwoi glri 18n van ban nhan dwoc hay
khong. M6 hinh (rng dung nay cé thé dwoc minh hoa qua hinh vé sau:

Khoa cong " Knéa bi mat
khai ctia B cuaB
Khoa Ci C1 Khoa
C2 C2
P,S AES — — > AES P, S
Khéa bi mat Khoéa cong
clua A khai ciia B
P Ky S Kiém tra =
’ y chirky |
A - ngwoi g B - ngwe®i nhan

Hinh 5.1: M6 hinh &rng dung cua chir ky dién t
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2. Ham Bam (Hash Function)
2.1. Khai niém

Ta thay rang cac hé chir ky dwoc miéu ta & trén chi cho phép ky cac birc dién ngan.
Vi du nhw trong DSS, 160-bit birc dién duwoc ky véi 320-bit. Nhw vay véi nhirng blrc dién
hang Megabyte thi ching ta phai lam thé nao!

Mbét cach don gidn dé giai quyét van dé nay 1a chia birc dién I&n thanh nhivng doan
nhd 160-bit, va sau do ky |én méi doan nhd dé, diéu nay ciing twong tw nhw ma hoa mot
chudi dai ban rd bang viéc ma hoa tirng ky tw ban ré st dung ciing mét khoa.

Nhwng cé moét vai van dé trong viéc tao chiv ky dién te. DAu tién 1a véi mot bire dién
dai, chung ta sé két thic véi mot lwong chiv ky khdng 16. Ngoai ra, diéu bt tién 1a hau hét
cac hé chir ky déu rat cham. Nghiém trong hon |a vé&i rat nhiéu doan dwoc ky nhw vay sé
dan dén khi sap xép lai va c6 thé mét vai doan bj bé di (mét di tinh toan ven).

Dé giai quyét tat ca cac réc rdi nay, ngudi ta st dung ham Bam (hash function).
Pinh nghia:

M6t ham Bam H sé 1ay & dau vao mot thdng tin X c6 kich thwédc bién thién va sinh
két qua 1a mot chudi cé dd dai cd dinh, dwoc goi la cbt ctia birc dién (message digest).

Vi du nhu khi B mudn ky mét birc dién x (46 dai bat ky), dau tién anh ta tinh cbt cta
blrc dién z = h(x) (86 dai ¢ dinh) va sau d6 ky y = sigk(z). Anh ta phat cap (x,y) |1&n kénh
truyén, bay gi® viéc kiém tra cé thé thyc hién bang viéc tinh lai cbt cla birc dién z = h(x),
sau dé kiém tra verg(z,y) c6 bang TRUE hay khong.

X
A 4

z=h(x) y = sigk(2)

A 4

X.y

verg(y)

A 4

Xy —>»

»Ne

0: true
'
‘ [1: false

A 4

z=h(x)

Hinh 5.2: So’ dd chi¥ ky st dung ham Bam
2.2. bac tinh caa ham Bam

Mét van dé can ban & day la tinh dung dd cla ham Bam. Theo nguyén ly Diricle:
néu cé n+1 con thd duoc bd vao n cai chudng thi phéi tén tai it nhat mét cai chuéng ma
trong dé cé it nhét Ia hai con thé & chung [9]. RS rang v&i khéng gian gia tri B&m nhd hon
rat nhiéu so véi khong gian tin vé mat kich thwéc thi chac chén sé ton tai dung dd, nghia
la c6 hai tin x # x’ ma gia tri B&m cla chang la gidng nhau, tirc h(x) = h(x).

Sau day chuing ta sé xét cac dang tan cong co thé co, tir dé rat ra cac tinh chét cua
ham Bam:
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Dang tan coéng thir nhat la ngwdi C bat diu véi mot bire dién dwoc ky cé gia tri (x,
y), trong d6 y = sigk(h(x)) (cdp (x, y) co thé 1a bat ky birc dién truéc d6 ma B da ky). Sau
do, C tinh z = h(x) va ¢b gang tim x’ = x d& h(x’) = h(x). Néu C lam dwoc diéu nay thi cap
(X, y) s& la mot birc dién dwoc ky co gia tri (mét bire dién gid mao co gia tri). D& ngan can
viéc nay, ham Bam h phai thod man tinh chat sau:

Tinh chat 1:

Mot ham Bam h co tinh phi dung dd cao khi véi mot bire dién x cho trwwoc , khbng
tim ra mét bire dién x’ = x sao cho h(x’) = h(x). [5]

Mbét dang tAn cdng khac ma ngudi C cé thé 1am 1a: d4u tién anh ta tim 2 birc dién x
# X’ sao cho h(x) = h(x’). Sau d6 C dwa brc dién x cho B va thuyét phuc B ky vao cét birc
dién h(x); va vi vay, anh ta tim dwgc y. Nhw vay, cap (X, y) la mét cap chir ky gia co gia
tri. Diéu nay la nguyén nhan ma viéc thiét ké ham Bam phai thod man tinh chat 2 nhw
sau:

Tinh chéat 2:

H

Mét ham B&m h ¢é tinh dung do cao khi khéng thé tim ra nhing burc dién x va x
sao cho x’ # x va h(x’) = h(x). [5]

Dang tan cong th(r 3 la chon mét gia trj cdt z ngdu nhién. Ngudi C sé tinh mét chir
ky v&i mét gia tri ngau nhién z, sau dé anh ta tim mét birc dién x sao cho z = h(x). Néu
anh ta lam dworc diéu nay thi cap (x, y) 1a cap chir ky gia co gia tri. Nnw vay moét tinh chét
nira ma h can thod mén la tinh mét chiéu:

Tinh chét 3:

Mét ham Bam h c6 tinh mot chiéu khi véi cbt cia mét bire dién z cho truée khéng
thé tim duoc mét bire dién x sao cho h(x) = z. [5]
2.3. Birthday attack

Nhw d biét, mot dang tan cong cé kha nang dbi véi cac hé chiv ky dién tlr cé dung
ham Bam la tim cach tao ra nhirng van ban x va x’ ¢é ndi dung khac nhau (mét cé lgi va
mot 1a bét loi cho bén ky) ma gia tri Bam gidng nhau. K& dich cé thé tim cach tao ra mot
sb lwong rat Ién cac van ban cé ndi dung khong thay déi nhwng khac nhau vé biéu dién
nhi phan (don gian 1a viéc thém baét khodng trang hay dung nhiéu tir ddng nghia dé thay
thé ...), sau dé sir dung mét chwong trinh may tinh dé tinh gia tri Ba&m cla cac van ban do
va dem so sanh v&i nhau dé hi vong tim ra mét cap van ban dung dé (st¢ dung phuong
phap théng ké).

Nhwng viéc nay doi hdi sb van ban can duoc tinh gia tri Bam phai I1én hon kich
thwdc khdng gian Bam rét nhiéu. Chang han nhw néu ham Bam ¢ khoéng gian Bam 64-
bit thi s6 lwong vdn ban can dwoc dem ra nap vao chwong trinh phai it nhat 2% (véi mot
may tinh cé thé thuc hién viéc Bam 1 triéu blc dién trong 1 gidy, thi phai méat 6000.000
nam tinh toan [6])

Tuy nhién néu ké dich thir véi lwgng van ban it hon nhiéu, trong pham vi cé thé tinh
duoc thi xac suét dé tim duoc dung do sé nhuw thé nao? Cau tra 10i [a “co thé thuc hién
dwoc”. Ban chat cia hién twong nay dwoc minh hoa ré théng qua phat biéu sau, thwéng
dwoc goi la nghich ly ngay sinh (birthday paradox):
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Trong mét nhém c6 23 nguoi bét ky , xac suat dé cé hai ngudi ¢é cung ngay sinh
nhéat it nhat Ia . [5]

Mbt cach tdng quat, gia s modt ham B&m ¢ n gia tri B&m khac nhau, néu chung ta
c6 k gia tri Bam tir k théng tin khac nhau dwoc chon ngau nhién, thi xac suat d& khong
xay ra dung do la:

(1- %)(1— %) (- —) = H(l——)

. S “K(k-1)
Véi — <<1 thi H(l——) He " =g 2" Do d4, xac suat dé xay ra dung do it

—k(k-1)
nhatlal1-e 2" . Gia sl goi xac suat trén 1a ¢ ta co:

—k (k-1)
l-e 2n R E (%)

1 ’
Suy ra: k2 —k ~2n IOQE , suy ra: k=,2n IOg (**)

_ 1
Theo cong thire (**) nay khi gia tri e rat gan voi 1 thi 109 -z van kha nhé nén k la

116 voi VN Véi e = 0.5 ta 66 ka1.1774 3N (+44),
Vi du:

Vi k = 23 1a s6 ngudi, n = 365 1a sb ngay trong nam thi xac xuét tén tai hai nguoi
co cung sinh nhatsé la e =1 —2,7%" ~0,5075. Va day chinh 1a nghich ly ngay sinh da
phat biéu & trén. Hoac ching ta co6 thé thay n = 365 vao cong thirc (***) s& nhan duwgc k =
22.49 =23.

Nghich ly ngay sinh hay cong thirc (*) cho phép chung ta dw doan dwgc chan dwoi
ctia s6 lwong phép thtr can thyc hién dé tim ra dung d6 cia mot ham bam. Mot ham bam
A40-bit s& |a khdng an toan vi chican thr  2%° (khoang 1 ti) phép thr ching ta da cé xac
suét dung dd 1a 50%.

Twong tw, véi mot ham Bam co6 khong gian Bam 64-bit néu trén thi s6 phép thi dé
c6 xac suat dung do la 50% sé la 2%, diéu nay 1a c6 kha nang thire hién dwoc. Vi du voi
loai may tinh néu trén chi mét khoang 1 gi® tinh toan.

Ham bam dworc coi la antoanla cac ham bdm 128 bit (nhw MD5 ..) vikhi do s 6
lwong phép thir s& 1a 2%, Tuy nhién hién nay v&i sy phat trién cta cac thuat toan tham
ma ham bam méi dwoc phat hién cac ham badm 128 ciing dwoc khuyén nghi 1a khéng nén
st dung trong cac hé théng bdo mat méi . Cac ham bam dwoc khuyén nghi thay thé cho
MDS5 la cac ham bam 164 bit nhw DSS, SHAZ2.

2.4. Mot s6 ham Bam néi tiéng
2.4.1. MD5 (Message Digest)

Ronald Rivest la nguwdi da phat minh ra cac ham Bam MD2, MD4 (1990) va MD5
(1991). Do tinh chét twong tw cla cac ham Bam nay, sau day ching ta s& xem xét ham
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Bam MD5, day la mot cai tién ciia MD4 va la ham Bam dwoc st dung rong rai nhét,
nguyén tac thiét ké cia ham bdm nay cling 1& nguyén tdc chung cho rat nhiéu cac ham
bam khac.

a. Miéu ta MD5:

Dau vao la nhivng khdi 512-bit, dwoc chia cho 16 khdi con 32-bit. Dau ra cua thuat
toan |a mot thiét 1ap cta 4 khbi 32-bit dé tao thanh mot ham Bam 128-bit duy nhét.

DAu tién, ta chia birc dién thanh cac khdi 512-bit, véi khébi cubi cling (dat 1a x va x <
512-bit) cGia blrc dién, ching ta cong thém moét bit 1 vao cudi ctia x, theo sau d6 la cac bit
0 dé dwoc do dai can thiét (512 bit). Két qua la birc dién vao la mot chudi M cé dd dai
chia hét cho 512; vi vay ta cé thé chia M ra thanh cac N word 32-bit (N word nay sé& chia
hét cho 16).

Bay gi®, ta bat dau tim cét cla birc dién véi 4 khbi 32-bit A, B, C va D (dwoc xem
nhw thanh ghi) :

A =0x01234567

B = Ox89abcdef

C = Oxfedcbha98

D = 0x76543210.

nguwdi ta thwéng goi A, B, C, D 1a cac chudi bién sb (chaining variables).

Blrc dién dwoc chia ra thanh nhiéu khéi 512-bit, mdi khdi 512-bit lai dwoc chia ra 16
khdi 32-bit di vao bdn vong 1ap cia MD5. Gia st ta dat a, b, c va d thay cho A, B, Cva D
dbi v&i khdi 512-bit dau tién cia blre dién. Bén vong lap trong MD5 déu cé cAu tric gibng
nhau. M6i vong thwc hién 16 1an bién dbi: thwe hién véi mot ham phi tuyén cta 3 trong 4
gia tri a, b, c va d; sau dé né cdng két qua dén gia tri thi 4, tiép do cong véi mot khdi con
32-bit va mét hang sé. Sau dd, né dich trai mét lwong bit thay dbi va cong két qua vao
mot trong 4 gia tri a, b, ¢ hay d. K&t qua cudi cing 1a mét gia tri méi dwoc thay thé mot
trong 4 gia tri a, b, ¢ hay d.

Khéi cua bt
dién

A > \ > \ > \ > \ H > A

B » \ong —| Vong | \Vong —| Vong H—» B

C > > > > oT—» C

D > 1 > 2 > 3 > 4 [u D
A

Hinh 5.3: So’ d vong I&p chinh ca MD5
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R a M
b
C H&@é?lhi e Ty s
d

Hinh 5.4: So d6 mét vong lap MD5
C6 bdn ham phi tuyén, méi ham nay dwoc s dung cho mébi vong:
FX,Y,Z)= (X LY) (=X)L 2)
GX,Y,Z)=((XLZ2) L (Y L (=2)
HXY,Z)=X®oY®Z
IX,Y,Z) =Y @ (X [ (=2)).
trong dé: @ la XOR, L 1a AND, [1la OR, va — la NOT.

Nhirng ham nay duorc thiét ké sao cho céc bit twong tng ctia X, Y va Z la doc lap
va khéng wu tién, va méi bit ciia két qua ciing ddc 1ap va ngang bang nhau.

Néu M; 1a mot biéu dién cta khdi con the j (j = 16) va <<<s la phép dich trai cla s
bit, thi cac vong lap co thé biéu dién nhw sau:

FF(a,b,c,d,M;s,t) dwoc biéu dién a = b + ((a + F(b,c,d) + M, + t) <<<'s)
GG(a,b,c,d,M;,s,t;) dwoc biéu diéna=b + ((a + G(b,c,d) + M+ t) <<<'s)
HH(a,b,c,d,M;,s,t;) duwoc biéu dién a =b + ((a + H(b,c,d) + M; + t) <<<'s)
ll(a,b,c,d,M;s,t;) dwoc biéu digna=b + ((a + I(b,c,d) + M, + t)) <<<'s).
Bbn vong (64 bwdc) sé thwe hién nhw sau:
Vong 1:

FF (a, b, c, d, My, 7, 0x76aa478)

FF (d, a, b, ¢, My, 12, O0xe8c7b756)

FF (c, d, a, b, M,, 17, 0x242070db)

FF (b, c, d, a, M3, 22, Oxclbdceee)

FF (a, b, c, d, My, 7, Oxf57cOfaf)

FF (d, a, b, ¢, Ms, 12, 0x4787c62a)

FF (c, d, a, b, Mg, 17, 0xa8304613)

FF (b, c, d, a, M7, 22, Oxfd469501)

FF (a, b, ¢, d, Mg, 7, 0x698098d8)

FF (d, a, b, ¢, My, 12, 0x8b44f7af)
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FF (c, d, a, b, My, 17, Oxffff5bb1)
FF (b, c, d, a, M3, 22, 0x895cd7be)
FF (a, b, ¢, d, My,, 7, 0x6b901122)
FF (d, a, b, ¢, M35, 12, Oxfd987193)
FF (c, d, a, b, My, 17, 0xa679438e)
FF (b, c, d, a, Mys, 22, 0x49b40821).
Vong 2:
GG (a, b, ¢, d, My, 5, 0x61e2562)
GG (d, a, b, ¢, Mg, 9, 0xc040b340)
GG (c, d, a, b, My3, 14, 0x265e5a51)
GG (b, ¢, d, a, My, 20, Oxe9b6c7aa)
GG (a, b, ¢, d, M5, 5, 0xd62f105d)
GG (d, a, b, ¢, My, 9, 0x02441453)
GG (c, d, a, b, M35, 14, Oxd8ale681)
GG (b, ¢, d, a, My, 20, Oxe7d3fbc8)
GG (a, b, ¢, d, Mg, 5, 0x21elcdeb)
GG (d, a, b, ¢, My, 9, 0xc33707d6)
GG (c, d, a, b, M3, 14, 0xf4d50d87)
GG (b, ¢, d, a, Mg, 20, 0x455al4ed)
GG (a, b, ¢, d, My3, 5, 0xa9e3e905)
GG (d, a, b, ¢, My, 9, Oxfcefa3f8)
GG (c, d, a, b, M7, 14, 0x676f02d9)
GG (b, ¢, d, a, My,, 20, 0x8d2a4c8a).
Vong 3:
HH (a, b, c, d, Ms, 4, 0xfffa3942)
HH (d, a, b, ¢, Mg, 11, 0x8771f681)
HH (c, d, a, b, M4, 16, 0x6d9d6122)
HH (b, c, d, a, My, 23, 0xfde5380c)
HH (a, b, c, d, My, 4, Oxadbeea4d4)
HH (d, a, b, ¢, My, 11, Ox4bdecfa9)
HH (c, d, a, b, M, 16, 0xf6bb4b60)
HH (b, c, d, a, My, 23, Oxbebfbc70)
HH (a, b, c, d, My3, 4, 0x289b7ecb)
HH (d, a, b, ¢, My, 11, Oxeaal27fa)
HH (c, d, a, b, M3, 16, 0xd4ef3085)
HH (b, c, d, a, Mg, 23, 0x04881d05)
HH (a, b, c, d, My, 4, 0xd9d4d039)
HH (d, a, b, ¢, My,, 11, Oxe6db99e5)
HH (c, d, a, b, Mys, 16, O0x1fa27cf8)
HH (b, c, d, a, M,, 23, Oxc4ac5665).

vong 4:
Il (&, b, c, d, My, 6, 0xf4292244)
Il (d, a, b, ¢, M7, 10, 0x432aff97)
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Il (c, d, &, b, My, 15, 0xab9423a7)

Il (b, c, d, a, Ms, 21, 0xfc93a039)

Il (& b, c, d, My, 6, 0x655b59c3)

Il (d, a, b, ¢, Ms, 10, 0x8f0ccc92)

Il (c, d, a, b, My, 15, Oxffeff47d)

Il (b, ¢, d, a, My, 21, 0x85845dd1)

Il (& b, c, d, Mg, 6, Ox6fa87e4f)

Il (d, a, b, ¢, M5, 10, Oxfe2ce6e0)

Il (c, d, a, b, Mg, 15, 0xa3013414)

Il (b, c, d, a, Mgz, 21, 0x4e0811al)

Il (a, b, ¢, d, Ma, 6, 0xf7537e82)

Il (d, a, b, ¢, My, 10, Oxbd3af235)

Il (c, d, a, b, M, 15, Ox2ad7d2bb)

Il (b, ¢, d, &, Mg, 21, Oxeb86d391).

Nhirng hang sé t; dwoc chon theo quy luat sau: & bwdc thiy i gia tri t; 1& phan nguyén
ctia 2***abs(sin(i)), trong d6 i = [0..63] dworc tinh theo radian.

Sau tat c& nhirng bwéc nay a, b, ¢ va d 1an lwot dwoc cong véi A, B, C va D dé cho
két qua dau ra; va thuat toan tiép tuc voi khdi div liéu 512-bit tiép theo cho dén hét birc
dién. Pau ra cudi cung la mét khdi 128-bit ctia A, B, C va D, day chinh Ia ham Bam nhan
duwoc.

b. Tinh bao mét trong MD5:

Ron Rivest d& phac hoa nhirng cai tién clia MD5 so v&i MD4 nhu sau:

—  Vong th 4 dwgc thém vao (con MD4 chi c6 3 vong).

- Méi buéc dwoc cdng thém mot hang sb duy nhat.

- Ham G & vong 2 thay di ttr (X LY) (X L Z) (Y L Z)thanh (X LZ) (Y L
(=Z))) nhadm gidm tinh d6i xirng cGa G (gidm tinh tuyén tinh).

- M&i buéc duwgc cong két qua ctia budc trwdc no, lam cac qua trinh ¢é tinh lién
két, phu thudc Ian nhau.

- Viéc cac khdi con bi thay ddi khi vao vong 2 va vong 3 lam cho khuén dang
céu trac vong lap thay déi theo.

- 86 lwong lweng bit dich trai ctia méi vong dworc toi wu va cac budc dich & mbi
vong la kh&c nhau.

Nam 1993, den Boer va Bosselaers da tim ra dung dé trong viéc str dung ham nén
(vong 2 va 3) cia MD5. Diéu nay pha v& quy luat thiét ké MD5 la chéng lai sw dung do,
nhwng MD5 van 1a ham Bam dwoc st dung rong rai hién nay.

2.4.2. SHA (Secure Hash Algorithm)

Nam 1995, t6 chirc NIST cung NSA da thiét ké ra thuat toan ham Bam an toan
(SHA) str dung cho chuan chi¥ ky dién t&r DSS. SHA duoc thiét ké dwa trén nhirng
nguyén tac ctia MD4/MD5, tao ra 160-bit gia tri Bam.

a. Miéu ta SHA:
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Cing giéng véi MD5, blrc dién dwgc cong thém mot bit 1va cac bit 0 & cubi blrc
dién dé blrc dién cé thé chia hét cho 512. SHA st dung 5 thanh ghi dich:

A = 0x67452301
B = Oxefcdab89
C = 0x98badcfe
D = 0x10325476
E = Oxc3d2elf0

Blrc dién dwoc chia ra thanh nhiéu khdi 512-bit. Ta cling dat 14 a, b, ¢, d va e thay
cho A, B, C, D va E ddi v&i khéi 512-bit dau tién cha birc dién. SHA cé bbn vong lap chinh
v&i méi vong thwe hién 20 lan bién déi: bao gébm thwec hién véi mot ham phi tuyén cia 3
trong 5 gia tri a, b, ¢, d va e; sau 46 cling dwgc céng va dich nhw trong MD5.

SHA xac 1ap bdn ham phi tuyén nhw sau:

f(X,Y,Z) = (X LY) I ((=X) LZ) véi0<t<19
f(X,Y,Z)=X®Y ®ZVv6i20<t<39

f(X,Y,Z) = (X LY) (X LZ) (Y LZ)véid0<t<59
f(X,Y,Z)=X®YD®ZV6i60<t<79.

Bbn hang sb s dung trong thuat toan la:

K= 2" /4 = 0x5a827999 v&i 0 <t <19

K, = 3“2 /4 = OxB6ed9ebal v&i 20 <t < 39

K. =52 /4 = 0x8f1bbcdc v&i 40 <t <59

K. = 10"% /4 = Oxca62c1d6 v&i 60 <t <79.

Cac khdi birc dién dwoc mé rong tr 16 word 32-bit (Mg dén M;s) thanh 80 word 32-
bit (W, dén W) bdng viéc st dung thuat toan mé rong:

W =M voi0Ost< 15
Wt = (Wt_g @Wt_g @Wt_14 69Wt—16) voi 16 <t < 79.

Ta c6 thé miéu td mot vong lap clia SHA nhw sau:
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ai-1 |

Hinh 5.5: So d6 mét vong lap ctia SHA

Néu goi W, la biéu di&n cta khéi con thi¥ t clia birc dién dwoc mé rong, va <<<s la
biéu di&n dich trai s bit, thi vong 18p chinh ctia SHA nhw sau:

a=A,b=B,c=C,D=D, e =E,

fort=0to 79
{
TEMP = (a<<< 5) +fy(b, ¢, d) + e +W, + K,
e=d,
d=c,
c = b <<< 30,
b=a,
a=TEMP,

}
A=A+a,B=B+b,C=C+c,D=D+d,E=E+e,

Thuat toan tiép tuc véi khéi 512-bit tiép theo cho t&i khi hét bire dién, va két qua sau
cung trong 4 thanh ghi A, B, C, D va E chinh la ham Bam SHA 160-bit.

b. Tinh bao méat trong SHA:

Dé hiéu rd hon vé tinh bao mat clia SHA, ta hdy so sanh SHA véi MD5 dé cé thé
tim ra nhirng diém khac nhau cla hai ham B&m nay:

e MD5 va SHA déu cdng thém cac bit “gia” dé tao thanh nhirng khéi chia hét cho
512-bit, nhuwng SHA sir dung cling mét ham phi tuyén f cho ca bbn vong.
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e MD5 st dung méi hang sb duy nhét cho mbi buéc bién dbéi, SHA sir dung méi
hang s& cho méi vong bién ddi, hang sb dich nay l1a mét sé nguyén té déi voi do
I&n ctia word (giéng v&i MD4).

e Trong ham phi tuyén th(r 2 ctia MD5 c6 s cai tién so véi MD4, SHA thi st dung
lai ham phi tuyén ctia MD4, ttec (X L Y) 0 (X L 2) O (Y L 2).

e Trong MD5 vé&i mbi buéc dwoc cong két qua cla budc trwdc d6. Sw khac biét
déi véi SHA 1a cot thir 5 dwoc cong (khéng phai b, ¢ hay d nhw trong MD5), diéu
nay lam cho phwong phap tan cong clia Boer-Bosselaers dbi véi SHA bi that bai
(den Boer va Bosselaers 1a hai nguwoi da pha thanh cong 2 vong cudi trong
MD4).

Cho dén nay, chwa c6 mét cong bd nao dwoc dwa ra trong viéc tAn cong SHA, bdi
vi d6 dai cia ham Bam SHA la 160-bit, né cé thé chdng lai phwong phap tan cong bang
vét can (ké ca birthday attack) t&t hon so véi ham B&m MD5 128-bit.
2.5. Mét sé trng dung cta ham Bam

Nhw d3 trinh bay & phan dau chwong , tng dung chinh clia cac ham bam la st
dung v&i cac hé chiv ky dién tlr , trong d6 thay vi ky truc tiép 1én cac van ban |, théng diép
(ma trong da s6 trwdng hop la rat Ién, tbc dd cham) ngudi ta sé ky lén gia tri bam dai dién
cho toan bd van ban d6 . Diéu nay dac biét quan trong va hiéu qua bdi vi chang ta biét
rang cac hé chiv ky dién t& déu lam viéc véi cac phép tinh sb hoc sé 1&n nén ban than
ching da twong dbéi cham, viéc s dung gia tri bam thay cho toan bd van ban Ia giai phap
toan dién khéc phuc dwoc yéu diém nay ctia cac hé chiv ky dién tr . Ngoai viéc xir dung
v&i cac hé chir ky dién t¢r ham bam con dwgc str dung vao cac muc dich khac nhw  : xac
thyc héa thdong diép, xac thyc hda ngwdi dung.

Déi v&i cac trng dung khéng can gitk bi mat théng diép ma chi can ddm bao théng
diép khong bi thay déi trén dwong truyén ngudi ta sé st dung ham bam cho muc dich xac
thwe tinh nguyén ven cta théng dié p d6. Chang han ching ta c6 moét phan mém ma
ngudn mé& & dang setup muén phan phdi cho ngwdi dung , rd rang viéc glvi phan mém doé
t&i may tinh ctia ngudi dung 1a khdng can phai ma héa , tuy nhién néu nhw phan mém do
bi thay dbi trén dweng truyén (chang han nhw bj gan thém cac spyware |, virus ...) thi sé&
rat nguy hiém . D& dam bao ching ta s& cung cap gia tri bam ctia phan mém dé  (khi do
phan mém chinh 14 théng diép ). Nguwdi dung sé& download ca ph &n mém va gia tri bam
nhan dwoc, sau dé tién hanh bam lai , dbi sanh gia tri bAm nhan duwoc vai gia tri bam
dwoc cung cap cung véi phdn mém |, néu hai gia tri nay khép nhau thi c6 thé dam bao
phan mém khong bi stra doi trén dwong truyén. Hién nay da sb cac phan mém ma ngudn
mé& déu dwoc phan phdi theo cach nay.

Trong cac hé théng yéu cau cé xac thuc ngwdi dung nhw cac hé quan tri co s& di
liéu, hé diéu hanh , cac r'ng dung web , (rng dung dang desktop application , dé lwu mat
khau ngudi dung nguoi ta cling st dung cac ham bam hodc cac hé ma trong cac vai tro
cta ham bam (khéng s dung khéa ). Khi d6 mai tai khoan clia nguwdi dung thay vi lwu
dwdi dang tén truy c ap (username) va mat khau (password) sé dwoc lwu dwdi dang : tén
ngwdi dung, gia tri bAm cla mat khau . Khi mét ngudi dung dang nhap vao hé théng , hé
thdng sé lay tén truy cap , mat khau ho nhap vao , kiém tra xem c6 tén truy cap nao nhw
vay hay khong . Néu cé sé tién hanh bam gia tri mat khu do ngwdi dung nhap vao , déi
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sanh v&i gia tri bam twong &ng lwu trong co s& dir liéu  (co thé & dang file text , xml, hay
file co s& di¥ liéu ctia mot hé quan tri co s& div liéu nao do). Néu két qua dbi sanh 1a khép
thi ngwdi dung d6 la hop 1é , ngwoc lai néu khong khép cé nghia 1a sai mat khdu . Hién
nay tat ca cac hé quan tri co s& di¥ liéu déu dwoc trang bi cac ham bam dé cho phép
ngwdi dung tao ra cac gia tri bam ctia mat khdu ngudi dung va lwu lai cac gia tri bam nay.
Viéc Iwu cac gia tri bam dam bao chung ta khong bi [0 mat khau do mat khiu dwoc lwvu &
dang nguyén ban trén ma y tinh hoéc khi truyén qua hé théng mang . Hé diéu hanh Unix
st dung nguyén tac lwu mat khau nhw trén véi ham bam 13 hé ma DES dwoc ldp lai 25
lan, mat khau cua nguwoi dung dwgc st dung nhw khda ciia hé ma, ban ré dem ma hoa la
xau 64 bit 0.

Ngay nay v&i sw phat trién manh mé cla thwong mai diéntt¢r  , cac giao dich déu
dwoc thye hién tir xa, trén cac hé théng mang nén viéc &rng dung cla cac hé chir ky dién
tr va di kem voi d6 la cac ham bam nga y cang tr& nén quan trong . Moi thoéng tin trong
céac giao dich thwong mai dién t& déu can dwoc bao vé bang cac chir ky , ham bam. Vi
thé co6 thé néi réng doi khi cac ham bam con quan trong hon ca cac hé ma mat.

3. Bai tap
Bai tap 5.1: Cho hé chir ky dién t&r EIGamma c6é p = 1019, a = 191 |4 mét phan tr
nguyén thuy cta Zp, x = 37.

a) Hay tim khoa cong khai Kp, va khdéa bi mat Ks ctia hé chir ky trén.

b) D& ky Ién ban rd M = 102 nguwi ta chon k = 143, hay thwe hién ky dwa ra chi ky
twong ng.

c) Kiém tra xem cap (K, S) = (251, 507) c6 la chi ky 1én van ban M = 127 hay
khoéng.

Bai tap 5.2: Cho hé chir ky dién t* RSA cé p =31,q=41,e=271.

a) Hay tim khoa cong khai Kp, va khdéa bi mat Ks ciia hé ma trén.
b) Hay tinh chir ky cho thong diép M = 100.

Bai tap 5.3: Cho thuat toan chir ky dién t* DSAcdq =11, p=67,a =9, B =62, khda bi
mat a = 4, dé ky 1&n van ban M = 8, ngudi ta chon k = 2. Hay xac dinh chir ky 1&n van ban
M.

Bai tap 5.4: Cho hé chir ky dié nto* RSAcop =47, q =71, e= 79. Hay xac dinh chlr ky
cua hé ma lén thdng diép M = 688.

S dung mét trong cac ngdn ngi¥ 1ap trinh C, C++, Java hodc C# dé lam céac bai tap sau:
Bai tap 5.5: Cai dat hé chir ky dién t&r RSA.

Bai tap 5.6: Cai dat hé chir ky dién t& EI Gammal.

Bai tap 5.7: Cai dat ham bam MD5.

Bai tap 5.8: Cai dat ham bam SHA.

Goi y: C6 thé st dung céac thw vién sb Ién nhw MIRACL hodc cac thw vién ma nguén mé
nhw Crypto++ (chi tiét tai dia chi website : http://www.cryptopp.com/), Cryptolib ( chi tiét tai
dia chi website http://www.cs.auckland.ac.nz/~pgut001/cryptlib).
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CHUONG VI: QUAN LY KHOA

1. Quan ly kho& trong cac mang truyén tin

Trong cac chwong trwédece, ta da lam quen vai cac phwong phap lap ma va cac bai
toan quan trong khac lién quan dén viéc truyén tin bdo mat trén cac mang truyén tin céng
cdng néi chung. Ta ciling da thay rang cac hé mat ma khoa cong khai cong khai cé nhiéu
wu viét hon cac hé mat ma ddi xirng trong viéc 1am nén tang cho cac giai phap an toan
thong tin, va dac biét ddi véi cac hé ma khoa dbi xirng thi viéc thwe hién ddi hdi nhivng
kénh bi mat dé chuyén khoa hodc trao dbi khoa gira cac dbi tac, thi vé nguyén tic, ddi
véi cac hé ma hoa véi khoa cdng khai khéng can c6 nhirng kénh bi mat nhw vay, vi cac
khoa cong khai cé thé dwoc truyén hay trao ddi cho nhau mét cach cong khai qua céac
kénh truyén tin cong cong. Tuy nhién, trén thyc t&, d& bao ddm cho cac hoat dong théng
tin dwoc that sw an toan, khdng phai bat cir thong tin nao vé cac khoa cong khai ctia mot
hé ma, cla mdt thuat toan kiém tra chiv ky, ctia mét giao thirc xac nhan théng bao hay
xac nhan danh tinh ... cling phat cong khai mét cach tran lan trén mang céng cong, mac
du 1a cdng khai nhwng ngwdi ta cling mudn 1 nhivng ai can biét thi m&i nén biét ma thoi.
Do d6, mac du s dung cac hé c6 khoa cong khai, nguwdi ta cling mudn cé nhirng giao
thtrc thwe hién viéc trao déi khoa gitra cac dbi tac thuc sw 6 nhu ciu giao lwu théng tin
v&i nhau, ké& ca trao ddi khoa cong khai. Viéc trao dbi khoa gitra cac cha thé trong mot
cong déng nao dé co thé dwoc thiét lap mot cach tw do gitra bat civ hai nguwdi nao khi co
nhu cdu trao ddi théng tin, hodc cé thé dwoc thiét lap mot cach twong dbi lau dai trong
thdi gian nao do trong ca cdng dong véi sy diéu phdi cila mot co quan dwoc uy thac TA.
Viéc trao déi khoa trong trwdng hop thir nhéat ta goi don gian 1a thoa thuan khod, con
trong trwdng hop the hai ta goi 1a phan phéi khoa; TA 1a noi thwc hién viéc phan phéi,
ciing 1a noi quan ly khoa. Viéc thod thuan khoa néi chung khéng can cé sy tham gia cla
mot TA nao va chi cé thé xay ra khi cac hé bdo mat ma ta s& dung la hé c6 khoa cong
khai, con viéc phan phdi khoa thi cé thé xay ra déi véi cac truéng hop s dung cac hé
khoa dbi xirng cling nhu cac hé cé khoa coéng khai. Viéc phan phdi khoa véi vai trd quan
tri khoa clia mot TA 1a mét viéc binh thwong, da tdn tai rat 1au trudc khi co cac hé mat ma
khod cong khai. Ta s& bat ddu véi mot vai hé phan phdi khoa nhuw vay, sau do sé gidi
thiéu mot sé hé phan phdi hodc trao dbi khoa khi dung cac so d6 an toan va bado mat véi
khoa céng khai.

2. M6t s6 hé phan phéi khoa
2.1. So d6 phan phéi khoa Blom

Gia st ta c6 mot mang gdm c6 n ngudi dung va mdi ngudi dung dé déu cé nhu cau
trao dbi théng tin bi mat véi moi ngudi trong mang. Gid st so dd mat ma dwoc sir dung
la moét so d6 mat ma khoa déi xing (chdng han nhw DES). Toan bd mang can cé
M khoa khac nhau cho chirng 8y cdp ngwdi dung khac nhau trong mang. Mét co
quan uy thac TA quén ly chirng 8y khoa va phai chuyén cho mdi ngwoi dung (n-1) khoa
chung v&i (n-1) ngwdi con lai trong mang; nhw vay TA phai truyén bang nhitng kénh bi
mat tat ca 1a n(n-1) lwot khoa dén tat ca n ngwdi dung.

120



Chwong VI: Quan ly khéa

Nam 1985, Blom dé& nghi mét so dd phan phdi khoa , ma sau day ta goi la so dd
Blom, trong trwdng hop don gian nhat dwoc mé ta nhu sau:

e TA chon mét sb nguyén t& p = n, va chon cho méi ngwdi dung A mot sb
r, €Z,.S6p vacac sb ra dwgc cong bb cong khai.

e Sau dé6, TA chon ba sb ngdu nhién a, b, c Z, valap da thuce:
f(x,y)=a+b(x+y)+cxy modp

e V&i mbi ngudi dung A, TA tinh g,(x)= f(x,r,)=a,+b,xmod p, trong do
a, =a-+br, mod p, b, =b-+cr, mod p. TA chuyén bi méat cap sb (aa, ba) cho
A. Nhw vay, A biét g,(X)=a, +b,X.
So v&i viéc TA phai truyén bi mat n(n-1) lwot khoa trén thi véi so dé Blom, TA chi
phai truyén n lwot cac cap sb (aa, ba) ma thoi.

Sau khi da thyc hién xong cac céng viéc chuan bi do, bay gi® néu hai ngudi diung A
va B mudn tao khoa chung dé truyén tin bdng mat ma cho nhau thi khoa chung K g d6 sé
1a:

KA,B = gA(rB) = gB(rA) = f(rA’rB)1

ma méi ngudi A va B tinh dwoc bang nhirng théng tin minh d co.

Nhw vay, theo so' d6 phan phdi nay, TA phan phdi cho moi ngwdi dung mét phan bi
mat ctia khod, hai ngudi dung béat ky phdi hop phan bi mat cla riéng minh véi phan cong
khai clia nguoi kia dé cung tao nén khoa bi mat chung cho hai nguwdi. So d nay la an
toan theo nghia sau day: bat ky mét ngudi thirc ba C nao (ké ca C 1a mot ngudi tham gia
trong mang) co thé dwoc phat hién dwoc khoa bi mat riéng cda hai ngudi A va B. Thyc
vay, du C cé la nguoi tham gia trong mang di niva, thi cai ma C biét nhiéu 1am l1a hai sb
ac, bc do TA cép cho. Ta chirng minh rang véi nhirng gi ma C biét thi bat ky gia tri (€ Z |
n&o ciing c6 thé dwoc chap nhan 1a Kag. Nhirng gi ma C biét , ké ca chap nhéan (=K, ;,

dworc thé hién thanh:

a + b(ry+ry) + cryrp = /4
a + br, = ac
b + ¢, = b

Néu xem a, b, c 1a an sb, ta c6 dinh thirc cac hé sb & vé phai la:

1 ry+rg Iy

1 Ie 0= (rc _rA)(rC _rB)1
0 1 re

Theo gia thiét chon cac sb r, dinh thirc do khac 0, do d6 hé phwong trinh ludn cé
nghiém (a, b, c), tirc viéc chap nhan ¢ la gia tri clia K g la hoan toan cé thé. Bat ky gia tri
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(€ Z, nao cling c6 thé duwoc C chap nhan 1a Kag, diéu d6 dong nghia voi viéc C khong
biét Ka g 1a s6 nao.

Tuy nhién, néu cé hai ngwdi tham gia C va D (khac A, B) lién minh v&i nhau dé phat
hién Ka g thi lai rat dé dang, vi ca C va D biét:

a + br. = a.
b + cr. = b.
a + brg = ap
b + cry = by,

bdn phuwong trinh 6 dt dé xac dinh (a, b, ¢) tr d6 tim dugc Ka .

Ta c6 thé mé rong so dd Blom ndi trén d& dwoc mot so dd Blom téng quat, trong do
moi khoa chung Kag clia hai nguwdi dung A va B 14 bi mat hoan toan dbi voi bat ky lién
minh ndo gém k nguwdi ngoai A va B, nhung khéng con 1a bi mat déi véi moi lién minh
gdm k+1 ngwdi tham gia trong mang. Mudn vay, ta chi can thay da thirc f(x, y) noi trén
bang mét da thire dbi xirng bac 2k sau day:

k

f(x,y):z_ a;x'y’ mod p,

K

i=0 j=0
trong d6 a; € Z,,0< i, j< k,aij =a; voimoii, j.

2.2. Hé phan phéi khoa Kerberos
Kerberos 1a tén ctia moét hé dich vu phan phéi (hay cip phat) khoa phién (sesion

key) cho tirng phién truyén tin bdo mat theo yéu cau clia ngudi dung trong mét mang
truyén tin. H& mat ma dwoc st dung thuwong la hé co khoa ddi xirng chang han nhw DES.

Dé thuc hién hé nay, truéc hét co quan dwoc uy thac (hay trung tam diéu phéi) TA
can chia s& mot khoa DES bi mat K, véi méi thanh vién A trong mang. Sau do, moi lan A
c6 nhu ciu truyén tin bdo mat véi mét thanh vién khac B thi yéu ciu TA cip mét khoa
phién cho ca A va B. Viéc cap phat dé sé dwoc thwe hién bang mot giao thirc phan phéi
khoa nhv sau:

1) TA chon ngdu nhién mdt khoa phién K, xac dinh mét tem thoi gian T va thoi
gian sbng L (nhw thé c6 nghia la khoa phién K c6 gia tri sir dung trong khoang thi gian
tr T dén T+L).

2) TAtinh m =e, (K,ID(B),T,L), m, =e, (K,ID(A),T,L) va gii (my, m,) @én

3) A dung ham gidi ma d, cho m, dé thu dwoc K, T, L, ID(B). Sau dé tinh
m, =e, (ID(A),T), va gri (mz, m) cho B.

4) B dung cac ham giai ma dKB cho m, va dx cho m; dé thu dwoc K, T, L, ID(A)

va ID(A), T. Néu thay hai gia tri ctia ID(A) va cta T trung nhau thi B tinh tiép m, = ex(T +
1) va gtri m, cho A.
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5) A dung ham gidi ma dx cho m, va thir xem két qua thu dwoc cé ding 1a T+1
hay khong.

Trong giao thirc naéi trén, cac ky hiéu ID(A) va ID(B) la chi danh tinh ctia A va cua B,
cac thong tin dé la cong khai.

Hoan thanh giao thirc gdm 5 budc ndi trén, TA (cung véi A va B) da thwe hién xong
viéc cip phat mét khoa phién K cho hai ngudi dung A va B dé truyén tin mat ma cho
nhau. T4t ca cac viéc trao dbi cac thong tin trong giao thirc d6 déu dwoc thwc hién trén
cac kénh coéng cong, du khoa K van 1a bi mat (chi A, B va TA la dwoc biét ma thoi). Ngoai
viéc cap phat khoa, giao thirc do con thye hién dwoce viéc xac nhén khoa: B va A déu tin
chéc dwoc rang dbi tac ctia minh da thuc sw cé khoa K do két qua cua viéc thwc hién cac
phép thlr & budc 4 va 5. Thém niva, cd A va B con biét dwoc thoi han c6 hiéu lwc cla
khoa.

Phan phdi khoa bi mat theo giao thirc Kerberos cé d6 tin cay cao, tuy nhién trong
thuwc té, viéc st dung né ciing doi hdi tdn nhiéu thdi gian nén ngay nay ciing chi dwoc
dung trong nhirng trwéng hop han ché.

2.3. Hé phan phéi khéa Diffe-Hellman

Hé phan phdi khoa Diffe-Hellman khong doi hdi TA phai biét va chuyén bét ky thong
tin mat nao vé khoa cla cac nguwdi tham gia trong mang dé ho thiét 1ap dwoc khoa chung
bi mat cho viéc truyén tin v&i nhau.

Trong mét hé phan phdi khoa Diffe-Hellman, TA chi viéc chon mét sd nguyén td Ion
p va mot phan t& nguyén thuy a theo mod p sao cho bai toan tinh log, trong Z | 1a rét
khé. Cac sb p va a dwoc cong bd cong khai cho moi ngudi tham gia trong mang. Ngoai
ra, TA c6 mot so do chiv ky véi thuat toan ky bi mat sigra va thuat toan kiém tra cong khai
Verra.

Mbt thanh vién bat ky A v&i danh tinh ID(A) tuy y chon mot sd a, (0 < ap < p-2) va
tinh b, =a® mod p. A gi®* bi mat a, va dang ky céc théng tin (ID(A), ba) véi TA. TA cép
cho A chirng chi:

C(A) = (ID(A), ba, sigra(ID(A), ba)).

Cac chirng chi clia cac thanh vién trong mang cé thé dwoc lwu gilr trong mot co s&
di liéu céng khai hoac uy thac cho TA Iwu gitr va cung cap cdng khai cho cac thanh vién
mdi khi can dén.

Khi hai thanh vién A va B trong mang can cé mot khoa bi mat chung dé truyén tin
bdo mat cho nhau thi A ding théng tin cong khai bg c6 trong C(B) két hop véi sd bi mat
clia minh 13 a, dé tao nén khoa.

K g =bg* modp = a** mod p.

Khoa chung dé B ciing tao ra dwoc tir cac thdng tin cdng khai b, ciia A va sb bi mat
ag clla minh:

K,s =bg® modp =™ mod p.

123



Chwong VI: Quan ly khéa

Dé bdo dam dwoc cac théng tin vé bg va by 1a chinh xac, A va B ¢c6 thé dung thuat
toan verr, dé kiém tra chi® ky xac nhan cta TA trong cac chirng chi C(B) va C(A) twong
ng.

Co s& ly thuyét ddm bao cho sy an toan clia cac phwong phap trao dbi khéa dwa
trén hé phan phéi khoa Diffie -Hellman |a bai toan Logarithm r&irac , cé thé tham khao
thém trong phan 3.3 chwong IV dé biét thém.

3. Trao d6i khoa va thoa thuan khoa
3.1. Giao thirc trao ddi khoa Diffie-Hellman

Hé phan phéi khoa Diffie-Hellman néi trong muc trwdc cé thé dé dang bién déi
thanh mét giao thirc trao ddi (hay thoa thuan) khoa truc tiép gitra cac ngwdi si dung ma
khéng can co sy can thiép ctia mot TA lam nhiém vu diéu hanh hodc phan phdi khoa. Mot
nhom bat ky nguoi str dung cé thé thoa thuan ciing dung chung mét sd nguyén té 1on p
va mot phan tir nguyén thuy a theo mod p, hai nguoi bat ky trong nhém A va B méi khi
mudn truyén tin bdo mat cho nhau cé thé cung thwc hién giao thirc sau day dé trao ddi
kho&:

1) A chon ngéu nhién sb a, (0 < aa < p-2) bi mat, tinh b, = a® mod p va gl ba
choB.

2) Tuwong tw, B chon ngu nhién sb ag (0 < ag < p-2) bi mat, tinh b, = a® mod p
va glri bg cho A.

3) Ava B cung tinh dwoc khoa chung:

K g =bg* modp =b;® modp (= a** mod p).

Giao thirc trao dbi khoa Diffie-Hellman co cac tinh chét sau:

e  Giao thirc la an toan dbi v&i viéc tAn cong thu dong, nghia 1a mét ngudi thér ba
du bibt b, va bg s& kho ma biét dwoc Ky .

Chung ta biét rdng bai toan “biét b, va bg tim K g” chinh la bai toan Diffie-Hellman,
bai toan nay twong dwong véi bai toan pha ma ElGammal. Bay gid ta sé chirng minh diéu
nay.

Phép mat ma ElGammal v&i khoa K = ( p,a,a, ), trong d6 =« mod p cho ta tw
mot ban rd x va moét s6 ngdu nhién ke Z , 18p dwoc mat ma ex(x, k) = (y1, Y2) VOi
y, = mod p, y, = xB“ mod p. Va phép gidi ma dwoc cho bdi y, = a* mod p.

Gia st ta c6 thuat toan A giai bai toan Diffie-Hellman. Ta sé& dung A dé pha ma
ElGammal nhu sau:

Cho mat ma (yy, y,). Trwédce tién, dung A cho y, =a*mod p va f=a*mod p, ta

dwoc A(y,,B) =a* = £“mod p . Sau dé, ta thu dwoc ban ré x tr B va y, nhuw sau:

X=Y,(8*)" mod p.
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Nguwoc lai, gid s c6 mot thuat toan khac la B dung dé pha ma ElGammal, tirc
B(p,a, B, Y., Y,) =X=Y,(y2) " mod p. Ap dung B cho B =b,, y, = bg, y, =1, ta dwoc
B(p,a,b,,by, )™ =(@.(bi*) ™)™ = a™* mod p, tire gidi dwoc bai toan Diffie-Hellman.

e  Giao thirc 1a khoéng an toan déi véi viéc tan cong chd déng bang cach danh
trao gitra duwdrng.

Nghia 1a mét ngwdi thir ba C cé thé danh trao cac théng tin trao di gitra A va B.
Chang han, C thay a* ma A dinh gvi cho B b&i ** va thay a* ma B dinh gvi cho A
bdi a*® . Nhw vay, sau khi thuc hién giao thirc trao d6i khoa, A da lap mét khoa chung
a®*® véi C ma van twdng la véi B; ddng thdi B cling lap mot khoa chung o véi C
ma van twédng la v&i A. C cé thé gid ma moi théng bao ma A twéng nhadm la minh gvi dén
B cling nhw moi théng bdo ma B twdng nham 1a minh gt dén A.

Mbét cach khac phuc kiéu tdn cong nay la lam sao dé A va B co kiém thir d& xac
nhan tinh dung dén cta cac khoa cong khai ba va bs. Ngwoi ta dwa vao giao thirc trao ddi
khod Diffie-Hellman thém vai trd diéu phdi cia mot TA dé dwoc mot hé phan phdi khoa
Diffie-Hellman nhw mot cach khéc phuc nhwoc diém nay. Trong hé phan phéi khoa Diffie-
Hellman, sy can thiép cta TA la rat yéu, thuc ra TA chi lam méi viéc la cap chirng chi xac
nhan khoa céng khai cho tirng ngwéi dung chir khéng doi hdi biét thém bat clir mot bi mat
nao cla ngwdi dung. Tuy nhién, néu chwa thod man véi vai trd han ché do6 cia TA thi co
thé cho TA mét vai trd xac nhan yéu hon, khong lién quan gi dén khod, chang han nhw
xac nhan thuat toan kiém thir chir ky cla ngwdi dung, con ban than cac thong tin vé khoa
(ca bi mat 1an cdng khai) thi do cac nguoi dung trao ddi trwe tiép véi nhau. Véi cach khac
phuc ¢6 vai trd hét sirc han ché d6 cta TA, ta dwoc giao thirc sau day:
3.2. Giao thirc trao déi khoa Diffie-Hellman ¢6 chirng chi xac nhan

Mb&i ngwdi dung A cé mét danh tinh ID(A) va mét so dd chi ky véi thuat toan ky siga
va thuat toan kiém thir vera. TA cling c6 mét vai trd xac nhan, nhwng khéng phai xac nhan
bt ky théng tin ndo lién quan dén viéc tao khoa mat ma cia nguwdi dung (du la khoa bi
mat hay khoa cong khai), ma chi la xac nhan mét thdng tin it quan hé khac nhw thuat toan
kiém thir chi ky ctia ngudi dung. Con ban than cac théng tin lién quan dén viéc tao khoa
mat ma thi cac ngudi dung sé trao ddi truc tiép véi nhau. TA ciing c6 mot so dd chiv ky
ctia minh, gdm mot thuat toan ky sigra va mot thuat toan kiém thtr cong khai verra. Chirng
chi ma TA cép cho méi ngudi A sé la:

C(A) = (ID(A), vera, sigra(ID(A), vera)).

R rang trong chirng chi d6 TA khéng xac nhan bat ky diéu gi lién quan dén viéc tao
khoa cutia A ca. Viéc trao doi khoa gitra hai ngwdi dung A va B duwoc thuc hién theo giao
thirc sau day:

1) A chon ngau nhién sé ax (0 < ax < p-2), tinh b, = ™ mod p va gl b, cho B.

2) B chon ngéu nhién s ag (0 < ag < p-2), tinh by =a® mod p tinh tiép

K =b* mod p, y; =Ssigs(bg,b,), va gt (C(A), bg, yg) cho A.
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3) Atinh K =Db* mod p, dung verg dé kiém thr yg, dung verra dé kiém thir C(B),
sau do tinh y, = siga(ba, bg) va gtri (C(A), ya) cho B.

4) B dung vera dé kiém thtr y, va ding verra dé kiém thte C(A).

Néu tat ca cac budc do dwoc thue hién va cac phép kiém thir déu cho két qua ding
dan thi giao thirc dworc két thic, va ca A va B déu c6 dwoc khoa chung K. Do viéc dung
cac thuat toan kiém thtr nén A biét chac gia tri bg 1 ciia B va B biét chic gia tri b, ctia A,
loai trir kha nang mét ngwoi C nao khac danh trao cac gia tri do gilra dwdng.

3.3. Giao thtrc trao déi khoa Matsumoto-Takashima-Imai

Giao thirc trinh bay trong muc trén dung ba lan chuyén tin qua lai dé thiét lap mot
khoa chung. Céc tac gia Nhat Matsumoto, Takashima va Imai d& nghi mét cai tién dé chi
ding mét giao thtrc gdm hai 1an chuyén tin (mot tr A dén B va mét tir B dén A) dé thoa
thuan khoa nhw sau:

Ta giad sk rang trwéc khi thuwc hién giao thire, TA da ky cap chirng chi cho mbi
nguwdi dung A theo cach trong giao thirc trao d6i DH:

C(A) = (ID(A), ba, sigra(ID(A), ba)).

va thuat toan kiém thir chi¥ ky verra 1a cong khai. Trong giao thirc nay, cac b khéng
truc tiép tao nén cac khoa mat ma cho truyén tin, ma véi méi phién truyén tin bao mat,
khoa phién (sesion key) sé dwgc tao ra cho tirng phién theo giao thirc.

Giao thirc trao dbi khoa phién MTI gém ba buwdc (trong d6 cé hai lan chuyén tin)
nhw sau:

1) A chon ngéu nhién sé ra (0 < 1, < p-2), tinh s, =a™ mod p, va gl (C(A), sa)
cho B.

2) B chon ngau nhién sb rg (0 < rg < p-2), tinh s, =™ mod p, va gii (C(B), sg)
cho A.

3) Atinh K =s by mod p, vdi gia tri bg thu dworc tlr C(B)
B tinh K =s® b® mod p, véi gia tri bs thu dwoc tir C(A).
Hai cach tinh do6 cho cling mét gia tri K = a"*™** mod p.

Giao thirc nay ciing c6 kha nang gitr bi mat khoa K nhw dbi véi giao thirc Diffie-
Hellman trwdc sy tAn cong thu dong. Tuy nhién, vi khdng c6 chirng chi dbi véi cac gia tri
Sa, Ss Nén van c6 nguy co cla sy tAn cdng tich cwe bang viéc danh trao gitra dwéng boi
mot ngwdi C nao d6 theo kidu sau day:

C(A), a™ C(A), o

v
v

A< C(B), a"® C< C(B), a" B

L& ra A gti dén B cap (C(A), sa) thi C danh trao bang cach (C(A), s,) va gt dén B
gia tri (C(A), s'a) v&i ', =a ™ mod p. Va nguoc lai, dang I& B glvi dén A gia tri (C(B), sg)
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thi C danh trao bang cach nhan (C(B), sg) va gli dén A gia tri (C(B), s'g) vOi
s'; =a"® mod p. Khidé A tinh dwoc khoa:

K1 — arAaB+r'BaA md p,
va B tinh dwoc khoa:
K2 =ar‘AaB+rBaA rmd p'

Hai gia tri K; va K, nay khac nhau nén khéng gitp A va B truyén tin dwoc cho nhau,
nhwng C khéng c6 kha nang tinh dwoc gia tri nao trong hai gia tri d6 (vi khong biét a va
ag) nén khac véi giao thire Diffie-Hellman, & day C chi cé thé pha réi, chir khong thé danh
cap théng tin dugc.

3.4. Giao thirc Girault trao déi khoa khéng chirng chi

Giao thirc Girault dwgc dé xuat nam 1991. Trong giao thirc nay, ngudi st dung A
khéng can dung chirng chi C(A) ma thay bang mét khoa céng khai tw chirng thwe duoc
cap truwdc béi mot TA. Phwong phap nay st dung két hop cac dac tinh cta bai toan RSA
va logarit r&i rac.

Gia st n |4 tich cha hai s6 nguyén t6 I&n p va q, n = p*q, p va q c6 dang p = 2p;+1,
q = 2q,+1, trong d6 p; va g, ciing la cac sb nguyén t6. Nném nhan Z. dang céu véi tich
Z XZ, . Cép cao nhét clia mét phan i trong Z Ia bdi chung bé nhét clia p-1 va g-1, tirc
la bang 2p.q;. Gid s a & moét phan t& cAp 2p;q; cta Z, . Nhém tudn hoan sinh béi a

dwoc ky hiéu 1a G, bai toan tinh logarit roi rac theo co sb6 a trong G dwoc gia thiét 13 rat
kho.

Céac sb n va a la cong khai. Chi TA biét p, q. TA chon sé mi cdng khai e v&i
UCLN(e, ¢(n)) =1, va gitr bi mat d = e~ mod ¢(n).

Mé&i ngudi ding A ¢ mdt danh tinh ID(A), chon ngau nhién mét sé a, € G, gil bi
mat a, va tinh b, =a® modn, rbéi gk a, ba cho TA. TA th® lai diéu kién
b, = a* mod n, réi cAp cho A mét khoa cong khai tw chirng thuc pa = (ba-ID(A))® mod n.
Trong khoa cong khai ps khéng cé théng tin vé a, nhwng TA can biét a, dé thdr didu kién
b, =a™ modn.

Giao thirc Girault trao dbi khoa gitra hai ngwdi dung A va B dugc thue hién béi cac
buwdc sau day:

1) Achon ngéu nhién r, € G, tinh s, =™ mod n va gl cho B cac gia tri (ID(A),
Pa, Sa)-

2) B chon ngau nhién ry € G, tinh s; =« '™ mod n va gl cho B cac gia tri (ID(B),
Pg, S)-

3) Atinh khoa K =si* (ps + ID(V))™ mod n,

B tinh khoa K = s (p% + ID(A))" mod n.
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Ca hai gia tri d6 cGa K déu bang nhau va bang K = "% *"* modn..

Bang cac lap luan twong tw nhw & muc truéc, ta dé thdy rdng mot ngudi thir ba C
khé ma tao ra cac thong tin gid mao dé gtvi dén A hodc B, néu tn cong bang cach danh
trao gitka dworng thi co thé pha réi dé ngan can A va B tao 1ap khoa chung nhung khéng
thé danh cép thong tin trao dbi gitra A va B.

Con lai van dé: tai sao TA can biét a, va thir diéu kién b, = a* mod n truwéc khi
cAp pa cho Al Ta gid st rang TA khong biét a, va cap pa = (ba-ID(A))* mod n cho A , va
thir xem ¢6 thé xay ra chuyén gi?

M6t ngwoi thir ba C c6 thé chon mét gid tri a’a va tinh b', = a® mod n, rdi tinh b’c =
b’a - ID(A) — ID(C) va dwa (ID(C), b’c) cho TA. TA sé& cip cho C mét “khoa céng khai tw
chuwng thyee™

p’c = (b’c — ID(C))* mod n.

Vib'c —ID(C) = b’s — ID(A) nén thyc t& C da dwoc cap:

P'c=pa=(b'a—ID(A)" mod n.

Bay gi® gia st A va B thyc hién giao thirc trao dbi khoa va C xen vao & gitra. Nhw
vay, A gtri cho B (ID(A), p,,a™ mod n), nhuwng do C danh trao nén B sé nhan dwoc
(ID(A), p',,a"* mod n). Do d6, B va C tinh dwoc cing mét khoa:

K'= g% mod n =s3*(pg + ID(B))" ™ mod n,

con A tinh dwoc khoa K = ™% *#% modn.
(ID)A, pa, ™ - (ID)A, p'a, o™
A (ID)B, pg, a"® C  (ID)B,pg, " B

B va C c6 cung mét khoa khac véi khoa ciia A nhwng B van nghi rang minh cé
chung khoa v&i A. Vi thé, C c6 thé gidi ma moi thong bdo ma B g cho A, tirc danh cép
théng tin tr B dén A. Viéc TA biét a, va thir diéu kién b, = a® mod n trwdc khi cp pa
cho A |a dé loai triv khd nang danh trao nhw vay clia mét ké tan céng C.

4.Bai tap
Bai tap 6.1: Gia st A va B st dung ky thuat phan phéi khoa Diffie -Hellman dé truyén tin
cho nhau v&i sb nguyén té dwgc chon |a p = 71 va phan t& nguyén thly o = 7.

a) Néu khéa bi mat ctia A 1a X, = 5 thi khéa cdng khai cla A 14 gi?

b) Néu khoa bi mat cia B 1a Xg = 12 thi khoa cong khai clia B 1 gi?

c) Cho biét khoa bi mat dung dé truyén tin?

Bai tap 6.2: A va B s dung k¥ thuat phan phéi khéa  Diffie-Hellman dé truyén tin cho
nhau v&i p = 11 va phan tl nguyén thiy o = 2.

a) Hay chirng minh rédng a = 2 ddng la phan t& nguyén thay cta Z y;.
b) Néu khoéa cong khai ctia A 13 Y, = 9 thi khéa bi mat ctia A 14 bao nhiéu?
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c) Gia sl B c6 khda cong khai la Y g = 3, hay tim khéa bi mat dung dé truyén tin
gilra A va B.

129



Chwong VII: Giao thirc mat ma

CHUONG VII: GIAO THU’C MAT MA

1. Giao thirc
Pinh nghia:

Mét giao thirc (protocol) chi don gidn la mét chudi cac bude thuc hién trong dé cé it
nhét 2 bén tham duw, duoc thiét ké dé thuc hién mét nhiém vu nao dé.[2]

Pinh nghia nay don gidn nhwng chat ché: “mdt chudi cac bwdc” nghia la mét day
cac buwdc co tht tw, cd dau co cudi, budc trwdc phai dwoc két thic trwdc khi thue hién
bwdc sau. “Cé it nhat hai bén tham gia” nghia 1a c6 thé c6 nhiéu ngudi cung tham gia
thwe hién chudi buwédc nay, do d6 néu mot ngudi thwe hién moét chudi cac buwéc thi khéng
thé goi 1a mot giao thirc dwoc. Va cudi cing mét giao thirc phai dwoc thiét ké nhdm dat
dwoc téi mot két qua nao do.

Mot giao thirc cé nhirng dac tinh nhw sau:

—  Céc bén tham gia phai hiéu cach thirc va cac bwdc thue hién mot giao thire khi
tham gia thyc hién.

-~ Céc bén phai ddng y tuyét déi tuan tht cac buéc.

- Giao thtrc phai rd rang, tat ca cac buwdc phai dwoc viét twéng minh, khéng co
chd nao gay nén kha nang hiéu nham.

-  Giao thirc phai day du, tat ca cac tinh hudng bién déi déu phai dwoc dwa ra.

Giao thirc mat ma Ia mét giao thirc cé van dung cac kién thirc cta ly thuyét mat ma
dé dat dwoc cac muc tiéu vé mat an toan va bao mat cho hé théng. Cac thanh phan tham
gia c6 thé 1a ban bé tin twéng 1an nhau, nhung ciing ¢c6 thé 1a nhirng ké dich cta nhau.
Mét giao thirc mat ma cé lién quan dén cac thuat toan ctia mat ma nhung théng thudng
muc dich cGa né di xa hon 13 tinh bdo mat thuan tuy. Cac bén c6 thé tham dw vao viéc
chia sé cac phan cia mot bi mat duwgc dung dé chiét xuat ra mét théng tin nao do, cé thé
cung két hop phat ra mét chubi s6 ngau nhién, cé thé chirng minh danh tinh cia minh
cho bén kia hay déng thdi ky vao mét van ban hop déng. Toan bd van dé cua ly thuyét
mat ma & day la 1am sao do ra va chéng lai cac kha ndng nghe trém hay Iira dbi.

Nguyén téc dé thiét ké giao thirc: phai lam sao dé khong ai, khdong bén nao co thé
thu dwoc nhiéu hon, biét dwoc nhiéu hon nhirng gi ma thiét ké ban dau gia dinh.

2. Muc dich cua cac giao thirc

Ngay nay, v&i sy phat trién vi bdo cia hé théng may tinh toan cau di dén tirng hod
gia dinh, viéc dwa cac nghi thirc tha tuc lam an binh thwdng clia ngwoi ta thwe hién qua
mang ciing la khéng bao xa. Nhw vay can phai thiét ké nhirng tha tuc lam viéc twong (rng
cho may tinh dé co6 thé thay thé cho céac tha tuc trong doi thuwéng. Diém khac biét dac
trung & day 1a bay gié ngwdi lam viéc voi nhau théng qua cac may tinh ma khéng can
th4y mat nhau nira. Hon niva may tinh khéng phai la ngwdi, nd khong thé dé dang thich
nghi v&i thay dbi nhw ching ta day. Vi vay can tinh dén moi tinh huéng, moi kha nang cé
thé clia giao thirc.

130



Chwong VII: Giao thirc mat ma

R4t nhiéu cac tha tuc 1am an hang ngay cla chung ta dwoc tin twédng dwa trén sy
cé mét cung nhau cla cac bén dbi tac, chinh vi thé nén viéc xay dwng nhirng giao thirc
trén may tinh 1a khéng con don gidn nhw cac tha tuc ddi thwdng ma né thay thé. Ban cty
tw hdi xem nguoi ta co thé trao mot chéng tién mat cho mot nguwdi la dé nhér mua hang co
duwoc khdng? Hay thir héi xem ban c6 dam givi thw cho chinh pht véi phiéu bau cia ban
ma khéng c6 céac thd tuc dam bao vé viéc gidu tén. That l1a ngay tho néu tin rdng moi
ngwdi [am viéc trén mang may tinh déu trung thwe. Va ciing that 1a ca tin néu cho rang
cac nha quan tri mang, hay tham chi ngay ca cac nha thiét ké ra cac mang nay la trung
thwe dén cung. DU hdu hét 1a nhw thé nhung chi can mét thiéu sd nhitng nguwdi khong
trung thue cling dd ngay ra thiét hai néu ching ta khéng c6 cac bién phap dam béo.

V6&i phwong phap hinh thirc hoa, ching ta cé thé thir thiét ké cac giao thire rdi tim
hiéu, kiém tra kha nang ctia né cé virng hay khong tredc moi kiéu xam pham cla cac ké
khéng trung thuc; tir d6 ma cai tién, phat trién 1én dé& chéng lai cac kiéu tAn cong dé. Bang
cach dé6 ma ngudi ta da xay dwng cac giao thirc cho cac may tinh giai quyét dwoc cac
nhiém vu, cac bai toan doi sbng hang ngay.

Hon nira giao thirc may tinh Ia mét hinh thiec trivu twong hoa va khéng quan tam
dén viéc cai dat cu thé. Mot giao thirc 1a gibng nhau du né dwoc cai dat trén bat clr hé
diéu hanh nao. Vi thé mét khi ching da cé thé khang dinh dwoc do tin cay cla giao thirc
ta c6 thé ap dung né & bat clr dau, du la cho may tinh, cho dién thoai hay cho mét 16 vi
séng théng minh ...

3. Cac bén tham gia vao giao thirc (the players in protocol)

Dé c6 thé tiép can thdng nhat voi tit ca cac giao thirc thi mot diéu can thiét 1a co
mot qui dinh thdng nhét cach goi tén tt ca cac bén tham gia va dinh liu cé thé c6 trong
giao thure: [6]

Alice |pén thir nhét trong céac giao thirc.

Bob |bén thi hai trong cac giao thirc.

Carol |pén tham gia thi ba trong cac giao thirc.

Dave |bén tham gia th tw trong cac giao thirc.

Eve |ké nghe trdom (eavesdropper).

ké tdn cong chi dong cé nhiéu quyén lwc trén mang va rat nguy hiém

Mallory (malicious active attacker).

Trent [trong tai (trusted arbitrator).

ngwoi canh gac (warden), co thé drng canh gac Alice va Bob trong  mot

Walter | ¥ . .
SO giao thire .

Peggy |ngwdi chirng minh (prover).

ngwdi thAm tra (verifier), Peggy can phai chirng minh vé&i Victor vé mot
quyén s& hiru nao dé chang han nhw danh tinh ctia anh ta khai 1a ding
hay anh ta dung la k& c6 thAdm quyén dé dwoc truy nhap vao mét noi
quan trong ...

Victor
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4. Cac dang giao thurc
4.1. Giao thirc c6 trong tai
Nguoi trong tai la ngwoi thod man cac diéu kién sau:
-~ Khéng c6 quyén loi riéng trong giao thirc va khong thién vi cho mét bén nao.

- Céc bén tham gia c6 quyén loi trong giao thirc déu tin twédng vao trong tai rang
bt ky cai gi ma anh ta néi va lam déu 1a dang va chinh xac, déng thoi tin twdng anh ta sé
hoan thanh trach nhiém ciia minh trong giao thirc.

Nhw vay trong tai c6 thé dirng ra dé gitip hoan thanh cac giao thirc gitra nhirng bén
tham gia khong tin twéng Ian nhau.

Vi dy 1:

Alice mudn ban mét chiéc xe cho mét ngudi la [a Bob. Bob mubn trd bang séc, tuy
nhién Alice lai khéng c6 cach nao dé biét dwoc séc do cod gia tri that sy hay khong. Do
vay, co ta chi mudn duwoc chuyén séc trwéc khi giao xe cho Bob va day chinh 1a mau
thuan bé tac vi Bob ciing chang tin gi Alice nén anh ta sé& khéng dwa séc trwdc khi nhan
dworc chiéc xe.

Céch gidi quyét sé théng qua Trent (ngwdi ma ca Bob va Alice déu tin twédng) va
mot giao thirc sé dién ra nhw sau dé ddm bao tinh trung thuc:

—  Alice chuyén vat can ban cho Trent
—  Bob dwa t& séc cho Alice.
-~ Alice chuyén séc vao tai khoan clia cd ta & ngan hang.

- Doi mét khoang thoi gian nhat dinh dén khi séc da chuyén xong, Trent sé giao
hang cho Bob. Néu t& séc khong hop 1é thi Alice s& bao cho Trent biét véi bang chirng cu
thé va Trent sé giao tra lai hang cho ¢b ta.

Trong giao thirc nay:

-~ Alice tin twdng rang Trent s& khong trao hang cho Bob trir khi séc dwoc
chuyén xong va sé& chuyén lai hang cho c6 ta néu séc khéng co gia tri.

—  Bob tin twdng Trent s& gilr hang trong thoi gian séc duwgc chuyén va sé giao
né cho anh ta mét khi dwoc chuyén xong.

-~ Trent khéng quan tam dén viéc to séc cé gia tri that sw va cé chuyén dwoc hay
khéng, anh ta 1am phan viéc clia minh trong ca hai trwdng hop cé thé xay ra dung nhw
giao thirc qui dinh, don gidn vi anh ta sé& dwoc tra tién cong trong ca hai trwdng hop.

Vi du 2:

Nha bang ciing c6 thé dirng ra lam trong tai cho ALice va Bob. Bob sir dung mét cai
séc c6 chirng nhan cla nha bang dé mua ban vai Alice:

-~ Bob viét mét séc va chuyén cho nha bang.

-~ Sau khi cdm mét s tién tir tai khoan ciia Bob bang gié tri clia t& séc, nha bang
ky chirng nhan Ién séc va chuyén tra lai cho Bob.

132



Chwong VII: Giao thirc mat ma

—  Alice giao xe cho Bob cung Iuc Bob dwa Alice t& séc cé chirng nhan clia nha
bang.

-~ Alice chuyén séc vao nha bang.

Giao thirc nay thye hién dwogce béi vi Alice tin twdng vao chirng nhan cda nha bang,
tin rang nha bang cam git s6 tién ctia Bob cho ¢cd ta ma khéng st dung né vao dau tw &
bét ctr dau.

Tuw twdng nay dwoc dem ap dung vao thé gi¢i may tinh, tuy nhién & day xuét hién
mot sb van dé nhét dinh dbi vai hé théng may tinh:

—  Co6 thé dé dang tim thay va dat long tin vao mét bén thir ba trung gian (trong
tai) néu ta biét va cé thé nhin tan méat ho. Tuy nhién néu hai bén tham gia giao thirc da
nghi ng® nhau thi viéc cung d&t l1ong tin vao mét bén thir ba nao d6 nam dau doé khuét
dién trén mang may tinh ciing tr& nén co thé dang ngo.

-~ Mang may tinh phai tén thém chi phi d& quan ly va bao tri may tinh trong tai.

—  Ludn ludn c6 nhirtng khoang tré vén gan lién véi bat ky mét giao thirc cé trong
tai nao.

- Trong tai phai tham gia vao moi giao dich trén mang, diéu dé c6 nghia & d6 sé
tré nén mot diém that nut cd chai (bottleneck), dé& tac trén mang mét khi giao thirc da
dworc trién khai cho mét ng dung rong rai. Tang cwdng sd trong tai ¢ thé gitp tranh bé
téc nay nhwng lai lam tang thém chi phi dé& quan ly bao tri nhixng may tinh cé trong tai do.

- B®&i vi tht ca moi nguoi trén mang déu tin trong tai, dé gay ra & day mot diém
nhay cdm chiu ap lwc tAn cdng tap trung tlr cac ké rinh rap dé pha hé thdng.
4.2. Giao thirc c6 ngwei phan xur

Dé yén tam giao dich, Alice va Bob can m&i mét trong tai cé uy tin cao, tuy nhién &
day sé& nay sinh van dé vé viéc phai tra sb tién xirng dang cho ngwdi nay, rd rang la
khong phai khong dang ké. Vi vay nguoi ta da ndy sinh y nghi chia giao thirc c6 trong tai
tham duy (arbitrated protocol) thanh hai phan giao thirc (subprotocol) & hai cap dwdi:

— M6t Ia mét giao thirc khdng can dén trong tai, thwc hién bat ky khi nao mudn
tién hanh giao dich.

—  Hai la mét arbitrated giao thrc chi dwgc str dung khi Alice va Bob céi nhau va
mudn cé nguwdi phan xd.

Vi thé trong trwdng hop nay ta khong dung khai niém nguwdi trong tai (arbitrated) voi
nghia la ngwdi phai truc tiép tham gia vao giao thirc, ma st dung ngwdi phan xi
(adjudicator), bao ham y nghia ngu®i nay khong can phai cé6 mat khi Alice va Bob tién
hanh giao dich ma chi dwg'c moi dén khi Alice va Bob yéu cau giai quyét tranh cai.

Ciing giébng nhuw trong tai, ngwdi phan x& phai khéng cé quyén loi lién can dén giao
dich cta Alice va Bob, va dwoc ca hai ngudi nay tin twéng. Anh ta khéng tham gia truec
tiép vao giao dich nhw trong tai nhwng sé ding ra dé xac dinh xem 1a giao dich c6 dwoc
tién hanh dung khéng va xac dinh bén sai bén dung néu nhw c6 tranh cii.Nhwng diém
khac biét gitra trong tai va ngudi phan xi 1a ngudi phan xtr khéng phai ludn luén can
thiét, néu cé tranh cai thi méi cAn nguoi phan x&r (khdng cé tranh cai thi thoi).
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Cac thdm phan |a nhirng ngudi phan x& chuyén nghiép. Khac véi cdng ching vién,
mot thdm phan - ngudi ma sé chi dwoc biét dén hop dong nay khi nao mét trong hai
ngwdi Alice hay Bob 16i nguoi kia ra toa. Giao thirc dung cho ky két hop ddng nay cé thé
dwoc hinh thirc hoa nhw sau:

Vi du:

Tai moi thoi diém:

-~ Alice va Bob thoa thuan cac diéu khoan trong hop déng.
-~ Alice ky hop déng.

- Bob ky hop dong.

Khi cé tranh cai can giai quyét:

—  Alice va Bob dén gap quan toa nhd phan xc.

—  Alice dwa ra chirng c¢ cla cb ta.

—  Bob trinh bay cac chirng c& cla anh ta.

-~ Quan toa xem xét cac chirng c& va phan quyét.

Y twdng dung nguoi phan x& nay co thé dem vao ap dung trén may tinh. Trong
nhirng giao thirc thé nay néu cé moét bén tham gia ma khéng trung thuc thi di liéu lwu
dwoc tir giao thirc s€ cho phép nguwdi phan x(r sau nay phat hién dwoc ai la ngudi da ltra
déi. Nhw vay thay vi ngan chan trwdc sy lra ddo, giao thirc ngudi phan xir s& phat hién
duwoc Ira dbi néu xay ra, thwe t& nay khi dwoc phd bién rong rai sé cé tac dung ngan
chan, lam Iui buwéc nhivng ké cé y dinh Itra dao.

4.3. Giao thirc tw phan xur

Giao thirc tw phan xtr 1a loai tét nhat trong sb cac giao thirc. Loai giao thirc nay tw
ban than né cé thé ddm bédo dwoc tinh cong bang, khdng can dén trong tai hay mot tham
phan dé phan xt khi tranh cdi. Nghia |a giao thirc loai nay duwoc ché ra sao cho khong thé
c6 cac ké h& cho tranh céi ndy sinh. Néu cé bén nao cb y sai luat thi tién trinh sé& cho
phép phia bén kia phat hién ra ngay va giao thirc dirng lai ngay lap tirc. Diéu mong mubn
cho tét ca cac giao thirc déu nén ché tao nhw thé, nhwng dang tiéc 1a khéng phai lic nao
cling ¢6 giao thirc loai nay cho moi tinh hudng.

5. Cac dang tan céng déi véi giao thire

Néu nhw giao thirc dwoc coi nhw mét nghi thire giao tiép dé cac bén lam viéc véi
nhau thi déi v&i cryptography giao thirc, bén duéi cai vé “ngoai giao” dé la cac ky thuat,
cac thuat toan mat ma dwoc van dung, cai dat trong cac buéc cu thé cua giao thire. Cac
tan cong cla ké pha hoai nhdm pha hoai tinh an ninh ctia hé théng ciing nhw xam pham
tinh bi mat riéng tw cla théng tin, cé thé hwéng vao mét trong cac yéu td sau: cac x ly
ky thuat, cac thuat toan mat ma hay la chinh ban than giao thirc.

Trong phan nay, ching ta hay gac lai kha ndng thir nhat - gid st rang cac ky thuat
va thuat toan mat ma déu la an toan; chung ta chi xem xét kha nang th hai, tirc la phan
tich cac dang tan cong c6 thé, trong d6 ké thu loi dung cac ké hé logic dé kiém loi hay
pha hoai. Cac dang tan cong cé thé phan thanh hai loai chinh nhw sau:
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- V6i dang tan cong thu dong: ké dich chi dirng ngoai nghe trém chir khéng can
thiép hay anh hwéng gi dén giao thirc. Muc dich cla né la cb géng quan sat va thu lwom
thdng tin. Tuy nhién théng tin nghe trém dwoc chi & dang ma hoa, do d6 ké dich can phai
biét cach phan tich, giai ma thi ma&i dung dwoc (cipher only attack). Mac du hinh thirc tAn
cong nay khdng manh nhung rat khé phat hién vi ké dich khéng gay dong.

- V6idang tan cong chi dong (active attack): ké dich la mét thé lwc trong mang,
ndm nhiéu kha nang va phuong tién dé cé thé chd dong tdn cong can thiép, gay anh
hwdng phirc tap dén giao thirc. N6 cd thé déng gid véi mot cai tén khac can thiép vao
giao thirc bang nhirng thédng bao kiéu mai, xod bd nhirtng théng bao dang phat trén
dwong truyén, thay thé thong bao that bang thdng bao gid, ngat ngang cac kénh théng tin
hay stra chira vao cac kho thong tin trén mang. Cac kha nang khac nhau nay la phu thuéc
vao t6 chirc mang va vai trd ctia ké dich trén mang.

Ké tan cong trong tan cong thu dong (Eve) chi cd gang thu lwom théng tin tir cac
bén tham gia giao thirc, thdng qua thu nhap cac théng bao truyén tin gitra cac bén dé
phan tich giai ma. Trong khi d6, ké tAn cong chi dong (Mallory) cé thé gay ra cac tac hai
rat phirc tap da dang. Ké tan cong cé thé cé muc dich don thuan la tdm dwoc tin ma né
quan tam, nhwng ngoai ra né cé thé gay ra cac pha hoai khac nhw pha hoai dwdng truyén
truy nhap vao nhirng hé thdng théng tin ma chi danh cho nhitrng ngudi cé dd tham quyén.

Ké dich trong tdn céng chi dong that sw rat nguy hiém, déc biét la trong cac giao
thirc ma cac bén khac nhau khéng nhét thiét phai tin nhau. Hon nira phai nhé rang ké
dich khong phai chi cé thé 1a nhitng ké xa la bén ngoai ma né cé thé la mot ca nhan hop
phéap trong hé théng, tham chi ngay chinh la ngwdi quan tri mang. Ngoai ra con cé thé cé
nhiéu c& nhan lién két véi nhau thanh mét nhom ké dich, lam tang 1&én sy nguy hiém cho
giao thure.

Mét didu cling co thé xay ra 1a Mallory lai chinh |& déi tac trong giao thirc. Anh ta c6
thé c6 hanh dong Ira dbi hodc 1a khéng chiu tuan theo giao thirc. Loai ké dich nay duoc
la ké Ilra dao (cheater). K& Ilra dao thudc loai thu ddng thi ¢ thé lam dung theo giao thirc
nhwng lai ¢b tinh thu nhat thém théng tin tlr cac bén ddi tac hon 1a dwoc phép theo qui
dinh. K& Itra ddo chi déng thi pha vé& giao thirc trong mot cd gang Itra déi. Rat kho dé gidr
an toan cho mét giao thirc néu nhw phan Ién cac bén tham gia déu la nhivng ké Ilra ddo
chd déng, tuy nhién déi khi ngwoi ta cling ¢ cac bién phap dé cac bén hop phap co thé
do ra dwoc sw lira ddo dang dién ra. Tat nhién céac giao thirc cling cin phai dwoc bdo vé
dé chdng lai nhirng ké Itra déo loai thu dong.
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