MUC LUC

PE MUC TRANG

CHUONG1 7

TONG QUAN VE AN TOAN VA BAO MAT THONG TIN...ccooooivoioreenen.. 6
1.1. N&i dung cUa an toan vA bAo mat thONG tiN...veveieveeieieiieieieiieiieiiiin, 6

1.2. Cdc chi€n 1uGt an t0an he thONg...oooeieiiiieieet e, 7
1.2.1 Gi6i han quyén han t0i thi€u (Last Privilege)........coocoveiiveveveieiinnenens 7
1.2.2. Bdo v& theo chiéu sdu (Defence In Depth)...oooieieieiieieiiieiieiiiiieeen, 7
1.2.3. Niit that (Choke POINtY...o.oviivieieieieiieieieeiieeiieeieeieeieiiein, 7
1.2.4. Diém n8i y&u nhat (Weakest Link). ..o 7
1.2.5. Tinh tOAN CUC...iiiiiiiiiiiiiiiieiiiiieieeeeeeeei e e e e eeeeeeeeeeeeeeeeeeeeeeeeees 3
1.2.6. Tinh da dang bA0 V& .....ccooveviviieiiiieiiieieieeeeeeeeeeeeeeans 8
1.3 Cac mUC bA0 V& réN MANG....ovivieiiieieiiieiieiiiieiieeieeeeeeenn, 8
1.3.1. QUYEN trUY NED. ittt et e et eeereee e 8
1.3.2. DANg Ky t8n /MAt KNBU.cooviviieiiiiiieeeeieeeeeeeeeeii, 8
1.3.3. M NOA QU LUttt ee et e et eset et eetessresseeeseseeseseesseeas 9
1.3.4. BAO VO VA 1Y .ttt sttt et et et e seesue et esseseesseaseesseseeeneesseesseens 9
13,5, TUONG Ittt et et et et et et eent et eenreatreaeeas 9
1.3.6. QUAN (1 MANG. ..ot 9
1.4. An ton thong tin bAng MAt MA.......ociiviiiiiiiiiiiiiiiieiieeieeene. 9
1.5. Vai tro cUa h€ Mat M. .eieiriiiiiiie ettt eeeee e e, 10
1.6. Phan 1021 h& Mt MA...uiiiiiiiiieeeee et et eeteeteeeeeseeeseeesseeesiseesseeesane 11
1.7. Tiéu chudin ddnh gid h& Mt MA..coeieiiiieeie e, 12
1.7.1. DO AN LOAN. ettt ettt et et e et eeeeaeeeateaseeseeeaseaseaseeaseesaneeenneesnaeesans 12
1.7.2. TOc d6 M3 VA @iAT MA.reiiiiiiiiiiiiiieieieiiieeeeieiee 12
1.7.3. PhAN PhOT KNOA. ettt eet et eeteeeeserenseneesneans 12

CHUONG 2 -

CAC PHUONG PHAP MA HOA COBPIEN oo, 13
2.1.Caché mAt ma cO di€N.eieiriiiieiiieiieieieeee 13
2.1.1. Ma dich vOng (( Shift CIPREr).....oooviiiiiieii it 13
2.1.2. MAthay thé....oooviieieiiiiiiiiieeeeeeeee, 14
2 .3 M AT I ittt ittt ettt e ettt et etteeseteneetenteeenettenterenstansses 15
2.1.4. M2 VIgENCT@. .uuriiiiiiiiiiiiiiiiiiiiiii et ettt e eeeeeeiicieeeee e 18
2.1.5. MOt INA HILL ittt e et ettt et eet e teneeesseeaeeesseeanseeeaneeeas 19
2.2. Mathdm cdc h€ mA e din...oovovoveiviviiiiiiiiiiiiieii. 19
2.2.1. ThAm h€ mA AT INe . .ottt ittt ettt eee ettt eesteaiteeseeesansreeeaeeeeas 21
2.2.2. Tham h€é ma thay th&........cooovoveiiiiiiiiiiiieiiieeieeen, 22

2.2.3. Tham h€ ma VIgEeNEre...ocveviviieieiieiiieiiiiieiieiiieeiieiieiieieeee 25




CHUONG 3

CHUNG THU Carooooeieeee e 28
3.1 Cac dinh N@NTA...cuviiieeiiiiiiiiiiieeieieeeeeee e 28
3.2.S0 d0 chl Ki ELGAMAL ....oiiiiiis it ees et aneaneaneans 30
3.3. Chuan chlO ki $O..c.oviviiieiiiiiiiiiieeieeieeeean. 30
3.4 XAC thUC MAU N revreieireieirieiieeeeeeeieeeeeeeeeeeeeeeeeeseeeeeeese e, 31
3.4.1 CAC KNAT MIGM..iiuiiiiiiii ettt ere et et e e 31
3.4.2 MA MAU 0.0ttt 32
3.4.3 M xdc thuc mau tin (MAC — Message Authentication Code)............. 32
3.4..4 ST dung ma dOi XUNg cho MAC ..., 33
3.5 Cac ham Hash (hay con gQi1a ham bam).....coceeeevieiiieiiiiiiiiiiiiiieinee, 34
3.5.1 CAC VU CAULtiurititiiiti ettt ettt ettt et et et et et areateneateareasenaas 34
3.5.2 Céc ham hash dON @IAN.....ocviviiieiieiieeeiieieeeseeeee e 34
3.5.3 Tinh an toan cUa ham Hash VA MAC. ..oooiiiiiiiiiiieiieieeeieseesieeens 35
3.6 _Céac thuat todn Hash VAMAC . ...t 36
3.6.1 Cic thuat todn Hash VA MAC ..oiiiiiiiiiiieeeeeeeeieeeeieeseeeseeeeeeaaees 36
3.6.2 Thuat todn Hash an toan SHA (Secure Hash Algorithm) .....ooooovvenene, 36
3.7 Cac Ung dUng XAC thUC...cvivieiieiiieieiieieeiieeeeeeeeeeeeeen, 41
3.7 ] KeIDOIOS i iiiiiiiiiiieeeeeee ettt ettt ettt ettt e ettt ettt e s re s 41
3.7.2 Dich VU X4C thU'CT X.509. .. ettt 45
Bl D ittt et e ettt et ettt et ettt eeateeeteeeeateeaeeeeeeaeeateatteanesneanseanteaseesneesneesane 47

CHUONG 4 )

MA KHOI VA CHUAN MA DU LIEUDES ..ot 49
3.1. GiGi thi€u chung V& DES....ioiiiiiiiiiiieeie ettt ar e 49
3.2. MO t8 thUAE tOAN. oevivieieiiiei ittt er i 49
3.3. HOAN Vi KNGO QAU ettt ettt et et eeteneesraeeneeneenes 51
3.4. Khod chuyEn A8i....vivivieiviieiiiieiieiieeiiieiieeeeieeenn. 51
3.5. HOAN Vi MG TONG. ..o, 51
3.6. HOP thay thE S oottt e et are e, 51
3. 7. HOP NOAN Vi Pttt e et eetteetaeeesueesseeeeassesneeaseessesnseannes 52
3.8. HOAN Vi CUGT CUNG..voveieeieieiiiiiiieieiieeeeeee, 52
3.9. GIiAi MA DES ..ot et e e e 53
3.10. Phan cUng va phan mém thuc hi€n DES......oooooooviiiiiieiien. 53
3.11.SUan todn cUa DES .. it 53
3.12. Tranh 18N V& DES ..ottt et ettt et eeeteeesseesateneaseeneans 54
3.13. DES trong thUc t€ .. ..o 56
3.14. Céc ché d6 hoat dOng cUADES. ..o 56
5.1 K@ XA N8 ittt ettt et eeteeeeseteeteeeeeeeteseeeseeesseeaseeesseeaeeeaaees 59
5.1.1 KNI DI ottt eet et ee e e et ere e eaans 59
5.1.2 CAC KY thUSE XAM PRAIM...eteiieiieiietieeieeeeeeieeieeeseesseeeesseeseeesiaeeaseeesaees 59
5.1.3D0an MAtKNEU. ..o, 60
5.1.4 Phat hi€n XAM NNAD. . i ieieiii i et eeteeeeeeteteateseesseeeseeseesaseessseesaneesane 60

5.1.5 Quan tri MAt KNAU. .. ettt ettt et eteeeeeesessaassssssssesssssseasesaass 63




5.2 Phan MEM CO NAT coueieeiieiis it seaseesseessesnseesssenssenssannas 64

5.2.1 Céc ki€u phan mém c6 hai khac ngodi Virus .......ococeveviiiieeiinnnne. 64
5.2.21. CUa 52U NOAC CUIA SAPD.ciriieiiritie et it ittt ettt eereeeeere e eeeeaaees 64
S.2.3 BOM IO@IC..ueiiiauiiiiiiiiiiiiiiiiiiiiiie ittt 64
5.2.4. NeuUa thanh TO 10Q.......ooiiiiiiiiiiiiiiieieiieieeiiieiiieiiieeee e e eeiieeeeeeees 65
5.2.5. ZOMDIC. .. iiiiieete i ettt e e e st e eeeteerer e eeeerererrraeteeeeerans 65
5.3, VITUS, ittt ettt et et e ettt et et e e e e eeeeees 65
5.3.1. MArCO VIIUS...ouuuereeeneiiieeeieieeeeeieieeeeeeeeeeeeteeeeeeeeeeeseeeseeseiieeeeeseeees 66
5.3.2. VIrUS €MaAIl . uuuueniiiiiiiiieies st e e e et e eeeeseeeseeeeieseesrernesereneeeerens 66
5.3, 3, S AU ittt ettt eeeteetet e eeteeeettae e eeeerntreraneeerens 67
5.3.4. Céc bién phap chONG VirlS....oooeeviviveveiieiiieiieeieieeiiiiiiieeie, 68
5.3.5. Phan mEm chONE VirlsS....ooieiiiierieieriiieieteietiieii et ieretenieraeanaenas 68
5.3.6. KV thudt chOng Virus NANG CAO....oiviiiieieiiieiiiiiieieeiiis e, 69
5.3.7 Phan mém ngiin chdn hAnh Vi...ooooiviviciiiiiieiiiiiie 69
5.3.8 Tran bO A uvioeiiriiiiii ettt et et e, 70
53.9. Tan cong tran bO NG oo 70
5.3.10 Code che day (ShellcOde)......viierierierieieeiiiiiiiieeet e, 72
5.3.11 BA0 Ve trAn BO NG .ottt eeieeteseesreseesee s 72
5.4 BUC tUONG IQA. . eviviiieieiiiiieiiiieeeieeeeeeeeeeeeeeeenne, 74
541 MG QAU 74
5.4.2 BUc tuOng 10a — c4C 10C @01.uruiuiiiiiiiiiiiiiiiin 74
5.4.3 Blc tuOng 1tta — cOng giao ti€p G tdng Ung dung (hodc proxy)........ 75
5.4.4 BUc tudng 10ta - cOng giao ti€p mUc mach vONg......occoocvvveveivieene.... 75
5.4.5 MAY ChU BaStion. . .oceeiesirieiei ittt ettt e e eeee et eeeeeneeenes 75
5.4.6 KiBIM SOA tUY COP-rirriririirieisiesis i tesesiteseseessasessesessensaseaseeeseasessensaseases 75
5.4.7 Cdc hé thOng mAy tinh tin CAY....ooovevevivieiiiiiiiieeeiiiiiie. 76
5.4.8 Mo hinh Bell LaPadula............ooovvviiiiieiiiiiiiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeeeeeeeees 76
5.4.9 Tidu chu8n ChUNG. ...vovveieiviieieiieieieeeeeeee e, 77
5.5 Bl LD tuttiitett ettt ettt ettt et e et e et teeateteeteentestteaatateateettenseesntesaneesane 77
CHUONG 6
AN TOAN TP VA WEB....oiiioiiioiiiiiieieeeee: 79
0.1 AN tOAN TP, iiiiiiiieiiiiieeieeee ettt ee e 79
0.1 ] TP S @0 ittt eee sttt et eeeererr e teereerrraneeerens 79
6.1.2 Ki€n tric an toAN TP.. ittt ere e, 79
0.2 AN tOAN WD, .. iiiiiii e e e e s e e et eseeeeer e eeeseerrraneeeerens 82
6.2.1 KNAT DI ettt e ettt et e eeteareeeereare e 82
6.2.2 SSL (Secure SocKet LaVer)......oiiveuuueeiiiiiiiiiiiieieiiieeeeiieeesreeesseeeneeeeens 82
6.3 Thanh toAn di€n tU AN OAN . . uiiiiitietiettiteeteeteeteeseeeeeeeseesseeessseesaeesane 86
0.3, 1 Y U CAUL ittt ettt et et et ettt et et et et et et et ateareanans 86
6.3.2 Thanh toAn di€n tU AN 10AMN.e..ei.eiesieeiititeeeeeiat et esestseteseesiseeseeeseeseees 87
0.3.3 CRl KT KD ittt eet e et eaeeeeaeeeeeeeeaaseeeaaaseeeesaansaeeeaaas 87
6.3.3 YEU CAU 1A 1IN 1ttt ee et et et et et et ateeteeeesesteressesesseseaens 87

6.3.4 Gidy phép cONG trd tHEN...oviieieiiveiiiiiieieieiiieeeieiii, 88




6.3.5 NHNAN A Mttt ettt sttt e s s es s eeseseeseessessensseassesssesssesseanss 88

6.4 An t0an thU AN tW0 . voieeiiiiiiieiiieieieieeeeeeeeeeeeeeeeei e 88
6.4.1 Dich VUPGP. ..cooviiiiiiiiiiiiiiiiiieieeeieeeeeeeeeeeeeeen 88
6.4.2 M3 rOng thu Internet da muc dich/an toan S/MIME ..........cocceveee...... 90
6.4.3 BAT CAD.ccevieieiieiiiiiiieieeei e, 91

CAC THUAT NGU CHUYEN MON...coooiiia 92

TALLIEU THAM KHAO oo 93




MON HOC AN TOAN VA BAO MAT THONG TIN

Ma mon hoc: MH 25
Vi tri, tinh chat, ¥ nghia va vai tro cla mén hoc:

Vi tri clla mdn hoc: Mon hoc dugc bo tri sau khi sinh vién hOc xong mo
dun: Mang mdy tinh va Quan tri mang 1.

Tinh chat clla mon hoc: La mon hoc chuyén mon nghé

Muc tiéu cla mon hoc:

- Trinh bay dugc cic nguy c0 dbi vGi dit 1i€u, cdc phuong phdp ddm
bdo an toan d{r liéu.

- Ghi nh& kién thUc v€ mat mi, mi héa, va bdo mat dt li€u (khai
ni€m, yéu cau, chi dan, dich vu, ky thuat, thuat todn,...).

- Trinh bay dugc quy trinh khéa va chlng thuc (khéa co s& dit liéu / thu
muc,chi ky s0, dinh danh,...).

- Trinh bay chlc ning an ninh mang, trinh bay dugc quy trinh bao mat
thu dién t& va ma héa thong diép.

- Trinh bay dugc nhiing ki€n thlc vé hé thdng thuong mai di€n tUr
(thanh todn tU dOng, dat chO tu dOng, md hinh giao dich mang, bdo mat giao
dich dién t(r...)

NOi dung clla mén hoc:



) ~ CHUONG 1
TONG QUAN VE AN TOAN VA BAO MAT THONG TIN

Muc tiéu:

- Trinh bay dugc ndi dung tOng quan an toan vi bao mat thong tin.

- X4c dinh dugc ciac mUc bdo vé hé thOng.

- Thuc hién cdc thao tdc an toan v4i mdy tinh bang mat ma.

NOi dung chinh:

1.1. NOi dung cUa an toan va bao mat thong tin

Muc tiéu: Trinh bay duoc tOng quan an toan va bao mdt thong tin.

Khi nhu cau trao dGi thong tin d{ li€u ngay cang 16n va da dang, céic
ti€n b vé dién tl - vién thong va cdng nghé thong tin khong ngling dugc
phiét trién Ung dung d€ ning cao chdt lugng va luu 1Ugng truyén tin thi cic
quan ni€m ¥ tudng va bién phap bdo vé thong tin dt liéu ciing duge d6i mai.
Bdo v& an toan thong tin d{t li€u 1a mOt chl dé rOng, c6 lién quan dén nhi€u
linh vUc va trong thuc t€ c6 th€ c6 rat nhi€u phuong phap dugc thuc hién dé
bdo vé an toan thong tin d{f liéu. C4c phuong phdp bdo vé an toan thdng tin
d{r liéu c6 th€ dudc quy tu vio ba nhém sau:

- Bdo vé& an toan thong tin bang c4c bi€n phap hanh chinh.

- Bdo v& an toan thong tin bang c4c bién phap kY thudt (phan clng).

- B3o v& an toan théng tin bang céc bién phdp thudt todn (phdn mém).

Ba nhém trén c6 th€ dugdc Ung dung riéng ré hodc phdi két hop. Mai
truOng khé bdo v€ an toan thdng tin nhat va ciing 1a moi trudng dOi phuong
dé xan nhap nhat d6 12 moi truOng mang va truyén tin. Bién phdp hiéu qua
nhat va kinh t€ nhat hién nay trén mang truy€n tin vd mang may tinh 12 bién
phép thuadt toan.

An toan thdng tin bao gdm céc n0i dung sau:

- Tinh bi mat: tinh kin ddo riéng tu cUa thong tin

- Tinh xdc thuc cUa thdng tin, bao gOm xdc thuc d0i tac( bai todn nhan
danh), xdc thuc thong tin trao doi.

- Tinh trach nhi€ém: ddm bdo ngudi gli thong tin khdng thé thodi thic
trach nhi€ém v€ théng tin ma minh da gUi.

PE& ddm bAo an toan thong tin d( liéu trén dudng truy€n tin va trén
mang mdy tinh c¢6 hi€u qua thi di€u trudc tién 1a phdi IuOng truGc hodc du
dodn trudc cdc kha ning khong an toan, khd ning xAm pham, cdc su ¢ rli ro
c6 thé xdy ra doi v4i thong tin di li€u dugc Iuu trlf va trao d6i trén duOng



truy€n tin ciing nhU trén mang. Xdc dinh cang chinh xdc cdc nguy cO néi trén
thi cang quy€t dinh dugc tOt cic gidi phap d€ gidm thi€u cdc thiét hai.

C6 hai loai hanh vi xAm pham thong tin d{ li€u d6 1a: vi pham chU
dOng va vi pham thu ddng. Vi pham thu dOng chi nham muc dich cubi ciing
12 nam bat dugc thong tin (d4nh cap thong tin). Viéc 1am d6 c6 khi khong biét
dugc ndi dung cu th€ nhung cé th€ do ra dugc ngudi gli, ngudi nhan nho
thong tin di€u khi€n giao thlc chla trong phan dau cic géi tin. K& xAm nhap
c6 thé ki€m tra dugc s lugng, dd dai va tan sO trao dGi. Vi vay vi pham thu
dOng khong 1am sai 1éch hodc hUy hoai n0i dung thong tin d{f li€u dugc trao
d0i. Vi pham thu dOng thuOng khé phat hién nhung c6 thé cé nhitng bi€n
phéap ngin chdn hi€u qua. Vi pham chl d0ng 12 dang vi pham c6 thé 1am thay
d6i n0i dung, x6a bo, 1am tré, xap x€p lai th( ty hodc lam 13p 1ai géi tin tai
thOi di€m d6 hodc sau d6 mOt thoi gian. Vi pham chl dOng c6 th€ thém vao
mOt sO thong tin ngoai lai d€ lam sai 1&ch ndi dung thong tin trao dGi. Vi
pham chU dOng dé phat hién nhung d€ ngin chdn hiéu qua thi khé khin hon
nhiéu.

MOt thuc t€ 1a khong ¢6 mOt bién phdp bdo vé an toan thong tin dit
liéu ndo 12 an toan tuyét d6i. MOt hé théng dit dugc bdo vé chac chan dén

dau ciing khong th€ ddm bdo 1a an toan tuyét doi.

1.2. Céc chi€n luot an toan hé théng
Muc tiéu: Trinh bay duQc cdc chién luQc bdo vé an toan cho mang.
1.2.1 Giéi han quyén han t6i thiéu (Last Privilege)
Pay 1a chién 1ugc cO ban nhat theo nguyén tac nay bat ky mot dbi
tugng nao cung chi c6 nhiing quy€n han nhat dinh d6i v4i tai nguyén mang,

khi thAm nhdp vao mang d6i tuong dé chi dugc st dung mOt sO tai nguyén
nhat dinh.

1.2.2. Bao v@ theo chiéu sau (Defence In Depth)
Nguyén tac nay nhac nhd ching ta : Khong nén dua vio mOt ché dd an

toan ndo du cho chiing rdt manh, ma nén tao nhi€u cO ché an toan d€ tUong
hO 1an nhau.

1.2.3. Niit that (Choke Point)
Tao ra mOt “cla khdu” hep, va chi cho phép thong tin di vio hé thOng

cUa minh bang con dudng duy nhat chinh 13 “c(fa khdu” nay. => phdi t& chlc
mOt c0 cdu ki€m soét va di€u khi€n thong tin di qua c(ra nay.

1.2.4. Piém néi yéu nhat (Weakest Link)

Chié€n 1ugc nay dua trén nguyén tac: “ MOt day xich chi chac tai mat
duy nhat, mOt blc tudng chi cUing tai di€m y€u nhat”



Ké ph4 hoai thuOng tim nhlng chG y€u nhdt cla hé thOng d€ tan
cong, do dé ta can phai gia cO cic yéu di€m cla hé thOng. Thong thudng
chiing ta chi quan tam dé€n ké tan cong trén mang hon 1 ké ti€p can hé
thOng, do dé an toan vat Iy dudc coi 12 yéu di€m nhat trong hé thOng cla
chiing ta.

1.2.5. Tinh toan cuc

Céc hé thOng an toan doi hdi phadi c6 tinh toan cuc cla cic hé thOng
cUc bd. Néu c6 mOt ké nao dé cé thé bé giay mOt cO ch€ an toan thi ching c6
th€ thanh cong bang cich tdn cong hé thdng tu do cla ai d6 va sau d6 tdn
cong hé thOng tUr ndi bO bén trong.

1.2.6. Tinh da dang bao vé

Can phdi s dung nhi€u bi€n phdp bdo vé€ khic nhau cho hé thOng
kh4c nhau, n€u khong cé k€ tan cdng vao dugc mot hé thOng thi chiing ciing
dé dang tan cong vao cdc hé thOng khic.

1.3 Cac mUrc bao vé trén mang
Muc tiéu: Hi€u ré va xdc dinh dugc cdc mUc bao vé hé thOng mang.

Vi khong th€ c6 mOt gidi phdp an toan tuyét dOi nén ngudi ta thuGng
phadi s dung dOng thOi nhi€u mlc bdo vé khic nhau tao thanh nhi€u hang
rao chan d6i v4i cdc hoat ddng xAm pham. Viéc bdo vé thong tin trén mang
chU y€u 14 bdo vé thong tin cat gil trong mdy tinh, dac bi€t 1a cdc server trén
mang. B&i thé ngoai mOt sO bién phdp nham chOng that thodt thong tin trén
dudng truyén moi cO gang tap trung vio vi€c xay dung cdc mlc rao chan tir
ngoai vao trong cho cdc hé thOng k€t ndi vao mang. Thong thuOng bao gbm
céc mUc bao vé sau:

1.3.1. Quyén truy nhé@p

LGp bdo vé trong cing 12 quyén truy nhdp nham ki€m sodt cic tai
nguyén cUa mang va quy€n han trén tai nguyén d6. DI nhién 13 ki€m soat
dugc cic cau tric df 1iu cang chi ti€t cang tOt. Hién tai viéc ki€m sodt
thudng & mUc tép.

1.3.2. Pdng ky tén /mét khau.

Thuc ra day ciing 12 ki€m soét quy€n truy nhdp, nhung khong phai truy
nhdp @ mUc thong tin ma & mUc hé thOng. Pay 1a phuong phip bdo v€ phG
bi€n nhat vi n6 don gidn it phi tOn va ciing rat hi€u qua. MOi ngudi st dung
mubn dugc tham gia vio mang d€ s dung tai nguyén déu phdi c6 ding ky
tén va mat khdu trudc. Ngudi quan tri mang cé trach nhiém qudn Iy, ki€m
soat moi hoat dOng clla mang va xdc dinh quyén truy nhdp cla nhling nguoi
st dung khéc theo thOi gian va khong gian (nghia 12 ngU0i st dung chi dugc
truy nhap trong mOt khodng thdi gian nao dé tai mOt vi tri nhat dinh nao do).



VE 1y thuy€t néu moi ngudi déu gilt kin dugc mat khau va tén ding ky
cUa minh thi s& khong xdy ra cdc truy nhap trdi phép. Song di€u d6 khé ddm
bdo trong thuc t&€ vi nhi€u nguyén nhan rat dOi thuOng lam gidm hi€u qua
cUa 16p bdo vé nay. C6 thé khac phuc bang cich ngudi quan mang chiu
trach nhi€m dat mat khau hodc thay d6i mat khau theo thdi gian.

1.3.3. Ma hod dirliéu

PE& bdo mat thong tin trén dudng truy€n ngUdi ta st dung cdc phuong
phdp ma hoa. D{t 1iéu bj bi€n d6i tUr dang nhan thlc dugc sang dang khong
nhan thlc dugc theo mOt thudt todn nio dé va s€ dugc bi€n ddi ngugc lai 3
tram nhan (gidi ma). Pay 14 16p bdo vé thong tin rat quan trong.

1.3.4. Bao vé vat ly

Ngin cdn cic truy nhap vat ly vao hé thOng. Thudng diing cic bién
phdp truyén thOng nhu ngin cdm tuy€t doi ngudi khong phan su vio phong
dat mdy mang, dung G khod trén mdy tinh hodc cidc mdy tram khong cé O
mém.

1.3.5. Tuong lta

Ngin chdn tham nhdp trdi phép va 10c bo céic géi tin khong mudn gUi
hodc nhan vi cdc 1y do nio dé d€ bdo vé& mOt may tinh hodc cd mang ndi b
(intranet)

1.3.6. Quan tri mang

Trong thOi dai phit tri€n cUa cong nghé thong tin, mang may tinh quyét
dinh toan b hoat dOng cUa molt cO quan, hay mOt cong ty xi nghi€p. Vi vay
viéc bdo ddm cho hé thdng mang mdy tinh hoat dOng mdt cich an toan,
khong xdy ra su' cO 12 mOt cong vi€c cap thi€t hang dau. Cong tic qudn tri
mang mdy tinh phdi dugc thuc hi€n mot cich khoa hoc ddm bdo cic yéu cau
sau :

- Toan bO hé thdng hoat dOng binh thudng trong gi® Iam viéc.

- C6 hé thOng du phong khi ¢ su cO v€ phan clng hodc phan mém
xay ra.

- Backup d{r li€u quan trong theo dinh kY.

- Bdo dudng mang theo dinh ky.

- Bdo mat dit liéu, phan quyén truy cap, t0 chlc nhém lam viéc trén
mang.

1.4. An toan thong tin bang mat ma

Muc tiéu: Trinh bay dugc cdch bdo mat an toan thong tin bang mat md.



Mat ma 1a mOt nganh khoa hoc chuyén nghién cUu cdc phuOng phdp
truy€n tin bi mat. Mat ma bao gbm : Lap ma va pha ma. Lap ma bao gOm hai
qué trinh: ma héa va gidi ma.

PE bdo vé thong tin trén dUOng truyén ngUdi ta thuOng bi€n dGi né tlr
dang nhan thUc dugc sang dang khong nhan thlc dugc trudc khi truyén di
trén mang, qua trinh ndy dugc goi 12 ma ho4 thdng tin (encryption), & tram
nhan phai thuc hién qua trinh nguoc 1ai, tUc 12 bi€n dbi thong tin tU dang
khong nhan thiic dugc (d{t liéu d3a dugc ma hod) vé dang nhan thlc

duoc (dang gOc), qud trinh nay dugc goi 12 gidi ma. Pay 1a mOt 16p bao
v€ thong tin rat quan trong va dugdc st dung rOng rii trong moi truOng mang.

PE bdo vé thong tin bang mat mi ngudi ta thuOng ti€p can theo hai
hudng:

- Theo duGng truyén (Link_Oriented_Security).
- TU niit dén nit (End_to_End).

Theo cach th( nhat thong tin dugc ma hod d€ bdo vé trén dudng truyén
gi(ta hai nit ma khong quan tim dén ngubn va dich cla thong tin d6. O day ta
1Uu y rang thong tin chi dugc bdo vé trén duOng truyén, tUc 1a 3 moi niit d€u
c6 qud trinh gidi ma sau d6 ma hod d€ truyén di ti€p, do dé cdc niit can phai
dugc bdo vé tot.

Ngudc 1ai theo cdch th( hai thong tin trén mang dugc bdo v€ trén toan
duOng truy€n tU nguOn dén dich. Thong tin s& dugc mi hod ngay sau khi m&i
tao ra va chidugc gidi ma khi vé dén dich. Cach nay mac phdi nhugc di€m la
chi c6 d{t liéu cla ngudi ung thi m&i c¢é th€ mia héa dugc con dif 1iéu diéu
khién thi gi(f nguyén d€ c6 th€ x(r 1y tai cic niit.

1.5. Vai tro cua hé mat ma

Muc tiéu: phan tich dUQc vai tro cia hé mat ma.

Cé4c hé mat ma phai thuc hién dugc cic vai trd sau:

- Hé mat ma phdi che ddu dugc ndi dung cla vin ban 16 (PlainText)
d€ ddm bdo sao cho chi ngudi chl hgp phép cUa thong tin m&i cé quyén truy
cap thong tin (Secrety), hay néi céch khdc 1a chOng truy nhdp khong diing
quyén han.

- Tao céic yéu td xdc thuc thong tin, ddm bdo thong tin 1Uu hanh trong
hé thOng d€n ngudi nhan hgp phép 1a xdc thuc (Authenticity).

- TG chlc céc sO d6 chr ky di€n t&, ddm bdo khong c6 hién tuong gid
mao, mao danh d€ g(i thong tin trén mang.

Uu di€m 16n nhat cla bat ky hé mat ma ndo dé 1a c6 th€ danh gia
dugc d6 phlc tap tinh todn ma “ké dich” phdi gidi quyét bai toan d€ c6 thé
18y dudgc thong tin cUa d{f liéu da dugc ma hod. Tuy nhién mOi hé mat mi c6



mOt s6 Uu va nhugc di€m khac nhau, nhung nhO danh gid dugc dO phUc tap
tinh toan ma ta c6 th€ 4p dung céc thudt toan ma hod khic nhau cho tlng Ung
dung cu thé€ tuy theo d0 yéu cdu v€ do an toan.

Céc thanh phan cla mOt hé mat ma :

Dinh nghia: m6t hé mat 12 mOt bd 5 (P,C,K,E,D) thod min cic di€u
kién sau:

- P 1a m6t tap hgp hltu han céc ban ro (PlainText), né dugc goi la
khong gian ban rd.

- C Ia tap cédc h{ru han cdc ban ma (Crypto), né con dugc goi 1a khong
gian cdc ban ma. MOi phan t& cla C c6 th€ nhan dugc bang cich dp dung
phép ma hod Ek 1én mOt phan trcla P, véik K.

- K 1a tap hQtu han c4c khod hay con goi 1a khong gian khod. Poi vGi

X .

mOi
phan tU k cla K dugc goi 1a mdt khod (Key). SO 1ugng cla khong gian
khod phdi du 16n d€ “ké dich” khong c6 dU thoi gian d€ thit moi khod c6 thé
(phuong phap vét can).
-P6ivGi mbik K c6é mOt quy tac ma eK: P— C va mOt quy tac gidi
mi tuong Ung d,  D. MGi eK: P — C va d,: C — P 1a nhing ham ma:
dK (ex(x))=x vOi mOi banrdo x P.
1.6. Phan loai hé mat ma

Muc tiéu: Biét phdn loai cdc hé mdt ma khdc nhau, so sdnh dugc di€m
uu, nhuoc cla tUng hé mat ma.

C6 nhi€u cich d€ phan loai hé mat ma. Dua vao céach truyén khéa cé
th€ phan cdc hé mat ma thanh hai loai:

- H& mat d6i xUng (hay con goi 12 mat ma khéa bi mat): 1a nhiing hé
mat dung chung mOt kho4 cd trong qud trinh mi hoa d{t liéu va gidi ma dr
liu.

Do d6 khod phdi dugc gilt bi mat tuyét doi.

- Hé mat mi bat doi xUng (hay con goi 1a mat ma khéa cdng khai) :
Hay con g0i 12 hé mat ma cong khai, cic hé mat nay ding mOt khod d€ ma
ho4 sau d6 ding mOt khod khac d€ gidi ma, nghia 12 khod d€ mi hod va gidi
ma 1a khdc nhau. C4c khod ndy tao nén tUng cap chuyén dGi ngUgc nhau va
khong c6 khod nao c6 thé suy dugc tU khod kia. Khod ding d€ mi hod c6 thé
cong khai nhung khod diing d€ gidi ma phai gilt bi mat.

Ngoai ra n€u dua vao thdi gian dua ra hé mat mi ta con c6 thé phan
lam hai loai: Mat ma cO di€én (1a hé mat ma ra doi truGc ndm 1970) va mat
mi hién dai (ra dOi sau nim 1970). Con n€u dua vao cich thlc ti€n hanh ma



thi hé mat ma con dudc chia 1am hai loai 12 ma dong (ti€n hanh ma tUng khoi
d(r 1iéu, mOi khGi 1ai dua vao cic khéa khac nhau, cdc khéa nay dugc sinh ra
tU ham sinh khéa, dugc goi 1a dong khéa ) va ma khOi (ti€n hanh ma tUng khoi
d{ liéu v6i khoa nhu nhau)

1.7. Tiéu chu@n danh gia hé mat ma

Muc tiéu: ddnh gid dugc mOt hé mat ma nguoi ta thuOng ddnh gid
thong qua cdc tinh chdt nhu dd an toa, tbc dd gidi ma, cdch phdan phbi khéa.

1.7.1. DO an toan

MOt hé mat dugc dua vao s& dung di€u dau tién phdi c6 dO an toan
cao. Uu di€m cla mat mi 12 c6 th€ danh gid dugc dO an toan thong qua d0 an
toan tinh todn ma khong can phai cai dat. MOt hé mat dugc coi 12 an toan néu
d€ pha hé mat ma nay phai dung n phép toan. Ma d€ gidi quyé&t n phép toan
can thoi gian vd cung 16n, khong thé chdp nhén dugc.

MOt hé mat ma dugc goi 1a tOt thi né can phdi ddm bdo cic tiéu chudn
sau:

- Chuing phadi c¢6 phuong phap bao v€ ma chi dua trén sU bi mat cUa cac
kho4, cong khai thudt todn.

- Khi cho khod cong khai e, va ban rd P thi ching ta d& dang tinh dugc
ex(P) = C. Ngudc lai khi cho d, va ban ma C thi dé dang tinh dugc d,(M)=P.

Khi khong biét dK thi khong c6 kha niing d€ tim dugc M tUr C, nghia 1a
khi cho ham f: X — Y thi viéc tinh y=f(x) v6i m0i x X 1a dé con viéc tim x
khi bi€t y 1ai 12 van dé khé va né dugc goi 1a ham mot chiéu.

- Ban mi C khong dudc c6 cdc dac di€m giy chi y, nghi ng0.

1.7.2. Téc dé ma va gidi ma

Khi ddnh gid hé mat ma chiing ta phdi chi y dén tOc d0 ma va gidi ma.
Hé mat tOt thi thOi gian ma va gidi mi nhanh.

1.7.3. Phén phéi khéa

MOt hé mat ma phu thubc vio khéa, khéa nay dugc truyén cong khai
hay truy€n khéa bi mat. Phan phOi khéa bi mat thi chi phi s€ cao hon so vGi
c4dc hé mat c6 khéa cong khai. Vi vay day ciing 1a mOt tiéu chi khi 1ua
chon hé mat ma.



CHUONG 2 o
CAC PHUONG PHAP MA HOA CO PIEN

Muc tiéu:
- Trinh bay dugc PKI, ch{tky sO, chling chi s6, CA, CRL;
- Xay dung mOt PKI trén Ung dung cu thé ;
- Thuc hién céc thao tic an toan v@i may tinh.
NOi dung chinh:
2.1. Cac hé mat mi co dién
Muc tiéu: Trinh bay dugc cdc hé mat ma cd dién.
2.1.1. Ma dich vong ( shift cipher)
Phén nay s&€ mo td ma dich (MD) dua trén sO hoc theo modulo. Trudc

tién
s& di€m qua mOt sO dinh nghia co ban cla sO hoc nay.
Cdc dinh nghia

Gid s a va b 1a cdc sO nguyén va m 1a mOt sO nguyén duong. Khi d6 ta
vi€t a = b (mod m) n€u m chia hét cho b-a. Ménh dé a = b (mod m) dugc g0i
12" a dong du v4i b theo modulo m". SO nguyén m dugc goi 13 mudulus.

Gid sU chia a vi b cho m va ta thu dugc phan thuong nguyén va phan
du, cic phan du nam gilra 0 va m-1, nghia 13 a= q;m + r, vd b = q;m + r, trong
d60< r<m-1va0< r,<m-1. Khi d6 c6 thé dé dang thdy rang a = b (mod
m) khi va chi khi r; =1, . Ta s€ dung ky hi€u a mod m (khdng dung cic dau
ngodc) d€ xac dinh phan du khi a dugc chia cho m (chinh 1a gia tri r13 trén).
Nhu vay: a = b (mod m) khi va chi khi a mod m = b mod m. N€u thay a bang a
mod m thi ta néi rang a dugc rit gon theo modulo m.

Nhan xét: Nhi€u ngdn ng(t 1ap trinh clla mdy tinh xdc dinh a mod m 1a
phan du trong dai - m+1,.. ., m-1 ¢ cing dau vGi a. Vi du -18 mod 7 s€ 1a -4,
gid tri nay khac véi gia tri 3 1a gid tri dugc xdc dinh theo cong thlc trén. Tuy
nhién, d€ thudn tién ta s& xdc dinh a mod m ludn 12 mét s6 khong am.

BAy gi0 ta c6 th€ dinh nghia sO hoc modulo m: Z,, dugc coi 14 tap hop
{0,1,. . .,m-1} ¢ trang bi hai phép todn cOng va nhan. Viéc cOng va nhan trong
Z., dugc thuc hién giOng nhu cOng va nhan céc sO thuc ngoai trlf mOt di€m 1a
cac két qud dugc rit gon theo modulo m.

Vi du tinh 11x 13 trong Z;,. TuOng tu nhu véi céc sO nguyén ta c¢é 11

x13 = 143. D€ riit gon 143 theo modulo 16, ta thuc hién phép chia binh
thung:



143 =8 x 16 + 15, bdi vay 143 mod 16 = 15 trong Zs.

Gid sP=C =K =7Z, v6i 0 <k <25, dinh nghia:

E(x) = x +K mod 26

va (X,y  Zag)

Nhén xét: Trong truOng hgp K = 3, hé mat thuOng dugc goi 1a ma

Caesar da tUng dugc Julius Caesar sUf dung.

Ta s& si dung MDV (v&i modulo 26) d€ ma hod mOt vin bdn ti€ng

Anh théng thuOng bang cach thiét 1ap su tuong Ung gilta cdc ki tU va cic
thang du theo modulo 26 nhu'sau: A <> 0,B <> 1, ..., Z <> 25. Vi phép tuOng
Ung niy con ding trong mOt vai vi du nén ta s& ghi 1ai d€ con ti€n diing sau

nay:

Vidu:

Cho ban ma
JBCRCLQRWCRVNBJENBWRWN

ta s& th(r lién ti€p cac khoa gidi ma d0 ,d1 ... va y thu dugc:
jbcrclgrwcrvnbjenbwrwn
itabgbkpgqvbqumaidmavqvm
hzapajopuaptlzhclzupul
gyzozinotzoskygbkytotk
jxynyhmnsynrjexfajxsnsj
ewxmxglmrxmqiweziwrmri
dvwlwfklgqwlphvodyhvqlqh
cuvkvejkpvkogucxgupkpg
btujudijoujnftbwfojof
astitchintimesavesnine

Téi day ta da x4c dinh dugc ban 16 va dung 1ai. Kho4 tuong Ung K = 9.

Trung binh c6 thé tinh dugc ban rd sau khi th(r 26/2 = 13 quy tac gidi ma.
NhU di chi ra trong vi du trén, di€u ki€én d€ mOt hé mat an toan 13 phép tim
khod vét can phdi khong th€ thuc hién dugc, tlc khong gian khod phdi rat

16n.

Tuy nhién, mOt khong gian khod 16n van chua dd ddm bdo dd mat.
2.1.2. Ma thay thé



MOt hé mat nGi ti€ng khéc 12 hé ma thay th€. H& mat nay di dugc sU
dung hang trim nim. Tro chdi d6 ch{r "cryptogram" trong c4c bai bdo 1a nhiing
vi du vé MTT.

Trén thuc t€ MTT c6 th€ 1ay cd P va C déu 1a b0 chit cdi ti€ng anh,
gOm 26 ch(r cdi. Ta dung Z26 trong MDV vi cdc phép ma va gidi ma déu 1a cc
phép todn dai s6. Tuy nhién, trong MTT, thich hgp hon 14 xem phép mi va gidi
ma nhU cdc hodn vi cUa cdc ki tu.

Mai thay thé

Cho P =C = Z, . K ch(ta moi hodn vi ¢6 thé cla 26 ki hiéu 0,1, . . .,

25
Vi mOi phép hodn vi t K, ta dinh nghfa:
emn(x) = m(x)
va

dr(y) = 7 -1(y)

trong d6 m -1 13 hodn vi ngugc cla .

Sau diy 1a mOt vi du vé phép hodn vi ngdu nhién n tao nén mOt ham
mi ho4 (ciing nhu tru@c, cic ky hi€u cla bdn rd dugc viét bang ch{r thuOng
con cdc ky hi€u cla ban mai 1a ch{r in hoa).

Nhu vay, en (a) = X, e (b) = N,. . . . Ham gidi mi 13 phép hodn vi
ngUoc. Di€u nay dugc thuc hi€n bang cach vi€t hang th( hai 1én trudc roi
sap x€p theo th( tU cht c4i. Ta nhan dugc:

BGivaydn (A)=d,dn(B)=1,...

Vi du: Hay gidi md bdan ma:

MGZVYZLGHCMHIJMYXSSEMNHAHYCDLMHA.

MO0i khod cla MTT 1a mOt phép hodn vi clia 26 ki tu. SO cdc hodn vi nay
1a 26!, 16n hon 4 x1026 1a mOt s6 rat 16n. BGi vay, phép tim khod vét can
khong th€ thuc hién dudc, thdm chi bang mdy tinh. Tuy nhién, sau nay sé
thdy rang MTT c6 th€ dé dang bi thim bang cic phuong phap khdc.

2.1.3. Ma Affine

MDYV 1a mOt truOng hgpddc bi€t clla MTT chi gbm 26 trong sO 26! Cic
hoén vi c6 th€ cla 26 phan t(. MOt truOng hgp ddc biét khic clla MTT 1a ma
Affine dugc md ta dudi diy. Trong ma Affine, ta gidi han chi xét cdc ham ma
c6 dang:

e(x) = ax + b mod 26



a,b  Z . Cac ham nay dugc goi la cac ham Affine (chd y rang khi a =
1, tacé MDV).

D€ viéc gidi ma c6 th€ thuc hién dudc, yéu cdu can thi€t 1a ham
Affine phdi 12 don 4nh. Néi cach khac, vGi bat ky y € 726, ta muOn c6 dOng
nhat thUc sau:

ax +b = y (mod 26)
phdi c6 nghiém x duy nhat. POng du thUrc nay tuong duong véi:

ax = y-b (mod 26)

Vi y thay d0i trén Z,s nén y-b ciing thay d0i trén Z,, . B&i vay, ta chi
can nghién cUu phuong trinh dong du:
ax =y (mod 26) (Y Zu).

Ta bi€t rang, phuong trinh nay c6 mOt nghiém duy nhat d6i v4i moi y
khi va chi khi UCLN(a,26)=1 (3  ddy ham UCLN Ia uGc chung 16n nhét
cUa c4c bi€n cla nd). Trudc tién ta gid strrang, UCLN(a,26)=d  >1. Khi
d6, dong du thlc ax = 0 (mod 26) s€ c6 it nhat hai nghi€m phan biét trong Z,
1a x = 0 va x = 26/d. Trong truOGng hgp nay, e(x) = ax + b mod 26 khong phai Ia
mOt ham don 4nh va béi vay n6 khong th€ 13 ham ma hoa hop 1€.

Vi du, do UCLN(4,26) = 2 nén 4x +7 khong 1a ham ma hod hop 1é: x va
x+13 s€ mi ho4 thanh cing mot gid tri d0i v&ibatkix  Zy .
Ta gid thi€t UCLN(a,26) = 1. Gia st vGi x1 va x2 nao d6 thdo mén:

ax;= ax, (mod 26)

Khi d6

a(x;- X,) = 0(mod 26)
bdi vay

26 | a(X;- X»)

Biy gi0 ta s& s dung mOt tinh chat clUa phép chia sau: Néu
UCLN(a.b)=1

vaa bcthia c¢.Vi26 a(xl-x2)vaUCLN(a,26)=1 nén ta co:
26 (x1-x2)

tUc 1a

x1= x2 (mod 26)

TGi day ta chUng t6 rang, néu UCLN(a,26) = 1 thi m6t dong du thic
dang ax = y (mod 26) chi c¢6 (nhi€u nhat) mOt nghi€m trong Z26 . Do dé, n€u
ta cho x thay dGi trén Z26 thi ax mod 26 s& nhan dudgc 26 gid tri khac nhau



theo modulo 26 va dOng du thlc ax = y (mod 26) chi c6 mOt nghi€m y duy
nhat.

Khong c6 gi dac biét dbi voi s6 26 trong khang dinh nay. Béi vay,
bang cach tuong tU ta c6 thé chltng minh dudgc két qua sau:

* Pinh li

DOng du thlic ax = b mod m chi c6 mOt nghiém duy nhat x  Z, v6i
mOib  Z, khi va chi khi UCLN(a,m) = 1.

Vi26=2x13néncicgidtria Z, thod man UCLN(a,26)=11laa=1,
3,5,7,9, 11, 13, 15, 17, 19, 21, 23 va 25. Tham sO b c6 th€ 1a mOt phan t( bat
kY trong Z,.. NhU vay, mi Affine c¢6 12 x 26 = 312 khod c6 th€ (di nhién con
sO nay qua nhi d€ bdo ddm an toan).

By giO ta s€ xét bai toan chung v&i modulo m. Ta cdn mOt dinh nghia
khéc trong 1y thuyét s0.

Pinh nghia

Gid stra>1 vam > 2 1a cic sO nguyén. UCLN(a,m) = 1 thi ta néi rang a
va m 12 nguyén tO cung nhau. SO cic sO nguyén trong Z,, nguyén td cung nhau
v6i m thuOng dugc ky hiu la ¢(m) (ham nay dugc goi la ham Euler).

MOt két qud quan trong trong 1y thuy€t s cho ta gid tri cla ¢(m) theo
céc thlra sO trong phép phan tich theo luy thUa cic sO nguyén t0 cla m. (MOt
sO nguyén p >1 12 sO nguyén t0 n€u né khong c6 UGc duong nio khic ngoai 1
vap.

Moi sO nguyén m >1 c6 th€ phan tich dugc thanh tich cla cic luy thUa
céc sO nguyén tO theo cich duy nhat. Vidu 60 =23x 3 x 5 va 98 =2 x 72).

SO khod trong ma Affine trén Zm béng ¢@(m), trong d6 @(m) dugc cho
theo cong thUc trén. (SO cdc phép chon cla b 1a m va sO cic phép chon cla a
la ¢(m) vOi ham mi hod 1a e(x) = ax + b). Vi du, khi m = 60,
@(60)=(5.22.3)=0(5). ©(22). (3) =2 x 2 x 4 = 16 va sO cdc khod trong ma
Affine 1a 960.

Biy giO ta s€ xét xem cdc phép toan gidi ma trong mat ma Affine vOi
modulo m = 26. Gid st UCLN(a,26) = 1. D€ gidi mi can gidi phuong trinh
dong dU'y =ax+b (mod 26) theo x. TU thdo ludn trén thdy rang, phuong trinh
nay c¢6 mOt nghiém duy nhat trong Z, . Tuy nhién ta van chua bi€t mot
phuong phap hitu hi€u d€ tim nghi€m. Di€u can thiét & diy 1a c6 mOt thudt
toan h{tu hi€u d€ 1am viéc d6. Rat may 1a mOt s két qua ti€p sau vé sO hoc
modulo s& cung cap mOt thudt todn gidi ma hitu hi€u can tim.



‘Céc dinh nghfa trén phép cOng va phép nhan Z,, thdo man hau hét cic
quy tac quen thudc trong sO hoc. Sau diy ta s liét k& ma khong chlng minh
cac tinh chat nay:

1. Phép cOng la déng, tUc véibatkiab Z,.,a+b Z,

2. Phép cOng la giao hodn, tUc la véi abbatki Z,a+b=b+a

3. Phép cOng 12 k€t hop, tlc l1a véi batkia,b,c  Z, (a+b)+c = a+(b+c)

4. 012 phan t don vi cla phép cOng, c6 nghiala vGiabatki  Z,

a+t0=0+a=a

5. Phan tU nghich ddo cla phép cOng cla phan t&rbatki (a Z,)lam-
a, nghia 13 a+(m-a) = (m-a)+a=0véibatkia Z,.

6. Phép nhanla déng , tUclavGiabbatki Zm,ab Zm.

7. Phép nhan 12 giao hodn , nghia 12 v&i a,b batki Zm, ab =ba

8. Phép nhan 1a két hop, nghia la v&i a,b,c  Zm, (ab)c = a(cb)

9. 11aphan tldon vi cla phép nhan, tUc la vGi batkya Zm

axl =Ixa=a

10.  Phép nhan c6 tinh chat phan phGi d6i v&i phép cOng, tlc 1a dbi

a,b,c Zm, (a+b)c = (ac)+(bc) va a(b+c) = (ab) + (ac)

Céc tinh chat 1,3-5 néi 1én rang Zm lap nén mOt cau tric dai s6 dugc
20i 12 mOt nhém theo phép cOng. Vi c6é thém tinh chat 4 nhém dudc goi la
nhoém Aben (hay nhém giao hoén).

Céc tinh chat 1-10 sé& thi€t 1ap nén mOt vanh Zm . MOt sO vi du quen
thuQc cUa vanh 1a cdc sO nguyén Z, cdc sO thuc R va cdc sO phlc C. Tuy nhién
cdc vanh niay déu vd han, con mOi quan tAm cUa ching ta chi gidi han trén cic
vanh h({tu han.

Vi phan t& ngudc cla phép cOng tOn tai trong Zm nén ciing c6 thé trlr
cdc phan t trong Zm . Ta dinh nghia a-b trong Zm 13 a+m-b mod m. MOt
cich tuong tu cé thé tinh s6 nguyén a-b roi rit gon theo modulo m.

Vi du : D€ tinh 11-18 trong Z31, ta tinh 11431 — 18 mod 31= 11+13 mod
31=24. Ngudc lai, c6 th€ 1ay 11-18 dugc -7 rdi sau d6 tinh -7 mod 31 =31-7=
24.

Ma dich vong dugc xdc dinh trén Z26 (do c¢6 26 ch{f cdi trén bang ch(t
cdi tiéng Anh) mac dir c6 th€ xdc dinh né trén Zm véi modulus m tuy y. D&
dang th8y rang, MDV sé& tao nén mOt hé mat nhu da xdc dinh & trén, tc 1a
dK(eK(x)) =x vOi mOi x 726 . Ta c¢6 sO d0 ma nhu sau:

2.1.4. Ma Vigenere



Trong cd hai h& MDV va MTT (mOt khi khod di dugc chon) moi ky tu
s& dugc dnh xa vao mot ky tU duy nhat. Vi 1y do dé, cidc hé mat con dugc goi
hé thay th€ don bi€u. Bay gi0 ta s€ trinh bay mOt hé mat khong phai 1a b
cht don, d6 12 hé ma Vigenere nGi ti€ng. Mat mi nay 1ay tén cla Blaise de
Vigenére sOng vao thé ky XVL

SU dung phép tuong Ung A 0,B  1,...,Z 25md td G trén, ta c6
th€ gan cho mOi khéa K v&i mOt chudi ki tu ¢6 d0 dai m dugc goi la tU khoa.

Maét ma Vigenere s& mi hoa dOng thOi m ki tu: MOi phan t cla ban 15
tuong duong v&i m ky tu.

2.1.5. M&t ma Hill

Trong phdn nay s€ md td mOt hé mat thay thé da bi€u khic dugc goi
12 mat ma Hill. Mat mi nay do Lester S.Hill dua ra nim 1929. Gid s& m 1a mOt
s& nguyén dudng, dat P =C = (Z26)m . Y tuéng O diy 12 1dy m t6 hop tuyén
tinh cla m ky tu trong mOt phan t cla ban rd d€ tao ra m ky tu 3 mOt phan
tUf cUa ban ma.

2.2. M tham cic hé mi cO dién

Trong phan nay ta s€ ban t&i mot vai kY thudt ma tham. Gid thi€t chung
G day 1a ludn coi dOi phuong Oscar di bi€t hé mat dang dung. Gid thiét nay
dugc goi 1a nguyén 1y Kerekhoff. Di nhién, n€u Oscar khong bi€t hé mat
dugc dung thi nhi€m vu cUa anh ta s& khé khidn hon. Tuy nhién ta khong
muOn d0 mat cla mOt hé mat 1ai dua trén mOt gid thi€t khong chac chan Ia
Oscar khong bi€t hé mat dugc s& dung. Do dé, muc tiéu trong thi€t k& mot
hé mat 12 phai dat dugc d6 mat dudi gid thiét Kerekhoff.

Trudc tién ta phan biét cac mUc d0 tan cong khdc nhau vio cic hé mat.
Sau day 12 mOt sO loai thong dung nhat.

Chi c6 ban ma:

Tham ma chi c6 xAu ban mi y.

Ban ro da biét:

Thdm ma c6 xau ban rd x va xau ban ma tUOng Ung y.

Bdn 16 dugc lua chon:

Thdm mé d3 nhan dugc quyén truy nhdp tam thdi vao co ch€ ma ho4.
B3&i vay, thim ma c6 th€é chon mOt xiu bdn rd x va tao nén xau ban ma y
tuong Ung.

Ban mi dudc 1ua chon:

Thim mi c6 dugc quyén truy nhdp tam thOi vao cO ché gidi mi. Béi
vay tham ma c6 th€ chon mOt badn ma y va tao nén xau ban 16 x tUong Ung.



Trong mOi truGng hgp trén, dOi tUgng can phai xdc dinh chinh 12 khoa
da s dung. Rd rang 1a 4 mUc tan cong trén da dugc liét ké theo dO ting cla
sUc manh tan cong. Nhan thdy rang, tan cong theo ban ma dugc Iua chon 12
thich hop v&i cdc hé mat khod cong khai ma ta s€ néi téi & chuong sau.

Trudc tién, ta s& xem xét cich tan cong y€u nhat, d6 1a tan cong chi ¢
ban ma. Gid sU rang, xau ban rd la mOt vin ban ti€ng Anh thong thudng
khong ¢6 cham ciu hodc khodng trOng (ma thdm s€ kho khin hon n€u mi ca
dau cham cau va khodng trOng).

C6 nhi€u kY thudt thdm ma s dung cdc tinh chat thOng ké cla ngon

~

ngUu

ti€ng Anh. Nhiéu tic gid da udc lugng tan sO tuong d6i cla 26 ch(t c4i
theo cdc tinh toan thOng ké tU nhi€u ti€u thuy€t, tap chi va bdo. Cic udc
lugng trong bang dudi diy 1ay theo tai liéu cla Beker va Piper.

Ki tur Xac Ki tur Xac Ki tur Xac

suat suét suét
A 082 ] 002 S 063
B 015 K 008 T 091
C 028 L 040 U 028
D 043 M 024 V 010
E 0127 N 067 W 023
F 022 O 075 X 001
G 020 P 019 Y 020
H 061 Q 001 Z 001
I 070 R 060

Tu bang trén, Beker va Piper phan 26 ch(t cdi thanh 5 nhém nhu sau:
1. E:c6 xdc sudt khodng 1,120

2. T, A, O, LN, S, H, R : mbi ky tu cé xac suat khodng 0,06 dén
0,09

3. D, L : m0i ky tU c6 x4c sudt chlng 0,04



nhat (theo

4.

C,U,M, W, F, G,Y,P, B: m0i ky tu c6 xdc sudt khodng 0,015

0,023

5.

V, K, J, X, Q, Z m0i ky tu c6 x4c sudt nhd hon 0,01

Viéc xem xét cdc ddy gOm 2 hodc 3 ky tu lién ti€p (dugc goi la bd

doi-

diagrams va b0 ba — Trigrams) ciing rat h(tu ich. 30 bd do6i thong dung

th( tu gidm dn) 1a: TH, HE, IN, ER, AN, RE, ED, ON, ES, ST, EN,
AT, TO, NT, HA, ND, OU, EA, NG, AS, OR, TL, IS, ET, IT, AR, TE, SE, HI va
OF. 12 b0 ba thong dung nhat (theo th(r tu gidm dan) l1a: THE, ING, AND,
HER, ERE, ENT, THA, NTH, WAS, ETH, FOR va DTH.

2.2.1. Tham hé ma Affine

Mat ma Affine 12 mOt vi du don gidn cho ta thay cach thim hé mi nho
dung céc sO li€u thOng ké. Gid st Oscar di thu trOm dugc ban ma sau:

Tan

y
- &

§
=

y
- &

K Ki Ta Ki Ta Ki Ta

Ity SuAt tur n suét tur n sudt tur n suét
A 2 H 5 0 1 U 2
B 1 I 0 P 3 V 4
C 0 ] 0 Q 0 W 0
D 6 K 5 R 8 X 2
E 5 L 2 S 3 Y 1
F 4 M 2 T (0 L 0
G 0 N 1

Bdan mi nhan dugc tU ma Affine:

FMXVEDRAPHFERBNDKRXRSREFMORUDSDKDVSHVUFEDKPK

DLYEVLRHHRH

Phan tich tan sudt cla bdn mi nay dugc cho & bang dudi Ban ma chi
c6 57 ky tu. Tuy nhién d0 dai nay ciing dU phan tich thdim ma doi vGi hé




Affine. Cdc ky tU c6 tan sudt cao nhat trong ban ma 1a: R (8 1an xuat hién), D
(6 1an xudt hién ), E, H, K (mOi ky tu 51an ) va F, S, V ( mOi ky tu 4 1an).

Trong phOng dodn ban dau, ta gid thiét rang R 12 ky tu ma cla ch(t e
vaD1aki ty mi cUat, vie vat tuong Ung 1a 2 ch(f cdi thong dung nhat. Biéu
thi bang sO ta c6: eK(4) = 17 va eK(19) = 3. Nh& 1ai rang eK(x) = ax +b trong
d6 a va b 1a cdc sO chua biét. B&i vay ta ¢ hai phuong trinh tuy€n tinh hai an:

4a+b=17

19a+b=3

Hé nay c6 duy nhat nghiém a = 6 va b = 19 ( trong Z26). Tuy nhién day
12 mOt khoa khong hop 1€ do UCLN(a,26) = 2 1. Bdi vay gid thi€t cla ta 1a
khongding. PhdOng dodn ti€p theo cUa ta 1a: R 1a ky tU ma clla e va E 1a ma cla
t. Thuc hién nhu trén, ta thu dugc a =13 va diy ciing 12 mOt khod khong hgp
1&. B&i vay ta phai thtr mOt 1an nita: ta coi rang R 12 ma hod clla e va H 1a ma
hod cUa t. Pi€u nay dan tGi a = 8 va dy ciing 12 mOt khoa khong hop 1€. Tiép
tUc, gid s rang R 12 ma hod cla e va K 12 ma hod cUa t. Theo gid thi€t nay ta
thu dugc a =3 va b =15 la khda hgp 1&.

Ta s€ tinh todan ham gidi mi Ung vGi K = (3,5) va gidi mi ban ma dé€
xem li€u c¢6 nhan dugc xau ti€ng Anh c6 nghia hay khong. Di€u nay sé khang
dinh tinh hgp 1€ cUa khod (3,5). auk hi thuc hién céc phép todn ndy, ta c6 dK
(y) =9y — 19 va gidi ma ban ma da cho, ta dugc:

algorithmsarequitegeneraldefinitionsof

arithmeticprocesses

Nhu vay khod xéc dinh trén 1a khod ding.

2.2.2. Thdm hé ma thay thé

Sau diy ta phan tich mOt tinh hudng phlc tap hon, d6 13 thay thé€ ban

-~ . XTZ A

! Ky Ta Ky Ta Ky Ta Ky Ta
L n 511:511 tur n su'fﬂ tr n 511:511 tur n su'fﬂ
A 0 H 4 O 0 U 5
B 1 I 5 P 1 V 5
C 15 J 11 Q 4 W 8
D 13 K 1 R 10 X 6
E 7 L 0 S 3 Y 10
F 11 \G| 16 T 2 L 20
G 1 N 9




Do Z xudt hién nhi€u hon nhiéu so v&i bat ky mOt ky tu nao khic
trong ban mi nén c6 th€ phong dodn rang, dZ(Z) = e. cic ky tu con 1ai xudt
hién it nhat 10 1an (moi ky tu) 1a C, D, F, J, R, M, Y. Ta hy vong rang, c4c
ky tu' nay 1a ma khod cUa (mOt tap con trong) t, a, ¢, 0, i, 1, s, h, r, tuy nhién su
khdc biét vé tan sudt khdng dU cho ta c6 dugc su' phdng dodn thich hop.

Té&i lic nay ta phdi xem xét cac b0 doi, dac biét 1a cdc bd ddi c6 dang
-Z hodc Z- do ta da gid s rang Z s€ gidi ma thanh e. Nhan thdy rang cic b0
doi thuOng gdp nhat & dang nay 1a DZ va ZW ( 4 1an m0i b0 ); NZ va ZU ( 3
1an mo6i bd ); va RZ, HZ, XZ, FZ, ZR, ZV, ZC, ZD va ZJ ( 2 1an m0i bd ). Vi
ZW xudt hién 4 1an con WZ khong xudt hién 1an nio va néi chung W xudt
hién it hon so vGi nhi€u ky tu khéc, nén ta c6 th€ phong doan 1a dK(W) = d.
Vi DZ xudt hién 4 1an va ZD xudt hién 2 1an nén ta c6 thé nghi rang dK(D)
€ {r,s,t}, tuy nhién van con chua rd 1 ky tU nao trong 3 ky tU nay la ky tu
ding.

Néu ti€n hanh theo gid thi€t dK(Z) = e va dK(W) = d thi ta phai nhin
trd 1ai bdn ma va thdy rang cd hai bd ba ZRW va RZW xudt hién & gan dau
cla bdn mi va RW xudt hién 1ai sau dé vi R thuOng xudt hi€n trong ban ma
va nd 1a mOt b0 ddi thuOng gap nén ta nén tht dK(R) = n xem 1a mOt kha
ning thich hgp nhat.

Téi lic nay ta co:

—————— end---------e----ned---e---------
YIFQFMZRWQFYVECFMDZPCVMRZWNMDZVEJBTXCDDUMIJ
———————— e----€--------n--d---en----e----¢



NZUCDRIXYYSMRTMEYIFZWDY VZVYFZUMRZCRWNZDZJJ
-ed----- n---------- e---ed------- d---e--n
XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJYUCFWDJNZDIR

Budc ti€p theo 1a th(r dK(N) = h vi NZ 12 mOt b0 doi thuOng gdp con
ZN khong xudt hién. Néu di€u nay ding thi doan sau cla bdn rd ne - ndhe sé
g0i y rang dK(C) = a. K&t hgp cic gid dinh nay, ta c6:

------ end-----a---e-a--nedh--e------a-----
YIFQFMZRWQFYVECFMDZPCVMRZWNMDZVEJBTXCDDUM]J
h------- a---e-a---a---nhad-a--en-a- e-h--e
NDIFEFMDZCDMQZKCEYFCIMYRNCWICSZREXCHZUNMXYZ.
he-a-n------ n------ ed---e---e--neandhe -e- -
NZUCDRIXYYSMRTMEYIFZWDYVZVYFZUMRZCRWNZDZJJ
-ed -a---nh---ha---a-e----ed-----a-d--he--n
XZWGCHSMRNMDHNCMFQCHZIMXIJZWIEJYUCFWDINZDIR
Bay gi0 ta xét tGi M 1a ky tu thuOng gdp nhat sau Z. Poan ban ma
RNM ma ta tin 14 s€ gidi ma thanh nh- g0i y rang h- s& bat dau moOt tU, béi
vay chac 12 M sé& bi€u thi mOt nguyén am. Ta da s dung a va e, bGi vay,
phOng dodn rang dK(M) = i hodc o. Vi ai 1a bd d6i thuOng gap hon ao nén bd
doi CM trong ban ma ggi y rang, trudc tién nén tht dK(M) = i. Khi do ta co6:
————— iend-----a-1-e-a-inedhi-e------a--- -
YIFQFMZRWQFYVECFMDZPCVMRZWNMDZVEJBTXCDDUMIJ
h----- 1-ea-1-e -a---a -1-nhad-a-en--a-e-hi-e
NDIFEFMDZCDMQZKCEYFCIMYRNCWICSZREXCHZUNMXYZ
he -a-n----- in-i---- ed---e---e-ineandhe - e - -
NZUCDRIJXYYSMRTMEYIFZWDYVZVYFZUMRZCRWNZDZJJ
-ed-a--inhi--hai--a-e-1--ed----- a-d--he--n
XZWGCHSMRNMDHNCMFQCHZIMXJZWIEJYUCFWDJINZDIR
Ti€p theo th( x4c dinh xem ch(f ndo dugc ma ho4 thanh o. Vi o 12 mOt
ch{t thuOng gap nén giad dinh rang ch{f cdi tuong Ung trong ban ma 1a mot
trong cic ky tu D,F,J,Y. Y c6 vé thich hop nhat, néu khong ta s& c6 cic xau
dai cic nguyén am, chU y€u la aoi ( t&r CFM hodc CIM ). B&i vay gid thiét
rang dK(Y) =o.
Ba ky tu thuOng gdp nhat con 1ai trong bdn ma 13 D,F,J, ta phan dodn
s& gidi ma thanh r,s,t theo th(F tU ndo d6. Hai 1an xudt hién clla b ba NMD
g0i y rang dK(D) = s Ung v&i bl ba his trong ban 1o (di€u nay phit hop véi



gid dinh truGc kia la dK(D) €{r,s,t} ). Poan HNCMF c6 thé 1a ban ma cUa
chair, di€u nay sé€ cho dK(F) =r (va dK(H) = ¢ ) va bdi vay (bang céch loai
trlr) sé c6 dx(J) = t.
Ta co:
o-r-riend - ro - - arise - a - inedhise - - t - - - ass - it
YIFQFMZRWQFYVECFMDZPCVMRZNMDZVEJBTXCDDUMIJ
hs - r -riseasi -e - a - orationhadta - - en - -ace - hi - e
NDIFEFMDZCDMQZKCEYFCIMYRNCWICSZREZCHZUNMXZ
he - asnt - 0o-in -1 -0 -redso - e - ore - ineandhesett
NZUCDRIXYYSMRTMEYIFZWDYVZVYFZUMRZCRWNZDZJJ
- ed - ac - inhischair - aceti -ted - -to - ardsthes - n
XZWGCHSMRNMDHNCMFQCHZIMXIJZWIEJYUCFWDJNZDIR
Bay gi0 viéc xdc dinh ban rd va khod cho & vi du trén khong con gi kho
khiin n(ra. Ban rd hoan chinh nhu sau:
Our friend from Pais examined his empty glass with surprise, as if

evaporation had taen place while he wasn't looking. I poured some more wine
and he settled back in his chair, face tilted up towards the sun.

2.2.3. Thdam hé ma Vigenére

Trong phan nay chiing ta s&€ md td& mot sO phuong phdp thim hé ma
Vigenere. Bu@c dau tién 1a phdi xdc dinh dO dai t& khod ma ta ky hi€u la m. &
day dung hai kY thuat. Ky thudt th(r nhat 1a phép th(r Kasiski va kY thudt th(r
hai st dung chi sO tring hop.

Phép thU Kasiski 1an dau tién dugc Kasiski Friendrich mo td vio nim
1863. Ky thuat nay dugc xay dung trén nhan xét 13: hai doan giGng nhau cla
bdn rd s& dugc ma hod thanh cing mOt bdn ma khi chiing xuat hién trong ban
rd cach nhau x vi trf, trong d6 x = o mod m. Ngudgc 1ai, n€u ta thdy hai doan
gibng nhau cUa ban ma (mbi doan ¢ do dai it nhat 1a 3) thi d6 12 mOt
d&u hiéu t6t d€ néi rang chiing tudng Ung v&i cic doan ban rd gidng nhau.

Phép th(r Kasiski nhu sau. Ta tim trong ban mi cdc cdp gbm cic doan
nhu nhau c6 d6 dai t6i thi€u 1 3 va ghi 1ai khodng cich gilta cdc vi tri bat dau
cUa hai doan. N&u thu dugc mOt vai gid tri d1, d2,. . . thi c6 thé hy vOng réng
m s€ chia hét cho Udc chung 16n nhat cla cic di.

Viéc xdc minh ti€p cho gid tri clla m c6 th€é nhdn dugc bang chi sO
trung hgp. Khéi niém nay da dugc Wolfe Friedman dua ra vao 1920 nhU sau:

Dinh nghia:



Gid s x = x1x2 . . . xn 12 mOt x4u ky ty. Chi s6 trung hgp cla x (ky
hiéu 12 Ic(x)) dugc dinh nghia 1a xdc sudt d€ hai phan t( ngau nhién cla x 1a
dOng nhat. Néu ky hiéu cic tan sudt cla A,B,C,. . . ,Z trong x tuong Ung la
f0,f1 ,... 25, c6 th€ chon hai phan t(f cUa x theo ??? cach. VGi mbii, 0 <i<
25, ¢6 7?2 cdch chon hai phan t(r1a i,

Bay gi0, gid sU x 12 mOt xau vin ban ti€ng Anh. Ta ki hi€u cic xdc
sudt xudt hién cla céc ki tu A,B,. . .,Z trong bang 1.1 1a p0,...p25. Khi d6: do
xé4c sudt d€ hai phan t ngdu nhién déu 1a A 1a p02, x4c sudt d€ cd hai phan
t(r ndy déu bang B bang p12 . . . Tinh hinh tuong tu ciing xay ra n€u x 12 mot
bdn ma nhan dugc theo mOt hé mai thay thé don bat ki. Trong truOng hop
nay, tUng xdc sudt riéng ré sé€ bi hoan vi nhung tOng ??? s€ khong thay dGi.

Bay gi0 gid s ¢6 mOt bdn md y = yly2. . .yndugc cau tric theo mat

Vigenere. Ta xdc dinh cdc xau con m cUa y(y1,y2,. . .,ym) bang céch viét
ra ban ma thanh mOt hinh ch{f nhat c6 kich thudc mx(n/m). C4c hang cla ma
tran nay 12 c4c xau con yi, 1 <i < m. Néu m thuc su 12 d0 dai khod thi moi
Ic(yi) phai xdp xi bang 0,065. Ngudc 1ai, néu m khong phai 1a d dai kho4 thi
cdc xau con yi s€& c6 vé ngdu nhién hon vi chiing nhdn dugc bang cich ma
dich vong v&i cdc khod khac nhau. Xét thay rang, mOt xau hoan toan ngau
nhién sé€ c6:

Hai gid tri 0,065 va 0,038 dU c4ch xa nhau d€ c6 th€ xdc dinh dugc dd
dai tU khod ding (hodc x4c nhan gid thuyét da dugc lam theo phép th(r
Kasiski).

Hai kY thuat ndy s€ dugc minh hoa qua vi du dudi day:

Vidu:

Ban ma nhan dugc tU mat ma Vigenere.

CHEEVOAHMAERATBTAXXWTNXBEEOPHBSBQMQEQERBW
RVXUOAKXAOSXXWEAHBWGIMMQMNKGRFVGXWTRZXWIAK

LXFPSKAUTEMNDCMGTSXMXBTUIADNGMGPSRELXNJELX

RVPRTULHDNQWTWDTYGBPHXTFEALJHASVBFXNGLLCHR

ZBWELEKMSJIKNBHWRIGNMGJSGLXFEYPHAGNRBIEQIJT

MRVLCRRREMNDGLXRRIMGNSNRWCHRQHAEYEVTAQEBBI

EEWEVKAKOEWADREMXMTBHHCHRTKDNVRZCHRCLQOHP

WQAIIWXNRMGWOIIFKEE

Trudc tién, ta hiy th(r bang phép th(r Kasiski xdu ban ma CHR xudt
hi€én & bOn vi tri trong ban ma, bat dau & cac vi tri 1, 166,236 va 286. Khodng
ciach tr  1an xudt hién dau tién t&i 3 1an xudt hi€n con lai tuong Ung la



165,235 va 285. UCLN cUa 3 s nguyén nay 1a 5, bGi vay gi4 tri nay rat c6 thé
12 d0 dai tU kho4.

Ta hdy xét xem li€u vi€c tinh cic chi sO trung hgp c6 cho két ludn
tuong tU khong. VGi m = 1 chi sO trung hgp 14 0,045. V&i m = 2, ¢6 2 chi sO 1a
0,046 va 0,041. VGi m = 3 ta ¢6 0,043; 0,050; 0,047. V&i m = 4 cic chi s0 1a
0,042; 0,039; 0,046; 0,040. V&i m = 5 ta c¢6 cac gia tri 0,063; 0,068; 0,069;
0,061 va 0,072. Pi€u nay cang chlng t0 rang dd dai ti khod 12 5.



CHUONG 3
CHUNG THUC
Muc tiéu:

- Trinh bay dugc chiling thuc : ch(t ky sO,mat khau, sinh hoc;
- Cau hinh AAA trong Cisco;
NOi dung chinh:

Gibi thiéu: Trong chuong nay, ching ta xem xét cac s@ d6 ch(r ki sO
(con dugc goi 1a chit ki s6). Ch{r ki viét tay thong thuGng trén tai liu thudng
dugc ding dé xdc ngudi ki né. Chir ki dugc dung hang ngay chang han nhu
trén mOt bUc thu nhan tién tU nha bing, ki hop dong...

S0 d0 ch(r ki 1a phuong phdp ki mOt blc dién luu dudi dang dién tr.

Chang han mdt blc dién c6 ky hiéu dugc truyén trén mang mdy tinh.
Chuong nay trinh bay mOt vai so d0 ch(I ki sO. Ta s€ thdo ludn trén mOt vai
khéc biét co ban gilta cac ch(r ki thong thuOng va ch(T ki s0.

Pau tién 12 mOt van dé ki mOt tai li€u. VGi cht ki thong thuOng, né 1
mOt phan vat 1y cUa tai li€u. Tuy nhién, mOt ch(r ki sO khéng gan theo ki€u
vat Iy vao blc dién nén thudt todn dugc dung phdi “khong nhin thdy” theo
céch nao d6 trén bUc dién.

Th( hai 12 van dé vé ki€m tra. Ch(r ki thong thudng dugc ki€m tra
bang céch so sdnh né vGi cdc chlr ki x4c thuc khéc. Vi du, ai d6 ki mOt tdm séc
d€ mua hang, ngUdi ban phai so sanh ch{f ki trén manh gidy v4i chr ki nam &
mat sau cUa thé tin dung d€ ki€m tra. DI nhién, day khong phdi 1a phuog
phép an toan vi n6 d€ dang gid mao. Mat khic, cdc chi ki sO c6 thé dugc
ki€m tra nhO ding mOt thudt todn ki€m tra cong khai. Nhu vay, bat ky ai
ciing c6 th€ ki€m tra dugc ch(r ki s0. Viéc ding mbt sd d0 ch{f ki an toan cé
th€ s& ngin chdn dugc khd ning gid mao.

Su khdc biét ¢ ban khac gilra chit ki s6 va chr ki thong thuOng ban
copy tai li€u dugc ki bing chr ki s dong nhat v4i bdn gbc, con copy tai liéu
c6 ch{t ki trén gidy thuOng c6 th€ khic v3i ban gdc. Di€u nay c6 nghia 1a phai
can than ngin chin mOt blc ki sO khdi bi dung 1ai. Vi th€, ban than blc dién
can chlfa thong tin (chang han nhu ngay thang) d€ ngin né khoi bi dung 1ai.

MOt sG d6 chit ki s6 thudng chira hai thanh phan: thudt toan ki va thudt
todn xdc minh. Bob c6 thé ki blic dién x dung thudt todn ki an toan. Chit ki
y=sig(x) nhan dugdc c6 thé ki€ém tra bang thudt todn x4dc minh cbéng khai
ver(x,y). Khi cho trudc cap (x,y), thuat toan xdc minh c¢6 gia tri TRUE hay
FALSE tuy thubc vao ch{r ki dugc thuc nhu thé nao. DuGi diy 1a dinh nghia
hinh thUc cUa ch{r ki:

3.1 Cac dinh nghia



MOt sO dO ch(r ki sO 1a b0 5( P, A, K, S, V) thod man cic di€u kién
dudi

day:

1. P 1a tap hitu han cac blc dién c6 thé.

2. A 12 tdp h(tu han cdc ch(r ki c6 thé.

3. K khong gian khod 13 tap h{tu han cic kho4 c6 thé.

4. VGi mOi k thudc K tOn tai mOt thudt todn ki sigk S va 1a mOt thudt
todn x4c minh ver, V. MOi sigk: P — A va ver,: Pxa —{true,false} 1a
nh{ing ham sao cho mOi blc dién x P vamOichlrkiy A thod min
phuong trinh dudi day.

True n€u y=sig(x)
VeI,
False n€u y# sig(x)

VGi mOi k thubc K ham sigk va verk i cdc ham thdi than da thlfc.
Ver, s€ 12 ham cong khai sigk 12 mat. Khong thé d€ dang tinh todn d€ gid mao
ch(t ki cla Bob trén blc dién x. Nghia 1a x cho trudc, chi c6 Bob méi c6 thé
tinh dugc y d€ verk = True. MOt sG d0 ch{f ki khong thé€ an toan vo di€u kién
vi Oscar c6 thé ki€m tra tat cd cic chit sO y c6 thé€ c6 trén blc di€n x nhO ung
thudt todn ver cong khai cho dé€n khi anh ta tim thdy mOt chii ki ding. Vi thé,
néu c6 dU thoi gian. Oscar ludn ludn cé th€ gid mao ch{f ki clla Bob. Nhu
vay, gibng nhu trudng hop hé thGng ma khod cong khai, muc dich cUa ching
ta 12 tim cdc sO d0 ch(r ki sO an toan vé mat tinh toan.

Xem thdy rang, hé thGng ma kho4 cong khai RSA c6 th€ ung 1am so d6
ch(t ki s0.

Nhu vay, Bob ki blic dién x ding qui tac gidi ma RSA la dk. Bob la
ngU0i tao ra ch(r ki vi dk = sigk 12 mat. Thuat todn xdc minh dung qui tac ma
RSA Ck.

Bat ki ai cling c6 th€ x4c minh chit ki vi ekdugc cong khai.

Chd ¥ rang, ai d6 c6 th€ gid mao ch{r ki cla Bob trén mOt blc dién
ngau nhién” x bang cach tim x=ek(y) vGi y no d6, khi d6 y= sigk(x). MOt gidi
ph4p xung quanh van dé khé khiin nay 13 yéu cdu blc di€n chua dU phan du
d€ ch(r ki gid mao ki€u nay khong tuong Ung v&i blc dién. Nghia 1a x trl
mOt xdc sudt rat bé. C6 th€ dung cac ham hash trong viéc két ndi véi cic sO
d0 ch(r ki sO sé€ loai trlr dugc phudng phap gid mao nay.

SO d6 chirki RSA

Cho n= p.q, p va q la cdc s6 nguyén t6. Cho P =A=Zn

ab = 1(mod(¢ (n))). Céc gi4 tri n va b 1a cong khai, a gilt bi mat.



Ham ki:

sigi(x)= x* mod n

va ki€m tra ch(r ki:

ver, (X,y)=true x = y° (mod n)
X,y Zn)

3.2. S0 d6 chit ki ELGAMAL

Sau diy ta s€ md ta s0 d0 ch{r ki Elgamal di tUng dudi thiéu trong bai
b4o nim 1985. Ban c3 tién cla sO d0 nay da dugc Vién Tiéu chudn va Cong
Nghé Qubc Gia My (NIST) chdp nhan lam ch(t ki s6. SO d6 Elgamal (E.)
duogc thiét k€ vGi muc dich danh riéng cho ch(r ki sO, khic so d6 RSA dung
cho cd hé th6ng ma khoa cong khai 1an ch{f ki 0.

So d6 E, 1a khong tat dinh giOng nhu hé thOng ma khod cdng khai
Elgamal. Pi€u nay c6 nghia 14 c6 nhi€u ch{r ki hgp 1€ trén blc dién cho trudc
bat ky. Thudt todn x4c minh phdi c6 kha niing chap nhan bat ki ch(r ki hgp 1€
khi x4c thuc.

Néu ch(t ki dugc thi€t 1ap diing khi xdc minh s€ thanh cdng vi :
BY ¥® = o™ o¥(mod p) = a*(mod p)

1a & day ta dung hé thuc :

ay+ko = x (mod p-1)

SO db chir ki s6 Elgamal.

Cho p 12 sO nguyén tO sao cho bai todn logarit r0i rac trén Zp 1a khé va
gid si o Znla phan t& nguyén thuy p = Zp* , a=Zp*x Zp-1 va dinh nghia:

K ={(p,a ,a, ):p = ca(mod p)}.

Gia tri p,a. ,p 12 cong khai, con a 1a mat.

VGiK = (p, o, a, ) va mOt sO ngdu nhién (mét) k Zp-1. dinh nghia :
Sigk(x,y) =(y ,0),

trong d6 y = o* mod p

va § =(x-a) k' mod (p-1).

VG@ix,y Zpvad Zp-1,tadinhnghia:

Ver(x,y ,0 ) =true pYy® = o*(mod p).

3.3. Chudn chir ki sO.

Chudn ch{r ki sO(DSS) 1a phién ban cai ti€n cla so d6 chit ki Elgamal.
N6 dugc cong bo trong HO SO trong lién bang vao ngay 19/5/94 va dugc lam
chudn voa 1/12/94 tuy da dugc dé xudt tlr 8/91. TruGc hét ta s néu ra nhiing



thay d6i cUa né so v&i sG d0 Elgamal va sau dé s md td cach thuc hién
n6.Trong nhi€u tinh huGng, thong bdo c6 th€ ma va gidi ma chi mOt 1an nén né
phit hop cho viéc ding v6i hé mat bat ki (an toan tai thOi di€m dugc ma).

Song trén thuc t&, nhi€u khi mOt blc dién dugc diung 1am moOt tai 1iéu
d0i chUing, chang han nhu bdn hgp dong hay mot chiic thu va vi thé can xéc
minh ch(f ki sau nhi€u nim k€ tU lic blc dién dugc ki. B&i vay, di€u quan
trong 14 c6 phudng 4n du phong lién quan d€n su an toan cUa sa d6 chit ki khi
doi mat vGi hé thOng mai. Vi sO d0 Elgamal khong an toan hon bai todn
logarithm r0i rac nén can dung modulo p 16n. Chac chan p cén it nhat 1a 512
bit va nhi€u ngUdi nhat tri 1a p nén 1ay p=1024 bit d€ c6 d0 an toan tOt.

3.4 Xac thuc mau tin

3.4.1 Cdc khdi niém

Xéc thuc mau tin lién quan dé€n cdc khia canh sau khi truyén tin trén
mang

o Bdo vé tinh toan ven clia mau tin: bdo v& mau tin khong bi thay doi
hodc c6 cdc bi€n phap phat hi€én n€u mau tin bi thay dGi trén dudng truyén.

o Ki€m chUng danh tinh va ngubn gbc: xem xét mau tin c¢é ding do
ngUdi xUng tén gli khong hay mOt k& mao danh nao khéic gUri.

o Khong ch6i tir ban gbe: trong truGng hop can thiét, ban thin mau tin
ch(a c4c thong tin chlng t& chi c6 ngudi xung danh gUi, khong mot ai khéc cé
th€ 1am di€u d6. Nhu vay nguoi gUi khong th€ tUr chdi hanh dOng gUi, thoi
gian gUi va n0i dung cUa mau tin.

Ngoai ra c6 thé xem xét b sung thém cic yéu cau bdo mat nhu mi hoa.
V&i mong muOn ddp Ung cic yéu cdu trén, ¢6 3 ham lua chon sau ddy dugc sUr
dung:

o Ma mau tin bang ma ddi x(ng hodc ma cong khai.

o M3 x4c thuc mau tin (MAC): dung khod va mOt ham nén mau tin can
g(ti d€ nhan dugc mOt ddc trung dinh kém v&i mau tin va ngudi gUi dé.

o Ham hash (ham bim) 12 ham nén mau tin tao thanh “dau van tay” cho
mau tin.

Cidc yéu cau bdo mat khi truyén mau tin trén mang.

Tim céc bién phdp can thi€t d€ chOng d6i 1ai cac hanh dOng pha hoai
nhU sau:

o D& 10 bi mat: gilt bi mat nOi dung mau tin, chi cho ngUdi c6 quyén
biét.

o Tham ma dudng truyén: khong cho theo ddi hodc 1am tri hoan viéc
truy€n tin.



o Gid mao: 18y danh nghia ngudi khic d€ gUi tin.

o SUta dGi nOi dung: thay dGi, cat xén, thém bdt thong tin.

o Thay d6i trinh tU céc géi tin nh6 cla mau tin truyén.

o SUra d6i thoi gian: 1am tri hodn mau tin.

o TU chdi gbc: khong cho phép ngudi gUi tU chdi trach nhi€m cla tic
gid mau tin.

o TU chdi dich: khong cho phép ngudi nhan phU dinh su ton tai va dén
dich cUla mau tin da gUi.

3.4.2 Ma mau tin

« M3 mau tin ban than da cung cdp mOt phan tinh xdc thuc, vi khod
dugc chia sé gilta ngudi glti va ngudi nhdn ciing nhu viéc thay dGi ndi dung
ciing khong dé dang thuc hién néu khdng c6 kho4.

« Cu th€ néu mi doi xUng dugc s& dung thi ngudi nhan biét ngudi gl
phdi tao ra mau tin, vi chi c6 ngudi gUi va nguOi nhan bi€t dugc khoa sUr
dung.

NgUudi nhan c6 thé€ biét nOi dung khong bi stra d6i, n€u mau tin c6 cdu
tric phit hgp, tinh du thira va tGng ki€m tra d€ phat hién bat c(f thay dbi nao.

 Néu kho4 cong khai dugc st dung thi ma cung cap khong dU d0 tin
cdy vé nguoi gli, vi moi ngudi déu cé th€ bi€t khod cong khai cla ngUdi
nhan. Tuy nhién n€u ngudi gli ky mau tin s& dung kho4 riéng clla ho va sau
d6 ma v&i khoa cong khai cUa ngudi nhan, thi khi d6 ddm bdo ca tinh bdo
mat va xdc thuc cla mau tin. Can phdi b sung cédc bi€n phap d€ phat hién
cdc mau tin di bi 1am hdng. Viéc s dung kho4 riéng cUa ngudi gUi két hgp
vGi khod cdng khai cUa nguGi nhan c6 nhi€u Uu viét, nhung v&i gid phdi trd
1a cham do dung 2 ma kho4 cong khai trén mau tin.

3.4.3 Ma xdc thuc m@u tin (MAC - Message Authentication Code)

Sinh ra b&i mOt thudt todn ma tao ra mOt khoi thdng tin nhd cé kich
thudc cO dinh

o Phu thudc vao cd mau tin va khod nao do.

o GiOng nhu ma nhung khong can phdi gidi ma.

* BG sung vao mau tin nhu chit ky d€ gUi kém theo 1am bang chling xéc
thutc.

 Ngu0i nhan thuc hién tinh todn nio dé trén mau tin va ki€m tra xem
né c6 phit hgp v&i MAC dinh kém khong.

* Tao ni€m tin rang mau tin khong bi thay d6i va dén tUr ngudi gUti.



C4c ma x4c thuc mau tin MAC cung cdp sU tin cdy cho ngudi nhan la
mau tin khong bi thay d6i va tir dich danh ngudi gUi. Ciing c6 th€ st dung ma
x4c thuc MAC kém theo v&i vi€c ma hod d€ bdo mat. N6i chung ngUdi ta st
dung cic khod riéng biét cho m6i MAC va c¢6 thé tinh MAC truGc hodc sau
ma hod, tOt hon 1a thuc hién MAC trudc va ma hod sau.

SU dung MAC c6 nhugc di€m 12 MAC phu thudc vao cd mau tin va
cd ngUdi gUi, nhung ddi khi chi can x4c thuc mau tin va thong tin xac thuc dé
chi phu thudc mau tin d€ luu trlt 1am bang chUng cho tinh toan ven cla né.
Khi d6 ngu0i ta s dung ham Hash thay vi MAC. Can luu y rang MAC khong
phdi 12 ch{r ky dién t(, vi cd ngudi gUi va ngudi nhan déu biét thong tin vé
khoa.

Céc tinh chat clla MAC

MAC 14 thong tin nén cUa mau tin k€t hgp vdi khod MAC = CK(M)
o Nén ban tin M ¢6 d0 dai thy y

o SU dung khoda mat K

o Tao nén dau xéc thuc cé d0 dai cO dinh

o La ham nhi€u - mOt, nghia 12 c6 nhi€u badn tin khic nhau nhung c6
cing MAC. Tuy nhién ta phdi Iua chon ham MAC sao cho xdc sudt d€ cic
mau tin c6 ¥ nghia c6 MAC tring nhau 12 rdt nho. Viéc tim dugc cic mau tin
nhU vay 1a rat khé khin

Yéu cau doi véi MAC
Tuy thubc vao ki€u tan cong ma MAC phdi c6 céc tinh chat khac nhau
d€ chOng d0i lai. Nhung néi chung MAC phdi thda man cic di€u sau

o Bi€ét mau tin va MAC, khong th€ tim dugc mau tin khic c6 cung
MAC.

o C4ac MAC can phdi phan b6 déu

o MAC phai phu thubc nhu nhau vio tat ca cic bit trong mau tin. TUc
1a khi thay d6i mOt bit thong tin nao d6, MAC sé& cé nhiing thay d6i kéo theo.

3.4..4 St dung ma déi xtng cho MAC

* C6 th€ dung mi khoéi véi ché d0 chubi mée ndi bat ky va s dung
khOi cudi cling clla ma kh6i lam MAC cUa mau tin.

e Thuat to4n xdc thuc dr li€u (DAA — Data Authentication Algorithm) 1a
MAC dugc s dung rOng rai dua trén ché dd DES-CBC, trong dé

o SUrdung véc to ban ddu IV = 0 va b0 dém 0 cla block culi ciing

o Va mi mau tin st dung chudn ma d{t liéu DES trong ché d0 CBC



o GUi 13y block cudi ciing nhu' 13 MAC cUa cd mau tin

Nhung bay gi® MAC cudi ciing v&i kich thudc 64 bit ciing 14 qua nhod
d€ ddm bao an toan. Do d6 ngUdi ta tim cdch tao nén cic MAC c6 kich thudc
16n hon.

3.5 Cac ham Hash (hay con goi la ham bam).
3.5.1 Cdc yéu cau
Nén mau tin bat ky vé kich thudc c¢O dinh. Va gid thi€t 1a ham hash Ia

cong khai va khong ding khod. Hash chi phu thudc mau tin, con MAC phu
thuOc thém cd vao khod.

Hash dugc st dung d€ phat hién thay d6i cUa mau tin. Hash c6 thé s
dung nhi€u c4ch khic nhau v&i mau tin, Hash thuOng dugc két hop ding dé
tao chr ky trén mau tin.

Cdc tinh chét cla ham Hash

Ham Hash tao nén dau van tay (tUc 12 thong tin ddc trung) cla mOt tép,
mau tin hay d{t liéu

h = H(M)

Nén mau tin c6 kich thudc tiy ¥ vé€ dau van tay c6 kich thudc c6 dinh.
Ham Hash dugc gid thi€t 1a cong khai, moi ngu0i déu bi€t cach st dung

Cdc yéu cau cUa ham Hash

C6 th€ 4p dung cho mOi mau tin c6 kich thudc tuy y. Tuy nhién phai
tao dadura h c6 kich thudc cO dinh, thudng 12 128 bit d&n 1024 bit.

Dé tinh h = H(M)cho mQi mau tin M, ham H tinh todn nhanh, hiéu qua
phu thubc chat vao mau tin M va khong tinh todn ngugc 1ai.

Cho trudc h khong th€ tim dudc (rat khé) x sao cho H(x) = h. Tinh
chat nay goi 1a tinh chat moét chiéu, chi€u tim nghich dnh rat khé khin, tuy
chi€u tim anh lai dé dang.

Cho x khong th€ tim dugc y sao cho H(y) = H(x). Pay la tinh chat
chOng d& va cham yéu, khong tim dUgc mau tin c6 cing Hash v4i mau tin di
cho.

Va khong th€ tim dudc x, y sao cho H(y) = H(x). Pay g0i la tinh chat
chOng d& va cham manh, diy 12 yéu cdu cao hon tinh chOng d& va cham yéu.

3.5.2 Cdc ham hash don gian

C6 mOt s6 dé xudt cho mOt s6 ham hash don gidn. Chang han bi€u
dién mau tin dudi dang bit sau d6 chia chiing thanh céc khoi bit c6 kich thuGc
bang kich thudc mong muOn cUa Hash. ROi dua trén phép toan XOR céc bit



thong tin G cuing vi tri tuong Ung cUa cic khOi, k€t qua nhan dugc 1a Hash
cUa cd mau tin. Him hash trén 12 khong an toan vi d6i v8i mau tin bat ky c6
th€ tim dugc mau tin ma c6 cing ham hash.

C6 thé€ nghi hash 64 bit 1a an toan, c6 nghia 13 khé tim dudc ban tin c6
cung hash. Nhung khong phdi vay vi nghich Iy ngay sinh nhat nhu sau: trong
18p c6 it nhat bao nhiéu sinh vién, d€ xdc sudt c6 it nhdt 2 sinh vién triing
ngay sinh nhat 14 16n hén 0.5. Theo 1y thuy€t xdc sudt thOng ké g0i sO sinh
vién it nhat trong 16p 1a k, khi d6 x4c sudt q d€ khong cé 2 ngudi nio tring
ngay sinh 13 ty sO gilta cach chon k ngay khic nhau trong 365 ngay trén sO
cach chon k ngay bat ky trong 365 ngay. Vay

q = Ck365 / 365k

Do d6, xdc sudt p d€ c6 it nhat 2 ngudi tring ngay sinh Ia

p=1-q=1-Ck365/365k

DE p> 0.5 thi k> 22 hay k =23, cu thé khi d6 p = 0.5073.

Khi chua tinh todn chi ti€t ching ta nghi 12 trong 1&p phdi c6 it nhat
khodng 365/2 tUc 1a 184 sinh vién. Nhung trén thuc t& con s& dé it hon rat
nhi€u chi can 23 sinh vién, chinh vi vay ta g0i day 1a nghich 1y ngay sinh nhat.

Di€u d6 muln néi 1én rang, trong nhi€u trudng hgp xic sudt d€ hai
mau tin ¢6 cung ban Hash 1a khong nhé nhu chiing ta tudng.

3.5.3 Tinh an toan cUa ham Hash va MAC.

GiOng nhu doi vGi ma khoi, ham hash ciing c6 tan cong vét can, cu thé:
Hash chOng va cham manh c6 gid 2m/2, c6 nghia 1a v&i m 1a d6 dai ma hash
thi 2m/2 xdc dinh sUc manh cla né chOng d06i 1ai tdn cong vét can. Ta can
lua chon m dU 16n d€ viéc duyét tim 2m/2 phuong 4n 13 khong kha thi. C6
dé xudt Hash 128 bit cho MDS5 phan cUng. Nhung c6 thé tim dugc va cham
sau 24 ngay. Do d6 c6 thé coi 12 hash 128 bit c6 th€ c6 10 hGng, khong an toan,
tOt hon dung hash 160 bit.

Tan cong vét can trén MAC khé hon, vi ching doi hdi mOt cap MAC
cUa mau tin da bi€t, do né phu thudc thém vio khoa. Cé th€ tan cong vio
khong gian khod (nhu 1a tim khod) hodc MAC. P dai it nhat 128 bit MAC Ia
can thiét d€ dam bdo an toan

Thdm ma tan cong c6 cdu triic

Giong nhu ma kh6i mubn ding tan cong vét can, cé mot sO cic tan
cong tham ma 12 1ua chon tOt nhat hién cé. Chéng han

§ Néu CVi = f[CVi-1, Mi]; HM)=CVN

§ Thi & day thong thuOng khai thdc sU' va cham cUa ham f



§ Gidng ma khOi thuOng gdm mot sO vong 1ap

§ Khi dé tan cong sU dung céc tinh chat cUa cdc ham vong.

3.6 Cac thuat toan Hash va MAC
3.6.1 Cdc thuadt todn Hash va MAC

Ham Hash: thuc hién viéc nén mau tin vé kich thudc c6 dinh bang cich
xU Iy mau tin theo tlng kh6i két hop ding mOt ham nén nao d6 va cé thé st
dung mai khoi.

M3 xdc thuc mau tin (MAC): thuc hién tao phan xéc thuc cho mau tin
c6 kich thudc cO dinh, d€ cung cdp tinh toan ven clla mau tin va tinh xac thuc
thong qua viéc s dung khod. C6 th€ tifen hanh bang cach si dung ma khoi
vOi ch€ d0 méc nOi hodc ham Hash.

3.6.2 Thudt todn Hash an toan SHA (Secure Hash Algorithm)

SHA c¢6 ngu0n gOc tU Vién chudn cong nghé quoc gia Hoa kY - NIST
& NSA vio nim 1993, sau d6 dugc nang cdp vao 1995 theo chudn US va
chudn 12 FIPS 180-1 1995 va Internet RFC3174, dugc nhac dén nhu SHA-1.
N6 dugc si dung v6i so d6 ch(r ky dién t& DSA (Digital Signature
Algorithm).

Thudt todn 12 SHA dua trén thi€t k€ MD4 v&i mOt sO khac biét tao nén
gia tri Hash 160 bit. C4c k€t qud nghién clu 2005 vé an toan clUa SHA-1 dé
xudt sU dung né trong tUong lai.

Sau ddy ta mo t@ chi tiét thudt todn SHA-1 va MD5:
a. Thudt todn SHA-1
M6 ta thuat todn

DPau vao cla thudt todn 13 mot thong di€p c6 chi€u dai bat ky nhd hon
264 bit, SHA-1 cho ra két qua 12 mot thong diép rit gon c6 dO dai 12 160 bit

M@ rOng thong diép:

f(t;B,C,D) dugc dinh nghia nhu sau.
f(t;B,C,D) = (B AND C) OR (NOT B) AND D) (0<t£19)
f(t;B,C,D) =B XOR C XOR D (20<t<39)

f(t;B,C,D) = (B AND C) OR (B AND D) OR (C AND D)
(40<t<59)

f(t;B,C,D) = B XOR C XOR D (60<t<79).



Thong di€p M dugc md& rOng truGc khi thuc hién bam. Muc dich cUa
viéc m@ rOng nay la d€ ddm bdo cho thong di€p m& rOng c6 dd dai 1a bdi sO
clla 512.

Gid st d0 dai cUa thong di€p 1a 1 bit. Thém bit 1 vao cubi thong diép,
theo sau 12 k bit 0 (k 12 s& duong khong am nh® nhdat sao cho 1+1+k=448
(mod512)) . Sau d6 thém khOi 64 bit 12 bi€u di€n nhi phan cla 1.

Phén tich thong diép md& rOng:

Sau khi thong diép di dugc mG rOng, thong di€p md rOng dugc phan
tich thanh N kh&i 512 bit M(1),M(2),....M(N). Trong d6 512 bit cla khdi dit
liéu dau vao c6 thé dugc thé hién bang 16 tUr 32 bit,

Khdi tao gid tri bam:

Gi4 tri bam 1a mOt chuli bit c6 kich thuGc bang kich thude cla thong
diép bim (trlr SHA-384) gOm cdc tU ghép 1ai. Trong d6 Hj(i) 1a tU j trong gid
tri bim & 1an 1dp i v&i 0<i<N (sO block c6 dugc sau khi chia vin ban dudgc
dém) va 0<j<(sO tU trong gid tri bim -1).TruGc khi thuc hién gia tri bam, véi
mOi thudt todn bam an toan, gid tri bim ban dau H(0) phai dugc thiét 1ap.
Kich thudc va s6 lugng tU trong H(0) tuy thuOc vao kich thudc thong diép riit
gon.

SHA-1 st dung diy cdc héng s0 K(0),...K(79) ¢6 gid tri nhU sau:

K(t) = 5A827999 (0 <=t<=19)

K(t) = 6EDIEBAl (20 <=t <=39)
K(t)= 8FIBBCDC (40 <=t <= 59)
K(t) = CA62CID6 (60 <=t <=79).

Thuat todn cUa bUoc tinh gid tri bim SHA-1

SHA-1 dugc st dung d€ bim thong di€ép M cé dd dai 1 bit thod mién
di€u ki€én 0<1<264 . Thuat toan st dung:

- MOt badng phan bO thong dié€p gbm 80 tUr 32 bit

- 5 bi€n 32 bit

- MOt gid tri bim gOm 5 tU 32 bit

Két qua cla SHA-1 12 mot thong diép rit gon c6 dO dai 160 bit. Cac tUr
cUa bang phan b thong dié€p dugc ky hi€u W(0),W(1),...,W(79). 5 bi€n dugc
ky hiéu 13 ab,c,de. Cic tU cUa gid tri bim ky hi€éu HO®),H1(), H2(),
H3(i),H4(i). H(0) gilt gid tri bdm ban dau va dugc thay th€ bang céc gid tri
biam thanh cong.H(i) sau mOi khoi thong diép dugc xU 1y va két thic bang gia
tri bim cudi cing H(N).

Tinh todn thong di€p bim



DPinh nghia: Sn(X)=(X<<n) or (X>>32-n).

X<<n c6 nghia la loai bd tU trdi sang phdi n bit va thém vao k&t qua n
sO 0 vao bén phdi. X>> c6 nghia 1a loai bd tU phdi qua tri n bit va thém vao
k€t qud n sO 0 vao bén tréi.

Khéi tao H
HO = 67452301 ; HI1 = EFCDAB8&9
H2 = 98BADCEFE ; H3 = 10325476

H4 = C3D2E1F0.
Chia M(i) thanh 16 tU W(0), W(1),...,W(15)
Fort=16to0 79
- W(t) = SAMT(W(t-3) XOR W(t-8) XOR W(t-14) XOR W(t-16)).
- bat a=HO , b=H1,c=H2,d=H3,e=H4
Fort=0to 79 do
- TEMP = SA5(A) + f(t;B,C,D) + E + W(t) + K(t);
- e=d; d=c; ¢=S"30(b); b=a;a=TEMP;
- DPat HO = HO + a,H1 = HI + b,H2 = H2 + ¢,H3 = H3 + d,H4 = H4+

Sau khi tinh todn dugc hét M(n), thong diép rit gon 1a mOt chudi 160
bitlabi€udiéncla5t: HO H1 H2 H3 H4

Dénh gid thuat todn

- SHA-1 dugc xem 1a an toan d0i v&i hién tugng dung d0 vi rat
khé tim dudc hai thong di€p khac nhau c6 gid tri bim giOng nhau

- SHA-1 dudc coi 1a chudn cla viéc bdo vé cdc kénh lién lac truc
tuy€n tOn tai trong 9 nim qua.

- SHA-1 dugc thi€t k€ cho b0 xUr 1y 32 bit, thé hé sap tGi cla may
tinh duing céc b xU ly 64 bit ma SHA-1 khong hi€u qud trén bd xU 1y nay.

- Thang 2 nim 2005 SHA-1 bj tdn cong bOi 3 chuyén gia nguoi
Trung QuOc. Thudt to4n nay di bi gidi mi thong qua phudng phap tinh phan
bo.

b. Thudt todn MD5

M6 ta thuat to4n

Thuat todn c6 dau vao 1a mOt thong di€p cé dd dai tuy y va c6 dau ra la
mOt chubi c¢6 dd dai c6 dinh 1a 128 bit. Thudt ton dugc thi€t k€ d€ chay trén
ciac may tinh 32 bit.



Thuat todn:
Thoéng diép dau vao c6 dO dai b bit bat ky. Bi€u dién céc bit dudi dang
nhU sau: m[O0] m[1] m[2] ... m[b-1]

Budcl: Céc bit gan thém : Thong di€p dudc md rOng, thém bit vio
phia sau sao cho d0 dai cUa né (bit) dong du v&i 448 theo mddun 512. Nghia 1a
thong di€p dugc mé rOng sao cho n6 con thi€u 64 bit nita thi s& c6 mOt d0 dai
chia hét cho 512. Viéc thém bit nay dugc thuc hi€n nhu sau: mOt bit ‘1’ dugc
thém vao sau thong di€p, sau d6 céc bit ‘0’ dugc thém vao d€ cé mOt dd dai
dong du v&i 448 modun 512.

Budc 2: Gan thém d6 dai: Dang bi€u dién 64 bit dd dai b cla chuli
ban dau dugc thém vao phia sau k€t qua cla budc 1.

Budc 3: KhGi tao by dém MD: MOt by dém 4 tlr (A,B,C,D) dugc dung
d€ tinh ma sO thong di€p. O day moi A,B,C,D l1a mOt thanh ghi 32 bit. Nhing
thanh ghi nay dugc khdi tao theo nhiing gid tri hex sau :

A=0x01234567
B=0x89abcdef
C=0xfedcba98
D=0x76543210

Budc 4 :X{ 1y thong di€p theo tlng khOi 16 tU. Pinh nghia cidc ham
phu, cac ham nay nhan gid tri ddu vao 13 3 tUr 32 bit va tao tao ra mOt word 32
bit.

F(X,Y,Z) = XY v not(X) Z
G(X,Y,Z)=XZ v Y not(Z)
H(X,Y,Z) = X xor Y xor Z
I(X,Y,Z) =Y xor (X v not(Z))

Budc nay st dung mOt bang 64 gi4 tri T[1 .. 64] dugc tao ra tU ham sin.
Goi T 1a phan t& th& i cla bang, thi T 12 phan nguyén cla 4294967296%|
sin(i)l , 1 dUuQc tinh theo radian.

Thuat todn
/* XU 1y vGi mOi khoi 16 bit tUr #/
Fori1=0to N/16-1 do
/* Sao khOi i vao X. */
Forj=0to 15do
Set X[j] to M[i*16+]].

end



AA=A

BB=B

CcC=C

DD =D
/¥ Vong 1: Ky hi€u [abed k s i] 12 thao tdc sau
a=b+ ((a+ F(b,c,d) + X[k] + T[i]) <<< s). */

/* Lam 16 thao tac sau day*/

[ABCD 0 7 1] [DABC 112 2] [CDAB 217 3] [BCDA 322 4]
[ABCD 4 7 5] [DABC 512 6] [CDAB 617 7] [BCDA 722 8]
[ABCD 8 7 9] [DABC 912 10] [CDAB 1017 11] [BCDA 11 22 12]
[ABCD 12 7 13] [DABC 13 12 14] [CDAB 14 17 15] [BCDA 15 22 16]
/* Vong 2: Ky hiéu [abcd k s i] 1a thao tdc sau day

a=b+ ((a+ G(b,c,d) + X[k] + T[1]) <<< s). */

/* Lam 16 thao tac sau day*/

[ABCD 1 517] [DABC 6 9 18] [CDAB 11 14 19] [BCDA 020 20]
[ABCD 5 521] [DABC 10 922] [CDAB 15 14 23] [BCDA 4 20 24]
[ABCD 9 525] [DABC 14 926] [CDAB 314 27] [BCDA 820 28]
[ABCD 13 529] [DABC 2 930] [CDAB 714 31] [BCDA 12 20 32]
/* Vong 3: Ky hi€u [abcd k s t] 1a thao t4c sau diy

a=Db+ ((a+ H(b,c,d) + X[k] + T[1]) <<< s). */

/* Lam 16 thao tic sau day*/

[ABCD 5 433] [DABC 811 34] [CDAB 11 16 35] [BCDA 14 23 36]
[ABCD 1 437] [DABC 41138] [CDAB 716 39] [BCDA 10 23 40]
[ABCD 13 4 41] [DABC 011 42] [CDAB 3 1643] [BCDA 6 23 44]
[ABCD 9 445] [DABC 12 11 46] [CDAB 15 16 47] [BCDA 2 23 48]
/* Vong 4: Ky hi€u [abcd k s t] 12 thao téc sau diy

a=b+ ((a+I(b,c,d) + X[k] + T[1]) <<< s). */

/* Lam 16 thao tic sau day*/

[ABCD 0 649] [DABC 71050] [CDAB 14 1551] [BCDA 521 52]
[ABCD 12 6 53] [DABC 3 1054] [CDAB 10 15 55] [BCDA 1 21 56]
[ABCD 8 657] [DABC 151058] [CDAB 6 1559] [BCDA 13 21 60]



[ABCD 4 661] [DABC 11 1062] [CDAB 2 15 63] [BCDA 9 21 64]

/* Tinh */
A=A+ AA
B=B + BB
C=C+CC
D=D+DD

end /* K&t thic vong 1ap trén i*/
Budc 5: Thong diép riit gon = AlBIICIID.
Pénh gia thuat todn MD5

Vé tc d0 sinh ra chudi cOt y€u thi MD5 cham hon so vGi MD4 nhung
n6 1ai an toan hon rat nhi€u so véi MD4. Thuat toan s& héa thong diép MD5
kh4 don gidn d€ thuc hién, cung cap moOt gia tri bim cUa thong diép vdi do
dai tuy y. Ngudi ta cho rang d0 khé dé€ tim dugc 2 thong diép cé cling gia tri
bim 1a khodng 264 budc tinh, va dd khé d€ tim dugc moOt thong diép vdi gia
trj bam cho trudc 1a 2128 budc tinh. Tuy nhién 160 h6ng m&i phat hién trong
thudt todn MD5 s& cho phép ké tan cong c6 thé tao ra file gid mao trong vong
vai gi0 v&i loai mdy tinh dat chudn.

Chudn Hash an toan ning cao

Vién chudn cdng nghé qudc gia NIST xudt ban bdn sla FIPS 180-2
vao ndm 2002, d& nghi b6 sung 3 phién bdn mGi clla SHA: SHA-256, SHA-
384, SHA-512. Cé4c phién ban trén dugc thi€t k€ tuong thich v&i viéc ting d0
an toan dugc cung cap bdi chudn ma ning cao AES. V& cdu triic va chi tiét
gibng SHA-1, suy ra vi€c phan tich ciing tuong tu, nhung mUc d0 an toan cao
hon nhiéu so v&i SHA-1.

TOng quan SHA 512
Ham nén SHA-512

SHA-512 1a trong tam cUa thudt todn. O day xUr 1y mau tin v6i cdc khoi
1024 bit va bao gdm 80 vong cap nhat bd dém 512 bit. SU dung gia tri Wt 64
bit dugc 1ay ra tU block hi€n tai clla mau tin va hang s& quay vong dua trén
cin bac ba clla 80 sO nguyén tO dau tién

3.7 Cac Ung dung xic thuc

Chiing ta s& xem xét cdc ham xdc thuc dugc phat trién d€ ho trg xéc
thuc mUc Ung dung va ch(t ky dién t(r. POng th0i ciing xem xét dich vuU x4c

thuc dung khod riéng Kerrberros. Va sau d6 xét dich vu xdc thuc dung khoa
cong khai X.509.

3.7.1 Kerberos



Day 12 mo6 hinh Hé th&ng khod may chU tin cdy cla MIT (TruOng Dai
hoc KV thudt Massachusetts) d€ cung cap x4c thuc c6 bén th( ba ding kho4
riéng va tap trung. Cho phép ngU0i sU dung truy cap vao céc dich vu phan tan
trong mang. Tuy nhién khong can thi€t phai tin cdy m0i mdy tram, thay vi dé
chi can tin cdy mdy chU x4c thuc trung tAm. D3 c6 hai phién ban dang s dung
la: Kerberos 4 va Kerberos 5.

a. Cdc yéu cdu cUa Kerrberos

Bio cdo dau tién cla: Kerberos néu cic yéu cau sau

0 An toan

0 Tin cay

0 Trong su0t

0 C6 thé mG rOng

O day cai dt s& dung thU tuc xdc thuc Needham-Schroeder.

b.TOng quan Kerberos 4

La s0 d0 xdc thuc dung bén th(f ba cO bdn va c6 may chl xdc thuc (AS
— Authentication Server). Ngu0i dung thda thudn v&i AS vé danh tinh cla
minh, AS cung cap sU tin cdy xdc thuc thong qua thé cdp thé TGT (Ticket
Granting Ticket) va mdy chU cung cdp thé (TGS — Ticket Granting Server).
NgUu0i st dung thuOng xuyén yéu cau TGS cho truy cap dén cdc dich vu khic
dua trén thé cap thé TGT cla ngudi st dung.

c.Trao dOi Kerberos 4

Ngudi st dung nhén thé dugc cap tUf may chl xdc thuc AS, mOi thé
cho mOt phién 1am vi€c va ciing nhan thé cap dung dich vu (service granting
ticket) tU TGT. MOi thé dung cho mOt dich vu khic nhau dugc yéu cdu, thong
qua viéc trao dGi gilta may ch(/tram d€ nhan dudgc dich vu.

d. Cdc lanh dia Kerberos

MBoi truGng Kerberos bao gdm: mdy chU Kerberos, mOt s may tram da
dugc ding ky v&i mdy chl, cdc mdy chU Ung dung chia sé khoa vGi mdy chu.
MOt hé thOng nhu vay dugc goi 1a mOt 1anh dia Kerberos. Thong thuOng 1a
mOt mién hanh chinh duy nhat. Néu cé nhiéu lanh dia, thi ciac may chu
Kerberos can phdi chia sé kho4 va tin cdy nhau.

e. Kerberos phién ban 5

Kerberos 5 dugc phat trién vao gilta nhitng nim 1990, dugc thi€t ké
theo chudn RFC 1510. N6 cung cap nhing cadi ti€n so v&i phién bdn 4, cu thé
hudng tdi cdc thi€u x6t vé& mdi trudng, thudt toan mi, thU tuc mang th( tu
byte, thOi gian sU dung thé, truy€n ti€p x4c thuc, x4c thuc lanh dia con. Va



cic sU khdc biét vé kY thudt nhu: ma kép, cic dang s dung khong chudn,
kho4 phién, chOng tan cong mat khau.

Kerberos la'mot giao thuc xac thUc mang, no’cho phep cac ca’'nhan giao
tiép vOi nhau trén mdt mang khong an toan bang cach xac thuUc nguoi dung nay
vOi nguoi dung kha¢ theo mdt cO ché’bao mat va'an toan. Kerberos ngin chin
viéc nghe trdm thong tin cung nhu tan cong thay thé va'dam bao tihh toan ven
cua du”liéu. Kerberos hoat dong theo mo hinh mdy tram/mdy chU va'no’thuc
hién qua’trinh x4c thuc 2 chiél - ca ngudi dung va'dich vu xa¢ thuc 141 nhau.
Kerberos dugc xay dung dua trén md hinh ma“hoa khoa doi xUhg va'doi hoi
mot thanh phan thu’ba tin cdy tham gia vao quatrinh xac thurc.

Kerberos s dung mot doi tac tin ciy thu’ba dé thuc hién qua’trinh chuhg
thuc dugc goi la’ Trung tdm phan phoi khoa bao gdm 2 phan riéng biét: mot
mdy chU chung thuc (AS) va'mdt may chu cap thé (TGS). Kerberos lam viéc
dua trén cac thé dé thuc hién qua trihh chuhg thuc nguoi dung.

Kerberos duy tri'mdt ¢ s3 du’liéu chua ca¢ khod bi mat. Moi thuc thé
trén mang (mdy tram hodc mdy chU) déu chia se’mdt khod bi mat chi giua ban
than no” voi Kerberos. D& thuc hién qua’trinh giao tiép giUa 2 thuc thé,
Kerberos tao ra mot khoa phién. Khoa nay dung dé bao mat qua’trinh tuGng ta¢
giua cac thyc thé voi nhau.

Hoat dong cua Kerberos:

Qua’trinh hoat ddng cua giao thu¢ (AS = Mdy chU xdc thuc, TGS = M4y
chl cap thé, C = Mdy tram, S = Dich vu):

Nguoi dung nhap vao tén truy cap va mat khdu & phia may tram.

May tram thuc hién thut toah bam mot chiél trén mat khdu dugc nhap
vao va'no'tr@ thanh kho4d bi mat cia mdy tram.

M4y tram g&i mot thong di€p duci dang ban rd déh AS dé yéu cau dich
vu. Khéng co’khod bi mat cung nhu mat khdu nao dugc gdi dén AS.

AS kiém tra xem co'tdn tai ngU0i dung C trong c¢G sG du’liéu cua no’hay
khong. Néu co, no’gdi ngugc lai cho mdy tram 2 thong diép:

Thong di€p A: chui khod phién May tram/TGS dugc ma~hoa bdi khod
bi mat cua nguUoi dung.

Thong diép B: chua Thé (bao gom ID cla mdy tram, dia chi mang cUa
mdy tram, ky han thé c6 gid tri va'mdt khod phién may tram/TGS) dugc ma”
hoa s dung khod bi mat cua TGS.

5. Khi mdy tram nhan dugc thong di€p A va'B, no’giai ma“thong
diép A dé 1ay khod phién mdy tram/TGS. Khod phién nay dugc sU' dung cho
qua’trinh giao ddi tiép theo voi TGS. O diy mdy tram khong thé giai ma’thong
di€p B bdi vi'no’dudc ma’hoa bdi khod bi mat cua TGS.



6.  Khi yéu cau dich vu (S), may tram g0i 2 thong di€p sau dén TGS:
0 Thong di€ép C: Gom thong diép B va'ID cua dich vu dugc yéu cau

0 Thong diép D: chua Authenticator (g6m ID mdy tram va nhan thoi
gian -timestamp) du@c ma'hoa bdi khod phién Mdy tram/TGS.

7. Khi nhan dugc thong diép C va'D, TGS giai ma"thong di€p D su
dung kho4 phién mdy tram/TGS va'gQi 2 thong di€p ngugc lai cho mdy tram:

0 Thong diép E: chui thé (mdy tram dén mdy chl) (bao gd ID
mdy tram, dia chi mang cla mdy tram, ky han thé cé gi4 tri va'mdt khod phién
mdy tram/dich vU) dugc mahoa bdi khod bi mat cUa dich vu.

0 Thong diép F: chua khoa phién cUa may tram/mdy chU duQc ma”
hoa b3i khod phién may tram/TGS.

8.  Khi nhan dugc thong di€p E va'F, mdy tram sau do’ g&i mot
Authenticator moi va'mdt thé (mdy tram dén may chl) déh mdy chU chua dich
vu duQc yéu cau.

0 Thong di€p G: chua thé (mdy tram dén mdy chl) dugc ma hoa
st dung kho4 bi mat cua mdy chu.

0 Thong diép H: moOt Authenticator moOi chua ID mdy tram,
Timestamp va'dugc mahoé sU dung kho4 phién mdy tram/mdy chu.

9.  Sau do; mdy chU giai ma'thé s dung khod bi mat cua chinh no; va’
gGi mot thong di€p cho mdy tram dé xa¢ nhan tihh hQp 1& thuc sU cua mdy
tram va'sU san sang cung cap dich vu cho mdy tram.

0 Thong diép I: chua gia’tri Timestamp trong Authenticator dugc
g0i bdi mdy tram se”dUgc cong thém 1, dugc ma~hoa bdi khod phién may
tram/may chu.

10. M4y tram se"giai ma’sU xa¢ nhan nay st dung khoa chia se”giua
no’voi mdy chU, va'kiém tra xem gia'tri timestamp co’dUQc cip nhat dung hay
khong. Nél duhg, mdy tram co’thé tin tudng mdy chU va'bif dau dua ra cac
yéu cau dich vu g@i déh mdy chu.

11.  Mady chU cung cap dich vu dugc yéu cau déh mdy tram.

Han ché cUa Kerberos

Kerberos thich hgp cho viéc cung cdp cic dich vu x4c thuc, phan quyén
va bdo dam tinh mat cUa thong tin trao dGi trong pham vi mOt mang hay moOt
tap hop nhd cic mang. Tuy nhién, né khong that thich hop cho mOt s6 chlrc
ning khic, chang han nhu ky dién t (yéu cau dip Ung cd hai nhu cau xéc
thuc va bdo ddm khong chOi cii dugc). MOt trong nhiing gid thiét quan trong
cla giao thUc Kerberos 12 cdc mdy chU trén mang can phai tin cdy duogc.
Ngoai ra, n€u ngudi diing chon nhitng mat khdu dé dodn thi hé thOng dé bi



mat an toan trudc ki€u tan cong tU di€n, tdc 12 ké tan cong s& sU dung
phuong thlc don gidn 14 thd nhi€u mat khau khac nhau cho dén khi tim dugc
gia tri dung.

Do hé thOng hoan toan dua trén mat khau d€ xdc thuc ngudi dung, n€u
ban than cdc mat khdu bi d4nh cap thi khd ning tan cong hé thOng 14 khong
c6 gidi han. Piéu nay dan dén mOt yéu cu rat cin ban 1a Trung tAm phan
ph6i khéa can dugc bao vé nghiém ngat. Néu khong thi toan b hé thdng sé
tré nén mat an toan.

Toan ven dir liéu

P6i v6i mbi hé bdo mét toan ven d{ liéu 12 mOt yéu cau khong thé
thi€u, dé ddm bdo tinh toan ven d{ liéu thuc sU, cic thudt mi hod nhu ma
hod bam, ma x4c nhan thong di€p (MAC) va ch(r ky dién t( c6 th€ cling dugc
tri€n khai dOng loat. V& c0 ban, nhiing bi€n phéap nay st dung ciac ham mot
chi€u, nghia 1a d{t li€u khong th€ bi gidi ma ngay ca khi di bi€t khoa d€ ma
hod no.

3.7.2 Dich vu xdc thuc X.509

Dich vU x4c thuc X.509 1a mOt phan cla chudn dich vu thu muc
CCITT X.500. O day cdc mdy chUl phan tdn bdo tri c0 s& dit 1iéu thong tin cla
ngU0i st dung va xéc dinh khung cho céc dich vu x4c thuc. Thu muc ch(a cdc
chUng nhan khoa cong khai, kho4 cong khai cUa ngudi sUf dung dugc ky bdi
chU quy€n chiing nhan. D€ thdng nhat dich vu ciing x4c dinh cic thU tuc xdc
thuc, s dung ma khod cong khai va ch(t ky di€n tU. Tuy thuat todn khong
chudn nhung dugc RSA dé xudt. C4c chltng nhan X.509 duoc st dung rOng
rai.

1. C4c chUng nhan X.509

Dugc phit hanh béi Chl quyén chling nhan (Certification Authority —
CA) bao gbm:

0 Céc phién ban 1,2 hodac 3

0 SO s6 (duy nhat v&i CA) xéc dinh chltng nhan

0 Thuat todn xé4c dinh ch{ ky

0 Xudat ban tén X.500 (CA)

0 Chu kY hi€u luc (tU-dén ngay)

o  DOoitugng cla tén X.500 (tén cla ngudi sG hitu)

o  DO0i tugng thong tin khod cong khai (thudt todn, c4c tham sO,khod)
0 Dinh danh duy nhat xudt ban (phién ban 2+)

0 Dinh danh duy nhat d6i tugng (phién ban 2+)



0 Céc truOng md rOng (phién ban 3)

0 Ch{r ky (hodc hash cUa céc truOng trong chUng nhan)

Ky hi€éu CA<<A>> la chUng nhan cho A dugc ky bdi CA

2. Nhan chUng nhan

Ngu0i st dung bat ky c6 thé trao dGi v&i CA d€ nhan dugc chlmng
nhan. Chi CA c6 thé sra chUng nhan. Vi khong th€ bi gid mao nén chlng
nhan c6 thé dugc dat trong thu muc cdng cOng.

3. SO d6 phan cap CA

Né€u cd hai ngudi st dung chia s chung CA thi ho dugc gid thiét 1a
bi€t khod cong khai clla CA d6. Ngudc 1ai cic CA can tao nén sd dd phan
cap d€ trao d0i chUing nhan v&i nhau. SU dung chlng nhan lién két c4c thanh
vién cla sO d0 d€ c6 dudgc chlng nhan cla cdc CA khic. MOi CA c6 thé gUi
ti€p (forward) cdc chlUng nhan cUa minh cho clients va c6 thé gli lai
(backward) chUng nhan cUa minh cho cha cUa né. MOi client tin tudng céc
chltng nhan cla cha. C6 th€ ki€m chlng chlng nhan bat ky cla mOt CA cho
ngU0i st dung bang cic CA khéc trong sO dO phan cap.

4. Su thu hOi chltng nhan

Gidy chUng nhan cé chu kY st dung, c6 th€ thu hoi trudc thoi han
trong nhiing truOng hgp can thi€t nhu: khod riéng clia ngudi sU dung bi 10,
ngUdi ding khong ti€p tuc dugc chling nhdn bdi CA dé, Gidy chlng nhan
cla CA bi 1am hai. N6i chung CA bdo tri danh sich cdc chUng nhan bj thu hoi
(CRL - Certificate Revocation List). Ngugi st dung cé th€ ki€ém tra 1ai céc
chlng nhan di bi thu hoi.

5. Céc thU tuc x4c thuc

X.509 bao gdm ba thU tuc x4c thuc tity chon: xdc thuc moOt chiu, xic
thuc hai chi€u va x4c thuc ba chi€u. Moi thU tuc trén déu st dung céc ch{r ky
khod cong khai.

Xac thuc mOt chiéu

MOt chi€u A->B dugc st dung d€ thi€t 1ap

0 Danh tinh cUa A va rang mau tin 1a tUr A
0 Mau tin dugc gUi cho B

0 Tinh toan ven va gbc gac cla mau tin

Ma3u tin c¢6 th€ bao gbm cd nhin thdi gian, ky hi€u ddc trung cla mau
tin (nonce), danh tinh cla B va né dudc ky bdi A. C6 th€ bao gdm mot sO
thong tin bO sung cho B nhu khod phién.

Xdc thuc hai chiéu



Hai mau tin A->B va B->A dudc thiét 1ap, ngoai mdu tin tir A dén B
nhU trén con co:

0 Danh tinh cUa B va trd 10i tU' B
0 Tra 10i nay danh cho A
o  Tinh toan ven va gbc gic cla trd 10i

Trd 10i bao gOm cd ky hi€u ddc trung cUa mau tin (nonce) tU A, ca
nhin thOi gian va ky hiéu ddc trung trd 10i tU B. C6 th€ bao gdbm mbt s
thong tin b8 sung cho A.

Xic thuc ba chiéu

Ba mdu tin A->B, B->A va A->B dugc thi€t 1ap nhu trén ma khong c6
dong hO dOng bO. Ngoai 2 chi€u nhU trén con ¢é trd 10i 1ai tU A dén B ch(ra
ban sao nonce cla trd 10i tU B, nghia 12 cdc nhin thGi gian ma khong can ki€m
tra.

X.509 phién ban 3

Trong phién ban 3 dudgc b6 sung mOt s thong tin can thi€t trong gidy
chlUtng nhan nhu: Email/URL, chi ti€t v€ dot phat hanh, cic rang bubc s
dung. TGt hon hét 13 dat tén tudng minh cho cic cOt mGi xdc dinh trong
phuong phap md rOng tOng quat. Cac m& rOng bao gOm:

0 Danh tinh mG rOng

0 Chi dan tinh quan trong

0 Gia tri m& rOng

Céc m& rOng xdc thuc

Khod va cdc thong tin dgt phit hanh

o  Bao trum thong tin vé dOi tugng, khod ngU0i phat hanh, chi thi
ki€u phat hanh, chling nhan

DGi tugng chling nhan va cic thuc tinh ngudi phat hanh

0 HO trQ cé tén phu, dinh dang phu cho cidc d0Oi tugng va nguoi
phat hanh

ChUng nhan cdc rang budc phat hanh

0 Cho phép s dung cdc rang bulc trong chUng nhan bdi cdc CA
khac

Bai tap
1. Chit ky dién t& DSA:
Chop=23,q=11, h=3



Tinh g

NSA A chon khod riéng XA = 7, tinh kho4 cdng khai cUa yA cUa A

Cho ban HashcUaM1la HM) = 15

Chon sO ngdu nhién k =6

Tinh ch(r ky di€n t(f cQa A: (1, s)

Néu cdch ngu0i nhan ki€m chlng ch(r ky di€n tr clUa A trén ban tin M.
2. Chirky dién tir DSA:

Chop=53,q=13,h=5

Tinh g

NSA A chon khod riéng xA = 11, tinh khoa cdng khai cUa yA cUa A
Cho ban Hash ciaM1a HM) =17

Chon sO ngdu nhién k=9

Tinh ch(r ky dién t0 ca A: (1, s)

Neéu cach ngudi nhan ki€m chitng ch(t ky dién t& cla A trén ban tin M.
3. Hay cho bi€t cdc phuong phap phan phOi khod cong khai. Va cic cach

trao d6i cong khai khoa mat gilta hai ngui st dung

4. Néu su khac biét gilta MAC va Hash va néu tdc dung cUa chiing. Cho

mOt sO vi du vé cdc ham MAC va Hash.

5. Cho bi€ét HMAC Ia gi, st dung chiing vao muc dich nio.
6. Néu mOt sO cach tao va ki€m chitng chr ky dién t
7. Chlng minh “Nghich 1y Ngay sinh nhat”, tc 1a c6 it nhat 23 nguoi,

thi xdc suat d€ c6 hai ngudi tring ngay sinh nhat sé 16n hon hodc bang 0.5.

8. Cac ham sO hoc va logic c0 ban nio diing trong MD5?

9. Céc ham s hoc va logic cO ban nao ding trong SHA-1?

10. C4c ham sO hoc va logic c¢G ban nio ding trong RIPEMD-160?

11. Trinh bay hoat dOng cla cdc giao thUc xdc thuc trén md hinh

Kerberos.

12. Néu n0i dung dich vu xéc thuc X.509.



) CHUONG 4
MA KHOI VA CHUAN MA DU LIEU DES
Muc tiéu:

- Trinh bay dugc cic chudn ma dit liéu DES;
- X4c dinh dudgc cdc thanh phan cla mOt hé thdng bdo mat.
- Thuc hién céc thao tic an toan v3i mdy tinh.
NOi dung chinh:
3.1. Gi6i thiéu chung vé DES

Chudn mi hod dit liéu DES dugc Vin phong tiéu chudn clla My (U.S
National Bureau for Standards) cong bO nim 1971 d€ st dung trong cic cO
quan chinh phU lién bang. Gidi thudt dudgc phat tri€n tai Cong ty IBM dua trén
hé mi hod LUCIFER cUa Feistel. DES 1a thuat todn mi hod khOi (block
algrithm), v&i c¢G clla mOt khdi 12 64 bit. MOt khOi 64 bit ban ré dugc dua
vao, sau khi ma hod d{I li€u dua ra 12 mOt khOi bdn mi 64 bit. CA mi hod va
gidi ma déu st dung cing mOt thudt todn va kho4.

Khod ma c6 d dai 64 bit, trong d6 c6 8 bit chan 1& dugc st dung dé
kiém sodt 10i. Céc bit chan 1é nam & céc vi tri 8, 16, 24,... , 64. TUc 1a ct 8 bit
kho4 thi trong d6 c6 1 bit ki€m so4t 10i, bit nay qui dinh sO bit ¢ gid tri “1” cUa
khoi 8 bit d6 theo tinh bu chan.

Nén tang d€ xay dung khoi cla DES la su k€t hgp don gidn cUa cic
kY thudt thay thé€ va hoan vi ban ré dua trén khod. D6 1a cdc vong 1ap. DES s
dung 16 vong 1ap, né 4p dung ciing mOt ki€u két hgp cla cic kY thudt trén
khGi ban 16 16 1an (Nhu hinh v&) Thuat todn chi st dung cic phép todn sO
hoc va 16gic trén cdc sO 64 bit, vi vay né dé dang thuc hi€n viao nhiing nim
1970 trong di€u kién v€ cong nghé phan clng lic bay gi®. Ban dau, su thuc
hién c4c phan mém ki€u nay rat thé sO, nhung hién tai thi viéc d6 da tot
hon, va v3i dac tinh Iap di Iap 1ai cUa thudt todn di tao nén y tudng sUr dung
chip v8i muc dich dac biét nay.

Tém lai DES ¢6 mOt s6 ddc diém sau:

& SO dung khoa 56 bit.

o XUy kh6i vao 64 bit, bién d6i khdi vio thanh kh6i ra 64 bit.

&  Mi hod va gidi ma dugc st dung cing mOt kho4.

¢  DES dudgc thi€t k&€ d€ chay trén phan clng.

DES thuGng dugc s& dung d€ ma hod cic dong d{f li€éu mang va ma
hod dt li€u dugc luu trr trén dia.

3.2. M6 ta thuat toan



DES thuc hié€n trén tUng khOi 64 bit ban rd. Sau khi thuc hi€n hoén vi
khGi dau, khoi dr liéu dugc chia 1am hai na trdi va phdi, mOi nlra 32 bit.
Ti€p d6, c6 16 vong 1ap gidng hét nhau dugc thuc hién, dugc goi la cac ham
f, trong d6 d{r li€u dugc két hop vdi khod. Sau 16 vong 1ap, hai n(ra trdi va
phdi dugc k&t hgp 1ai va hodn vi cubi cling (hodn vi ngugc) sé két thic thuat
todn.

Trong mOi vong 13p, cic bit cla khod dugc dich di va cé 48 bit dugc
chon ra tUr 56 bit cUa khod. NUra phdi cla d{t liéu dugc m& rOng thanh 48 bit
bang mOt phép hodn vi m& rlng, ti€p dé khoi 48 bit nay dugc két hop voi
khoi 48 bit di dugc thay doi va hodn vi cla khod bang todn t&t XOR. Khoi két
qua cUa phép tinh XOR dugc Iua chon ra 32 bit bang cich st dung thudt todn
thay th€ va hodn vi 1an n(ta. D6 13 bOn thao tic tao nén ham f. Ti€p d6, dau
racUa ham f dugc két hop vGi n(ra trdi bang moOt todn t& XOR. K&t qua cla
céc budc thuc hién nay trd thanh nra phdi mdi; nlra phai cii trd thanh na trai
mdi. SU thuc hi€n nay dudc 1dp 1ai 16 1an, tao thanh 16 vong clia DES.

Néu Bi 12 két qua cUa vong th( i, Li va Ri 1a hai nlra trai va phdi cla
Bi, Ki 12 khod 48 bit cUa vong th( i, va f 12 ham thuc hién thay thé&, hodn vi va
XOR vi khod, ta c6 bi€u di€én clla mOt vong s& nhU sau:

Li=Ri-1
Ri=Li-1 XOR f(Ri-1,Ki)

khoa
28 bit 28 it

Dich Dich
28 hit | M bit

56 bit
Hoan vi Chon
48 hit
Ko Mo ring Hap & Hip P R
A2 bit Huodn vi [hay the Hoan vi

48 bit o Luachon | !
2 bit

32 bitf




3.3. Hoan vi khoi dau

Hoén vi khGi dau d6i chd kh6i dir liéu vao, thay d6i vi trf cUa cdc bit
trong khoi d{r li€u vio, nhu dugc mo ta trong Bang 1. Bang nay, va tat cd céc
bang khdc sau nay, dugc doc tU trdi qua phdi, tU trén xuGng dudi. Vi du, hodn
vi khéi dau Chuyén bit 1 thanh bit 58, bit 2 thanh bit 50, bit 3 thanh bit 42,...

3.4. Khoa chuyén d&i

Pau tién, khod 64 bit dugc gidm xubng thanh mOt khod 56 bit bang
céch bo qua 8 bit chan 1&. Su'loai b dugc thuc hién theo Bang sau:

Céc bit chan 1& nay c6 th€ dugc st dung d€ ddm bdo rang khong cé
16i ndo xdy ra khi dua kho4 vao. Sau khi khod 56 bit dugc trich ra, mOt kho4
khéc 48 bit dugc sinh ra cho mOi vong cla DES. Nhiing khod nay, ki, dugc
xé4c dinh bang céch:

+ Dau tién, khod 56 bit dudc chia 1am hai phdn m6i phan 28 bit. Sau do,
cdc phan nay dudc dich trai mOt hodc hai bit, phu thubc vao vong dé.

+ Sau khi dugc dich, 48 bit dugc Iua chon ra tU 56 bit. B&i vi su thuc
hién nay d6i chO thr tu cac bit nhu 1a su 1ta chon mdt tap con cac bit, né
dugc goi 1a hodn vi nén (compression permutation), hodc hodn vi 1ua chOn
(permuted choice). SU thuc hi€n nay cung cap mOt tap hgp cic bit cling c¢G vbi
dau ra cUa hoan vi m& rOng. Bang 4 dinh nghia hodn vi nén (cling g0i 13 hodn
vi lua chon). Vi du, bit 3 vi tri 33 cUa khod dich dugc chuyén t&i vi tri 35 cla
dau ra, va bit & vi tri 18 cla kho4 dich bi bd qua.

3.5. Hoan vi mO rOng

O thao tdc nay, nlta phdi cla d{t 1iéu, Ri, dugc m& rong tUr 32 bit thanh
48 bit. BGi vi su thuc hién nay thay d6i th(r tu cUa cdc bit bang cach 1dp lai
mOt bit ndo d6, né dugc hi€u nhu 1a mOt su hoan vi ma3 rOng. SuU' thuc hién
nay nham muc dich tao ra k&t qud 1a d{r liéu ciing c& vGi khod d€ thuc hién
thao tdc XOR. Pinh nghia hodn vi m& rdng - hdp E. Vi mOi b 4 bit clia khoi
dit liéu vao, bit dau tién va bit th( tw mOi bit tuong Ung v&i 2 bit cla khdi dir
liéu ra, trong khi bit th(t hai va bit th(f ba mOi bit tuong Ung v&i moOt bit cla
khOi d(F 1iéu ra. Bang dudi mo ta vi trf cUa céc bit trong khoi d{F liéu ra theo
khOi d{t 1iéu vao. Vi du, bit G vi tri th( 3 cla khoi d{f 1iéu vao dugc chuyén
tGi vi tri th(r 4 trong khoi d{t li€u ra. Va bit & vi tri 21 cUa khOi d{F 1iéu vao
dudc chuyén tdi vi tri 30 va 32 trong khoi dit 1iéu ra.

3.6. HOp thay thé S



Sau khi dugc nén, khod dugc XOR v&i khGi m& rOng, 48 bit két qua
dugc chuyén sang giai doan thay thé€. SU thay thé dugc thuc hién béi 8
hOp thay thé (substitution boxes, S-boxes). KhGi 48 bit dugc chia thanh 8 khOi
6 bit. MOi kh6i dugc thuc hién trén mOt hdp S riéng biét (separate S-box):
khGi dugc thuc hién trén hOp S1, khOi 2 dugc thuc hién trén hOp S2,... ,
khGi 8 dugc thuc hién trén hOp S8.

MObi hdp S 1a mOt badng gOm 4 hang va 16 cOt. MOi phan tU cUa hp 1a
mOt sO 4 bit. Sdu bit vio hOp S sé& xac dinh sO hang va sO cOt d€ tim két qua
ra. Bdng 6 bi€u dién 8 hdp S.

Nh(ing bit vio xdc dinh mOt phan tU trong hOp S mOt cich riéng biét.

S4u bit vao cla hOp dugc ky hiéu 1a bl, b2, b3, b4, b5 va b6. Bit bl va
b6 dugc két hgp thanh mét sO 2 bit, nhan gid tri t& 0 dén 3, tuong Ung vGi
mOt hang trong bang. BOn bit G gi(ra, tU b2 t&i b3, dugc két hgp thanh mdt s6
4 bit, nhan gia tri t&r 0 d€n 15, tuong Ung v&i mot cOt trong bang.

Vi du, gid sU ta dua d{ li€u vao hOp S th( 6 (bit 31 tdi bit 36 cla ham
XOR) 1a 110010. Bit dau tién va bit cubi cung k€t hgp thanh 10, tuong Ung
vGi hang th( 3 clla hOp S th(t 6. BOn bit gilta k€t hgp thanh 1001, tuong Ung
vGi cOt th(r 10 clla hOp S th(&r 6. Phan t& hang 3 ¢Ot 9 clla hOp S th 6 13 0. Gia
tri 0000 dugc thay thé cho 110010.

K&t qua cla su thay thé 1a 8 khOi 4 bit, va ching dugc k€t hgp lai
thanh mo6t khoi 32 bit. Kh6i nay dugc chuyén t&i bude ti€p theo: hOp hodn vi
P (P- box permutation).

3.7. HOp hoan vi P

KhGi d{r li€u 32 bit ra cla hOp thay thé S dugc hodn vi ti€p trong hOp
P. SU ho4n vi nay 4nh xa mOi bit d{f li€u vao tGi mOt vi tri trong khoi dif 1iéu
ra; khong bit nao dugc sU dung hai 1an va ciing khong bit nio bi bd qua. N6
dugcgoi 1a hodn vi truc ti€p (straight permutation). Bang hodn vi cho ta vi tri
cUa mbi bi can chuyén. Vi du, bit 4 chuyén tGi bit 21, trong khi bit 32 chuyén
tdi bit 4.

Cubi ciing, k€t qua cla hOp hod vi P dugc XOR v&i nla trdi cUa khoi
64 bit khGi dau. Sau d6, nUra trdi va phdi dugc chuyén dbi cho nhau va mot
vong m&i dugc tiép tuc.

3.8. Ho4n vi cudi ciing

Hodn vi cudi cung 12 nghich ddo cla hodn vi khéi dau, va né6 dugc md
ta trong bang dudi. Chi ¥ rang nla trdi va n(a phai khong dugc trio dGi sau
vong cudi cung cla DES; thay vao d6 kh6i n6i R16L16dugc sU dung nhu
khOi dit li€u ra cUa hoan vi cuGi cing. Khong c6 gi dua ra & day; trao dbi cc
nla va dich vong hodn vi s& cho chinh xdc nhu két qud trudc; di€u dé cé
nghia 13 thudt todn c6 thé dugc st dung cho cd ma hod va gidi ma.



Bdang hodn vi cu0i cling:

408 48165624 6432397 471555236331
386 461454226230375 451353216129
364 441252206028353 431151195927
342 421050185826331 419 49175725
3.9. Gidi ma DES

Sau khi thay d6i, hoan vi, XOR, va dich vong, chiing ta c6 th€ nghi rang
thudt todn gidi ma phlc tap, khé hi€u nhu thudt todn ma hod va hoan toan
khéc thudt todn ma hod. Tréi 1ai, s hoat ddng duoc 1ua chon d€ dua ra mOt
dac tinh h{tu ich: ciing thuat todn lam viéc cho cd ma hod va gidi ma.

VGi DES, c6 thé st dung ciing chlc ning d€ gidi ma hodc mi hod mot
khGi. Chi c6 su khic nhau d6 1a cdc khod phdi dugc s& dung theo th(r tu
ngUQc lai. Nghia 1a, néu céc khoia ma hod cho moi vong la k1, k2, k3 ,... , k15,
k16 thi cic khod gidi 1a k16, k15,... , k3, k2, k1. Gidi thuat dé t6ng hgp khod
cho mbi vong ciing tuong tu. C6 khic 1a cic khod dugc dich phai va s6 vi tri
bit d€ dich dugc 18y theo chi€u nguagc 1ai.

3.10. Phan cling va phan mé&m thuc hién DES

Viéc mo td DES khd dai dong song viéc thuc hién DES rat h(tu hiéu
bang cd phan clng 1an phan mém. Céc phép tinh s6 hoc duy nhat dugc thuc
hi€én 13 phép XOR cédc xau bit. Him m®& rOng E, c4c hOp S, cdc hodn vi khéi
dau IP, hoan vi cu0i cung IP-1 va viéc tinh to4n cdc khod k1, k2.... k16déu cé
thé thuc hién dugc ciing lic bang tra bang (trong phdn mém) hodc bang cich
n0i clng chiing thanh mach.

MOt phan mém DES trén may tinh 16n IBM 3090 c6 thé thuc
hién32.000 phép tinh mi hod trong mOt gidy. V&i mdy vi tinh thi tOc d6 thap
hon.

(Chd y : Phdn mém nay dugc viét trén C va Assembler, va c6 th€ mua
duoc tu Utimaco-Belgium, Interleuvenlaan 62A, B-300 leuven, Belgium. C&
ma xap xi 64K. ANSI C thuc hién cham hon khodng 20%.)

MOt Ung dung rat quan trong cUa DES Ia trong giao dich ngan hang My.
DES dugc ding d€ ma hod cic sO  dinh danh cdc nhan (PIN) va viéc chuyén
tai khodn dugc thuc hién bang mdy thl quy tu ddng (ATM). DES con dugc
st dung rOng dai trong cdc t& chlc chinh phu.

3.11. Su an toan cUa DES

P4 c6 rat nhi€u su nghién cUu vé€ d0 dai clla khod, sO vong l1ap, va thiét
k€ cla hOp S (S-boxes). HOp S c6 dac di€m 12 khé hi€u, khong cé bat c(r su
10 ang ndo nhU tai sao ching phdi nhu vay. Moi tinh toan trong DES ngoai trur



cdc hOp S déu tuyén tinh, tlc vi€c tinh XOR cUa hai ddu ra ciing giOng nhu
phép XOR hai ddu vio r0i tinh todn dau ra. Cac hOp S chta dung thanh phan
phi tuy€n cla hé 12 y€u t0 quan trong nhat dOi v&i sU an toan clla hé thOng.

Tinh bdo mat clla mOt hé mi hod d6i xUng 12 mOt ham hai tham sO: d0
phUc tap cUa thuadt todn va d0 dai clla kho4.

Gid sU rang tinh bdo mat chi phu thudc vao dd phlc tap cla thudt
toan. C6 nghia rang s& khong c6 phuong phap nao d€ pha v hé thOng mat
ma hon 1a c6 gang th* moi khod c6 th€, phuong phéap d6 dudc goi 1a brute-
force attack. Néu khod c6 d0 dai 8 bit, suy ra s€ c6 28=256 khoa. Vi vay, sé&
mat nhi€u nhat 256 1an th(t d€ tim ra khod ding. N€u khod c6 d0 dai 56 bit,
thi sé€ c6 256 khod c6 th€ st dung. Gid s mOt Suppercomputer c6 th€ thir
mOt tri€u khod trong mOt gidy, thi né s€ can 2000 nim d€ tim ra khod ding.
Né€u khod c6 d0 dai 64 bit, thi vGi chi€c mdy trén s€& can 600,000 nim d€ tim
ra khod diing trong sO 264 khod. Néu khoa c¢6 d0 dai 128 bit, thi s& mat 1025
nim dé€ tim ra khod ddng. Vi tru chi mdi tOn tai 1010 nim, vi vay 1025 thi
mOt thOi gian qua dai. V&i mOt khod 2048 bit, mOt mdy tinh song song thutc
hién hang ti ti phép th(r trong mOt gidy sé€ tiéu tdn mOt khodng thGi gian 1a
10597 ndm d€ tim ra khod. Liic d0 vii tru c6 1€ khong con tOn tai nlra.

Khi IBM dua ra thi€t k€ dau tién cla hé ma hod LUCIFER, né c6 khod
dai 128 bit. Ngay nay, DES di trd thanh mOt chudn v& ma hoa d(r liéu st dung
khod 56 bit, tUc kich thuGc khong gian khod 12 256. Rat nhi€u nha mai hod hién
dang tranh luan vé& mOt kho4 dai hon cUa DES. Nhiéu thiét bi chuyén dung da
dugc dé xudt nham phuc vu cho viéc tdn cong DES vGi ban ro da biét. Su
tan cong nay chl y€u thuc hién tim khod theo phuong phép vét can.

TUc vGi bdn 16 X 64 bit va ban ma Y tuong Ung, mOi khod c6 thé déu
duoc ki€m tra cho téi khi tim dudc mOt khod k thod man Ek(X)=Y (c6 thé c6
nhi€u hon mOt khod k nhu vay).

Vao nim 1979, Diffie va Hellman tuyén b0 rang vGi mOt mdy tinh
chuyén dung ban mi hod DES c6 thé dugc phd bang cich th& moi truGng
hQp cUa kho4 trong vong mOt ngay — gi4 cUa mdy tinh d6 1a 20 tri€u dola. Vao
nim 1981, Diffie di ting 1én 12 can hai ngay d€ tim ki€m va gia cUa chi€c may
tinh d6 1a 50 tri€u dola.

3.12. Tranh ludn vé DES.

Khi DES dugc dé xuat nhu' mOt chudn mat mi, da c6 rat nhi€u y ki€n
phé phan. MOt 1y do phan doi DES c6 lién quan dén cic hOp S. Moi tinh todn
lién quan dén DES ngoai trl cac hOp S déu tuyén tinh, tlc viéc tinh phép
hodc loai trl clia hai dau ra ciing giGng nhu phép hodc loai trlr cUa hai dau
vao r0i tinh téan dau ra. Cac hOp S — ch(ta dung thanh phan phi tuyén cla hé
mat 13 y€u t0 quan trong nhat d6i vGi d0 mat clia hé thOng( Ta da thdy trong
chuong 1 12 cic hé mat tuy€n tinh — chang han nhu Hill — ¢6 th€ dé dang bi



ma tham khi bi tan cong bang ban rd di bi€t). Tuy nhién tiéu chudn xay dung
cic hOp S khong dugc biét day du. Mot s6 ngudi da ggi y 1a cac hOp S phdi
chlra cdc “cUa sap” dudc dau kin, cho phép Cuc An ninh QuOc gia My (NSA)
gidi mi dudc cic théng bdo nhung van gilt duge mUc dO an toan cla DES. Di
nhién ta khong th€ bac bd dugc khang dinh ndy, tuy nhién khong cé mot
chling cG ndo dugc dua ra d€ chiing td rang trong thuc t€ cé cic clra sép nhu
vay.

Nim 1976 NSA da khang dinh rang, cac tinh chat sau clla hOp S 1a tiéu
chudn thié€t ké:

PO MOi hang trong m6i hOp S 1a mOt hoan vi cUa cic sO nguyén 0, 1, . . .
, 15. P1 Khong mOt hdp S nao 1a mOt ham Affine hodc tuy€n tinh cdc dau vao
cla né. P2 Viéc thay dGi mOt bit vao cUa S phdi tao nén su thay dGi it nhat 1a
hai bit ra. P3 P0i v&i hOp S bat ki va v&i dau vao x bat ki S(x) va S(x
001100) phai khic nhau t6i thi€u 12 hai bit ( trong d6 x 1a xau bit d0 dai 6 ).

Hai tinh chat khic nhau sau ddy cUa cdc hOp S c6 th€ coi 1a dudc rit ra
tU tiéu chudn thi€t k€ cla NSA. P4 V&i hop S bat ki, dau vao x bat ki va vdi
e, f {0,1}: S(x) #5(x  11ef00). P5 Vi hOp S bat ki , néu ¢6 dinh mot bit
vao va xem xét gid tri clla mOt bit ddu ra cO dinh thi cdc mau vao d€ bit ra nay
bang 0 sé& xap xi bang sO mau ra d€ bit d6 bang 1.( Chi ¥ rang, néu cO dinh
gid tri bit vao th( nhat hodc bit vio th( 6 thi c6 16 mau vio lam cho mOt bit ra
cu thé bang 0 va c¢6 16 mau vao 1am cho bit nay bang 1. V&i cdc bit vao tlr bit
th( hai d€n bit th( 5 thi di€u nay khong con ding n{fa. Tuy nhién phan b0 két
qud van gan v4i phan b6 déu. Chinh x4c hon, véi mdt hOp S bat ki, néu ta
cO dinh gid tri cUa mot bit vao bat ki thi sO mau vao lam cho mot bit ra c
dinh ndo d6 c6 gid tri 0 (hodc 1) ludn nam trong khodng tir 13 dén 19.

NgUdi ta khong bi€t 16 1a 1iéu c¢6 con mOt chudn thi€t k€ nao day du
hon dugc dung trong viéc x4y dung hOp S hay khong. SU phdn dbi xdc ding
nhat vé€ DES chinh 14 kich thudc cla khong gian khod: 256 12 qua nhd d€ ddm
bdo an toan thuc su. Nhi€u thiét bi chuyén dungda dugc dé xudt nham phuc
vU cho viéc tan cong v&i bdn 16 da bi€t. Phép tan cong nay chU yéu thuc
hi€n tim kho4 theo phuong phédp vét can. TUc v&i ban 10 x 64 bit vabadn mi y
tuwong Ung, mOi khod déu cé th€ dugc ki€m tra cho t&i khi tim dugc mot
khod K thdo min eK(x) = y. Can chd y 14 c6 th& ¢6 nhiéu hon mdt khod K nhu
vay).

Ngay tUf nim 1977, Diffie va Hellman dd gQi y rang c6 thé xay dung
mOt chip VLSI (mach tich hgp mat d0 16n) c6 khd ning ki€m tra dugc
106khod/gidy. MOt mdy c6 th€ tim toan bO khong gian khod c¢G 106 trong
khodng 1 ngay. HO udc tinh chi phi d€ tao mOt mdy nhu vay khodng 2.107$.

Trong culc hdi thdo tai hGi nghi CRYPTO’93, Michael Wiener di dua
ra mOt thi€t k& rat cu th€ vé mdy tim khoa. Mdy nay c6 khd niing thuc hién



dbng thoi 16 phép mi va tOc db t&i 5x107 khod/gidy. V&i cong nghé hién nay,
chi phi ché tao khodng 10,5%$/khung. Gid cla mOt khung mdy ch(ta 5760 chip
vao khodng 100.000$ va nhu vay né c6 khad ning tim ra mOt khod cla DES
trong khodng 1,5 ngay. MOt thi€t bi khung 10 khung mdy nhu vay cé gid
chlng 106 $ s& gidm thOi gian tim ki€m khod trng binh xudng con 3,5 gi0.

3.13. DES trong thuc té.

Mac du viéc mo td DES khd dai dong song ngUdi ta c6 thé thuc hién
DES rat hita hiéu bang ca phan clng 1an phan mén. Cdc phép toan duy nhat
can dugc thuc hién 1a phép hodc loai trlr cac xau bit. Him md rOng E, cic
hOp S, cdc hodn vi IP va P va viéc tinh todn céc gid tri K1,.. . ,K16d€u c6 thé
thuc hién dugc cung ldc bang tra bang (trong phan mén) hodc bang c4ch ndi
cUng ching thanh mOt mach.

Cac Ung dung phan clng hi€n th0i c6 thé dat dugc tOc d0 ma hoa cuc
nhanh. Cong ty Digital Equipment da thong bdo tai hdi nghi CRUPTO’92 rang
ho sé ché tao mOt xung c6 50 ngan xung c6 th€ ma hod véi tdc d0 1 Gbit/s
bang céch xung nhip c¢6 tdc d0 250MHz. Gi4 cUa xung nay vao khodng 3008.
Téi nam 1991 d3 c6 45 Ung dung phan cUng va chuong trinh cd s& cla

DES dugc Uy ban tiéu Chuan qubc gia My (NBS) chap thudn. MOt
Ung dung quan trong cUa DES 1a trong giao dich ngan hang My - (ABA) DES
dudc dung d€ ma hod cic sO dinh danh cd nhan (PIN) va viéc chuyén tai
khodn bang mdy thl quy tu  dOng (ATM). DES ciing dugc Hé théng chi
trd gilra cdc nha bing cla Ngan hang hOi dodi (CHIPS) ding d€ xic

thuc cdc giao dich vao khodn trén 1,5x1012 USA/tuan. DES con dugc
st dung rOng rii trong cic t0 chlc chinh phl. Chang han nhu bd ning 1Ugng,
B6 Tu phdp va Hé thOng du tr(f lién bang.

3.14. Cac ché do hoat dong ctia DES.

C6 4 ché d6 l1am viéc da dugc phat trién cho DES: Ché d0 chuyén ma
dién t& (ECB), ch€ d0 phadn h6i ma (CFB), ché d0 lién k€t khdi ma (CBC) va
ché d0 phdn hoi dau ra (OFB). Ché d6 ECB tuong Ung v&i cich diing thong
thudng cla ma khéi: v6i mOt diy cdc khOi ban 16 cho trudc x1,x2,. . .( mOi
khOi c6 64 bit), mOi xi s€& dugc ma hod bang cing mdt khod K d€ tao thanh
mOt chubi cc khdi ban ma yly2 ... theo quy tac yi = eK(yi-1 xi)i=> 1.

Trong cic ch&€ d6 OFB va CFB dong khod dugc tao ra sé dugc cOng
mod 2 v&i ban 16 (tUc 12 né hoat ddng nhu mOt hé ma dong, xem phan 1.1.7).
OFB thuc su 1a mOt hé ma dong ddng b0: dong khod dugc tao bdi viéc ma
13p véc t0 khdi tao 64 bit (véc to IV). Ta xédc dinh z0 =IV va rOi tinh dong
khod z1z2 . . . theo quy tac zi = eK(zi-1), i>1. Dy ban 1o x1x2 . . . sau d6 sé&
dugc ma hod bang cich tinh yi =xi  zi,i 1.



Trong ché d0 CFB, ta bat dau v&i y0 = IV (1a m6t véc to khdi tao 64
bit) va tao phan tU zi cla dong khod bang cach ma hod khdi ban ma trudc do.

TUc zi = eK(yi-1), i 1. Ciing nhu trong ché d0 OFB: yi = xi® zi,i >I.
Viéc s&t dung CFB dugc md td trén hinh 3.5 (chd y rang ham ma DES
eKdudgc diing cho cd phép ma va phép gidi mi & cic ché d6 CFB va OFB).

Ciing con mOt sO bi€n tau clla OFB va CFB dugc goi 1a cic ché dd
phan hoi K bit (1 < K < 64 ). & diy ta dd mo ta cdc ché d0 phan hdi 64 bit.
Céc ché d6 phdn hoi 1 bit va 8 bit thuOng dudc dung trong thuc t& cho phép
ma hod dOng th0i 1 bit (hodc byte) sO liéu.

BOn ché dd cong téc ¢6 nhitng Uu, nhude diém khéc nhau. O ché dd
ECB va OFB, su thay d0i cla mOt khGi ban ré xi 64 bit s€ 1am thay ddi khoi
bdn miyi tuong Ung, nhung cic khOi bdn ma khic khong bi dnh hudng.

Trong mOt sO tinh hudng diy 13 moét tinh chat ddng mong mudn. Vi du,
ché @6 OFB thuGng dudgc dung d€ ma khi truyén vé& tinh. Mat khac & cac ché
d0 CBC va CFB, n€u mOt khOi bdn 5 xi bi thay d6i thi yi va tat cd cdc khoi
bdn ma ti€p theo s€ bi dnh hudng. Nhu vay céc ché d0 CBC va CFB c6 thé
duogc st dung rat hiéu qud cho muc dich x4c thuc. Pdc biét hon, cic ché do
nay c6 th€ dugc dung d€ tao mi xdc thuc ban tin ( MAC - message
authentication code). MAC dugc gan thém vio cic khGi ban r5 d€ thuyét
phuc Bob tin rang, day ban 16 d6 thuc su 1a cla Alice ma khong bi Oscar gid
mao. NhU vay MAC dam bdo tinh toan ven (hay tinh xdc thuc) cla mOt ban
tin ( nhUng tat nhién 1A MAC khong ddm bdo d0 mat).

Ta s& md ta cachb st dung ché d0 BCB d€ tao ra mOt MAC. Ta bat
dau bang véc ta khdi ta IV chifa toan s6 0. Sau d6 ding ché d6 CBC d€ tao
cdc khOi ban ma yl,. .. ,yn theo khod K. Cubi cung ta xdc dinh MAC 1a yn.
Alice s& phat di ddy cac khoi ban 1o x1,x2,. . . ,xn cing v3i MAC. Khi Bob thu
dugc x1. . .xn anh ta s& khdi phuc 1ai y1. . .yn bang khod K bi mat va xéc
minh xem li€u yn c6 gidng véi MAC ma minh di thu dugc hay khong.

Nhan thdy Oscar khong thé tao ra mOt MAC hop 1€ do anh ta khong
bi€t khoa K ma Alice va Bob dang dung. Hon n{ra Oscar thu chdn dugc day
khOi ban ro x1. . .xn va thay d6i it nhi€u nOi dung thi thi chac chan 1a Oscar
khong thé thay d0i MAC d€ dugc Bob chap nhan.

Théng thuOng ta mudn k&t hop cd tinh x4c thuc 1an dd bado mat. bi€u
d6 c6 th€ thuc hién nhu sau: Trudc tién Alice ding khoa K1d€ tao MAC cho
x1...xn . Sau d6 Alice xdc dinh xn+1 1a MAC r0i ma hod day x1. . .xn+1 bang
kho4 th(r hai K2d€ tao ra bdn mi yl. . .yn+1 . Khi Bob thu dugc y1. . .yn+1,
tru@c tién Bob sé€ gidi ma ( bang K2) va ki€m tra xem xn+1 c6 phdi 1a MAC
doi véi day x1. . .xn diing K1 hay khong.



Nguoc 1ai, Alice c¢6 th€ diung K1d€ ma hod x1. . .xn va tao ra dugc
1...yn, sau d6 ding K2d€ tao MAC yn+1d6i véi day yl. . .yn. Bob sé& ding K2
d€ xdc minh MAC va dung K1d€ gidi ma yl. . .yn.



CHUONG 5
PHAT HIEN XAM NHAP

Muc tiéu:
- Trinh bay dugc cic hinh thlc tdn cong vao hé thOng mang;
- X4c dinh dudgc cdc thanh phan cla mOt hé thdng bdo mat.
- Thuc hién céc thao tic an toan v3i may tinh.

NOi dung chinh:

5.1 Ké xam nhap
5.1.1 Khdi niém

Van dé quan trong d6i v&i hé thdng mang 13 chOng 1ai vi€c truy cap
khong mong mubn qua mang mdy tinh 16n hodc cuc bd. Chiing ta c6 th€ phan
loai k€ xaAm nhap nhU sau:

0 Ké gid danh
0 Ké lam quyén
0 NgUu0i st dung gidu mat

C6 nhi€u mUc d0 khd ning khic nhau xam nhdp khic nhau. RS rang
van dé trén dugc cong khai va trd nén blc xiic

0 Tu Wily Hacker” trong ndm 1986/1987

0 dén viéc ting nhanh cic dbi Ung cUu tinh trang khan cdp cla
mdy tinh

V@i d6i Ung clu c6 th€ cdm thay binh an nhung doi hdi cic ngudn chi
b6 sung d€ phat trién va duy tri hoat ddng. K& xam nhép c6 th€ st dung cic
hé thOng 1am hai d€ tan cong.

5.1.2 Cdc ky thuat xam pham

Muc tiéu cUa k& xadm nhap 1a danh quyén truy cap hodc ting quyén
trong hé thOng. C4c phuong phdp tan cong cd ban bao gbm

0 Tim muc tiéu va thu thap thong tin
o  Truy cap ban dau

o  Leo thang quyén

0 Lan vét khoi phuc

Muc tiéu chinh 1a gianh dugc mat khdu va sau d6 dung quyén truy cap
clla ngu0i s& hltu.



5.1.3 Podn mét kh@u

Poin mat khdu 12 moOt trong cdc hudng tan cong chung nhat. K& tan
cong da biét tén ngU0i s dung ding nhap (tU trang email/web) va tim cich
doan mat khau.

0 Mac dinh, mat khdu ngan, tim ki€m céc tU chung

0 Théng tin cla ngUOi duing (thay d0i tén, ngay sinh, s dién thoai,
cdac mOi quan tdm va tU chung)

0 Tim ki€m tOng th€ moi kha niing cla mat khau

Ké xam nhdp ki€m tra ding nhdp v&i tép mat khdu danh cap dugc. Su
thanh cong cUa vi€c dodn mat khau phu thudc vao mat khdu dugc chon bdi
ngUoi ding. TOng quan chi ra rang nhi€u ngudi sU dung chon mat khau
khong can than.

Nam bat mat khdu

Tan cong khac bao gdbm ndm bat mat khau

0 Theo d&i qua vai khi nhap password

0 SU dung chuong trinh ngUa thanh Toroa d€ thu thap

0 Theo doi login mang khong an toan, chang han Telnet, FTP,
Web, email.

0 Chat 1oc théng tin ghi lai dugc sau 1an viao mang thanh cong
(dém/lich st web, sO quay cui,...)

0 SU dung login/password ding d€ nhai 1ai ngudi st dung

Ngu0i s& dung can dugc hoc d€ diing cic bi€n phap dé phong va ngiin
ngUa thich hgp.

5.1.4 Phdt hién xam nhap
‘ Chac chan c6 10i an toan G dau d6. Nhu vay dé€ phdt hién xam nhap

can phai

o  Chia khGi d€ phat hién nhanh

0 Hanh ddng ngin chan

0 Thu thap thong tin d€ ting cudng an toan

Gid thiét rang ké xam nhadp s€ hanh dOng khéc so vGi ngudi diing hgp
phap

0 Nhung sé€ c6 su khéc biét nhd gilta ho

a. Cdc cdch ti€p can phdt hién xam nhép

Phat hi€n thOng ké bat thuOng



0 VUuot qua ngudng thOng ké nao dé

0 Dua trén mo ta

Dua trén qui tac

0 Hanh dOng bat thuGng

0 Dinh danh thAm nhap

b. Kiém tra cdc ban ghi

Cong cU cO ban d€ phat hi€n xam nhdp 13 ki€m tra ban ghi don gidn
0 MOt phan cla hé diéu hanh da ngudi st dung

0 San sang d€ s dung

0 C6 thé€ khong c6 thong tin trong dinh dang mong mudn
Ti€n hanh ki€m tra cic ban ghi chuyén diing d€ phat hién

o  Puoc tao chuyén ding d€ thu thap mot sO thong tin mong muOn
0 Trd gid chi phi b0 sung trong hé thOng

c.  Phdt hién thOng ké bat thuong

Phat hién ngudng

0 Pém su xudt hién cla su kién ddc biét theo thdi gian
o  NE&u vuot qud gid tri ndo dé thi cho 13 da c6 xAm nhap

0 Néu chi dung né thi day 14 phat hi€n thd khong hi€u qua
Dua trén mo ta

0 Dac trung hanh vi qui kh(r cla ngudi s dung

0 Ph4t hi€n hé qud quan trong tU dé

o MO0 ta bang nhi€u tham s6

d. Phan tich ki€m tra ban ghi

Pay 1a cO s3 cla cich ti€p can thOng ké. Phan tich bdn ghi d€ nhén
dudgc cic s6 do theo thOi gian

0 SO dém, do, thdi gian khodng, st dung ngubn

SU dung cac ki€m tra khac nhau trén sO liéu phan tich dé€ x4c dinh hanh
vi hi€n tai c6 chdp nhan dugc khong

0 Tinh kY vOng, phuong sai, bi€n nhi€u chi€u, qu4 trinh Markov,
chuOi thdi gian, thao tac

U'u di€m chinh 14 khong s dung ki€n thic biét trudc
e. Phdt hién xam nhdp dua trén qui tdc



Quan sat cdc su kién trong hé thOng va 4p dung cic qui tac d€ quyét
dinh hoat d0ng d6 c6 ding nghi ngd hay khong. Phét hi€n bat thuGng dua trén
qui tac

0 Phan tich cdc ban ghi kiém tra cii d€ xdc dinh mau st dung va qui
tac ty sinh cho ching

0 Sau d6 quan sat hanh vi hién tai va sanh v6i cc qui tdc d€ nhén
thay néu né phut hgp

0 Gidng nhu phat hién thOng ké bat thuOng khong doi hdi ki€n
thUc biét truGc vé sai 1am an toan

Dinh danh su thim nhdp dua vio qui tac
0 S’ dung cong nghé hé chuyén gia

o  VGi qui tac dinh danh sU xAm nhdp di biét, cic mau di€m yéu,
hodc cdc hanh vi nghi ng®

0 So sanh c4c ban ghi ki€m tra hodc c4c trang thai theo qui tac

0 Qui tac dudc sinh b6i céc chuyén gia nhiing ngUdi da phdng van
va hé thOng kié€n thlc cla cic quan tri an toan

0 Chat lugng phu thulc vao céach thlc thuc hi€n cic di€u trén
Ao tudng dua trén ty 18

0 Thuc t€ phat hién xAm nhdp hé thOng can phat hién ty 1€ xam
nhap ding vé&i rat it cdnh béo sai

Néu rat it su’ xAm nhdp dudc phat hi€n -> an toan khong tOt

won

Néu rat nhi€u cdnh bio sai -> bd qua/phi thOi gian

Meg

0 Piéu dé rat khé thuc hién

0 Céc hé thOng tOn tai hinh nhu khong c6 céc ban ghi tot

Ph4t hi€n xam nhap phén tdn

0 Truy€n thOng thuOng tap trung hé thdng don 1é

0 Nhung thong thuOng c6 cic hé thOng mdy tinh

0 Bdo vé& hiéu qud can lam viéc cling nhau d€ phat hién xAm nhap

0 Céc van dé

§ Lam viéc vGi nhi€u dinh dang ban ghi ki€m tra khic nhau
§ Toan ven va bao mat dir liéu trén mang

§ Kién triic tap trung va phén tan

S’ dung binh mat ong

0 Chiing 1udi thu hiit c4c k€ tan cong



§
§
§

Téch khoi su truy cap dén cic hé thOng then chbt
DE thu thdp cac thong tin vé& hoat ddng cUa chiing
Kich thich k€ tdn cong & 1ai trong hé thOng d€ ngudi quan tri c6

th€ phan doan

(0]

(o)

tan cong

0

Pugc cap day du céc thong tin bia dat
Puagc trang bi d€ thu thap chi ti€t thong tin vé hoat dOng cla ké

Hé thOng mang don va 1dp

5.1.5 Quan tri mat kh@u

)

0
§
§
0
§
§
0

La bdo vé tuy€én dau chOng ké xam nhap
Ngudi st dung dugc cung cap cd hai:

Login — xdc dinh ddc quyén cla ngudi st dung
Password — x4c dinh danh tinh cUa ho
Passwords thuOng dugc luu tr(f ma hod

Unix st dung DES lap

Céc hé thOng gan day s& dung ham hash

Can phdi bdo vé file passwords trong hé thOng

Tim hi€u vé mat khdu

0

(o)

(o)

)

Purdue 1992 — c6 nhi€u mat khdu ngdn

Klein 1990 — c6 nhi€éu mat khau dodn dugc

K&t ludn 13 ngudi s dung thudng chon ciac mat khau khong tot
Can mOt cich ti€p can d€ chOng lai diéu dé

Tao mat kh&u - can gido duc cich tao mat khdu

0

© wn w w O

Can c6 chinh sich va gido duc ngu0i sU dung

Gi4o duc tam quan trong cUla mat khau tOt

Cho dinh huGng mat khau t6t

do dai t6i thi€u > 6

doi hdi trdn chlt hoa va ch{r thudng, sO va ddu cham
khong chon tU trong tU di€n

Nhung nén chon sao cho nhi€u ngudi khong d€ y

Tao mat khdu — may tinh tu sinh

(o)

Cho mady tinh tU’ tao mat khdu



0 Néu ngdu nhién khong dé nhd, thi sé viét xudng (hdi chling nhin
kho chiu)

0 Ngay cd phét 4am dugc ciing khong nhé
0 C6 cAu chuy€n vé vi€c chdp nhan cla ngudi st dung tOi
0 FIPS PUB 181 12 mot trong nhing b sinh tOt nhat
C6 cd md td va code vi du
Sinh tUr viéc ghép ngdu nhién cdc Am ti€t phat Am dugc
Tao mat khau - kiém tra trudc

0 Cich ti€p can hui hen nhat d€ c6 th€ cdi thién an toan mat
kh&u

0 Cho phép ngu0i s& dung chon truGc mat khdu clia minh

o  Nhung dé€ cho hé thOng ki€m chiling xem né c6 chap nhan dugc
khong

§ Bat bulc theo qui tac don gidn

§ So sanh vOi tU dién cic mat khau toi

§ SU dung md hinh thudt todn Markov hodc bd 10c d€ chOng cic
cach chon toi

5.2 Phan mém cé hai

5.2.1 Cdc kiéu ph@n mém cé hai khdc ngoai Virus

Virus may tinh da dugc cong bO rat nhi€u, 13 mOt trong nhiing phan
mém c6 hai. Tac dOng clla n6 moi ngudi d€u biét, d3 dUgc néu trong cic bdo
cdo, vién tuGng va phim dnh, gy nhi€u chid y hon 1a tdn thuéng va dugc quan
tam nhi€u d€ phong chOng.

5.2.21. Cua sau hoac cUa sap

Pi€m vao chuong trinh bi mat, cho phép nhitng ngudi bi€t truy cap ma
bd qua céc thU tuc an toan thong thuOng. Ky thudt niy cé thé dugc st dung
chung b3i nhitng ngUdi phat tri€n va 1a mOi de doa khi d€ trong chuong trinh
sdn pham cho phép khai thac bdi cc ké tdn cong. Rat khé ngin chan trong hé
di€u hanh, doi hi su phat tri€n va cap nhat phan mém tot.

5.2.3 Bom logic

Pay 12 mOt trong nhitng phan mém c6 hai ki€u ¢, code dugc nhiing
trong chuong trinh hgp phap. N6 dugc kich hoat khi gdp di€u ki€n xac dinh

0 C6 mat hodc vang mat moOt sO file



0 Ngay thdng/thQi gian cU thé

0 Ngu®i st dung nao dé

Khi dugc kich hoat thong thuOng né lam hdng hé thOng
0 Bi€n d0i/xo4 file/dia, 1am dUng madys,...

5.2.4. NgUa thanh TO'roa

Chuong trinh v3i c4c tdc dOng phu dugc dau kin, ma thong thuGng rat
hdp dan nhu trd choi hodc phan mém ning cap. Khi chay thuc hién nhing
nhiém vu b6 sung, cho phép ké tan cong gian ti€p danh quyén truy cap ma ho
khong th€ truc ti€p. Thong thuOng st dung lan truyén virrus/sau (worm) hodc
cai dat cUa sau hodc don gidn pha hoai d{r liéu.

5.2.5. Zombie

Day la chudng trinh bi mat di€u khién mdy tinh cUa mang khic va s(t
dung né d€ gidn ti€p ti€n hanh cic tdn cong. Thong thuOng s& dung d€ khdi
dOng tan cong tU choi cdc dich vu phan tdn (DdoS). Khai thic cic 10 hOng
trong céc hé thOng.

5.3. Virus

Virus 13 doan code tU sinh 1dp dinh kém v6&i code khdc nhu virus sinh
hoc. C3 hai déu lan truyén tU n6 va mang di b6 tai

0 Mang theo code d€ tao cic ban sao cla chinh né

0 Va ciing nhU moi code né ciing thuc hién nhi€ém vuU ngdm nao d6
Thao tdc cUa virus

Céc giai doan cUa virus

0 Nam im - chd su kién kich hoat

0 Lan truy€n — 13p sinh ra chuOng trinh/dia

0 Kich hoat - bGi su kién d€ thuc hién b0 tai

0 Thuc hién b0 tai

0 Cu th€ thong thuOng mang tinh chat chuyén biét clia cic mdy va
hé di€u hanh. N6 khai thdc c4c tinh chat va di€m y€u

Cau tric Virus
program V :=
{ goto main;
1234567,
subroutine infect-executable := {loop:

file := get-random-executable-file;



if (first-line-of-file = 1234567) then goto loop
else prepend V to file; }
subroutine do-damage := {whatever damage is to be done}
subroutine trigger-pulled := {return true if condition holds }
main: main-program := {infect-executable;
if trigger-pulled then do-damage;
goto next; }
next:
}
Cic kiu Virus
C6 thé€ phan loai dua trén ki€u tan cong
0 Virus dn bam
0 Virus cU trd & b0 nhé
0 Virus & sector kh@i dOng
0 Lén lut
o  Virus nhi€u hinh théi

0 Virus bién ho4

5.3.1. Marco Virus

Marco code dinh kém file d{t li€u, dugc dich b3i chuong trinh s& dung
file

0 Nhu marco clla Word/Excel

0 SU dung 1énh tu dOng va 1énh marco

Pay 14 doan code 14 dOc 1ap vGi nén tang, 1a doan ngudn chinh cla sy
lan nhi€ém virus. C6 su khéc biét khong 1o rang gilra dir 1iéu va file chuong
trinh, thong thuOng c6 su thod hiép truyén théng: “dé dang s dung” va “an
toan”. DA ¢6 sU cdi thi€én an toan trong Word, khong tr0i hon su de doa cla
virus.

5.3.2. Virus email

Day 1a loai virus lan truyén s dung email dugc dinh kém chlta marco
virus nhU Melissa. ThuOng dugc kich hoat khi ngudi st dung md file dinh
kém hodc it khi hon khi mail dugc xem sU dung mOt tinh chat script cUa tic



nhan mail. Do d6 s€ lan truyén rat nhanh, thong thuOng dich 13 tic nhin mail
Microsoft Outlook hodc tai li€u Word /Excel. Can an toan Ung dung va hé
di€u hanh t6t hon

5.3.3. Sau

Day 1a chuong trinh sinh 1dp nhung khong c6 tdc dOng, thuOng lan
truy€n trén mang

0 Nhu sau Internet Morris 1988
0 Dan dén viéc tao ra cic ddi Ung cltu khan cdp mdy tinh CERT
o  Dung ddc quyén phan tdn hodc khai thic cic di€m y€u hé thOng

0 Puogc sU dung rOng rdi bdi Hackers d€ tao zombie PC, kéo theo
st dung céc tan cong khac, dac biét tir chdi dich vu DoS

Van dé chinh 12 mat su an toan cUa hé thOng két ndi thuOng xuyén
nhu PC.

Thao tac cUa siu

Céc giai doan cUa sau gidng nhu virus:

0 Nam im

0 Lan truy€n

§  Tim hé thOng khac d€ tic dOng

§ Thiét 1ap két nGi v&i hé thOng dich tir xa
§ Tu sinh 1dp minh cho hé thOng tU xa

0 Kich hoat

0 Thuc hién
a. Sau Morrris

Sau Morris 1a loai sau 96 dién, dugc tao bdi Robert Morris vao 1988,
nham tdi cic hé thOng Unix. O diy st dung mOt sO kY thudt lan truyén, nhu

0 Phd méat khdu don gidn trong file mat khau cuc bd

o  Khai thic 16 hong

0 Tim 10i cUra s@p trong hé thOng mail

Moi tan cdng thanh cong sé€ sinh 1dp né.

b. Tan céng cUa sdu duong thOi

Lan séng tan cong cla sau duong thGi mdi tU gilra 2001 nhu:



- Code Red - st dung 16 hdng MS TIS:

0 Th( IP ngdu nhién cho hé thOng chay IIS

0 C6 kich hoat thdi gian cho tan cong tU chi dich vu

0 Lan séng th( hai tic dOng d€n 360000 may chU trong vong 14 gi0
- Code Red 2 — cai dat cUa sap

- Nimda — cO ché tic dOng 1ap

- SQL Slammer — d4 tan cong may chU MS SQL

- Sobig — di tan cong may chl proxy m&

- Mydoom — sau email c6 sO 1ugng 16n va cé cla sau

c. Cong nghé sdu

Céc ddc tinh cUa cong nghé€ siu 13 tdn cong da nén tang, khai thic

nhi€u chi€u, lan truy€n cUc nhanh, c6 nhi€u ki€u tic dOng, bi€n hod, co dOng
va khai théc zero day.

dOng

5.3.4. Cdc bién phdp chOng Virus

Bién phap tOt nhat la ngin nglra, nhUng néi chung 12 khong thé. Do d6
can phai c6 mOt trong nhi€u bién phép sau:

0 Phat hién virus nhiém trong hé thOng

0 Dinh danh loai virus nhiém

0 Loai bd khdi phuc hé thOng vé trang théi sach

5.3.5. Phén mém chéng Virus

Phan mém thuOc thé hé dau tién

o  Quétslrdung ch(rky cla virus d€ dinh danh

0 Hodc phat hién su thay d6i dd dai cUa chuong trinh

Phan mém thuOc thé hé th( hai

0 SU dung céc qui tac truc quan d€ phat hién nhi€ém virus

0 SU dung ma hash cUa chudng trinh d€ phat hién su thay doi
Phan mém thuOc thé hé th(r ba

0 Chuong trinh thuOng tri trong b0 nh@ dinh danh virus theo hanh

Phan mém thuOc thé hé th( tu
§ Déng g6i v&i rat nhi€u ki€u kY thudt chOng virus
§ Quét va 1an vét tich cuc, ki€m sodt truy cdp



Phuong phdp diét bang tay van dugc ding.

5.3.6. Ky thudt chéng Virus ning cao

Gidi ma mau

0 SU dung md phdng CPU ki€m tra chuong trinh, ch{(r ky va hanh vi
trudc khi chay chiing

Diing Hé thOng mién dich s6 (IBM)

o  Hanh dOng da muc tiéu v chOng Virus

0 Moi virus nhdp vao t6 chlic dugc ndm bat, phan tich, phat
hién/tam chan tao ra chGng né va loai bd

Sau day 1 so d6 Hé mién dich sO (Digital Immune System)

5.3.7 Phéan mé@m ngdn chan hanh vi

Céc phan mé&m nay dudc tich hop v&i hé di€u hanh cla mdy chu.
Chuong trinh theo ddi céc hanh vi trong thOi gian thuc

0 Chang han truy cap file, dinh dang dia, cic ché d0 thuc hién,
thay dGi tham sO hé thOng, truy cap mang

DOi vGi cdc hanh ddng c6 kha ning c6 hai
0 Néu phat hién thi ngin chdn, chdm dUt hodc tim ki€m
C6 uu di€m so v&i quét, nhung code c6 hai chay trudc khi phat hién.

1. Tan cdng tl chdi dich vu tir xa

Tan cong tU chdi dich vu tUr xa (DDoS) tao thanh de doa ding k€&, 1am
cho hé thOng tr& nén khong san sang, 1am tran b&i su van chuyén vo ich.

Ké tan cong thuOng st dung mOt sO 18n cdc “zombies”, ting d0 kho
cUa cdc tan cong.

Cong ngh€ bao vé tim cic bién phdp duong dau chOng lai

2. Tim hi€u cich ké thui xdy dung mang 1udi tan cong tU chdi dich vu
tU xa

TU ch6i dich vu c6 hiéu luc khi bi nhiém rat nhi€u “zombies”. D€ thuc
hién dugc di€u dé can cé:

- Phan mém cai dat tan cong tU chdi dich vu tUr xa
- Céc 10 hOng khong vé dugc trong nhi€u hé thOng



- Chién lugc quét d€ tim 16 hong hé thOng: s& dung cic y€u t0 ngau
nhién, 1&p danh sich va cham, tim hi€u cdu tric topo, mang con cUc bO.

3. ChOng tan cong tU chbi dich vu tU xa (DDoS)

C6 ba cach bdo vé sau day dugc duing rOng ri

- Ngin nglra tdn cong va chi€m linh trudc.

- Phét hién tan cong va 10c trong qué trinh st dung dich vu

- Lan vét nguln tan codng va xdc dinh sy tan cong sau khi st dung
xong dich vu.

N6i chung c6 pham vi rOng cic khd ning tan cong, vi vay phdi cé
nhi€u bi€n phap chOng va s& dung k&t hgp ching.

5.3.8 Tran b0 dém

Tran bd dém 1a cO ché tan cdng rat phd bi€n bat dau tir 1988 xuat
hién sau Morris dén Code Red, Slammer, Sasser va nhi€u cdi khac n(ra. Céc Ky
thuét phong chOng déu di bi€t. Tuy nhién van con 1a van dé phdi quan tam vi
di truyén tU cdc con rép di lay lan rOng rdi. Vi van con cic kY thudt 1ap trinh
khong cdn than.

Ca s& cUa viéc tran b0 nhG: sinh bdi do 10i 1ap trinh, cho qua nhi€u d{r
liéu 1uu tr(r hon kha ning cho phép trong bO dém kich thudc cO dinh. BO
dém c6 thé trén ngiin x€p, dOng, A liéu tOng thé. Vi€t d& cic vi trf nhG can
k€, 1am hong d{t liéu cla chuong trinh, truyén di€u khi€n khong mong muln,
vi pham truy cap b6 nhd, thuc hi€n code cla ké tan cong

Xét chuong trinh C trén. o) day c6 ba bi€n, thong thuOGng IUu trong viing
nhé 1ién k€. GOi chuong trinh con copy vao strl d{F li€u Start. Sau d6 doc
dau vao s& dung ham gets 1Uu vio str2. Sau dé so sanh dau vao v&i xau Start.
Né€u thanh cong valid = true. Van dé ham thu vién gets cUa C khong kiém tra
d0 16n dt 1iéu doc vao. Néu nhi€u hon 7 ky tu' né doi hdi bO nhG nhiéu hon.
Khi d6 dr 1iéu thira viét de d{r 1iéu cla bi€n ké, trong truOng hgp nay 1a strl.
Gia sU xau dau vao 1a “EVILINPUTVALUE”, két qua xau Strl bi viét de véi
céc ky tu “TVALUE”. Xau str2 khong chi s dung 8 ky tu cUa né ma con
thém 7 ky tu tl strl. Biét cdu tric trén, k& tan cdng c6 thé thu x&p sao cho gia
tri xdu Strl van bang Str2. Chang han néu nhdp xiu dau vao Ia
“BADINPUTBADINPUT” thi trong phép so sanh két qud van ding nhU trong
1an chay th( ba trong vi du trén.

5.3.9. T@n cong tran b6 nhé.

DE lam tran bO dém, ké tan cong can phdi phat hién 16 hOng tran bd
dém trong chudng trinh nao d6. Theo ddi, 1an theo vE&t thuc hi€n, s dung cic
cong cU an. Hi€u b dém luu trong bd nhG nhu th€ nio va xdc dinh khd ning
phéa hOng



MOt chiit vé lich st ngdn nglt 18p trinh. G mUc ngdn nglt mdy moi di
liéu 12 mdng cdc bytes, thong dich phu thudc vao céc chi 1énh dugc dung.
Ngon nglt bac cao hién dai cé dinh nghia chdt vé ki€u va cic phép toan ding.
Khéng ¢6 16 hOng tran bd dém, dugc 1udng truGe, giGi han khi dung.

C va ngdn ng(r lién quan c6 cdu tric di€u khi€n bac cao, nhung cho
phép truy cap truc ti€p dén bd nhd. Vi vay c6 10 hOng tran b0 dém. C6 ké
thUra 16n cdc code khong an toan, dang dugc st dung rOng rii, nén c6 10 hong.

P& hi€u hon tao sao 1ai tran b0 nhé, ma khong khac phuc dudc, ta xem
xét c0 ch€ ma 101 goi ham qudn Iy trang thdi cuc bO cho mobi 10i goi. Khi mot
ham goi ham khdc, né can phdi luu & dau d6 dia chi trd vé d€ ham dugc goi
khi két thic trd di€u khi€n cho ham goi. Bén canh d6 ciing cdn c6 chd dé€ cat
mOt sO tham s ma can truyén cho haim dugc goi va ciing can 1Uu céc gia tri
thanh ghi cUa ham goi ma can dugc sU dung khi ham dugc goi két thiic.
Thong thudng moi d{f 1i€u nay dugc cat ¢ khung ngin x€p (stack frame).
MO6i 18n goi ham 1ai sinh ra mOt khung ngin x€p lién két.

Tran b0 dém ngin x€p xAy ra khi b0 dém dat trén ngin x€p. N6 dugc
khai thac bdi sau Morris. Bai bdo “Smashing the Stack” tuyén truyén né. C6
bi€n cUc b0 phia dudi con trd khung Iuu trlt va dia chi trd 1ai. Vi vay tran b
dém cuc b0 c6 nhi€u kha ning vi€t dé cic muc di€u khi€n chinh. K& tan
cong viét de dia chi trd vé vdi dia chi cla doan code cai vao. D6 c6 thé 1a dia
chi cla chuong trinh, thu vién hé thdng hodc tai vao bd dém.

Chiing ta xem cdu tao ving nh@, noi cat chuong trinh dang chay, dit
liéu tOng th€, dOng va ngin x€p. Khi chuong trinh chay, hé di€u hanh tao ra
mOt tién trinh cho né. Tié€n trinh dugc cho bdi khong gian Ao cUa riéng né véi
cdu triic nhu trén hinh vé& sau. N6 bao gdm n0Qi dung chuong trinh dang chay,
trong d6 c6 dit liéu tEng th€, bang cdp bd nhd, code clia chuong trinh & gan
ddy cUa khong gian nh& nay. Trén d6 khong gian cho dOng ting dan 1én va trén
n(ra 12 khong gian cho ngin x€p gidm dan xulng.

PE mo ta tran b dém ngin x€p ta xét chuong trinh C sau. N6 chlta
bi€n cuc bd duy nhat, b0 dém inp. Him Hello nhac nhép tén ma dudgc doc
vao b0 dém nhO ham thu vién khong an toan gets(). Sau d6 hién két qua doc
dugc nhG ham thu vién printf (). N€u gi4 tri nhd dugc doc thi ¢ day khong ¢
van dé gi. Chuong trinh g0i ham sé& chay thanh cdng nhu trong 1an chay th(
nhat trén hinh sau d6. Néu d{ li€u 16n nhu trong 18n chay th( hai, d(f liéu s&
vUot qua cudi b0 dém va ghi de 1én con trd khung 1uu tr(t va trd vé dia chi sai
tuong Ung v&i bi€u dién nhi phan cla cic ky tu. Va khi ham trd di€u khién
cho dia chi trd v&, né nhdy dén vi tri b0 nhG khong hdp 1€, béo 10i
“Segmentation Fault” va dUng chuOng trinh khong binh thuGng nhu thong bao
trén hinh sau d6. K& tan cong tan dung c0 hdi nay d€ truyén di€u khién vé
chuong trinh da dinh trudc.



5.3.10 Code che day (Shellcode)

Pay 12 code chuong trinh dugc chudn bi bdi ké tan cong. N6 dugc 1uu
trong bO nh& bi tran va k& tan cong tim cich chuyén di€u khi€n sang cho
shell.

Phit tri€n code che day

Trong vi du trén mo td v4i Intel Linux shellcode c@ ban d€ chay ban
dich Bourne shell. Shellcode can phdi phit hop vGi d6i sO cho execve(). N6 bao
gOm moi code d€ goi ham cUa hé thOng, phdi dOc 1ap v&i vi tri va khong
chlta NULLSs — xau két thic cUa C.

Thong thudng chuong trinh che ddy dudi vé boc Ia tién ich hé thOng
ddng tin cay, dich vu mang dac biét, code thu vién dugc sUf dung chung, nhu
hinh dnh.

Cac ham cUa shellcode: giao di€n tU sinh, tao d6i tuong nghe d€ khdi
tao giao di€n két noi, tao két n6i ngugc 1ai tdi ké tan cong, vUGt qua cic qui
tac tuOng 1lra, thoit khdi moi truOng thuc thi han ché.

5.3.11 Bao vé tran b0 nho&

Tran bd dém dugc khai thdc rOng rii, cé nhi€u code c¢6 16 héng dang
ding. Mdc du nguyén nhén va céc bién phap chdng da bi€t. C6 hai cach chdng
rOng rdi: chuong trinh m&i dugc gia cO trong thoi gian dich va ki€m soat tan
cong chuong trinh dang c6 trong thdi gian chay.

Néu st dung ngén ngl bac cao vGi ki€u manh , thi sé& khong c6 16
hOng tran b0 dém. Chuong trinh dich budc ki€m tra ¢d va céic thao tic cho
phép trén cdc bi€n. Khi d6 phdi trd gid khi s dung ngudn va han ché truy cap
dén phan clng. Tuy nhién van can mot sO code cla cic ngdn ng(F gidng C.

Bao vé trong thoi gian dich

Thié€t 1ap cac kY thudt 1ap trinh an toan. N&u sU dung ngdn nglt ti€m
an khong an toan nhu C, 1ap trinh vién can viét code an toan mOt cich tUdng
minh. Bang thi€t k€ v&i code mdi, sau khi xem xét code cii. Xem an toan tran
b0 dém nhu tap con cic kY thuat 1ap trinh an toan néi chung. Chi y dén cic
16i nh0, ki€m tra dU khong gian trong bd dém bat ky.

C6 dé nghi m& rOng an toan cho C nhu tao di€m phat thuc thi, can dich
chuong trinh vGi chuong trinh dich dac biét. C6 mbt s6 phuong an thu vién
chudn an toan, cac ham mai, nhu strlcpy(). Cai dat 1ai an toan hon mOt sO ham
chudn nhu thu vién dOng, chang han Libsafe.

BG sung code cUa chlc ning nhap va thoit d€ ki€m tra ngin x€p ghi
nhan vi€c ghi d&, s& dung y€u t0 ngau nhién nhu bdo vé ngin x&p, ki€m tra
viét de gilra bi€én cuc b0 va con trd khung 1uu tr(t va dia chi trd v€. Chuong



trinh dtng n€u phdt hién thay dGi. Phét hanh: ban dich 1ai, hO trg phét hién
16i hodc copy an toan luu trit/ki€m tra dia chi tra vé.

Bdo vé trong thdi gian chay

St dung ho trg bd nhé do d€ tao mOt s& ving bd nhd khong thuc thi
dugc nhu stack, heap, global data. Can hO trg tU cdc phan clng bd nhé nhu
trong SPARC / Solaris systems, x86 Linux/Unix/Windows systems. Phat hanh
ho trg cho code ngiin x€p thuc thi, cdn mOt sO du phong dac biét.

Thao tic trén vi tri cUa cdc cdu tric d{f liéu chinh, s& dung tinh tién
ngau nhién cho moi ti€n trinh, c6 ving dia chi 16n trén cic phuong tién cla
cdac hé thOng hi€én dai chOng cic va cham va doan dia chi b0 dém dich 1a
khong thé. Vi trf ngdu nhién cho b0 dém heap va vi tri cdc ham thu vién
chudn. Pat cic trang bdo v€ gilta cdc ving quan trong cUa b nhG, dat cO
trong bd nhd nhu dia chi khong hgp 1€. C6 thé ngay cd dat gilta cdc khung
ngin x&p va cdc bO dém heap trong thOi gian thuc thi va phdi trd gid vé khong
gian.

C6 nhi€u cdc phuoOng 4n tdn cdng khdc: phuong 4n tran ngin x&p, tran
heap, tran d(r 1iéu tOng th€, tran xAu dinh dang, tran sO nguyén. C6 thé cé
nhi€u hon n{fa dugc phat hi€n trong tuong lai. MOt sO khong th€ ngin chdn
trr khi code an toan lic ban dau.

Phuong 4n tran ngin x&p chi vié€t d& b0 dém va con tré khung 1uu trit
trd vé xdy ra nhung dén khung gid trd vé 10i goi ham di€u khi€n bdi ké tan
cong dugc dung khi cé tran b0 dém gidi han. Vi du tdch ra b&i mOt khung.
Tuy c6 cdc han ché: can bi€t dia chi chinh x4c cla bd dém, ham goi thuc
hién véi khung gid, phuong 4n tran ngin x€p thay dia chi trd vé bang ham
thu vién chudn d€ ddp 1ai su' bdo v& ngin x€p khong thuc thi. Ké tan cong
xdy dung cédc tham sO phit hgp trén ngin x€p phia trén dia chi trd vé. Ké tan
cong c6 th€ can dia chi chinh xdc cla b0 dém, c6 th€ ngay cad két nbi hai 10i
g0i thu vién.

Ciing c6 tan cdng bO dém dat trong heap. Thong thuOng dat trén code
cUa chuong trinh, bd nhG dugc yéu cau bdi chuong trinh d€ st dung cho cic
cau triic d(r liéu dOng, vi du nhu danh sdch méc nbi. Khong cé dia chi trd vé,
nén khong c6 chuyén giao quyén di€u khi€n dé dang. C6 th€ c6 con tr@ ham
d€ khai thac hodc thao tac cdu tric d{f li€u qudn tri. Cach bdo vé 1a dung heap
ngdu nhién va khong thuc thi.

C6 th€ tan cong b0 dém dat trong dit 1iéu tOng th€. C6 th€ dat phia
trén code cUa chuong trinh. N€u c6 con tré ham va b0 dém c6 16 hGng hodc
bang qudn tri cic qué trinh lién k€. Nham tGi vié€t d& con trd ham dugc goi
sau d6. C4ch bdo vé 1a dung viing d(r 1iéu tOng th€ ngdu nhién va khong thuc
thi, dich chuy€n con tr@ ham, céc trang bdo vé.



5.4 Buc tuong lira
5.4.1 M6 dau

BUc tuOng 10ra phat tri€n manh mé, dugc Ung dung trong cic cic hé
thOng thong tin. BAy giO moOi ngudi déu mubn 1én Internet va cdc mang lién
két v&i nhau. Vi vay can quan tim thuOng xuyén v€ an toan. Khong dé dang
bdo vé& ting hé thOng trong tG chlc. Thong thudng st dung blic tuOng 1Ura,
cung cap vong bdo vé& nhu mot phan cla chi€n 1Ugc an toan toan dién.

BUc tuOng 1Ura 1a gi

La di€m cO chai d€ ki€m sodt va theo doi. Cdc mang lién két vdi do tin
cay khéc nhau, buOc c¢6 han ché trén céc dich vu cla mang. Chang han, van
chuyén phdi c6 gidy phép. Ki€m tra va ki€m soét truy cdp, cé thé cai dat
cdnh bio cdc hanh vi bat thuOng. Cung cap bang NAT va sU dung theo ddi
giam sat. Cai dat mang riéng do (VPN) st dung c0 ché an toan IPSec. C6 thé
mién dich trudc.

Han ché cla blc tuOng 1ra

Khong bdo vé dugc céc tdn cong di vong qua nd, chang han mang 1én
ldt, thi€t bi modems. N6 ngin can cd céac t6 chlc tin cdy va dich vu tin cdy
(SSL/SSH),

Khong bdo vé chOng cdc moi de doa tUr bén trong, chang han nhu
nh(ng nhan vién buc tlc hodc thong dOng véi ké xdu. Khong thé bdo vé
chOng vi€c truyén cic chuong trinh hodc file nhi€m virus, vi c6 pham vi rat
rOng céc dang file va cic hé diéu hanh

5.4.2 BUc tuong lta - cdc lOc goi

La thanh phan cUa blc tuOng 1(ta nhanh nhat va don gidn nhat, 1a cO s
cUa moi hé thOng tudng 10a. N6 ki€m tra moOi géi IP (khong c¢é nglt cdnh) va
cho phép hay tUr chOi tuy theo qui tdc xdc dinh. Suy ra c6 han ché truy cap
dén céc dich vu va céc cOng.

Céc dudng 10i mac dinh c6 thé

o  Rangkhdng cho phép tlc 1a cdm

Rang khong cdm tUc 1a cho phép

Tan cong cic 10c géi

Dia chi IP 1Ura ddo: gid dia chi nguOn lam cho tin tuéng, b6 sung b0 10c
1én mach chuyén d€ ngin chan.

Tan cong mach truy€n gdc: ké tan cong dat dugc truy€n khic véi mac
dinh, ngin chdn cic g6i truy€n gbc

Tan cong cic doan tin (fragment) nho. Chia thong tin phan dau thanh
mot s6 doan nhd. Hodc bo qua hodc sap x€p lai trudc khi ki€m tra



BUc tuOng 1Ua — céc 10c gbi trang thai

Loc géi truy€n thOng khong ki€m tra ng(f canh cUa tang cao hon, tlc 1a
sanh cdc g6i vé vGi dong chdy ra. Loc géi trang thai hudng dén yéu cau doé.
Chiing ki€m tra mOi géi IP trong ng(t cdnh: gilt vét theo ddi vGi cac kY client-
server, ki€m tra tUng géi ding thuOc vao mOt phién. Suy ra c6 khad ning tOt
hon phat hi€n cdc géi gia tach khdi nglt canh.

5.4.3 BUtc turong Itta — cOng giao tiép &'tang Ung dung (hodc proxy)

C6 cOng giao ti€p chuyén diung cho Ung dung — proxy (ngudi dugc uy
quy€n).

C6 truy cap day dU dén giao thlc

0 Ngudi st dung yéu cau dich vu tU proxy

0 Proxy ki€m tra cc yéu cau c6 hgp 1& khong

0 Sau dé x(r Iy yéu cau va trd 10i cho ngudi st dung

o  Co6 thé vao/theo ddi van chuyén & tang Ung dung

Can céc proxies khic nhau cho mOi dich vu

0 MOt s6 dich vu ho trg mOt cach tu nhién proxy

0 Nh{ng loai khac thi can gidi quyét mOt s& van dé

5.4.4 BUtc tuong Itta - cOng giao ti€p mic mach vong

Chuyén ti€p 2 két ndi TCP. C6 su an toan bang cdch han ché ma céc
két nOi nay cho phép. MOi 1an tao ra chuyén ti€p thong thudng khong ki€m
tra nOi dung. Thong thudng dugc sU dung khi tin cay nguoi st dung bén
trong bang cach cho phép cic két nOi ra ngoai néi chung. G6i SOCKS dugc sU
dung rOng rdi cho muc dich nay.

5.4.5 Mdy chU Bastion

Hé thOng mdy chU an toan cao. Chay cOng giao ti€p mUc Ung dung va
mach vong. Hodc cung cdp céc dich vU truy cap bén ngoai. C6 ti€ém niing thé
hién cdc y€u t0 clla may chU. Vi an toan bén viing, nén hé di€u hanh ndng né
hon, céc dich vu chinh, b6 sung xdc thuc, proxies nh0, an toan, dOc lap, khong
dac quyén.

C6 thé ho trg 2 hay nhi€u hon két n6i mang va cé thé dugc tin cdy dé
ép buOc chinh sach tach bach tin cay gilta cdc k€t nOi mang.

C&u hinh bUc tudng 10a (Firewall Configurations)
5.4.6 Kiém sodt truy c@p



Hé thOng di xdc dinh dugc dinh danh nhu ngudi s& dung, x4c dinh cic
ngudn gbc nio né cé thé truy cdp. Md hinh tOng quét 13 ma trdn truy cap voi

0 ChU th€ - thuc thé chU dOng (ngudi st dung, qud trinh)
0 PGi tuong - thuc thé bi ddng (file hodc ngubn)

0 Quyén truy cap — cdch ma dbi tugng dugc truy cap

C6 th€ dugc phan tich bdi

0 Cic cOt nhu danh sdch ki€m sodt truy cap

0 Cé4c hang nhu cdc thé vé khd ning

Ma trén ki€m soét quy€n truy cap
5.4.7 Cdc hé théng mdy tinh tin c@y

An toan thong tin ngdy cang quan trong. Cé cdc mUc dO khac nhau vé su
nhay cdm cUa thong tin

0 Phén loai thong tin quan sU: bdo mat, bi mat

ChU th€ (ngudi hodc chuong trinh) ¢6 nhi€u quyén khac nhau truy cap
dén c4c dOi tugng thdng tin. Pugc bi€t nhu an toan nhi€u tang

0 ChU thé€ c6 mUc d0 an toan tOi da va hién tai
0 P6i tugng c6 phan loai mUc d0 tin cdy cO dinh

MuOn xem xét cdc cich ting d0 tin tudng trong hé thOng d€ clng cO
cdc quyén do.

5.4.8 Mo hinh Bell LaPadula

MOt trong nhtng md hinh an toan n0i ti€ng nhat. Pugc cai dat nhu cic
chinh s4ch bat bubc trong hé thOng. C6 hai chinh sdch chinh

0 Khong doc 1én (tinh chat an toan don gidn)

§ ChU thé€ chi c6 thé doc/viét cac dOi tugng n€u mic dd an toan
hién tai cla chU thé trdi hon (>=) phan loai cla dbi tuong

0 Khong vié€t xuOng (tinh chat *)

§ ChU th€ chi c6 th€ bl sung/viét 1én doi tugng néu mlc d0 an
toan hi€n tai cUa chU thé dugc tr0i (<=) bdi phan loai clia ddi tugng

Reference Monitor

(Giao dién chi dan)



Céc hé thOng mdy tinh tri€n khai

Chinh phU c6 th€ phat tri€n cic hé thOng IT. Puong dau v4i pham vi
rOng cic chudn

0 TCSEC, IPSEC va bay gi0 1a Tiéu chudn Chung

Xéc dinh mOt s6 mUc dd tri€én khai véi ting cuOng ki€m tra qui tac. Pa
xudt ban danh sich cdc sdn pham tri€n khai

0 Chi huéng tGi st dung cho chinh phU/qudc phong
0 Ciing c6 thé hitu ich trong cong nghiép
5.4.9 Tiéu chudn chung

Pac td yéu cau an toan quOc t€& khdi dau va xic dinh tiéu chudn tri€n
khai. Tich hgp vGi cdc chudn khic

0 Chéng han CSEC, ITSEC, CTCPEC (Canada), Federal (US)
Pac ta céc chudn cho

0 Tiéu chudn trién khai

0 Phuong phép ludn cho Ung dung cUa Tiéu chudn

0 Céc thU tuc hanh chinh tri€n khai, chUng nhan va cic sO do chi
dinh

Xdc dinh tap cdc yéu cau an toan, c6 dich trién khai (TOE). Yéu cau roi
vao trong 2 loai sau

0 ChUc ning

0 Su tin cay

C3 hai dugc t6 chlc theo 18p classes cla ho hodc cdu thanh

Céc yéu cau Tiéu chudn chung

Yéu cau chUc ning

0 Ki€m soét an toan, hO trg mi, trao doi thong tin, bdo vé dir liéu
ngU0i st dung, dinh danh va xac thUc, qudn 1y an toan, tinh riéng tU, bdo vé
céc ham an toan tin cay, ngudn thié€t thuc, truy cap TOE, duGng dan tin cay

Yéu cau sU tin cay

0 Quan 1y tham s6 hé thOng, phan phdi va thao tic, phat tri€n, tai
liéu chi dan, hO trg thdi gian sOng, ki€m tra, ddnh gia 10 hGng, bdo tri su tin
cay

5.5 Bai tap

1.  Liét k& va phan loai cdc phan mém c6 hai va cic bi€n phip
phong chOng.



2. Phan tich c4c kY thudt xdm nhap hé thOng va cich phong nglra.

3. Neéu cdc bién phdp ting cuGng an ninh, bAo mat may tinh c4 nhan
dua trén cidc phan mém thong dung hién cé.

4. Muc dich yéu cau cUa vi€c xay dung blc tudng 10ta. C6 nhiing
loai bUc tuOng 1Ura nao.

5. Neéu céch thi€t 1ap blc tudng 10a s& dung cong cuU hd trg trong
hé diéu hanh.

6.  Phan tich c4c 10i tran b0 nh& c6 th€ xdy ra, néu nguyén nhén.

7. Tim hi€u cdc yéu cau 1ap trinh an toan.

Trinh bay mOt sO mo hinh hé thdng mdy tinh tin cdy.



CHUONG 6
AN TOAN IP VA WEB

Muc tiéu:

- Trinh bay dugc cic hinh thlc tdn cong vao hé thdng mang;

- X4c dinh dugc cdc thanh phan cla mOt hé thdng bdo mat.

- Thuc hién céc thao tdc an toan vOi mdy tinh.
NOi dung chinh:

Trong chuong nay ching ta s& xét d€n cO ch€ an toan IPSec va mOt sO
giao thUc bdo mat 16p van chuy€n Ung dung trén Web.

6.1 An toan IP

C6 khd nhi€u cO ché€ an toan Ung dung chuyén biét nhu: S/MIME, PGP,
Kerberos, SSL/HTTPS. Tuy nhién c¢6 nhiing cO ch€ an toan ma xuyén suOt

nhi€u tang Ung dung nhu 14 cO ché an toan IP dugc cai dat trén mang cho
moOi Ung dung.

6.1.1 IPSec
IPSec 1a cO ché an toan IP t6ng quan. N6 cung cdp: xdc thuc, bdo mat

va quan tri khod. IPSec dugc dung trén mang LAN, mang WAN riéng va
chung va trén cd mang Internet.

Lgi ich cQa IPSec

IPSec trén bUc tuOng 10ra/router cung cap an toan manh cho moi viéc
truy€n qua vanh dai. N6 chOng 1ai viéc di vong qua blc tuOng 10ta/router.

IPSec nam & tang van chuyén bén dudi nén trong sudt vGi moi Ung
dung va c6 thé trong subt v&i ngudi st dung dau cudi. N6 c6 th€ cung cap an
toan cho ngudi s dung riéng biét va bdo v& kié€n tric ré nhanh.

6.1.2 Kié€n triic an toan IP

Pac ta an toan IP rat phlc tap, dugc dinh nghia qua mOt s& chudn
(RFC): bao gdm RFC 2401/2402/2406/2408 va c6 nhi€u chudn khic duogc
nhém theo loai. Pi€u nay 1a bat budc d6i vGi IP6 va tuy chon v&i IP4. C6 hai
md rOng an toan cho phan dau:

Phan dau xdc thuc (AH — Authentication Header)
Tai trong an toan déng géi (ESP — Encapsulating Security Payload)
a.Dich vU IPSec

IPSec nham dat cdc muc dich sau: ki€m sodt truy cap, toan ven khong
két ndi, xdc thuc ngudn gbc dr liu, tU chbi tai 1ai goi (day 1a mOt dang cla



toan ven lién két tUng phan), bdo mat (ma hod), bdo mat lubng van chuyén
c6 gibi han.

b.Lién két an toan

Quan hé mOt chi€u gilta ngudi gl va ngudi nhan ma cung cdp sU an
toan cho lubng van chuyén va dugc x4c dinh bdi 3 tham sO

0 Chi s6 tham sO an toan
0 Dia chi IP dich
0 Tén cUa thU tuc an toan

Ngoai ra c6 mOt s cdc tham s khac nhu: chi sO diy (sequence number),
thong tin vé€ phan dau x4c thuc va phan dau md rOng AH & EH, thOi gian
sOng. C6 1uu trlt co s& d{t li€u cla cic lién k€t an toan.

c.Phdn ddu xdc thUc (Authentication Header - AH)
AH cung cap su ho trg cho an toan dit liéu va xac thuc cla cic géi IP:

0 Hé thOng dau cubi/chuyén mach cé thé x4c thuc ngudi sU
dung/Ung dung

o  Ngin tan cong theo doi dia chi bang viéc theo ddi céc chi sO day.

AH dua trén st dung MAC: HMAC-MD5-96 hoac HMAC — SHA -1-
96

MuOn vay cé4c bén can chia sé khod mat.
d.Tdi trong an toan dong gdi (ESP)

ESP ddm bdo bdo mat ndi dung mau tin va lubng van chuyén giGi
han, c¢6 1ua chon cung cap dich vu x4c thuc va hO trg pham vi rOng cic ma,
cac ché d0 ma, b0 dém

0 Bao g6m DES, Triple DES, RCS5, IDEA, CAST,...
0 CBC va cé4c ché d0 khac

0 BO dém can thi€t d€ 1ap day cic kich thudc khoi, cdc trudng
cho luOGng van chuyén

e.Ché dd van chuyén va ché dd 6ng ESP

ESP dugc st dung v&i 2 ché d0: van chuyén va Ong. Trong ché d0
Ong khong can gilt tuOng minh dia chi dich.

Ché d0 van tai dugc si dung d€ ma va tuy chon x4c thuc d{f liéu IP:

0 D{r liéu dugc bdo vé nhung phan dau van dé€ ro d€ biét dja chi
dich

0 C6 th€ phan tich van chuyén mOt cach hiéu qua



0 TOt d0i v&i ESP may chl van chuyén tGi may chU
Ché d6 Ong ma toan bO géi IP
0 B0 sung phan dau mdi cho budc nhay ti€p

0 TGt cho mang riéng do VPN (Virtual Private Network), cOng dén
cOng an toan

f. k€t hop cdc lién két an toan

Cic lién k€t an toan c6 thé cai dat qua AH hodc ESP. D€ cai dat cd hai
can két hgp cdc lién két an toan

0 Tao nén bé céc lién k&t an toan

0 C6 thé két thiic tai cdc diém culi cuing nhau hodc khic nhau

0 Ké&t hgp bdi ké van chuyén va Ong 1ap

Can ban ludn vé thr tu xdc thuc va ma hoa

g. Quan tri khod

Quan 1y sinh kho4 va phan phOi khoa gilta cdc bén trao ddi thong tin,
thong thuOng can hai cap kho4, 2 kho4 trén mOt hudng cho AH va ESP.

Trong cO ch& Quan tri kho4 thU cong, ngU0i quan tri hé thOng thi€t 1ap
cau hinh cho tUng hé thOng.

Trong cO ch€ Qudn tri khod tU dOng:

0 Hé thOng tu dOng dua vio yéu cau v€ khod cho céic lién két an
toan trong hé thOng 16n.

0 C6 cac thanh phan nhu th( tuc trao d6i khéa Oakley va lién két
an toan trén mang ISAKMP

h. Oakley

_ Oakley 1a thU tuc trao d6i khod, dua trén trao d6i khod Diffie-Hellman.
O day b0 sung céc ddc trung d€ khac phuc cic di€m y€u nhu Cookies, nhém
(tham sO t6ng th€), cac chi s6 dac trung (nonces), trao dGi khoa Diffie
Hellman vé&i viéc xé4c thuc. C6 th€ st dung sO hoc trén truGng sO nguyén tO
hodc duOng cong elip.

i. ISAKMP

ISAKMP lién k€t an toan trén Internet va thU tuc qudn tri khod. N6 cung
cap khung d€ qudn Iy khod, xdc dinh cdc thU tuc va dinh dang géi d€ thiét
1ap, théa thudn, di€u chinh va xod cic lién k€t an toan (SA — Secure
Associations). ISAKMP ddc 1ap v&i thU tuc trao d6i khod, thudt todn ma hod
va phuOng phép xéc thuc

Trao d6i va tai trong ISAKMP



C6 mOt sO ki€u tai trong ISAKMP: an toan, dé xudt, dang van chuyén,
kho4, dinh danh, chUng nhan, hash, ch(r ky, nonce va xo4.

ISAKMP c6 bO khung cho 5 ki€u trao d6i mau tin:cO s&, bdo vé dinh
danh, x4c thuc, tich cuc va thong tin.

6.2 An toan Web
6.2.1 Khdi niém

Web ngay cang dugc st dung rOng rdi béi céc cong ty, chinh phU va ca
nhan, nhung Internet va Web c6 nhlng 10 hOng 16n va c6 nhi€u mOi de doa an
toan nhu:

0 Tinh toan vén

0 Bdo mat

0 T chdi dich vu

0 Xac thuc

NhU vay can b0 sung cO ch€ bdo mat cho Web.
6.2.2 SSL (Secure Socket Layer)

SSL 1a dich vu an toan tdng van chuy&n, ban dau dugc phat tri€n bdi
Netscape. Sau d6 phién ban 3 clla n6 dugc thi€t ké cho dau vao cong cOng va
tr@ thanh chudn Internet, dugc bi€t dén nhu an toan tang van chuyén TLS
(Transport Layer Security).

SSL s dung giao thitc TCP d€ cung cap dich vu dau culi dén cudi tin
cay va c6 2 tang thU tuc

S5L S5L Change "
Handshake | Cipher Spec SSL Alert HTTP
- . ) Protocol
Protocol Protocol

SS51L Record Protocol

TCP

P

O day két ndi SSL la:
0 Tam thoi, dau cudi dén dau cubi, lién két trao déi
0 Gan chat v6i 1 phién SSL



Va phién SSL:

0 Lién két gilta ngu0i st dung va mdy chU

0 Pbuagc tao bdi thu tuc HandShake Protocol

0 Xdc dinh mOt tap cac tham sO ma hod

o  Co6 thé chia s€ bdi két nGi SSL 1ap

a. Dich vu thud tuc ban ghi SSL

Dich vu thU tuc ban ghi SSL dam bao tinh toan ven cla ban tin:
0 S’ dung MAC v6i khoa mat chia sé

0 Gidng nhu HMAC nhung vGi b0 dém khic

va cung cap bao mat:

0 SU dung ma dbi xUng v&i khod chung xic dinh bdi thU tuc
HandShake.

0 IDEA, RC2-40, DES-40, DES, 3DES, Fortezza, RC4-40, RC4-128
0 Ban tin dugc nén trudc khi ma
b. Thu tUc thay dOi dac td@ ma SSL (SSL Change Cipher Spec Protocol):

DPay 1a mOt trong 3 giao thUc chuyén biét cla SSL st dung thU tuc ban
ghi SSL. Piy 12 mau tin don, bulc trang thdi treo tr® thanh hién thOi va cap
nhat b0 mi dang dung

c. ThU tuc nh@c nhd SSL (SSL Alert Protocol)

Truyén di 10i nhac cla SSL lién quan cho thanh vién. Nghiém khac:
nhac nhd hodc canh bio

Nhac nhé dac biét:

o  canh bdo: mau tin khéng chd dgi, ban ghi MAC 64, 16i gidi nén,
10i Handshake, tham sO khong hop 1&

0 Nhac nhd: déng ghi chd, khong ching nhan, chlng nhan t6i,
chUng nhan khong dugc ho trg, chUing nhan bi thu hoi, chUng nhan qua han,
chUng nhan khong dugc bi€t dén.

Nén va ma nhu' moi d{r liéu SSL

d. Thu tuc bat tay SSL (SSL HandShake Protocol)
Thu tuc nay cho phép mdy chU va mdy tram:

0 Xac thuc nhau

0 ThOa thudn thudt todn ma hod va MAC

0 Thda thuan khoa ma sé€ dung



N6 bao gdm mOt loat céc thong tin:

0 Thiét 1ap cac khd ning an toan

0 X4c thuc may chU va trao dGi khod
0 Xdc thuc mdy tram va trao d6i khod
o  Kétthic

e. An toan tdng van chuyén

IETF chudn RFC 2246 giOng nhu SSLv3.
V&i khic biét nho:

0 s6 ky hiéu kich thudc bdn ghi

0 st dung HMAC thay cho MAC

0 ham gid ngdu nhién ting dd mat

0 c6 ma ghi chid b0 sung

o  c6moOtsO thay dGi hO trg ma

0 thay d6i ki€u chUing nhan va thda thudn
0 thay d6i bd dém va tinh todn ma

Sau diy ta xem xét chi ti€t giao thlc xdc thuc ngudi dung RADIUS va
giao thlc SSL:

Giao thUc RADIUS

RADIUS la'mot dich vu danh cho viéc xac nhéan va'cho phep ngUdi dung
truy cap tU xa qua cdc thi€t bi nhu médem, DSL, cdp mang hodc cic thiét bj
khong day khdc. Mot site thong thUohg co mdt mdy chU truy cip dugc kéf noi
vao mOt modem. Mot mdy chU dich vu RADIUS dugc kéf ndi vab mang nhu
mdt dich vu xa¢ nhian. Nhuhg nguoi dung tU'xa goi vao mdy chU truy cip, mdy
chU se’yéu cau nhuhg dich vu xa¢ nhin tu"mdy chl dich vu RADIUS. M4y chU
dich vu RADIUS se” xac nhan ngudi dung va cho phep ho truy cép tai
nguyén.Nhuhg nha'quan tri mang tao ra nhung hd'sd vé'nguoi dung ¢ may chu
RADIUS,xa¢ dinh cac quyén han cap cho ngu0i dung tu"xa. Nhung giao thuc
hoi dap dugc sU dung trong sudf qua'trinh ngUoi dung vao mang.

Giao thUc SSL

Puagc phit tri€n bGi Netscape, giao thlc SSL da dugc s dung rOng rii
trén mang Internet trong viéc xac thUc va mi hod thong tin gilta mdy tram va
may chU. Trong khi SSL c6 th€ st dung d€ h0 trg céc giao dich an toan cho
rat nhi€u Ung dung khic nhau trén Internet. SSL khong phdi 1a mét giao thic
don 1€, ma 1a mOt tap cdc thU tuc da dudc chudn hod d€ thuc hién cic nhiém
vU bdo mat sau:



. Xéc thuc mdy chU: Cho phép ngudi sU dung xdc thuc duQc may
chU mubn két n6i. Lic nay, phia browser s dung cic kY thudt mi hod cong
khai d€ chac chan rang chiing chi va khod cong cOng clla mdy chul 12 c6 gid tri
va dugc cap phat bdi mOt CA trong danh sidch cdc CA dang tin cdy cUa mdy
tram.

. Xéc thuc mdy tram: Cho phép phia mdy chU xac thuc dugc nguOi
st dung muOn k&t ndi. Phia mdy chU ciing st dung c4c kY thudt ma hoa cong
khai d€ ki€m tra xem chUng chi va khod cong cOng cla mdy chU c6 gid tri hay
khong va dugc cdp phat bdi mOt CA trong danh sich cic CA dang tin cdy
khong.

. M3 hod k€t n0i: Tat cd cac thong tin trao dGi gilta may tram va
mdy chU dugc mi ho4 trén duOng truy€n nham nang cao kha ning bao mat.

Hoat ddng cla SSL

Giao thUc SSL hoat dOng dua trén hai nhém con giao thUc 1a giao thitc
“bat tay” va giao thlc “ban ghi”. Giao thiic bat tay xdc dinh cdc tham sO giao
dich gilta hai d6i tugng c6 nhu cau trao d6i thong tin hodc d{F 1iéu, con giao
thUc ban ghi x4c dinh khuon dang cho ti€n hanh ma hod va truyén tin hai
chi€u gilta hai d6i tuong d6.Giao thlc SSL “bat tay” s& st dung SSL “ban
ghi” d€ trao d6i moét sO thong tin gilta may chll va mdy tram vio 1an dau tién
thiét 1ap k&t nbi SSL.

MOt giao dich SSL thuOng bat dau bsi qua trinh “bat tay” gilra hai bén.
Ciac budc trong qud trinh “bat tay” c6 thé nhu sau:

1.  May tram s€ g(i cho mdy chU sO phién ban SSL dang dung, cic
tham sO cUa thuat todn ma ho4, d{t li€u dugc tao ra ngau nhién (ch(t ky s6) va
mOt sO thong tin khic ma may chU can d€ thi€t 1ap két nOi vGi may tram

2. Mady chl gUi cho may tram sO phién bdn SSL dang dung, céc
tham sO cUa thudt todn ma hod, d{f liéu dugc tao ra ngau nhién va mot sO
thong tin khdc ma mdy tram can d€ thiét 1ap két n0i v&i mdy chU. Ngoai ra
may chU ciing gUi chUng chi cUa n6 d€n mdy tram va yéu cau ching chi cla
mdy tram néu can.

3. May tram s dung mOt sO thong tin ma may chU gUi dén d€ xéc
thuc mdy chlU. N€u nhu mdy chl khong dugc xéc thuc thi ngudi st dung sé
dugc cdnh bdo va két ndi khong dugc thi€t 1ap. Con n€u nhu xic thuc dugc
may chU thi phia may tram sé€ thuc hién ti€p budc 4.

4. SU dung tat cd cic thong tin dUdc tao ra trong giai doan bat tay
@ trén, mdy tram (cung v&i sU cOng tdc cla mdy chU va phu thubc vao thuat
todn dugc sU dung) s€ tao ra premaster secret cho phién 1am vi€éc, ma ho4
bang khoa cong khai ma may chU gli dén trong ching chi & budc 2, va gl
dén mdy ch0.



5. N€u mdy chU cé yéu cau xdc thuc mdy tram, thi phia mdy tram
s& danh dau vao phan thong tin riéng chi lién quan dén qu4 trinh “bat tay” nay
ma hai bén déu biét. Trong truOng hOp niy, mdy tram s€ gUi cd thong tin
dugc danh ddu va chlng chi cla minh cung vGi premaster secret di dugc ma
hoa t&i mdy chu.

6.  Mady chU sé xéc thuc mdy tram. TruOng hQp mdy tram khong
dugc x4c thuc, phién lam viéc sé bi ngét. Con n€u mdy tram dugc xdc thuc
thanh cong, mdy chU s& sU dung khod bi mat d€ gidi ma premaster secret, sau
d6 thuc hién mot s6 budc dé€ tao ra master secret.

7. M4y tram va mdy chU s& sU dung master secret dé€ tao ra cic
kho4 phién , d6 chinh 14 c4c khod d6i xUng dugc sUf dung d€ ma hod va gidi
ma céc thdng tin trong phién 1am viéc va ki€m tra tinh toan ven d{ liéu.

8.  Midy tram s& gUi mOt 10i nhan dén may chU théng bdo rang cac
thong di€p ti€p theo s€& dugc mi hod bang khod phién. Sau d6 n6é gli mOt 10i
nhan da dugc ma hod d€ thong bdo rang phia mdy tram di két thic giai doan
“bat tay”.

9.  Miy ch( ciing gfi mOt 10i nhan dén mdy tram thong bdo rang
céc thong diép ti€p theo s& dugc ma hod bang khod phién. Sau d6 né gli mOt
16i nhan da dugc ma hod d€ thdng bdo rang mdy chU di két thic giai doan
“bat tay”.

10.  Lic nay giai doan “bat tay” di hoan thanh, va phién lam viéc SSL
bat ddu. C3 hai phia mdy tram va mdy chU sé€ s dung cic khod phién d€ ma
hod va gidi mi thong tin trao dGi gilta hai bén, va ki€m tra tinh toan ven d{
liéu

6.3 Thanh toan di€n tU an toan

6.3.1 Yéu cau

Pay 12 mi m& va ddc td an toan nham bdo vé thanh todn thé tin dung
trén Internet. N6 dugc phit tri€n nim 1996 bGi Master, Visa Card va khong
phadi hé thOng tra tién. Thanh todn dién tU an toan 13 tap céc giao thlc va dinh
dang an toan ding dé

0] ‘ ‘ Merchant

Certificate
Authority

Issuer

Network

Acquirer Payment
Gateway



6.3.2 Thanh todn dién tu an toan

a. Ngu0Oi mua m@ tai khodn

Ngu0i mua nhan dugc chUng nhan
NgU0i ban c6 chUng nhan cla ho

<

e o

Ngudi mua dat hang

NgUu0i ban dugc ki€m chitng

Don dat hang va trd ti€n dugc gli
Ngudi ban yéu cau gidy phép trd tién
Ngu0i ban duyét don dat hang

=R

i. Ngu0i ban cung cap hang va dich vu

j. Ngu0i ban yéu cau tra tién

6.3.3 Chir ky kép

Ngudi mua tao chr ky kép

0 Thong tin don dat OI cho ngudi ban
0 Thong tin trd ti€n PI cho ngan hang

Khong bén nao biét chi ti€t cla ngudi khic. Nhung can phdi biét 12 ho
dugc két n0Oi v6i nhau. SU dung chit ky kép cho muc dich nay

0 Ky trén ban ghép cla OI va PI

6.3.3 Yéu c@u tra tién

Trao d6i yéu cau trd tién gbm 4 mau tin sau
Khdi tao yéu cau - nhan chlng nhan
Khéi tao trd 10i — ky trd 10i
Yéu cau trd tién - cla OI va PI
Trd 10i trd tién — don phiic ddp



6.3.4 Gidy phép cOng tra tién
Ki€m chlng moi chling nhan
Gidi ma phong bi dién t(r cUa khoi gidy phép va nhan dugc kho4
doi xUng, sau d6 gidi ma khoi gidy phép
Ki€m tra ch{t ky clla ngu0i ban trén khOi gidy phép
Gidi ma phong bi dién t( khoi trd ti€n, nhdn dugc khoa doi
xUng, sau d6 gidi ma khoi trd tién
Ki€m tra cht ky kép trén khOi trd tién
Ki€m tra rang, thanh to4n ID nhan dudgc tU ngUdi ban phit hop
vGi danh tinh trong PI nhan dugc (khong truc ti€p) tU ngUOi ban
Yéu cau va nhan dugc gidy phép tU noi phat hanh
GUi trd 10i gidy phép cho ngudi ban

6.3.5 Nhén tra tién

NgUu0i ban gUi cho cOng trd ti€n yéu cdu nhdn trd tién. COng ki€m tra
yéu cau dé. Sau dé yéu cdu chuyén ti€én dén tai khodn ngudi ban. Thong bio
cho ngU0i ban va chd trd 10i viéc nhan.

6.4 An toan thu dién tur

Thu dién t& 12 mOt trong nhitng dich vu mang dugc coi trong va Ung
dung rOng rdi nhat. DOng thoi ndi dung cUa cdc mau tin khéng an toan. C6
th€ bi quan sat trén duGng truy€n hodc bGi nhiing ngudi c6 thadm quyén thich
hgp & hé thdng dau cudi.

Nang cao an toan thu dién tUr 1a muc dich quan trong clla moi hé thdng
trao d6i thu. O day pha1 ddm bao céc yéu cau sau: tinh bao mat ndi dung tin
g, xdc thuc ngudi glfi mau tin, tinh toan ven cla mau tin, hon nita bdo vé
khai bi sUra, tinh chOng tUr chdi gOc, chOng tUr chdi clia ngUdi gUi.

6.4.1 Dich vu PGP.

PGP (Pretty Good Privacy) 1a mOt dich vu v€ bdo mat va x4c thuc dugc
sU dung rOng rii cho chudn an toan thu dién t&. PGP duoc phat tri€én bdi Phil
Zimmermann. O day Iua chon cic thudt toan ma hod tOt nhat d€ dung, tich
hgp thanh mOt chuOng trinh thOng nhat, c6 thé chay trén Unix, PC, Macintosh
va céc hé thOng khic. Ban dau 1a mifen phi, bay gi® c6 cdc phién ban thuong
mai. Sau diy ching ta xem xét hoat dOng cla PGP

Thao tac PGP — x4c thuc



Ngu0i gUi tao mau tin, st dung SHA-1 d€ sinh Hash 160 bit clla mau
tin, ky hash v&i RSA sU dung khod riéng clla ngudi gl va dinh kém vao mau
tin.

Ngu0i nhan st dung RSA v&i khod cong khai cUa ngudi gl d€ gidi
ma va khéi phuc ban hash. NguGi nhdn ki€m tra mau tin nhan s dung ban
hash cUa n6 va so sanh v&i ban hash da dugc gidi ma.

Thao tic PGP — bdo mat

NgUudi gUi tao mau tin va sO ngdu nhién 128 bit nhu khod phién cho né,
ma hod mau tin s dung CAST-128/IDEA /3DES trong ch& ¢ CBC v&i khod
phiien d6. Kho4 phién dugc ma si dung RSA v@i kho4 cong khai nguGi nhan
va dinh kém v6i mau tin.

Ngu0i nhan s dung RSA vGi khod riéng d€ gidi ma va khoi phuc khoa
phién. Khod phién dugc sir dung d€ gidi ma mau tin.

Thao tic PGP - Bdo mat va x4c thuc

C6 thé€ st dung cd hai dich vu trén cing mOt mau tin. Tao chir ky va
dinh vao mau tin, sau d6 ma cd mau tin va ch( ky. Pinh kho4d phién di dugc
ma hod RSA/ElGamal.

Thao tac PGP — nén

Theo mdc dinh PGP nén mau tin sau khi ky nhung trudc khi ma. Nhu
vay can luu mau tin chUa nén va chit ky d€ ki€m chlng vé sau. Vi rang nén
12 khong duy nhat. O diy st dung thudt todn nén ZIP.

Thao tac PGP — tuong thich thu dién tl

Khi s& dung PGP sé& c6 d{r liéu nhi phan d€ gli (mdu tin dugc ma).
Tuy nhién thu di€n t0 c6 th€ thi€t k& chi cho vin ban. Vi vay PGP can ma d{r
li€u nhi phan thd vao céc ky tu ASCII in dugc. Sau d6 st dung thuat toan
Radix 64, 4nh xa 3 byte vao 4 ky tuU in dugc va b0 sung ki€m tra thlUra quay
vong CRC d€ phit hién 16i khi truyén. PGP sé chia doan mau tin néu né qud
16n.

Tém 1ai, cdn c6 khod phién cho m6i mau tin, c6 kich thuGc khéc nhau:
56 bit — DES, 128 bit CAST hoac IDEA, 168 bit Triple — DES, dugc sinh ra st
dung d{t 1iéu ddu vao ngdu nhién 18y U st dung trudc va thdi gian g6 ban
phim cUa ngu0i s& dung

Kho4 riéng va cong khai cla PGP

Vi ¢6 nhi€u khod riéng va khod cong khai c6 th€ dugc si dung, nén can
phai xdc dinh rd cdi nao dugc ding d€ mi khod phién trong mau tin. C6 thé
g(ri khod cong khai ddy dU v&i tUng mau tin. Nhung déu d6 1a khong dU, vi
can phdi néu 16 danh tinh cla ngudi gli. Do dé cé thé sU dung dinh danh



khod d€ xé4c dinh ngu0i gli. C6 it nhat 64 bit c6 y nghia cla khod va 1a duy
nhat, c6 th€ s dung dinh danh cla khod trong ch(t ky.

PGP Message Format

Céac chum khod PGP

MObi ngudi s& dung PGP c6 mOt cdp chim khod. Chiim kho4 cong khai
ch(fa moi khod cong khai cUa céc ngu0i st dung PGP khidc dugc ngu0i do
bi€t va dugc danh s bang dinh danh khod (ID key). Chim kho4 riéng ch(fa
cdc cap khod cong khai/riéng cla ngudi d6 dugc danh s6 bdi dinh danh kho4
va mé cUa khod 13y tU giai doan duy@t hash. An toan cUa kho4 cong khai nhu
vay phu thudc vao d0 an toan cUa giai doan duyét.

Sinh mau tin PGP
SO d0 sau md ta qui trinh sinh mau tin PGP d€ glti cho ngudi nhan.
Nhan mau tin PGP

SO d6 sau néu cdch ngudi nhan gidi ma, ki€m chiing thong tin d€ doc
mau tin.

Quan Iy khoa PGP

TOt hon hét dua vao chl quyén chiing nhén. Trong PGP mOi ngudi s
dung c6 mOt CA cUa minh. C6 thé ky khoa cho ngudi s dung ma anh ta biét
truc ti€p. Tao thanh “Web cUa ni€m tin”. Can tin cdy khéa di dugc ky, va tin
cay cac khoa ma cac ngu0i khdc ky khi dung mOt diy chuyén cic chit ky dén
no.

Chim khod chu4 cd cic chi dan tin cdy. Ngudi si dung c6 thé thu hoi
khod cUa ho

6.4.2 MO rOng thu Internet da muc dich/an toan SIMIME

Ting cuOng an toan cho thu dién t& da muc dich m& rOng MIME
(Multipurpose Internet Mail Extension). Thu di€n t( Internet RFC822 gbc chi
c6 vin ban, MIME cung cdp hO tr@ cho nhi€u ki€u ndi dung va mau tin ¢
nhi€u phan v&i mi hoa d(r li€u nhi phin thanh dang vin ban.

S/MIME ting cuOng tinh an toan, ¢6 hO trg cla S/MIME trong nhi€u tic
nhan thu dién t0 nhu MS Outlook, Mozilla, Mac Mail, ...

Céc chlc ning S/MIME

D{r liéu déng phong bi, n0i dung dugc mi ho4 va lién két kho4, d{t liéu
dugc ky, mau tin dugc ma va ky sau nén, d{f liéu rd rang dugc ky, mau tin
tuOng minh va ma hod ch {tky trén ban nén, d{t li€u déng phong bi va ky, 10ng
nhau céc th Uc th €ky va ma.



C4c thuat todn ma hod S/MIME

Céc ch{r ky dién t& DSS va RSA, cidc ham hash: SHA-1 va MD5, mi
khod phién: Elgamal & RSA, ma mau tin: AES, Triple-DES, RC2/40, ...;MAC:
HMAC vGi SHA-1.

C6 qua trinh d€ doi thoai quyé€t dinh st dung thudt toan nao.

Céc mau tin S/MIME

S/MIME bdo vé céc thuc th€ MIME v&i ch(t ky, ma hodc cd hai tao
thanh c4c d6i tugng déng g6i MIME. C6é pham vi cac ki€u ndi dung khéc
nhau: dr li€u dong phong bi, d{t li€u dugc ky, di li€u 6 rang dugc ky, yéu
cau ding ky, chltng nhan mau tin.

Qua trinh chUng nhan S/MIME

S/MIME sU dung chlng nhan X.509 phién ban 3. Quan tri viéc sUr
dung két hop s dO phan cdp CA cla X.509 vi Web ni€m tin cla PGP. MOi
client c6 mOt danh sich cdc gidy chUng nhan cho CA tin cdy va cé cic gidy
chltng nhan va cdp khoa cong khai/riéng cUa minh. Chlng nhan can dugc ky
bdi cic CA tin cay.

ChU quyén chlng nhan CA (Certificate Authorities)

C6 mOt s6 CA mOi nguOi déu biét. Verisign 1a mét CA dudc s dung
rOng rii. Verisign xudt ban moOt sO ki€u dinh danh dién t. Ting mUc ki€m
tra va kéo theo d0 tin cay.

6.4.3 Bai tap
Bai 1. Néu muc dich IPSec, cic tham sO, AH va ESP

Bai 2. Néu muc dich SSL va TLS. Trinh bay ki€n tric va nhiém vu cUa cic
thanh phan cUa chiing.

Bai 3. Thé nao 1a thanh todn dién t(f an toan

Bai 4. Néu yéu cau cla ch{r ky kép va chlng td chit ky kép trong thanh todn
dién tU an toan dap Ung cic yéu cau do.

Bai 5. Néu qui trinh thanh todn dién tU an toan, chUng td né ddp Ung dudc cdc
yéu cau an toan dé ra.

Bai 6. Néu cic yéu cau bdo mat, xdc thuc, chr ky dién t( cla hé thOng thu
dién tu.

Bai 7. Trinh bay gidi phap dé xudt cla PGP cho hé thOng thu dién tr.

Bai 8. Tim hi€u x4c thuc c¢& ban HTTP trong Internet Explorer.
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DANH SACH BAN BIEN SOAN GIAO TRINH DAY NGHE
TRINH PO TRUNG CAP, CAO PANG

Tén gido trinh:  QUAN TRI CO' SO DU LIEU NANG CAO
Tén nghé: QUAN TRl MANG

. Ong (ba)...... ChU nhiém

. Ong (ba)...... Phé chU nhiém
. Ong (ba)...... Thuky

. Ong (ba)...... Thanh vién
Ong(ba)...... Thanh vién

. Ong(ba)...... Thanh vién

. Ong(ba)..... Thanh vién

. Ong(ba)...... Thanh vién

. Ong(ba)...... Thanh vién
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DANH SACH HOI PONG NGHIEM THU
GIAO TRINH DAY NGHE TRINH PO TRUNG CAP, CAO PANG

. Ong (ba)...... ChU tich

. Ong (ba)...... Phé chu tich
. Ong (ba)...... Thu ky

. Ong (ba)...... Thanh vién
Ong(ba)...... Thanh vién

. Ong(ba)...... Thanh vién

. Ong(ba)..... Thanh vién

. Ong(ba)...... Thanh vién

. Ong(ba)...... Thanh vién
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Phu luc 3.2 . i
CAC TIEU CHI VA TIEU CHUAN PANH GIA CHAT LUONG

GIAO TRINH DAY NGHE TRINH PO TRUNG CAP VA CAO PANG

n

S6
TT

Céc ti€u chi danh gia

MUc d6 danh gia

Pat
yéu
cau dé
nghi
ban
hanh
ngay

bat yéu
cau
nhung
phai
chinh
sUa

Chua
dat
yéu
cau
phai
xay
dung
lai

Ghi chu

Su tuong Ung v3i chuOng trinh

Gido trinh ¢6 dU cic dé muc va
th€ hién ndi dung theo ding mau
dinh dang

2k

Gi4o trinh c6 day dU cac nbi dung
theo chuong trinh chi ti€t cic mon
hOc/mo dun trong chuOng trinh
dao tao

3%k

NOi dung cdc chuong/bai ddm bao
muUc tiéu ki€n thUc, kY niing di dé
ra khong?

4%

KhoOi lugng céc thong tin trong céc
mon hoc/md dun c6 phu hgp véi
thOi lugng cUa chuong trinh
khong?

Tinh logic

5%

NOi dung tUng chuOng/bai c6
dugc trinh bay mot céch logic v6i
qué trinh nhan thUc khong? (tUc la:
MU d6 tUr dé dén khé, tinh trinh
tU cho céc khdi ni€ém tur don gidn
dén phuc tap)

6*

Céc budc hinh thanh kY ning c6
hQp ly va vUa phdi khong? (tlc 1a
quan sit mau - bat trudc - 1am
dugc - 1am ddc 1ap - 1am thuan
thuc hodc theo dudng xodn Oc dé
hinh thanh cdc kY xd0)




7k

MOGi quan hé gi(ra 1y thuy€t va
thuc hanh c6 hgp 1y d€ bdo ddm
dugc sU nhan thic va ki€n thirc,
sU hinh thanh ky niing khong?

{*

Hinh thUc hQc tap va cdc gidi
phdp su pham cho tUng chl dé cé
thich hgp so v&i muc tidu da dé ra
khong?

MUc day dU/bao quat ddi vGi muc
tieu

9*

NGi dung c6 day du d€ ddm bdo
dao tao c6 két qua theo cic muc
tiéu thuc hién khong

10*

NOi dung c6 dugc nhdn manh dé
rén luyén, hinh thanh cdc kY ning
can thiét khong? (TUc 1a ¢6 céc
quy trinh rén luy€n/thuc hanh bao
gOm cd cic khia canh khac nhu:
tinh than trach nhiém, tuin thl ky
luat, y thlc an toan, Ung xUf trong
nhém, tic phong cdng nghiép...)

11*

Céc cdu phan tao suU chl dOng va
hoc tich cuc c6 day du khong?
(tUc 1a dU cdc muc: Gidi thiéu,
hudng dan, tu dénh gid, gidi thich
thuat ng(r, tai liéu tham khdo...)

12

C6 van dung dudc su ho trg cla
céc trang thi€t bi, ngudn hoc liéu,
ngudn 1;uc khac cho qud trinh hoc
tap cla hoc vién khong?

13

C4c hanh dnh minh hQa, bang
bi€u, ban v&, quy trinh thuc
hién...cé dU & mUc can thiét, rd
rang va in nhap vGi doan viét
khong?

Tinh chudn xdc

14

NOi dung khoa hQc cUa thong tin
c¢6 chinh x4c khong? (v€ ban chat
van dé, vé cic sO liéu, vé cic su
ki€n va dudng nét...dugc dé cap
trén c4c doan viét, cic bang bi€u
va cdc hinh minh hoa, ban vé..)




15

C4c thuat ngii ¢6 ddm bdo tinh
ph0 thong va nhat quin khong?

Phong céch bién soan

16

Y t( trinh bay 13 rang, séng sUa,
don gidn va dé hiéu khong?

17

Can d0i va phit hgp gilra kénh hinh
va kénh chr

18

C6 vi pham gi v€ viin héa tap
quan cUa céc dan tOc Viét Nam
khong?

19

C6 sai pham gi d6i v&i Luat ban
quy€n khong?

20

Phong céch trinh bay c6 th€ hién
tinh g0i ma@, 16i kéo ngU0i hoc
thuc hién cong viéc khong?

Cau tric va cac chuyén muc

21

B0 cuc c6 nhat quin trong toan bd
tai li€u khong?

22

MO0i lién hé gilta cdc chuyén muc
c6 chat ché va tuong Ung vOi
nhau khong? (dac biét 1a muc tiéu,
ki€m tra d4nh gid va cic hudng
dan trd 101)

23

Ma céc chuyén muc, hinh v&€, bang
bi€u, ban v€...c6 nhat quan va
chinh x4c va tao di€u kién thudn
10i cho viéc tim ki€m va lién hé

Ghi chu:

1. Céc tiéu chi c6 danh dau * c6 y nghia rat quan trong doi v4i chat luong

gido trinh da bién soan
2. Cac mUc d0 danh gia:

- bat yéu cau: Khong phai sla ch(ra gi hodc chi can sUa ch(fa vai 10i nho vé
bién tap;

- bat yéu cau nhung phai chinh stra: Phai stra ch{ra m6t s6 16i vé ndi dung
chuyén mon va bién tap, chinh 1y, bd sung; sau d6 trinh chU tich, phé chu tich
va thu ky hOi dOng xem xét, n€u thong qua dugc thi dat yéu cau dé nghi phé
duyét;

- Khong dat yéu cau: C6 nhi€u 10i vé nbi dung chuyén mon va bién tap, phdi
bién soan 1ai d€ trinh HOi dOng thdm dinh 1ai.






