MUC LUC

BAI 1: WAN VA ROUTER

GIOI THIEU
Mang di€én rOng (WAN) 12 mang truyén d{ li€u qua nhing vung dia 1y
rat 16n. WAN c6 nhi€u ddc di€m quan trong khic v3i LAN. Trong chuong nay,



trudc tién cdc ban s€ c¢6 mOt cdi nhin tOng th€ vé céac kY thudt va céic giao thlc
cUa mang WAN. P0Ong thQi trong chuOng nay ciing s€ gidi thich nhiing dac
di€m giGng nhau va khac nhau gilta LAN va WAN.

Bén canh d6, ki€n thUc vé c4c thanh phan vat 1y cUa router ciing rat quan
trong. Ki€n thUc nay s€ 1a nén tdng cho cic k¥ ning va ki€n thlc khic khi ban
cau hinh router va qudn tri mang dinh tuyén. Trong chuOng niy, cic ban sé&
dugc khdo sit thanh phan vat 1y bén trong va bén ngoai cla router va cic kY
thidt k€t ndi vGi nhi€u cOng khéc nhau trén router.

Sau khi hoan tat chuong nay, cdc ban cé thé thuc hién cic viéc sau:
 Xiéc dinh t6 chlrc quOc t€ chiu trach nhi€m vé cdc chudn clla WAN.
« Gidi thich su' khac nhau gilta LAN va WAN, gi(ra cédc loai dia chi ma moOi
mang sU dung.
« MO ta vai tro cUa router trong WAN.
 Xic dinh c4c thanh phan vat 1y bén trong cUa router va cic chlic niing
tuong Ung.
e M0 ta cic dac di€m vat ly cla router.
 Xdc dinh c4c loai cOng trén router.
« Thuc hién cic két ndi d€n cOng Ethernet, cOng ndi ti€p WAN va cOng
console trén router.
1.1 WAN
1.1.1 GiGi thiéu vé WAN

WAN 12 mangtruy€n d{I li€u qua nhitng viing dia 1y rat rOng 16n nhu céc
bang, tinh, quOc gia... Cdc phuong tién truyén d{r liéu trén WAN dugc cung cap
bGi cdc nha cung cdp dich vu, vi du nhu cic cong ty di€n thoai.

Mang WAN c6 mOt sO dac di€ém sau:

WAN ding d€ két ndi cic thiét bi & cich xa nhau bGi nhiing dia 1y 16n.



WAN s dung dich vu cUa céc cong ty cung cap dich vu, vi du nhu:
Regional Bell Operating Conpanies (RBOCs), Sprint, MCI, VPM internet servies,
Inc., Altantes.net.

WAN sUr dung nhi€u loai lién két ndi ti€p khac nhau.

WAN c6 mOt sO di€m khdc vGi LAN. Vi du nhu: LAN dugc s dung dé
két ndi cic mdy tinh don 1€, céc thiét bi ngoai vi, cdc thi€t bi ddu cudi va nhi€u
loai thiét bi khdc trong cung mOt toa nha hay mOt pham vi dia 1y nhd. Trong khi
d6 WAN dudgc st dung d€ két ndi cdc chi nhdnh clla minh, nhG d6 ma thong tin
dudgc trao d6i dé dang gilra cdc trung tam.

Mang WAN hoat d0ng chl yéu & 18p Vat 1y va 18p Lién két dit liéu md
hinh OSI. WAN két n0i cdc mang LAN 1ai v&i nhau. Do d6, WAN thuc hién
chuy€n dGi cac g6i dt 1iéu gilra cic router, switch va cic mang LAN ma n6 két
noOi.

Sau day 14 céc thi€t bi dugc s dung trong WAN:

 Router: cung cap nhi€u dich vu khic nhau, bao gdm Internet va cic giao
ti€p WAN.

« Loai switch dugc st dung trong WAN cung cap két ndi cho hoat dOng
thong tin lién lac bing thoai video va dit liéu.

« Modem: bao gOm: giao ti€p v&i dich vu truyén thoai; CSU/DSU (Chanel
service units/ Digital service units) d€ giao ti€p vGi dich vu TI1/EI;
TA/NT1 (Terminal Adapters /Network Terminal 1) d€ giao ti€p véi dich
vU ISDN (Integrate Services Digital Network).

 Server thong tin lién lac: tap trung x( Iy cuOc goi cla ngUoi ding.




Hinh 1.1.1: Cdc thiét bi WAN
Cic giao thUc & 16p Lién két dit liéu clla mang WAN md td v€ cich thirc
ma g6i d(f liéu dugc van chuyén gilta cdc hé thOng trén mOt dudng truyén d{f
liéu. cdc giao thUc nay dudc thi€t k€ cho cic dich vu chuy€én mach di€m-dén-
di€ém, da di€m, da truy nhap, vi du nhu: FrameRelay.

Céc tiéu chudn cla mang WAN dugc dinh nghia va qudn 1y bdi céc t6 chic

quOc t€ sau:

« Lién hiép vién thong qudc t€ - linh vuc tiéu chudn vién thong - ITUT
(International Telecommunication Union- Telecommunication
Standardization Sector), trudc day 1a Uy ban cO di€n thoai va dién tin
qudc té - CCITT (Consultative Committee for International Telegraph and
Telephone).

« TG chlc quOc t€ vé tidu chudn - ISO (International Organization for
Standardization).

e TG chlc ddc trach vé kY thudt Internet - IETF (Internet Engineering Task
Force).

« Lién hi€ép cong nghi€p dién tU - EIA (Eletronic Industries Association).

1.1.2GiGi thiéu vé router trong mang WAN

-

Hinh 112

Router 12 mOt loai mdy tinh ddc biét. N6 ciing c¢6 cic thanh phan cO ban
giOng nhu mdy tinh: CPU, b0 nhd, system bus va cic cOng giao ti€p. Tuy nhién

router dugc két 13 déthuc hién mot sO chlc ning dac biét. Vi du: router dUgc



thi€t k€ 12 d€ thuc hién moOt s6 chlc ning dac biét. Vi du: router k€t ndi hai hé
thdng mang v&i nhau va cho phép hai hé thOng nay cé th€ lién lac véi nhau,
ngoai ra router con thuc hi€n vi€c chon 1ua duOng di tOt nhat cho dit liéu.

Ciing giOng nhU mdy tinh can phai c6 hé di€u hanh d€ chay céc trinh Ung
dung thi router ciing can phdi c6 hé di€u hanh d€ chay cic tap tin cdu hinh.
Tap tin cdu hinh ch(fa cdc cau 1€nh va cdc thong sO d€ di€u khi€n ludng dir liéu
ra vao trén router. Pdc biét 1a router con s dung giao thUc dinh tuyén d€ truyén
d€ quyét dinh chon dudng di tOt nhat cho cdc géi dit liéu. Do dé, tap tin cdu
hinh ciing ch(fa cdc thong tin d€ cai dat va chay cac giao thlc dinh tuyén trén
router.

Gio trinh nay s€ gidi thich rd cich xay dung tap tin cau hinh tU cdc ciu
1énh IOS d€ router c6 thé thuc hién dudgc cic chlic ning cd ban. Liic ban ddu c6
th€ ban thdy tap tin cdu hinh rat phlc tap nhung dén culi gido trinh nay ban
sé thdy n6 dé hi€u hon nhiéu.

Céc thanh phan chinh bén trong router bao gdm: bd nhG RAM, NVRAM,
b0 nhG flash, ROM va céc cOng giao tiép.

RAM, hay con goi 12 RAM dbng (DRAM- Dynamic RAM) c6 cdc dac
di€m va chUc ning nhu sau:

 Luu bang dinh tuyén.

« Luubdng ARP.

 C6 viing bd nhd chuy€én mach nhanh.

 Cung cap ving nhé dém cho céc géi dit 1iéu

 Duy tri hang dgi cho céc géi dr liéu.

« Cung cap b0 nhd tam thdi cho tap tin cau hinh cUa router khi router dang

hoat dOng.

* Thong tin trén RAM sé& bi xo4 mat khi router khdi ddng 1ai hodc bi tat
dién. Pac di€m va chlc ning clla NVRAM:

« Luu gi( tap tin cdu hinh khdi dOng cla router.

 NOi dung clla NVRAM van dugc 1uu gilt khi router kh@i dOng 1ai hodc bi



tat dién.
DPac di€m va chlic ning cla bd nhd flash:
« Luu hé diéu hanh IOS.
 C6 thé cap nhat phan mém 1uu trong Flash ma khong can thay dGi chip
trén b xUrly.
« NOi dung cUa Flash van dugc luu gilr khi router khGi dOng 1ai hodc bj tat
dién.
 Tac6 th€ 1uu nhi€u phién ban khic nhau clla phdn mém IOS trong Flash.
« Flash 1a loai ROM xo04 va lap trinh dugc (EPROM).
DPdc di€m va chlrc ning cla cic cOng giao ti€p:
« K&t n0di router vio hé thOng mang d€ nhan va chuyén géi dit liéu.
« Ciéc cOng c6 thé gan truc ti€p trén mainboard hodc 12 dudi dang card roi.
1.1.3 Router LAN va WAN

Hinh 1.1.3a: Phédn doan mang LAN v0i router

Router vUra dugc st dung d€ phan doan mang LAN vUa la thi€t bi chinh
trong mang WAN. Do dé, tén router c¢6 cd cOng giao ti€p LAN va WAN. Thuc
chat 1a cac kY thudt WAN dudgc st dung d€ két ndi cic router, router nay giao
ti€p v&i router khdc qua duGng lién k€t WAN. Router 14 thi€t bi xuong sOng cUa
mang Intranet 16n va mang Internet. Router hoat ddng & L&p 3 va thuc hién
chuy€n g6i d{t li€u dua trén dia chi mang. Router c6 hai chUc ning chinh la:
chon dudng di tOt nhat va chuy&n mach géi dt li€u. PE thuc hién chlc ning
nay, mOi router phai xay dung mOt bang dinh tuy€n va thuc hién trao doi théng

tin dinh tuy€n vGi nhau.



Hinh 1.1.3b: Két n6i router bang cdc cong nghé WAN
NgUu0i quan tri mang c6 th€ duy tri bang dinh tuyén bang cdch cdu hinh
dinh tuy€n tinh, nhung thdng thuGng thi bdng dinh tuyén dugc luu gilt dOng

nh0 cdc giao thUc dinh tuy€n thuc hién trao dGi thong tin mang gilta cac router.

Hinh 1.1.3c

Vi du: n€u may tinh X muOn thong tin lién 1ac v&i may tinh Y ¢ mOt chau
luc khdc va v&i mdy tinh Z & mOt vi tri khac n(ra trén thé gidi, khi d6 can phai
c6 dinh tuy€n d€ c6 thé truyén dit liéu va dOng thdi cling can phdi cé cic
dudng du phong, thay thé d€ ddm bdo d0 tin cdy. Rat nhi€u thi€t k€ mang va
cong nghé& dugc dua ra d€ cho cic may tinh nht' X Y, Z ¢6 thé€ lién lac v&i nhau.

MOt hé thGng mang dugc cau hinh ding phdi cé day dU cic dac di€m sau:
« C6 hé thOng dia chi nhat quén tU dau cubi dén dau cubi

« Cau tric dia chi phai thé hién dugc cau tric mang.



« Chon dugc dudng di tOt nhat.
« Dinh tuyén dbng va tinh.
« Thuc hién chuyén mach.
1.1.4Vai tro cla router trong mang WAN

Mang WAN hoat dOng chl yéu & 16p vat 1y va 1Gp lién két d{T li€u. Diéu
nay khong cé nghia 1a nim 18p con 1ai cla md hinh OSI khong cé trong mang
WAN. DPiéu nay don gidn c6 nghia 12 mang WAN chi khéc v6i mang LAN & 16p
Vat 1y va 16p Lién két dit 1iéu. Hay néi cich khéc 12 cdc tidu chudn v giao thlc
st dung trong mang WAN & 16p 1 va 18p 2 1a khac v&i mang LAN.

Lép Vat 1y trong mang WAN mo ta cic giao ti€p thi€t bi dt liéu dau
cudi DTE (Data Terminal Equipment) va thi€t bi ddu cudi mach d{t liéu DCE
(Data Circuit- terminal Equipment). Thong thuOng, DCE 1a thi€t bi & phia nha
cung cap dich vu va DTE 12 thi€t bi két n6i vao DCE. Theo md hinh nay thi DCE
c6 thé 1a modem hodc CSU/DSU.

ChUc ning chU yé€u cUa router 1a dinh tuy€n. Hoat ddng dinh tuy€n dién
ra G 18p 3 - 16p Mang trong khi WAN hoat ddng & 16p 1 va 2. Vay router 1a
thi€t bj LAN hay WAN? Cau tra 18i 12 ¢d hai. Router c6 thé 13 thiét b LAN,
hodc WAN, hodc thiét bj trung gian gilta LAN va WAN hodc c6 thé 1a LAN va
WAN cuing mOt lic.

MOt trong nhitng nhi€m vu cUa router trong mang WAN 1a dinh tuy€n g6i
d(r liéu G 16p 3, day ciing 1a nhiém vy cUa router trong mang LAN. Tuy nhién,
dinh tuy€n khong phai 12 nhiém vu chinh y€u cla router trong mang WAN. Khi
router s dung cdc chudn va giao thlc cUa 18p Vat 1y va 18p Lién két dir liéu dé
két ndi cic mang WAN thi liic nay nhi€m vU chinh yé&i cUa router trong mang
WAN khong phdi 1a dinh tuyén nta ma 13 cung cap két ndi gilta cic mang
WAN v@i cic chudn vat 1y va lién két d{t liéu khac nhau. Vi du: mOt router c6
th€ c6 moOt giao ti€p ISDN st dung ki€u déng géi PPP va mot giao ti€p noi ti€p

T1 s dung ki€u déng géi FrameRelay. Router phdi c6 khd ning chuyén dbi



luOng bit tU loai dich vu nay sang dich vu khac. Vi du: chuyén ddi tr dich vu
ISDN sang T1, d0ng thGi chuy&n ki€u déng g6i 10p Lién két d{f liéu tUr PPP sang
FrameRelay.

Chi tiét v€ cic giao thUc 18p 1 va 2 trong mang WAN sé dugc dé cap &
tdp sau cla gido trinh ndy. Sau day chi 1iét ké mOt sO chudn va giao thlfc WAN

chu yéu dé cac han tham kh3o-

EIATIA-232, V.35, X 21,
HSSI, Others

- >
csu/bsu
— Moderm
DTE DCE
Data Terminal Equipment Data-Circuit Terminating Equipment
User device wilh inlerface End of the WAN provider's side of
connecting to the WAN link the communication facility

» HDLC - High-Level Data Link Control
+ Frama Ralay — Succassor of X.25
» PPP - Point-to-Point Protocol
- ISDN - Integrated Service Digital Network (data link signal)
= Others
Hinh 1.1.4b: Cic kiéu dong géi div liéu WAN
o Lop lién két div liéu
Céc chudn va giao thitc WAN 18p vat Iy: EIA/TIA-232,449, V24, V35,
X21, EIA- 530, ISDN, T1, T3, E1, E3, Xdsl, sonet (oc-3, oc-12, oc-48, oc-192).
Céc chudn va giao thttc WAN 16p lién két d(t li€u: HDLC, FrameRelay, PPP,
SDLC, SLIP, X25, ATM, LAMB, LaPD, LAPF.
1.1.5 Céc bai thuc hanh mé phdng
Trong céc bai thuc hanh mo phdng trong phong lab, cic mang dugc két
n0i bang cép serial trong thuc t€ khong két ndi truc ti€p nhu vay dugc. Vi du:

trén thuc t&, mOt router 3 New York va mOt router & Sydney, Australia. Nguoi



qudn tri mang & Australia phdi k€t ndi viao router & New York thong qua ddm
may WAN d€ x( 1y su cO trén router G New York.

Trong c4c bai thuc hanh md phdng, céc thi€t bi trong ddm miy WAN duogc
gid 1ap bang cdp DTE-DCE két nbi truc ti€p tUr cOng SO/0 cUa router nay dén
cOng S0/1 cla router kia (ndi back-to-back).

1.2 Router
1.2.1 Céc thanh phan bén trong router

Cdu tric chinh xdc cla router rat khic nhau tuy theo tUng phién ban
router. Trong phan nay chi gidi thi€u vé cic thanh phan co ban cla router.

CPU - bon vi x(r Iy trung tdm: thuc thi cdc cAu 1€nh cUa hé di€u hanh d€
thuc hi€én cidcnhi€ém vu sau: khdi dOng hé thOng, dinh tuyén, di€u khién céc
cOng giao ti€p mang. CPU 1a mOt b giao ti€p mang. CPU 1a mOt bo vi xU 1y.
Trong céc router 16n c6 thé c6 nhiéu CPU.

RAM: Pugc st dung d€ Iuu bang dinh tuyé€n, cung cdp b0 nhd cho
chuy€n mach nhanh, chay tap tin cdu hinh va cung cap hang doi cho cic géi d{f
liéu. Trong da sO router, hé di€u hanh Cisco I0S chay trén RAM. RAM thuOng
dugc chia thanh hai phan: phdn b0 nhd x( 1y chinh va phan bd nh§ chia sé
xudt/nhap. Phan b0 nhG chia sé xudt/nhdp dugc chia cho cic cOng giao ti€p
lam noi Iuu tr(f tam céc go6i dU li€u.Toan bO ndi dung trén RAM sé€ bi xo4 khi
tat dién. Thong thudng, RAM trén router 1 loai RAM d6ng (DRAM - Dynamic
RAM) va c6 th€ nang thém RAM bang cich gan thém DIMM (Dual In-Line
Memory Module).

Flash: BO nhG Flash dugc st dung d€ 1uu toan bd phan mém hé diéu
hanh Cisco I0S. Mac dinh 14 router tim IOS cUa né trong flash. Ban c6 thé ning
cap hé di€éu hanhbang cich chép phién ban mdi hon vao flash. Phan mém I0S
c6 th€ G dudi dang nén hodc khong nén. POi v3i hau hét cic router, I0S dugc

chép 1én RAM trong qua trinh kh&i dOng router. Con c6 mOt sO router thi I0S c6
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th€ chay truc ti€p trén flash ma khong can chép 1én RAM. Ban c6 thé gan thém
hodc thay th€ cic thanh SIMM hay card PCMCIA d€ ning dung 1ugng flash.

NVRAM (Non-volative Random-access Memory): La b6 nhd RAM khong
bi mat thong tin, dugc st dung d€ 1uu tap tin cdu hinh. Trong mOt sO thi€t bj c6
NVRAM va flash rieng, NVRAM dugc thuc thi nh0 flash. Trong mOt s thiét bi,
flash va NVRAM la cung mOt bd nhd. Trong cd hai trudng hgp, nli dung cla
NVRAM van dugc luu gilr khi tat dién.

Bus: Phan 16n céc router déu c6 bus hé thGng va CPU bus. Bus hé thOng
dudgc st dung d€ thong tin lién lac gilta CPU vdi cdc cOng giao ti€p va céc khe
m0 rOng. Loai bus nay van chuyén d{f li€u va cdc cau 1énh di va dén cé4c dia chi
cla 6 nh@ tuong Ung.

ROM (Read Only Memory): La nGi 1uu doan mi cUa chuong trinh ki€m
tra khi kh@i dOng. Nhiém vu chinh cla ROM 1a ki€m tra phan cUng cla router
khi kh@i dOng, sau dé chép phan mém Cisco 10S tU flash vao RAM. MOt sO
router c6 th€ c¢é phién ban IOS cii ding 1am nguOn khéi dOng du phong. Nbi
dung trong ROM khéng th€ xo4 dudc. Ta chi c6 th€ niang cdp ROM bang cich
thay chip ROM m3i.

Cic cOng giao ti€p: La noi router k€t ndi vGi bén ngoai. Router c6 3 loai
cOng: LAN,WAN va console/AUX. COng giao ti€p LAN c6 th€ gan c0 dinh trén
router hodc dudi dang card r0i.

COng giao ti€p WAN c6 th€ 1a cOng Serial, ISDN, c6ng tich hgp don vi
dich vu kénh CSU (Chanel Service Unit). TuOng tU nhU cOng giao ti€p LAN, cic
cOng giao ti€p WAN ciing c6 chip di€u khi€n ddc biét. COng giao ti€p WAN c6
th€ dinh trén router hodc G dang card roi.

COng console/AUX 1a cOng nbi ti€p, chU yéu dugc d& dung d€ cdu hinh
router. Hai cOng nay khong phdi 1a loai cOng d€ k&t ndi mang ma la d€ két noi
vao mdy tinh théng qua modem hodc thong qua cOng COM trén mdy tinh d€ tU

mdy tinh thuc hién cau hinh router.

11



Ngubn di€n: Cung cap di€n cho cdc thanh phan cla router, mOt sO router
16n c6 th€ st dung nhi€u bd ngudn hodc nhi€u card ngudn. Con G mot sO router

nhd, ngudn dién c6 th€ 13 bd phdn nam ngoai router.

[LJaumx [_]Consoe
User interface | MBBO30 — wicses [ WO
Dual UART Proaarery 2524 2525
| =  Asnyc Ports
PCMCIA ol A M k
HEE2512 AN e
CPU Bun Bus Card
System _ 2517-2618
Flash - Conirol 2:,.]2 I";l;u;r 2516
e 5045, 2507, Daughtar and
Hub Cards
NvRaM = [ DRam B
SIMK
On Board WAN Py
Boot ROM e = A
DRAM Parts Supply

Hinh 1.2.1a

Metwork Modules

Main Board
r
=
I'HI"I
MPCB60 ot PCI i
PowerQuick B E
WIC llmﬂi 4 [E
SCCa
ik et LAN O* R “LAN Variants
1e2x@wi1EXP
S 1e2x@wIEXP
| —1 LAN 1+ M 1e2x@wiEXP
1e2x@wi1EXP
Boat Ao | NVIRAMY le2s@wiEXP
TN el Bt ||E:1:|r\5m¢ Cookie | | [T Am
Sockel
4ATW [=+5VY

Power »=+12V
Supply | oe-12V

Hinh 1.2.1b
1.2.2 Péc di€m vat Iy cQa router

Khong nhdt thié€t 12 ban phdi bi€t vi tri cla cdc thanh phan vat 1y trong
router m&i c6 th€ s dung dugc router. Tuy nhién trong mét sO trudng hgp, vi
du nhu nang cdp bd nhG chang han, nhimg ki€n thlc nay 1ai rat h{tu dung.

Céc loai thanh phan va vi tri cUa chiing trong router rat khac nhau tuy theo tUng

loai phién ban thiét bi.
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Power Supply Flash SIMM  Boot ROM  RAM DIMMs CPU

Hinh 1.2.2a: Ciu triic bén trong ciia router 2600

FastEthemel J Consoke Auxiliary Power Powear Cord
Pons Part Part Swilch Cannaclion

Hinh 1.2.2b: Cdc loai két n6i bén ngodi cUa router 2600
1.2.3 C4c loai k€t ndi ngoai clia router
Router c6 ba loai k€t ndi co ban la: cGng LAN, WAN va cOng quan ly
router. COng giao ti€p LAN cho phép router k€t ndi vao mdi truGng mang cUc
b0 LAN. Thong thudng, cOng giao ti€p LAN la cOng Ethernet. Ngoai ra ciing c6
cOng Token Ring va ATM (Asynchronous Tranfer Mode).
K&t n6i mang WAN cung cap két ndi thong qua cdc nha cung cap dich vu

dén céc chi nhanh @ xa hodc két n0i vao Internet. Loai k&€t ndi nay c6 thé€ 1a nbi
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ti€p hay bat ky loai giao ti€p WAN, ban can phdi c6 thém mot thi€t bi ngoai vi
nhu CSU changhan d€ ndi router d€n nha cung cép dich vu. Boi v6i mot s6
loai giao ti€p WAN khéc thi ban c6 thé két n0i truc ti€p router clla minh dén
nha cung cap dich vu.

ChUc ning cUa port quan 1y hoan toan khéc véi ai loai trén. k€t ndi LAN,
WAN d€ két ndi router vi mang d€ router nhdn va phat cic géi dit 1iéu. Trong
khi d6, port qudn 1y cung cap cho ban mOt k&t ndi dang vin ban d€ ban c6 thé
cau hinh hodc x(r 1y trén router. COng qudn 1y thudng 12 cGng console hodc cOng
AUX (Auxilliary). Pay 1a loai cOng n0i ti€p bat dong b0 EIA-232. Céac cOng nay
k€t n6i vao cGng COM trén mdy tinh. Trén mdy tinh, ching ta s& dung chuong
trinh md phOng thi€t bi dau culi d€ thi€t 1ap phién két ndi dang vin ban vao
router. Thong qua ki€u két ndi nay, ngUdi quan tri mang cé thé quan 1y thiét bi

cUa minh.

WAN Connections

LAN Connections  Management Port
Connections

Hinh 1.2.3

1.2.4 K&t n6i vao cOng quan Iy trén router

COng console va cOng AUX 1a cOng quan Iy trén router. Loai cOng noi
ti€p bat ddng b nay dugc thi€t ké khong phdi d€ két ndi mang ma 1a d€ cau
hinh router. Ta thuGng st dung cOng console d€ thi€t 1ap cau hinh cho router vi
khong phdi router nio ciing c6 cOng AUX.

Khi router hoat dOng 1an dau tién thi chua cé thong sO mang nao dugc

cau hinh cd. Do d6 router chua th€ giao ti€p vGi bat ky mang nao. PE chudn bi
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khGi dOng va cdu hinh router, ta dung thi€t bi dau cu6i ASCII két ndi vio cOng
console trén router. Sau d6 ta c6 thé dung 1énh d€ cau hinh, cai dat cho router.
Khi ban nhap cau hinh cho router théng qua cGng console hay cOng AUX,
router c6 th€ k€t n6i mang d€ x( 1y su' cd hodc theo ddi hoat ddng mang.
Ban c6 th€ cdu hinh router tU xa bang cich quay sO qua modem két n0i

vao cOng console hay cOng AUX trén router.

Consaole Port RJ-45

Rollover RJ-45 o DB-8 Computer
Cable Adapter

Hinh 1.2.4: Két noi modem vao cong console hay cong AUX

Khi xU 1y su' cO, ban nén s dung cOng console thay vi cOng AUX. Vi
mdc dinh 13 cOng console c¢6 th€ hi€n thi qua trinh kh3i dOng router, thong
tinhoat ddng va cédc thong di€p bao 10i clia router. COng console dugc st dung
khi ¢6 m6t dich vu mang khong khdi ddng dudgc hodc bi 161, khi khéi phuc lai
mat ma hodc khi router bi su' c6 nghiém trong.

1.2.5 Thi€t 1ap két ndi va cOng console

COng console 12 loai cOng qudn 1y, cung cap dudng két ndi riéng vao
router. COng nay dugc st dung d€ thi€t 1ap cdu hinh cho router, theo d&i hoat
dOng mang va khoi phuc router khi gdp su' ¢ nghiém trong.

PE két ndi PC vao cOng console ban can cé cép rollover va b chuyén
dGi RJ45- DBO. Cisco cé cung cap b0 chuyén ddi nay d€ nbi PC vao cOng

console.
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PC hay thi€t bi dau cuGi phdi c6 chuong trinh mo phOng thi€t bi dau cu0li
VT100. Thong thuOng phan mém nay 14 HyperTerminal.

Sau day 1a cac budc thuc hién két ndi PC vao cOng console:
1. CAau hinh phan mém gid 1ap thi€t bi dau cudi nhu sau:

Chon diing cdng COM.

T6c d0 band 12 9600.

Data bits: 8

Parity: None

Stop bits: 1

Flow control: None

Consale Port RJ-45

Raollowar RJ-45 o DB-9 Computer

Cable Adapler

COM1 Properties

, Portoien
2. Cam moOt
3. Cam dau Bits par second: {50 x|
4. Ga IO -
Banty: [Noee =

o ] _omm | r

16 Hinh 1.2.5b: Ciu hinh hyper terminal dé két noi vao console



1.2.6 Thuc hién két ndi v6i cOng LAN

Trong hau hét cic moi truGng mang LAN hi€n nay, router dugc két nOi
vao LAN bang cOng Ethernet hodc Fast Ethernet. Router giao ti€p vGi mang
LAN thong qua hub hodc switch. Ching ta s& dung cép thang d€ ndi router va
hub/switch. DOi v&i tat cd céc loai router c6 cOng 10/100BaseTx chiing ta déu
phai s dung cdp UTP CATS hodc cao hon.

Trong mOt sO truGng hgp ta c6 th€ két nli truc ti€p cOng Ethernet trén
router vao mdy tinh hodc vio router khdc bang cép chéo.

Khi thuc hién két n6i, ching ta phai luu ¥ cdp ding cOng vi n€u cam sai
c6 th€ giy hu hdng cho router va thi€t bi khic. Trén router c6 rat nhi€u loai
cOng khic nhau nhung hinh dang cOng lai gibng nhau. Vi du nhu: cOng
Ethernet, ISDN BRI, console, AUX, cSng tich hgp CSU/DSU, c6ng Token Ring
déu st dung cOng 8 chan 1a RJ45, RJ48 hodc RJ49.

1.2.7 Thuc hién két néi v6i cOng WAN

K&t nd6i WAN c6 nhi€u dang khic nhau. MOt k€t ndi WAN sU dung
nhi€u kY thuat khic nhau d€ thuc hién truyén d{t li€u qua mot viing dia 1y rOng
16n. Céc dich vu WAN thuOng dugc thué tU nha cung cap dich vu. Chiing ta c6
3 loai k&t n6i WAN nhu sau: k€t n0i thué kénh riéng, k€t ndi chuyén mach -

mach, k€t nOi chuy&n mach géi.

Synchronous Serial z
Leased Line M

.. -~ .
Circult-Switched Toteghons ) \ S w
ﬂﬂm:lc'lﬁ}' y

Synchronous Serial
e

Packet-Switched a ( Service & L
Provider J

o N
Hinh 1.2.7a
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PGi véi ting loai dich vu WAN, thié€t bi thudc s3 hltu cla khach hang
(CPE - Customer Premises Equipment), thong thuOng 13 router, dUgc goi 1a thiét
bi d{t liéu dau cudi DTE (Data Terminal Equipment). Thi€t bi DTE nay dugc
két ndi vao nha cung cap dich vu thong qua thi€t bi k&t cudi mach d{r liéu DCE
(Data Circuit- terminating Equipment), thong thuOng 12 modem hay CSU/DSU.
Thié€t bi DCE nay dudc s dung d€ chuyén d6i df liéu t&r DTE sang dang phu
hop v&i dich vu cla nha cung cap dich vu.
Hau hét cidc cOng WAN trén router déu la cOng Serial. Cong viéc chon
lua cho diing loai cép sé€ rat dé dang khi ban trd 10i dugc 4 ciu hoi sau:
Loai két noi trén thi€t bj Cisco 12 loai nao? Cisco router s dung
nhiéu loai ddu n6i khic nhau cho cOng Serial. Nhu trong hinh 1.2.7b, cOng
bén trai 12 cOng Smart Serial, cOng bén phadi 12 cGng DB-60. Lua choncdp

Serial d€ két n6i hé thdng mang 14 mOt phan then chdt trong qua trinh

Serial Ports

-
=
-

Hinh 1.2.7b

Hé thOng mang dugc két nGi va thi€t bi DTE hay DCE? DTE va
DCE 12 hai loai cOng serial khac nhau. Pi€m khac nhau quan trong gilra
hai loai nay la: thi€t bi DCE cdp tin hi€u xung déng hd cho qué trinh
thong tin lién lac trén bus. Ban nén tham khdo tai liéu cla thi€t bj d€ xic
dinh DTE va DCE.
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Thiét bi doi hdi chudn tin hiéu nao? moi loai thiét bj khic nhau sé&
sU dung loai chudn Serial khac nhau. MOi chuén s& quy udc tin hiéu
truy€n trén cap va loai dau n6i & 2 dau cap. Ban nén tham khdo tai liéu

cUa thiét bi d€ x4c dinh chudn tin hiéu cUa thiét bi.

End-User
Device

EIAMTIA-232 ElATIA-440
Network Connactions at the CSU/DSL

Hinh 1.2.7¢

Cip c6 loai dau nbi duc hay cdi? Néu dau nbi c6 chan cam ra ngoai
thi d6 1a dau duc. Néu dau nbi chi ¢6 16 cam cho cic chan thi d6 1a dau
cai

ElATIA-232 Male
== b

ElATIA-232 Female v.35 Female

== i b

() 1
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X.21 Mala EIATIA - 440 Male
& e b &= b
X.21 Famala El&TIA - 448 Fomala
) & D (e W
ElA-530 Male El&-613 H5S! Male

Hinh 1.2.7d




TONG KET
Sau day 12 cdc di€m quan trong ban cdn ndm dugc trong chuong nay:

Khdi niém vé WAN va LAN.
Vai tro cUa router trong WANs va LANG.
Céc giao thUic WAN.
C&u hinh ki€u déng géi cho cOng giao tiép.
X4c dinh va md ta céc thanh phan bén trong router.
Pac di€ém vat ly cla router.
Céc loai cOng thuOng gdp trén router.

Céch két n0i vao cOng console, cOng LAN va WAN.
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BAI 2: GIOI THIEU VE ROUTER

GIOI THIEU

Céc kY thuat cUa Cisco déu dugc xay dung dua trén hé di€u hanh mang
Cisco (ISO). Phan mém IOS di€u khién qua trinh dinh tuy€n va chuyén mach
trén céc thi€t bi két nbi lién mang. Do d6 ngUdi quan tri mang phdi nam viing
v€ 108S. Trong chuong nay, chiing tdi s€ gidi thi€u co ban va khdo sét cic dac
di€m cla IOS. Tat ca cic cong viéc cdu hinh mang tUf don gidn nhat dén phlc
tap nhat déu dua trén mOt nén tdng cO ban 13 cdu hinh router. Do dé trong
chuong nay ciing gidi thi€u vé cic kY thudt va cong cU cO badn d€ cdu hinh
router ma chiing ta s& st dung trong suOt gido trinh niy.

Sau khi hoan tat chuong nay, cdc ban cé thé:

Nam dugc muc dich cla IOS.

M5 ta hoat dOng cO ban cla 10S.

Nam dudc cic dac diém cla IOS.

Nam dugc phuong thic thi€t 1&p phién giao ti€p bang dong 1énh vGi

router.

Chuyén dGi gilta cdc ch€ d6 cau hinh router.

Thiét 1ap két ndi bang HyperTerminal vao router.

Truy cap vao router.

SU dung tinh niing trQ gitip trong giao ti€p bang dong 1&nh.
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XU 1y 16i khi nhap cau 1énh.
2.1 Phan hé di€u hanh Cisco 10S
2.1.1 Muc dich clla phan m@m Cisco 10S

TuOng tu nhu may tinh, router va switch khong thé hoat dOng dugc néu
khong c¢6 hé di€u hanh. Cisco g0i hé di€u hanh cUa minh 12 hé di€éu hanh mang
Cisco hay goi tat 1a Cisco I0S. Hé diéu hanh dugc cii trén cdc Cisco router va
Catalysst Switch. Cisco IOS cung cdp cic dich vu mang nhU sau:

Dinh tuy€n va chuyén mach.

Bado dam va bdo mat cho vi€c truy cap vap tai nguyén mang.

MG rOng hé thOng mang.

2.1.2 Giao di€n nguoi dung cUa router

Phdn mém Cisco s dung giao di€n dong 1€nh (CLI - Command - line
interface) cho moi trudng console truyén thOng. I0S 13 mOt kY thuat co bdn, tU
d6é dugc phit tri€n cho nhi€u dong sdn phdm khdc nhau cla Cisco. Do d6 hoat
dOng cu thé€ cUa tUng IOS sé rat khic nhau tuy theo tlng loai thi€t bj.

Chiing ta c¢6 nhi€u cich khdc nhau d€ truy cdp vao giao dién CLI cUa
router. Cach dau tién 1a két ndi truc ti€p tU mdy tinh hodc thi€t bi ddu cudi vao
cOng console trén router. Cach th(f hai 13 s& dung dudng quay sO qua modem
hodc két nGi null modem vao cGng AUX trén router. C3 hai cédch trén déu khong
can phai cdu hinh trudc cho router. Cach th( ba 1a telnet vio router. D€ thiét 1ap
phién telnet vao router thi trén router it nhat phdi c6 mOt cOng da dugc cau hinh
dia chi IP, cdc duOng vty da dugc cau hinh cho phép truy cap va dat mat ma.
2.1.3 Céc ché@ dd cau hinh router

Giao dién dong 1énh cla Cisco sU dung cau triic phan cap. Cau tric nay
doi hdi ban muOn cadu hinh céi gi thi phdi vio ch€ d0 tuong Ung. Vi du: néu
ban muln cau hinh cOng giao ti€p nao cla router thi ban phdi vao ché do cau

hinh c6ng giao ti€p d6. TU ch€ dd nay tat cd cic cdu hinh dugc nhdp vao chi cé
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hiéu luc d6i véi cOng giao ti€p tuong Ung ma thdi. Tuong Ung vGi mOi ché dd
cau hinh c6 m6t ddu nhac ddc trung riéng va mot tap 1€nh riéng.

IOS ¢6 mOt trinh thong dich goi 1a EXEC. Sau khi ban nhap mot cau 1énh
thi EXEC s€ thuc thi ngay cau 1énh dé.

Vi ly do bao mat nén Cisco IOS chia phién ban lam vi€c cUa EXEC thanh
hai ch& d0 1a: ché d6 EXEC ngu0i dung va ché d6 EXEC ddc quyén. Sau day 1a
cdc dac di€m clia ché d0 EXEC ngudi diing va ché d0 EXEC ddc quyén:

Ché d6 EXEC ngudi dung chi cho phép thuc thi mOt sO ciu 1énh hién thi

cdc thong tin cd ban cUa router ma thoi. Ché dd nay chi d€ xem ch(t khong

cho phép thuc hién cédc ciu 1énh lam thay dGi cdu hinh router. Ché d0

EXEC ngudi dung c¢6 ddu nhac 1a “>”.

Ché d0 EXEC ddc quyén cho phép thuc hién tat cd cdc ciu 1énh cla

router. Ban c6 th€ cdu hinh d€ ngudi diing phdi nhap mat mi trudc khi

truy nhap vao ch€ dd nay. Ngoai ra, d€ ting thém tinh bdo mat ban c6 thé
cau hinh thém userID. Pi€u nay cho phép chi nhiing ngudi nao dugc phép

mdi c6 thé truy cdp vao router. NgUdi quadn tri mang phdi & ché dd

EXEC dac quyén mdi c6 th€ s dung cdc ciu 1énh d€ cdu hinh hodc

qudn 1y router. TU ché d0 EXEC ddc quyén ban cé thé chuyén vio cic

ch& d6 dac khdc nhau nhu ché dO cdu hinh toan cuc chang han. Ché dd

EXEC dac quyén dugc xé4c dinh bdi ddu nhac “#”.

D€ chuyén tU ché d6 EXEC ngudi dung sang ch€ d0 EXEC ddc quyén han
dung 1énh enable tai ddu nhac “>”. N€u mat ma di dugc cai dat thi router sé
yéu cau ban nhap mat ma. Vi Iy do bdo mat nén céic thi€t bi mang Cisco khong
hi€n thi mat ma trong ldc ban nhdp chidng. Sau khi mat ma dugc nhdp vao chinh
x4c thi ddu nhac “>” Chuyén thanh “#” cho bi€t ban dang & ché d0 EXEC dac
quyén. Ban gé dau cham hdi (?) & ddu nhac nay thi sé thdy router hién thi ra

nhi€u cAu 1€nh hon so v&i G ché d6 EXEC ngudi diing.

Hinh 2.1.3
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2.1.4 Cic dac di€m cla phan mé&m Cisco I0S

Cisco cung cdp rat nhi€u loai IOS cho cic loai sdn phdm mang khic
nhau.

PE t0i uu hod phdn mém I0S cho nhi€u loai thiét bi, Cisco da phat tri€én
nhi€u loai phdn mém Cisco I0S. MOi loai phan mém I0S phi hgp vdi tlng
loai thi€t bi, v&i mUc dung 1ugng bd nhG va vGi nhu cau cla khich hang.

Mac dit c6 nhi€u phan mém IOS khic nhau cho nhi€u loai thiét bi v&i
nhi€u ddc tinh khic nhau nhung c8u tric 1énh cdu hinh c¢O bdn thi van giOng
nhau. Do d6 kY ning cdu hinh va xU 1y su' cO cla ban c6 th€ Ung dung cho
nhi€u loai sdn phdm khéc nhau.

Tén cla Cisco I0S dugc quy Udc chia ra thanh ba phan nhu sau:

Phan th( nhat th€ hién loai thi€t bi ma phdn mém IOS nay c6 thé si

dung dugc.

Phan th(r hai th€ hién cdc ddc tinh cla phdn mém IOS.

Phan th( ba th€ hién noi chay phan mém IOS trén router va cho biét

phan mém nay dugc cung cap dudi dang nén hay khong nén.

Ban c6 th€ Iua chon cic ddc tinh ddc biét cla IOS nhG phan mém Cisco
Software Advisor. Cisco Software Advisor 12 mOt cong cU cung cap céc thong tin
hi€n tai va cho phép ban chon 1ua cic ddc tinh cho phit hgp v4i yéu cau cla hé
thOng mang.

The name has three parts, separated by dashes: e.g. xxX-yyy-ww:
e xxxx = Platform

e Vyyyy = Feature

¢ ww = Format— where It execute from if compressed

Name Codes

C1005  [1005

C1600 [1600

C1700 1700, 1720, 1750

C2500 [25xx, 3xxx, 5100, AO (11.2 and later only)

C2600 2600

C2800 |Catalyst 2800
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C2900 [2910, 2950

C3620 (3620

C3640 [3640

C4000 {4000 (11.2 and later only)

C4500 4500, 4700

Feature (Partial list)

B Appletalk

Boot  [Boot image

C Commeserver file (CiscoPro)

Drag  [IOS based diagnostic images

G ISDN subnet (SNMP, IP, Bridging, ISDN, PPP, IPX, Atalk)
I IP subnet (SNMP, IP, Bridging, WAN, Remote Node, Terminal Services)
N IPX

Q Async

T Telco return (12.0)

Y Reduced IP (SNMP, IP RIP/IGRP/EIGRP, Bridging, ISDN, PPP) (C1003/4)
z Managed moderns

40 40 bit encryption

56 56 bit encryption

Format (Where the image runs in the route)

F Flash

M Ram

R Rom

L Rebcatable

Compression Type

z Zip compressed (note lower case)

X M zip compressed

W “STAC” compress

Hinh 2.1.4a

Khi ban chon mua IOS m&i thi m0t trong nhiing di€u quan trong ban can

phdi chu ¥y 1a su tuong thich gilta I0S v&i bd nhd flash va RAM trong router.

Thong thuOng thi cdc phién ban m&i c6 thém nhi€u ddc tinh mdi thi 1ai doi hdi

thém nhi€u bd nhd. Ban c6 thé dung 1€nh show version d€ ki€m tra phan 10S

hién tai

va dung lugng flash con trOng. Trén trang web ho trg cla Cisco ¢ mot

sO cong cu gitip ban x4c dinh dung 1uong flash vd RAM can thiét cho tlng loai

IOS.
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Trudc khi cai dat phdn mém Cisco I0S mdi 1én router, ban phai ki€m tra
xem router c6 dU dung lugng b0 nh§ hay khong. DE xem dung lugng RAM ban
dung 1énh show version:

...<output omited>... cisco 1721 (68380) processor (revision c) with 3584k/512K
bytes of memory.

Dong trén cho bi€t dung Iugng clia b0 nh& chinh va b0 nhd chia sé trén
router. C6 mOt sO thi€t bi st dung mOt phan DRAM lam b0 nh& chia sé. TOng
hai dung Iugng trén 13 dung luong that su' clla DRAM trén router.

P& xem dung 1ugng cla b0 nhd flash ban dung 1€énh show flash:
GAD#show flash

...<output omitted>...

1599897 bytes total (10889728 bytes free)

gHMizhow version

2 gerial(syncfasyno) nebtwork interface(s)
Syatem/I0 memory with parity disabled
2048K bytes of DRAM onboard 2048K bytes of DRAM on SIHM
Systam running frem FLASH
8K bytes of non-volatile configuration memorcy.
el44K bytes of processor board PCHMCIA flash (Eead ONLY)
Configuration register ia Ox2102
BHM &
Hinh 2.1.4b

2.1.5 Hoat ddng clla pham mé&m Cisco I0S
Thiét bi Cisco I0S c6 3 ché d0 hoat dOng sau:

ROM monitor
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Boot ROM

Cisco IOS.

Thong thuOng trong qud trinh khéi dOng router, mOt trong cdc ché d6 hoat
dOng trén dudc tai 1én RAM d€ chay. Ngudi quan tri hé thOng c6 th€ cai dat
gi4 tri cho thanh ghi d€ di€u khi€n ché d0 khdi dOng mdc dinh router.

Ché d0 ROM monitor thuc hién qué trinh bootstrap va ki€m tra phan
cUng. Ché d0 nay dugc st dung d€ khoi phuc lai hé thdng khi bi 16i ngiém
trong hodc khi ngu0i quan tri mang bi mat mat ma. Chiing ta chi c6 th€ truy
cap vao ché d0 ROM monitor bang dudng két nbi vat 1y truc ti€p vao cOng
console trén router. Ngoai ra chiing ta khong th€ truy cdp vao ché d0 nay bang
bat ky cOng nao khéc.

Khi router & ché d0 boot ROM, chi c6 mOt phan chUc niing cla Cisco 10S
12 hoat dOng dugc. Ché dd boot ROM cho phép ban chép dugc 1én bd nhd flash,
nén ché dd nay thuOng dudc si dung d€ thay th€ phdn mém Cisco IOS trong
flash. Ban dung 1énh copy tftp flash d€ chép phan mém I0S trén TFTP server

vao b0 nhd flash trén router.

ROK mordor > of ROMMON> Failura or password mcowary
Bool ROM Routar (boot)> Flash imags upgrads
Cisan 105 Routar> Mormal oparaton

Hinh 2.1.5a

Router mudn hoat dOng binh thuOng thi phdi chat dugc toan bd phan
mém 108 trong flash. O mdt s6 thi€t bi, phdn mém I0S dugc chay truc Gép
flash. Tuy nhién, hau hét c4c Cisco router déu chép phan mém IOS 1én RAM r0i
chay tU RAM. MOt s6 phan mém I0S 1uu trong flash dudi dang nén va dugc
gidi nén khi chép 1én RAM.

Ban diung 1énh show version dé xem cdc thong tin vé phan mém IOS,
trong d6 c6 hi€n thi gid tri cdu hinh cla thanh ghi. Con n€u ban mudn xem hé
th&ng con bao nhiéu dung Iugng b0 nhG d€ tai phan mém Cisco I0S mdi thi

ban dung 1énh show flash.
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¥4 ghow flash

Hinh 2.1.5 b

2.2 Bat dau véi router
2.2.1 Kh@i dOng router

Router khdi dOng bang cich tai bootstrap, hé& di€u hanh va tap tin cdu hinh.
Néu router khdng tim thdy tap tin cdu hinh thi sé tu dOng vao ché dd cai dat. Khi
ban hoan tat viéc cdu hinh trong ch€ dd cai dat thi tap tin cdu hinh d6 sé duoc luu
trong NVRAM.
PE cho router bat dau hoat dbng, qué trinh khdi ddng phdn mém Cisco 10S
thuc hién 3 cong doan sau:

Ki€m tra phan clng cla router va bdo ddm la ching hoat dOng tOt.

Tim va tai phan mém Cisco 10S.

Tim va thuc thi tap tin cdu hinh khdi ddng hodc vio ché d0 cai dat néu

khong tim thdy tap tin nay.

ROM [ Boolstrap Load bootsirap
Flash — Cisco
Internetwork Locate and load
— 7
TFTP Server Operating operating system
Syslem
ROM
—
MWRAM Locate and load
Conifi tion fl 1 fil
TFTP Server f——— Eﬁ:ﬂ e gulrj Fibe
enter "sefup” mode
Console > s
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Hinh 2.2.1a: Cdc budc khéi dOng router

Khi router m@i dugc bat di€n Ién thi né thuc hi€én qud trinh tU ki€m tra
POST (Power on self test). Trong qud trinh nay, router chay mot trinh t&r ROM dé
ki€m tra tat cd cic thanh phan phan clng trén router, vi du nhu ki€m tra hoat
dOng clla CPU, b0 nh& va cic cOng giao ti€p mang. Sau khi hoan tat qud trinh
nay, router bat dau thuc hién khdi ddng phan mém.

Sau qué trinh POST, router s€ thuc hi€n cdc budc sau:

Budc 1: Chay chuong trinh nap bootstrap tr ROM. Bootstrap chi don

gidn 1a mOt tap 1énh d€ thuc hién ki€m tra phan clng va khdi dOng 10S.

Budc 2: Tim 10S. Gi4 tri khdi dOng trén thanh ghi cdu hinh sé quyét dinh

viéc tim 10S & dau. N€u gid tri nay cho biét 12 tai I0S tU flash hay tir

mang thi cdc cau 1€nh boot system trong tap tin cdu hinh s& cho bi€t chinh
xac vi trf va tén cUa IOS.

Budc 3: Tai hé diéu hanh di dugc tai xubng va bat dau hoat dOng thi

cdc ban s& thdy hién trén man hinh console danh sich cdc thanh phan

phan cUng va phan mém cé trén router.

Budc 4: Tap tin cau hinh luu trong VNRAM duogc chép 1én bd nhG chinh

va dugc thuc thi tUng dong 1énh mOt. Cic ciu 1énh cdu hinh thuc hién

khGi dOng qud trinh dinh tuyén, dat dia chi cho cic cOng giao ti€p mang
va thiét 1ap nhi€u ddc tinh hoat dOng khéc cho router.

Budc 5: Néu khong tim thdy tap tin cau hinh trong VNRAM thi hé di€u

hanh sé di tim TFTP server. N&u ciing khong tim thdy mOt TFTP server

ndo thi ch€ d0 cai dat sé dugc khdi dOng.

Trong ché d0 cai dat, cic ban khong thé cdu hinh cho céc giao thiic phiic
tap cla router. Muc dich cUa ch& d0 cai dat chi 12 cho phép ngudi qudn tri
mang cai dat mOt cdu hinh t0i thi€u cho router khi khong thé tim dugc tap tin
cau hinh tU nhitng nguOn khic.

Trong ché d0 cai dat, cau trd 10i mac dinh dugc dat trong ddu ngodc

vuong [] & sau mOi cau hoi. Ban c6 th€ nhan phim Ctrl-C bat kY ldic nao d€ két
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thic qua trinh cai dat. Khi d6 tat ca cac cOng giao ti€p mang trén router s& déng
lai.

Khi ban hoan tat cau hinh trong ché d0 cai dat, ban s& gdp cic dong thong bio
nhuU sau:

[0] Go to the IOS command promt without saving this config.

[1] Return back to the setup without saving this config.

[2] Save this configuration to nvram and exit.

Enter your selection [2]:

{ .

i#:ttup

| e .

i——.'_ SLEm Loniigura o L0

|at any poin may enter a guestign m for help
{Use ctrl 2 t ompt
|

Ibafa t = = are bracke

LONtinue W a o n o o e

Hinh 2.2.1b: Ché dé cai dat cUa router
2.2.2. Dén LED bio hi€u trén router

Ethernat/ Serial 0 Senal1 BRI OK
Token Ring

Hinh 2.2.2
Cisco router sU dung dén LED d€ béo hi€u céc trang thdi hoat dOng cla
router. Céc loai dén LED nay s€ khdc nhau tuy theo cdc loai router khdc nhau.
Céc den LED cUa cédc cOng trén router s€ cho bi€t trang thai hoat dOng
cUa cdc cOng. Néu den LED cla mOt cOng nao d6 bi tat trong khi cOng d6 dang

hoat dOng va dugc két nOi ding thi ching td 1a da c6 su cO dbi véi cOng do.
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Néu mOt cOng hoat dOng lién tuc thi den LED cUa cOng d6 sang lién tuc. Con
den LED OK & bén phai cOng AUX sé& bat sang sau khi router hoat dOng tOt.
2.2.3. Khao sat qua trinh khoi dOng cua router

Router

System Bootstrap, Version X.X(XXXX) [XXXXX XX], RELEASE
SOFTWARE
Copyright (e} 188£-189% by Cisco Systems

2500 processor with 4096 Kbytes of main memory
Hotice: WVRAM invalid, possibly due to write erase.
F3: 570792R+1623%6+258800 at 0x20000&0

Reztricted Rights Legend

Use, duplication, or disclesure by the Government is
subject to restrictions a3 set forth in subparagraph

tc) of the Commercial Computer Software - Restricted
Eights clause at FAR sec. 32.227-189 and subparagragh

{c) (1) {11i) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-T013.

Hinh 2.2.3a: Théng tin hién thi trong qud trinh khoi ddng router

Vi du & hinh 2.2.3a cho thdy n0i dung céc thong di€p dugc hién thi trén
man hinh console trong suOt qua trinh kh3i dOng cUa router. C4c thong tin nay sé
khéac nhau tuy theo céc loai cOng c6 trén router va tuy theo tUng phién ban Cisco
10S. Do d6 hinh 2.2.3a chi 1a mOt vi du d€ tham khdo ch( khdng phdn 4nh chinh
xdc toan b6 nhing gi dugc hién thi.
[Router

Motice: HNVRAM invalid, possibly due to write erase.
C

-—— System Configuration Dialog —

Refar to the "Getting Started”
Use ctrl=c to abort -:L‘lr-f'i:_q
Pefault settings are in

S DI3 L3

the i

2 Inirftial) coniigquration E1aio4g:s

Would you like to enter
[ves]:

Hinh 2.2.3b: Théng tin hién thi trong qud trinh khéi ddng router
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Trong hinh 2.2.3b, cdu “VNRAM invalid, possibly due to write erase” cho biét
router nay chUa dugc cdu hinh hodc 12 NVRAM di bi xod. Thong thuOng khi
router di dugc cau hinh thi tap tin cdu hinh dugc 1uu trong NVRAM, sau d6 ta
phdi cau hinh thanh ghi d€ router st dung tap tin cdu hinh ndy. Gid tri mac dinh
cUa thanh ghi cau hinh 13 0x2102, khi d6 router s€ khéi dOng vGi Cisco I0S tai
tU bd nhd flash va tap tin cdu hinh tdi t&r NVRAM.

C D SYystems,

17 Jjest Tasm Drive

San Jose, California 95134-1

Cisco Internetwork Cperating System Software

I0S (tm) X000 Software (XXHX-X-X), arzion XX.X (XXXX)
[ 330 XXX

Cop gh = 29X by Cisco Systems

Tu;r__é: -8% 18:02 b ””%""

Image te: c03030FCO, dsta-base: 0x0000 100¢
Cisco 233 processor (revision A) with 4052K/204BK
bytes of

Frocesso 3 000¢ S ftware, Version X
METZ, BFE and P compliant

TH3270 Emulation software (co ri 15C4 TGV Inc
Basic Rate ISDN softwarce, ersion X.X.

X Ecthernet/IEEE 802 interfacs

2 Searial network interfaces.

2 Serial network interfaces.

1 ISOM Basic Rate interface,

32K bytes of non-veolatile configuration memory.
8152K bytes of processor beard System flash (Read CHLY)

Hinh 2.2.3c: Thong tin hién thi trong qud trinh khoi déng router
Dua vao thong tin nhu hinh 2n2n3c, chiing ta ¢6 th€ xdc dinh dugc phién ban cla
phan mém boottrap va I0S dang dugc st dung trén router. Ngoai ra ban ciing
xdc dinh duQc phién ban cUa router, b0 xU 1y 1a loai gi, cung 1ugng cla bd nhé
va mOt sO céc thong tin khéc cUa router nhu:

SO lugng cic cOng giao ti€p.

Cic loai cOng giao ti€p.

Dung luong NVRAM.

Dung 1ugng b6 nhd flash.
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2.2.4 Thiét 1ap phién két ndi bang HyperTerminal

Tat cd cic Cisco router déu c6 cOng console nOi ti€p bat dong bd
TIA/EIA-232 (RJ45). Chiing ta c@n phdi c6 cép va b0 chuyén dGi d€ két noi tUr
thi€t bi dau culi console vio cOng console trén router. Thi€t bi ddu cudi console
c6 th€ 13 mOt thiét bi dau cudi ASCII hodc 1a mbt PC c6 chay chuong trinh mé
phOng HyperTerminal. D€ két n0i PC c6 cOng console ching ta diing cap rollover
va bd chuyén ddi RJ45- DBY.

Thong s& mac dinh cla cOng console 1a: 9000 baud, 8 data bits, 1 stop bit,
no flow control. Céng console khong c¢6 ho trg di€u khi€n lubng bing phan
clng. Sau diy 1a budc thuc hién d€ két ndi moOt thi€t bi dau cubi vio cOng
console trén router:

K&t ndi thiét bi dau cudi vao cOng console trén router bang cép rollover va

b0 chuyén d6i RJ45-DB9 hodc RJ45-DB25.

Ca&u hinh thi€t bi dau cudi hodc cau hinh phan mém mo phdng trén PC

vOi céc thong sO sau: 96000 baud, 8 data bits, 1 stop bit, no flow control.

Truy cap vao router

P& cau hinh router ban phai truy cap vao giao dién ngudi ding cUa router
bang thi€t bj ddu cudi hodc bang dudng truy cdp tU xa. Sau khi truy cdp dugc
vao router thi ban m&i ¢6 th€ nhdp céc cau 1€nh cho router.

Vi ly do bdo mat nén router c6 2 mUc truy cap:

MUc EXEC ngudi dung: chi c6 mOt s6 cau 1énh ding d€ xem trang thai

cUa router. O mUc nay, ban khong thé thay d0i dugc cdu hinh cUa router.

MUc EXEC dac quyén: bao gbm tat cd cic ciu 1€nh d€ cau hinh router.

Ngay sau khi truy cdp dugc vao router ban sé gdp dau nhac cla ché dd
EXEC ngu0i dung. PE€ s dung dugc toan b0 tap 1énh ban phdi chuyén vao
ché d6 EXEC d&c quyén. O d&u nhic “>” ban g6 1&nh enable. G dau nhic
password: ban phdi nhdp mat ma ding v&i mat ma da dugc cau hinh cho router

truGc d6 bang 1énh enable secret hodc enable password. Néu méat mi cUa
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router di dugc cdu hinh bdi cd 2 1€nh trén thi mat ma cla cau 1€nh enable
secret s& dugc dp dung. Sau khi hoan tat cic budc trén ban sé& gdp dau nhac
cho bi€t 1a ban dang G ché d0 EXEC dac quyén. TU ch€ d6 nay ban mdi c6 thé
truy cap vao ch€ d6 cau hinh toan cuc rdi sau dé 1a cic ch€ d0 cau hinh riéng
bi€t hon nhu:

Ché d0 cau hinh cOng giao ti€p.

Ch€ d0 cau hinh cOng giao ti€p con.

Ché d6 c&u hinh dudng truy cap.

Ché d6 c&u hinh router.

Ché d6 c&u hinh route-map.

TU ché d6 EXEC dac quyén, ban gd disable hodc exit d€ tr@ vé ché do

EXEC ngudi diing. D€ trd vé ché d6 EXEC dac quyén tUr ché d0 cdu hinh toan
cUc, ban dung 1€nh exit hodc Ctrl-Z. Lénh Ctrl-Z c6 thé sU dung d€ trd vé ngay

ché d0 EXEC dac quyén tU bat ky ch€ dd cdu hinh riéng biét nio.

2outer s Usar-Mods Prompl

tarj = Privileged-Mode Prompt

Hinh 2.2.4a
2.2.5 Phim tro gitp trong router CLI
Khi ban g& dau chdm hdi (?) 3 ddu nhac thi router s& hi€n thi danh sich cic
1énh tuong Ung vGi ché d0 cu hinh ma ban dang &. Cht “--More--" & cubi
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man hinh cho bié€t 12 phan hi€n thj van con ti€p. PE xem trang ti€p theo, ban
nhan nhanh

Spacebar. Con n€u ban mudn hién thi ti€p tUng dong mdt thi ban nhdn phim
Enter hodc Return. Ban c6 th€ nhdn tUng dong modt thi ban nhdn phim bat ky

nao khic d€ quay tr3 vé dau nhac.

Claco»?

Exme command:s;

accann-anable Createm a Eemporary Acceass-Lia
L Y

accann-prol ] Apply usar-profile to intacface

accana I|l||||- ke “reake 4 I.--||||| 1LY Accans=Ll
i1 Y

archivae manacge archivae filas

=3 4] For manudl amarjeancy modas
sattling

d Change curreant directory

clear Reset functlona

clock Managa the systam clock

configuea Enter configuration moda

conneact Jpan a t arminal connection

copy Copy from one file to anothet

--More--

Hinh 2.2.5a: Danh sdch 1énh st dung & ché dé EXEC nguoi ding
(Router

Ciscofelock set 13:50:00
Incomplete command,

Ciscoffclock set 12:50:00 3
<]l=31> Day of the month
FICOHTH Month of the year

Ciscofelock set 19:50:00 14 7

'

Invalid input detected at """ marker.
Ciscofclock set 19:50:00 14 July
Incomplaete command,

Ciscofeleock set 19:50:00 14 July ?

<1983=-2035> Year
Ciscodelock set 19:50:00 14 July 2003
Ciscodf

P& chuyén vao ché d0 EXEC ddc quyén ban gd enable hodc gd tat 13 ena
ciing dugc. Néu mat ma da dugc cai dat vao cho router thi router s€ yéu cau ban

nhdp mat ma. Sau khi ban di vao dugc ché dd nay rdi thi ban gé ddu cham hoi
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(7), ban sé thay 14 danh sich cdc cau 1€nh dung cho ch& d0 EXEC ddc quyén
nhi€u hon han danh séch céc ciu 1énh ma ban thdy trong ché d EXEC ngudi
dung. Tuy nhién c4c tap 1énh nay s& khic nhau tuy theo cdu hinh cUa router va
tuy theo tUng phién ban phan mém Cisco 10S.

BAy gi0 gid s& ban mudn cai dat ddng hoO cho router nhung ban lai khong
bié€t phdi dung 1énh nio thi khi d6 chlc ning trg gidp cla router s& gitip ban tim
dudgc cau 1énh ding. Ban thuc hién theo céc budc sau:

1. Dung ddu chdm hoi d€ tim ciu 1€nh cai ddt dong hO. Trong danh sich céc
cau 1&énh dugc hién thi ban sé tim dugc 1énh clock.

2. Ki€m tra cti phdp cau 1énh d€ khai bdo gi0.

3. Ban nhap gi0, phit, gidy theo ding ci phdp cAu 1énh. Ban sé€ gdp céu
thong b4o 1a cau 1€nh chua hoan tat nhu hinh 2.2.6b.

4. Ban nhan Ctrl-P hodc phim mii tén (!) d€ 1ai 1énh vUta m&i nhdp. O cudi
cau 1énh d6 ban thém mot khodng trdng va ddu chdm hoi (?) d€ xem
phan k€ ti€p cUa cau 1énh. Sau d6 ban nhap lai day du cau 1€nh.

5. N€u ban gdp dau (A) thi c¢é nghia 13 cAu 1€nh da bi nhdp sai. Vi tri cla
dau (A) sl cho bi€t vi tri ma ciu 1€nh tU ddu cho t&i vi tri ma dau (A) chi
sai rOi ban s& nhdp thém ddu chdm hdi (?) d€ thém cd phdp ding ti€p
theo cUa ciu 1énh.

6. Ban nhap lai day dU cau 1énh theo ding ct phép rOi nhdn phim Enter
hodc Return d€ thuc thi cau 1€nh.

2.2.6 MO rong thém vé cach vi€t cau 1énh

Trong giao di€én ngudi dung cUa router, router c6 th€ c¢6 ch€ dd hod trg
soan thdo ciu 1énh. Ban c6 th€ st dung cic t& hop phim nhu hinh 2.2.6a d€ di
chuy€n con trQ trén dong 1€nh ma ban dang vi€t khi ban can phdi chinh sUa ciu
1énh d6. Trong céc phién ban phdn mém hién nay, ch€ dd ho trg soan thdo ciu

1€énh 14 hoan toan tu dOng. Tuy nhién n€u ché€ d nay lén dnh hudng khi ban

36



bi€t cdc script thi ban c6 th€ tat bang 1énh terminal no editing trong ché do

EXEC dac quyén.
Command Description
Ctrl-A Moves to the beginning of the command line
Esc-B Moves back one word
Ctrl-B (or right arrow) Moves back one character
Ctrl-E Moves to the end of the command line
Ctrl-F (or left arrow) Moves forward one character
Esc-F Moves forward one word

Hinh 2.2.6a

Khi soan thdo ciu 1énh, man hinh sé cudn ngang khi cau 1énh dai qua mOt
hang. Khi con trd dén hét 1& phdi thi dong 1é€nh sé dich sang trdi 10 khodng
trang. Khi d6 10 ky tu ddu tién cla ciu 1énh sé& khong nhin thdy dugc trén man
hinh n(ra. Ban c6 th€ cudn lai d€ xem béng cdch nhan Ctrl-B hodc nha@n phim
mii tén (M) cho tGi khi man hinh cudn tGi dau cau 1énh. Hodc ban ¢ thé nhan
Ctrl-A d€ chuy€n ngay v€ dau dong 1€nh.

Trén hinh 2.2.6b 14 vi du khi mOt cau 1€énh dai qua mOt hanh. Dau ($) cho
biét 13 cAu 1&nh da dugc dich sang trdi.

Phim Ctrl-Z dugc st dung d€ quay tr@ v€ ché d6 EXEC dac quyén tu

bat ky ché d0 cau hinh riéng biét no.

Fouter=5 value for our customers and employeeas

Hinh 2.2.6b
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2.2.7. Goilai cac 1énh da sir dung

Khi cau hinh router, router co 1uu 1ai mOt sO c4c 1€nh ban da st dung. Di€u nay
dac biét c6 ich khi ban mudn 13p 1ai c4c cau 1é€nh dai va phlc tap. V&i co ché
nay ban c6 th€ thuc hién cic viéc sau:

Cai dat kich thudc viing b0 dém d€ 1uu cic cau 1€nh da s dung.

Goi lai cdc cau 1énh da s dung.

Tat chlc ning nay di.

Mac dinh 1a router s& Iuu 1ai 10 cau 1€nh trong b0 dém. Ban c6 thé thay
d6i so lugng ciu 1énh ma router 1uu l1ai béng 1énh terminal history size hodc
history size. TOi da 1a 255 cau 1€nh c6 thé 1uu 1ai dugc.

Né€u ban mubn g0i 1ai cau 1énh vira m&i s& dung gan nhat thi ban nhan
Ctrl-P hodc phim miii t&n (7). Néu ban ti€p tuc nhan thi mOi 1&n nhan nhu vay
ban s& g0i 1ai tudn tU cic cau 1énh trudc d6 nlta. Néu ban mudn goi lui 1a mot
cAu 1énh sau d6 thi ban nhan Ctrl-N hodc nhdn phim miii tén (1). TuOng tu, néu
ban ti€p tuc nhdn nhu vay thi mOi 18n nhan ban sé goi lai mOt 1énh dé.

Khi gd 1€nh, ban chi can go cic ky tu dU d€ router phan biét v&i moi cau
kénh khdc r6i nhan phim Tab thi router sé tU dOng hoan tat cau 1€nh cho ban.
Khi ban dung phim Tab ma router hi€n thi dugc dU cau 1€nh thi c¢é nghia 1a
router da nhan bi€t dugc ciu 1€nh ma ban mudn nhap.

Ngoai ra, hdu hét cic router déu cé them chlc ning cho ban ddnh dau
khOi va copy. NhO d6 ban cé th€ copy cau 1€nh trudc d6 i dan hodc chén vao
cau 1énh hién tai.

Lénh Gidi thich 1énh

Ctrl-P or up arrow key Goi lai 1énh ngay trudc do6
Ctrl-N or down arrow key Goi lai 1énh ngay sau do
Router>show history Xem cdc 1énh da s& dung con Iuu trong b0 dém

Router>Terminal  history | Cai dat dung lugng b& dém da Iuu cdc 1énh da
Router>terminal no editing | Tat chUc ning soan thdo 1énh ning cao

Router>terminal editing M@ chUc ning soan thdo 1énh ning cao
<Tab> Hoan tat cAu 1énh
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X Iy 10i cAu 1énh

LOi cau 1énh thudng 13 do ban go sai. Sau khi ban gé mOt ciu 1énh bj sai
thi ban s& gdp ddu bdo 10i (A). D&u bdo 16i (A) dat & vi tri ma ciu 1énh bat dau
bi sai. DUa vao d6 va van dung chlc ning trg gidp cla hé thOng ban s& tim ra
va chinh s(ra 1ai 10i cd phép cUa cAu 1&nh.
Router#clock set 13:32:00 February 93
% Invalid input detected at “A” marker

Trong vi dU trén, ddu béo 16i cho bi€t cau 1€nh bj sai 3 s6 93. Ban g6 lai
cu 1énh tU dau tdi vi tri bi 10i r6i thém dau chdm hdi (?) nhu sau:
Router # clock set 13:32:00 February ?
<1993-2035>Year

Sau d6 ban nhap 1ai cau 1énh vGi s6 nim ding nhu ci phap G trén:
Router#clock set 13:32:00 February 1993
Sau khi ban gd xong ciu 1€nh rdi nhan phim Enter ma ciu 1&énh d6 bj sai thi ban
c6 thé dung phim mii tén (T) d€ g0i cau 1énh vira m&i nhdp. Sau dé ban diung
cdc phim miii tén sang phai, sang trai di chuy€n con tro t&i vi tri bi sai d€ slra 1ai.
Né€u can xod cdc ky tu thi ban c6 th€ dung phim <backspace>.
Lénh show version
Lénh show version diing d€ hi€n thi cdc thong tin v& phién ban phan mém Cisco
I0S dang chay trén router, trong dé c¢é cd thong tin v€ gia tri thanh ghi cdu hinh.
Trong hinh dudi cdc ban sé& thdy nhling thdng tin dugc hi€n thi do 1énh show
version bao gOm:

Phién ban IOS va mOt it thong tin dac trung.

Phién ban phan mém Bootstrap ROM.

Phién bdn phan mém Boot ROM.

Thoi gian hoat ddng cUa router.

Phuong thUic khdi dOng router 1an gan diy nhat.

Tén va vi trf Iluu phdn mém hé diéu hanh
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Phién ban phan cling cUa router.

Gi4 tri cai dat cUa thanh ghi cdu hinh.

| Router

GADY show wersisn

Cisco Internstwork Operating System Software

I05 (ktm) 1700 Software (Cl700-BHEY-L), Version
12,2(11)F, RELEASE SOFTWARE (fcl})

. Coutpub omittbeds,

ROM: Evatem Bootstrap, Verszion 11,1(10)AA, EARLY
DEPLOYMENT RELEASE SOFTWARE (fcl)

ROM: 1700 Software (C1700-BOOT-R), Version
11,1¢10) AN, EARLY CEFLOYMENT RELEASE SOFTWARE
(fcl)

GAD uptime is 3 weeks & days 2 hours, 1l minutes
System restarted by powsr-on

System image file 1z "flash:cl700-bnay-1l.122-
11.p"; booted via flash

clsco 1721 (6B3e0) procassor (reviszien C) wikth
A584K/ 512K bytes of memory.

Processor board ID 12014633, with hardware
revision 00000000

Bridging software.

£.25 software, Version 2.0, MET2, BFE and GOSIP
compliant.,

1 Ethernet/IEEE 802.3 interface(s)

2 serial {syncfasync) network interface (s}
System/I0 memory with pacrity disabled

2048K bytes of DRAM onboard 204BK bytes of DRAM on
S5IMM

System running from FLASH

BK byvtes of non-volatile configuration memory.
144K bytes of processor board PCMCIA flash (Read
CHLY §

Configuration register is Ox2102

| GRO

Chiing ta thuOng st dung 1&nh show version d€ xac dinh phién ban cla phén

mém I0S va xem gi4 tri thanh ghi cai dat cho qua trinh kh3i dOng cUa router.
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TONG KET

Sau khi két thiic chuong nay, chiing ta nam dugc céc y nhu sau:

41

Muc dich cUa IOS.

Hoat ddng cO bdn cla IOS.

Xéc dinh céc dac tinh kh4c nhau cUa c4c phién ban IOS khéc nhau.
Céc phuong phép thié€t 1ap phién k€t ndi CLI vao router.

Su khdc nhau gilta 2 ché d0 EXEC ngudi dung va EXEC ddc quyén
Thiét 1ap phién k&t nGi vao router bang HyperTerminal.

Truy cap vao router.

SU dung ché d0 trg gitip cla router trong giao di€n dong 1énh.

SU dung cO ché hO trg soan thdo cau 1énh.

Goi lai cdc cau 1énh di st dung.

XU 1y 16i cau 1énh.

S’ dung 1énh show version



BAI 3: CAU HINH ROUTER
GIO1 THIEU

Cau hinh router d€ cho router thuc hién nhi€u chlc ning mang phic tap 1a mot cong
viéc day th(r thach. Tuy nhién budc bat dau cdu hinh router thi khong khé 1am. N€u ngay tUr
bud@c nay ban cd gang thuc hanh nhiéu d€ lam quen va ndm vitng dugc cic budc di chuyén
gilrta cdc ch€ d0 cau hinh cUa router thi cong vi€c cau hinh phlc tap v€ sau sé trd nén don
gidn hon rat nhiéu. Trong chuong nay sé gidi thi€u vé cic ché d6 cdu hinh co ban cla
router va mOt sO 1&nh cdu hinh don gidn.

KY¥ ning doc va hi€u mOt cich rd rang cdc tap tin cdu hinh 12 mOt ky niing rdt quan
trong cUa ngudi quan tri mang. Cisco I0S c6 cung cap mdt sO cdng cU cho ngudi quan tri
mang d€ thém mot sO thong tin can thi€t vao tap tin cdu hinh. Cing gibng nhu nhitng ngudi
13p trinh phdi c6 tai liéu cla tUng budc 1ap trinh thi ngUdi quan tri mang ciing can dugc
cung cap thong tin cang nhi€u cang tOt khi ma hé thOng mang do ngudi khac qudn tri.

Khi hoan tat chudng nay cic ban cé thé:

e Pat tén cho router.

e (Cai dat mat ma cho router.

e Khdo sit cdc 1énh show.

 Cau hinh cOng Ethernet trén router.

e Thuc hién mbt s6 thay dbi trén router.

e Luu cic thay dGi dé lai.

Cau hinh cau chi thich cho cic cBOng giao ti€p trén router.

Cau hinh thong di€p hang ngay cho router.

C&u hinh bang host cho router.

Hiéu dugc tdm quan trong cUa vi€c ghi nhdn 1ai va luu du phong céu hinh cla router.
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3.1 Cau hinh router

3.1.1 Ché dd giao ti€p dong 1énh CLI

= Usar EXEC mode Routar>
|
- Privileged FXEC mode Router#
|
= Giobal configuration mode Router [config)h
= Spaific cosnifiguration / \'
e
Configuration Mode Prompt
Indesriane Router (config-L1£)8
Subinterdace Router (config-subif)#
Caontrolisr Router (config-controlles)l
. M ap-hisl | Router (config-map-liac)¥
Map-class Router (config-map-class)i
| Lina  Router (config-line)#
Fliowlest Router ([config-routar)l
IPX-rowsber Router (config-ipx-router)l
Fosute-map Router (config-route ~map)

Hinh 3.1.1

Tat ca céc cau 1€énh 1am thay dGi cdu hinh router déu xudt phat tUf ché cau hinh toan cuc. Tuy
theo y ban muOn thay dGi thay d0i phan cdu hinh ddc biét nao cla router thi ban chuyén vao
ché d0 chuyén biét tuong Ung. Cic ch€ d0 cau hinh chuyén biét nay déu la ché dd con cla
ché& d0 cau hinh toan cuc.

Cic cau 1énh dugc st dung trong ch€ dd cau hinh toan cuc 1a nhiing ciu 1&nh c6 tic dOng 1én
toan b0 hé thOng. Ban st dung cau 1€nh sau d€ di chuy€n vio ché€ d0 cdu hinh toan cuc:

Chii ¥: SU thay d6i cUa ddu nhdc cho bi€t ban dang O ch€ a6 c8u hinh toan cUc

Router # configure terminal
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Router(config)#
Ché d6 cau hinh toan cuc la ché dd cau hinh chinh. TU ché dd nay ban c6 th€ chuyén vio

cdc ché d6 chuyén biét nhu:

. Ché d6 cau hinh cOng giao ti€p.
. Ché d0 cau hinh dudng truy cap.
. Ché€ d0 cau hinh router.

. Ché d0 cau hinh cOng con.

. Ché d6 cau hinh b diéu khién.

Khi ban chuyén vao ché dd cau hinh chuyén biét nio thi ddu nhac sé thay d6i tuong Ung.
Céc cau 1énh trong d6 chi c6 tic dOng dbi vGi cdc cBng hay cic ti€n trinh nao lién quan dén
ché d0 cau hinh dé thoi.

Ban diing 1énh exit d€ trd vé ch€ d6 cau hinh toan cuc hodc ban dung phim Ctrl-Z d€ quay
vé thang ché d6 EXEC dac quyén.

3.1.2 Bat tén cho router

Cong viéc dau tién khi cau hinh router 13 dat tén cho router. Trong ché d0 cau hinh toan cuc,
ban dung 1€nh sau:

Router(config)#hostname Tokyo

Tokyo (config)#

Ngay sau khi ban nh@n phim Enter d€ thuc thi cau 1énh ban s& thdy dau nhac dGi tUr tén mac
dinh (Router) sang tén ma ban vUa m&i dat (Tokyo).

3.1.3 Pat mat ma cho router

Mét ma dugc si dung d€ han ché viéc truy cép vao router. Thong thuOng ta ludn dat mat ma
cho dudng vty va console trén router. Ngoai ra mat ma con dugc s dung d€ ki€m sodt su truy
cap vao ché d0 EXEC dac quyén trén router. Khi d6, chi nhitng ngudi nao dugc phép mdi c6
th€ thuc hién viéc thay dGi tap tin cdu hinh trén router.

Sau day 1a c4c 1énh ma ban cén st dung d€ thuc hién viéc dat mat ma cho dudng console:
Router(config)#line console 0 Router(config-line)#password <password>
Router(config-line)#login

Chiing ta ciing can dat mat ma cho mOt hodc nhieu duong vty d€ ki€m sodt cic user truy nhap
tUr xa vao router va Telnet. Thong thudng Cisco router ¢6 5 duOng vty vGi th(r tu tr 0 dén 4.
Chiing ta thuOng s dung mOt mat ma cho tat ca cdc duOng vty, nhung ddi khi chiing ta nén
dat thém mat ma riéng cho mOt dudng d€ du phong khi cd 4 dudng kia déu dang dudgc sU

dung. Sau ddy 1a cdc 1énh can s& dung d€ dat mat ma cho dudng vty:
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Router(config)#line vty 0 4

Router(config-line)#password <password>

Router(config-line)#login

Maét mai enable va enable secret dugc st dung d€ han ché viéc truy cp vao ché d0 EXEC
dac quyén. Mat ma enable chi dugc s dung khi chiing ta cai ddt mat ma enable secret vi mat
mi nay dUgc ma hod con mat mi enable thi khong. Sau diy la cic 1énh diing d€ dat mat ma
enable secret:

Router(config)#enable password <password>

Router(config)#enable secret <password>

Doi khi ban sé& thdy Ia rat khong an toan khi mat ma dugc hi€n thi 6 rang khi s& dung 1&nh
show running-config hodc show startup-config. D& trdnh di€u nay ban nén ding 1&nh sau dé
ma hod tat cd cdc mat ma hién thi trén tap tin cdu hinh cUa router:

Router(config)#service password-encryption

Lénh service password-encryption s€ 4p dung mOt cO ch€ ma hoa don gidn 1én tat cd ciac mat
ma chua dugc mi hod. Riéng mat ma enable secret thi s& dung mOt thudt todn ma hod rat
manh la MDS5.

Console Password

Router (config) fline console 0

Router (config-lina) flogin —h;‘

Fouter (config-line) ipassword cisco

Virtual Terminal Password

Router (config) #line viy 0 4 -~
Router (config-line) #login —Il-;. ﬁ
N

Router (config=-line) ipassword cisco

Enable Password
Fouter (config) fenable password san-fran i ﬁ

Ferform Password Encryption

Router (config) iservice password-enccyption
{set passwords hate)
Houter (canflg) fne service password-encryptleon

Hinh 3.1.3

3.1.4 Ki€m tra bang c4c 1énh show
Chiing ta c6 rat nhi€u 1énh show dugc ding d€ ki€m tra ndi dung céc tap tin trén router va dé
tim ra sy ¢O. Trong cd hai ché d0 EXEC ddac quyén va EXEC ngudi ding, khi ban gd show?
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Thi ban s& xem dugc danh sich cic 1énh show. Pudng nhién 1a s6 1€nh show diing dugc trong
ché d¢6 EXEC dac quyén s& nhi€u hon trong ché dd EXEC ngudi diing.

LAE Réfshow wersion

Cisco Internetwork Opercating System Software

I05 {tm} 2500 Software (C2500-D-L), Ver=ziom 12.0(9),
RELEASE SOFTHARE (Ecl)

Copyright (c) 1%8&-2000 by cisco Systems, Inc.
Compiled Mon 24-Jan-D0 & by bettyl

Image text-base: 0x030387D0, data-base: 0x0000L000

ROM: System Bootstrcap, Vecsion 5.2(8a), RELEASE SOFTWARE
BOGTFLASH: 3000 Bootstrap Software (IGE-RXBOOT), Version

10.2(Ba), BRELEASE SOFTWARE (fcl)

LAE A uptime is 25 minutes
System restarted by reload

.":y',':lr_-."ﬂ image [ile 13 "flash:c2500-d-1 120-9.bin"

cigeo 2500 (98030) processor (revision D) with
B182K/2048K bytes of memory.
Processcr board ID 02001682, with hardware reviszion
00000000
Bridging software.
X.25 goftware, Varsion 3.0.0.
2 Ethernet/IEEE B02.3 interface(s)
2 Berial network interface(s)
JZ2K bytea of non-volatile configuration memory.
B192K bytas of procassor board System flash (Read ONLY)
Configuration register is Ox2102
LiB_hishow flash
Syatem flash directory:
File Length Hama/gtatus

l EBBREED ¢2500-d-1 120-9.bin
[EBBBT2d bytes used, 14959884 available, B3BBE08 totall
B182K bytas of processor bopard System flash (Read ONLY)
Configuration reglater is 0x2102
LAB hishow flash
Syastem f[lash directory:
File Length Hame/status

1 EBBAEE0 <2500-d-1_120-8.bin
[EBRET24 bytes used; 14%9884 available; B388608 total]
B132K bytes of processor board System flash (Read OMNLY)
LAE Afshow users

Line User Host (3} Idle Location
* 0 gcoan 0 idle 00:00:00
LAB A

Hinh 3.1.4

Show interface - hi€n thi trang thai cla tat cd cdc cOng giao ti€p trén router. PE xem
trang thdi cla mOt cOng nao d6 thi ban thém tén va s th( tu clUa cOng d6 sau 1énh show
interface. Vi dU nhu:

Router#show interface serial 0/1

Show controllers serial - hi€n thi cdc thong tin chuyén biét v€ phan cUng cUa cic cOng
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serial.
Show clock - hi€n thi ddng hd dugc cai dat trén router.
Show hosts - hi€n thi danh s4ch tén va dia chi tuong Ung.
Show users - hi€n thi tat ca cdc user dang k€t ndi vdo router.
Show history - hi€n thi danh sédch céc cau 1énh vira m&i dugc st dung.
Show flash - hién thi thong tin bd nhd& flash va tap tin IOS chifa trong dé.
Show version - hi€n thi thong tin v€ router va I0S dang chay trén RAM.
Show ARP - hié€n thi bang ARP trén router.
Show protocol - hi€n thi trang thdi toan cUc va trang thai cla céc cOng giao ti€p da
dudgc cau hinh giao thic 16p 3.
Show startup-configuration - hi€n thi tap tin cdu hinh ding chay trén RAM.
3.1.5 Cau hinh c&ng serial
Chung ta c6 th€ cdu hinh cOng serial bang dudng console hodc vty. Sau diy 1a cdc budc
can thuc hién khi cau hinh 06ng serial:
1. Vao ch€ dd cau hinh toan cuc.
2. Vao ché€ d0 cau hinh cOng serial.
3. Khai bdo dia chi va subnet mask.
4. Pat toc dO clock n€u dau cdp cdm vao cOng serial 12 DCE. Néu dau cdp 1a DTE thi
chiing ta c6 thé bo qua nay.
5. Kh&i dOng serial.
M6i mOt cBng serial déu phadi c6 mOt dia chi IP va subnet mask d€ chiing c6 thé dinh
tuy€n c4c géi IP. D€ cau hinh dia chi IP chiing ta ding 1€nh sau:
Router(config)#interface serial 0/0 Router(config)#ip address <ip address><netmask>
COng serial can phdi c6 tin hiéu clock d€ di€u khi€n thdi gian thuc hién thong tin lién
lac. Trong hau hét cic trudng hop, thi€t bi DCE, vi du nhu CSU, sé& Ia thi€t bi cung cap tin
hiéu clock. Mdc dinh thi Cisco router lad thi€t bi DTE nhung chiing ta ¢6 th€ cdu hinh chiing
thanh thi€t bj DCE.
Trong moi trudng 1am lab thi cdc dudng lién két serial dugc két nOi truc ti€p v&i nhau.
Do d6 phdi c6 mOt dau 1a DCE d€ cap tin hi€u clock. Ban diing 1€nh clockrate d€ cai dat tOc
d0 clock. Sau dy la céc tOc db clock ma ban cé th€ dat cho router (don vi cla tdc dO clock 1a
bit/s): 1200, 2400, 9600, 19200, 38400, 56000, 64000, 72000, 125000, 148000, 500000, 800000,
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1000000, 1300000, 2000000, 4000000. Tuy nhién s& c6 mdt s t5c dd ban khong si dung
dugc tuy theo kha ning vat 1y cla tUng cOng serial.

Mac dinh thi cdc cOng giao ti€p trén router déu déng. Néu ban muGn md hay khGi
d0ng cdc cOng nay thi ban phai dung 1énh no shutdown. N€u ban muOn déng cOng 1ai d€ bdo
tri hodc x( 1y su' cO thi ban ding 1€nh shutdown.

Trong mdi truGng 1am lab, tOc dd clock thudng dugc st dung 1a 56000. Sau day 1a cic
1énh dugc st dung d€ cai dat tOc dd clock va khdi dOng cOng serial:

Router(config)#interface serial 0/0

Router(config-if)#clock rate 56000

Router(config-if)#no shutdown

3.1.6 Thuc hién viéc thém b6t, dich chuy€n va thay d6i tap tin cau hinh

Né€u ban can chinh sUa tap tin cdu hinh thi ban phdi di chuyén vao dung ché dd cau
hinh va thuc hién can thiét. Vi du:n€u ban can m& mdt cGng nao dé trén router thi trudc hét
ban phai vio ché dd cdu hinh toan cuc, sau dé vao ch€ d0 cdu cla cOng d6 rdi dung 1énh no
shutdown.

PE ki€m tra nhiing gi ma ban vlra mdi thay doi, ban dung 1énh show running- config.
Lénh nay s& hién thi ndi dung cla tap tin cdu hinh hién tai. N€u k&t qua hién thi c6 nhlng
c6 nhimg chi ti€ét khong diing thi ban c¢é thé chinh sta 1ai bang céch thuc hién mot hodc
nhiéu céch sau:

D€ luu tap tin, cdu hinh hién tai thanh tap tin cdu hinh kh@i dOng 1Uu trong NVRAM,
ban dung 1énh nhu sau:

Router#copy running-config startup-config
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Make changes in
canfiguration mode *

v

Examimes resulls
Feuterfshow running-config

Intendmd Mo
rasLills? Ramove changes
Yo — [ Reuter (cenfig)ine, . =~
Bave changes o backup >
Houter foopy running-oonfig > AoULez E:::ft“":::::“ﬂ" .
atartup-config = ’
fouter feopy running-oconfig
Eftp — | fouter beopy tftp running-sconfig |
+ Router ferase startup-config A
Examina backup M Feuter freload
Rezuterfshow startup-config

Hinh 3.1.6.

3.1.7 C&u hinh cOng Ethernet

Tuong tu nhu cBng serial, chiing ta c6 th€ cdu hinh cOng Ethernet bang dudng console hodc
vty.

MO0i cOng Ethernet ciing can phdi c6 mOt dia chi IP va subnet mask d€ c6 thé thuc hién dinh
tuy€n céc géi IP qua cOng do.

Sau day 1a cdc budc thuc hién cau hinh Ethernet:

. Viao ché d6 cau hinh toan cuc.

. Vio ché d0 cdu hinh cOng Ethernet.
. Khai b4o dia chi va subnet mask.

. Khéi dOng cOng Ethernet.

Miic dinh 1a cdc cOng trén router déu déng. Do d6, ban phdi ding 1&nh no shutdown d€ ma hay
khGi dOng cOng. N€u ban can déng cOng lai d€ bdo tri hay xU Iy su cO thi ban ding 1&énh

shutdown.
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Eouter (config)finterface e
Eouter{config-if) #ip address 1B3 . 8.126.2 255.255.255.128
Fouter (config-if) fno shutdown
\
Hinh 3.1.7

3.2 Hoan chinh cdu hinh router
3.2.1 TGm quan trong cUa vi€c chudn ho4 tap tin cdu hinh

Trong mOt tG chUc viéc phat cdc quy dinh danh cho cdc tdp tin cdu hinh 1a rat can
thi€t. TU d6 ta c6 th€ ki€m soat dugc céc tap tin nao can bdo tri, IUu cic tap tin & dau va nhu
thé€ nao.

Cic quy dinh nay c6 thé 1a nhitng quy dinh dugc Ung dung rOng rai hodc ciing c6 thé
chi ¢6 gid tri trong mOt pham vi nao d6. Néu khong c6 mbt quy dinh chung cho t6& chilc clia
minh thi hé thOng mang cla ban sé trd nén 10n xOn va khong ddm bdo dugc hoat dOng
thong suot.

3.2.2 Céu chd thich cho cdc cOng giao ti€p

Trén cic cOng giao ti€p ban nén ghi chid lai mOt sO théng tin quan trong, vi dU nhu chi
s6 mach ma cOng nay k&t nOi vao, hay thdng tin vao router khic, vé€ phian doan mang ma cOng
nay két ndi d€n. Dua vao céc cau chi thich nay, ngudi quan tri mang c6 thé€ bi€t dugc la
cOng giao ti€p nay két ndi vao dau.

Cau chi thich chi don gidn 1a ghi chid thém cho cdc cOng giao ti€p, ngoai ra né hoan
toan khong c6 tic dOng gi di vGi hoat dOng cUa router. Ben nén vi€t ciu chi thich theo mdt
dinh dang chung va m0i cOng giao ti€p c6 mOt cau chi thich riéng. Tuy theo cdu tric mang va
quy udc chung, ban c6 th€ quyét dinh 1a ghi chd nhling thong tin nao lién quan dén cOng giao
ti€p d€ gitp cho tap tin cdu hinh dugc rd rang hon, gitip cho viéc x4c dinh sy cO dugc nhanh
hon.
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lifgziill----!- Intarface Dascription

Tokyo (config) #interface & 0

Tokyo (config=1if) #deseription Enginesring LAN, Bldg. 18

Hinh 3.2.2

3.2.3 Cau hinh chii thich cho cic c@ng giao ti€p
Trudc tién ban phdi vao ché dd cdu hinh toan cuc. ROi t& ché dd cdu hinh toan cuc ban
chuyén vao ch& dd cau hinh cOng giao ti€p. Tai ddy ban go 1€nh description va cau chi thich
ma ban muOn.
Sau day la cdc budc d€ cau hinh cau chd thich cho c¢6ng giao tiép:

1. Vao ché d0 cau hinh toan cuc bang 1énh configure terminal.

2. Vao ché& d0 cau hinh cOng giao ti€p (vi du 1a cOng Ethernet 0): interface Ethernet 0.

3. Nhap 1énh description va theo sau 1a ciu chi thich.

4. Thoat khGi ché d6 cau hinh giao ti€p d€ trd vé ché d0 EXEC dic quyén bang cich
nhan phimCtrl-Z.

5. Luu lai cdu hinh vUra r6i vao NVRAM bang 1€nh copy running-config startup- config.
Sau day 1a 2 vi du v€ céch viét cau chd thich:
Interface Ethernet O
Description LAN Engineering, Bldg.2 Interface serial 0

Description ABC network 1, circuit 1

LAE A# config terminal

Enter configuration commands, one per line. End with
CNTL Z

IAB A (config)# interface Ethernet 0

IAB A (config-if)+#description LAN Engineerinng, Bldg. 2

Hinh 3.2.3
3.2.4 Thong di€p ding nhap
Thoéng di€p ding nhdp dugc hi€n thi khi ban ding nhdp vao hé thdng. Loai thong di€p nay

rat hitu dung khi ban can canh bdo trudc khi dén gid tat hé théng mang.
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Tat cd moi ngudi déu c6 thé nhin thdy thong diép ding nhdp. Cho nén ban nén dung cic
thong di€p mang tinh canh bdo, thu hiit su' chid y. Con nhiing thong di€p d€ “chao dén” moi
ngUdi ding nhdp vio router 12 khong thich hgp 1am.

Vi du mot thong diép nhu sau: “This is a secure system, authorized access only!” (Day la hé
thOng dugc bdo mat, chi danh cho nhling ngudi c6 thdm quyén!) dugc st dung d€ canh bdo
nh{ing vi kh4ch vi€ng thim bat hgp phép.

LAB A conl 15 now availabla

Prags RETURN to get startad.

LAE Arenable

Password:

LAB A¥

Hinh 3.2.4
3.2.5 C&u hinh thong diép ding nhap (MOTD)

& —

Thong diép MOTD c6 th€ hién thi trén tat va cac thi€t bi dau cubi k€t n0i vao router.

Tokyofeonfig) Ybanner motd §
You have entered a secure
ayatem, authorized access
&5 COHLY! #

Hinh 3.2.5

PE c&u hinh théng diép MOTD ban viao ché d6 cdu hinh toan cuc. Tai diy ban dung 1énh
banner motd, cdch mOt khodng trang, nhdp ky tu phan cdch vi du nhu ky tu #, r0i viét cau
thong bdo, k&t thiic bang cach nhdp ky tu phan cich mot 1an nita.
Sau dy 1a cdc budc thuc hién d€ cdu hinh thong diép MOTD:

1. Vao ch€ d0 cau hinh toan cuc bang 1énh configure terminal

2. Nhap 1énh nhu sau: banner motd # The message of the day goes here #.

3. Luu cau hinh vlra rdi bang 1€nh copy running-config startup-config.
3.2.6 Phan gidi tén may

Phan gidi tén mdy 1 qué trinh mdy tinh phan gidi tU tén may thanh dia chi IP tuOng
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Ung.

DE c6 thé lién hé vGi cac thi€t bi IP khic bang tén thi cdc thi€t bi mang nhu router
cling can phdi c6 kha niing phan gidi tén mdy thanh dia chi IP. Danh sich gilta tén may va dia
chi IP tuong Ung dugc g0i 1a bang host.

Bdang host ¢ thé bao gOm tat cd céc thi€t bi mang trong t6 chlic cla minh. MOi mot
dia chi IP c6 mOt tén mdy tuong Ung. Phan mém Cisco I10S c¢6 mOt viing dém d€ 1uu tén may
va dia chi tuong Ung. Vung b0 dém nay gitip cho qué trinh phan gidi tén thanh dia chi dugc
nhanh hon.

Tuy nhién tén mdy & day khong giGng nhu tén DNS, né chi ¢6 y nghia d6i véi router ma
né dugc cdu hinh ma thoi. Ngudi qudn tri mang c6 thé cau hinh bang host trén router v&i bat
kY tén nao v&i IP nao va cic thong tin nay chi ¢ y nghia d0i vGi router d6 ma thoi.

The following is an exemple of the configuration of a host table on a router:

Router(config)#ip host Auckland 172.16.32.1
Router(config)#ip host Beirut 192.168.53.1
Router(config)#ip host Capetown 192.168.89.1
Router(config)#ip host Denver 10.202.8.1

Hinh 3.2.6

3.2.7 C&u hinh bang host
PE& khai bdo tén cho cdc dia chi IP, ddu tién ban vio ché d0 cdu hinh toan cuc. Tai day
duing 1énh ip host, theo sau 1a tén cUa thi€t bi va tat ca céc IP clUa né. Nhu vay tén mdy nay s€
4nh xa vGi tUng dia chi IP cUa cic cOng trén thi€t bi d6. Khi d6 ban c6 thé dung 1énh ping hay
telnet tGi thi€t bi d6 bang tén cUa thi€t bj hay dija chi IP tuong Ung déu duoc.
Sau day 1a cdc budc thuc hién cdu bang host:
1. Vao ché dd cau hinh toan cuc cla router.
2. Nhap 1énh ip host theo sau 1a tén cUa router va tat ca céc dia chi IP cUa cdc cOng trén
router do.
3. Ti€p tuc nhap tén va dia chi IP tudng Ung cla céc router khic trong mang

4. Luu cau hinh vao NVRAM.

Hinh 3.2.7

3.2.8. Lap hO so va luu du phong tap tin cdu hinh

Tap tin cdu hinh cla c4c thi€t bi mang s& quyét dinh su hoat ddng cla hé théng. Cong viéc
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quan 1y tap tin cdu hinh cla cé4c thi€t bi bao gbm céc cong viéc sau:
Lap danh sich va so sanh v&i tap tin cdu hinh trén cic thi€t bi dang hoat dOng.
Luu du phong céc tap tin cdu hinh 1én server mang.
Thuc hién cai dat va nang cap cdc phan mém.

Chiing ta can luu du phong cic tap tin cdu hinh d€ s dung trong truGng hgp c6 su cO.
Tap tin cdu hinh c6 th€ dugc 1uu trén server mang, vi du nhu TFPT server, hodc 1a 1uu trén
dia va cat 3 noi an toan. Ngoai ra chiing ta ciing nén 1ap ho so di kém véi céc tap tin nay.

3.2.9 Cat, dan va chinh s(ra tap tin cdu hinh
Chiing ta c6 th€ s dung tap tin cdu hinh 1Uu trén server mang d€ cau hinh cho router.

DE thuc hién di€u nay ban lam theo cic budc sau:

Budc 1: Nhap 1€énh copy running-config tftp

Budc 2: Nhap dia chi IP clla may ma chiing ta s& 1uu tap tin cdu hinh clla mdy 1én d6

Budc 3: Nhap tén tap tin.

Budc 4: Xac nhan 1ai cau 1énh bang cich trd 10i “Yes”

..'-'.r.-'-.".' erfeopy running-ecenfig tftp
Femote host []17 131.108.2.155
Hame of configuration file to write[tokyo-config]itokyo.2
Wirite file tokyo.2 to 131.108.2.155%7 [confizm] ¥y
Weiting tokyo.2 10H1Y) [OK]
Hinh 3.2.9a

Chiing ta c6 th€ st dung tap tin cdu hinh 1Uu trén server mang d€ cau
hinh cho router
PE thuc hién di€u nay ban 1am theo cic budc sau:
1. Nhap lénh copy tftp running-config.
2. O d&u nhic ti€p theo ban chon loai tap tin cdu hinh mdy hay tap tin cdu hinh mang.

Tap tin cdu hinh mang c6 chlfa cic 1€nh c6 thé thuc thi cho tat cd céc router va server trong
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mang. Con loai tap tin c&u hinh mdy thi cih s cdc 1&nh thuc thi cho mot router ma thdi. O déu
nhac k€ ti€p, ban nhép dia chi IP clla may nao ma ban dang luu tap tin cdu hinh trén d6. Vi
du nhu trén hinh 3.2.9b: router dUgc cdu hinh tU TFTP server c6 dia chi IP 1a 131.108.2.155.

3. Sau d6 nhap tén cUa tap tin hodc 1 chap nhan 13y tén mac dinh. Tén cla tap tin theo
quy tac cUa UNIX. Tén mdc dinh cho loai tap tin cdu hinh mdy 13 hostname-config, con tén
mdc dinh cho loai tap tin cdu hinh mang la netword-config. Trong mdi trudng DOS thi tén tap
tin bi gidi han véi 8 ky tu va 3 ky tu ma rOng (vi du nhu: router.cfg). Cubi cing ban x4c nhan
1ai tat cd cac thong tin vira rdi. Ban IUu y trén hinh thi s& thdy 1a ddu nhac chuyén ngay sang
tén Tokyo. Pi€u nay chlng t6 12 router dugc cau hinh 1ai ngay sau khi tap tin cdu hinh vla
dudgc tdi xuOng.

Tap tin cdu hinh trén router ciing c6 thé dugc 1Uu vao dia bang cich sao chép dudi dang vin
bdn rdi luu vao dia mém hodc dia clng. Khi nao can chép trd 1ai rouer thi ban ding chitc
ning soan thdo c¢O ban clia chuong trinh md phdng thi€t bi ddu cubi d€ cat dan cic dong
1énh vao router.

(Router ]

Fouterfcopy titp running-config

Hinh 3.2.9b

55



TONG KET
Sau day 12 phan t&ng két c4c ¥ chinh ma ban can ndm khi cdu hinh router.
Router c6 cic ché d0 sau:

« Ché d0 EXEC ngudi diing

« Ché d6 EXEC ddc quyén

« Ché€ d0 cau hinh toan cuc

e Céc ch€ d0 cdu hinh khac
Ban c6 th€ dung giao dién dong 1énh cla router d€ thuc hién mot sO thay d6i
cho c8u hinh cUa router nhu

* DPat tén cho router.

e DPat mat mi cho router.

e C&u hinh cdc cOng giao ti€p trén router.

e Chinh s(ra tap tin cau hinh.

 Hién thi tap tin cau hinh.
Ngoai ra, ban can nhd mdt s6 di€m quan trong sau:

e Xay dung mOt cdu hinh chudn Ia yéu t6 quan trong d€ thanh cong trong viéc bdo tri
bat ky hé thOng mang clia mOt td chlfc nao.

 Cau chi thich cho cdc cOng giao ti€p c6 thé mang mOt sO thong tin quan trong gitip cho
ngUdi quan tri mang nam dudc cdu tric hé théng mang va x{ 1y sy ¢d nhanh hon.

e Thong di€p ding nhdp s€ cung cap céic thong bdo cho ngudi ding khi ho ding nhap
vao router.

 Phén gidi tén mdy thanh dia chi IP cho phép router c6 thé chuyén d6i nhanh tUr mdy ra
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dia chi.
e Cong vi€c 1ap hO s0 va luu du phong tap tin cdu hinh 12 hét sUc quan trong d€ bdo

dam cho hé thOng mang ludn hoat ddng thdng subt.

BAI 4
CAP NHAT THONG TIN TU CAC THIET Bl KHAC

GIOI THIEU

Doi khi nguOi quan tri mang s& phdi xU 1y nhitng hé théng mang ma
khong c6 hO s day dU va chinh x4c. Trong nhiing tinh huGng nhu vay thi giao
thUc CDP-Cisco Discovery Protocol s& 12 mOt cong cu rat h{tu ich gidp ban xay
dung dugc cau tric co bdn vé hé thdng mang. CDP 13 mot giao thlic hoat dOng
khong phu thubc vio mdi truOng truyén clla mang, giao thlUc nay 1a dOc quyén
cla Cisco dugc st dung d€ phat hién cic thi€t bi xung quanh. CDP s€ hién thi
thong tin vé céc thi€t bi két nOi truc ti€p ma ban dang xU 1y. Tuy nhién diy
khong phadi 12 mOt cong cu thuc su mang.
Trong nhi€u trOng hgp, sau khi router di dugc cau hinh va di vao hoat dong thi
nha qudn tri mang s€ khé c6 thé két nbi truc ti€p vao router d€ cdu hinh hay
lam gi khéc. Khi d6, Telnet, 1a mOt Ung dung cla TCP/IP, sé giip ngUCi quan tri
mang thi€t 1ap k&t noi ti xa vao ché do giao ti€p dong 1€nh (CLI) cUa router dé
xem, cau hinh va xU 1y su' cO. Pay 12 mOt cong cu chl y€u cla cédc chuyén gia
mang.
Sau khi hoan tat chuong nay, cic ban s& nam dugc céc ki€n thlc sau:

Bat va tat CDP.

C4ch sUr dung 1énh show cdp neighbors.

Céch xdc dinh cdc thi€t bj 1an can k&t ndi vao cOng giao tiép.
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Ghi nhan thong tin vé dia chi mang cla cic thi€t bj 1an cdn bang cich st
dung CDP.
Thiét 1ap két n6i Telnet.
Ki€m tra két nOi Telnet.
K&t thiic phién Telnet.
Tam ngung mOt phién Telnet.
Thuc hién cic ki€m tra két ndi kh4c.
X1y su cd vi cac k€t noi tUr xa.
4.1. K€t noi va kham pha cac thi€t bi 1an cén

4.1.1. GiGi thiéu vé CDP

TCP/IP Novell IPX AppleTalk Others

CDP discovers and shows information about
directtl connected Cisco devices

LANS Frame Relay ATM Others

Hinh 4.1.1

CDP 12 giao thUc 18p 2 két n6i vGi 18p vat Iy & dudi va 16p mang & trén nhu
hinh vé&. CDP dudc st dung d€ thu thdp théng tin tUr cac thi€t bi 1an cdn, vi du nhu
thi€t bi d6 12 loai thi€t bi ndo, trén thi€t bi d6 cOng nao 1a cOng két ndi va két ndi vao
cOng nao trén thi€t bi clla chiing ta, phién ban phan cling cla thi€t bi d6 1a gi...CDP
1a giao thUc hoat dOng dOc 1ap vGi mdi trudng truyén mang va c6 thé chay trén tat
cd céc thi€t bi cla Cisco trén nén giao thlc truy cap mang con SNAP (Subnet
Access Protocol).

Phién ban 2 cla CDP (CDPv2) la phién ban m&i nhat cla giao thlc nay.
Cisco IOS tUr phién ban 12.03)T tr& di ¢6 ho trg CDPv2. Mdc dinh thi Cisco I0OS
(tUr phién ban 10.3 dén 12.0(3) chay CDP phién bdn 1).

Khi thi€t bi Cisco dugc bat 1én, CDP tu dOng hoat ddng va cho phép thiét
bi do tim cdc thi€t bi 1an can khic cling chay CDP. CDP hoat dOng & 18p lién két
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d{r liéu va cho phép 2 thi€t bj thu thap thong tin 1an nhau cho du 2 thi€t bj nay c6
th€ chay giao thUc 18p mang khac nhau.

MOi thi€t bi dugc cdu hinh CDP sé& gUi mOt thong di€p quang cdo theo
dinh kY cho cic router khac. MOi thong di€p nhu vay phai c6 it nhat mot dia chi
ma thi€t bi d6 c6 th€ nhan dugc thdng di€p cla giao thlc quan Iy mang coO ban
SNMP (Simple Network Management Protocol) thong qua dia chi d6. Ngoai ra,
mOi thong di€p qudng cdo con cé “thOi han sOng” hodc 1a thGi han luu gilr
thong tin. DAy 13 khodng thOi gian cho céc thi€t bi 1uu gilr thong tin nhan duoc
truGc khi xod bO thong tin dédi. Bén canh viéc phat thong di€p, moi thiét bi
ciing 1ang nghe theo dinh ky d€ nhan thong diép tU cdc thi€t bi 1an can khac d€
thu thap thong tin vé€ ching.

4.1.2. Thong tin thu nhan duoc tir CDP

CDP dugc s dung chU y€u d€ phat hién tat cd cdc thi€t bi Cisco khic
két nOi truc ti€p vao thi€t bi cla ching ta. Ban sU dung 1énh show cdp
neighbors d€ hi€n thi thong tin vé cidc mang két nGi truc ti€p vio router. CDP
cung cap thong tin vé tUng thi€t bi CDP ldng gi€éng bang cach truyén thdng bdo
CDP mang theo cac gid tri “type length” (TLVs).

TLVs dugc hi€n thi bdi 1énh show cdp neighbors s& bao gdm cac thdng tin
ve:

Device ID: Chi s6 danh dinh (ID) cUa thi€t bi 14ng giéng.

Local interface: COng trén thi€t bi cUa ching ta k€t nOi dén thi€t bi lang

giéng,

Hold time: thOi han 1Uu gir thong tin cap nhat.

Capability: loai thiét bi.

Platform: phién ban phan cling cUa thiét bi.

Port ID: chi s6 danh dinh (ID) cUa cOng trén thi€t bi ldng gi€ng két noi

vao thi€t bi clla chiing ta.

VTP management domain name: tén mién qudn ly cla VTP (chi c6 &
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CDPv2).
Native VLAN: VLAN mac dinh trén router (chi c6 @ CDPv2).
Half/Full duplex: ch€é d6 hoat dOng song cong hay ban song cong.
Trong hinh 4.1.2, router & vi trf thap nhat khong két ndi truc ti€p vap router ma
ngUdi quan tri mang dang thuc hi€n két ndi console. Do d6 d€ xem duQgc c4c thong
tin CDP cUa router nay, ngu0i qudn tri mang phdi Telnet vao router két n6i truc ti€p

v@i router do.

Router |
IP, AppleTalk i

L :
\%l cor L /_1"'_‘;

|C]ick to activate and use this controll
Rouler Sy, -
IP. CLNS

Single command summarizes protocols and addresses on target
(for example, neighboring Cisco router)

Hinh 4.1.2
4.1.3. Chay CDP, ki€m tra va ghi nh@n céc thong tin CDP

Ché do cau hinh cla
Lénh router d€ thuc hién Churc ning cUa ciu 1énh

ciu 1énh
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Cdp run

Ché d0 cau hinh toan cuc

Khdi dOng cdp trén router.

Cdp enable

Ché d6 cau hinh cOng

giao tiép.

Khd3i déng CDP trén cOng
giao ti€p tuong Ung

Clear cdp counters
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Show cdp entry
(&/device-name

[*][protocol/version])

Ché d6 EXEC dac quyén

Hién thi thong tin vé moOt
thi€t bi ling giéng ma ta
can. Thong tin hién thi c6
th€ dugc gidi han thoe giao
thUc hay theo phién ban.

Show cdp

Ché d6 EXEC dac quyén

Hién thi khodng thOi gian
gilta cdc lan phat thong
diép quang cio CDP, sb
phién ban va th0i gian con

hiéu luc

Show cdp neighbors [type

number] [detial]

Ché d6 EXEC dac quyén

Hién thi cidc thong tin vé
nh{ing thi€t bi ma CDP phit
hién dugc: loai thi€t bj, tén
thi€t bi, thi€t bj d6 két noi
vao cOng nao trén thiét bi
cUa ching ta. N&u ban c6
st dung tU khoa detail thi
ban sé& c6 thém thong tin v
VLAN ID, ché d0 hoat

dOne sone coHne. tén mién
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64

Router

Rtlé¥show cdp traffic
CCP counters:

Total packets output: &, Input:€

Hdrsyntax: 0, Chksum error: 0, Encaps failed:0

No memory: 0, Invalid packet: 0, Fragmented:0

CDP versionl advertisements ocutput: 0, Input:0

CDP version2 advertisements cutput: €&, Input:é
Rtl¥clear cdp counters

Rtl¥show cdp traffic

CCP counters:
Total packets output: 0, Input:0
Hdrsyntax: 0, Chksum error: 0, Encaps failed:0
No memory: 0, Invalid packet: 0, Fragmented:0
CDP versionl advertisements output: 0, Input:0
CDP version2 advertisements ocutput: 0, Input:0

Hinh 4.1.3a

Router

Rtléshow cdp interface serial0d/0
Serial0/0 is up, line protocol is up
Encapsulation HDLC
Sending CDP packets every €0 seconds
Holdtime is 180 seconds

Rtl¥show cdp interface fastethernet0/D

FastEthernet0/0 is up, line proteocol is up
Encapsulation ARFA
Sending CDP packets every €0 seconds
Holdtime is 180 seconds

Rt1#

Hinh 4.1.3b

Hinh 4.1.3c

Router

Atléshow cdp interface serial0/0
Serial0/0 is up, line protocol is up
Encapsulation HDLC
Sending CDP packets every €0 seconds
Holdtime is 180 seconds

Rtl¥{show cdp interface fastethernet0D/0D
FastEthernet0/0 is up, line protocol is up

Encapsulation ARPA
Sending CDP packets every €0 seconds
Holdtime is 180 seconds

RL1¥




Hinh 4.1.3d

RtZ2¢show cdp neighbors

Capability Codes: R-Router, T-Trans Bridge,

Hinh 4.1.3.e
4.1.4. Xay dung ban dé mang

CDP 12 mOt giao thUc dudgc thi€t k& va hoat dOng kh4 nhe, don gidn. Céc
g6i CDP c6 kich thu@c nhé nhung 1ai mang nhi€u thong tin h{tu ich vé cic thiét
bi 14ng giéng Cisco.

Ban c6 thé st dung céc thong tin nay d€ xdy dung sO d0 mang cla cic
thi€t bi. Ban c6 thé Telnet vio cic thi€t bi lang giéng rOi dung 1€nh show cdp
neighbors d€ tim ti€p céc thi€t bj khac két nOi vao thi€t bj nay.
4.1.5.Tat CDP

DE tat toan bd CDP trén router, ban dung 1énh no cdp run ché d6 cau hinh
toan cUc. Khi ban da tat toan bd CDP thi khong c6 c6ng nao trén router con chay
duagc.

P6i véi Cisco I0S phién ban 10.3 trd di, CDP chay mac dinh trén tat cd
cdc cOng c6 th€ gUi va nhan thong tin CDP. Tuy nhién ciing c6 mOt s6 cGng nhu
cOng Asynchronous chang han thi mac dinh 1a CDP tat trén cdc cOng niy. Néu
CDP dang bi tat trén mOt cOng ndo d6 thi ban cé thé khdi ddng lai CDP bang

1énh cdp enable trong ché dd cau hinh cOng giao ti€p tuong Ung. Con n€u ban
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mu®n tat CDP trén mOt cOng nao d6 thi ban dung 1énh no cdp enable trong ché

d0 cau hinh cOng d6.

Rtl¥show cdp
G 1 CDP nformatior
Sending CDP packets every &0 seconds

Sending a hol value of 180 secconds

acime

Sending CLDPvZ advertisements is enabled

Rtlfconfigure terminal

nter Ccon L1Juk ation

CNTL/Z
{confiig)4no cdp run

-onfig) §~E

l{show cdp

CCP is not enabled

#tl¥configure terminal

Rtl{
nt

commands ¢r ONE PEI 1ne. End with

CNTL/Z

Enter configuratior

Rtl{config) fedp run
Rtl{config)

commands, one per ine. End with

§~Z2

Hinh 4.1.5

4.1.6. Xt Iy su c¢6 cla CDP

Lénh

Mo ta

Clear cdp table

Xo4 bang thong tin clla CDP vé cic thiét bj ling gi€ng

Clear cdp counters

Xo04 bO dém luu lugng trd vé 0.

Show cdp traffic Hién thi b0 d€m cla CDP, bao gObm sO lugng g6i CDP
gCri7Vé nhdn, sO lugng 10i checksum

Show debugging Hién thi thong tin vé€ céc loai debug dang chay trén router

Debug cdp adjacency | Ki€m tra thong tin CDP vé céc thi€t bj 1ang giéng

Debug cdp events Ki€m tra cic hoat ddng clla CDP

Debug cdp ip Ki€m tra thong tin CDP IP

Debug cdp packets Ki€m tra thong tin vé cic géi CDP

Cdp timer Cai dat thoi gian dinh ky gUi g6i CDP cap nhat

Cdp holdtime Cai dat thdi gian luu gilr thong tin cho céc géi CDP cap
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Show cdp

Hién thi thong tin toan cUc cla CDP, bao gOm thOi gian
dinh cap nhat va thOi gian luu gil thong tin
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4.2. Thu thap théng tin vé cac thiét bi & xa
4.2.1. Telnet

Telnet 12 giao thiic gid 1ap dau cubi do nam trong bd giao thlic TCP/IP.
N6 cho phép thié€t 1ap k€t nOi tU xa vao thi€t bi. Lénh Telnet dugc s dung dé
ki€m tra hoat dOng phan mém & 18p Ung dung gilta 2 mdy.

Telnet hoat dOng & 16p Ung dung cla mo hinh OSI. Telnet hoat ddng dua
trén c0 ché TCP d€ ddm bdo viéc truyén d{f liéu gilra client va céc server.

MOt router ¢6 th€ cho phép thuc hién dOng thGi nhi€u phién két noi
Telnet. DuOng vty 0-4 trén router 1a duOng danh cho Telnet. 5 duGng Telnet nay
c¢6 thé€ thuc hién ciing ldc. Ching ta can lUu y rang viéc st dung Telnet d€ ki€m
tra k€t n0i 18p Ung dung chi 1 viéc phuy. Telnet dugc st dung chU y€u d€ thiét
1ap két noi tU xa vao thi€t bi. Telnet 13 mOt chuong trinh Ung dung don gidn va

thong dung nhat.

Hinh 4.2.1

4.2.2. Thi€t 1ap va ki€m tra két noi Telnet

Lénh Telnet cho phép ngudi ding thuc hi€n Telnet tU mOt thi€t bi Cisco
nay sang thi€t bj khac. Ching ta khong can phdi nhdp 1€nh connect hay telnet dé
thi€t 1ap k€t nOi Telnet ma chiing ta c¢6 th€ nhap tén hodc dia chi IP cUa router
ma chiing ta muOn Telnet vio. Khi két thic phién Telnet, ban dung 1€nh exit
hodc logout.

DE thi€t 1ap k&t ndi Telnet, ban ding mOt trong cic 1€nh sau:
Denver>connect paris
Denver>paris

Denver>131.108.100.152

Denver>telnet paris
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Paris

131.108.100.152
—~&
‘.‘..
Denver \ ﬁ

Tokyo

Initiate a session:
Denver>telnet paris

Exit a session:

Paris>exit

Hinh 4.2.2a

Router can phdi c6 bang host hodc 12 trong mang phai c6 dich vu DNS phan
gidi tén mdy ma chiing ta nhdp vao. Néu khong thi bat budc ban phai ding dia
chi IP.

Telnet dugc s dung d€ ki€m tra xem ban cé th€ két ndi tU xa vao mOt
router hay khong. Vi du nhu hinh 4.2.2b: n€u ban Telnet & ché d0 EXEC ngu0i
diing va EXEC ddc quyén déu dugc.

Néu ban c6 thé truy cap tU xa vio router thi c6 nghia l1a di c6 it nhat mot
Ung dung TCP/IP két nGi vao dugc router d6. MOt k€t nOi Telnet thanh cong

chUng t6 rang cic Ung dung 1&p trén hoat dOng tot.

Hinh 4.2.2b
Néu ban c6 th€ Telnet vao mOt router nay ma khong Telnet vao dugc
router khac thi c6 th€ su cO 12 do sai tén, dia chi hodc do cap quyén truy cdp. Sai
s6t ¢6 th€é nam G router ma ban dang xU 1y hodc ndm G router ma ban Telnet téi.
Trong truGng hop nay, budc ti€p theo ban nén cO gang ping thl. Lé&nh ping cho

phép chiing ta ki€m tra k€t ndi ¢ 16p Mang ti dau dén cubi.
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Khi ban di Telnet xong, ban ¢ thé ngat két ndi. Mdc dinh thi sau 10 phut
ma khong c6 bat ky hoat dOng nao k&t ndi Telnet sé tU dOng ngat. Hodc 12 ban
c6 thé ngat két n6i Telnet bang 1&nh exit.
4.2.3.Ngat, tam ngung phién Telnet

Telnet c6 mOt ddc tinh quan trong 13 ban c6 thé tam ngung mOt phién
Telnet. Tuy nhién c6 mOt rac rOi 1a khi ban sU dung phim enter sau khi tam
ngUng phién Telnet thi phdn mém Cisco I0S sé tu ddng quay trd 1ai két ndi
Telnet vra mGi tam ngung trudc d6. Ma phim enter 12 phim rat hay dugc sU
dung. Do d6 khi ban tam ngung mOt phién Telnet thi rat c6 th€ sau dé ban sé&
k€t ndi 1ai vao mOt router khic. Pi€u nay rat nguy hi€m khi ban thuc hién thay
dGi cau hinh router. Do d6 ban can chi y can than cau hinh cUa router truGc khi
tam ngUng phién Telnet trén router do.

MO0i mOt phién Telnet chi dugc tam ngung trong mOt khodng thdi gian gidi han.
D€ quay trd 1ai két ndi Telnet ma ban da tam ngUng ban chi can nhan phim
Enter. Ban diing 1€nh show session d€ xem cac k€t nOi Telnet dang dUgc ma.
Sau ddy la trinh ty cic budc d€ ban ngat két nGi Telnet:

Nhap 1énh disconnect.

Tié€p theo sau 1€nh nay 12 tén hodc dia chi IP cla router.

Vi du: Denver>disconnect paris
Sau diy 1a cdc budc thuc hién tam ngUng phién Telnet:

Nhan t6 hop phim Ctrl-Shift-6 cting lic, buéng ra rOi nhan ti€p chi x.

Nhap tén hodc dia chi IP cUa router.

Hinh 4.2.3

4.2.4. MO rong thém vé hoat dong Telnet.
Trén router c6 th€ md& nhi€u phién Telnet cing ldc. Ching ta c6 thé
chuyén dGi qua lai gilta cdc phién Telnet nay. Ban c6é th€ &n dinh sO lugng

phién Telnet dugc phép m& dOng thdi trén router bang 1énh session limit.
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DE chuyén d0i qua lai gilta cac phién Telnet, ban tam ngUng phién Telnet
hién tai va quay trd 1ai phién m&i md truGe do:

Nhan t6 hop phim Ctrl-Shift-6 ciing lic, budng ra roi nhan ti€p ch{r x:
tam thodt khoi k€t ndi hién ai, quay 1ai dau nhac EXEC.

Tai ddu nhac EXEC, ban c6 thé thi€t 14p phién két n6i mbi. Router 2500
chi cho phép m& 5 phién Telnet cung lic.

Ban c6 th€ m& nhi€u phién Telnet cling ldc va tam ngUng bang t6 hop
phim Ctrl- Shift-6, x. Néu ban dung phim Enter thi Cisco I0S sé tu dOng quay
lai k€t n6i vira m&i tam ngung trudc d6. Con n€u ban dung 1€nh resume thi

ban phai nhap thém chi s6 ID bang 1énh show session.

Hinh 4.2.4

4.2.5. Cac 1énh ki€m tra két ndi khac

PE ho trQ viéce ki€ém tra nOi mang cO ban, nhi€u giao thlc mang ¢ hd trg
giao thic phdn hoi (echo). Giao thiic phdn hoi dude st dung d€ ki€m tra viéc dinh
tuy€n cac g6i dif li€u. Lénh ping thuc hién gli di mOt géi dif li€u t&i mdy dich va
ch0 nhan géi trd 10i vé tIr mdy dich. K&t qua cla giao thUc phdn hoi gitp ban xéc
dinh d6 tin cdy cla dudng truyén tGi mdy dich, thdi gian tré trén dUOng truy€n, may
dich c6 d€n dugc hay khdng, c6 hoat dOng hay khong. Lénh ping 12 1énh cO ban dé
ki€m tra k€t nOi. Ban c6 th€ dung 1€énh nay G ché d0 EXEC ngudi ding hay EXEC
ddc quyén déu duoc.

Hinh 4.2.5a
Hinh 4.2.5a 1a vi du cho bi€t phdn hoi hanh cong cho 5 géi gUi di clla 1énh
ping
Dau ch@m than (!) cho biét 12 phdn hoi thanh cong. N€u ban nhan dugc
mOt hay nhi€u ddu chdm thay vi ddu chdm than (!) thi di€u d6 c6 nghia 12 router

da hét thdi gian chd g6i phdn hoi tU mdy dich. Lénh ping s& dung giao thlc
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ICMP (Internet Control Message Protocol - giao thlc théng di€p di€u khién
internet).

Lénh traceroute 1a mOt cong cu 1y tudng d€ ban tim dudng di clia géi dir
liéu trén mang. Lénh traceroute ciing tUong tU nhu 1énh ping, chi khic 13 1énh
ping thi chi ki€m tra két ndi tU dau cudi dén dau cubi, con 1€nh traceroute thi
ki€m tra tUng chang mét doc theo dudng truyén. Ban cé th€ thuc hién 1énh
traceroute G ché d0 EXEC ngu0i dung hay EXEC ddc quyén déu duokc.

Trong vi du & hinh 4.2.5b, ban thuc hién 1énh traceroute tU router York
dé€n router Rome. Pudng truyén nay phdi di qua router London va Paris. N€éu c6
router nao khong dén dugc thi két qua phdn hoi 1a dau sao (*) thay vi tén cla
router d6. Trong truiGng hop nhU vay, 1énh traceroute van sé ti€p tuc cd gang
gUi dén tram k€ ti€p cho d€n khi ban nhan t6 hop phim Ctrl-shift-6

Paris
172.16.16.2

Network
York Layer
Rome
172.16.33.5
London
172.16.12.3

Yorkitraceroute ROME

Type escape to abort.

Tracing the route to Rome (172.16.33.5)
1 LONDON (172.16.12.3) 8 msec 8 maec 4 msec
2 PARIS (172.16.16.2) 8 msec Gmsec Bmsec
3 ROME (172.16.33.5) Bmsec Emsec 4msec

York#

Hinh 4.2.5b
Viéc ki€m tra cO ban ciing tap trung chU yéu vao 16p Mang. Ban ding
1énh show ip route d€ ki€m tra bang dinh tuy€n cla router cho hé thdng mang.
Lénh nay sé dugc dé cap chi ti€t hon trong bai sau.

Sau day 1a cdc budc thuc hién ping:
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Nhap 1énh ping, theo sau 1a dia chi IP hodc tén cUa mdy dich.

Nhan phim Enter.
Sau day la cdc budc thuc hién 1é€nh traceroute:

Nhap 1énh traceroute, theo sau la dia chi IP hodc tén cla may dich.

Nhan phim Enter.
4.2.6.XU 1y su c6 vé dia chi IP

Su cO vé dia chi 12 su cO xdy ra phO bi€n nhdt trong mang IP. Sau day 1a 3
1énh thuGng dugc st dung d€ x( 1y cdc su cO lién quan d€n dia chi:
Ping: st dung giao thUc ICMP d€ ki€m tra két ndi vat 1y va dia

chi IP cUia 16p Mang. Pay 12 1énh ki€m tra cd ban.

Telnet: ki€m tra k€t ndi phan mém 18p U'ng dung gilta nguOn va may

dich. Pay 1a 1énh ki€m tra k€t n6i hoan chinh.

Traceroute: cho phép xdc dinh vi trf 10i trén duGng truyén tU mdy ngubn

dén mdy dich. Lénh trace s& dung gi4 tri Time to Live d€ tao thong diép

tU mOi router trén dUGng truyén.
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TONG KET
K&t thiic chuong nay ban can ndm dugc nhitng y chinh nhu sau:
MG va tat CDP
S’ dung 1énh show cdp neighbors.
Xdc dinh dugc céc thi€t bi lang giéng két ndi vao cic cOng trén thi€t bi
cUa minh.
Thu nhap thong tin vé€ céc thiét bj ling giéng bang cach st dung CDP.
Thiét 1ap két nOi Telnet.
Két thic két ndi Telnet.
Tam ngung két ndi Telnet.
Thuc hién ki€m tra két noi.

XU 1y su cO clia két ndi dau cudi tU xa.

74



BAIS
QUAN LY PHAN MEM CISCO 10S
GIOI THIEU

Cisco router khong th€ hoat d0ng dugc néu khong c6 hé di€u hanh mang
Cisco (I0S). M0i router trong qua trinh khéi dOng déu c6 budc tim va tai 108S.
Chuong nay s& md td chi ti€t cdc budc khdi dOng cla router va cho ban thdy
tam quan trong cUa qué trinh nay.

Céc thiét bi mang Cisco hoat ddng v&i nhiéu loai tap tin khic nhau, trong
dé c6 hé diéu hanh va tap tin cdu hinh. NguGi quan tri mang hay bat ky ai
muOn quadn tri cho hé thGng mang hoat ddng trdi chdy va tin cdy thi d€ phai
bdo tri cdc tap tin nay can than, bdo dam rang thi€t bi dang chay ding phién
bdn phan mém va cic tap tin hé thOng cla Cisco va cdc cong cU hltu dung dé
quan 1y céc tap tin nay.

Khi hoan tat chuong ny, cdc ban c6 thé thuc hién dugc nhimg viéc sau:

Xéc dinh dugc router dang & giai doan nao cUa qua trinh kh3i dOng.

Xic dinh dugc c4c thi€t bi Cisco tim va tai Cisco I0S nhu th€ nao.

S’ dung céc 1énh boot system.

Xdc dinh gi4 tri cUa thanh ghi cdu hinh.

Mo ta khdi quit c4c tap tin ma Cisco IOS s dung va chlc ning tuong

Ung cUa ching.

Nam dudc nGi ma router luu cdc loai tap tin kh4c nhau.

Mo ta khdi quét cdu tric tén cUa IOS.

Luu va khdi phuc tap tin cdu hinh bang cach st dung TFTP va cat - dan.

Tai IOS bang TFTP.

Tai IOS bang Xmodem.

Ki€m tra tap tin hé thOng bang cic 1énh show.
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5.1. Khdo sat va ki€m tra qua trinh khéi dOng router
5.1.1.Céc giai doan khéi déng router khi bat dau bat dién

Muc tiéu chinh cUa qué trinh kh&i dOng router 1a khdi dOng céc hoat dOng
cUa router. Router phdi hoat ddng v&i do tin cdy cao d€ thuc hién két noi cho
bat ky loai mang nao. Do d6, qué trinh kh&i dOng router phai thuc hi€n cic cdng

vi€c nhU sau:

Ki€m tra phan clng cUa router
Tim va tadi phan mém Cisco I10S.
Tim va thuc hién c4c ciu 1€nh cdu hinh, trong d6 bao gbm cic cdu hinh

giao thUc va dia chi cho cic cOng giao ti€p.

ROM > Bootstrap | Load bootstrap
Flash
TFIP | Hé diéu hanh Tim va tai hé diéu
Server | mang Cisco hanh
ROM
NVRAM >
TFTP Tap tin cau Tim va tai tap tin
s hinh cau hinh hodc vao
p— | ché do cai dat

5.1.2 Thiét bi Cisco tim va tai nhu thé nao

NguOn mdc dinh tdi phan mém Cisco I0S thi khic nhau tuy theo phién ban
phan cUng cUa thié€t bi, nhung hau hét céc router d€u tim 1€nh boot system 1uu
trong NVRAM. Phan mém Cisco IOS c6 thé dugc tdi tU nhi€éu ngubn khic
nhau. Nhitng ngu0n nay ching ta c6 th€ cdu hinh hodc router s& si dung qua
trinh tim va tai phdn mém madc dinh cla né.

Gi4 tri cai dat cho thanh ghi cdu hinh sé& cho phép router tim IOS nhu sau:

Lénh boot system cdu hinh cho router nGi ma router tim dé€ tia I0S. Router
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s€ st dung c4c cau 1énh nay theo th( tu khi kh&i dOng.

Néu trong NVRAM khong cé cic cau 1é€nh boot system thi hé thOng sé&
mac dinh 12 s& dung Cisco I0S trong bd nhd flash.

Néu trong b0 nhd flash ciing khéng ¢6 I0S thi router s& c¢0 gang st dung
TFTP d€ tai I0S vé. Router s€ sU dung gid tri cai dat cdu hinh d€ biét tén

tap tin lUu trén server mang.

Cai dat thanh ghi cau hinh, ltu trong NVRAM, gia tri cai dat cho thanh ghi
cau hinh khac nhau sé cho phép router xac dinh vi tri tai I0S khac nhau

Router# configure terminal

Router (config) # boot system flash IOS filename
Router (config) # boot system tftp I0S filename
tftp address

Router (config) # boot system ROM

[Ctrl-Z]

Router# copy running-config startup-config

Khéng tim thay lénh boot system trong NVRAM.

B& nhé Flash khéng co 10S.

x

Tai Cisco 10S méacdinh trong bd nhé Flash.

Tai Cisco 10S mac dinh tir TFTP server.

5.1.3. Su dung 1€nh boot system

Th( tu cdc vi tri ma router tim hé di€u hanh dugc cai dat trong phan khdi dOng
cUa thanh ghi cdu hinh. Gi4 tri mac dinh cUa thanh ghi c8u hinh c6 th€ thay d6i
bang 1énh config-register trong ché d0 cdu hinh toan cuc. Thong s6 cla 1énh
nay sitdung sO hex.

Thanh ghi c@u hinh Ia thanh ghi 16 bi Iuu trong NVRAM. 4 bit th@p cUa thanh ghi
cau hinh th€ hién cho phan khdi ddng router. Pau tién, ta ding 1&nh show

version d€ xem gid tri hi€n tai cUa thanh ghi cu hinh va ciing d€ ddm bdo 1a gid
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tri cUa 12 trén khong c6 gi thay dOi. Sau d6 ta dung 1€nh config-register d€ thay

d0i gid tri cho thanh ghi, ta chi can dGi gi4 tri clia sO hex cui cling ma thdi.

Ta thay d0i gid tri phan kh3i dOng cUa thanh ghi cdu hinh theo hudng dan sau:

D€ router khéi ddng vao ché d0 ROM monitor, ta dat gid tri cho thanh ghi
cau hinh 13 0xnnnO, trong d6 nnn 1a gi4 tri cUa 12 bit trén, khong thubc
phan khéi dOng. Con 0 1a gia trj cla phan kh&i dOng trén thanh ghi cadu
hinh, do d6 4 bit ph@n nay c6 gid tri nhi phan la 0000. TU ché d0 ROM
monitor, ta c6 th€ khdi ddng hé théng bang 1énh b.

P& cau hinh cho hé thOng tu ddng khdi dOng tU ROM, ta dat gid tri cho
thanh ghi cdu hinh 12 Oxnnn1, trong d6 nnn 12 gi4 tri cUa 12 bit trén, khong
thuQc phan khdi dOng. Con 1 14 gid tri cUa 4 bit phan khdi dOng trén thanh
ghi cdu hinh, nhu vay 4 bit nay c6 gid tri nhi phan 13 0001.

D€ cdu hinh cho hé thOng st dung cac ciu 1énh boot system trong
NVRAM, ta dat gi4 tri cho thanh ghi c&u hinn bat ky gi tri ndo ndm trong
khodng Oxnnn2 - OxnnnF. Khi d6, 4 bit trong phan kh&i dOng cla thanh ghi
cau hinh sé& c6 gi4 tri nhi phan 14 0010-1111. Mdc dinh gia tri thanh ghi 1a
0x2102 va router st dung 1énh boot system trong NVRAM.

5.1.4. SU dung 1énh boot system

Khi router khong khdi dOng dugc thi c6 thé 1a do mOt trong nhitng nguyén nhan

sau:

Mat tap tin cdu hinh hodc cau 1énh boot system bi sai.
Gi tri thanh ghi c8u hinh bi sai.
B0 nhd flash bi truc trac.

Hu hdng phan clng.

Khi router kh@i dOng, router s& tim ciu 1€nh boot system trong tap tin cdu hinh.

Lénh boot system c6 th€ cai dat cho router khdi ddng tir I0S khéc thay vi tUr

IOS trong flash. D€ x4c dinh xem router khéi dOng tUr IOS nao, ban dung 1énh

show version va tim dong néi vé phan mém khdi dOng hé thOng.

78



SU dung 1énh show running-config va tim ciu 1énh boot system nam G ngay
phan dau cUa tap tin cdu hinh. N€u cau 1énh boot system chi sai IOS thi chiing

ta xod 1énh d6 di bang 1&nh “no” clia ciu 1énh dé.
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Router#show version

Cisco Interface Operating System Software

10S (tm) C2600 Software (C2600-JK803S-M), Version 12.2 (17a), RELEASE
SOFTWARE (fcl)

Copyright (c) 1986-2006 by Cisco System, Inc

Complie Thu 19-Jun-03 16:35 by pwade

Image text-base: 0x8000808C, data-base: 0x815F7B34

ROM: System Bootstrap, Version 12.2 (7r) [cmong 7r], RELEASE SOFTWARE
fcl)

Danang uptime is 1 hour, 2 minutes
System returned to ROM by power-on
System image file is “flash:c2600-jk803s-mz.122-17a.bin”

This product contains cryptographic features and subject to United States and local
country laws goverining import, export, transfer and use. Delivery of Cisco
cryptographic product does not imply third-party authority to import, export,
distribute or use encryption. Importers, exporters, distributors and users are
responsible for compliance with US and local coutry laus. By using this product,
you compliance with US and local laws, return this product immediately.

A summary of US laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export(@cisco.com

Cisco 2620XM (MOC860P) professor (revision 0x100) with 59392K/6144K bytes
of memory

Processor board ID JAEO718065A (41148118384)

MB860 processor: part number 5, mask 2

Bridging software

X25 software, Version 3.0.0

Super LAT software (copyright 1990 by Meridian Technology Corp)
TN3270 Emulation software

Basic Rae ISDN software, Version 1.1.

1 FastEthernet/IEEE 802.3 interface(s)

2 Low-speed serial (sync/async) network interface(s)
ol ISDN Basic Rate interface(s)




Gi4 trj thanh ghi cdu hinh khéng ding ciing dan dén viéc router khong tai
dugc 10S vi gia tri thanh ghi nay s& cho router biét 12 tdi I0S tUr dau. Chiing ta
ki€m tra gia tri thanh ghi bang 1énh show version vi doc dong cudi ciing trong
k€t qua hién thi cUa 1énh nay. Gi4 tri thanh ghi cdu hinh s€ khdc nhau d6i véi
c4c bién ban phan cUng khac nhau. Ban c6 th€ tham khdo gi4 tri thanh ghi cdu
hinh trén dia CD tai li€u cUa Cisco hQc trén website cUa Cisco. Sau d6 ban chinh
sUra 1ai gid tri thanh ghi cdu hinh rOi 1Uu vao tap tin cdu hinh khéi dOng.

Né€u su c6 van ti€p tuc xdy ra thi c6 thé 1a tap tin trong bO nhd flash bi
16i. Thong thuOng, trong truOng hop nhu vay ban s€ gdp cdc thong bdo 10i
trong qua trinh kh&i dOng router. Vi du nhu mOt s6 ciu thong b4o nhu sau:

Open: read error... requested 0x4 bytes, got 0x0

Trouble reading device magic number

Boot: cannot open “flash:”

Boot: cannot determine first file name on device “flash:”

Néu dung 12 tap tin trong flash bi 16i thi ban can chép lai IOS mdi 1én

router.
Né€u tat cd cic nguyén nhan trén van khong ding thi c6 th€ 1a router bj 16i phan
cUng. Trong truOng hQp nhu vay thi ban nén lién hé v4i trung tim ho trg kY
thudt cla Cisco (TAC - Terminal Assistance Centre). Mac du 16i hu phan clng
rat hi€m gdp nhung né van c6 kha ning xay ra.

Luu y:Ban khong th€ xem gid tri thanh ghi c8u hinh bang 1énh show
running- config hay show start-up config duoc,

5.2. Quan Iy tap tin hé théng Cisco
5.2.1. Khai quat vé tap tin hé théng Cisco

Hoat dOng cUa router va switch phu thuc vao phan mém cai trén né. C6 2

loai phdn mém can phdi c6 d€ thi€t bi hoat dOng la: hé di€u hanh va tap tin

cau hinh.
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Hé di€u hanh dugc s dung cho hdu hét céc thi€t bi Cisco 12 hé diéu
hanh lién mang Cisco, goi tat 1a Cisco IOS (Internetwork Operating System).
Phan mém Cisco I0S cho phép thi€t bi thuc hi€n cdc chlc ning cla router hay
switch. MOt tap tin I0S khodng vai megabyte.

Phan mém th( 2 dugc st dung cho router va switch 13 tap tin cdu hinh.
Tap tin cdu hinh chlta cic huéng dan vé hoat ddng dinh tuyén hay chuyén
mach cUa thi€t bi. Ngu0i qudn tri mang 12 ngudi tao tap tin cau hinh d€ cic
thiét bi Cisco thuc hi€n cic chlc ning theo ding thi€t k€ cla minh. MOt sO
thong sO ma ban c6 thé cdu hinh dudgc 1a dia chi IP cUa cdc cOng trén router, giao
thlc dinh tuy€n va cdc mang ma giao thlUc dinh tuyén d6 dugc thuc hién quang
b4. Thong thuOng, mOt tap tin cdu hinh tU vai trim d€n vai ngan byte.

MOi loai phan mém dugc Iuu thanh tlng tap tin riéng biét trong tUng bd
nh& khdc nhau.

I0S dugc 1uu trong loai b0 nhG dugc goi 1a flash. Flash 1uu gilt 6n dinh
tap tin 10S va tap tin IOS nay dudc s dung d€ khdi dOng router. Flash cho
phép chiing ta nang cdp IOS va luu dugc nhi€u I0S khic nhau. Trong cdu tric
clia mot sO loai router, IOS dugc copy 1én RAM va chay trén RAM.

Tap tin cdu hinh dugc 1uu trong b0 nhd NVRAM va tap tin nay dugc s
dung khi khG3i dOng router. Do dé tap tin cdu hinh dugc luu trong NVRAM
dugc goi 1a tap tin cau hinh khdi dOng. Khi thi€t bj khdi dOng, tap tin cau hinh
khd&i dOng dugc chép 1én RAM. Khi d6 tap tin nay dugc chay trén RAM va ludn
dugc cap nhat khi dang chay. Do d6 tap tin dang chay trén RAM dugc goi 1a

tap tin cau hinh hoat dOng.

RAM

Running
Configuration

NVRAM

Startup
Configuration

Flash

105 Image
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Bat dau tU phién ban 12 cla IOS, hé thOng tép tin Cisco IOS, goi tat 1a
IFS (IOS File System), cung cap mot giao ti€p chung cho tat cd cic hé thOng tap
tin ma router dang st dung. IFS cung cdp mOt phudng phap chung d€ thuc hién
quan 1y toan b0 hé thdng tap tin dang s& dung cho router. Cong viéc nay bao
gOm tap tin trong bO nh& flash, hé thOng tap tin mang (TFTP, rcp va FTP),
doc/viét dit 1iéu (NVRAM, tap tin cau hinh hoat ddng, ROM). IFS s dung cic

Hinh 5.2.1a

tién tO nhU trong hinh 5.2.1b d€ x4c dinh hé thOng tap tin trén thiét bi.

Prefix Descripton

Bootflash: Bootflash memory

Flash: Flash memory. This prefix is available on all platform. For
platform that do not have a device named flash, the prefix flash: is
allased to slot0:. Therefore, the prefix flash: can be used to refer to
the main flash memory storage area on all platform

Flh: Flash load helper log files

fip: File Transfer protocol (FTP) network sever

Nvram: NVRAM

Rcp: Remote copy protocol (rcp) network server

Slot(): First Personal Computer Memory Card International Assiciontion
(PCMCIA) flash memory card

Slot1: Second PCMCIA flash memory card

System: Contains the system memory, including the running configuration

Thip: TFTP nework server
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Pre 10S Version 12.0 Commands

10S Version 12.x Commands

Configure network (pre-Cisco 10s
Release 10.3)
Copy rcp running —config

Copy tftp running-config

Copy fip: system: runnig-config
Copy crp: system: runnig-config
Copy tftp: system: runnig-config

Configure overwrite-network
{pre-Cisco 10S Release 10.3}
Copy rcp stratup-config
Copy tfip satrup-config

Copy fip: system: runnig-config
Copy crp: system: runnig-config
Copy tftp: system: runnig-config

Show configuration (pre-Cisco 10S

release 10.3)

More nvram:startup-config

Write erase (pre-Cisco 10S release 10.3)
Erase starup-config

Erase nvram:

Write erase (pre-Cisco 10S release 10.3)
Copy running-config startup-config

Copy system: running-config
Nvram: startup-config

Write network pre-Cisco [0S release
10.3)

Copy running-config startup-config rcp
Copy running-config startup-config tftp

Copy system: runnig-config fip:
Copy system: runnig-config crp:
Copy system: runnig-config tftp:

Write terminal pre-Cisco [0S release

More system: running-config

10.3)
Show runnig -config

Hinh 5.2.1c

IFS st dung quy udc URL d€ xdc dinh tap tin trén thi€t bi va trén mang.
Quy udc URI xéc dinh vi trf cUa tap tin dUng sau dau hai chdm nhu sau [[[//Vi
tri]/thu muc]/tén tap tin]. IFS cting hO truyén tai tap tin FTP.

5.2.2 Quy udc tén I0S

Cisco phat tri€én rat nhi€u phién ban I0S khéc nhau. C4c phién ban nay hO
tr@ cho cdc phién bdn phan clng v&i nhi€u ddc tinh khic nhau. Hién nay Cisco
van dang ti€p tuc phat trién nhi€u phién ban I0S mdi.

DE phan biét gilta cac phién ban khac nhau, Cisco c6 mOt quy ludt dat tén
cho 10S. M6t tén cUa IOS bao gbm nhi€u phan, mOi phan thé hién phién ban
phan clng, cdc ddc tinh ho trg va s6 phét hanh.

Phan dau tién cUa tap tin IOS cho bi€t I0S nay dugc thi€t k€ cho phién
bdn phan cUng nao.

Phan thI hai cUa tén tap tin I0S cho biét tap tin nay c6 ho trg cac ddc tinh

nao. C6 rat nhi€u ddc tinh khdc nhau d€ chon Iua. C4c ddc tinh nay dugc déng
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g6i trong Cisco I0S. Mi Cisco I0S chi c6 mbt s6 dac tinh chf khong c6 toan bd
tat cd cdc ddc tinh. Bén canh d6, cic ddc tinh nay con dugc phan loai nhu sau:
CO ban: cdc dac tinh danh cho tUng phién ban phan clng, vi du: IP,
IP/FW.
M@ rOng (Plus): 1a cdc dac tinh mG rOng hon mUc cO ban, vi du IP Plus,
IP/FW Plus, Enterprise Plus.
M3 hod: van la cdc ddc tinh cO ban hay m3 rOng nhu trén nhung c6 thém
56 bit & ma hod. Vi du: IP/ATM PLUS IPSEC 56, Plus 56, Enterprise Plus
56. TU Cisco I0S phién ban 12.2 tr& di, dac tinh ma hoa dugc thiét k&
thanh 2 loai 1a k8/k9:

o K8: 64 bit ma hoa tr& xudng.

o KO9: hon 64 bit ma hoa.

Phan th(r 3 cUa tén tap tin cho biét dinh dang cUa tap tin d6. Phan nay cho biét
IOS duoc 1uu trong flash dudi dang nén hay khong, rbi I0S s€ dugc gidi nén dé€
chay & dau. Néu I0S Iuu trong flash dudi dang nén thi n6 s& dugc gidi nén, chép 1én
RAM trong qud trinh kh&i dOng router. Dang tap tin nhu valy goi la tap tin khong cO
dinh. Con loai tap tin c6 dinh thi chay truc ti€p trén flash ludn ma khong can chép 1én
RAM.

Phan th( 4 cUa tap tin cho biét phién ban cla I0S. Phién ban cang mdi thi

sO trong phan nay cang 16n.

c2600-js-1 121-3.bin

A A T

Version Number (12.13)

File Format (relocatable;not compressed )

Feature Set (enterprise with extended capabilities)

Hardware Platform (2600)

Hinh 5.2.2

85



5.2.3. Quan Iy tap tin cau hinh bing TFTP
Trén Cisco router va switch, tap tin cdu hinh hoat ddng dugc d€ trén RAM va
n0i cdu hinh khéi ddng 128 NVRAM. Khi bi mat tap tin cdu hinh thi ta phdi cé
tap tin cdu hinh khdi ddng du phong. MOt trong nhitng noi ma ching ta c6 thé
luu du phong tap tin cdu hinh 12 TFTP server. Ching ta diing 1énh copy running-
config tftp d€ chép tap tin cau hinh 1én TFTP server. Sau diy 1a cic budc thuc
hién:
Nhap 1énh copy running-config tftp.
O d&u nhic k€ tiép, nhap dia chi IP clia TFTP server ma ban dinh Iuu tap
tin cau hinh.
Pat tén cho tap tin hodc 12 18y tén madc dinh.
X4c nhan 1ai cdc chon 1ua vUira rOi bang cdch gd yes.
Sau nay ban c6 th€ khoi phuc 1ai cdu hinh router bang céch chép tap tin cau
hinh d3 Iuu du phong trén TFTP server vé& router. Sau dy 1a cdc budc thuc hién:

| GAD{eopy running-config tftp

!F-.:l'v:'i.'r-':'.._'. or name of remote host
[17192.1€8.1158.20

| Cestination filename [GAD-confg]l?
ff1110rri 9t ritrIerriiYYereEl Y

Hinh 5.2.3a

Hinh 5.2.3b
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5.2.4. Quan Iy tap tin cdu hinh bang cach cat - din

MOt cach khdc d€ tao tap tin cdu hinh dU phong 1a chép 1ai k€t qua hién
thi cUa 1€nh show running-config. TU thi€t bi dau cubi k€t ndi vao router, chiing
ta chép 1ai k€t qua hién thi cUa 1énh show running-config roi dan vao mOt tap
tin viin ban, sau d6 1uu 1ai. Tuy nhién tap tin vin ban nay phdi chinh sfa 1ai mOt
chit truGe khi ching ta ¢6 th€ s& dung né d€ khoi phuc 1ai cdu hinh router.

Sau day 1a cdc budc thuc hién d€ ban chép lai tap tin cdu hinh khi ban s

dung Hyper Terminal:

1. Chon Transfer.

2. Chon Capture Text.

3. Dat tén cho tap tin vin ban ma ching ta s& chép tap tin cdu hinh ra.

4. Chon Start d€ bat dau qu4 trinh chép.

5. Chon hién thi n0i dung cUa tap tin cdu hinh bang 1énh show running-
config.

6. Nhan phim space bar mOi khi c6 ddu nhac “--More--"" xudt hién.

7. Sau khi tap tin cdu hinh di hién thi ddy da, ban két thic qud trinh chép bang
cach:

8. Chon Transfer.

9. Chon Capture.

10. Chon Stop.

Sau khi qud trinh chép hoan tat, ban can xo4 b&t mOt sO hang trong tap tin
cau hinh d€ sau nay ching ta c6 th€ s dung tap tin vin ban nay “dan” 1ai vao
router. Ngoai ra, ban c6 th€ thém mOt sO hang chi thich vio tdp tin cdu hinh. Céc
hang chi thich nay dugc bat ddu bang ddu chdm than (!) & ddu hang.

Ban c6 th€ s dung Notepad d€ chinh sUa tap tin cdu hinh. Ban & Notepad,
chon File>Open. Chon tén cUa tap tin cau hinh ma ban vlra chép dugc. Nhan
phim Open.

Sau day 12 nhiing hang trong tap tin cdu hinh ma ban can xo4:
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Show running-config

Building configuration.

Current configuration:

-More-

Bat kY hang nao & sau dong “End”

Ban them 1énh no shutdown vio cudi moi phan cdu hinh cla céc cOng giao
ti€p. Sau d6 chon File>Save d€ 1uu 1ai tdp tin cdu hinh.Sau nay, tU két ndi bang
HyperTerminal ban c6 th€ khéi phuc 1ai tap tin cdu hinh cho router. Trudc tién,
ban phai xod hét tap tin cdu hinh dang c6 trong router béng 1énh erase startup-
config G ché d0 EXEC ddc quyén. Sau d6 khoi ddng 1ai router bang 1énh
reload.

Sau day la cic budc thuc hién d€ chép lai tap tin cau hinh cho router tUr két
nOi HyperTerminal:

Chuyén vao ché d0 cau hinh toan cuc.

Trén HyperTerminal chon Transfer>Send Text File.

Chon tén cUa tap tin cdu hinh ma ban can chép 1én router.

TUng dong trong tap tin cau hinh s& dugc nhap vao y nhu lic ban gé 1€nh
dé vay.

Theo ddi qué trinh chép d€ xem c6 xdy ra 10i gi hay khong.

Sau khi tap tin cdu hinh di dugc chép xong, ban nhan Ctrl-Z d€ thoit khoi
ché d6 cau hinh toan cuc.

Luu 1ai thanh tap tin cdu hinh kh&i dOng bang 1énh copy running-config

startup-config.

Hinh 5.2.4a: Qud trinh chép t@p tin c@u hinh tU router

thanh t@p tin vin ban bang két n6i HyperTerminal
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e doh-rypertermnal x| ]

File Edt Wew Call Transfer Help
D|@| 53] 05| =)

Ilg startup—conilig

Hinh 5.2.4b: Qud trinh chép t@p tin c@u hinh vao router
bangkét n6i HyperTermina

5.2.5 K&t ndi HyperTerminal

Quan Iy Cisco I0S bang TFTP

Thinh thodng router ciing can luu du phong hodc nang cap 10S. Pau tién sau khi
mua router, chiing ta can 1uu 1ai I0S d€ du phong. Ban c6 thé dat I0S nay trén
mOt server trung tim chung v3i cic IOS khic. Cic I0S nay duoc s dung dé
thay thé hay nang cap cho cic router, switch trong hé thOGng mang.

Server phdi c6 chay dich vu TFTP va ching ta chép 10S tU server 1én
router bang 1&nh copy tftp flash & ché d6 EXEC ddc quyén.

Sau khi nhdp 1énh trén, router s& hién thi ddu nhac yéu cau ban nhap dia
chi IP cUa TFTP server. Sau d6 router s€ yéu cau ban xo4 flash. Router thuOng
yéu cau ban xo4 flash khi b nh& flash khong con dU chd trOng d€ Iuu them 10S
m&i. Router s& hi€n thi mOt chuli céc ch(t “e” trong sudt qua trinh xo4 flash.

Sau khi xod xong flash, router bat ddu tai I0S m&i vé. Router s€ hién thi
mOt chuli cdc ddu chdm than (!) trong sudt qué trinh chép. MOt 10S c6 thé 16n

khodng vai Megabyte nén qu4 trinh nay ciing s€ tOn mOt khodng thGi gianSau khi
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chép xong, router s€ ki€m tra 1ai IOS mdi trong flash. Sau khi ki€m tra hoan tat
thi Iic nay router da san sang cho ban khdi dOng lai d€ st dung IOS méi.
S —

GADHzopy tftp flash

hddress or name

Hinh 5.2.5

5.2.6 Quan Iy I0S bing Xmodem

Khi kh&i dOng router ma I0S 1uu trong flash bi xod mat hodc bi 16i thi ban
phai khoi phuc 1ai 10S tU ché dd ROM monitor (ROMmon). O nhiéu thiét bi
Cisco, ch& d0 ROMmon dudc hién thi bdi ddu nhac rommon 1>
Budc dau tién ban can phdi x4c dinh xem tai sao router khong tai dugc 10S tur
flash. Nguyén nhén 1a do mat I0S hay IOS bj 16i. Ban ki€ém tra flash bang 1énh
dir flash:

Néu trong flash van c¢6 mOt IOS binh thudng thi ban th( khdi dOng router
bang I0S nay bang 1énh boot flash:. Vi du: néu trong flash ¢6 rommon 1>boot
flash:c2600-is-mz. 121-5

Néu router khdi dOng binh thuOng thi ¢6 2 van dé ban can ki€m tra xem
tai sao router 1ai khdi ddng vao ché d6 ROMmon ma khong khéi dOng tUr I0S
trong flash. Pau tién, ban dung 1énh show version d€ ki€m tra gid tri cUa thanh

ghi cdu hinh xem c6 ding gi tri mac dinh hay khong. N&u gi4 tri thanh ghi cdu
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hinh ding thi ban dung 1énh show startup-config d€ xem c6 1€nh boot system
nao cau hinh cho router khéi dOng vao ché d0 ROM monitor hay khong.

Néu router van khong khdi ddng dugc hodc 1a ban khong thdy c¢6 I0S nao
trong flash thi ban can phdi chép mot I0S mdi. TU ché d6 ROMmon, ban c6
th€ chép tap tin IOS bang Xmodem qua dudng console hodc bang TFTP.

Chép I0S bang Xmodem tir ch€ dé ROMmon.

Trudc tién, ban can phdi c6 tap tin I0S trén mdy tinh nhu HyperTerminal
chang han. Ban c6 thé chép I0S véi tbc d0 mac dinh cla dudng console 1a
9600, hodc 14 ban c6 th€ nang tdc dd 1én 115200. Trong ché dd ROMmon, ban
dung 1énh confreg, router s& hién thj céc gid tri ma ban cé thé thay d6i dudgc.

Sau d6 ban s€ gap cau hodi “change console baud rate? y/n [n];”, nhap ch{r
y d€ xdc nhan tOc d0 mdi. Sau khi thay dbi tOc dudng console va khdi dOng lai
router vao ch€ d6 ROMmon, ban nén két thiic phién két nbi cii (t6c dd 9600) va
thi€t 1ap 1ai phién k€t n6i HyperTerminal md&i vdi tdc dd mdi 1a 115200 bit/s.
s

rommon 1 >confreg

Configuration Summary

Hinh 5.2.6a
BAy gi0 ban diing 1énh xmodem d€ chép phan mém IOS tir PC. Cau tric

ciu 1énh nay nhu sau: xmodem -c¢ image_file_name. Vi du: ban chép 10S c6 tén
la “c2600-is-mz.122-10a.bin” thi ban go 1€nh nhu sau: Xmodem -c¢ ¢2600-i-
mz.122-10a.bin

Tham s0 -c 14 d€ cho qua trinh Xmodem s dung CRC (Cyclic Radunancy

Check) ki€m tra 10i trong suOt qu4 trinh chép.
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Sau d6 router s€ hi€n thi mOt dong thong bdo chua bat ddu qua trinh chép
va mOt thong diép cdnh bdo. Thong di€p nay cdnh bio 1a ndi dung bd nhd flash
s& bi mat n€u ching ta ti€p tUc qud trinh nay va yéu cau chiing ta x4c nhan c6
ti€p tuc hay khong. N€u chiing ta xdc nhan cho ti€p tuc thi router sé bat dau

thuc hién chép 10S.

Hinh 5.2.6b: Lénh Xmodem

Liic niy ban can cho bat dau qud trinh Xmodem tUf chuong trinh gid 1&p dau
cu0i. Trong HyperTerminal ban chon Transfer>Send File. Trong c(ta s6 cUa Send
File: ban chon tén va vi trf IUu tap tin I0S, chon giao thlc 13 Xmodem, rdi bat dau
qud trinh truy€n. Trong sult qu4 trinh truyén, clta s6 Send File s& hién thi trang théi
truyén.

Khi qué trinh truyén hoan tat, ban s& gdp moOt thong di€p cho biét 12 bd nhd
flash dang bi xo4, sau d6 I0S dugc chép vao flash. Cudi cling ban gdp thong di€p
“Dowbload Complete!”. TruGc khi khi dOng 1ai router, ban can phai cai dat 1ai tOc
dd dudng cOnle 1a 9600 va dat 1ai gid tri thanh ghi cdu hinh 13 0x2102 bang 1€énh
config-register 0x2102.

Trong liic router dang kh&i dOng 1ai thi ban nén két thic phién két noi
115200 va thiét 1ap 1ai phién k&t ni m&i v6i tdc dd 9600.

5.2.7. Bi€n méi trudng

Ban c6 th€ khdi phuc IOS bang TFTP. Chép 10S bang TFTP trong ché dd
ROMmon 13 cdch nhanh nhat d€ khoi phuc IOS cho router. P& thuc hién céich
ndy, ban cai dat bi€n moi trudng rdi dung 1€nh tftpdnld.

Ché& d6 ROMmon c6 chlc ning rat gidi han vi chua tai dugc tap tin cau
hinh khi khGi dOng router. Do d6 router khong hé cé IP hay cdu hinh cho cGng
giao ti€p nao. Cdc bi€n mdi truOng sé€ cung cap cho router mOt cdu hinh tOi
thi€u cho phép chay TFTP d€ chép 10S. TFTP trong ché d6 ROMmon chi hoat

dOng duoc v&i cOng LAN dau tién trén router, do d6 ban can cai dat cic dac
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tinh IP cho cOng LAN nay. D€ cai dat gia tri cho cic bi€n moi trudng, dau tién
ban nhdp tén bi€n, ti€p theo 13 ddu bang (=) rOi d€n gia tri cai dat cho bi€n d6
(TEN BIEN = gi4 tri cai dat). Vi du: ban mudn dat dia chi IP 1a 10.0.0.1 thi &
ddu nhac cla ché d6 ROMmon ban nhdp cau 1énh 1a: IP_ADDRESS=10.0.0.1
Sau day 1a cdc bi€n tOi thi€u ma ban can phdi dat d€ st dung cho 1énh

tfpdnld:

IP_ADDRESS: dia chi IP cho cGng LAN.

IP_SUBNET MASK:subnet mask cho 06ng LAN.

DEFAULT_GATEWAY: duGng mdc dinh cho cOng LAN.

TFTP_SERVER: dia chi IP cUa TFTP server.

TFTP_FILE: tén tap tin IOS 1Uu trén server.

D€ ki€m tra 1ai gid tri cUa c4c bi€n mdi truOng, ban dung 1énh set.

Hinh 5.2.6c: Clta s6 Send File
Sau khi cai dat xong c4c bi€n mdi trudng, ban nhdp 1€nh tftpdnld, khong

c6 tham sO nao ti€p theo hét. Router s& hi€n thi 1ai gid tri cdc bi€n, theo sau la
thong diép cdnh bdo qué trinh nay s& xod flash va yéu cdu chiing ta xdc nhan c6
cho ti€p tUc qud trinh nay hay khong.

Trong qud trinh chép, router hi€n thi ddu chdm than (!) cho bi€t di nhén
dudc cic géi dif liéu. Sau khi nhdn xong tap tin IOS, router bat dau xod flash roi
chép tap tin IOS md&i vao flash. Ban sé gap mOt thong bdo khi qud trinh nay hoan
tat.

Sau dé, tUr ddu nhac cla ché d6 ROMmon, ban c¢6 thé khdi dOng 1ai router bang
c4ch nhap chi i. Router s€ kh&i dOng 1ai v6i I0S mdi trong flash.
5.2.8.Ki€m tra tap tin hé théng

C6 rat nhiu 1énh d€ ki€m tra tdp tin hé thOng cUa router. Trong d6 ban
c6 th€ st dung 1€nh show version. L&nh show version c6 th€ ki€m tra dugc tap
tin hién tai trong flash va tOng dung 1ugng clia b0 nhd flash. Ngoai ra 1€nh nay

con cung cap thém mot sO thong tin v& 1an tdi I0S gan nhat nhu: trong 1an khdi

93



dOng gan nhat, router tai I0S nio, tU du; gid tri thanh ghi cdu hinh hién tai la
bao nhiéu. N&u vi trf ma router tai IOS trong flash da bi mat hodc bi 10i, hodc 1a
c6 1&nh boot system trong tap tin cdu hinh kh&i dOng.

Bén canh d6, ban c6 th€ dung 1énh show flash d€ ki€m tra tap tin hé
thOng. Lénh nay ki€m tra dugc trong flash hi€n dang c6 tap tin IOS nio, tOng
dung lugng flash con trOng 12 bao nhiéu. Chiing ta thuOng dung 1€nh nay d€ xem
b6 nhd flash c6 dU dung lugng cho I0S mdi hay khong.

NhU cdc phan trén da dé cap, tap tin cdu hinh c6 thé c6 cac 1énh boot system.
Lénh boot system x4c dinh cho router vi trf tai IOS khi kh&i dOng. Chiing ta c6 thé
cau hinh nhi€u 1énh boot system v router s& thuc thi theo th( tU cdc cau 1€nh nay

trong tap tin cdu hinh.

Router# show version

Router#show version

Cisco Interface Operating System Software

10S (tm) C2600 Software (C2600-JK8035-M), Version 12.2 (17a), RELEASE
SOFTWARE (fcl)

Copyright (c) 1986-2006 by Cisco System, Inc

Complie Thu 19-Jun-03 16:35 by pwade

Image text-base: 0x8000808C, data-base: 0x815F7B34

ROM: System Bootstrap, Version 12.2 (7r) [cmong 7r], RELEASE SOFTWARE
fcl)

SGCTT-HCM uptime 1 week, 1 day, 1 hour, 9 minutes

System restarted by power-on

System image file is “flash:c2500-d-1.120-10"

Cisco 2500 (68030) processor (revision N) with 2048K/2048 K bytes of memory
Processor board 1D 23101339, with hardware revise 00000000

Bridging software

X25 software, Version 3.0.0

Super LAT software (copyright 1990 by Meridian Technology Corp)

TN3270 Emulation sofiware

Basic Rae ISDN software, Version 1.1.

1 FastEthernet/IEEE 802.3 interface(s)

2 Low-speed serial (sync/async) network interface(s)

1 ISDN Basic Rate interface(s)

32K bytes of non-voltatile configuration memory.

16384K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102

Hinh 5.2.8a
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EHM{show wversion
Cisco Intermetwork Operating System Software
IS (tm) 1700 Software (Cl700-BHSY-L), Version
12,2(11)P, RELEASE SOFTWARE fcl)
<putput omitteds,
Evatem image file = bn
l11.p", booted via flash
clsco 'L (BEIEDY PrOCasSs0: ravision C) with
I5B4K/S512K bytes of mean
Processor board ID 12014633, with hardware
Fay | F150 finnnannn
Bridging softwarce.
X.25 goftware, Version 2.0, MNETZ, BFE and GOSIP
compliant,
] Ethernet/IEEE BD2.3 interface(s)
2 sarjal (sync/async) network intecface(s)
System/I0 memory with parity disabled
ARABE barboe ~F NDAM Aanbhaoasd FAEEE bartac F TVOAM

TONG KET
Sau ddy 1a cdc y chinh cdc ban cdn nam dugc trong chuong nay:
Xéc dinh qud trinh khdi dOng router.
Nam dugc céc thiét bi Cisco tim va tai I0S nhu thé nao.
S’ dung 1énh boot system.
Xdc dinh gi4 tri thanh ghi c8u hinh.
XU 1y sur co.
Xdc dinh tap tin Cisco I0S va chlc ning cUa nd.
Nam dugc céc vi trf ma router 1Uu céc loai tap tin khéc nhau.
Nam dugc cau triic tén cUa IOS.
Quan 1y tap tin cdu hinh bang TFTP.
Quan 1y tap tin cdu hinh bang cat - dan.
Quan ly I0S bang TFTP.
Quan ly I0S bang Xmodem.

Ki€m tra tap tin hé thOng bang cdc 1énh show
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BAI 6
PINH TUYEN VA CAC GIAO THUC PINH TUYEN
GIOI THIEU

Dinh tuy&n don gidn chi I1a tim dudng di tU mang nay dén mang khic.
Thong tin vé€ nhitng con dudng nay cé th€ 1a dugc cap nhat tu dOng tU cic
router khic hodc 1a do nguGi quan tri mang chi dinh cho router.

Chuong nay s€ gidi thi€u cdc khdi niém v€ dinh tuyén dOng, cic loai
giao thUc dinh tuy€n dOng va phan tich moi loai mdt giao thic tiéu biu.

NgU0i qudn tri mang khi chon 1ua mOt giao thlc dinh tuy€n dOng can
can nhac mOt s6 y€u td nhu: dO 16n cla hé thGng mang, bing thong cic dUOng
truy€én, khd ning cUa router. Loai router va phién ban router, c4c giao thUc dang
chay trong hé thGng mang. Chuong nay mo ta chi ti€t vé su khéc nhau gilta cic
giao thUc dinh tuyén d€ gitip cho nha quan tri mang trong vi€c chon lua moOt
giao thUc dinh tuyén.

Khi hoan tat chuong niy, cic ban sé thuc hi€n dugc nhiing viéc sau:
« Giai thich dugc y nghia cUa dinh tuy€n tinh.
« Cau hinh duGng cO dinh va duGng mac dinh cho router.
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« Kiém tra va xr 1y su cO lién quan d€n dudng cO dinh va duGng mac dinh
cUa router.

« Phan biét c4c loai giao thUc dinh tuyén.

« Nhan biét giao thlc dinh tuy€n theo vectd khodng céch.

« Nhan biét giao thUc dinh tuy€n theo trang thdi dudng lién két.

« M5 td dac di€m c0 bdn cla cic giao thUc dinh tuy€n thong dung.

« Phan biét giao thUc dinh tuyén n0i bo.

« Phan biét giao thUc dinh tuy€n ngoai vi.

 Cdu hinh RIP (Routing Information Protocol - Giao thUc thong tin dinh

tuy€n) cho router.

6.1 GiGi thiéu vé dinh tuy€n tinh
6.1.1.GiGi thiéu vé dinh tuyén

Dinh tuyén la qud trinh ma router thuc hién d€ chuyén géi dit liéu tGi
mang dich. Tat cd céc router doc theo duOng di d€éu dua vao dia chi IP dich cla
26i dir liéu d€ chuyén géi theo diing hudng dén dich culi ciing. PE thuc hién
dugc diéu nay, router phdi hoc thdng tin vé dudng di tGi cdc mang khic. Néu
router chay dinh tuy€n dOng thi router tu dOng hoc nhitng thong tin nay tU cic
router khic. Con né€u router chay dinh tuy€n tinh thi ngu0i qudn tri mang phai
cau hinh c4c thong tin d€n cic mang khac cho router.

DGi véi dinh tuy€n tinh, cdc thong tin vé dudng di phdi do ngudi qudn tri
mang nhdp cho router. Khi cdu triic mang c6 bat ky thay ddi nao thi chinh
ngUOi quan tri mang phadi xo4 hodc thém céc thong tin vé dudng di cho router.
Nh(ing loai duOng di nhu vay goi 13 dudng di c6 dinh. P6i v4i hé thOng mang
16n thi cong viéc bdo tri mang dinh tuyén cho router nhU trén tOn rat nhiéu thoi

gian. Con dOi vGi hé thOng mang nhd, it c6 thay dGi thi cong viéc nay d6 mat
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cong hon. Chinh vi dinh tuy€n tinh doi hdi ngudi quan tri mang phdi cdu hinh
mOi thong tin v& duGng di cho router nén né khong c6 dugc tinh linh hoat nhu
dinh tuy&n dOng. Trong nhiing hé thOng mang 16n, dinh tuyén tinh thuOng
dugc st dung két hop véi giao thlc dinh tuyén ddng cho m6t sO muc dich ddc
biét.
6.1.2 Hoat ddong cUa dinh tuyén tinh.
Hoat dOng cUa dinh tuy€n tinh c6 thé€ chia ra 1am 3 budc nhu sau:

 Dau tién, ngudi qudn tri mang cu hinh cic dudng c6 dinh cho router

« Router cai dat cic duOng di nay vao bang dinh tuy€n.

 G6i d(rli€u dugc dinh tuy€n theo cdc dudng cO dinh nay.
Ngudi quan tri mang cdu hinh dudng c6 dinh cho router bang 1énh iproute.C
phap cUa Iénh iproute nhU hinh 6.1.2a:

1 e ——

Hoboken (config) #ip route 172.16.1.0 255.255.255.0 =0
command destination nel subnel mask outgaing
Interface
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Trong 2 hinh 6.1.2.C va 6.1.2.C 1a 2 ciu léch ma ngudi quan tri cla router
Hoboken cdu hinh du®ng cO dinh cho router dén mang 172.16.1.0/24 va
172.16.5.0/24. O hinh 6.1.2.b,cau 1€nh nay chi cho router bi€t dudng dén mang
dich di ra bang cOng giao ti€p nao. Con & hinh 6.1.2.c, cAu 1énh nay chi cho
router bi€t dia chi IP cUa router k€& ti€p 1a gi d€ dén dugc mang dich. Ca 2 cau
1énh déu cai dat dudng cO dinh vao bang dinh tuyén cUa router Hoboken.Di€m
khdc nhau duy nhat gi(ta 2 cau 1€nh nay 12 chi sO tin cdy cla 2 dudng cO dinh

tuwong Ung trén bang dinh tuy€n cla router s€ khac nhau.

9, - %
i ' e I
o & & &
AV L R A
N o ar ar

172.16.1.1

124 f24

L = 4

Hoboken (config) #ip route 172.16.1.0 255.255.255.0 sl

command  destination sub mask gateway
network
Hoboken {config) #ip route 172.16.5.0 255.255.255.0 s0
command  destination sub mask gateway
nelwork

Hinh 6.1.2.b

Hoboken (config) #ip route 172.16.1.0 255.255.255.0 172.16.2.1
command deslination sub mask gateway
network
Hobeoken (config) éip route 172.16.5.0 255.255.255.0 172.16.4.2
command deslination sub mask gateway
network
Hinh 6.1.2.¢c

Chi sO tin cay 12 mOt thong sO do 1udng db tin cay clla mOt dudng di.Chi sO nay
cang thap thi d0 tin cdy cang cao. Do dé,néu dén cing mot dich thi con duOng
ndo c6 chi sO tin cay thap hon thi dudng dé dugc vao bdng dinh tuyén cla
router trudc.Trong vi du trén,dudng cO dinh s dung dia chi IP cUa tram k€ ti€p

s€ c6 chi sO tin cdy madc dinh 13 1,con dudng cO dinh s dung cOng ra thi c¢6 chi
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sO tin cdy mac dinh 12 0.N&u ban mubn chi dinh chi s tin cdy thay vi st dung
gid tri mac dinh thi ban thém thong s nay vao sau thong s& vé cOng ra/dia chi IP
tram k€& cUa cau 1énh.Gi4 tri cUa chi sO nay nam trong khodng ttr 0 dén 255.
Waycross (config)# ip router 172.16.3.0 255.255.255.0 172.16.4.1.130

Néu router khong chuy€n dugc géi ra cOng giao ti€p da dugc cau hinh thi c6
nghia 12 cOng giao ti€p dang bi déng,dudng di tuong Ung ciing s€ khdng dugc
dat vao bang dinh tuyén.

Péi khi chiing ta s& dung duOng cO dinh 1am dudng du phong cho duOng dinh
tuy€n dOng.Router sé& chi st dung dudng cO dinh khi duGng dinh tuy€n dOng bi
ddt. PE thuc hién di€u nay,ban chi cdn dat gid tri chi sO tin cdy cla dudng cO
dinh cao hon chi s0 tin cdy cla giao thUc dinh tuyén dOng dang st dung la
duagc.

6.1.3. Cau hinh duong cd dinh

Sau day la cdc budc d€ cdu hinh dudng cO dinh:

1. Xdc dinh tat cd cdc mang dich can cau hinh, subnet mask tuong Ung va
gateway tuong Ung. Gateway c6 th€ 1a cOng giao ti€p trén router hodc 1a
dia chi cUa tram k€ ti€p d€ dén dugc mang dich.

2. Ban vao ché€ do cdu hinh toan cuc cla router.

3. Nhap 1énh ip route v&i dia chi mang dich, subnet mask tuong Ung va
gateway tuOng Ung ma ban di x4c dinh & budc 1.N€u can thi ban thém
thong s6 vé& chi sO tin cdy.

4. Lap lai budc 3 cho nhitng mang dich khéc

5. Thoat kh3i ch€ d6 cau hinh toan cuc,

6. Luu tap tin cdu hinh dang hoat dOng thanh tap tin cdu hinh khdi ddng
bang 1énh copy running -config statup-config.

Hinh 6.1.3 13 vi du vé& cdu hinh dudng c6 dinh v&i cdu tric mang chi c6 3

router k€t nOi don gidn. Trén router Hoboken chiing ta phdi cdu hinh dudng di

tdi mang 172.16.1.0 va 172.16.5.0.CA 2 mang nday d€u c6 subnet mask 1a
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255.255.255.0
Khi router Hoboken dinh tuy€n cho c4c géi d&n mang dich 1a 172.16.1.0 thi n6
st dung cdc duOng di c6 dinh ma ta di cdu hinh cho router d€ dinh tuyén tGi

router Sterling, con géi nao d€n mang dich 1a 172.16.5.0 thi dinh tuy€n t&i router

Waycross
1721621 17216227 1721641 1721642
e 24 f2d 24
51
17218141 1721631 1721651
124 r24 r24

Hobokan (conflg) #ip route 172.16.1.0 255.255.255.0 sl
This command points io the Steding LAM

Hoboken (config) #ip route 172.16.5.0 255.255.255.0 =0
This command points o the Waycross LAN

Hobolan (configl #ip route 172.16.1.0 255.255.255.0 172.16.2.1
This command points to the Sterling LAN

Hoboken (cenflig) #4p route 172.16.5.0 255.255.255.0 172.16.4.2
This command polnis to the Waycross LAMN

Hinh 6.1.3

O khung phfa trén cUa hinh 6.1.3,cd 2 cau 1énh déu chi dudng c6 dinh cho
router thong qua cOng ra trén router. Trong ciu 1€nh nay lai khong chi dinh gid tri
cho chi sO tin cdy nén trén bang dinh tuyén 2 duOng cO dinh nay c6 chi sO tin
cdy mac dinh 1a 0.Pudng cé chi sO tin cdy bang 0 1a tuong duong vGi mang
két ndi truc ti€p vao router.

O khung bén dudi cla hinh 6.1.3, 2 cau 1énh chi dudng ¢ dinh cho router

thong qua dia chi cUa router k€ ti€p. Pudng t&i mang 172.168.1.0 c6 dia chi cla
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router k€ ti€p 1a 172.16.2.1,dudng tGi mang 172.16.5.0 c6 dia chi cla router ké
ti€p 1a 172.16.4.2. Trong 2 ciu nay ciing khdng chi dinh gid tri cho chi s0 tin cdy
nén 2 duOng cO dinh tuong Ung s€ cé chi sO tin cdy mdc dinh 1a 1.
6.1.4 Cau hinh dudng mac dinh cho router chuy€&n géi di
buong mdc dinh 1a duOng ma router s€ sUf dung trong truOng hgp router

khong timthdy duOng di nao phii hgp trong bang dinh tuyén d€ t&i dich cla géi
d{r liéu.Chiing ta thuOng cau hinh duOng mac dinh cho duOng ra Internet cla
router vi router khong can phdi 1uu thong tin dinh tuy€n tGi tUng mang trén
Internet. L&nh cdu hinh duOng mdc dinh thuc chat ciing 13 1énh cdu hinh duGng
cO dinh, cu thé€ 1a ciu 1énh nhU sau:
Ip route 0.0.0.0.0.0.0.0[next -hop-address/outgoing interface ]
Subnet 0.0.0.0 khi dugc thuc hi€n phép todan AND logic v&i bat ky dia chi IP
dich nao ciing c6 k€t qua 12 mang 0.0.0.0. Do d6, n€u géi d{f liu c6 dia chi dich
ma router khong tim dugc duGng nao phit hgp thi géi dir li€u d6 sé€ dugc dinh
tuy€n t&i mang 0.0.0.0.
Sau day 1a cic budc cau hinh dudng mac dinh:

* Va0 ché d0 cdu hinh toan cuc,
Nhap 1€nh ip route v&i mang dich 1a 0.0.0.0 va subnet mask tuong Ung la
0.0.0.0. Gateway cUa dudng mac dinh cé th€ 1a cOng giao ti€p trén router ké
ti€p.Thong thuOng thi ching ta nén s& dung dia chi IP cUa router k& ti€p lam
gateway.

 Thoat khoi ch€ d6 cau hinh toan cuc,

« Luu lai thanh tp tin cdu hinh khdi dOng trong NVPAM bang 1énh copy

running -config.

Ti€p tuc xét vi du trong phan 6.1.3: router Hoboken di dugc cdu hinh d€ dinh
tuy€n d{ liéu tdi mang 172.16.1.0 trén router Sterling va tdi mang 1720160.5.0
trén router Waycoss d€ chi duOng t6i tUng mang mOt. Nhung cich nay thi

khong phdi 1a mOt gidi phap hay cho nhiing hé théng mang 16n.
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Sterling k€t nOi dén tat cd cic mang khic thong qua mOt cOng Serial 0 ma
th6i. TUOng tU waycrooss ciing vay.Waycross chi cé mOt k&t nOi dén tat cd cic
mang khic thong qua cOng Serial 1 ma thdi.Do d6 ching ta cdu hinh duGng mac
dinh cho Sterling va vd Waycrooss thi 2 router ny s€ st dung duOng mac dinh
d€ dinh tuy€n cho géi dit liéu dén tat cd cdc mang nao khong két ndi truc ti€p

vao no.

My administraior has loid re
how to reach all networks not

s 172.164.1
1721621 4521622 24 1721642

|'24 _124 24

17214551
4

1721631
124

17216114

Waycross (config) iip route 0.0.0.0 2.0.0.0 51
This command points (o all non-directly-contecied networks

Hinh 6.1.4a

172.16.4.1
1721622 24 172.16.4.2

1721611 1721631
124 24

1721651
124

Sterlinglconfig) #ip route 0.0.0.0 0.0.0.0 SO
This command points 1o all non-directly-connecled networks

Hinh 6.1.4b
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6.1.5 Ki€m tra cdu hinh dudng ¢d dinh
Sau khi cdu hinh duGng cd dinh, chiing ta phdi ki€m tra xem bdng dinh
tuy€n da cé dudng,cO dinh ma ching ta di cdu hinh hay chua,hoat dOng dinh
tuy€n c6 ding hay khong.Ban ding 1énh show running -config d€ ki€m tra ndi
dung tap tin cdu hinh dang chay trén RAM xem ciu 1€nh cdu hinh dudng cd
dinh da dugc nhap vao ding chua.Sau dé ban dung 1€nh show ip route dé€ xem
c6 dudng cb dinh trong bang dinh tuy€n hay khong.
Sau day 1a cdc buGc ki€m tra cdu hinh duOng cd dinh:
o O ché dd dic quyén,ban nh&p 1&nh show running — config d& xem tap tin
cau hinh dang hoat déng.
« Kiém tra xem cau 1énh -cdu hinh dudng cO dinh c6 ding khong. Néu
khong didng thi ban phdi vao 1ai ch€ dd cdu hinh toan cUc,xo4 ciu 1énh
sai di va nhap l1ai cau 1énh mdi.
« Nhap l1énh show ip roule.
« Ki€m tra xem duOng cO dinh ma ban di cau hinh c6 trong bang dinh
tuy€n hay khong
6.1.6 XUt 1y su cd
Xét vi du trong phan 6.1.3: router Hoboken di dugc cdu hinh duOng cd dinh
t6i mang 172.16.1.0 trén Sterling va t&i mang 172.16.5.0 trén waycross. VGi cau
hinhnhU vay thi node trong mang 172.16.1.0 3 Sterling khong th€ truyén d{t liéu cho
node trong mang 172.16.5.0 dugc. By giO trén router Sterling, ban thuc hién 1énh
ping t&i mOt node trong mang 172.16.5.0.L&nh ping khong thanh cong. Sau d6 ban
ding 1énh traceroute dé€n node ma ban vlra mGi ping d€ xem 1€nh traceroute bj rét &
dau. K&t qud cUa ciu 1€nh traceroute cho thdy router Sterling nhan dugc géi ICMP
trd 10i tU router Hoboken ma khong nhan dugc tU router waycross.Ching ta telnet
vao router Hoboken. TU router Hoboken ching ta th(t ping dén node trong mang

172.16.5.0. Lénh ping nay s€ thanh cong vi Hoboken két ndi truc ti€p v&i waycross.
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Hinh 6.1.6a

Sterlingdping 172.16.5.1

Type escape sequence to abort,

Sending 5,100-byte ICMP Echos te 172.16.5.1,timeout is 2
seconds:

- .

Success rate is 0 percent (0/5)

Sterlingétraceroute 172.16.5.1

Type escapa seJuence to abort.

Tracing the route to 172.16.5.1
1172,1£.2.2 1 msec 1& msec 1§ msec

172.16.4.2 32 msec 28 msec *

2
3
4
5
&

Hinh 6.1.6b

Hobokenéping 172.16.5.1

Type ascape sejuence to aboret.

Sending 5, 100-byte ICMP Echos to 172.16.5.1, timeout is
2 seconds:

Success rate is 100 percent(5/5),round-trip min/avg/max
- 32/32/32 ms

Hoboken¥ping 172.16.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.1.1, timeout is
2 seconds:

Success rate is 100 percent(5/5),round-trip min/avg/max
= 32/32/32 nms
Hoboken#¥

Hinh 6.1.6¢
Sau day 1a cic giao thUc dugc dinh tuyén:
e Internet Protocol (IP)

* Internetwork Packet Exchange(IPX)
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6.2 Téng quan vé dinh tuyé€n ddng

6.2.1 Gi6i thiéu vé giao thuc dinh tuyén dong

Giao thUc dinh tuy€n khac v&i giao thlc dugc dinh tuyén cd vé chlc ning va
nhi€m vu.

Giao thUc dinh tuy€n dugc s dung d€ giao ti€p gilra céc router v3i nhau.

Giao thUc dinh tuy€n cho phép router nay chia s cic thong tin dinh tuy&n ma né
biét cho cic router khdc. TU d6, cic router c6 th€ xay dung va bdo tri bang dinh
tuy€n cUa no.

Sau day 12 mOt sO giao thlc dinh tuyén:

Routing information Protocol(RIP)

Interior Gateway Routing Protocol(IGRP)

Enhanced Inteior Gateway Routing Protocol(EIGRP)

Open Shortest Path First(OSPF)

Con giao thUc dugc dinh tuy€n thi dugc s& dung d€ dinh hudng cho dit liéu
cUa ngUdi dung. MOt giao thlc dugc dinh tuy€n sé cung cdp day du thong tin
v€ dia chi 16p mang d€ géi dir li€u c6 th€ truyén di tU host nay dé€n host khéc
dua trén cau tric dia chi dé.
Sau ddy 1a cdc giao thUc dugc dinh tuyén:

e Internet Protocol (IP)

» Internetwork Packet Exchange(IPX)
6.2.2 Autonmous sytem(AS) (Hé thdng tu quan )

Hé tu quan (AS) 1a mOt tap hgp ciac mang hoat ddng dudi cing mOt cO

ch& qudn tri vé dinh tuy&n.TU bén ngoai nhin viao, mOt AS dugc xem nhU mOt
don vi.
TG chlc bing ky sO Internet cla MY (ARIN-American Regitry of Internet
Numbers)la nGi quan ly viéc cdp s6 cho mOi AS.Chi s6 nay dai 16 bit. MOt sO
giao thUc dinh tuy€n,vi du nhu giao thlc IRGP cUa Cisco,doi hdi phdi c6 sO AS
xdc dinh khi hoat dOng.
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Hinh 6.2.2:M6t AS la bao gOm cdc router hoat déng dudi ciing
mét co'ché quan tri
6.2.3 Muc dich cUa giao thttc dinh tuyén va hé théng tu quan

Muc dich cUa giao thUc dinh tuy€n la xdy dung va bdo tri bang dinh
tuy€n.Bang dinh tuy€n nay mang thong tin vé€ cic mang khéc va cic cOng giao
ti€p trén router d€n cdc mang nay.Router sU dung giao thUc dinh tuyén d€ quan
ly thong tin nhdn dugc tU cic router khéc,thong tin tUf cdu hinh cla cic cOng
giao ti€p va thong tin cdu hinh cic dudng cO dinh.

Giao thUc dinh tuy€n cdp nhat vé tat cad cdc duOng,chon dudng tOt nhat
dat vao bang dinh tuy€n va xo4 di khi duOng dé khong s dung dudc nlra.Con
router thi s& dung thong tin tréng bang dinh tuyén d€ chuyén géi d{f liéu cla
céc giao thUc dugc dinh tuy€n.

Dinh tuy€n dOng hoat dOng trén co s& céc thudt toan dinh tuyén. Khi cdu
tric mang cé bat ky thay d6i nao nhu md@ rOng thém, cdu hinh lai,hay bi truc
trac thi khi d6 ta n6i hé thGng mang di dugc hli tu.ThOi gian d€ cic router
dong bd véi nhau cang ngan cang tdt vi khi céc router chita ddng bO vGi nhau
v€ cic thong tin trén mang thi s€ dinh tuy€n sai.

Vi hé thOng tu quan (AS),toan bd hé thdng mang toan cau dudgc chia ra
thanh nhi€u mang nho, d€ quan 1y hon.MOi AS c¢6 mOt sO AS riéng,khong tring
1ap véi bat ky AS khac,va mOi AS c6 cd ch€ qudn tri riéng cla minh.

6.2.4 Phan loai cac giao thic dinh tuy€n
Pa s0 cic thudt toan dinh tuy€n dugc x€p vio 2 loai sau:

+ VectO khodng cich

« Trang thdi duOng lién két.

Dinh tuy€n theo vecto khodng cich thuc hién truyén bdn sao cla bang dinh
tuy€n tU router niy sang router khic theo dinh ky.Vi€c cap nhat dinh ky gilta

cdc router gidp trao dGi thdng tin khi cdu tric mang thay d0i.Thudt todn dinh
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tuy€n theo véctd khodng cich con dUgc g0i 1a thudt toan Bellman-Ford.

MOi router nhdn dugc bang dinh tuy€n cla nhiing router lang gi€ng két noi
truc ti€p vGi né. Vi du nhu hinh 6.2.4a:router B nhan dugc thong tin tU router
A. Sau d6 router B s& cOng thém khodng céch tU router B d€n router (vi du nhu
ting sO hop 1én)vao cic thong tin dinh tuy€n nhan dudgc tU A.Khi d6 router B sé&
c6 bang dinh tuyén mdi va truyén bang dinh tuy€n nay cho router ling giéng
khéc 1a router C.Qu4 trinh nay xdy ra tuong tU cho tat cd céc router lang giéng
khic.Chuyén bdng dinh tuyén cho router lang gi€ng theo dinh ky va tinh lai

vector khodng céch.

4.a

Router thu th

';%%h; ti;y{ khodng cich dén cdc mang khac,tU dé n6 xay
dung va bdo tri mOt ¢

nhién, hoat dOng theg thuc : nhu vay thi router s€ khong

+‘ .‘ . : - h - 0 . =
route? g giqu_k:g?:é:& n*_L_;;tiepR%%ggnF’ m@.thgf:agg L 3
pass Kb s dhing. dinh, uyEn hee.vestd kbeang,cdch,budc dau tién 1a router

distance veclgrs.

7z

phadi xdc dinh céc router lang gi€éng v&i n6.Cac mang két ndi truc ti€p vao cOng

giao ti€p cla router s€ c6 khodng cich 1a 0. Con dudng di t&i cdc mang khong
két nOi truc ti€p vao router thi router s& chon duOng tOt nhat dua trén thong tin
ma né nhan dugctl céc router lang gi€ng. Vi du nhu hinh vé 6.2.4b:router A
nhan dugc thong tin vé cdc mang khéc tU router B.C4c thong tin niy dugc dat
trong bang dinh tuyén v4i vectd khodng cich di dugc tinh todn 1ai cho biét tUr
router A dé€n mang dich thi di theo hudng nio,khodng cich bao nhiéu.

Bang dinh tuy€n dugc cap nhat khi cdu tric mang c6 su thay d6i.Qu4
trinh cdp nhét nay ciing dién ra tUng budc mot tl router niy dén router
khac.Khi cép nhét,m0i router gUi di toan b bang dinh tuy€n cla né cho céc

router lang gi€ng. Trong badng dinh tuy€n cé thong tin vé dudng di tGi tUng
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mang dich:tOng chi phi cho duOng di, dia chi cUa router k€ ti€p.

Hinh 6.2.4b

Hinh 6.2.4c

MOt vi du tuong tU vectd khodng cdch ma ban thuOng thay la bang thong
tin chi dudng & céc giao 10 dudng cao tOc.Trén bang nay cé cic ky hi€u cho
bi€t hubng di tdi dich va khodng canh t&i d6 1a bao xa.
6.2.6 Pac di€m cUa giao thitc dinh tuy€n theo trang thai dudng lién két

Thudt todn dinh tuy€n theo trang thdi duOng lién két 1a thudt todn
Dijkstras hay con goi 1a thudt toan SPF (Shortest Path First tim duOng ngan
nhat).Thudt toan dinh tuy€n theo trang thai duOng lién k€t thuc hi€n viéc xay
dung va bdo tri m6t co s& dit 1iéu day dU vé cau tric cla toan b0 hé thOng
mang.
Dinh tuyén theo trang thdi duOng lién két st dung nhiing cong cu sau:

« Thong diép thong bdo trang thai dulng lién k€t (LSA-Link-state
Advertisement): LSA 12 mOt g6i d{t li€u nh® mang thong tin dinh tuyén
duogc truyén di gilta cic router.

e CO s& df liéu vé cau tric mang:dugc xay dung tU thong tin thu thap
dugc tU cdc LSA.

 Thudt todn SPF:dua trén cO s& d{ 1iéu v€ cau triic mang,thudt todn SPF
s€ tinh toan d€ tim dudng ngan nhat.

« Bang dinh tuy€n:ch(ra danh sich cdc duOng di dd dugc chon Iua.

Qua trinh thu thap thong tin mang d€ thuc hién dinh tuyén theo trang théi

duOng lién két:
MOi router bat dau trao dGi LSA vdi tat cd cac router khéc, trong d6 LSA
mang c0 s& d{t li€u dua trén thong tin cUa cdc LSA.

MOi router ti€n hanh xdy dung lai cdu tric mang theo dang hinh cdy vGi
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bdn than né 1a gOc,tU d6 router v& ra tat cd cac duOng di tdi tat cd cic mang
trong hé thOng. Sau d6 thudt todn SPF chon duOng ngan nhat d€ dua vao bang
dinh tuy€n. Trén bdng dinh tuy€n sé chra thong tin vé cic dulng di da dugc
chon vGi cOng ra tudng Ung.Bén canh d6, router van ti€p tuc duy tri co sG dir
liéu v€ cau tric hé thGng mang va trang thai cla cdc duOng lién két. Router
nao phat hi€n cdu tric mang thay d6i dau tién s€ phat thong tin cdp nhat cho tat
cd céc router khac.Router phét géi LSA, trong d6 c6 thong tin vé router mdi, cic
thay d0i vé trang thai duOng lién két. G6i LSA nay dugc phat di cho tat cd céc

router khac.

/
!

\
/

Topological
Datavase | Link-State Advertisement Packets | Routing
Table
) /

Algarithm
\ Shortest Path First Tree

Routers send LSAs 1o their neighbors. The LSAs are used to build a topolegical
database. The SPF algorithm is used to calculate the shortest path first tree in
which the root is the individual router and then a routing table is created.

Hinh 6.2.6a
MOi router ¢6 cO s& du liéu riéng vé€ cdu tric mang va thudt todn SPF thuc hién

tinh to4dn dua trén cO s& d{r li€u nay.

Hinh 6.2.6b
Khi router nhan dugc géi LSA thi né sé cap nhat 1ai co s& dit liéu cla né
vGi thong tin m&i vlra nhdn dugc. Sau d6 SPF sé tinh 1ai d€ chon dudng 1ai va
cap nhat 1ai cho bang dinh tuyén.
Dinh tuyén theo trang thdi dudng lién két ¢6 mOt sO nhugc di€m sau:

« B0 xUr1y trung tim cUa router phai tinh to4n nhi€u
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 Doi hdi dung luong b0 nhG phai 16n

« Chiém dung bing thong duOng truyén

Router s& dung dinh tuy€n theo trang thai duOng lién két s& phdi can nhi€u
b0 nhé hon va hoat ddng x( 1y nhi€u hon 1a s& dung dinh tuy€n theo vectO
khodng cich.Router phdi c6 dU b0 nhé d€ luu co s& dT liéu vé cau tric mang,
bdng dinh tuy€n.Khi khéi dOng viéc dinh tuyén, tat cd cic router phdi gl géi
LSA cho tat cd céc router khic,khi dé bing thong duOng truyén sé bi chi€m
dung 1am cho bing thong danh cho duOng truyén di li€u cla ngudi dung bi
gidm xuOng. Nhung sau khi cdc router di thu thdp dU thong tin d€ xay dung cO
s& d(r liéu vé cau tric mang thi bing thong duOng truyén khong bi chi€ém dung
n(ra.Chi khi n3o cau triic mang thay d6i thi router m&i phat g6i LSA d€ cap nhat
va nhiing géi LSA nay chi€m mOt phan bing thong r&ng rat nho.
6.3 TOng quat vé giao thic dinh tuyén
6.3.1 Quy&t dinh chon duong di
Router c6 2 chUc ning chinh 1a:

 Quyét dinh chon dudng di

« Chuyé&n mach
Quaé trinh chon duGng di dugc thuc hién & 18p Mang.Router dUa vao bang dinh
tuyén d€ chon duong cho géi di li€u,sau khi quyét dinh dudng ra thi router
thuc hién viéc chuy€n mach d€ phat géi dit liéu.

Chuy€n mach 14 qud trinh ma router thuc hién d€ chuyén géi tir cOng
nhan vao ra cOng phat di.Pi€m quan trong cUa qué trinh nay 1a router phdi déng
g6i d(F li€u cho phit hop v8i duGng truy€n ma géi chudn bj di ra

Trong céc hinh 6.3.1a-6.3.1e cho thdy cdch ma router s dung dia chi mang
d€ quyét dinh chon dudng cho géi At liéu
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Destination
XYZ

Hinh 6.3.1b

Destination

Data Link

Interface Desirability Next Hop Dest
E1 +

Router C | XYZ

EO - Router B | XYZ

Hinh 6.3.1¢

Destination
XYZ

Data Link

Hinh 6.3.1d



Destination
XYZ

Hinh 6.3.1¢
6.3.2 Cau hinh dinh tuyén
D€ cau hinh giao thlc dinh tuyén, ban can cdu hinh trong ché d0 cdu
hinh toan cUc va cai dat cac ddc di€m dinh tuy€n. Budc dau tién, & ch€ d6 cau
hinh toan cUc, ban can khéi ddng giao thlc dinh tuyén ma ban mudn, vi du nhu
RIP, IRGP,EIGRP hay OSPF. Sau d6, trong ch€ d0 cdu hinh dinh tuyén, cong
vi€c chinh 12 ban khéi b4o dia chi IP. Dinh tuyén dOng thuOng sUf dung broadcst
va multicast d€ trao dGi thong tin gilta cic router. Router s€ dua vao thong sO
dinh tuy€n d€ chon dudng tOt nhat tdi ting mang dich.
Lénh router ding d€ khéi dOng giao th(c dinh tuyén.
Lénh network diing d€ khai bdo cdc cOng giao ti€p trén router ma ta mudn
giao thUc dinh tuy€n g(i va nhan cic thong tin cdp nhat vé dinh tuyén.
Sau déy 1a c4c vi du vé cdu hinh dinh tuyén:
GAD(config)#router rip
GAD(config-router)#network 172.16..0.0
Dia chi mang khai bdo trong ciu 1énh network 1a dia chi mang theo 186p
A,B,hodc C ch& khong phai 1a dia chi mang con (subnet)hay dia chi host riéng 1&.
6.3.3 Cac giao thutc dinh tuyén
O 16p Internet cla bd giao thitc TCP/IP, router st dung mot giao thlc dinh
tuy€n IP d€ thuc hién viéc dinh tuy€n.Sau diy 12 mOt sO giao thic dinh tuyén
IP:
« RIP - giao thUc dinh tuy&n ndi theo vectd khodng cich
 IGRP- giao thUc dinh tuy€n ndi theo vecto khodng cich Cisco.

 OSPF - giao thUc dinh tuy€n n0i theo trang thdi dudng lién két

114



+ EIGRP- giao thUic m& rOng cla IGRP
« BGP- giao thUc dinh tuy€n ngoai theo vectd khodng cich
RIP (Routing information Protocol)dugc dinh nghia trong RPC
1058.
Sau day 1a c4c dac di€m chinh cUa RIP:
« La giao thUc dinh tuy€n theo vectd khodng cich
 SU dung sO lugng hop d€ 1am thong sO chon duGng di
« Né&u s6 lugng hop dé€ tdi dich 16n hon 15 thi géi dit 1i€u sé bj huy bd
« Cap nhat theo dinh ky mac dinh 1a 30 gidy
IGRP (Internet gateway routing Protocol)la giao th(fc dugc phit tri€n dOc quyén
bGi Cisco. Sau ddy 1a mOt s ddc di€m manh cla IGRP:
OSPF (Open Shortest Path First)la giao thUc dinh tuy€n theo trang thai dudng
lién két.Sau day 1a cdc dac di€m chinhs clla OSPF:

« La giao thUc dinh tuyén theo trang thii duOng lién két

» Dudgc dinh nghia trong RFC 2328,

S0 dung thudt toian SPF d€ tinh todn chon dudng di tOt nhat,

« Chi cap nhat khi c8u tric mang c6 su thay doi,

EIGRP L giao thUc dinh tuy€n nang cao theo vectd khodng cich,va 1a giao thic
dOc quyén cla Ciso.Sau day l1a cdc dac di€m chinh cla EIGRP:

« LA giao thUc dinh tuy€n ning cao theo vecto khodng cich,

(6 chia tai.

« C6 cac Uu di€m cla dinh tuy€n theo vectd khodng cach va dinh tuyén theo
trang thdi dudng lién két.

+ SU dung thuat toan DUAL (Diffused Update Algorithm)dé tinh toan chOn
duOng tOt nhat. Cap nhat theo dinh kY mdc dinh 12 90 gidy hodc cap nhat
khi c6 thay d6i vé cdu tric mang.

BGP (Border Gateway Protocol) 1a giao thlc dinh tuy€n ngoai. Sau day la céic
ddc di€m chinh cla BGP. La giao thUc dinh tuyén ngoai theo vecto khodng

cach,
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« Puogc s dung d€ dinh tuy€n gilra cic ISP hodc gilta ISP va khach hang,
« Dudgc s dung d€ dinh tuyén Iuu lugng Internet gilta cdac hé tu qudn

(AS).

6.3.4 Hé tU quan, IGP v EGP

Giao thUrc dinh tuy€n nbi duoc thi€t k€ d€ s dung cho hé thGng mang
cla mOt don vi tG chlc ma thoi.Pi€u quan trong nhat d6i véi viéc xay dung
mot giao thlc dinh tuy€n ndi 12 chon théng sO nio va st dung nhling thong s
d6 ra sao d€ chon duOng di trong hé thGng mang.

Giao thUc dinh tuy€n ngoai dugc thiét k€ d€ s dung gilra 2 hé thOng
mang c6 2 ¢ ch€ quan ly khdc nhau. Céc giao thUc loai nay thuOng dugc st
dung d€ dinh tuy€n gilra cc ISP.Giao thlc dinh tuy€n IP ngoai thuOng yéu cau
phdi c6 3 thong tin trudc khi hoat ddng,d6 la:

Giao thUc dinh tuy€n ngoai vi can phdi phan biét cic hé tu qudn. Cic
ban nén nhd rang moi hé ty quan c6 mOt co ch€ quan tri riéng biét. Gilta céc
hé thOng nay phdi c6 mOt giao thlc d€ giao ti€p dugc vdi nhau.

Moi mOt hé tu quan c6 mdt con sO x4c dinh dugc cap bdi t6 chlic ding
ky sO Internet clla MY (ARIN - America Registry of Internet Number) hodc dugc
cap bdi nha cung cap dich vu. Con sO nay 1a sO 16 bit. Céc giao thUc dinh tuyén
nhu IGRP va EIGRP cUa Cisco ddi hdi phdi khai bdo s6 AS khi cau hinh

Exterior Routing

Autonomous \ Aulonomous
System 100 System 200

Hinh 6.3.4
6.3.5 Vecto khodng cich

Thuat todn vectd khodng cich (hay con goi la thudt todn Bellman-
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Ford)yéu cau moi router glfi mOt phan hodc toan bd bang dinh tuy€n cho cic
router lang gi€ng két noi truc ti€p véi né.Dua vio thdng tin cung cap bdi céc
router ldng gi€ng,thudt todn vecto khodng cich s€ 1ua chon dudng di tOt nhat.
SU dung cdc giao thUc dinh tuy€n theo vectd khodng cich thuGng tOn it
tai nguyén cUa hé thOng nhung tdc d0 dong bd gilra cic router 1ai cham va
thong s6 duoc st dung d€ chon dudng di c6 th€ khong phit hop v&i nhing hé
thOng mang 16n. ChU yéu céc giao thlc dinh ty€n theo vectd khodng cich chi
x4c dinh dudng di bang khodng cich (s6 lugng hop) va huGng di (vectd) dén
mang dich.Theo thudt todn nay, cic router s€ trao d6i bang dinh tuy€n vGi nhau
theo dinh ky. Do vay, loai dinh tuy€n nay chi don gidn 12 moi router chi trao dGi
bdng dinh tuy€n vGi cic router ldng gi€ng clUa minh. Khi nhan dugc bang dinh
tuy€n tU router lang gi€ng, router s& 1ay con duOng nao dé€n mang dich cé chi
phi thdp nhat rdi cOng thém khodng cich cUa minh vao d6 thanh mOt thong tin
hoan chinh vé con duOng dén mang dich v&i hubng di, thong s6 duOng di tU
chinh né dén dich rdi dua vao bang dinh tuyén d6 gli di cap nhat ti€p cho cic
router k€ can khdc. RIP va IGRP 14 2 giao thUc dinh tuy€n theo vectd khodng

cdch.Chuyén bang dinh tuy€n cho router lang gi€ng theo dinh ky va tinh lai

e N
“ s
v

vectd khodng cich

-8 -6-6-

Routing — | Routing <€— Routing — | Routing
Table -— Table |—3» Table -—{ Table |—3»

Pass periodic copies of a routing table fo neighbor routers and accumulate
distance veciors.

Hinh 6.3.5a
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Hinh 6.3.5b

6.3.6 Trang thai dudng lién két

Thuadt todn chon duOng theo trang thii dudng lién két (hay con goi 1a
thudt todn chon dudng ngdn nhat)thuc hién trao d6i thong tin dinh tuy€n cho
tat cd cic router khi bat ddu chay d€ xay dung mOt ban d6 day du vé céu tric
hé thOng mang. MOi router s€ gUi gbi thong tin téi tat cd cdc router con 1ai. Céc
g6i nay mang thong tin vé cdc mang két ndi viao router. MOi router thu thap cic
thong tin nay tU tat cd cdc router khac d€ xay dung mOt ban d0 cau tric day du
cla hé thOng mang. TU d6 router tU tinh todn va chon dudng di tOt nhat dén
mang dich d€ dua 1én bang dinh tuyén. Sau khi toan bl céc router da dugc hdi
tu thi giao th(c dinh tuy€n theo trang thdi duGng lién két chi s&r dung géi thong
tin nhd d€ cap nhat, vé su thay dGi cdu tric mang ch( khong gl di toan bd
bdng dinh tuyén. C4c géi thong tin cap nhat nay dugc truy€n di cho tat cd
router khi c6 sU thay dGi xdy ra, do d6 tOc d6 hdi tu nhanh.
Do t&c dd hoi tu nhanh hon so v&i giao thUc dinh tuy€n theo vecto khodng cich,
nén giao thUc dinh tuy€n theo trang thdi duGng lién két it bi 1dp vong hon. Mac
dii cdc giao thlc loai nay it bi 10i vé€ dinh tuy€n hon nhung 1ai tiéu tOn nhi€u tai
nguyén hé& thong hon. Do d6 ching mac ti€n hon nhung bu 1ai ching co kha
ning m& rOng hon so v3i giao thUc dinh tuy€n theo vecto khodng cich.

Khi trang thdi cUa mOt duOng lién két nio d6 thay dbi thi g6i quang ba
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trang thai duong lién két LSA dudc truyén di trén khap hé thOng mang. Tt ca
cdc router déu nhan dugc géi théng tin nay va dua vao d6 d€ di€u chinh lai viéc
dinh tuy€n cUa minh. Phuong phap cdp nhat nhU vay tin cdy hon, dé kiém tra
hon va tOn it bing thong duOng truyén hon so vdi ki€u cap nhat cla vectd

khodng cdch. OSPF va IS -IS 12 2 giao th(c dinh tuy€n theo trang thii du0ng lién

két.
Adgonthm
\ Shortest Path Fiest Tree
Hinh 6.3.6a
Hinh 6.3.6b
TONG KET

Sau ddy 1a cdc di€m quan trong ma cdc ban cdn ndm dugc trong chuong nay:
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Router s€ khong chuy€n géi tin n€u khong tim dugc dudng tGi dich
Du0Ong cd dinh 14 do nguGi quan tri mang cau hinh cho router

Pudng mac dinh 13 mOt loai dac biét clla dudng cO dinh. Pudng mac
dinh 13 con duOng cudi cuing cho router s& dung khi khéng tim dugc
dulng nao téi dich

Ta c6 th€ s dung cdc 1énh sau d€ ki€m tra cdu hinh cla duOng cO
dinh va duOng mac dinh: show ip router, ping, traceroute.

Ki€m tra va x(r 1y su ¢ lién quan dén dudng cO dinh va dudng mdc dinh.
Céc giao thUc dinh tuyén

Hé tu quan

Muc dich cUa giao thUc dinh tuy€n va hé tu qudn

Céc loai giao thUtc dinh tuyén

DPac di€ém cUa giao thlc dinh tuyén theo vecto khodng cich

Pac di€ém cUa giao thlc dinh tuyén theo trang thdi dudng lién két
Quyét dinh chon duOng di

C&u hinh dinh tuyén

C4c giao thUc dinh tuyén: RIP, IGRP, OSPF, EIGRP, BGP

Hé tu quan, IGP va EGP

Dinh tuy€n theo vecto khodng cich

Dinh tuy€n theo trang thdi duOng lién két



BAI 7
GIAO THUC PINH TUYEN

THEO VECTO KHOANG CACH
GIOI THIEU

Giao thUc dinh tuy&n dOng gidp cho “culc sOng” cUa ngudi qudn tri
mang trd nén don gidn hon nhi€u. NhO ¢6 dinh tuyén dOng ma ngudi qudn tri
mang khong con tOn thdi gian d€ cdu hinh dudng cO dinh va chinh stra 1ai ching
khi ¢6 su cO. V&i dinh tuyén dOng, router c6 thé tu ddng cdp nhat va thay d6i
viéc dinh tuy€n theo su thay dGi cla hé thOng mang. Tuy nhién dinh tuyén dOng
ciing ¢6 nhitng van dé cla né. Trong chuong nay s& dé cap dén cic van dé cla
giao thUc dinh tuy€n theo vectO khodng cich va cdc phuong phdp ma nhiing nha
thi€t k€ st dung d€ gidi quyét nhitng van dé nay.

RIP (Routing Information Protocol) 12 mOt giao th(c dinh tuy€n theo vecto
khodng cich dugc sU dung rOng rdi trén th€ gidi. Mdc du RIP khong c6 nhiing
kha niing va ddc di€ém nhu nhing giao thUc dinh tuy€n khac nhung RIP dua trén
nh{ing chudn md va s dung don gidn nén van dugc cic nha quan tri mang Ua
dung.Do d6 RIP 1a mOt giao thic tOt d€ ngudi hoc vé mang budc dau lam quen.
Trong chuong nay sé€ gidi thi€u cdu hinh RIP va xu' 1y su' ¢ doi vGi RIP.

GiOng nhu RIP, IGRP (Interior Gateway Routing Protocol)ciing 12 mOt giao
thUc dinh tuy€n theo vectd khodng cich. Nhung khic v&i RIP, IGRP 1a giao thic
d0c quyén cUa Cisco ch( khong phdi 1a mOt giao thlc dua trén cic chudn md.
IGRP phlc tap hon so v&i RIP, st dung nhi€u thong sO d€ chon dulng di tOt
nhat dén dich nhung IGRP van la mOt giao thlc si dung don gidn. Trong
chuong nay ciing s€ gidi thi€u cdu hinh IGRP va x( 1y su' cd doi vGi IGRP.

Sau khi hoan tat chuong trinh, cdc ban sé thuc hién dugc nhiing viéc sau:

Mo ta dudc tai sao dinh tuy€n 1ap vong 1ai xay ra d0i vGi dinh tuyén theo

vectO khodng cich.

M6 td dugc ciac phuong phiap dudc st dung d€ ddm bdo cho cic giao

121



th(c dinh tuy€n theo vectd khodng cédch dinh tuy€n ding.

C&u hinh RIP

S dung 1énh ip classless

X1y surcod clla RIP

Cau hinh RIPd€ chia tai

Cau hinh dudng cO dinh cho RIP

Ki€m tra cdu hinh RIP

C&u hinh IGRP

Ki€m tra hoat dOng clla IGRP

XU 1ly su cO IGRP
7.1 Pinh tuyén theo vecto khodng cich
7.1.1 Cap nhat thong tin dinh tuyén

Bang dinh tuy€n dugc cap nhat theo chu ky hodc khi cau tric mang cd
sU' thay d6i.Pi€m quan trong d6i v&i mOt giao thic dinh tuyén 1a lam sao cap
nhat bang dinh tuyén mot cach hi€u qud. Khi cdu tric mang thay dGi, thdng tin
cap nhat phdi dugc xU 1y trong toan bd hé thOng. P6i v&i dinh tuyén theo vecto
khodng cach thi mOi router gl toan bd bang dinh tuyén cUa minh cho cic router
két nOi truc ti€p v&i n6.Bang dinh tuy€én bao gbm céc thong tin vé dulng di t&i
mang dich nhu:t&ng chi phi (vi du nhu khodng cich chang han )tinh tir ban than

router d€n mang dich, dia chi cla tram k€ ti€p trén duOng di.
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Process to Process to
update this update this
routing table routing table

Router A sends oul
this updated routing
. | table
Routing table
updales occur
periodically
Hinh 7.1.1

7.1.2 LOi dinh tuyén lap

Network 1, Unreachable

Alternate Route: \ Alternate Route: Use A
Network 1, Distance 3 8 Network 1, Distance 4

Altemmate routes, slow convergence, inconsislent routing

Hinh 7.1.2
Dinh tuy€n 13p c6 thé xdy ra khi bang dinh tuy€n trén cic router chUa dugc cap
nhat hoéi tu do qud trinh hdi tu cham.

1. Trudc khi mang 1 bi 10i, tat cd cic router trong hé thdng mang déu cé
thong tin ding v& cau tric mang va bang dinh tuy€n 1a chinh x4c. Khi d6
chiing ta néi céc router da hoi tu. Gid s rang: router C chon dudng dén
Mang 1 bang con duGng qua router Bva khodng cédch cla con duGng nay
tU router C dén Mang 1 va 3 (hops)(Nghia 1a néu di tU router C dén Mang
1 theo con duOng nay thi con cach 3 router n(ra).

2. Ngay khi mang 1 bi 101, router E lién gUi thong tin cdp nhat cho router A.
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Router A 1ap tUc ngung viéc dinh tuyén vé Mang 1. Nhung router B, C va
D van ti€p tuc vi€c nay vi ching van chua hay biét vé viéc Mang 1 bi
10i. Sau d6 router A cap nhdt théng tin v& Mang 1 cho router B va D.
Router B,D 1ap tUc ngung dinh tuyén céc géi df li€u vé Mang 1 nén né
van dinh tuy€n céc géi d(r li€u dén Mang 1 qua router B.
3. Pén th0i di€m cép nhat dinh ky cUa router C, trong thong tin cdp nhat
cUa router C gUi cho router D van c6 thong tin vé dudng dén Mang 1 qua
router B. Lic nay router D thdy rang théng tin ndy t&t hon thong tin bédo
Mang 1 bj 16i ma né vUra nhén dugc tU router A lic ndy. Do d6 router D
cap nhat 1ai thong tin nay vao bang dinh tuyén ma khong bi€t rang nhu
vay la sai. Lic nay, trén bang dinh tuy€n, router D c6 dudng tGi Mang 1 1a
di qua router C. Sau d6 router D 18y bdng dinh tuy€n vira m&i cap nhat
xong gUi cho router A. TUOng tU, router A ciing cap nhat 1ai dudng dén
Mang 1 liic nay 13 qua router D rOi gUi cho router Bva E. Qu4 trinh tUong
tU ti€p tuc xdy ra G router B,E. Khi d6, bat ky g6i dF 1iéu nao gl tbi
Mang 1 déu bij gUi 18p vong tU router C t&i router B tGi router A tdi router
D r0i t&i router C.
7.1.3 Pinh nghia gia tri toi da

Viéc cap nhat sai vé Mang 1 nhu trén s& bj 1ap vong nhu vay hoai cho dén
khi nao c6 mOt ti€n trinh khic cat d(t dugc qua trinh nay. Tinh trang nhU vy goi 1a
dém vo han, géi dt liéu s€ bj 1ap vong trén mang trong khi thuc t€ 13 Mang 1 di bi
ngét
Vi vectd khodng cich st dung thong s6 1 s6 1uong hop thi mOi khi router chuyén
thong tin cap nhat cho router khic, chi sO hop s€ ting 1én 1. N€u khong c6 bi€n phdp
khac phuc tinh trang d€m v han, thi ¢ nhu vay chi s6 hop sé ting 1én dén v6 han.
Ban than thudt toin dinh tuy€n theo vectd khodng cich c6 thé tu sita 106i dugc

nhung qud trinh 13p vong ndy c6 th€ kéo dai dén khi nao d€m dén vd han. Do d6 dé€
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tranh tinh trang 16i nay kéo dai, giao thltc dinh tuy€n theo vecto khodng cch di dinh
nghia gid tri tOi da.

Bang cdch nay, giao thlic dinh tuy€n cho phép vong 1dp kéo dai dén khi
thong sO dinh tuy€n vugt qua gid tri tOi da. Vi du nhu hinh vé dudi, khi thong sO
dinh tuy€n 12 16 hop 16n hon gid tri tOi da 14 15 thi thong tin cap nhat dé sé bi
router huy bo. Trong bat kY truOng hop nao, khi gia tri cUa thong sO dinh tuyén

vUOt qua gia tri tOi da thi xem nhU mang dé6 13 khong dén duogkc.

[Metwork 1, Distance 13| [ Network 1, Distance 14]

Network 1, Distance12 | [Network 1, Distance 15 |

Network 1 Down
Routing Table | |
Maximum metric is 16
MNetwork 1 is unreachable

Specify a maximum distance wvector metric as infinity

Hinh 7.1.3

7.1.4 Tranh dinh tuyén lap vong bang split horizone

MOt nguyén nhan khdc gy ra Idp vong 1a router gUi 1ai nhiing thong tin dinh
tuy€n ma né vla nhan dugc cho chinh router di gUi nhiing thdng tin d6. Phan
sau day s€ phan tich cho c4c ban thdy su ¢ xdy ra nhu thé nao:

1. Router A gUi mOt thong tin cap nhat cho router B va D thdng bdo 1a Mang
1 d3 bi ngat. Tuy nhién router C van gli cdp nhat cho router B 14 router C
c6 dudng dén Mang 1 thdng tin qua router D, khodng céch cla duGng nay
1a 4.

2. Khi d6 router B tuéng 1am 14 router C van c6 dudng dén Mang 1 mac du
con dudng nay cé thong sO dinh tuy€n khong tOt bang con dudng cii cla
router B lic trudc. Sau dé router B ciing cap nhat cho router A vé duong
md&i dén Mang 1 ma router B vira m&i nhan dugc.

3. Khi d6 router A s€ cdp nhat lai 12 né c6 thé gli dir liéu dén Mang 1
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thong qua router B. Router B thi dinh tuyén dén Mang 1 thong qua router
C. Router C 1ai dinh tuyén dén Mang 1 thong qua router D. K€t qua 12 bat
kY g6i dit 1iéu nao dé€n Mang 1 s& roi vao vong 1dp nay.

4. Cd ché split-horizon sé& trach dugc tinh hubng niy bang cach: Néu router
B hodc D nhan dugc thong tin cdp nhat vé& Mang 1 tU router A thi ching
s& khong gUi 1ai thong tin cap nhat vé€ Mang 1 cho router A n(ta. NhO do,
split- horizon 1am gidm dudgc viéc cap nhat thong tin sai va gidm bst viéc

xU 1y thong tin cap nhat.

B: Do not updals

Router A about
routes to network 1

Hinh 7.1.4

7.1.5. Route poisoning

Route poisoning dudc s dung d€ tranh xdy ra cic vong 1ap 18n va gidp
cho router thong bdo thang 12 mang da khong truy cdp dugc nifa bang cich dat
gid trj cho thong s6 dinh tuy€n (s6 1ugng hop chang han)ldn hon gi4 tri t6i da.

Vi du nhu hinh 7.1.5: khi Mang 5 bi ngat thi trén bang dinh tuyén cUa
router E gi4 tri hop cho duOng dén Mang 5 14 16,gi4 tri ndy c6 nghia 124 Mang 5
khong truy cap dugc nlra. Sau d6 router E cap nhat cho router C bang dinh
tuy€n nay, trong d6 duOng d€n Mang 5 c6 thong sO hop 1a 16 dugc g0i 1a route
poisoning. Sau khi router C nhan dugc cap nhat v€ route poisoning tU router E,
router C s& gUi nguQc trd 1ai thong tin nay cho router E. Liic nay ta g0Qi thong tin

cap nhat vé Mang 5 tU router C gli ngugc 1ai cho router E 12 route poison
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reverse.Router C 1am nhU v@y d€ ddm bdo 1a né da gli thong tin route poisoning
ra tat cd cdc dudng ma nd co.

Khi route poisoning dudc si dung k&t hgp véi cap nhat tlc thGi sé gitp
rit ngdn thoi gian hdi tu gilta céc router vi khi d6 router khong c@n phdi chd hét
30 gidy cUa chu ky cap nhat m&i vé route poisoning.

Tém 1ai, route poisoning cé nghia 13 khi ¢6 m6t con dudng nao dé bi ngat
thi router s€ thdng bdo vé& con duOng dé vGi thong sO dinh tuy€n 16n hon gi4 tri
t0i da. CO ché route poisoning khong hé giy mau thudn v6i co ché split horizon.
Split horizon c6 nghia 12 khi router gUi thong tin cap nhat ra mOt duOng lién két
thi router khong dugc gUi 1ai nhiing thong tin ndo ma né vUra nhan vao tU duOng
lién két d6.BAy gi0, router van gli 1ai nhig thong tin d6 nhung v&i thong sO
dinh tuy€n 16n hon gid tri tOi da thi k€t qud van nhu vay. CO ché nay goi Ia
split horizon k€&t hgp vGi poison reverse.

Khi mang 5 bj ngat, Router E s dung route poisoning bang cach dat gid
tri 16 trén bang dinh tuy€n d€ cho bi€t mang nay khong dén dugc nita.

Router & Router B Router C Router E

Matwork 3 MNetwork 4 Metwork 5

Router D

When Network 5 goes down, Router E iniliates route poisoning by
entering a table entry meiric of 16 (unreachable)

Hinh 7.1.5
7.1.6 Trach dinh tuyén ldp vong bang co ch€ cap nhat tic thoi
Hoat dbng cap nhat bang dinh tuyén gilta cc router ldng giéng dugc
thuc hién theo chu kY. Vi du: ¢ sau 30 gidy RIP thuc hi€n cap nhat mot 1an.
Ngoai ra con c6 c¢d ché cap nhat tUc thoi d€ thong bio v€ mOt thay dbi nao d6

trong bang dinh tuy€n. Khi router phat hi€n ra c6 mot thay dGi nao d6 trong cdu
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tric thi né 18p tlc gli thong di€p cap nhat cho cdc router ling riéng d€ thong
b4o vé su thay d6i d6. Nhat 1 khi c6 mOt dudng nao d6 bi 16i khong truy cdp
duoc nlra thi router phdi cap nhat tUc thoi thay vi dgi dén hét chu ky. CO ché
cap nhat tUc thoi k€t hgp v4i route poisoning s& ddm bdo cho tat ca cic router
nhdn dudgc thong tin khi c6 mOt dudng niao d6 bi ngdt truGc khi thdi gian
holddown két thic.

CO ché cap nhat tlc thdi cho toan bd mang khi c¢é su thay ddi trong cdu
tric mang gidp cho céc router dugc cap nhat kip thdi va khdi dOng thGi gian
holddown nhanh hon.

Vi du nhu hinh 7.1.6: router C cap nhat tUc thOi ngay khi mang 10.4.0.0
khong truy cap dugc n(ra. Khi nhan dugc thong tin nay, router B ciling phat thong
bdo v€& mang 10.4.0.0 ra cOng SO/1. Pén 1udt router A ciing s€ phat thong bio ra
cOng Fa0/0.

NetWordk 10.4.0.0 is unreachable

Vi cap nhat tlc thoi, router s€ gUi thong di€p ngay d€ thong bdo sU thay

d6i trong bang dinh tuy€n cla minh
Network 10.4.0.0 is unreachable

-— -— -— -—
10.1.0.0 10.2.0.0 10.3.0.0 10.4.0.0

Falid SO 80N g0/ 80N Falid

With the friggered update approach. routers send messages as
s00n as they nolice a change in their routing lable,

Hinh 7.1.6
7.1.7 Tranh lap vong v@i thoi gian holddown

Tinh trang 1&p vong d€n v6 han nhu da dé cap & phan 7.1.2 ¢6 thé tranh

dugc bang cach st dung thdi gian holddown nhu sau:
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Khi router nhan dugc tU router 1ang gi€ng mOt thong tin cho bi€t 13 mOt
mang X nio dé by gi0 khdng truy cap dugc nita thi router sé danh ddu vao con
dudng t6i mang X d6 1a khong truy cap dugc nlra va khdi dOng thOi gian
holddown. Trong khodng thdi gian holddown nay, n€u router nhan dugc thdng
tin cap nhat tU chinh router liang riéng lic niy thong bdo 12 mang X di truy cap
lai dugc thi router m&i cap nhat thong tin dé va két thic thoi gian holddown.

Trong suOt thOi gian holddown nét router nhan dugc thong tin cap nhat tUr
mOt router lang riéng khac (khong phdi 1a router lang gi€ng di phat thong tin cap
nhat vé mang X lic ndy) nhung thong tin nay cho bi€t c6 duOng dén mang X
v@i thong sO dinh tuyén t6t hon con duGng ma router truGc dé thi né sé bd qua,
khong cap nhat thong tin nay. CO ché nay gitip cho router tranh dugc viéc cap
nhat nham nhiing thong tin cii do cic router lang gi€ng chua hay biét gi vé viéc
mang X da khong truy cap dugc nlra. Khong thOi gian holddown bdo dam cho
tat cd cdc router trong hé thOGng mang da dugc cap nhat xong vé thong tin mai.
Sau khi thdi gian holddown hét thdi han, tat cd céc router trong hé thdng déu da
dugc cap nhat 1a mang X khong truy cap dugc nita, khi d6 céc router déu c6 thé
nhan bi€t chinh xdc v€ cadu tric mang. Do d6, sau khi thOi gian holddown két

thdc thi cédc router 1ai cap nhat thong tin nhu binh thuOng.

Hinh 7.1.7
7.2.RIP
7.2.1. Ti€n trinh cGa RIP
IP RIP dugc md td chi ti€t trong 2 vin ban. Vin ban dau tién 12 RFC1058 va vin
ban th 2 1a Tiéu chudn Internet(STD)56.
RIP duoc phit trién trong nhi€u nim bat du tU phién ban 1 (RIPv1)
RIP chi 12 giao thUc dinh tuy€n theo 1&p dia chi cho d€n phién bdn 2(RIPv2)
RIP trd thanh giao thlc dinh tuyén khong theo 18p dia chi.
RIPv2 c6 nhitng Uu di€m hon nhu sau:
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Cung cap thém nhiéu thong tin dinh tuy&n hon.

C6 cO ché xic minh gilra cdc router khi cap nhat d€ bdo mat cho bang

dinh tuyén.

C6 hO trg VLSM(variable Length Subnet Masking-Subnet mask c6 chi€u

dai khéc nhau).
RIP tranh dinh tuy€n 13p vong dém dén vo han bang cich gidi han sO lugng
hop t0i da cho phép tUr mdy gli d€n may nhan, s6 luong hop ti da cho mbi con
duong 1a 15. POi v3i cac con dudng ma router nhan dugc tU thong tin cdp nhat
cUa router ldng gi€ng, router sé€ ting chi sO hop 1én 1 vi router xem bdn than né
cting 14 1 hop trén duGng di. Néu sau khi ting chi sO hop 1&n 1 ma chi s& nay 16n
hon 15 thi router s€ xem nhU mang dich khong tudng Ung v3i con duong nay
khong dén dugc. Ngoai ra, RIP ciing ¢6 nhiing ddc tinh tUong tU nhu cic giao
thlc dinh tuy€n khac. Vi du nhu: RIP ciing c6 horizon va thOi gian holddown dé

tranh cap nhat thong tin dinh tuy€n khong chinh x4c.

Céc dac diém chinh ctia RIP

La giao thirc dinh tuyén theo vector khoang cach

Thoéna sb dinh tuvén la sb lwona hop

7.2.2 Cau hinh RIP

Lénh router rip ding d€ kh&i ddng RIP. Lénh network ding d€ khai bdo
nhiing cOng giao ti€p nao clia router dUgc phép chay RIP trén d6. TU d6 RIP sé
bat ddu gUi va nhan thong tin cdp nhat trén céc cOng tuong Ung RIP cdp nhat
thong tin dinh tuy€n theo chu ky. Khi router nhan dugc thong tin cap nhat cé su
thay dGi nao dé thi n6 s€ cap nhat thong tin m&i vao bang dinh tuyén. Poi véi
nh(ng con duOng t&i mang dich ma router hoc dugc tU router lang gi€ng thi nd
s€ tang chi sO hop 1&én mOt dia chi ngudn cla thong tin cap nhat nay sé 1a dia chi
tram k€& ti€p RIP chi chon m&t con duOng tOt nhat dén mang dich, tuy nhién né

cting c6 th€ st dung nhi€u con dudng c6 chi sO bang nhau dén ciing mot dich.
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Chiing ta c¢6 th€ cau hinh cho RIP thuc hién cdp nhat tlc thoi khi cdu triic
mang thay dGi bang 1€nh ip rip triggered. Lé&nh nay chi 4p dung cho cOng serial
cUa router. Khi cdu tric mang thay d6i, router nao nhan biét dudc su thay doi
dau tién s& cap nhat vao bang dinh tuyén cla né6 trudc, sau d6 né lap tlc gli
thong tin cdp nhat cho céc router khic d€ thong bdo vé€ su thay dGi dé. Hoat
dOng nay 1a cap nhat tUc thOi va né xdy ra hoan toan dOc 1ap vGi cap nhat dinh
ky. Hinh 7.2.2 12 mOt vi du v€ cdu hinh cla RIP

FAD/D S0/0
% -ﬂ'.

Ethernet

dad
L]
=
=
[:L]
L
=]
w

10.0.0.254 192168131 102.168.13.2 102168141 102 168,142 172.31.311

BHM{conflgl irouter rip
BHM{config=router) inetwork 10.0.0.0
BEM {gonfig=-router) inetwork 182 ,168,13.0

Ghltoconfig) frouter cip
GabD{canflg-router) inetwork 192.168.14.0
Al {ganfig=router) inatwork 192,168.13.0

BOAE {cenfig) teoutar eip
BUAE (config-router) fnetwork 192 ,168,.14.0
BOAZ {config-router ) ¥network 172.31.0.0

Hinh 7.2.2
BHM(config)#router rip- chon RIP 1am giao thlc dinh tuy€n cho router.

BHM(config- router)#network 10.0.0.0- khai bdo mang két ndi truc tuy€n vio
router.

BHM (config- router) #network 192.168.13.0-khai bdo mang két n0i truc tuyén
vao router.

Ciéc cOng trén router k€t nOi vao mang 10.0.0.0 va 192.168.13.0 sé thuc hién gUi
va nhan thong tin cap nhat vé dinh tuyén.

Sau khi da khdi dOng RIP trén cdc mang rOi ching ta c6 th€ thuc hién thém mot
sO cau hinh khic. Nhiing cdu hinh nay khong bat budc phai lam, ching ta chi
cau hinh thém néu thdy can thiét:

Dié€u chinh céc thong s6 dinh tuyén.
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Dié€u chinh c4c thong sO v€ thoi gian hoat dOng cUa RIP.

Khai bdo phién ban cla RIP ma ta dang sU dung(RIPv1 hay RIPv2).

C&u hinh cho RIP chi gUi thong tin dinh tuyén rit gon cho mdt cOng nio

do.

Ki€m tra thong tin dinh tuy&n IP rut gon.

Cau hinh cho IGRP va RIP chay dOng thdi.

Khong cho phép RIP nhan thong tin cap nhat t& mot dia chi IP nao do6.

MG hodc tat ch€ dd split horizon.

K&t ndi RIP vio mang WAN.

Tém 1ai, d€ cdu hinh RIP, ching ta c6 th€ bat dau tif ché d6 céu hinh toan cuc
nhU sau:

Router(config)# router rip - khéi dOng giao thlc dinh tuyén RIP.

Router(config- router)#network network- number- khai bdo cic mang ma

RIP dugc phép chay trén do.

7.2.3 SU dung 1€nh ip classless.

Khi router nhan dugc géi dt liéu c6 dia chi dich 12 mOt subnet khong cé
trén badng dinh tuy€n cUa router. Trén badng dinh tuy€n cUa router khdng c¢é chinh
x4c subnet v&i subnet dich cUa géi dit li€u. Vi du: mOt t0 chlc s& dung dia chi
mang0/16, khi d6 subnet 10.10.10.0/24 c6 supernet 1a 10.10.0.0/16. Trong truOng
hgp nhU vay, ta dung 1€nh ip classless d€ router khong hly bo di liéu ma sé
chuy€n géi ra dudng dén dia chi supernet, n€u c¢é. POi v&i phdn mén Cisco 10S
phién ban 11.3 trd v€ sau, mdc dinh 1a 1&€nh ip classlet di dugc chay trong cdu
hinh cUa router. N€u ban tat 1énh nay di thi ding 1énh NO cla ciu 1énh nay.

Tuy nhién, n€u khong c6 chlc ning nay thi tat cd cic géi cé dia chi dich 1a mOt
subnet ¢ cung supernet v&i cdc dia chi mang khac cla router nhung 1ai khong ¢
trong bang dinh tuy€n. Pay chinh 1a ddc di€m quan trong cUa giao thUc dinh tuy€n
theo 16p. N€u mOt dia chi mang 16n dugc chia thanh cic subnet con ch( khong c6

toan bO céc subnet. Khi d6 géi dit 1i€u nio c6 dia chi dich 1a mOt subnet nam trong dia
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chi mang 16n nhung 1ai khong c6 trén bang dinh tuy€n cUa router thi router s& hlly

\ 1 4
10.3.3.0 /24
192.168.1.4 /30
S0/0 5

10.1.1.0 /24

e T0.10224

Destination Network Outbound Interface

[10.1.1.0 Fa 0o
10.3.3.0 Fadn
0.0.0.0 500

Hinh 72.2.3a. Khi khéng cé l€nh ip classless.

CO ché nay bi nham 1an nhat khi router ¢6 cdu hinh dudng mac dinh. TU
mOt dia chi mang 18n chia thanh nhiéu subnet con. K&t n0i truc ti€p vao router
chi c6 mOt sO subnet. Khi router xay dung bdng dinh tuy€n, trén bang dinh tuyén
duong nhién c6 cédc subnet cla mang k€t ndi truc ti€p vao router. Con nhiing
subnet nao khong cé thi router coi nhU subnet dé khong ton tai. Do d6, khi router
nhan dugc géi dit liéu c6 dia chi dich 13 mOt subnet khong c6 trén badng dinh
tuy€n nhung 1ai c6 cuing supernet v&i cdc mang k&t ndi truc ti€p vao router thi
router xem nhU mang dich d6 khong tOn tai va hly bo géi d{f li€u cho du trén
bang dinh tuyén cla router c6 cdu hinh dudng mdc dinh. Lénh ip classless sé&
gidi quét van dé nay bing cach cho phép router khdng can quan tim dén 18p cla
dia chi dich n(ta. khi d6 router khong tim thdy dugc cu th€ mang dich trén bang

dinh tuy€n thi n6 s€ s dung duong mac dinh d€ chuyén géi di.
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TO. 3
10.2.2.4

N
10.3.3.0 124

192.168.1.4 /30
Fa0/1 :
- SDI’D ]

10.1.1.0 /24

L TO.10.2.2.4

Destination Network  Outbound Interface

LBt b
10.3.5.0 Fa 01
0.0.0.0 500

Hinh 7.2.3b: Khi co Iénh ip classless.
7.2.4 Nhiing van dé thuong gap khi cau hinh RIP.

Router dinh tuy€n theo RIP phdi dua vao cic router liang gi€ng d€ hoc
thong tin dén cic mang ma khong két ndi truc tiép vao router. RIP s& dung thudt
toan dinh tuy€n theo vectd khodng cich dé c6 nhugc di€m chinh tOc d6 hoi tu
cham. Trang thai hoi tu 1a khi tat cd céc router trong hé thOng mang déu cé
thong tin dinh tuy€n v€ hé thOng mang giOng nhau va chinh x4c.

Céc giao thUc dinh tuy€n theo vectd khodng cich thuGng gdp van dé vé
dinh tuyén 1dp vong va dém dén vo han. Pay 1a hdu qud khi cic router chua
duoc hoi tu nén truyén cho nhu nhing thdng tin cti chua dugc cap nhat ding.
PE gidi nhitng van dé nay RIP st dung nhiing k¥ that sau

Dinh nghia gi4 tri t0i da

Split horizon.

Poison reverse.

Thdi gian holddown.

Cap nhat tUc thoi.

C6 mOt sO kY thudt doi hdi ban phdi cdu hinh con mOt sO khac thi khong can
cau hinh gi cd hodc chi can cau hinh mOt chit thoi.

RIP gidi han s6 hop t6i da 1a 15. Bat ky mang dich nao c¢6 s6 hop 16n hon
15 thi xem nhU mang dé khong dém dugc. Pi€u nay lam cho RIP bi han ché
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khong sU dung dugc cho nhing hé thOng mang 16n nhung né gidp cho RIP
tranh dugc 16i d€m dén vo han.

Luat split horizon 1a: khi gUi thdng tin cap nhat ra mOt hudng nao d6 thi
khong gUi 1ai nhing thong tin ma router da nhan dugc tU huOng d6. Trong mot
sO cdu hinh mang thi ban can phai tat co ché split horizon:

GAD (config-if)#no ip split- horizon

ThOi gian holddown 12 mOt thong sO ma ban cé th€ thay dGi néu can.
Khodng thOi gian holddown gitip cho router tranh bj 1dp vong d€m dén vd han
nhUng dOng thOi né ciing 1am ting thOi gian hoi tu gilra c4c router. Trong khodng
thOi gian nay, router khong cap nhat nhitng duOng nio cé thong s6 dinh tuyén
khong tOt bang con dudng ma router ¢6 trudc d6, nhu vay thi c6 khi c6 duOng
khédc thay th€é cho duOng cii that nhung router cling khdng cap nhat. ThOi gian
holddown mac dinh cUa RIP 1a 180 gidy. Ban c6é thé di€u chinh thdi gian
holddown ngan 1ai dét ting tGc d0 hOi tu nhung ban nén can nhac kY. Thoi gian
holddown 1y tu@ng 12 phdi dai hon khodng thOi gian dai nhat c6 th€ d€ cho toan
b0 hé thOng mang dudgc cap nhat song. Vi du nhu hinh dudi, ching ta cé 4
router. Néu mOi router c6 thOi gian cdp nhat 1a 30 gidy thi thdi gian tOi da d€ cho
ca 4 router cap nhat xong 1a 120 gidy nhu vay thoi gian holddown phdi dai hon
120 giay.

D€ thay dGi thGi gian holddown ban dung 1énh sau

Router(config- router)#timers basic update invalid holddown flush[sleeptime]

Eﬂk

30 + 30 + 30 + 30 = 120 seconds

Set holddown timer > 120 seconds

Hinh 7.2.4
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MOt 1y do khéac 1am dnh hudng dén tOc dd hoi tu 1a chu ky cap nhat. chu
kY cdp nhat mdc dinh cla RIP 1a 30 gidy. Ban c6 thé diéu chinh cho chu ky
cap nhat dai hon dé€ ti€p kiém bing thong dudng truyén hodc rit ngan chu ky
cap nhat lai d€ ting tdc d6 hoi tu.

DE thay dGi chu ky cap nhat, ban dung 1énh sau GAD(config-
router)#update-timer seconds.

Con mOt van dé nlra ma ta thuOng gdp d6i vGi giao thlc dinh tuyén 1a ta
khdng muOn cho céc giao thUc nay gl cic thong tin cap nhat vé dinh tuyén ra
mOt cOng nio d6. Sau khi ban nhdp 1&énh network d€ khai bdo dia chi mang la
1ap tUc RIP bat dau gUi cic thong tin dinh tuy€n ra tat cd cic cOng c6 dia chi
mang ndm trong mang ma ban vUa khai bdo. Nha quan tri mang c6 th€ khong
cho phép gli thong tin cap nhat vé€ dinh tuy€n ra mOt cOng nao d6 bang 1énh
passive - interface.

GAD(config- router)#passive- interface Fa0/0.

RIP 1a giao thUc broadcast. Do d6, khi mudn chay RIP trong mang non-
broadcast nhu' Frame Relay thi ta can phdi khai bdo cédc router RIP ling gi€ng
bang 1énh sau:

GAD(config- router) # neighbor ip address

Phan mém Cisco I0S mdc nhién nhdn géi thong tin cla cd RIP phién ban
1 va 2 nhung chi gUi di g6i thong tin bang RIP phién ban 1. Nha quan tri mang
c6 th€ cdu hinh cho router chi gUi va nhdn géi phién ban 1 hodc 1a chi gl géi
phién ban.bang céc 1énh sau:

GAD(config- router) # version {1/2}
GAD(config- if) # ip rip send version 1
GAD(config- if) # ip rip send version 2
GAD(config- if) # ip rip send version 1 2
GAD(config- if) # ip rip receive version 1
GAD(config- if) # ip rip receive version 2
GAD(config- if) # ip rip receive version 1 2
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7.2.5 Ki€m tra cau hinh RIP

C6 nhi€u 1&nh c6 th€ si dung d€ ki€m tra cdu hinh RIP cé ding hay
khong. Trong d6 hai 1énh thudng dudc s& dung nhi€u nhat 1a Show ip route va
show ip protocols.

Lénh show ip protocols s& hién thi cc giao thlc dinh tuyén IP dang dugc
chay trén router. K&t qud hién thi cUa 1&nh nay cé th€ gidp ban ki€m tra dugc
phan 16n cdu hinh cla RIP nhung chua phdi 1a day dU, toan b0. sau day 1a mOt

sO di€m ban can chi y ki€m tra:

Hinh 7.2.5a.
Lénh show ip router dugc st dung d€ ki€m tra xem nh{ing dudng di ma
router hoc dudc tU cic router RIP lang gi€ng cé dudc cai dat vao bang dinh
tuy€n khong trén. Trén két quad hi€n thi bang dinh tuy€n, ban ki€m tra cic
dudng c6 ddnh dau bang ch(t “R” & dau dong 1a nhling dudng ma router hoc
dudc tlr cdc router RIP lang gi€éng. Ban ciing nén nhd rang céc router ludn cé
mOt khodng thOi gian d€ h0i tu v&i nhau, do d6 cic thong tin mGi ¢ thé chua
dugc hién thi ngay trén bang dinh tuyén dudc. Ngoai ra con c¢6 mOt sO 1€nh
khac ma ban c6 th€ s dung d€ ki€m tra cdu hinh RIP:
T

GhDAishow ip route
Codes: C connacted, § static, I IGRP, R RIP,
M mobile, B BGP

] EIGRP, EX L IGRP external, O - OSPF,

L OSPF inter area

Hl QOSPF NS5A extarnal Ly e s M2 OSPFE
NEEA external typel

El - QEPF external type 1, E2 - QSFF
external type 2, E - EGP

i [5=1I5, Ll [5=15 level=1, L2 15 ]

candidate default, TE AT,

P periodic download static route

Gateway of last resort is not set

Hinh 7.2.5b.
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7.2.6 Xt Iy su ¢ vé hoat ddng cap nhat cia RIP

Hau hét céc 10i cau hinh RIP déu do khai bdo ciu 1énh network sai, subnet
khong lién tuc hoac 1a do split horizon. Lénh c6 tdc dung nhat trong viéc tim 16i
cUa RIP trong hQat ddng cap nhat 1a 1énh debug ip rip

Lénh debug ip rip s& hi€n thi tat cd cdc thong tin dinh tuyén ma RIP gUi
va nhan. Vi du trong hinh 7.2.6a cho thdy k&t qud hi€n thi clia 1&nh debug ip rip.
Sau khi nhan dudgc thong tin cap nhat, router s€ x(f 1y thong tin d6 rdi sau dé gUi
thong tin m&i vUra cap nhat ra cic cOng. Trong hinh 7.2.6a cho thdy router chay
RIP phién bdn 1 va RTP gUi cdp nhat theo ki€u broadcast(dia chi broadcast
255.255.255.255). SO trong ngodc don 1a dia chi ngudn cla g6i thong tin cap
nhat RIP,

Ethemeat
'
! J
-

10.0.0. 254 182.168.13.1 192 .188.13.2 192 168, 14.1 1692 168.14.2 1F2.31. 111

BHMfdabug ip rip

RIP event debugging 15 on

BHM#

O0:;45:33: RIP: received vl update from 192.168.13.2
on Seriald/0

O0:45:33: 192.168.14.0 in 1 hop

00:45:33:; 172.31.0.0 in 2 hop

00:45:33; 172.29.0.0 15 hopa

00:45:36: RIP: sending vl update to 255.255.255.255
yisa Seprialo/fi (1927 T8 1371

Hinh 7.2.6a
C6 rat nhiéu di€m quan trong ma ban can chi y trong k€t qud hi€n th]
cUa 1énh debug ip rip. MOt sO van d€ phdi vi du nhu subnet khong lién tuc hay
tring subnet, c6 th€ phat hi€n dugc nhd 1&nh nay. Trong nhiing truGng hgp nhu
vay ban sé thdy 1a cing m6t mang dich nhung router gUi thong tin di thi mang

dich d6 1ai c6 thdng sO dinh tuy€n thap hon so v&i khi router nhan vao trudc dé.
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Hinh 7.2.6b. Subnet khong lién tuc

Ethermnet
i
Yy ?
" R

uli? 818 182 H‘-H\'I.!-l-'?d- 186 168 132504 180 9688 14 154 182 168 14 224 172.31.31.1/18
BHM#debug ip rip

RIF event decugglng is on

BHMA

Tw2d: RIP: received vl update from 192.168.13.2 on
Serial 0/0

Twid: 192.168.14.0 in 1 hop

WLl i & ' ' |
Tw2d: RIP: sending vl update to 255.255.255.255 via
Serial 0/0 (192.168.13.1)

Rl | -
1N T ! — b

Hinh 7.2.6¢: Trung Subnet

Ngoai ra con mOt sO 1&nh c6 thé st dung d€ xU 1y su c¢O cla RIP:

Show ip database.

Show ip protocols( summary).

Show ip route.

Debug ip rip{ events}.

Show ip interface brief.
7.2.7 Ngin khong cho router gl thong tin dinh tuy€n ra mét cOng giao ti€p

Router c¢6 th€ thuc hién chon 10c thong tin dinh tuy€n khi cdp nhat hodc
khi gUi thong tin cap nhat. P6i vdi router s& dung giao thlc dinh tuyén theo
vectO khodng cich, cO ch€ nay c6 tidc dung vi router dinh tuyén dua trén céc
thong tin dinh tuy&n nhan dugc tU cic router lang gi€éng. Tuy nhién, d0i vdi cac
router s dung giao thUc dinh tuy€n theo trang thai duOng lién k€t thi co ché
trén khong hi€u quad vi céc giao thUc dinh tuy€n niy quyét dinh chon duGng di
dua trén co sG dr li€u vé€ trang thdi cdc duOng lién k&t ch( khong dua vio
thong tin dinh tuy€n nhdn dugc. Chinh vi vay ma cich thuc hién d€ ngin khong

cho router gUi thong tin dinh tuy€n ra mOt cOng giao ti€p dugc dé cap dudi day
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chi st dung cho céc giao thUc dinh tuy€n theo vecto khodng cdch nhu RIP, IGRP
thoi.

Ban c6 th€ s dung 1€nh passive interface d€ ngin khong cho router gl
thong tin cap nhat vé€ dinh tuy€n ra mOt cOng nao d6. Lam nhu vay thi ban sé
ngin dugc hé thOng mang khic hoc dugc cdc thdng tin dinh tuy€n trong hé
thOng cUa minh.

DGi véi RIP va IGRP, 1énh passive interface s€ 1am cho router ngung vi€c gUi
thong tin cap nhat vé dinh tuy€n cho mOt router ldng gi€éng nao d6, nhung router

van ti€p tuc 1ang nghe va nhan thong tin cdp nhat tir router lang giéng d6.

Does not wanl dynamic
routes advertised

S -

RouterkE (config-router) ¥passive-interface Fal/D

Hinh 7.2.7
7.2.8. Chia tai v6i RIP
Router c6 th€ chia tdi ra nhi€u dudng khi c6 nhi€u dudng tOt dén cling mot
dich. Ban c¢6 th€ cdu hinh bang tay cho router chia tai ra cdc dudng hodc 1a céc
giao thUc dinh tuy€n dOng c6 thé€ ty tinh todn d€ chia t3i.
RIP c6 khd niing chia tdi ra t0i da la sdu duOng c6 chi phi bang nhau, con mdc
dinh thi RIP chi chia ra 1am 4 duGng. RIP thuc hién chia tdi bang cich s dung
1an 1uot va luan phién tUng dUOng.
Trong hinh7.2.8a 13 vi du cho ta thdy RIP chia tdi ra 4 duOng c6 chi phi bang
nhau. Dau tién router bat dau vGi dudng s6 1 r6i sau d6 1an 1Ugt cic dudng 2-3-

4 1r0i1-2- 3-4-1 va cU ti€p tuc luan phién nhu vay. vi thong sO dinh tuyén cla
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RIP 13 s6 lugng hop 1én cdc dudng nay dUgQc xem la nhu nhau, RIP khong cén
quan tdim dén tOc d6 cla mOi dudng. Do d6 dudng 56kbps ciing giOng nhu
duGng 155Mbps.

Hinh 7.2.8a
Trong hinh 7.2.8b 1a vi du vé két qua hién thi cla 1énh show ip route.
Trong d6, ban thdy c6 hai phan, mOi phan mé ta vé mOt dudng. Trong phan md
ta vé duong th( hai c6 dau(¥) & dau dong. DAu (¥) nay cho biét con duOng nay
12 con duOng k€ ti€p s& dugc st dung.

Hinh 7.2.8b
7.2.9. Chia tai cho nhiéu duong

Router c¢6 khd ning chia tdi ra nhi€u dulng d€ chuyén céic géi dir liéu
dén cling muc dich. Chiing ta c6 th€ cdu hinh bang tay cho router thuc hién chia
tai hodc 1a cdc giao thlc dinh tuyén dOng nhu RIP, IGRP,EIGRP va OSPF sé tu
dOng tinh todn.

Khi router nhan dugc thong tin cdp nhat v€ nhi€u dudng khic nhau dén
cing mOt dich thi router s& chon duOng nio cé chi sO tin cay(Admintrative
distance) nhO nhat d€ dat vao bang dinh tuyén. Trong truOng hgp cdc dudng
ndy c6 cung chi sO tin cdy thi router s& chon duOng nio cé chi phi thap nhat
hodc 12 duOng nao c6 thdng sO dinh tuy€n nhd nhat. Moi giao th(c dinh tuyén
s€ c6 cach tinh chi phi khdc nhau va ban can phdi cu hinh céc chi phi nay dé
router thuc hi€n chia tai.

Khi router c6 nhi€u dudng cé cling chi sO tin cdy va cling chi phi dén cling
mOt dich thi router sé thuc hién viéc chia tdi. Thong thuOng thi router c6 kha
ning chia tai dén 6 dUrong c6 ciing chi phi( gidi han tdi da sO dUOng chia tai la

phu thudc vao bang dinh tuyén cla Cisco 10S), tuy nhién mOt sO giao thlc dinh
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tuy€n ndi (IGP) c6 th€ c6 gidi han riéng. Vi du nhu EIGRP chi cho phép tbi da
12 4 dudng.

Mac dinh thi hau hét cdc giao thUc dinh tuy€n IP déu chia tdi ra 4 duOng.
Pudng cO dinh thi chia tdi ra 6 dudng. Chi riéng BGP 12 ngoai 1€, mac dinh cla
BGP 12 chi cho phép dinh tuyén 1 dudng dén 1 dich.

Router B

Router D

Hinh 7.2.9a

SO dudng tOi da ma router c6 th€ chia tdi 12 tU 1 dén 6 dudng. PE thay
doi sO dudng tOi da cho phép ban st dung 1€nh sau:
Router(config- router) #maximum-paths[number].

IGRP c6 thé€ chia tdi 1én tOi da 1a 6 duOng. RIP dua vao sO lugng hop dé
chon duOng chia tdi, trong khi IGRP thi dua vio bing thong d€ chon dudng chia
tai.

Vi du nhu hinh 7.2.9a, ¢6 ba duOng dén mang X:
TU E qua B qua A, thong s6 dinh tuyén 1a 30.
TU E qua C qua A, thong sO dinh tuy€n Ia 20.
TU E qua D qua A, thong sO dinh tuy€n 1a 45.

Router E s& chon dudng th(r 2 vi duOng E -C-A c6 thong sO dinh tuy€n 20
12 nhd nhat.

Khi dinh tuyén IP, Cisco IOS c6 hai cG ché chia tai 1a: chia tai theo géi dit

liéu va chia tdi theo dia chi dich. N&u router chuyén mach theo ti€n trinh thi

142



router s€ chia géi d{r li€u ra cdc duOng. cich nay goi 12 chia tai theo géi d{r liéu.
Con néu router chuy€n mach nhanh thi router s& chuyén tat cd géi dif liéu dén
cling muc dich ra mOt dudng. Cic géi d{F 1i€u dén host khic nhung trong cling
mOt mang dich thi s tdi ra duOng ké ti€p. Cich ndy g0i 1a chia tai theo dia chi
dich.

Administrative Distance Route Source Default Distance

Connected interface 0
Stalic roule 1
Enhanced IGRP summary rouls 5
Extarnal BGP £
Intarnal Enhanced IGRP 90
IGRP 100
QSPF 110
1518 15
RIP | 120
EIGRP external route 170
Internal BGP | 200
Unikncwn 255

Hinh 7.2.9b

Pudng ¢ dinh 12 dudng do ngUdi qudn tri cdu hinh cho router chuyén géi
t3i mang dich theo duOng ma minh mubn. Mat khéc, 1€nh d€ cau hinh dudng
cO dinh ciing dugc st dung d€ khai bdo cho duGng mac dinh. Trong trudng hop
router khong tim thdy duOng nao trén bang dinh tuyén d€ chuyén géi dén mang
dich thi router s€ s dung duOng mac dinh.

Router chay RIP ¢6 th€ nhdn dugc thong tin vé dudng mac dinh tU nhing
thong tin cap nhat cUa céc router RIP lang gi€éng khidc. Hodc 13 bdn than router
dugc cdu hinh duGng mac dinh s& cap nhat thong tin dinh tuyén nay cho cic
router khéc.

Ban c6 thé x6a dudng c¢O dinh bang 1€nh no ip route. Ngudi quan tri mang cé
th€ cu hinh dudng cO dinh bén canh dinh tuy€n dOng. M6i mot giao thlic dinh
tuy€n dOng c6 1 chi sO tin cay(AD).Ngudi quan tri mang c6 thé cau hinh mot

duong c6 dinh t&i cing mang dich v&i duOng dinh tuy€n dOng nhung v&i chi sO
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AD 16n hon chi s6 AD cUa giao thUc dinh tuy€n dOng tuong Ung. Khi d6 dudng
dinh tuyén dOng c6 chi sGAD nhd hon 1én ludn luén dugc router chon 1ua trudc.
Khi duOng dinh tuy€n d0ng bi su cO khong st dung dugc nlra thi router s& st
dung tGi duGng dinh tuy€n cO dinh d€ chuyén géi dén mang dich.

Néu ban cdu hinh dudng cO dinh chi ra mOt cOng ma RIP ciing chay trén
cOng d6 thi RIP sé gli thong tin cdp nhat vé dudng cO dinh nay cho toan bd hé
thGng mang. Vi khi d6, dudng cd dinh d6 dugc xem nhu 1a két ndi truc ti€p vao
router 1én né khong con ban chat 13 mOt dudng ¢ dinh nlta. N€u ban cdu hinh
dudng cO dinh chi ra mOt cOng ma RIP khong chay trén cOng d6 thi RIP sé khong
(i thong tin cdp nhat vé dudng cO dinh d6, trlr khi ban phai cdu hinh thém 1énh
redistribute static cho RIP.

Khi m6t cOng giao ti€p bi ngat thi tat cd cac dudng cO dinh chi ra cOng dé
déu bi x6a bdi bang dinh tuyén. Tuong tU nhu vay khi router khdng con xac
dinh dugc tram k€ ti€p trén dudng cO dinh cho géi dr liéu tGi mang dich thi
duOng cO dinh d6 ciing s€ bi x6a khdi bang dinh tuyén.

Trong hinh 7.2.10a va 7.2.10b ching ta thdy khi duOng dinh tuyén dOng
cla RIP bi su c¢O thi duOng cO dinh ma ta di cau hinh cho router GAD dugc sU
dung thay thé. Pudng cd dinh nhu vay dugc goi 1a dirong c6 dinh du phong.
Nhu trong vi du nay ching ta thdy 12 dudng cO dinh dugc cau hinh véi chi s6
AD 12 130 16n hon chi sO AD cUa RIP (120). Bén cach d6, ban nén nhd 1a trén
router BHM ciing can cdu hinh dudng mdc dinh tuong Ung.
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Hinh 7.2.10a

Hinh 7.2.10b
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7.3IGRP
7.3.1 Pac di€m cGa IGRP

IGRP 12 m0t giao thUc dinh tuy&n n0i va dinh tuy€n theo vectd khodng cich.
Giao th(c dinh tuyén theo vecto khodng cdch chon Iua dudng di bang céch so
sach vectd khodng cich. Router chay giao thUc dinh tuy€n theo vecto khodng
cach thuc hién bang dinh tuy€n theo dinh kY cho cic router lang gi€ng. Dua vio
thong tin cap nhat, router thuc hi€én 2 nhiém vu sau:

Xéc dinh mang dich ma&i
Cap nhat su' cO vé dulng di trén mang

IGRP 12 giao thUc dinh tuy€n theo vectd khodng cich do Cisco phat tri€n nén.
IGRP thuc hi€n cap nhat theo chu kY 90 gidy / 1an va chi gUi thong tin cdp nhat
trong pham vi mOt hé tu quan. Sau diy 1a cic ddc di€m chinh cla IGRP:

Kha niing thich Ung vGi cic cdu triic mang phUlc tap va khong x4c dinh.
Kha ning linh hoat v&i cic ddc tinh bing thdng va dd tré khic nhau.
Kha ning m& rdng cho hé thdng mang 16n.

Mac dinh thi IGRP s(t dung bing thong va d0 tré l1am thong sO dinh tuyén.
Ngoai ra IGRP con c6 th€ cdu hinh d€ si dung nhi€u thong s khic d€ dinh
tuy€n. Sau day la cic thong s ma IGRP c6 th€ s dung d€ dinh tuyén:

Béng thong.

Do tré.

b0 tai.

D0 tin cay
7.3.2 Théong sO dinh tuyén clla IGRP

Ban diing 1€nh show ip protocols d€ xem céac thong sO, cic thong tin vé
mang va cic chinh sich chon 10c cla cédc giao thUc dinh tuyén dang hoat dOng
trén router. Trong d6 ban s& thdy dudgc cich tinh todn thong sO dinh tuyén cla

IGRP nhu trong hinh 7.3.2. MOi mOt thong sO c6 hé s0 tUr K1 - K5. K1 12 hé s6
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cUa biang thong, K3 12 hé sO cla d0 tré. Mac dinh thi K1 va K3 c6 gid tri 1a 1,
con K2, K4 va K5 ¢6 gid tri 1a 0.

Vi€c tinh toan thong sO dinh tuy€n tU nhi€u thong s6 clUa duOng di nhu
vay s& cho két qua chinh xdc hon so v&i RIP chi dua vao mOt thong sO 13 sO
lugng hop. Nguyén tac thi dudng nao c6 théng sO dinh tuy€n nhd nhat 13 dudng
tOt nhat.

Sau day 1a c4c thong sO cUa duOng di ma IGRP sU dung d€ tinh todn thong sO
dinh tuyén:

Biing thong: Gi4 tri bang thong thap nhat clla duUOng truyén.

PO tré: TOng dd tré doc theo dudng truyén.

PO tin cdy: PO tin cdy trén mOt duOng lién k€t dén dich dugc xdc dinh

dua trén hoat dOng trao dGi céc thong diép keepalive.

PO tai: PO tai cla duOng truyén tinh bang bit/ gidy.

MTU: Bon vi truyén t0i da trén dudng truyén.

Feuter-gshow ip protosols
Fouting Protocol is igrp 300
Sending ||.ci||ﬂ.. EVErY A0 zmeconds, next due in 55
Seconds
Invalid after 270 seconds, hold down 280, flushed
iftar 280
mtgoing l||.-1|I-' filre liat for il intarfacsa
nol T
[ncoming update filte list fo 11l interfaces ia
not set
afault networks flagged in outgoing updates
gfault natworks a --|-I|--| Fram incomlnag updats
IGRP metric welight Kl=1, K2=0, EK3=1, R4=0, Ki=0
[GEF maximum hopcount 100
[GRF maximum metric variance |
'-'|_':_1|;_:|_'ibl_l'__lll-'| i.|:]| 4040
Fouting for Hetworks:
183.8.40.0
144.253.0.0
Fouting Information Sources
Lateway Distance Last
Update
144.253,100.1 100 0:00;:;52
183, 8.128.12 100 OrOf:4a
l1B3.B.64.130 1000 0:01:02
igtance: (default is 100)
- More

Théng sO dinh tuy€n dugc tinh dua vio mot cong thlc tinh tU 5 thdng sO
trén.Mdc dinh thi trong cong thlc nay chi c6 bing thong va d0 tré. Con nhiing
thong sO khéc thi chi dugc s dung khi dugc cdu hinh. Ban c6 th€ cdu hinh

bing thong va db tré cho cOng giao ti€p cUa router.Ban dung 1€énh show ip route
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s& xem dudgc gid tri cUa thong sO dinh tuy€n cUa IGRP dat trong ngodc vuong.
DuOng nio cé bing thong 16n hon sé c6 thong sO dinh tuy€n nhd hon, tugng tu
dudng nao c6 do tré it hon thi s€ c6 thong sO dinh tuyén nhd hon.
7.3.3 Cac loai duong trong IGRP
IGRP thutc hi€n quang bd nhiing loai duOng sau:

Pbuodng ndi bOo.

Pudng hé thong

DuGng ngoai vi
Pbudng hé thOng 12 nhitng dudng di gilta cdc mang trong cing mOt hé tu
quan.Router hoc vé dudng hé thOng bang cich nhan bi€t cic mang két ndi truc
ti€p vao né va hoc tUr cic thong tin cap nhat tU cic router IGRP khéc. Trong
IGRP, cic thong tin v€ dulng hé thOng khong c6 thong tin v& subnet tuong Ung.

Autanomous

Autenomous system 1
i system 22

Sysiam

Extarior

Rauler

Rautar Relitmr

Subnet A

‘I.I,,_...-Irrh?rlzl-..._,‘L
Subnet B
i“

Hinh 7.3.3
DPulng ngoai vi la nhiing duOng di ra ngoai hé tU quan (autonomous system).
Thoéng thuOng thi day 1a gateway cUa router d€ di ra ngoai. Phan mém Cisco 10S
s& chon mOt dudng trong sO nhlng dUGng ngoai vi cla IGRP d€ lam gateway.
Router s& st dung dén duOng gateway khi mang dich 13 mOt mang khong két
nOi truc ti€p vao router va router khong tim dugc mOt dudng nao khiac d€ dén
mang dich. Néu trong mOt hé tu qudn c6 nhi€u dudng ngoai vi d€ két ndi ra

ngoai thi mOi router c6 th€ chon cho minh mdt gateway khac nhau.
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7.3.4 Tinh 6n dinh cGla IGRP
IGRP ciing c6 s& dung mOt sO kY thudt d€ ting tinh Gn dinh trong hoat dOng
dinh tuy€n cUa né nhu:

Thai gian holddown

Split horizons

Poison reverse
Holddown:
Thoi gian holddown dugc s dung d€ trach cho router cap nhat nhiing thong tin
dudc phat ra do chu ky cap nhat nhung 1ai 1a nhitng thong tin cfi, chua dugc
cap nhat mdi.
Split horizons:
Split horizons 12 nguyén tac gidp cho router tranh bi 1dp vong bang cich ngin
khong cho router gUi 1ai nhiing thong tin cap nhat ra mOt hudng ma né vUa
nhan dugc ti chinh huéng do.
Poison resverse:
Split horizons chi tranh dugc 1ap vong gilta 2 router két ndi truc ti€p vdi nhau,
con poison resverse ¢ thé tranh dugc vong 13ap 16n hon. Thong thudng, khi mot
duong nao d6 cé thong sO dinh tuyén cU ting dan 1én 1a dudng d6 da bi 1ap
vong. Khi dé router phai phét ra thong tin poison resverse d€ xéa con duOng dé
va dat con dudng d6 vio trang thai holddown. POi v&i IGRP thi khi mOt con
duong c6 thong sO dinh tuy€n ting 1én theo hé sO 1.1 hodc 16n hon nlra thi né sé
phat di thong tin cap nhat poison resverse cho con duGng do.
Ngoai ra, IGRP con c6 nhi€u thdng sO v€ thdi gian khic nhu: chu ky cap nhat,
th0i gian invalid, thGi gian holddown, thGi gian x6a.
Thong sO cUa chu kY cap nhat cho biét thOi gian bao 14u thi router thuc hién gUi
thong tin cap nhat mot 1an. PGOi v&i IGRP chu kY mac dinh 12 90 gay.
Gi4 tri cUa thOi gian invalid cho biét trong khodng thdi gian bao 14u thi router

van thuc hién gUi théng tin cap nhat binh thudng vé mdt dudng nao d6 trudc
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khi x4c nhan chac chan 13 con dudng d6 khéng con st dung dudc nifa. trong
IGRP, th0i gian invalid mac dinh 13 bang 3 1an chu ky cap nhat.

Néu c6 mOt mang dich bat ddu dugc dat vao trang thdi holddown thi thdi gian
holddown 1 khodng thOi gian ma router s& khong cap nhat bat kY thong tin cap
nhat nio vé& mang dich d6 n€u thdng s6 dinh tuy€n xdu hon con dudng router cé
truGc dé. Trong IGRP,th0i gian holddown mdc dinh bang 3 chu ky cap nhét
cOng thém 10gidy. Culi cung,thOi gian x6a 12 khodng thOi gian ma router phai
chO trudc khi that su xéa mOt con duGng trong bdng dinh tuyén.Trong

IGRP,th0i gian x6a bang 7 1an chu ky cap nhat.

FouterBfshow ip protocols
Routing Protocol is "igrp 101"
SEndLng u lat® A VAEY { IBCORAI, MNak 1E 1T

Outgoing update filter list
Incoming update filter

e

afault networks

IGRF matric waight Kl
IGRPF maximum hopcocount
IGRF maximum metric
Redistributing: igrp

1 down 280,
for all interfac
list for
I.'II|II
1, K2=0, Ki=1, Kd

variance 1

101

-85
all interfaces is
flagged in outgoing updates

r('l‘-ll‘ll |Il"||t\-lll'.f.:. ||'|'|l|.'r'.i

DML e ||-:‘| Ltesn

0, K&

is

Roeuting for Hetworks:
182.168.2.0
1%2.1€8.3.0
Fouting Information Sources:
Diatance

i

Gataway
82.168.2.1

Cistanca:

ast Update
00:00:54

(default 1is 100)

Thiéu vin ban

Bouterdi{config) frouter igrp 101
RouterA{config-router) inetwork 152.168.1.0
Houterd{iconfig-router) inetwork 192 168.2.0
Houbtark flg) fFrouvter igrp 101
Routerl (config-router) inetwork 192 .168.2.0
Hout I pl inetwork 192 . 168.3.0

Hinh 7.3.4
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7.3.5 Su chuy€n d@&i tir RIP sang IGRP
Vi su ra dOi cla IGRP vao dau thap nién 80,Cisco Sytems da trd thanh
cong ty dau tién khac phuc dugc cdc nhude di€m cla RIP khi dinh tuyén gilra
cdc router ndi bO.IGRP quyét dinh chon duOng dua vao bang thong va dO tré
cla cic duOng lién k&€t mang.IGRP hOi tu nhanh hon RIP nén ciing trach dugc
13p vong t6t hon.Hon nita,IGRP khong con bi gidi han bdi sO 1uong hop nhu
RIP n(ta.NhO nhlmg uUu di€m trén, IGRP c6 th€ phit tri€n dugc cho cic hé
thdng mang c6 cdu triic 16n va phuc tap.
Sau day 1a cac budc d€ chuyén dGi tUr RIP sang IGRP:
1. Ki€m tra xem trén router c6 chay RIP hay khong.
e

RowterAfahow ip route
Codes! « conndcted, o SLatic, 1 IGHRE; K RIF, M
kil la l I
EIGEEF, X nlGHF sxternal,; O HEE; LA [aid iy
L1 =L 11
Kl GEEF HS55A external type s H JHEEF HESS5A
external type 21
El - O5FF external type 1, E2 - OSPF external type
2, E EGE
i I15=-15, L1 I1£=15 level=1, LZ 18=15 lewel=2,
La 15-15 inter arsa
pandidate defauvle;, U per-user statlc route, o
perliodis downloaded sgtatig route
Gateway of last resort 1a not aaet

Hinh 7.3.5a

Hinh 7.3.5b
2. Cau hinh IGRP cho router A va B.
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Entered on Houter A

Fouterafteonfigure terminal

Rouwtera(config) frouter igep 101

Rowterd (config-router) fneatwork 152.168.1.0
RovterAlconfig=-router) inatwork 152.168.2.0

Entersd on Router B

Routerligonfiguere bterminal

Router (config) frouter igrp 101

RouwterB (config-router) fnatwork 152.168.2.0
kowterl [config-router) fnetwork 192,168.3.0

Hinh 7.3.5¢

3. Nhap 1énh show ip protocols trén router A va B
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Routechishow ip protocols

Routing Protocol is “rcip®™
Sending updates every M seconds, next due in 2
saconds
Invalid after 180 seconds, hold down 180, flushed
after 240
Outgoing update filter list for all interfaces is
Tneoming update filter list for all interfaces is
Fedistributing: rip
befault version control: send version 2, receive
version 2
Intarfaca Send Recv Triggered RIP Key-chain
FastEthernet0/0 2 2
Serial0/0 2 2
Fouting for Networks:
192.168.1.0
192.168.2.0
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RFouting Information Sources:
Gateway Distance Last Update
192,1€8.2.2 120 00:00:21

Distance: {(default is 120)

Routing Protocol is “igrp 101"

Bending updates every 50 seconds, next due in 45
seconds

Invalid aftar 270 saconds, hold down 280, flushad
aftear 630

Qutgoing update filter list for all interfaces is
Incoming update filter list for all intecfaces is
Default networks flagged in outgoing updates
Default networks accepted from incoming updates
IGRP metric weight K1=1, K2=0, K3=1, K4=0, K5=0
IGRF maximum hopcount 100

IGRF maximum metric variance 1 +

Redistributing: igr-p 101

RBouting for Hetworks:
132.168.1.0
132.168.2.0

Routing Information Sources:
Gateway Distance Last Update
182.168.2.2 100 00:00:238

Distance: (default is 100)

Hinh 7.3.5d



EouterBdshow ip protocols
Routing Pratecol is "rip"

Sending updates every 30 seconds; next due in 24
seconds

Invalid after 180 seconds, hold down 180, flushed

aftar 240

Outgoing update filter list for all interfaces is
Incoming update filter list for all interfaces is

Redistcibuting: cip
Dafault wersion control: send varaion 2, ceceive
vergion 2
Interface Send Recv Triggered RIP Key-chain
FastEthernet0s0 2 2
Eariall/D 2 2
Routing for Networks:
192.188.2.0
192.188.3.0
Routing Information Sources:
Gateway Distance Last Update
192.168.2.1 120 oD:00:0&
Distance: (default is 120)

Routing Protecol is "igecp 101"
Sending updates every 90 seconds, next due in &0
saconds

Invalld after 270 seconds, hold down 2B0, flushed

aftar &30

Cutgoing update filter list for all interfaces is
Incoming update filtez list for all interfaces is

Default networks flagged in outgoing updates
Defailt networks accepted from incoming updates
IGRP metric weight Kl=1, K2=0, K3=1, K4=0, K5=0
IGRP maximum hopcount 100
ISRF maximum metric wariance 1
Redistributing: igrzp 101
Routing for Hetworks:
192.168.2.0
192.168.3.0
Roucing Information Sources:
Gateway Distance Last Update
192.168.2.1 100 00:01:17
Distance: (default is 100)

Hinh 7.3.5¢



4. Nhap 1énh show ip route trén router A va B.

Hinh 7.3.5f

Hinh 7.3.5g
7.3.6 Ki€ém tra cau hinh IGRP

D€ ki€m tra xem IGRP di dugc cdu hinh ding chua ban ding 1€nh show ip
route va ki€m tra cdc duOng cla IGRP dugc danh ddu bang chit “I” & dau dong
Ngoai ra con céc 1énh sau ban ¢ thé st dung dé€ ki€ém tra cau hinh IGRP:

Show interface interface Show running-config

Show running-config interface interface

Show running-config | begin interface interface

Show running-config | begin igrp

Show ip protocols
D€ ki€m tra xem cOng Ethernet ¢4 dugc cdu hinh ding chua thi ban dung 1€nh
show interface fa0/0.
PE& kiém tra IGRP di dugc chay trén router chua thi ban dung 1énh show ip
protocols.
7.3.7 XU Iy su ¢6 cia IGRP
Phan 16n céc su cO cla IGRP 13 do ban khai bdo sai 1€nh network, dia chi mang
IP khong lién tuc, khai bdo sO AS sai.
R —————————

HouterAfdebog ip igrp swents

K eve erugaging 18 oh
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Hinh 7.3.7a
Sau day 1a c4c 1énh st dung d€ tim su c¢O cUa IGRP:
Show ip protocols
Show ip route
Debug ip igrp events
Debug ip igrp transactions
Ping

Traceroute

Hinh 7.3.7b

Hinh 7.3.7c

Néu chi sO AS sai thi ban c6 th€ sUa 1ai chi s6 nay nhu hinh trén.

TONG KET
Sau day la cdc di€m quan trong ban can nam dugc trong chuong nay:
Giao thUc dinh tuy€n theo vectd khodng cich thuc hi€n bdo tri thong tin
dinh tuy€n nhu thé nao.
Trong céc giao thUc dinh tuy€n theo vectd khodng céch, vong 1ap c6 thé
xudt hién nhu thé nao.
CO ché dinh nghia gi4 tri t6i da d€ tranh d€m vo han.
Trénh vong 1&p bang split horizon.
Route poisoning.
Tranh 13p vong bang cO ché cap nhat tlc thoi.
Trénh 13p vong bang thoi gian holddown.
Ngin khong cho router glti thong tin cap nhat vé dinh tuy€n ra mOt cOng.
Chia tdi ra nhi€éu dudng.
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Ti€n trinh RIP

C&u hinh RIP

S dung 1énh ip classless.
Nh(mg van dé thuOng gdp khi cdu hinh RIP
Chia tdi v6i RIP

Tich hop dudng cO dinh voi RIP
Ki€m tra cdu hinh RIP

Pac diém cla IGRP

Thong sO dinh tuyén cla IGRP
Céc loai duOng trong IGRP

Tinh 6n dinh cla IGRP

Cau hinh cUa IGRP

Su chuyén ddi tir RIP sang IGRP
Ki€m tra cdu hinh IGRP

X1y surcd clla IGR

157



BAI 8
THONG PIEP PIEU KHIEN VA BAO LOI CUA TCP/IP

GIOI THIEU

IP 13 mOt giao thUc tu nd luc tdi da (Best - effort)d€ chuy€n géi tGi dich.
N6 khong hé c6 co ché nao d€ x4c nhan d{f liéu da dugc chuyén tbi dich. D
liéu c6 thé gdp su cO trén dudng di tdi dich vi rdt nhi€u 1y do nhu phan clng bi
hu héng, cdu hinh sai hodc thong tin dinh tuyén khong ding. DE gidp xdc dinh
cic su cO xdy ra, IP st dung giao thUc thong di€p di€u khi€n Internet (ICMP -
Internet Control Message Protocol) d€ thong bdo cho may nguOn bi€t 1a su' cO
xay ra trong qud trinh truyén d{ liéu. Chuong nay s€ mo ta cic loai thong diép
béo 16i khic nhau cla ICMP va truOng hop nao thi ching dudc si dung.

Bdn than IP khong c6 coO ché gUi thong diép di€u khi€n va bdo 10i nén né
st dung ICMP d€ thuc hién viéc gli nhdn cic thong diép di€u khi€n va béo 10i
cho host trén mang. Chuong nay s€ tap trung nhi€u vao cic thong diép di€u
khi€n.Pay 14 nhiing thong diép cung cap thong tin vé cdu hinh, dinh tinh cho
host. Am hi€u vé thong diép di€u khi€n cUa ICMP 13 mOt phan rat quan trong
gitip ban xU 1y s cO mang va hi€u dugc mot ciach day dU vé mang IP.

Sau day hoan tat chuong nay,ban c6 thé€ thuc hién duoc nhimg viéc sau:

« Mo ta ICMP.

« MO0 ta cdu triic cUa thong di€p ICMP.

« Xéc dinh loai théng diép bdo 161 ICMP.

« Xdc dinh nguyén nhan lién quan dén tUng loai thong diép bdo 161 ICMP.
« MO ta thong di€p di€u khi€n ICMP.
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 Xiéc dinh dugc cécloai thong di€p diéu khi€n ICMP dugc st dung trong
mang ngay nay.
« Xic dinh nguyén nhan lién quan dén théng diép di€u khi€n ICMP.
8.1 T8ng quat vé thong diép bao 10i ctia TCP/IP
8.1.1 Giao thuc thong diép di€u khi€n Interne (ICMP)

IP 12 mOt phuong thic truy€n d{ li€u khong tin cdy trén mang. N6 1a moOt
giao thiic tU n0 luc t6i da d€ truyén dit liéu t6i dich. Trong d6, IP khong hé c6
mOt cd ché nio d€ xac nhan 1a dt liéu da dén dich. N€u mOt thiét bi trung gian
trén dudng di nhu router chang han bi su' ¢6, hay 1a thiét bi dich khong két noi
vao mang nén d li€u khong truyén t&i dich thi IP khong hé c6 cO ch€ nao dé€
thong b4o cho ngudi gUi bi€t 1a qua trinh truyén d{ liu da bi su ¢O. Giao thlc
thong di€p di€u khién Internet (ICMP) 1a mOt giao thUc cla b TCP/IP di b6
sung cho khi€m khuy€t nay cUa IP. ICMP khong khac phuc dugc su khong tin
cdy cla IP. ICMP chi don gidn la phat di cic thong diép d€ thong bdo vé su cO.
Van dé vé do tin cdy thi sé dudc gidi quyét & cic 18p trén n€u can thiét.

8.1.2 Théong béo 10i va khac phuc 10i.

ICMP 13 mOt giao th(c thong béo 16i cla IP. Khi qué trinh truyén dif liu
xay ra 106i thi ICMP dugc st dung d€ thong bdo 16i cho noi gli d{ liéu. Vi du
nhU hinh
8.1.2 Mdy 1 chuyé&n dit liéu cho may 6 nhung cGng Fa0/0 trén Router C bi ngat,
khi d6 Router C st dung ICMP d€ gUi thong bao 10i cho M4y 1 biét 1a dit liéu
khéng truyén dugc tdi dich. ICMP khong khac phuc dugc su cd ma né chi don

gidn 1a thong bdo vé su cO di xay ra.
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Workslabon 3 Workstaton 4

Falil

SO0

Falvd

Workslation 1 Workstalion 2 Workslation 5 Workstation B

Hinh 8.1.2

Router C nhan dugc go6i df 1iéu t&r Mdy 1, n6 chi bi€t dugc dia chi IP
nguOn dich cla g6i d{f liéu thdi. Router C khong th€ bi€t chinh xdc con dUOng
ma géi df liéu dd di d€n dugc Router C. Do d6 khi gUi thong bdo 16i thi Router
C chi c6 th€ glti cho Mdy 1 ch( khong gUi cho Router A va B. Nhu vay 1a thong
bdo ICMP chi gUi cho thi€t bji ngubn cla géi df li€u ch( khong gl cho cic
router.

8.1.3 Truyén thong diép ICMP

Thong diép ICMP duoc déng géi gibng nhu cac dif li€u khéc khi truyén di
bang IP. Hinh 8.1.3 cho thdy d{ liéu cla ICMP dugc déng géi trong g6i IP nhur
thé nao.

Thong diép ICMP ciing dugc truyén di nhu cic géi dit li€u khic cho nén
né ciing c6 th€ gdp su cO. Pi€u nay dan tGi mOt van dé 1a n€u mot théng diép
bdo 101 gdp su cO thi s& 1am phét sinh thém céc thong diép bdo 10i nita va di€u
ndy 1am cho mang cang bi ngh&n hon khi su cd vOn di x3dy ra va con dang tOn
tai trén mang. Chinh vi vay, cic thong diép bdo 16i cla ICMP sé khong tao
thém cdc thong diép bdo 10i cho chinh né.Nhu vy thi cdc thong diép bdo 10i

ciing ¢6 kha niing 14 khdng bao gi® d€n dén dugc may ngudn cla géi dr liéu.

Hinh 8.1.3
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8.1.4Mang khong dén duoc

PE thuc hi€én dugc viéc thong tin lién lac trén mang thi cic di€u kién co
bdn can phai c6 dU.Trudc tién 1a thi€t bi gli va nhan d{ liéu phdi dugc cdu
hinh ding b0 giao thlc TCP/IP.Viéc nay bao gOm cai dat b0 giao thlic TPC/IP
va cau hinh dia chi IP,subnet mask cho thi€t bi. Ngoai ra ban can phai khai bio
Defoult gateway néu thi€t bi can truyén d{ li€u ra ngoai pham vi cuc b0.Thu
hai 12 céc thi€t bj trung gian phdi thuc hién viéc dinh tuyén ding d€ chuyén géi
tUr ngudn dén dich. Router 12 thi€t bi thuc hién nhi€ém vu nay.Do dé router phdi
dugc cau hinh bd TCP/IP cho cic cOng giao ti€p va s dung giao thUc dinh
tuy€n thich hgp.

Néu 2 di€u kién trén khong dugc dap Ung thi hé thOng mang khong thé
thuc hién thong tin lién lac dugc. Vi du nhu khi mOt thiét bi gli dit liéu dén
mOt dia chi IP khong tOn tai hodc 1a thi€t bi dich da bi ngat két noi ra khoi
mang. Router ciing 12 nguyén nhan cUa su c® néu cOng giao ti€p trén router bi
ngdt hodc router khong c6 thong tin can thi€t d€ tim ra dudng t&i mang dich.
Nh{ng truOng hgp nhu vay déu dugc xem 12 mang dich khong dén dugc.

Hinh 8.1.4 minh hoa cho truOng hgp router khong th€ gl géi dit 1iéu dén
dich do router khdng bi€t duOng dén mang dich, router gUi thong di€p ICMP

vé cho mdy ngubn d€ thong bdo 12 mang dich khong dén dugc.

Hinh 8.1.4

8.1.5 SU dung 1énh ping dé ki€m tra xem dia chi dich c6 dén dugc khong

Giao thUc ICMP c6 th€ dugc st dung d€ ki€m xem c6 dén dugc mot dia
chi nao d6 hay khong. ICMP sé gUi thong di€p echo request dén mdy dich.Néu
mdy dich nhan dugc echo request thi sé€ trd 10i 1ai thong di€p echo reply cho
mdy nguOn.N€u mdy ngubn nhan dudc echo reply thi di€éu d6 khang dinh la
mdy dich c6 thé dén dudgc bang giao thic IP.

Lénh ping khdi tao céc thong di€p echo request. Vi du nhu hinh 8.1.5a va
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8.1.5b,chiing ta s dung 1énh ping v&i dia chi IP dich. Lénh ping gUi di 4 goi
echo request v nhan vé& 4 géi echo reply xdc nhan két nbi IP gilta 2 thiét bi

hoat dng tOt.

Hinh 8.1.5a

|en | C2\ WINNT\System 32\ cmd.exe

Microsoft Windowes 2000 [Version 5.00.2195]
<C> Copyright 1965-2000 Microsoft Corp.

Ci\> ping 198.133.219.2%

Pinging 198.133.219. 3% with 132 bytes of data:

Reply from 188.133.219.25: bytein 31 times 1Gms TTLe247
Reply from 198.133.219.25: bytess 12 times 16ms TTL= 247
Reply from 198.133.219.25: bytess 12 times 16ms TTLa247
Raply from 108.133.219.25: bytess 12 times 16ms TTL=247

Ping statistics for 198.133.219.25

Packets: Sent = 4, Reclelved = 4, Lost = 0 [0 loss ),
Approximate round trip times in milli-second s

Minimum = 16ms, Maximum = 16ms, Average = 16vms
Cils

Hinh 8.1.5b
8.1.6 Phat hién duong dai qua gidi han

G6i dir 1iéu khi truyén di trén mang c6 th€ bi truyén long vong va khong
bao gi0 dén dugc dich. Di€u niy c6 thé xdy ra khi thong tin dinh tuy€n bi sai, vi
du nhu 2 router cd gUi mOt géi dit liéu qua 1ai cho nhau vi router niy nghi rang
router kia m@i la tram k€& ti€p dén dich.

Giao thUc dinh tuy€n cé quy trinh ¢6 quy dinh gidi han d€ x4c dinh mang
dich khong dén dugc. Vi du nhu RIP ¢6 sO hop giGi han 1a 15. Diéu nay c6
nghia 13 g6i At li€u chi dugc phép di qua tOi da 15 router.

Khi con duOng ma géi d{f liéu di qua bi 1ap vong hodc c¢6 qud nhi€u hop
thi khi géi dr li€u vugt qua gia tri hop tOi da, gid tri Time-to-live (TTl)cUa géi
d(Miéu ciing hét thoi gian vi gid tri TTL dugc cai dat khdp vGi s hop tdi da da
dugc dinh nghia cUa giao thUic dinh tuy€n.MOi mOt géi d{f liéu déu c6 mot gia
tri TTL. MOi router sau khi x(t 1y g6i d{f liéu s& gidm gié tri TTL di 1. Khi gid tri
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TTL bang 0 thi router s& hly bo géi dit liéu d6. Khi d6 ICMP ding thong diép
“Time exceeded” d€ thdng bio cho may ngudn biét 1a TTL cla géi df li€u di bi
hét thoi gian.
8.1.7 Thong di€p echo

Nhu bat ky cic loai géi d{f liéu khac, thong di€p ICMP ciing c6 dinh dang
riéng. MOi mOt loai thong di€p ICMP c6 mOt ddc di€m riéng nhung tat cd céc
g6i ICMP déu bat ddu bang 3 phan:

* Type

* Code

e Checksum

Phan type cho biét loai thong di€p nao cla ICMP dugc gUi di. Phan Code
cho biét chi ti€t hon vé loai thong di€p ICMP. Phan checksum ciing tuong tu
nhUtrong céc loai géi d{f liéu khac,phan nay dugc st dung d€ ki€m tra 16i cho
dir liéu.

Trong hinh 8.1.7a 12 c8u triic cUa thong di€p ICMP echo request va echo
reply. Trong d6 chi s6 Type va Code tuong Ung vGi mOi loai thong diép.Phan
Identifier va Sequence Number s€ khic nhau d0i v&i tUng g6i echo request va
echo reply. Chi sO trong 2 phan nay dudc sU dung d€ xic dinh echo reply tuong
Ung v&i echo request n20.Con phan Data ch(fa cic thong tin b6 sung cUa thong

di€p echo request va echo reply.

Tieps (0 e 8) Coda [0} Chachsiim
Idlmritifinr Saquanca Nurmbar
Dptional Data
\
Hinh 8.1.7a
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ICMP Message Types

Echo Reply

Ceestination Uinreachable
Sourca Cuench

Redirect! Change Reguest
Echo Request

Router Adverlisameant
Router Selechion

Time: Excesded
Parameder Problem
Timastamp Ragquest

: Timestamp Rephy

Imformation Riequest
Irformation Raphy
Address Mesk Request
Address Mask Feply

Hinh 8.1.7b

8.1.8. Thong di€p “Destination Unreachable”

hong phan clng,cdu hinh giao thic khong diing, cOng giao ti€p bi ngat,thdng tin
dinh tuyén sai... 1a nhing nguyén nhan c6 th€ giy ra lam cho géi d{t 1iéu khong
th€ chuyén dugc tbi dich.Trong nhitng truOng hdp nhu vay thi ICMP g thong
diép “Destination Unreachable” cho may gUi d€ thong bdo 1a géi d{I li€u khong
chuyén dugc tdi dich.

Trong hinh 8.1.8a 12 cdu triic cUa thong di€p “Destination Unreachable”.

Gi4 tri 3 trong phan Type cho biét ddy 1a thong di€p “Destination Unreachable”.
Gi4 tri trong phan Code s€ cho bi€t nguyén nhan tai sao khong chuyén dugc géi
d(r liéu dén dich.Vi du nhu phan Code c6 gid tri 0 ¢6 nghia 12 mang dich khong
dén duoc.
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0 = nat unreachabla

1 = host unreachable

2 = prolocol unreachable

3 = pon unreachable

A = frsgrantabon nesded and OF sat

5 = aource routs fulad

i = destinalion natsork uknown

7 2 dastnation host wunkrowss

B = source host 2ol ated

9 = cormrrunication with desination netaor sdminmiraiively probdbiled
10 = communication with destinaton host admenistraively probibited
11 = natwork unreschable for ype devics

12 = host unreachabie for type of serice

Hinh 8.1.8b

Khi géi d{f li€u dudc chuyén tU -ring ra mang Ethernet thi thuGng phai
phan mdnh ra thanh cic g6i nhdhon.N&u g6i dt liéu khong cho phép phan mdnh
thi g6i d(iéu khong th€ chuy€n ra dugc, khi d6 thong diép “Destination
Unreachable” sé& dugc gUi di.Thong di€p ICMP nay ciing dugc gUi di khi céc
dich vulién quan dén IP nhUFTP,Web khong timthdy.Di€u quan trong khi xUly
sucOmang IP 1a ban can phai hi€u dugc cic nguyén nhan khic nhau tao nén
thong di€p ICMP “Destination Unreachable”.
8.1.9 Théng bao cac loai 10i khac

Khi thi€t bix(ly g6i d(fliéu khong chuyén géid(fiéu di dugc do mbt s610i
Ophan Header cUa géi d{t li€u.Loai diili€u nay khong lién quan gi d€n host dich
hay mang dich nhung né van lamcho géi difliéu khong thé chuyén dugc dén
dich.Trong truOng hQp nay,thong di€p ICMP “Parameter Problem”, Type 12 sé
duoc gl vécho mdy nguln.
Trong hinh 8.1.9 14 c8u tric cUa thong diép “Parameter Problem”.Trong d6 c6
phanPointer. Khi gid tri Code 14 0,phan Pointer cho biét octet nao trong géi d{f
liéu bj 16i.

Type (12) Coaté 10-2 Chackaum
Pointer | Lirnatid (st b 2oeo)
Internet Headar = Fist 64 Bits of Datagram

Hinh 8.1.9
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8.2. Thong diép di€u khi€n cta TCP/IP
8.2.1 Gi6i thi€u vé thong diép di€u khi€n

ICMP 13 mOt phan cla b0 giao thlic TCP/IP.Thuc t€ 1a tat cd cic hé
thOng IP déu phdi bao gdbm ICMP.Ly do cUa viéc nay hét sUc don gidn.Trudc
hét 1a IP khong c6 cO ché nao d€ ddm bdo 1a df liéu da dugc chuyén tGi
dich,hoan toan khong thong bio gi cho host bi€t khi su' cO xdy ra.IP khong c6 cO
ché€ cung cap thong diép thong bao hodc di€u khi€n cho host.Va ICMP di thulc

hién viéc nay cho IP.

ICMP Message Types

o Bchis Riapiy

3 Destnaton Unreachabie

i Saurce Cusnch

B Rednect’ Change Reogess)

B Excha Rincunst

i Rinsdne Adonin werrent

1'n Rru.ﬂrﬂ' 5qlu|-: -2 .}

1" Tt E nonncte

12 Faramatar Frobiern

13 Tenestamp Reaqueest

14 Timestamp Reply

15 Information Request

16 Information Reply

17 Address hlask Reguest

1B Address Lask Repihy
Hinh 8.2.1

Khong gibng nhu théng di€p bdo 16i,thdng di€p di€u khi€én khong phai
dudc tao ra 1a do mat géi d{f liéu hay do 16i cUa qua trinh truyén d{r liéu.Ma cic
thong diép di€u khi€n dugc dung d€ théng bio cho host bi€t vé tinh trang
ngh&n mach trén mang hay thdng bdo cho host biét 12 c6 mbt gateway tOt hon
dan dén mang dich... Ciing giOng nhu tat cd cic g6i ICMP khéc,thong diép diéu
khi€én duoc déng géi trong géi IP.ICMD si dung géi IP d€ truyén thong diép
trén mang.

ICMP c6 rat nhi€u loai théng di€p di€u khi€n khdc nhau. MOt sO loai
thudng gdp nhat dudgc thé€ hién & hinh8.2.1.

8.2.2 Thong diép ICMP redirect/change request
Thong di€p di€u khi€n ICMP thuOng gdp nhdt 13 redirect/change

request.Loai thong diép nay dugc tao ra bdi gateway ma thong thuOng d6 chinh
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1a router. Tat cd cdc host khi mu6n thong tin lién 1ac v&i cic mang IP déu phai
dugc cdu hinh default gateway. Default gateway 1a dia chi cla mOt cOng trén
router k€t nGi vao cling mOt mang v&i host. Nhu trong hinh 8.2.2a, mOt host
dugc nGi vao router va router nay c¢6 két ndi ra Internet.Host B dugc cdu hinh
default gateway 12 dia chi IP cUa cOng Fa0/Otrén router.Host B s& st dung dia chi
IP nay d€ dén cdc mang khic. Binh thuOng host B chi k&t nbi dén mot
gateway.Tuy nhién ciing c¢6 truOng hop moOt host k€t ndi vao mang 2 hay nhi€u
router.Trong truOng hQp d6, defauft gateway cUa host s€ can dung
redirect/change request d€ thong bdo cho host bi€t vé mOt gateway khac tOt hon
d€ dén mOt mang dich nao do.

4 ey

( L
Imlarnal
L\ -~
-

-

Haost B Router A

IP address: 192.168.12.4 FastEthemet 010

Subnel mask 255255 2550 IP addmess: 192.168.12.1

Default Gateway: 192 168.12.1 Subnet mask 255.255.255.0
Hinh 8.2.2a

Trong hinh 8.2.2b 14 mOt vi du cho truOng hop can s dung ICMP
redirect. Host H gUi dr li€u cho Host C trong mang 10.0.0.0/8. Vi mang dich
khong két nGi truc ti€p vao Host H nén Host H gl g6i dén default gateway cUa
n6 1a Router R1. Router R1 tim trén bang dinh tuy€n d€ tim dudng d€n mang
10.0.0.0/8 thi th8y rang d€ chuyén géi téi dich router phdi gUi géi nay ngugc tré
ra cOng ma né vla mGi nhan géi dit liéu vao. Khi d6 router R1 sé chuyén géi dir
liéu di va dOng thoi gUi thong di€p ICMP redirect/change request t&i Host H dé€
thong bdo 12 Host H nén s dung Router R2 lam gateway cho tat cd cdc géi
d{(liéu dén mang 10.0.0.0/8.
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172.16.1.100 |E0 E0 | 172.16.1.200

Host H 172.16.1.1/24
default GW = 172.18.1.100

Hinh 8.2.2b

Default gateway chi gUi thong di€p ICMD redirect/change request khi gdp céc
diéu kién sau:

CO6ng ma router nhan géi df li€u vao cling chinh 13 cGng ma router s& chuyén
o6i dit liéu di.

Dia chi IP cUa mdy nguOn 1a cing mOt mang /subnet v3i dia chi IP cUa tram ké
ti€p.

Géi d{r li€u nhan dugc khong phai gli nguge 1ai mdy nguon.

Con duGng ma router thuc hién thong bio cho host khong phdi 1a duGng mac
dinh cla router va ciing khong phai 1a clla mOt ICMP redirect nao khdc.

Router phdi dugc cau hinh d€ thuc hién redirect.(Mac dinh 1a Cisco router thuc
hién gUi ICMP redirect.Ban c6 th€ ding 1énh no ip redirect d€ tat chlic ning
nay trén mOt cOng nao d6 cUa router).

Thong di€p ICMP redirect /change request c6 cdu tric nhu hinh 8.2.2c.Trong
d6 phan Type c6 gid tri 12 5,phan Code c¢6 gid tri 14 0,1,2 hodc 3.

Phan Router Internet Address chla dia chi IP cUa gateway m&i. Vi du nhu
trén: trong thong di€p redirect clla Router R1 gli cho Host H,phan Router
Internet Address s€ c6 gia tri 1a 172.16.1.200,day 1a dia chi IP cUa cOng EO trén
Router R2.
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o ] 16 k|
Typa {5) Codm (0-3) Chmckaum

[ Resitor Intarnet Adermas
Inimrisnt Haaders First B4 Bits of Datagram

Hinh 8.2.2¢

Code Value Required Action

Radirectod datagrams for the netwn i

Radirected datngramd for the hotl

Readirected datagrams for e bype of sendoes and networks.
Radiractad datagrams for the type of sendces and host

Hinh 8.2.2d

@ & = D

8.2.3 Pong bO dong ho va udc tinh thoi gian truyén dir liéu

B giao thlic TCP/IP cho phép hé thdng mang nay két nbi vGi hé thOng
mang khic & cach nhau rat xa thong qua nhi€u hé thOng mang trung gian.MOi
mOt hé thdng mang cé moOt co ché dong bd dOng ho riéng.Do dé khi mOt host &
mang khdc st dung phdn mém can ddng bo thoi gian d€ thuc hién lién lac thi
c6 thé s& gdp rac r6i.Thong diép ICMP Timestamp dugc thi€t k€ d€ gidi quyét
van dé nay.

Thong diép ICMP timestamp request cho phép mOt host hdi gi® hién tai

trén mOt mdy khdc.Mdy dugc hoi s€ dung thong di€p ICMP timestamp reply dé
tra 10i.
Phan Type trong thdng di€p ICMP timestamp c6 gid tri 1a 13 (timestamp
request)hodc 14 (timestamp reply).Phan Code ludn cé gia tri 1a 0 vi loai thong
diép nay khong c6 gi khiac hon. Phan Originate timestamp 12 thong tin v€ gid
hi€n tai trén may gUi ngay trudc khi thong di€p ICMP timestamp request dugc
g(fi di. Phan Recive timestamp 13 thOi di€m ma mdy dich nhan dugc yéu cau
request. Phan Transmit timestamp 12 thOi di€m trén mdy trd 10i ngay trudc khi
mdy nay gUi thong di€p ICMP timestamp reply.

Tat cd 3 thOng s v€ thdi gian trén déu dugc tinh bang sO mili gidy tinh

tU thOi di€m nlra dém theo gi® Quoc t€ (Univesal Time -UT).
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Tg,l[u- {13 or 14} | Code [0} Chascingapm
|dartifiar . | Saquence Mumber
Originate Timastamg

Recalve Timastarrg

Transmil Timasiarmp

Hinh 8.2.3

Tat cd cic thong tin ICMP timestamp reply d€u c6 day du 3 thong sO: thoi
di€m gUi géi request,thdi di€m nhan dugc request va thoi di€m gl g6i reply.
Dua vao 3 thong sO nay host c¢6 thé udc 1ugng dugc khodng thdi gian d{f liéu
truy€n trén mang tU may nguOn dén mdy dich bang céch 1ay gid tri cla phan
Originate Timestamp trU cho gid tri cUa phan Transmit timestamp. K&t qud nay
cting chi mang tinh chat udc lugng thoi vi thdi gian truy€n that su' con phu
thuc vio Iuu luong truyén thuc t€ trén mang lic d6. Ngoai ra,host con cé thé
udc tinh dugc gi0 hién tai trén may dich.

Thong di€p ICMP timestamp 12 mOt ciach don gidn d€ udc dodn gid trén
may dich va udc tinh tOng thOi gian truyén trén mang nhung ddy chua phai 1a
cach tOt nhat.Giao thlic Network Time Protocol (NTP) & 18p trén cUa giao thic
TCP/IP thuc hién dOng b0 ddng hO theo cich tin cdy va chinh xdc hon.

8.2.4 Thong diép Information request va reply

Thong di€p ICMP information request va reply cho phép host xdc dinh dia

chi mang cUa né.Hinh 8.2.4 1a cdu triic cUa loai thong di€p nay.

Typa (16 ar 168) Code 10) Chssciugam
Idantifier Sequence Mumiber
Hinh 8.2.4

Phan Type c6 2 gid tri:gia tri 15 tuong Ung v&i thong di€p Information
reply.Loai thong diép nay clla ICMP dugc xem la da qua 10i thoi. Hién nay,cic
giao thifc BOOTP va DHCP dugc st dung nhi€u d€ cung cdp dia chi mang cho
host.

8.2.5 Thong di€p Address Mask

Khi ngu0i qudn tri mang ding moOt dia chi IP 16n chia ra thanh nhi€u
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subnet, cdc subnet s€ c6 subnet mask tuong Ung. Subnet mask dugc s dung dé
x4c nhan céc bit clUa phan Network. Subnet va c4c bit cUa thanh phan Host trong
dia chi IP. N€u mOt host bi€t dia chi IP cUa router thi né gli yéu céu tGi truc
ti€p cla router, con n€u khong thi né s& qudng ba yéu cau cla né. Khi router
nhan dugc yéu cau nay, router s& ding thdng di€p Address mask reply d€ tra
10i. Trong thong di€p Address mask reply s€ c6 subnet mask chinh xdc cho
host.Vi du: mot host trong mang 18p B c6 dia chi IP 1a 172.16.5.2. Host nay
khong bi€t subnet mask cUa minh nén né broadcast thong di€p Address mask
request nhU sau:

Source address: 172.16.5.2

Destination address:255.255.255.255

Protocol:ICMP =1

Type:Address Mask Request =AM1

Code:0

Mask:255.255.255.0
Router 172.16.5.2 nhén dudc thong diép trén va trd 10i bang thong diép Address
mask reply nhU sau:

Source address: 172.16.5.1 Destination

address: 172.16.5.2 Protocol: ICMP =-1

Type: Address Mask Request =AM?2

Code:0

Mask:255.255.255.0
Cau tric cla thong di€p Address Mask Request va reply dugc th€ hién & hinh
8.2.5 Thong diép Address Mask Request va reply c6 cdu triic hoan toan nhu nhau,
chi khic nhau gi4 tri phdn Type.Phan Type c6 gid tri 17 la tuong Ung v&i
request,con gid tri 18 12 tuong Ung vGi reply.Phan Identifier va Sequénc Number
gitip phan biét reply nao tudng Ung vGi request nio,gid tri hai phan nay thuOng
12 0.Phan Checksum dugc diing d€ ki€m tra 16i cho théng diép ICMP dugc tinh
bat dau tU phan Type trd di.
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Type (17 or 18) Ciode: i) Chectim
|demilier Sapueana MU
Address Mask

Hinh 8.2.5

8.2.6 Thong di€p cUa router

Khi c6 host trong mang bat dau khdi dOng va host chua duQc cdu hinh
Default gateway thi né c6 th€ tim gateway bang thong di€p Router
discovery. Trudc tién, host gl thdng di€p Router solicitation cho tat cd céc
router bang cdch ding dia chi multicast 12 224.0.0.2. Thong diép nay ciing ¢ thé
dugc gl broadcast d€ glti d€n dugc nhitng router khong cé cau hinh multicast.
Khi nhdn dugc thong diép trén, n€u router khong c6 cdu hinh ho trg qud trinh
nay thi router s& khong trd 10i gi hét. Con néu router c¢6 hO trg qu4 trinh nay thi
router s& trd 10i 1ai bang thong diép Router advertisement. Cau tric cUa thong tin

diép Router advertisement dUQc md ta & hinh 8.2.6.

[ Trpa iﬂ; | oot (1) Clancknuem

Nurnibar of |
Address Entry Size | Lifetime
_-ﬁdcl'ﬁsﬁ |

|
| |
Router Addreas 1
Prefarences Level 1 |
Ruiber Addrass 2
Preferenoes Level 2 i

Hinh 8.2.6
8.2.7 Thong diép Router solicitation
Host gUi thong di€p Router solicitation trong truGng hgp bi mat Default
gateway.Thong di€p nay dugc gUi multicast va day chinh 12 biroc dau tién cla
qué trinh tim router di dé cdp & phan 8.2.6. Router s& trd 10i 1ai bang thong
diép Router Advertisement,trong d6 c6 cung cap Default gateway cho host. Hinh

8.2.7 12 c8u triic cUa thong di€p Router solicitation:
0 8 16 N

Type (10} Code (0} Chacksum
Feserved

Hinh 8.2.7
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8.2.8 Thong diép bdo nghén va di€u khi€n ludng dir liéu

Né&u c6 nhi€éu mdy tinh cuing lic truy xudt vao cing mOt mdy dich thi may
dich c6 th€ bi qud tdi. Nghén mach c6 th€ xdy ra khi luu lugng tU mang LAN
tOc d6 cao dugc truyén ra két ndi WAN c6 tdc dO thap hon. N€u mang bi
nghén qud mUc thi cdc g6i dU li€u s€ bi hUy bO. Thong diép ICMP source-
quence gitp lam giam Iugng d{r li€u bi hly bd. Thong diép nay sé dugc gui
cho may gUi d€ yéu cau mdy gUi gidm tOc d0 phat géi df li€u. Sau khodng thdi
gian ngin, ngh€n mach dugc gidi tda va may gl c6 th€ ting dan tdc dO truyén
1én sau khi khong con nhan dugc thong diép source-quence nao nlta. Mac dinh 1a
da sO cic Cisco router khong thuc hién gUi thong diép source-quence vi c6 thé
cdc thong diép nay con 1am cho tinh trang tac nghén bj ting thém.

Mo hinh vin phong nhd -vin phong tai nha (SOHO -Small Office Home
Office)la mOt truOng hgp 4p dung t6t ICMP source-quence. Vi du m6t SOHO c6
mOt mang gbm 4 mdy tinh dugc ndi vGi nhau bang cdp Cat5 va 4 may nay chia
s& nhau mOt két nOi Internet 56K bang moden. Ching ta thdy rang dudng két
n0i WAN véi bing thong 56K s& nhanh chéng bi qui tdi vGi mang LAN bing
thong 100Mbps clla SOHO, két qud 1a d 1iéu s& bi mat va phdi truyén lai
nhi€u 1an. Mdy tinh c6 k€t n0i ra Internet va gi(r vai trd gateway d€ chia sé
duong truy cap Internet nay cho cdc mdy tinh con lai c¢6 th€ dung thong diép
ICMP yéu cau cic mdy tinh khac gidm tOc d0 truyén d€ trach viéc mat mat dit

li€u do nghén mach.

Network congestion is
experenced at the WAN link

Slow WARN link

High Spard
LAN

! Local Router
-

Hinh 8.2.8
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TONG KET
Sau day 14 cdc di€m quan trong ban can nam trong chUong nay:

« IP1acO ché tu nb luc tOi da d€ truyén géi dr liéu. IP st dung thong diép
ICMP d€ thong bio cho may nguOn biét 1a d{f li€u da khong chuyén t&i
dugc dén dich.

« Thong di€ép ICMP echo request va echo reply cho phép nguUdi qudn tri
mang ki€m tra két ndi IP trong qua trinh x( 1y su’ c6 mang.

« Thong di€ép ICMP ciing dugc van chuy&n bang giao thic IP nén qu trinh
truy€n thong di€p ICMP khong tin cdy.
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G6i ICMP c6 phan Header riéng dac biét bat dau bang phan Type va
Code.

X4c dinh dugc nguyén nhan tao ra céc théng di€p bdo 16i clla ICMP.

ChUc niing cUa cic thong di€p di€éu khi€n ICMP.

Thong di€p ICMP redirect/change rquest.

Thong di€p ICMP d€ dbng bd ddng ho va udc lugng thoi gian truyén dr
liéu

Thong diép ICMP information request va reply.

Thong diép ICMP d€ tim router.

Thong di€p ICMP router solicitation.

Thong diép ICMP débio nghén va di€u khién ludng dit liéu.
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