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CHUONG 1
TONG QUAN VE WINDOWS 2000

1. GIOT THIEU WINDOWS 2000

Windows 2000 1a mot hé diéu hanh da muc dich (multipurpose operating system)
duoc tich hop san kha ning hd tro cho cac mang khach/chu (client/server networks) va
mang ngang hang (peer-to-peer networks), ho tro Internet.

Windows 2000 dugc thiét ké dé nang cao do tin ciy (reliability), kha ning song
con cao nhat cua h¢ thong (system availability) va kha nang thay d6i quy mo (scalability)
cho phu hgp véi du céc loai mang tir mang c& nhdé t61 nhitng mang quy mo 16n cho ca mot
t6 chtrc/doanh nghiép.

Ho san pham Windows 2000 bao gdm 4 phién ban (edition):

o Windows 2000 Professional.

o Windows 2000 Server.

o Windows 2000 Advanced server.

o Windows 2000 Data Center Server.

1.1. Windows 2000 Professional

Windows 2000 Professional 1a hé diéu hanh thé hé méi cho mdy tinh dé ban thay
the Win95/98 va Windows NT for Workstation. N6 1a hé dieu hanh duogc thiét ké cho ng-
uoi st dung binh thuong trong cac co s& kinh doanh. Windows 2000 Professional xay
dung trén nén tang Windows NT for Workstation va Win98, né chon céc uu diém cua hai
hé diéu hanh nay 1a tinh 6n dinh va cac chic ning bao mat ciia NT va tinh dé st dung cta
Win98. N6 hd trg viéc ning cap tir Win95, 98 va Windows NT for Workstation.

Céc chirc ning méi mé rong trong Windows 2000 Professional bao gom:

e Tinh dé sir dung.

e Don gian héa vi¢c quan tri.

e Ting sy hd tro phan cing: hd trg kha ning cam va chay (plug and play), ting
cuong kha nang quan ly ngudn dién (enhanced power management), va ho trg cho mot
dai rat rong cac thiét bi phan ctng.

e Nang cao viéc quan ly File va bao mat nho hé thong mi hoa file: (file
encryption system).
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e Nang cao viéc két ndi Internet.

e C6 thé duoc dung nhu médt network client.

e (0 kha nang chia s¢ tai nguyén mang.

e Cho phép 2 bo xur 1y chay song hanh & stir dung 4GB b nhd.

1.2. Windows 2000 Server

% Hé diéu hanh Windows 2000 Server duoc thiét ké dé dung chu yéu cho méay chu
cua mang (network server).

< Windows 2000 Server bao gdm tit ca cac chuc ning cua Windows 2000
Professional, ngoai ra con c6 thém rat nhiéu chirc ning cia mot may chi, c6 thé dong vai
tro File server, Print server, Application server & web server va cho Workgroup.

% N6 hd trg cho viée quan 1y hé thong mang don gian hon. Terminal Service dugc tich
hop trong phién ban nay dé phuc vu cho viéc chay céc ing dung manh trén Server.

% N6 ¢6 thé duoc ciu trac nhu mdt may chu thanh vién (member server) hodc nhu
mot Active Directory Domain Controller.

% Thich hop cho mang ctia mot co s¢ kinh doanh vira va nho.

% Hb tro 2 bo vi xir Iy (CPU) khi cai dat méi, 4 CPU khi nang cap tir NT4.0, 32
GB bd nh¢ vat 1y trén hé Alpha va 4 GB trén hé Intel.

1.3. Windows 2000 Advanced Server

% Phién ban nay 1a hé diéu hanh may cha manh hon cho cac tmg dung hodc céac
phong ban.

% Windows 2000 Advanced Server bao gdm tit ca cac tinh ning cta Windows
2000 Server va phat trién thém cac tinh ning mé rong quy mé (scalability) va kha ning
sdng con cao (high availability).

% Windows 2000 Advanced Server dugc xay dung cho nhitng mang doanh nghi¢p
16m va trong moi trong st dung co s¢ dir li¢u manh.

%+ N6 thich hop cho mang ctia co s& kinh doanh 16n.

% Ngoai ra n6 con ¢ kha ning két ndi cum may cha (Clustering) dé dam bao tinh
ludn ludn sin sang cta hé théng. N6 cho phép két ndi cum 2 may chii (2 ways clustering),
tuc 1a cho phép mot server ty dong ganh thém nhiém vu cua server kia khi server kia c6
su cb.

% N6 cho phép hd tro tdi da 8 bd xir Iy (CPU), 32 GB bo nhé vat 1y trén hé Alpha
va 8 GB trén h¢ Intel.
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1.4. Windows 2000 Datacenter Server

% Phién ban nay duoc thiét ké dé dap tmg cac yéu cau cta co quan/doanh nghiép
16m va thich hop cho cac tng dung:

e Céc tmg dung xtr Iy giao dich truc tuyén quy mé 16n (Large Online Transaction
Processing (OLTD) application);

e Cac tng dung khai thac kho dit li€u (Data warehousing application);

e Céic Umg dung xtr Iy phan tich truc tuyén quy mod 16n (Large-scale Online
Analytical Processing (OLAP) application);

e Céic tng dung cung cip dich vu Internet quy méd 16n (Large-scale Internet
service provide (ISPs)).

e Cac ing dung cung cap dich vu Web quy mé 16n (Large-scale Web site hosting).

% HO tro két nbi cum 4 may chi (4 ways clustering).

% HO tro dén 32 bo xur Iy & 64GB b nhd.

2. CAC NET PAC TRUNG CUA WINDOWS 2000

Nét dac trung Loi ich

Chi phi sé hiru thip | Giam chi phi chay va quan tri mang nho cac kha ning;

nhat  (Lower total|e Kha nang cai dat va nang cip tu dong cac ing dung.

cost of ownershi, X xioas, ox A1 s
f P) e D¢ cai dat va cau hinh cac may tinh tram.

e HO tr¢ viéc quan tri, nang cap cac may tram tur xa.

7/

Bao mat ¢ Xac thuc nguoi st dung (Authenticates users) trudc khi
ho dugc quyén truy nhap t6i cac tai nguyén hodc dir licu.

% Cung cép kha nang bao mat va giam sat cuc bo hoac trén
mang ddi cac files, folders, may in va céc tai nguyén khac.

< HO tro giao thuc Kerberos va PKI (public key

infrastructure).
Dich vu Thue muc % Luu gitr thong tin v€ cac tai nguyén mang nhu tai khoan
(Directory services) |nguoidung, cac img dung, cc tai nguyén in an, cac thong tin
bao mat.

% Cung cdp dich vu cho phép ngudi ding co quyén truy
nhép t61 cac tai nguyén trén toan bo mang Windows 2000 va
xac dinh vi tri cia cac nguodi dung, may tinh va cac tai
nguyén khac. Cho phép céc quan tri mang quan tri va bao
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Nét dac trung

Loi ich

mat cac tai nguyén do.
<% Windows 2000 Server luu trir va quan 1y cac thong tin vé
Dich vu thu muc chu dong (Active Directory services).

Tinh nang cao va
khia ning mé rong
16m

(Performance  and
scalability)

< HO tro da xtr 1y song song (SMP) trén cac may tinh c6
nhicéu bd x1r 1y.

e Windows 2000 Professional: hd tro t5i 2 CPU.

e  Windows 2000 Server: hd trg téi 4 CPU.

HO trg xir Iy da nhiém(multitasking) cho cac tién trinh hé
thdng va cac chuong trinh.

Cac dich vu két ndi
mang va truyén
thong

(Networking and
communication

services)

% Cung cép cac hd tro ¢6 sdn cho cac giao thirc mang thong
dung nhat ké ca TCP/IP va IPX/SPX.

% Cung cip kha nang két ndi véi cac mang Novell NetWare,
UNIX, AppleTalk.

% Cung cip kha ning dial-up networking: Windows 2000
Server cho phép co t6i 256 két nbi dong thoi qua dién thoai
(simultaneous inbound dial-up sessions). Windows 2000
Professional cho phép c6 1 két nbi.

Kha nang Tich hop
Internet

(Internet integration)

< Cho phép két ndi cac mdy tinh cia nguoi dung véi
Internet. Nguoi dung c6 thé duyét qua cic tai nguyén trén
mang, mang Intranet, Internet mot cach an toan, nhan va guri
cac thu tin dién tur.

< Windows 2000 Server bao gdém Microsoft Internet
Information Server (11S).

% Windows 2000 Professional cung cap mot personal Web server.

Ciac cong cu quan
tri tich hop sin
(Integrated
administration tools)

< Cung cdp phuong tién dé tao ra cic cong cu quan 1y cac
may tinh cuc bd va & xa theo y cia minh véi mét giao dién
chuan duy nhat.

% Cung cap phuong tién dé gin cac cong cu quan tri ctia cac
hang thtr 3 vao giao dién quan tri chuan chung.

HJ trg phin cirng

% HO tro universal serial bus (USB).

% HO trg cac phan cimg cdm va chay (Plug and Play):
Windows 2000 tg dong phat hién, cai dat va cdu hinh cac
thiét bi phan cing nay.
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3. GIOI THIEU VE ACTIVE DIRECTORY SERVICES

Mot trong nhirng phat trién 1on cua Windows 2000 1a su ap dung dich vu thu muc
(directory service) thong qua Active Directory (Thu myc chu dong). Toan bo tai nguyén
mang dugc quan tri tdp trung qua nhiing Active Directory Ojects. Ngudi dung s€ khong
con can phai biét nhing tai nguyén nay dugc thuc sy ghi tai nhimg may cu thé nao trén
mang.

* Dich vu Active Directory la gi?
Active Directory Services bao gom:
e Thu muyc (directory) trong d6 chita cac thong tin vé cc tai nguyén trén mang.

e Cac dich vu (services) dé lam cho cac thong tin ndy tré nén sin sang va hiru ich
cho nguoi st dung cling nhu quan tri vién.

Céc tai nguyén chtra trong thu muc bao gém dit liéu ctia nguoi ding, may in, may chi,
co s& dir li¢u, cac nhdm nguoi dung, cic may tinh, va cic chinh siach bao mat (security
policies). Nhimg tap dir liéu nay duoc biét dén nhu nhimng d6i tugng (objects).

Active Directory Services don gian héa viéc quan Iy mang nho viéc to chirc cac
tai nguyén mang theo ciu tric mién (domains). Mdi domain 13 mot nhém logic bao gom
nhimg may chil va céac tai nguyén mang khac va dugc nhan biét boi tén ctia domain. Mbi
domain bao gdm 1 hodc nhiéu domain controller. M&i domain controler trong mot
domain 1a mot may tinh chay Windows 2000 Server chita toan by dir liéu mang cua
domain 4y. Tét ca cac domain controller 13 nhiing peers, va khi ban thay doi trén mot
domain controller thi sy thay d6i nay s& dugc upgrade trén tit ca nhitng domail controller
khéc trong domain.

Active Directory Services hd trg tinh niing scalability (mé réng) nho viéc luu
gifr thong tin trén nhimg phan riéng biét, mdi phan cho phép luu gitt mot khdi luong rat
16n cac d6i twong. Nho vay driectory ¢6 thé mé rong dé dang khi c¢6 yéu cau mo rong
mang.

Active Directory Services hd tro' viéc mé rong hé thong tiéu chuan bing cach
td hop cac quy udc vé namespases cua Internet voi dich vu thu muc cua Windows 2000.
Diéu nay cho phép viéc théng nhat va quan 1y nhiéu namespaces hién dang ton tai trén
phan mém va phan cling cia cdc mang mdy tinh. Active Directory Services sit dung
domain name system (DNS) cho hé théng tén ctia n6 va co thé trao d6i thong tin véi bat
ct trinh itng dung hay thu muc nao dung giao thtrc Lightweight Directory Acess Protocol

Quan tri mang Window 2000 S



Khoa Cong ngh¢ Thong tin Tr-éng §'i hdc M& - SPa
chEt

(LDAP) hodc HTTP. LDAP 1a mét chuan Internet dé truy cap dich vu thu muc duoc phat
trién dé thay thé cho Directory Access Protocol (DAP). HTTP 1a mét giao thirc chuan dé
hién thi cac trang web trén World Wide Web. Active Directory Services ¢6 tinh tuong giao
voi LDAP va HTTP.

Active Directory Services hd tro' cho khuén dang diit tén chuin (standard
name formats) bao gom:

e RFC 822: Day la dang dung cho dia chi email: usernames@domainname

e HTTP URL (Uniform Resource Locator): Pay la dang dung cho Web Browsers:
http//:domain/path-to-pages

o Universal Nameming Conversion (UNC): Day la dang duoc dung cho
workgroup va domains dé st dung chung cic tai nguyén mang. Vi du
\\microsoft.com\xl\budget.xls

e LDAP URL:

Dang nay bao gom tén mét Active Directory Domain Controller va tén cua object.
Vi du:

LDAP://someserver.microsoft.com/

CN=fmiller,OU=product,OU=division,DC=devel,O=class, C=us.

Trong do:

CD la object’s Common Name (tén cta object)

OU 1a Organizasional Unit (mot container ¢ thé chuta céac ojects)

DC la Domain Component Name

O 1a tén cong ty (organization)

C l1a Country

4. GIOI THIEU VE WORKGROUP & DOMAIN TRONG WINDOWS 2000

Windows 2000 hd tro cho 2 loai mang co ban 1a mang theo nhom lam viéc
(Workgroup) & mang theo mién (Domain).

4.1. Window2000 Workgroups

Workgroups 1a mot nhom 16gic cac may tinh duoc ndi mang véi nhau chia sé sir
dung chung céc tai nguyén. Mang Workgroups con dugc bict voi tén mang ngang hang
(peer-to-peer networks) boi vi tat ca cac may trong mang déu cé thé chia sé dung chung
cac tai nguyén mang mdt cach binh dang.

M&i may tinh trong Workgroups c6 thé chay Windows 2000 Server hodc Windows
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2000 Professional va luu giit mot co s dir lidu tai chd vé bao mat (local security
database) trong d6 co chira tat ca cac tai khoan ngudi ding (user account) va cac thong
tin tai nguyén bado mat cua riéng may do.

[ ]

window200 server

W2k proSgsional pfessional

Window2000 sever

= Windows 2000
f Server

Windows 2000
Professional

Windows 2000
Professicnal

Windows 2000

Server

Windows 2000 Workgroup
< Piac diém cua mang Windows 2000 Workgroup 1a:
e Moi nguoi dung phdi c6 mot tai khoan nguoi dung trén moi may tinh.
e Néu c6 thay doi gi vé tai khoan ngudi dung thi phai thuc hién trén tit ca cac
may tinh.
% Uu diém cta Windows 2000 Workgroup 1a:

e Khong cin phai c6 riéng mot may chay Windows 2000 Server dé chira cac thong
tin ciia toan mang mot cach tap trung.
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o D@ thiét ké va lap dat.

e Thuén tién trong truong hgp mot mang gdm it may tinh (thudng chi ap dung véi
mang c6 dudi 10 may tinh).

@ Trong mang Workgroup, may tinh chay Windows 2000 Server dugc goi la may
chu dung don 1¢ (Stand-alone Server).

4.2. Windows 2000 Domains
Néu nhu workgroup trong Windows 2000 c6 cau triic gan nhu hoan toan gidng véi
WinNT, thi domain trong Windows 2000 lai 1a mot su phat trién dang chu y.

work s\ati workgstation

Domain controller

Windows 2000 Domain

Domain
controller

Domain [
controllar T

Client computer P Client computer

Domain Directory

% Domain cua Windows 2000 1a mot nhom logic cac may tinh c6 cung chung mét
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co s& dit lidu tap trung vé thu muc (central directory database). Co s& dit liéu nay chira
cac thong tin vé tat ca cac objects cia domain.

% Mot domain c6 thé khong han ché trong mot khu vuc dia ly nho. Cac may tinh
trong 1 domain c6 thé nam trong 1 mang LAN hodc nam khap noi trén thé gioi, lién lac
v6i nhau qua nhiéu kiéu két ndi khiac nhau nhu: Integrated Services Digital Networks
(ISDNs), Digital Subscriber Lines (DSLs).

Domain Controller

% Domain controller 13 mot may chii quan 1y tat ca cac tuong tac lién quan dén
bao mat user/domain va quan tri tap trung.

s Trong Windows 2000 khong con khai ni€ém Primary domain controller &
Backup domain controller, thay vao do la cac domain controller trong d6 c6 chura ban
copy cua central directory. Khi thay doi thong tin trong mét directory ciia mdt domain
controller, Windows 2000 s€ tu dong cap nhat cho toan bo cac domain controller con lai.

% Trong domain ctia WinNT su quan ly mang tinh tap trung & Primary Domain
Controller va Backup Domain Controller, tuy nhién chi nam & mirc d6 rat thép, khi mét
nguoi dung mudn truy cap mot ngudn dir lidu, anh ta khong nhing can duoc su cho phép
ma con can phai biét ngudn dit liéu d6 dugc luu giir ¢ 6 dia vat 1y nao.

% Vi domain cta Windows 2000 ngudi dung s& khong con can phai biét ngudn tai
nguyén mang duogc thuc su chira & 6 dia vat Iy nao ma chi can biét dja chi logic cta né
trong directory ma thoi.

Logi ich cia viéc str dung Windows 2000 domains

e Cung cip kha ning quan tri tip trung vi tat ca thong tin vé ngudi dung duoc luu
trir tap trung.

e Cho phép nguoi dung chi cin ding nhap mang 1 1an (single logon process) 1a
c6 thé truy nhap t6i tit ca cac tai nguyén trong domain ma ho da duoc phan truy nhap ti.

e Cung cap kha nang md rong mang vi c6 thé tao ra cdc mang rat 16n.
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CHUONG 2
CAI PAT WINDOWS 2000 SERVER

1. CHUAN BI DE CAI PAT WINDOW2000 SERVER

1.1. Cac cong viéc can chuan bi

Bang dudi ddy liét ké cac budc ban can lam trude khi tién hanh cai dat Window
2000 server.

Cong Viéc

Kiém tra xem may tinh cua ban c6 dat yéu cu toi thiéu dé cai dat Window
2000 server khong.

Kiém tra tit cac cac bd phan phan cung (network adapters, video drivers,
sound cards, CD-ROM drives, PC cards, and so on) xem c6 tuong thich voi h¢ diéu
hanh Window 2000 server khong bang cich so sanh véi bang Windows 2000
Hardware Compatibility List (HCL).

Xéc dinh rd xem ban muédn chia 6 dia cing cta banh nhu thé nao?

Chon File hé thong (FAT hay NTFS). Nén chon NTFS trir khi ban mudn cai
dat nhiéu hon mot hé diéu hanh trén may tinh cia ban.

Chon loai mang ma may tinh cua ban s€ gia nhap vao (workgroup or domain).
Néu ban dinh gia nhdp vao mot domain, ban can biét thém mot sb thong tin nhu
domain name va tai khoan ctia ban. Néu ban c6 mot administrator account va
password trong domain, ban c6 thé tao mot computer account trong domain do.

Xéac dinh xem ban mudn cai mdi Window 2000 server hay ning cap tir
Windows NT Server.

Chon phuong phap cai dat: Setup boot disks, CD-ROM, or over-the-network.

Chon céc cau hinh ma ban muon cai dat vi du Networking Services hay
Microsoft Indexing Service.

Ngoai cac cong vi¢ce trén ban con can thuc hi€én mdt s6 cong viéc sau dé chuan bi
cho viéc cai dat Window 2000.
Lam viéc voi Domain Name System (DNS)

Khi ban tao ra mot window2000 domain, thi dich vu DNS phai dugc thiét lap va
hoat dong. Néu ban gia nhip vao mdt domain ban phai biét DNS name ctia domain do.
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Néu DNS khong hoat dong néd s& duoc thiét 1ap ty dong khi ban khoi tao domain
controler.

Ghi lai cac thong tin can thiét

Ban can ghi lai cac thong tin can thiét nhu hé diéu hanh trudc do, tén cia may tinh
(néu may cua ban dang & trén mang), tén ctia workgroup hay domain, IP address v.v.

Backing Up Files

Ban can backup tat ca cac file can thiét trudc khi thuc hién cai dat Window 2000.

Xem lai cdac Applications

Ban nén doc file Readme.doc ciia chuong trinh window 2000 setup dé xem thém
cac thong tin vé cac file can thiét phai dugc vo hiéu hoa hay loai bo trudc khi cai dat. Ban
c6 thé phai loai bo cac phan mém scan virus, cac phan mém may khach v.v.

Kiém tra Viruses cho Boot Sector

Boot sector virus s€ lam cho vi¢c cai dat khong thé thuc hién duoc. dé dam bao nd
khong anh huéng dén qua trinh cai dit ban nén chay chuong trinh Makedisk.bat trong thu
muc \Valueadd\3rdparty\CA_antiv trén dia CD dé chdng vius nay.

Cdc vit dung cén thiét khdc

e Doc tit ca cac file *.doc hay *.txt trong dia CD cai dit.

e Pam bao 1a ban c6 du cac phan mém driver cho tat ca cac phan cling cia ban.

e Tét nhién 13 ban phai c6 CD cai dat window 2000 server hay mét file window
2000 server dugc share chung trén mang.

o Format khoang 3 hay 4 6 dia mém 3.5-inch 1.44 MB (if creating optional Setup
Startup disks).

1.2. Cac yéu cau tdi thiéu vé phan cirng

Céc yéu cau t6i thiéu vé phan cung duoc liét ké trong bang sau.

Phin cirng cia Yéu cau tdi thiéu cho Yéu cau tdi thiéu cho Windows
h¢ thong Windows 2000 Server 2000 Professional

Bo xu ly 133-Mhz Pentium 133-Mhz Pentium

Bo nho 128 MB of RAM (nén c6 64 MB of RAM (Nén c6 128 MB)
256 MB)

Dung lugng dia | 671 MB con trong (nén ¢6 | 620 MB con tréng (nén c6 2 GB)
2 GB)

Man hinh VGA monitor 640x480 VGA monitor 680x480
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CD-Rom 12x hoac nhanh hon 12x hoac nhanh hon

1.3.Chia phan cho 6 cirng (Disk Partitions)

Ban nén thuc hién viéc chia phén cho 6 cung trudc khi thyc hién cai dat bao g6m
viéc chon size co O cung va chon file h¢ thong dé dinh dang cho moi ph?m.

Chon size cho phan cai dat

Window 2000 yéu cau ban cé tbi thiéu 671MB tréng trén 6 cimg, tuy nhién ban
nén danh khoang 2 GB cho phan cai dat dé du phong cho cac chuong trinh cai dit thém
vé sau.

Phén system patition 13 phan chira cac file hé thng can thiét dé bat dau qua trinh
load window2000 nhu Ntldr, Ntdetect.com, boot.ini. Hé diéu hanh s& khong khoi dong
dugc néu system patition khéng dugc dit o trang thai Active.

Phén boot partition 1a noi Windows 2000 Server dugc cai dat vao. N6 chira cac thu
muc cia hé diéu hanh nhu Winnt, \System32, Windows 2000 kernel, va tat ca cac file can
thiét dé chay hé diéu hanh window 2000. NéuWindows 2000 Server dugc cii trén phan
active partition thi phan do s& vira 1a boot vira 14 system partition.

Néu ban mudn cai dit nhiéu hé diéu hanh trén cing mdt may thi ban nén cai dit
window 2000 trén mdt partition riéng.

Cic file hé thong (File Systems)

Néu ban cai dat Window 2000 1én mot phan chwa dinh dang cta 6 dia, ban s& duoc
yéu cau chon loai file hé théng dung dé dinh dang cho phﬁn d6. Windows 2000 h trg cac
loai file hé théng bao gdbm NTFS and the FAT .

NTFS

NTES 1a loai file hé théng duoc hd trg boi Window 2000 va WindowNT. N6 ¢6 tat
ca cac tinh nang cua FAT, cong thém cac tinh nang khic nhu security, compression, va
kha niang mé rong partition. Version mdi nhat cia NTFS 1a NTFS 5.0 duoc cung cap kém
v6i cac CD cai dat window 2000. Ngoai 2 hé diéu hanh trén, cac hé diéu hanh khac déu
khong nhin thiy partition dudi dang NTFS.

FATI16 and FAT32

FAT 16 va FAT32 la céc file systems cho phép truy nhap boi nhiéu hon mot hé
diéu hanh. N6 khong cé nhiéu tinh ning ma NTFS hd trg, tuy nhién néu ban mudn
partition cua ban dugc nhin thdy boéi cac hé diéu hanh khac ngoai Window2000 va
WindowNT thi ban phai dinh dang 6 dia v4i FAT.
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Mt vai diém cin chii § déi véi File System cho mot boot partition

e Ban co thé dung mot partition da ton tai hay khdi tao mdt partition méi.

e Ban c6 thé chuyén mot partition dinh dang FAT thanh NTFS, nhung khong thé
chuyén nguoc lai.

e Ban c6 thé dinh dang lai cho mdt partition dang tdn tai theo dang FAT hay
NTFS, nhung tt ca cac thong tin trén d6 s& mat.

e Ban nén chon FAT néu ban mudn c6 cai dit hé diéu hanh kép véi Window95,
98 hay NT.

e Ban nén chon NTFS néu ban chon Window 2000 dé chay va ban mubn sir dung
cac diém wu viét ctia NTFS.

Béng sau so sanh cac dac diém khac nhau cua NTFS, FAT16 va FAT 32:

Operati
perating FATI6 FAT32 NTFS
system

Cac dic Nhin thdy boéi MS- Chi nhin thdy Chi nhin thdy béi Windows NT
diém chung DOS, Windows béi Windows and Windows 2000. Khi may
3.x, Windows 95, 95 OSR2, tinh hoat dong vd&i operating

Windows 98, Windows 98, system khac (nhu MS-DOS,
Windows NT, Windows NT Windows 95, Windows 98, or
Windows 2000, and Windows OS/2), cic operating system do
and OS/2. 2000. khong thé truy cap vao céc file

trong NTFS volume trén cung
mot may tinh.

Supported by Yes No No

MS-DOS

and

Windows 3.x

Supported by Yes No No
Windows 95

pre-OSR2

releases

Supported by Yes Yes No
Windows 95

OSR2  and

Windows 98
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Supported by Yes No Yes, but Windows NT 3.51 does
Windows NT not support NTFS version 5.0.
3.51

Supported by Yes No Yes. Windows NT 4.0 supports
Windows NT NTEFS version 5.0 with Service
4.0 Pack 4 or later installed.
Supported by Yes Yes Yes

Windows

2000

1.4. Workgroups and Domains

Trong qué trinh cai dat ban can phai chon loai mang ma ban s€ gia nhap vao, do la
workgroup or domain.

Gia nhdp vao mot Workgroup

Ban can phai biét tén workgroup hay dit tén cho workgroup méi ciia ban khi cai
dat window 2000. Mot domain va mdt workgroup cé thé ding chung mét tén, nhung phai
cht y mot vai diém sau:

o Nhitng workgroup computers khong phai 1a thanh vién ctia domain va khong
nam trong domain administration.

« Workgroup computers xuat hién véi cic domain computers trong Windows
2000 Explorer.

Gia nhdp vao mgt Domain

Ban s€ dugc yéu cau dién vao tén DNS trong qua trinh cai dat tai trudc khi ban c6
thé gia nhap vao mot domain ban phai c6 mot tai khoan trong domain database. Chi c6
nguoi dung cé quyén Join A Computer To The Domain permission 1a ¢ thé tao tai khoan
trén domaidinccs thanh vién cua Administrators, Domain Administrators, hay Account
Operators dugc mic dinh c6 quyén nay.

it nhat phai c6 mot domain controller va mdt DNS server dang hoat dongkhi cai
dat mot may tinh vao domain do. Néu ban cai diat Windows 2000 Server nhu mot may
tinh doc 1ap ban vin co thé gia nhap nd vao mot domain sau bang cac st dung Network
Identification tab trong cira sd System Properties nhu trong hinh sau:
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Syztem Properties B2 E3 |

General  Netwoik Identification 1 Hardware || Liser Profiles | Advanced |
i ‘E whindows uses the folfowing infommation to identify pour computer
on the network.

Fulf computer name: SERVERD2

wforkgroup: wWiORKGHOUR

To rename this computer or jomr a domain, chck Properties i
Properties.

[[ok | cencel | i

2. CAI PAT WINDOWS 2000 SERVER TU PAU

Trong hau hét cac truong hop cai dit mdi Windows 2000 yéu cau phai chuan bj it
nhat. Trong nhi€u truong hgp man hinh hién thi (wizard) cai dat Windows 2000 Server va
Windows 2000 Professional giong nhu nhau.

2.1. Tao m¢t b dia cai dat Windows 2000 Server

e Chon 4 dia mém tdt, dan nhin Windows 2000 Server Setup N° 1 dén 4.

e DPua dia CD cai dit Windows 2000 Server Setup vio 6 CD.

o Néu thdy xuat hién Wizard Setup thi kich chudt vao NO.

¢ Open Command Prompt.

e Doi dén 6 CD-ROM.

e G0 vao 1énh cd bootdisk va 4n Enter.

e Go vao 1énh makebt32 A: va 4n Enter. Windows sé hién thi mot thong bao yéu
cau ban phai c6 4 dia mém tot.

e An phim bét ki dé tiép tuc, Windows s& yéu cau ban cho dia 1 vao 6 A. Sau khi
Windows tao xong dia 1, s& yéu cau ban cho tiép dia 2, qué trinh nay tiép tuc cho dén dia
4.

e Go vao 1énh Exit va 4n Enter.

Bo dia ban vira tao c6 thé dung dé cai dit Windows 2000 trong trudng hop ban ¢
mdt may mai la‘ip rap, chua c6 mot hé diéu hanh nao duoc cai dat, 6 cung cua ban cling
chua duoc format va ban ciing khong thé khdi dong may tir CD-ROM duogc. Qua trinh
nay duoc thuc hién nhu sau.
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2.2. Kich hoat Windows 2000 Server pre-copy va Text mode setup

e Pua dia s6 1 vao 6 A va dia CD Windows 2000 Server Setup vao 6 CD, khoi
dong may.

e Khi dugc yéu cau thi thay dia s6 1 bang dia sd 2, qua trinh nay sé tiép tuc cho
dén dia s6 4.

o Windows sé& hién thi thong bao bao hiéu dang chay chuong trinh Setup, 4n Enter
dé tiép tuc.

e An Enter dé¢ qua man hinh chio ming va chuyén dén man hinh néi vé ban
quyén (Licence Agreement), 4n F8 dé chip nhan.

e Chon 6 dia ban mudn cai dit Windows 2000 Server rdi 4n Enter.

e Chon hé thong file 1a NTFS rdi 4n Enter. Chuong trinh Setup s& format 6 dia dé
chuan bi cai dat Windows 2000 Server, quéa trinh nay cé thé kéo dai vai phut.

o LAy dia mém ra khoi 0 A.

e Chuong trinh Setup s& copy thém cac file can thiét va khoi dong lai may dé tai
nap chuong trinh Windows 2000 Setup Wizard.

2.3. Windows 2000 Server Setup Wizard

Phan nay s& giai thich can k& cac budc can thyc hién trén cac wizard ciia Windows
2000 Setup.

e Khi ban bat ddu qua trinh setup, man hinh dau tién s& cho phép ban chon dé
nang cap 1én Windows 2000 tir mot hé diéu hanh cii hodc cai dat moi hoan toan (Clean
Install), trong trudng hop ctia bai nay ta chon cai dat moi (Install a new copy of Windows
2000), nhan next dé tiép tuc.

e Trén man hinh Regional Setting, dam bao rang cac gia trj dit cho system locate,
user locate va keyboard layout 13 diing, nhan next dé tiép tuc.

e Trén man hinh Personalize Your Softwere, dién vio tén cua ban, tén co quan
V.V. vdo cac truong twong Gmg. Nhimng thong tin ndy dugc sit dung dé tao cac tén mic
dinh vé sau. Nhan chudt vao Next dé tiép tuc.

e Trén man hinh product key, gé vio mi s san pham gdm 25 ky tu, nhan chuot
vao next dé tiép tuc.

e Trén man hinh Licensing Mode, chon Per Server Number of Concurrent
Connection, gd vao sb 5 dé khai bao sd két ndi doéng thoi cho phép (concurent
connection), nhan next dé tiép tuc.
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e Trén man hinh Computer Name and Administrator Password, dién vio tén
may tinh cua ban. Néu may tinh cia ban da duoc két ndi vao mang thi ban can héi quan
tri mang dé biét tén may tinh ban. Ban ciing phai dién vao mat khau va nhac lai dé dam
bao chic chan. Can nhd day 1a mat khau ctia quan tri vién (administrator password).

e Trén man hinh Windows 2000 Component, ban co thé chon Typical hoac
Customine. Ban c6 thé cai dat thém cac thanh phan khac sau nay.

e Trén trang Modem Dialing Information, dién vao mi ving va ma nudc roi
nhan next.

e Dién vao ngay va gid phu hop rdi nhan Next.

e Trén man hinh Networking Settings, chon Typical setting. Viéc dat cac thong
sd ndy s& cdu hinh cac thanh phan mang dung dé truy cap cling nhu chia sé cac tai nguyén
trén mang bao gdm Client for Microsoft Network, File and Printer Sharing for Microsoft
Network va ty dong cau hinh Internet Protocol (TCP/IP) dung DHCP.

e Ban ciing s& duoc yéu cau chon workgroup hay domain membership, cac thong
tin ndy ciing c6 thé thay doi sau khi cai dit. Ban c6 thé chon ngdm dinh la
WORKGROUP.

e Trén man hinh cudi cing ciia qua trinh setup, ldy dia CD ra khoi 6 dia va nhan
Finish.

3. NANG CAP LEN WINDOWS 2000 SERVER

% Chi c6 WindowNT 3.51 Server, WindowNT 4.0 Server 13 c6 thé nang cap
(upgrade) 1én duoc Windows 2000 Server. Vi cac hé diéu hanh khac ban phai xoa né di
va cai dat moi Windows 2000 Server.

% Qua trinh nang cip ciling gan giéng nhu qua trinh cai dat méi, ban chi can chon
Upgrade to Windows 2000.

% Tiép theo ban duoc yéu cau ddng ¥ voi thoa thuan vé ban quyén sir dung (User
License Agreement), ban ciing phai dién vao ma sé san pham gdém 25 ky tu.

% Néu dia cung cua ban khong dugc format theo h¢ théng file NTFS, ban sé duoc
yéu cau chuyén dbi thanh NTFES format.

% Tiép theo chuong trinh Setup s& copy nhiing file ban dau can thiét, sau d6 no sé
yéu cau ban khéoi dong lai may, néu ban khong thi n6 cling sé tu dong khoi kong lai may
sau 15 giay.

% Sau khi khoi dong lai chuong trinh Setup sé kiém tra 6 cing ctia ban xem c6 16
khong, sau d6 né sé copy nhiing file can thiét dé chay qua trinh cai dat. N6 s& bat dau
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giong nhu qua trinh cai dit binh thuong. Chuong trinh Setup sé& ty dong:

e Do tim va cai dat cac 0 dia trong may.

e Cai dit cac thanh phan ndi mang (networking components) dya trén ciu trac

hién tai cua mang cua ban.

e Cai dat cac thanh phan cua Windows 2000 Server.

e (Cai dat cac muc (items) trong Start menu.

e Ding ki (register) cac thanh phan.

e Luu gilt cac cach dat théng s6 da thuc hién.

< Két thiic qua trinh nang cap, Windows 2000 s& khoi dong lai va sin sang dé

chay.

4. MOT SO KHO KHAN THUONG GAP KHI CAI PAT WINDOWS 2000
SERVER VA CACH KHAC PHUC

Bang sau s& tong két cac khé khan thuong gip khi cai diat window 2000 server.

Problem

Media errors

Unsupported CD-
ROM drive

Khoéng du khoang
tréng trén dia

Khong
duoc cac dich vu

st dung

mang
Khong ndi dugc
voi domain
controller

Giai phap
Néu ban cai dat tit CD-ROM, thay CD-ROM khac. Néu van
thdy media errors, hiy tim mot dia CD-ROM gdc.
Thay mot 6 CD khac dugc hd trg béi Window 2000. Néu
khong thé duoc thi thir mot cach cai dat khac chang han cai qua
mang. Sau khi ban cai dat xong ban c6 thé cai dat thém driver
cho 6 CD d6 néu ban c6 nd trén dia mém.
- Str dung chuong trinh cai dat dé tao partition tir nhitng phan
tréng con lai trén 6 dia.
- X04 va tao nhiing partition du rong dé cai dat.
- Format lai partition dang ton tai dé tao mot partition rong
hon.
Dung Windows 2000 Setup wizard, quay lai Network Settings
dialog box va tham dinh chic chan rang ban cai dit dung
protocol va network adapter. Chii y rang tén may tinh trén
mang phai 1a duy nhét.
Tham dinh raing domain name 13 ding.
Tham dinh r?mg server dang chay dich vu DNS va ca server va
domain controllerd déu dang hoat dong.

Quan tri mang Window 2000

18



Khoa Cong ngh¢ Thong tin Tr-éng §'i hdc M& - SPa
chEt

Tham dinh network adapter card va protocol settings déu da
dat dung.
Néu ban cai dit lai window 2000 va sir dung cung mdt
computer name, hdy xo4 tai khoan cii di va tao mdt tai khoan
moi.
Khoéng thé cai dat Hay xac dinh r?mg Windows 2000 da nhan dang dugc tat ca
hodc start Windows cac thanh phan phan cimg.
2000
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CHUONG 3
CAU HINH ACTIVE DIRECTORY VA DOMAIN CONTROLER

1. CAU HINH ACTIVE DIRECTORY

1.1. Active Directory & Domain Name System (DNS)

Viéc cai dat Active Directory (AD) yéu cau phai co6 mot DNS Server & trén mang.
S¢ di nhu vay vi AD sir dung DNS nhu giai phap dét tén domain cling nhu cac dich vu
dia phuong cta no.

M&i domain va object trong domain d6 phai c6 mot tén duy nhéat khong tring véi
bét ¢t domain hay object nao khac. DNS duoc to chirc theo mdt cau triic phan ting duoc
goi 1a domain namespace. Vi du mot domain c6 thé duogc dit tén theo kiéu sau:

Microsoft.com.

Hinh 3.1 sau biéu dién c4u triic namespace trong mot mién ctia window 2000.

dred microsoll.com divamicrogsodi, m:-m

| ’

A 4

oG, Com

depti, divl microzolt.com microselt com

dapl2adn 1 mecragolLcoem depi2 divz microsofl. com

Hinh 3.1: So d6 Namespace trong ciing mét mién (domain)
Tung may tinh riéng biét dugc dat tén bang cach ndi thém tén ciia may tinh d6 vao
bén trai tén ctia mién, vi du:
sql1.Microsoft.com, sql2.Microsoft.com
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1.2. Cau tric logic ciia Active Directory
Active Directory dugc cau truc theo kiéu phan tang, tir trén xudng dudi bao gdm
cac thanh phan sau:

Forests

o Trees
e Domains

e Organization Units (OU)

Objects

Sau ddy ching ta s& xem qua cac thanh phan nay theo thi tu tir dudi én trén.

Objects

% Object (d6i tuong) 1a mot tai nguyén c6 thé nhan biét dugc cia mang, vi du nhu
may tinh, may in, nguoi st dung, OU, Group, Shared Folder v.v..

% Object duoc nhan biét théng qua cac thudc tinh (attribute) va dic diém cua ching.

% Object Class (16p d6i tuong): 1a nhom 16gic céc object. Vi du vé cac 16p doi tuong:

e Nguoi st dung (users).

e Nhom nguoi st dung (groups).

May tinh.

Mién (domains).

o Organizational units.

% Container objects: Mot sb object c6 thé bao gdm nhiéu object khac va duoc goi 1a
container objects (d6i tuong chira). Vi du vé container objects 13 OU hay Domain.

Organization Units (OU)

% OU (don vi to chirc) 14 nhiing container objects dung dé to chuc cac object trong
mot domain thanh nhiing nhoém quan tri 16gic nhé hon.

< Mot OU c6 thé chira cac objects khac nhau nhu: céc tai khoan ngudi dung, cac
nhom, cac may tinh, cdc may in, cac trinh ing dung, cac t¢p st dung chung (file shares),
va cac don vi td chire con khac.

% Cau triic phan tang nay 1 hoan toan doc 1ap trong mdi domain trong mang. Mdi
domain c6 thé c6 mot so do to chirc cac OU riéng ciia minh.
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ou
OuU OouU / ou \
computer printer user Shared
folder

Organization Units

% Diéu quan trong khi thiét 1ap cac OU 1a phai x4c dinh dugc pham vi quan 1y cho
mdi OU. Chang han nhu trong OU ciia toan cong ty mdi phong dugc chia lam mot OU
nho, mdi OU nho ndy c¢6 mot ngudi quan tri va anh ta ciing c¢6 quyén thém hay loai bo
nguoi dung trong domain. Nhu vay phai thiét 1ap sao cho anh ta chi c6 thé thém hay bét
nguodi dung trong OU ctia phong dé ma thoi.

Domains

% Domain (mién) 13 mot don vi chii chét trong cdu trac logic ctia Active Directory
services.

< Tat ca cac objects trén mang trong Active Directory déu ton tai trong mot
domain nhat dinh. Mdi domain c6 thé bao gdbm dén khoang 1 triéu objects.

% Domain hoat dong nhu mot duong bién an toan cho mang. Nguoi quan tri
domain chi dugc quyén quan 1y cac objects trong domain d6 ma thoi. Moi chinh sach bao
mat (security polices) va thiét 1ap bao mat (settings) nhu cac quyén quan tri, cac chinh
sach bao mat, cac danh sach kiém soat truy nhap (dccess Control Lists -ACLs) duoc 1ap
riéng cho mdi domain va khong thé co tac dung di véi cac domain khac.

% Mi co quan hay co sé& kinh doanh vira va nho duoc thiét 1ap thanh mét domain.

<% Mot domain thudng bao gdm cac loai may tinh sau:

e Cic may Domain controllers chay Windows 2000 Server: Mdi domain
controller luu gitr va duy tri mot ban copy co sé& dit li€u thu muc (directory) cua domain.

e (Cac may chi thanh vién (Member servers) chay Windows 2000 Server: La
cac may chu Windows 2000 Server khéng duoc cau hinh nhu mot domain controller.
May chii thanh vién khong chira thong tin thu muc va khong thé xac nhan nguoi ding, ching
¢6 chitc ning cung cap cac tai nguyén sir dung chung nhu cac shared folders hodc cac may
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in.

e Cac may tram (Client computers) chay Windows 2000 Professional: cho phép
nguodi dung truy nhap toi cac tai nguyén trong domain.

Trong gido trinh nay chil yéu tap trung vao viéc thiét lap mot domain, tuy nhién
ching ta ciing xem ludt qua khai niém vé trees va forests.

Trees

% Tree (cdy)la mot to chirc phan ting bao gdm mot nhém ctia mot hay nhiéu
domain. Tat ca cac domain trong mot tree c6 thé chia sé st dung chung véi nhau céc
thong tin va tai nguyén cua tree do.

< Mbi tree c6 mot thu muc duy nhat. Trong directory nay c6 mot catalog chung
trong d6 tap hop thong tin cia tit ca cac domain trong tree d6 va mot Catalog chung
trong d6 chira cac dinh nghia cua tat ca cac domain objects.

% Mbi domain duy tri mot phan cta directory bao gdm cac thong tin tai khoan
nguoi dung trong domain d6. Trong mot tree, mot nguoi dung khi dang nhap vao 1
domain ¢6 thé stir dung cac tai nguyén trong cac domain khac, néu anh ta da dugc uy
quyén cho c6 cac quyén truy nhap tuong tng.

% Tt ca cac domain trong mot tree déu st dung chung mot khong gian dat tén
(namespace) va mot cau tric dat tén phan cip (hierarchical naming structure).
Namespace 13 mot tap hop cac quy tic dat tén tao ra cdu tric phan cip hodc dudng dan
cia mot tree. Theo chuan DNS, tén domain cta domain con phai 1 tén twong ddi cua
domain con d6 gdp vdi tén cua domain me.
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Shared
directory

Windows 2000 domain tree

Forests

% Forest (rimg) 1a tip hop ctia mot hay nhiéu trees.

% Forest cho phép mot to chtrc/doanh nghiép nhém mang cta cac chi nhanh
(divisions) ctia minh hodc cho phép két hop mang cua 2 co quan khi nhiing mang d6
khong st dung chung mot so dd dat tén (naming scheme), hoat dong ddc lap vdi nhau,
nhung van can lién lac vé6i toan bd td chirc/doanh nghiép.

1.3. Céu triic vat Iy ciia Active Directory

Khi thiét ké mot Active Directory mot didu quan trong 13 phai chi y tdi cau tric vat
1y cua n6. Moi domain controller s& c6 mdt ban copy cua active directory cia domain dé.
M&i domain c6 thé cb nhiéu domain controller, va ngudi quan tri domain ¢ thé thyc hién
nhiing thay ddi trén bat cit domain controller ndo. Nhiing thay dbi trén moét domain
controller s& tu dong 1ap lai trén tit ca cac domain controller khac.

Mot diém manh cta Active Directory Service 1a ngudi ding khong can phai biét vé
cac dudng bién dia Iy ctia mang. Tuy nhién ngudi quan tri mang thi phai hiéu rd vé cac
duong bién nay va sy két ndi giira chung. Piéu nay rat c6 y nghia d6i v6i mang WAN.
Boi vi khi ¢6 mot thay doi & mot domain controller, sy thay doi nay phai lap lai o tat ca
nhiing domain controller khac, trong d6 c6 nhiéu cii ¢ nhiing ving xa. Diéu nay s& lam
anh huong cho kha ning tai ciia duong ndi ctia mang WAN. Dé tranh diéu nay nguoi ta
c6 thé thiét 1ap cac active directory site nho va quan tri vién c6 thé diéu phdi dugc su
truyén tai gitta cac site bang cach cho phép su lip lai cic thay d6i & trén domain
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controller chi xay ra ngoai gid cao diém.
2. THIET LAP MOQT MAY WINDOWS 2000 DOMAIN CONTROLLER

2.1. Giéi thiéu vé Windows 2000 Domain Controller

Windows 2000 Controller 1a mdt may tinh chay Windows 2000 Sever trong d6 co
chtra mot copy cua active directory database. N6 duoc dung dé xac thuc ngudi dung,
thyuc thi cac chinh sach va dinh vi cac objects trong active directory.

Windows 2000 Server khong dugc gan chic nang lam domain controller khi cai
dat. Chuc nang lam domain controller s€ dugc gan cho ngay sau khi cai dat xong, hodc
bat clr thoi diém nao trong tuong lai.

2.2. Cac yéu ciu ciia Domain Controller

Pé nang cAp mot may chu Windows 2000 Server thanh domain controller, né phai
c6 du chd dé chira active directory database va file nhat ky (log file). N6 ciing phai c6 it
nhat mot partition duge format duéi dang NTFS boi Windows 2000. Chd tréng trén 6
ctig dé danh cho nhiing dit liéu nay tdi thiéu phai 1a 230 MB.

Ngoai ra domain controller con doi hdi phai c6 mdt domain name system (DNS)
server. Tuy nhién néu trong moi truong chua thiét 1ap sin DNS server, ban c6 thé chon
dé cai dat va thiét 1ap DNS trén domain controller nay.

2.3.Thiét 1ap Domain Controller (cai dat Active Directory)

Dé bat dau thiét lap mot may chu Windows 2000 Server thanh mot domain
controller chung ta can phai chay chuong trinh Configure Your Server Wizard. Chuong
trinh nay dugc chay qua menu: Start\Programs\Administrative Tools\ Configure Your
Server.

e Trén khung bén trai ctia wizard nay nhan chudt vao muc Active Directory. Mot
khung hién thi voi cac thong tin vé active directory va cac chic ning ma may tinh ¢ thé
lam s& xuat hién. Chung ta ciing c6 thé cho chay chuong trinh nay bang cach nhan chudt
vao Strart, chon Run va danh vao 1énh DCPROMUO.

e Nhéin chudt vao muc Start dé chay Active Directory Installation Wizard.

e Nhan chudt vao muc Next dé ti€p tuc. Man hién thi ti€p theo s€ yéu cau chon dé
cai dat may domain controller nay vao mot domain mdi, hay thém domain controller nay
vao mdt domain c6 san. (xem hinh 3.2)
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Active Directory Installation Wizard

Domain Cantrolter Type
Speciy e eobe pou wanl this seaver o have. o

Do s vt Hhes serves bo become & domain conbioler for & new damain or an
addtional domain cordroliar for an exsting domen?
& Doman controler for a new domain
Select this option lo create a nese child domarn, new domain nee, of nssw foeest
This sesves vl become the Frst domam confretles in e new domain,
€7 Additional domain controller foe an ewiding domars
Cation: Procesdng with thiz oplion val delete af local accounts on this serves.

< Back Hest > Carcel |

Hinh 3.2: Mdn hinh dé chon loai domain controler

e Chon Domain controller for a new domain, sau d6 nhan chudt vao muc Next
de tiep tuc.

e Man hién thi tiép theo héi ban rang domain méi nay 1a mot domain goc hay nd
la mot domain con trong mdt tree, chon Create a new domain tree va nhan chudt vao
Next.

e Man hién thi tiép theo hodi ban r?mg tree méi tao ra thude vé mot forest c6 san,
hay no 13 domain dau tién & trong mot forest méi. Chon Create a new forest of domain
tree va nhin chudt vao Next dé tiép tuc.

e Man hién thi tiép theo yéu cau phai cung cip tén cta domain. Tén cung cip &
day phai la mdt tén theo khuén dang DNS name, vi du microsoft.com. Nhén chudt vao
Next dé tiép tuc.

e Trén man hién thi tiép theo ban s& cung cip NetBIOS name & cho Windows NT,
Windows95, 98 va Windows3.x st dung khi ndi vao trong mang. Trong truong hop nay
chon MICROSOFT (khong c6 .com) dé lam NetBIOS name. Nhan chudt vao Next dé tiép
tuc.

e Man hién thi tiép theo hoi ban vé ving dé chta active directory database va log
file. Log file dung dé dam bao kha nang phuc hoi cta co so dir liéu. C6 gang dé chon ving
chira log file trong mot 6 cing khac voi 6 cing chira co s dit lidu cua active directory.

e Tiép theo ban s& duoc yéu cau dé chon vung chita SYSVOL directory. SYSVOL
directory chira céac file ma s€ duoc lap lai trong cac domain controller khac. Thu muc nay
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bat budc phai chita trong partition da dugc format theo dang NTFS 5.0.

e Néu trong may chua dugc thiét 1ap mot DNS thi man hién thi tiép theo s& yéu
cau ban cai dit DNS Server. Nhan chudt vao Next dé tiép tuc.

e Man hién thi tiép theo yéu cau ban quyét dinh cac ngudi ding trong domain cia
ban chi dung toan Windows 2000 hay c6 ca cac phién ban khac nhu Windows NT.

e Man hién thi tiép theo yéu ciu ban g vao mat khau ciia nguoi quan tri mang.

e Man hién thi cudi ciing théng bao cho ban mdt 1an cudi cing nhitng thay d6i ma
ban s€ thyc hién. Hay doc that k§ nhiing thay doi nay dé dam bao ban biét chinh xac
nhimng gi ma ban mudn thay doi. Sau khi ban nhan chudt vao Next, may s& copy tat ca file
can thiét vao may cta ban va thuc hién sy nang cip may nay thanh domain controller.
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CHUONG 4

GIAO DIEN NGUOI DUNG VA CONG CU MMC
TRONG WINDOW 2000

1. GIOI THIEU VE MICROSOFT MANAGEMENT CONSOLE (MMC)

MMC la gi?

Trong Window NT cic quan trj vién phai nim ving rat rat nhiéu céng cu quan ly.
Chi mot sb cac cong cu nay co thé 1am viéc tlr xa, con cac cong cu khac thuong dde lap va
cac quan tri vién thuong phai cai dit ching trén cac may riéng ré, diéu nay gy cho céac
quan tri vién rat nhiéu kho khin. Pé khic phuc tinh trang nay Microsoft dua ra cong cu
MMC. MMC cung cap mot phuwong phap chuan dé tao ra, ghi lai va mé cac cong cu quan
tri mang, va duoc goi 1 consoles (cira s6 diéu khién). MMC khong cung cip cac chiic
ning quan 1y, nd chi tich hgp chung vio trong mot giao dién duy nhat ma thoi. N6 sur
dung cac thanh phan goi 1 snap-in (tam dich: Phan ghép thém) dé thuc hién tit ca moi
viéc. MMC chi cung cip mét giao dién nguoi ding ma khong thay d6i gi cach lam viée
cua tung snap-in ca.

Cac ich loi cua MMC la:

e Ban chi can tim hiéu mot giao di¢n duy nhat ma thai.

e Ban c6 thé tich hop céc cong cu ciia cac hang khac vao trong MMC.

e Ban co thé xay dung mot ctra s6 BK riéng cua ban

MMC cho phép ban thuc hién cdc viéc sau:

e Céc cong viéc quan 1y va khac phuc su c.

e Thuyc hién sy quan tri tap trung tor mot may tinh.

e Thuc hi¢n cac cong viéc quan ly va khéc phuc su cd tir xa.

Céc consoles chita mot hay nhiéu snap-in. Chiing dugc ghi nhu nhiing file voi dudi
mé rong la .MSC

Cac thanh ph?m cia MMC

Console Tree and Details Pane

Mai ctra s6 diéu khién déu c6 mét console tree, nd hién thi cau tric phan t?mg cua
cac snap-in chira trong cira sO diéu kién dé (xem hinh 3.1). Piéu nay cho phép ban dé
dang hon trong viéc tim kiém cac snap-in.
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Hinh 3.1: Cita s6 MMC
Administrative Tools

Cac console thuong dugc ghi trong thu muc Administrator Tools véi duong dan co
thé 1a:

C:\Documents and Settings\Administrator\Start Menu\Programs\Administrative
Tools.

Trong window 2000 professional khi méi cai dat s€ khong céd thu muc
Addministrator tools, ban co thé goi nod ra bfmg cach click Start, point to Settings, click
Taskbar & Start Menu, and select the Display Administrative Tools check box on the
Advanced tab of the Taskbar And Start Menu Properties dialog box. Tuy nhién khi ban
khoi chay MMC va ghi lai cac console ctia minh, Windows 2000 sé& tu dong hién thi thu
muc Administrative Tools cho mdi ngudi dung.

Snap-Ins

Snap-ins 1a cac cong cu quan tri dugc dua va trong mot console. Ban s€ dung cac
snap-in dé thuc hién céc cong vi¢c quan tri mang. Vi du nhu cong cu DHCP 1a mét snap-
in, va Disk Management ciing vay.

Extension

Extention co ban ciing 1a mot snap-in nhung khong thé dimg doc 1ap mot minh
trong console, n6 phai 18 thuéc vao mot snap-in nao d6 va bd sung thém cac chirc ning
cho snap-in do.

Hinh 3.2 biéu dién khai niém vé snap-in va extention. Mot hop dung cu dung mdt
méy khoan v&i mot miii khoan chuan. d6 chinh 1a snap-in. Néu ban thém cac miii khoan
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khéc vao hdp, do chinh 1a cac extention.

-';‘II Computer Managamen :.-'
i F

® Snap-ins are administrative tools.

= Extensions provide additional functionality to snap-ins.
+ Extensions are preassigned to snap-ins,
* Multiple snap-ins may use the same extensions.

Hinh 3.2: Snap-ins and extensions

Cac tuy chon cua Console

Ban co thé st dung console options dé xac dinh console s& hoat dong nhu thé nao
bang cach chon lua console mode. C6 2 lagi console mode 1 Author mode and User mode.

Author Mode

Khi ban ghi mot console voi Author mode, ban s& c6 full access d6i vi tat ca ca
chuc nang cia MMC. Ban dung phuong phéap nay trong truong hop sau:

e Thém vao hay xo04 di cac snap-ins

o Tao mot ctra s6 diéu khién méi

« Xem tat ca cac cong cu ciia console tree

o Ghi lai cac consoles

User Mode

Ban ding phuong phap nay khi ban mudn share cic MMC ctia ban véi mot s6
quan tri vién khac. Khi ban dit mot console voi User mode, ngudi ding sé khong thé
thém céac snap-ins to, x6a snap-ins, hay ghi console. C6 3 dang user mode, bang 3.1 miéu
ta khi nao thi dung user mode nao.

Bang 3.1 Console User Modes

Use When

Full Access C6 toan quyén

Delegated Access, Ban khong muén cho phép ngudi dung nhin duoc ciu tric cay thu
Multiple muc hodc mé cira s6 console méi

Windows Hoic khong cho phép mé nhiéu cira s6
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Delegated Access, Khong cho phép mé cia s méi, chi cho phép sir dung 1 cia s6 lam
Single Window vige

2. SUDUNG CONSOLES

Creating Consoles

Ban c6 thé tao mot console bang cach tdp hop cac snap-in dé thyc hién nhimng chuc
nang cé lién quan. Sau d6 ban c6 thé thuc hién dugc cac tac nghi¢p sau:

e Ghi cac console d6 lai dé sir dung vé sau.

e Phan phdi cac console dé cho nhitng quan tri mang khac.

e St dung cac console tir bat cir may tinh nao dé thuc hién viéc quan trj tap trung
va thong nhat.

Pé bat dadu mé mot MMC rong ban lam nhu sau:

1. Click the Start button.

2. Click Run.

3. Type mme in the Open box, and then click OK.

Mot ctra sO console s€ mo ra, ndé chira mét cua sO mang t€n Console Root. N6 1a
mot ctra sO rong cho phép ban tao mai, ghi lai va thao tac no6 theo y ban. Bang sau s€ miéu
ta khi nao thi dung I¢nh nao cta console menu.

Command Purpose
New To create a new custom console
Open To use a saved console

Save or Save As To use the console later

Add/Remove To add or remove one or more snap-ins and their associated
Snap-In extensions to or from a console
Options To configure the console mode and create a custom console

4. Close the MMC window.

Sir dung Consoles dé Quan tri Tir xa

Khi ban tao ra cac console ban c6 thé dit cho néd chirc nang dé quan tri tu xa.
Chte nang nay cho phép ban cé thé thuc hién cic tac nghiép quan 1y tir bat cr may tinh
ndo. DBé thuc hién quan tri tir xa:

« You co thé str dung cac snap-ins tir computers chay Windows 2000 Professional
hay Windows 2000 Server.

o Ban phai dung céc snap-ins dugc thiét ké dac biét dé quan tri tur xa.
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CHUONG 5
THIET LAP VA QUAN LY TAI KHOAN NGUOI DUNG & NHOM

Quan 1y tai khoan 1a mot trong nhitng nhiém vu chu yéu cua nha quan tri Microsoft
Windows 2000.Trong chuong nay chiing ta s€ khao sat tai khoan nguoi dung va tai khoan
nhom. Cach thiét 1ap va quan 1y tai khoan ngudi dung, tai khoan nhém va chinh sach
nhom.

1. KHAI NIEM CHUNG

1.1. Tai khoan nguoi dung.

% Windows 2000 dinh nghia hai loai tai khoan nguoi dung:

e Tai khoan ngudi dung vung: (domain user account) La tai khoan ngudi dung
dugc dinh nghia trong Active Directory. Thong qua Single Sign —On, tai khoan ngudi
ding ving c6 thé truy cip tai nguyén qua vung. Tai khoan nguoi ding ving dugc tao
thanh trong Active Directory Users And Computer.

e Tai khoan nguoi dung cuc bo (local uers account ) La tai khoan dugc dinh nghia
trén tai khoan nguoi dung cuc bd. Tai khodn ngudi dung cuc bd chi dugc phép truy cép
may tinh cuc by, va ho phai ty ching thuc minh trudc khi c6 thé truy cdp tai nguyén
mang. Nguoi ta tao tai khoan nguoi dung véi cong cu Local Users And Groups.

¢ Tén dang nhap, mat ma va chirng nhan cong cong:

e Chu y tat ca tai khoan ngudi dung déu duoc nhan dién bang tén ding nhdp
(logon name). Trong Windows 2000 tén nay gdm c6 hai phan:

User name: Tén tai khoan
User domain or workgroup: Vung hay nhom lam viéc noi nguoi dung la thanh vién.

e Tai khoan nguoi ding cling c6 mat ma va ching nhan cong cong phdi hop véi
chiing. Mat mi (password) 1a chudi ching thuc danh cho tai khodn. Chimg nhan cong
cong (public certificate) két hop khoa cong v6i khoa riéng dé nhan dién nguoi ding. Vi
mat ma ban dang nhdp mot cach twong tac .V&i chung nhan cong cong, ban truy cap
bang card thong minh va bo doc card thong minh.

+* SID va tai khoan nguoi dung:

Mic dio Windows 2000 hién thi tén ngudi dung nhim mé ta cac dic quyén va
quyén truy cdp nhung cac thanh phan chii chét cho tai khoan chinh 13 s6 nhan dién bao
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mat (Security Identifier -SID). SID 1a thanh phan nhan dién khong trung lap, duogc tao
thanh dong thoi véi tai khoan. SID bao gdm tién t6 ctia SID ving, cong thém mot ID quan
hé khong trung lap, do chii ID quan hé cap.

Windows 2000 sir dung nhiing thanh phan nhan dién nay theo ddi cac tai khoan
doc 1ap voi tén ngudi dung. SID phuc vu rat nhiéu muc dich. Hai muc dich quan trong
nhat 1a cho phép ban dé& dang thay d6i tén ngudi dung, va xoa bo tai khoan ngudi ding
ma khong lo cé nguoi khac tim cach tai tao tai khoan dé truy cap tai nguyén. Khi déi tén
ngudi ding ban yéu cau Windows 2000 4nh xa mot mot SID cu thé thanh tén méi. Luc
can xoa bo tai khoan hiy cho Windows 2000 biét SID cu thé nao d6 khong con hop 1é
nita. Sau d6 cho du ban tao tai khoan véi cing tén ngudi dung, tai khoan méi van khong
c6 dic quyén va quyén truy cap nhu tai khoan cii. Ly do 1a tai khoan méi s& co SID méi
hoan toan.

1.2. Tai khoan nhom (Group Account)

Ngoai tai khoan ngudi ding. Windows 2000 con cung cép tai khoan nhoém. Ban
ding nhom dé cap quyén cho cac dang ngudi dung twong tu nhau, nham don gian hoa tac
vu quan tri.

% Trong windows 2000 c6 ba loai nhém:

e Nhom cyc bo (local group) La nhém duge dinh rd trén may tinh cuc bova chi duoc
dung trén may tinh cuc bd. Ban tao nhém cuc bo vdi tién ich Local Users And Groups.

e Nhém bao mat (Sicurity Group) La nhom c6 bd md ta bao mat phdi hgp. Ban
dinh nghia nhém bao mat trong vung, dya vao Active Directory Users And Computers.

e Nhoém phan phdi (Ditribution group) La nhém duoc ding lam danh sach phan
phéi e-mail. Chiing khong c¢6 b md ta bao mat phdi hgp. Ban thiét 1ap nhom phéan phdi
trong vung thong qua Active Directory Users And Computers.

¢ Pham vi nhém.

% Nhom c¢6 nhiéu pham vi khac nhau (tirc nhitng khu vure noi chung hop 18) bao gom:

e Nhém cuc b ving (domain local group ) Dung cép quyén truy cap trong pham
vi viing don. Thanh vién nhom cuc bdco thé chi chira tai khoan (ca ngudi dung 1an nhoém)
va nhom xuat x{r tir ving noi chiung dugc dinh nghia.

e Nhoém cuc bo cai san: (built — in local group) C6 pham vi nhém dic biét véi véi
quyén truy cap dic biét trong ving, va nham muc dich don gian hoa, thudng duoc tham
chiéu dén véi tén nhom cuc bo ving. Pi voi nhom cuc bo cai sin thi khong thé tao hay
x04 bo chiing, ma chi duoc phép stra d6i chiing.

Quan tri mang Window 2000 34



Khoa Cong ngh¢ Thong tin Tr-éng §'i hdc M& - SPa
chEt

e Nhom toan cyc (global group) Dung dé cip quyén truy cdp cho d6i tuong thudc
ving bt ky trong hé ving hay tap hop hé ving cung cip.Thanh vién nhém toan cuc chi
c6 thé bao gom tai khoan va nhom xuat xir tir viing noi ching dugc dinh nghia.

e Nhom tong thé (universal group) Dung dé cip quyén truy cap trén binh dién
rong khip hé ving hay tap hop hé ving. Thanh vién nhom tong thé bao gom tai khoan va
nhém xuét xir tlr viing bat ky thudc hé ving hay tap hop hé ving.

% SID va tai khoan nhom

e Cling nhu véi tai khoan nguoi dung, Windows 2000 dung SID giam sat tai
khoan nhom. Diéu nay c6 nghia 1a ban khong thé huy bo tai khoan nhém, tai tao né, roi
hy vong tat ca dic quyén va quyén truy cdp van con dugc bao toan. Nhom méi sé& c6 ID
moi, nhung s& mat sach quyén va quyén truy cap thudc nhom cil.

1.3. Tai khoan nguwoi dung va nhom mac dinh

Khi cai dat Windows 2000, hé diéu hanh cai céc tai khoan nguoi ding va nhom
mic dinh. Nhiing tai khoan nay duoc thiét ké nham cung cip co cdu co ban can thiét dé
phat trién mang. C6 ba loai tai khoan méac dinh:

e Predefined (dinh trudc) Tai khodn nhém va nguoi dung duge cai cung voi hé
diéu hanh (nhu tai khoan Administrator, Guest).

e Built In (cai sdn) Tai khoan nhom va tai khoan ngudi dung dugc cai cung véi hé
diéu hanh, chuong trinh tng dung, va dich vu mang (Local System,....).

e Implicit (ngdm dinh) Nhimng nhom dic biét dugc tao khi truy cap tai nguyén mang.

«» Nhom cai san.

Nhom cai san (built - in ) duoc cai theo mdy phuc vu va tram lam viéc cia
Windows 2000. Hay ding nhom cai sin cip cho ngudi ding cac dic quyén va quyén truy
cap nhom, bang cach két nap nguoi ding vao nhém. Nhom cai sdn cu thé nao d6 co kha
dung hay khong phy thudc vao cau hinh hién hanh cua hé thong,

% Nhom dinh trudec.

Nhém dinh trude (predefined) duoc cai dat voi ving Active Directory, dung dé cap
quyén truy cap cho ngudi ding, may tinh va nhom khéac. Thii tuc quen thudc 1a két nap
nguoi dung vao nhém. Nhom dinh trudce bao gém nhoém cuc bg vung, nhém toan cuc va
nhém téng thé. Nhom dinh truéc cu thé c6 kha ning hay khong con phu thudc vao cau
hinh cua vung.

% Nhom ngam dinh va Identity dac biét

Trong Windows NT, nhom ngam dinh (implicit group) duoc chi dinh ngam trong
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tién trinh ding nhép, va dwa vao cach thirc ngudi dung truy cdp mang. Lay vi du, néu
nguoi dung truy cap tai nguyén thong qua quy trinh dang nhdp tuong tac, anh ta s€ tu
dong trd thanh thanh vién ctia nhém Interactive. Trong Windows 2000, phuong phap dya
trén thu muc dbi tuong dan dén cau trac thu muc 1am thay d6i cac nguyén tic ban dau cia
nhém ngam dinh. Mic du van khong thé xem xét quan hé thanh vién ctia céc Identity dic
biét, nhung ban lai duoc 4n dinh quan hé thanh vién nhom ngﬁm dinh cho nguoi dung,
nhoém, va may tinh.

bé phan anh vai trd6 méi, nhém ngém dinh con dugc goi 1a cac Identity dac biét.
bay 1a mot dang nhom c6 quan h¢ thanh vién dugc ty dong hiéu ngﬁm, nhu trong tién
trinh dang nhap, hoic dugc 4n dinh rd rang thong qua quyén truy cap bao mat. Twong tu
nhu cac nhdm mic dinh khac, tinh kha dung ctia mot nhém ngam dinh phu thudc vao cau
hinh hién hanh.

2. THIET LAP VA QUAN LY TAI KHOAN NGUOI DUNG

Mot trong nhiing tic vu quan trong bac nhat ctia nha quan trj mang 1a tao tai khoan
nguoi ding, trong phan nay s& huéng din cu thé cach thyc hién tic vu nay. Khi mé tai
khoan ngudi ding, ban s& dung dén nhitng cong cu quan tri tai khoan cha yéu sau day:

% Active Directory Users And Computer, duoc thiét ké dé quan tri tai khoan khap
vung Active Directory.

¢ Local Users And Group, dugc thiét ké dé quan tri tai khoan trén may tinh cuc bg.

2.1. Céu hinh va t6 chirc ciia tai khoin nguoi ding

Khia canh quan trong nhat ciia thii tuc tao tai khoan 1a cu hinh va t6 chiic cia tai
khoan. Khong ¢6 chinh sach thich hgp, ban s€ nhanh chéong nhan th?iy ban phai tao lai tai
khoan nguoi dung. Vi thé trudce khi tao tai khoan, ban hay xé4c dinh nhiing chinh sach s¢&
dung dé 1ap c4u hinh va t6 chc.

2.1.1. Chinh sach tén tai khoan

Chinh sich quan trong nhat cdn ban hanh 13 phuong phap dat tén tai khoan.Tai
khoan ngudi ding co tén hién thi (display name) va tén dang nhap (logon name). Tén hién
thi (tc 13 tén day du) 13 tén hién thi truéc ngudi ding va tén tham chiéu trong phién lam
viéc clia ngudi dung. Tén ding nhap 1a tén dung dé dang nhap ving.

% Quy tac danh cho tén hién thi

Trong Windows 2000 tén hién thi thuong 13 chudi ghép ndi tir tén va ho, nhung
ban ¢ thé gan chudi bat ky, tén hién thi phai tuan theo quy tic sau:

e Tén hién thi cuc bd khong dugc phép trung 1dp trén tram lam vigc.
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e Tén hién thi toan cuc khong dugc phép tring lp trong toan ving.

e Tén hién thi phai ngan hon 64 ki tu.

e Tén hién thi c6 thé chira ky tu chit - s6 va ky tu dic biét.

% Quy tac danh cho tén dang nhap

e Tén dang nhap khong dugc phép trung lap trén tram lam viéc, té€n dang nhap
toan cuc khong duoc phép trung 1ap trong toan vung.

e Tén dang nhap c6 thé dai téi da 104 ki tw. Tuy nhién dit tén dang nhap dai qua
64 ky tur 1a lam viéc khong thiét thuc.

e Tén ding nhap trong Windown NT tir 4.0 tr& vé trudc duge dat cho moi tai
khoan, mic dinh dugc an dinh & 20 ki tu dau cua tén diang nhap Windowns 2000. Tén
dang nhap Windows NT tir 4.0 tr& vé truée khong dugce phép tring lap trong toan ving.

e Nguoi diung dang nhap ving tir may tinh Windowns 2000, ¢ thé dung tén ding
nhap Windowns 2000 hay tén dang nhap Windowns NT tir 4.0 trd vé trudc, bat chap ché
dd van hanh cia vung.

e Tén diang nhap khong thé chira mot s6 ky tu xac dinh:

[ 5|= 2 <

Tén dang nhap co thé chira ky tu dac biét bao gém ky tu tréng, d4u chidm, dau gach
ngang, va dau gach dudi. Nhung s& chang khon ngoan chut nao khi sir dung ky tu tring
trong tén tai khoan.

¢ Phuong phap dat tén

Ban thay hau hét t6 chirc nho c6 khuynh huéng dat tén dang nhéap theo tén hoic
ho cua nguoi diung. Nhung trong cong ty ¢ thé ¢ nhiéu nguoi trung tén. Vi thé, thay vi
phai chinh stra phuong phéap dit tén dang nhap khi gip ric rdi, ngay tir biy gio hiy chon
phuong phap dat tén thich hop nhat va yéu ciu cac nha quan tri khac dung phuong phap do.
Péi voi viée dat tén tai khoan ban phai 4p dung mot thu tuc nhat quan, han ché tinh trang
tring tén. Theo ding nhitg nguyén tic ndy ban s& c¢6 cac phuong phéap dit tén sau day:

e Tén va chit tit cua ho: Két hop tén cua nguoi dung vé6i chit dau tién ciia ho dé
hinh thanh tén ding nhap. Tuy nhién phuwong phap nay khong thiét thuc & cac to chirc 16n.

e Chir viét tit cua tén va ho: Két hop chit cai dau tién cua tén va ho dé hinh thanh
tén dang nhap. Phuong phap nay khong thiét thyc voi cac to chirc 16n.

e Chir tit ctia tén, chit tat tén 10t, va ho: Két hop chit cai dau tién cua tén, chit cai
dau tién cua tén 16t va ho dé tao tén dang nhap.

e Chir tit tén chir tat tén 16t va nam ky tu dau tién cta ho.
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e Tén va ho Tén diang nhép 1a sy két hop giira tén va ho ctia ngudi dung. Mudn
phan cach tén, c6 thé dung ky tu gach dudi () hay gach ndi(-)

2.1.2. Mat ma va chinh sach tai khoan

Tai khoan Windows 2000 dung mat ma va ching nhan cong cong dé phé chuan
yéu cau truy cip tai nguyén mang & day ta tap trung thao ludn vé mat ma.

** Mat ma an toan

Mat ma 1a chudi ky tu c6 phan biét chit hoa va chir thuong, dai tdi da 104 ky tu
v6i dich vu Active Directiry, va toi da 14 ky tu voi Windows NT Security Manager. Cac
ky tu hop 1€ cho cho mat ma 1a ch, s0, ky hi¢u. Khi 4n dinh mat ma cho tai khoan,
Windows 2000 luvu mat ma theo dang thirc ma hoa trong co s¢ dir li¢u tai khoan.

Nhung, néu chi c6 mat ma khong thi chua du. Bi quyét giap ngin ngira tinh trang
truy cap tai nguyén mot cach bat hop phap 13 sit dung mdt ma an toan (secure password).
Diém khac biét giita mat ma trung binh va mat ma an toan 1a rat khé giai doan va bé khoa.
Pé mat ma trd 1én kho giai doan, hiy két hop moi kiéu chir kha dung bao gdbm chir
thudng, chir hoa, chir s, ki hiéu.

% Thiét lap chinh sach tai khoan

Chung ta c6 thé 4p dung chinh sach nhom & nhiéu cip d6 khac nhau trong pham
vi cdu trac mang. Phan nay sé& trinh bay & phan sau. Mot khi da truy cdp dia diém chira
chinh sach nhom, can st 1y theo cac budc sau dé ban hanh chinh sach tai khoan:

1. Truy cap muc Account Policies ¢ khung bén trdi (xem hinh sau). M& rong
Computer Configuration tiép dén 1a Windows Settings, sau cung dén Security Settings.

2. Luc nay ban c6 thé quan 1y chinh sach tai khoan thong qua Password Policy,
Account Lockout Policy, va Kerberos Policy.

',‘g Group Peliey - |Concole Rool\l ocal Computer Peey\Compules Conligurstion\wisdoms Seltinge\Secu., _[o] =]
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|| deton Mow Favoite: || 40 = | @Em| B 2
Tree | Favukes | Pokcy [Locateting | Checetoing
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= FR1 Lecal Compues Pobey 50 M s i dnd e 20 et 21 dwys
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Hinh 7.1: Thiét ldp chinh sdch cho mdt md va si dung tdi khodn théng qua Account
Policies. Khung bén trdi hién thi tén ciia mdy tinh hay ving dang dwoc Idp cdu hinh.
Hay kiém tra nham dam bdo ddy la tai nguyén mang thich hop dé Idp cdu hinh.

Thiét 13p chinh sach cho mat mad va st dung tai khoan thong qua Account
Policies. Khung bén trai hién thi tén ctia may tinh hay ving dang duogc 1ap cAu hinh. Hay
kiém tra nham dam bao ddy 14 tai nguyén mang thich hop dé 1ap céu hinh.

3. Mubn lap cau hinh chinh sich, ban nhap diip muc nhap tuong Gmg, hoic nhap
nut phai Mouse vao do va chon Security mé hop thoai thudce tinh chinh sach.

4. Pbi voi chinh sach cuc bo, hdp thoai Propesrties twong tu nhu hdp thoai dugc
minh hoa trong Hinh v& . Chinh sach thyc té (effective policy) danh cho may tinh hién
thi, nhung khong thay doi dugc. Tuy nhién, ban duoc phép thay doi cac xac lap chinh
sach cuc bo. Hay lap cAu hinh chinh sach cuc b dua vao nhitng trudng cho san. bdi véi
chinh séch cuc bd ban bo qua nhiing budc con lai, vi chung chi &p dung cho chinh sach
nhém toan cuc.

Local Security Policy Setting

Mammum pazsword age

E ffective police 2cthing

FPaszword: expire in;
42 days

i~ Local policy setting

FPazzword: expire in;

42 _:_j days

If domain-level policy zettings are defined, they overnde local policy zettirgs.

Jk. I Cancel |

Hinh 7.2: Vi chinh sdch cuc b, ban co dip xem ca chinh sach
thuc té lan chinh sdch cuc bo

5. Bdi véi site, vung, don vi td chuc, hop thoai Properties twong tu hop thoai minh
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hoa ¢ hinh sau

6. Moi chinh sach hodc dugc dinh ro hoac khong. Co nghia, chiing dugc 1ap ciu
hinh dé st dung hodc khong. Chinh sach nao khong dugc dinh rd ¢ thu muc hién hanh c6
thé duge ké thira tir thw muc chira khac.

7. Chon hoic x04 chon Define This Policy Setting dé xac dinh chinh sach c6 dugc
dinh rd hay khong.

Local Securnty Policy Setting l

Allows zyztemn to be zhut dovwn without having ta log on

Effective policy zetting:
Enabled

Local policy setting:

¥ Enabled

o TR e e

" Dizabled

If domain-level policy zettings are defined, they overide local policy zettings.

] I Cancel I

Hinh 7.3: Dinh ro6 va lap cau hinh chinh séch nhém toan cuc
thong qua hop thoai Properties
2.1.3. Lap cau hinh chinh sich tai khoan

Co ba loai chinh sach tai khoan: chinh sach mat ma, chinh sach khoa tai khoan, va
chinh sach Kerberos.

Lap cau hinh chinh sich mit mi

Chinh sach mét mi dugc ban hanh nham muc dich bao vé mat ma va bao gém:

e Enforce Password History: La chinh sach 4n dinh chu ky tai st dung mat ma.

e Maximum Password Age: La chinh sach quyét dinh thoi gian nguoi ding co thé
luu gitt mat ma trude khi budc phai thay doi. Muc dich budc nguoi dung phai thay doi
mat ma theo dinh ky. Xac 1ap mac dinh 1a 42 ngay va khoang gia tri cho phép 1a tir 0-999.

e Minimum Password Age: Day la chinh sach quyét dinh thoi gian nguoi ding
nguoi dung phai luu gitt mat ma trude khi thay doi. Ban dung xac 1ap nay ngan khong
cho nguoi dung "danh ltra " h¢ thong mat ma bang cach gd vao mat ma mai roi thay doi
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ngay thanh mat ma ci.

e Minimum Password Length: an dinh sé luong ky tu téi thiéu cho mat mi. Xac
1ap mic dinh 1a cho phép dé trang mat ma (khong g ky tu ndo cho mat ma).

e Password Must Meet Complexity Requirement: Ngoai chinh sach tai khoan va
chinh sach mat mi co ban, Windows 2000 con cung cip nhiéu phuong tién gitip kiém
soat mat ma chat ch€ hon. Nhitng phuong tién nay kha dung trong b loc mdt ma
(password filter), von c6 thé cai dit trén may diéu khién ving.

e Store Password using Reversible Encryption: Mat ma dugc mat ma trong co sd
dir liéu. Hiéu img ma hoa nay khong thé xoa bo mot cach thong thuong. Néu mudn co thé
giai ma, ban kich hoat Store Password Using Reversible Encryption For All Users In
The Domain. Mat ma sau do s€ dugc luu ¢ dang ma hoa co thé giai ma, va dugc phuc hoi
trong tinh tinh huéng khan cap. Bat ky nha quan tri ndo ciing c6 thé thay doi mat mi cua
nguoi dung.

LAp cdu hinh chinh sach tai khoin

Chinh sach tai khoan chi phdi cach thirc va thoi diém khoa tai khoan bén ngoai
ving hay hé théng viing cuc bd. C6 ba chinh sach tai khoan:

e Account Lockout Threshold: 4n dinh s6 1an c¢d ging dang nhap cb ging thuc
hién trude khi tai khoan bi khoa. Néu quyét dinh &p dung chinh sach khoa tai khoan, ban
nén chon cho chinh sach ndy mot gia tri can bang giita nhu cau bao vé tai khoan trudc ké xam
nhap bat hop phap véi nhu cau nguoi ding gip kho khin khi truy cép tai khoan cta ho.

e Account Lockout Duration: Néu c¢6 ké vi pham chinh sach tai khoan Account
Lockout Duration s& 4n dinh khoang thoi gian khoa tai khoan, thay doi trong khoang 1-
99999 phut, hoic khong an dinh thdi gian ndy, bang cach duy tri thoi gian nay bang 0.

e Reset Account Lockout Threshold After: Mdi mot 1an ¢6 mot nd lyc ding nhap
that bai, Windows 2000 lai nang gi4 tri ngudng theo ddi sé 1an ding nhap bét thanh 1én. Reset
Account Lockout Threshold After quyét dinh thoi han duy tri ngudng khoa tai khoan.

LAp cau hinh chinh sich Kerberos:

Kerberos phién ban 5 13 co ché chung thuc chinh dung trong ving Active
Directory nham kiém tra nhan dang cia nguodi dung va cac dich vu mang, Kerberos su
dung "vé dich vu" (service ticket) va "vé nguodi dung" (user ticket). Nhiing vé nay chira
dr liéu dugc ma hod, xé&c nhén nhan dang cia nguoi dung hay dich vu.

Ban chi phéi thoi han, gia han va ban hanh vé thong qua chinh sach sau day:

e Enforce User Logon Restrictions: La chinh sdch dam bao thyc thi moi ap dat 1én
tai khoan ngudi dung. Liy vi du, néu gidi han & sé gio dang nhap, chinh sich nay sé
41
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budc phai thi hanh gidi han d6. Mac dinh Enforce User Logon Restrictions dugc chon va
rat it khi bi vo hiéu hoa.

e Maximum Life time: Maximum Lifetime For Sevice Ticket va Maximum
Lifetime For User Ticket 4n dinh thoi han hop 1¢ t6i da cho vé dich vu hodc vé nguoi dung cu
thé. Mic dinh, vé dich vu c¢6 thoi han hop 16 t6i da 1a 41760 phut, con v6i vé ngudi ding 1a
720 gio.

e Maximum Tolerance: Maximum Tolerance For Computer Clock
Synchronization 1a mot trong sd vai chinh sach Kerberos co thé can thay d6i. Mic dinh
maéy tinh ving phai d6ng bd véi nhau trong vong 5 phat. Nguoc lai, may diéu khién ving
s& khong chimg thuc duoc néu co nguoi ding ¢ xa truy cap vung ma khong chinh dong
h6 hé thong theo ddng hd mang. Ban nén diéu chinh gia tri ndy véi khoang gia tri kha
dung 1a 0-99999.

2.2. Thiét 1ap tai khoan nguoi ding

Ban phai thiét 1ap tai khoan nguoi dung cho ngudi ding nao muén st dung tai
nguyén mang. Tai khoan ngudi dung trong domain duoc thiét lap thong qua tién ich
Active Directory Users And Computers. Dung tién ich Local Users And Groups tao tai
khoan ngudi dung cuc bd.

2.2.1. Thiét 1ap tai khoan nguoi diung viing

Thong thudng c6 hai cach thiét 1ap tai khoan ngudi dung méi:

% Tao tai khoan ngudi dung hoan toan méi: Mo cira s6 Users and Computers trong
thu muc Active Directory, nhap phai vao Uer — New User. Hop thoai New Object- User
Wirard hién thi. (Hinh7.4) . Khi thiét lap tai khoan méi cac xac lap hé théng mic dinh
duogc st dung.

Mew Uzer I

User narme: lil:lhnd

Full namme:; i-l ohn Doe
Description: |Elperatin:|ns M anager
Pazzword: l ********

Ixxxxxxxx

Confirm pazsword:

¥ Uszer must change password at nest logon

[zer catinot chat |

I_ Eaesmord feyvern expres

[T Account is dizabled
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Hinh 7.4: Ldp cdu hinh tén ddang nhdp va tén hién thi cia nguoi ding

% Tao tai khoan modi trén tai khoan hién c6: nhap nit phai chudt vao tai khoan
nguoi ding can sao chép trong Active Directory User And Computer, 1di chon Copy.
Mot Copy Object —User Wizard khoi dong, vé co ban cling tuong tu nhu hdp thoai New
User. Tuy nhién, khi tao ban sao cua tai khoan, tai khoan mai s€ thu nhan hau hét xac lap
moi truong tur tai khodn hién co.

Luc ctra s6 New Object- User hodc Copy Object-User khai dong ban thiét 1ap tai
khoan bang cach:

1. Nhu hién thi ¢ hinh trén (Hinh 7.4), hop thoai dau tién ctia Wilzard cho phép lap
c4u hinh tén dang nhap va tén hién thi cia ngudi ding .

2. GO tén nguoi dung vao truong thich hop. Ho tén ngudi dung hinh thanh Full
name, tirc tén hién thi cua nguoi dung.

3. Thyc hién thay ddi cho truong Full name, néu can. Tuy thudc vao chinh sach dat tén.

4. GO tén dang nhap ctua nguoi dung vao truong User Logon Name. Dung danh
sach x6 xudng chon ra ving s& phdi hop voi tai khoan, Viéc 1am nay gitip hinh thanh tén
dang nhap hoan chinh.

5. 20 ky tu dau tién cua tén ding nhap duoc ding dé 4n dinh tén ding nhap &
Windows NT 4.0 trg vé trude. Tén nay khong duge phép tring lap trong ving. Néu can
hay thay di tén dang nhap cua Windows NT 4.0 tro vé trudc.

6. Nhap Next. Tiép dén 4n dinh mat ma ciia nguoi ding thong qua hdp thoai minh

hoa & (Hinh 7.5).
2

|zer name: I

Full name: I

Dezcription: I

Pazzwaord: I

Confirm password; I

[ User must change pazsward at nest logan
[~ User cannot change passward
[ Passward never expires

W Account is disabled 43
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Hinh 7.5: Ldp cdu hinh mdt ma ciia nguoi ding

Nhitng tuy chon & ddy bao gom:

e Password (Mat ma tai khoan): Mat ma nay phai theo ding cac quy udc da dat ra
trong chinh sach mat ma.

e Confirm Password: Gitp dam bao ban da go dung mat ma. Chi viéc go lai mat
ma dé xach nhan né.

e User Must Change Password At Next Logon: Néu chon thi ngudi dung phai
thay d6i mat ma mdi khi dang nhap.

e User Cannot Change Password: Néu dugc chon nguoi ding khong duoc phép
thay doi Password.

e Password Never Expires Panh diu chon, mat m3 danh cho tai khoan nay sé
khong bao gio hét han. Pay 1a xac 1ap danh quyénvéi chinh sach tai khoan cuc bo.

e Account Is Disabled Panh diu véo tai khoan s& bj v hiéu hoa va khong str dung dugc.

7. Nhap Next, nhap tiép Finish dé tao tao tai khoan trudng hop c6 sai sot thong
diép bao 15i hién thi, ban phai dung nut Back go lai thong tin vao hdp thoai User Name va
Password, néu can.

2.2.2. Tai khoan ngudi dung cuc b

Vi tac vu nay, ban st dung ti¢n ich Local User And Group theo cac budce sau:

1. Chon Start -> Program -> Administrative Tools -> Computer Management.
Hoac chon Computer Management tir thuy muc Administrative Tools.

2. Nhap nit phai chudt vao muc nhap Computer Management bén khung trai va
chon Connect To Another Computer tor Menu tat. Chon tiép hé théng co tai khoan cuc bd
can quan ly. May diéu khién ving khoéng c¢6 nguoi dung va nhom cuc bo.

3. Mé rong System Tools (nhap dau +), chon Local User And Groups.

4. Nhap nut phai mouse vao User va chon New -> User. Hop thoai New User hién thi

i
Llzer name: Iduﬂgbt
Full rame: |Bu‘ Tien Dung
Description: ILo:aI User Accourt
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Hinh7.6: Ldp cdu hinh tai khodn nguoi dimg cuc bo ¢é nhiéu diém khdc
V6i ldp cdu hinh tai khodn nguoi ding viing.

Nhiing tuy chon & day bao gom:

e Username: tén dang nhap cua tai khoan nguodi dung, phai tuan theo ding quy
udc do chinh sach tén cuc bd dat ra.

e Full Name: Ho tén day du ciia ngudi ding

e Description: Thong tin mé ta nguodi dung, thong thuong ban gd chic vu va b
phén ma ngudi dung tryc thudc.

e Password Mat ma cho tai khoan. Phai theo ding quy udc do chinh sdch mat ma
dat ra.

e Confirm Password: Gitp dam bao ban da go dung mat ma. Chi viéc go lai mat
ma dé xach nhan né.

e User Must Change Password At Next Logon: Néu chon thi ngudi dung phai
thay d6i mat ma mdi khi dang nhap.

e User Cannot Change Password: Néu dugc chon nguoi ding khong duoc phép
thay doi Password.

e Password Never Expires: Néu ban chon muc nay thi mat ma danh cho tai khoan
nay sé khong bao gid hét han. Day 1a x4c 1ap danh quyénvéi chinh sach tai khoan cuc bo.

e Account Is Disabled: Panh diu vao muc nay thi tai khoan s€ bi vo hi¢u hoa va
khong su dung duoc.

5. Nhép Create khi hoan tat viéc lap cdu hinh cho tai khoan méi

1. Qudn ly tai khodn nguoi dung.

Sau khi tao tai khoan ngudi dung ching ta phai danh nhiéu thoi gian dé quan 1y
ching bao gom cic tac vu sau:

% Quan ly thong tin lién hé:
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Active Directory 1a dich vu thu myuc (chinh xac phai goi la “dich vu danh ba”).
Khi thiét 1ap tai khoan ngudi dung, chung ta c6 theé co thong tin lién h¢ kém theo. Thong
tin nay sau do tré nén kha dung cho moi nguoi thudec hé vung hodc tap hop thudc hé
vung, dung dé tim kiém va bo sung vao Address Book.

e An dinh thong tin lién hé:

Ban 4n dinh thong tin lién hé cho tai khoan ngudi dung nhu sau:

1. Nhap dup tén ding nhap cia ngudi dung trong Active Directory User And
Computers. Nhu thuong 1€ hop thoai thudc tinh tai khoan xuat hién.

2. Nhap tab General ( Hinh7.7). St dung céc tuy chon sau day:

First Name, Initials, Last Name Dinh ho tén day du cua ngudi dung.

Display Name Dinh tén hién thi cia ngudi ding, hién dién ¢ phién ding nhap
hay trong Active Directory.

Description Go thong tin m ta vé nguoi dung.

Office Cho biét dja chi van phong lam viéc cua user.

Telephone Number Dinh 15 s dién thoai ngudi ding. Néu ngudi ding c6 nhiéu s6 dién
thoai lién h¢, nhap Other, gd thém s6 di¢n thoai phu vao hop thoai Phone Number (Others).

E-mail Dinh dia chi mail cua user vao day.

Web Page Dinh URL (Uniform Resouce Locator ) ctia trang chu trén Internet hay
intranet ciia cong ty.

- R [t
Published Certificates | MemberOf | Diakin | Object | Security
Ervironment | Seszzions | Femote contral I Terminal Services Profile

General | Address | Account | Praofile | Telephones | Organization

g hieulm
First name: || Iritials: I

Last name: |

Dizplay narme: ILE FIMH HIEL

Dezcription: I

DOffice: |

Telephone number: I Other... |

E-mail: I

“Web page: I Other... |
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Hinh 7.7: Ldp cdu hinh théng tin lién hé cho nguoi ding théng qua trang Genaral.
Thong tin nay sau do sé duoc dung trong Address Book va trong cdc cuoc tim kiem.

3. Chuyén sang trang Address. Dinh rd dja chi noi 1am viéc va nha riéng cta user.

4. Nhap tab Telephone. G& (nhiing) s6 dién thoai chinh s& dung dé lién hé véi
nguoi dung.

5. Néu van con nhiéu sb dién thoai khac hdy nhap nut Others phdi hop voi timg
loai va go thém so di¢n thoai vao hdp thoai hién thi ngay sau do.

6. Nhap tab Organization, gd chirc vu phong ban ctia nguoi dung.

7. Muén dinh 18 ngudi chiu trach nhiém quan 1y ngudi dung, nhap Change, chon
tén nguoi quan ly tor hop thoai Select User Or Contact. Khi dinh rd nguoi quan ly, tai
khoan nguoi dung s€ xuat hién ¢ dang bao bi€u truc tiép trong tai khodn ctia nguoi quan ly.

8. Nhap OK hoic Apply dé ap dung thay dbi.

¢ Tim nguoi va dua thong tin vao Address Book

Active Directory gitip ban dé dang t6 chirc tim kiém ngudi trong thu muc, sau d6
bo xung két qua tim dugc vao Address Book. Tac vu nay thuong st dung cho nguoi dung
thuc hién. Theo cac budc sau:

1. Chon Star -> Seach -> For People m& hop thoai minh hoa (Hinh 7.8)

2. Nhap hop thoai danh sach Look In, chon Active Directory, gb tén hoic dia chi
E-mail ctia nguoi can tim.

3. Nhip Find Now bat dau tim kiém. Két qua so khdp sé dugc hién thi. Bang
khong két qua khong hién thi.

4. Mudn xem thudc tinh tai khoan, chon tén hién thi va nhép Properties.

5. Chon tén hién thi, nhdp Add To Addres Book.

E% Find People 21x]
Loak, in: I.&ddress Book j wieh Site.. |
People |
| Find Now |
Marne: Ihnangnl
Stop |
E -mail: I
Clear &I |

Address:

|
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Hinh 7.8: Tim nguoi trong Active Directory, sau dé dwa két qua
tim duoc vao Address Book.

% An dinh xac 1ap méi trudng cta nguoi ding

Tai khoan nguoi dung con ¢6 bd luu trit, kich ban dang nhép va thu muc ca nhan
phéi hop v6i chung, mudn 1ap cdu hinh nhiing x4c 1ap tuy ¥ ndy, ban nhap dung tén hién
thi bat ky trong Active Directory And Computers, roi nhap tab Profile (Hinh 7.9). Trang
Profile cho phép xtr 1y cac truong sau day:

Profile Path Puong din dén bo truy cip ngudi dung. Bo luu trit cung cap xac lap
mdi truong cho ngudi diung. Mbi 1an user ding nhap may tinh, bo luu trir ciia ngudi ding
nay lai duoc st dung nham quyét dinh cac cac 1ap Desktop va Control Panel, chinh kha
dung cua tuy chon menu, cia chuong trinh ung dung,.v.v.v.

Bui Tien Dung Properties 7] x|

Published Certificates | Member OF | Disbin | Object | Security
E revironment I Sezsionz I Rermote control I Terminal Services Profile
General I Address | Account  Profile | Telephones | Organization

— Uszer profile

Prafile path: ||

Logaon script; I

—Hame folder

* Local path: I
" Connect: I j To I

k. I Cancel Apply
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Hinh 7.9: Tao bo luu trit nguoi dung trén trang Profile. Bo luu trit cho phép

ban ldp cdu hinh méi truong mang cho ngueoi ding.

Logon Scrept Puong dan dén kich ban diang nhdp cua nguoi dung. Kich bdn dding
nhdp (logon Scrept) 1a tap tin batch, s€ chay moi lan nguoi dung dang nhép. Ban dung
kich ban ding nhap tap hop nhing 1énh s& dugc thi hanh mdi khi ngudi dung ding nhap.

Local Path La thu muc do nguoi sir dung dé luu trix tap tin. Tai day, ban chi dinh
mdt thu muyc cu thé cho tap tin nguoi dung. Néu thu muc kha dung véi mang, ngudi ding
dugc phép truy cap thu muc tir may tinh bét ky trén mang.

e Bién moi truong hé théng (system environment variable) Thudng t6 ra hiru
dung khi khi ban tién hanh thiét 1ap moi trudng clia ngudi dung, nhét 1 luc lam viée véi
kich ban ding nhap. Ban sir dung bién mdi truong dé dinh rd thong tin dudng dan. Dudi
day 1a nhimng bién mai truong thong dung nhét:

a %SystemRoot% Thu muc géc ctia hé diéu hanh Microsoft Windows 2000, nhu
C:\WIN2000. Hay dung bién nay vdi trang Profile cta hop thoai thudc tinh ngudi dung
véi kich ban dang nhéap.

a %UserName% Tén tai khoan dang nhédp, dugc dung vdi trang Profile ctia hop
thoai thudc tinh ngudi dung va véi kich ban dang nhép.

o %HomeDrive% Mau tu 6 dia ctia thu muc ca nhan thudc vé ngudi dung, nhu C:,
dung véi kich ban dang nhap.

o %HomePath% DPudng din hoan chinh din dén thu muc c4 nhan cia nguoi
ding, nam trén 6 dia gbc twong tng. St dung bién nay véi kich ban dang nhap.

a Processor_Architecture% Kién trac bo vi st Iy ctia may tinh, nhu x86, duogc
dung v6i kich ban dang nhap

e Kich ban dang nhap (logon script) chira cac 1énh s& thi hanh mdi 1an nguoi ding
dang nhap. C6 thé dung kich ban dang nhap dé dinh gio hé théng, dudng dan 6 dia mang,
may in mang, .v.v. Mic du duoc phép sir dung kich ban dang nhap dé thi hanh 1énh nhung
khong nén an dinh bién méi truong vao ching. Cac xac 1ap moi truong do kich ban dinh
16 s& khong duoc duy tri & mirc ngudi dung ké tiép. Ciing khong nén dinh r6 chuong trinh
tmg dung s& chay ¢ thoi diém dang nhap thong qua kich ban dang nhap, ma hiy dung
cach dit 161 tat thich hop vao thu muyc Startup ciia ngudi dung. Thong thuong, kich ban
dang nhap c6 chira 1énh ctia Windows 2000. Tuy thé kich ban dang nhap co thé 1a:
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o Tap tin Windows Script Host voi phan mé rong .VBS, .JS, hay phan m& rong
hop 1€ khac.

a Tap tin .BAT

o Chuong trinh c6 thé thi hanh véi phan mé rong .EXE.

e Chi dinh thu muc c4 nhan: Windows 2000 cho phép ban chi dinh thu muc cd
nhdan (home directory) cho ting tai khoan ngudi dung. Nguoi dung st dung thu muc nay
dé luu giit va truy xudt thong tin ca nhan. Nhiéu chuong trinh tmg dung ding thu muyc ca
nhan lam thu myc mac dinh cho cac hoat dong File Open va Save As, gitp ngudi dung
dé dang tim thay tai nguyén ctia minh. Dau nhéc 1énh ciing sir dung thu muc ca nhan 1am
thu muc hién hanh lic ban dau. Thu muc c4 nhan thuong tra trén ¢ dia ciing cuc b cua
nguoi dung, hodc trén 6 dia mang dung chung. Trén 6 dia cuc bd, chi c6 thé truy cap thu
muc tir mot tram lam viéc don 1é. Nguoc lai ban truy cap 6 dia mang ding chung tir may
tinh bat ky trén mang, tao nén méi trudng lam viéc ning dong hon. Khong nhat thiét phai
tao trudc thu muc ca nhan cua nguoi dung. Active Directory Users And Computers s€ tu
dong tao cho ban. Nhung gia nhu co ric rbéi xdy ra, Active Directory Users And
Computers s& huéng dan ban tao thu muc.

Cach dinh r6 thw muc ca nhan cuc bo:

1. M¢& hop thoai Properties danh cho ngudi dung trong Active Directory Users
And Computers, nhap tab Properties .

2. Nhap nit Properties, gd duong dan vao thu muc ca nhan ¢ trudong phdi hop. Vi
du: C:\Home\% UserName %.

Cach dinh ro thu muc ca nhian trén mang:

1. Van m& hop thoai thudc tinh ctia ngudi dung trong Active Directory Users And
Computers nhap tab Profile.

2. Nh?ip nat tab Connect, chon mau tir 6 dia ctia thu muc c4 nhan. Nham dam bao
tinh nhat quan, nén dung chung miu tir 6 dia cho tat ca nguoi ding. Ngoai ra ciing phai
chon miu tir 6 dia ndo d6 khong xung dot voi 6 dia vat 1y hay 6 dia anh xa hién hanh.(6 Z
chang han.)

3. Go duong dan hoan chinh dén thu muc c4 nhan, dua vao quy uoc UNC nhu
WGAMMA\USER_DIRS\%UserName%. Muc dich cta viéc kem tén may phuc vu vao
dudng din 1a nham ngudi ding ¢ thé truy cap thu myc tir may tinh bat ky trén mang.

¢ Dinh gidi han va céac tuy chon tai khoan.
Windows 2000 cung cip nhiéu cach gitip kiém soat va quan 1y tai khoan nguoi
dung va kha nang truy cap cua ho. Ban c6 thé dinh 1o sb gid dang nhap, Tram lam vi¢c
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dugc phép dang nhép, cac dic quyén quay so,..

e Quan ly s6 gid dang nhap: Trong Windows 2000 cho phép ban quyét dinh thoi
diém user dugc phép dang nhap vao mang, bang cach 4n dinh sb gid ding nhap mang hop
1&. Myc dich dé kiém soat tai khoan nguoi dung va ting kha niang bao mat cta hé thong,
ngin chin nhimg truy cap bat hop phap vao hé thong. Khi hét thoi gian dang nhap hop 18,
viéc tiép theo sé& tuy thudc vao chinh sach tai khoan ap dung cho ho. Thong thudng mot
trong hai tinh hudng sau ddy s& xay ra cho ngudi dung:

o Bit budc ngit két ndi. Khong thé truy cip duoc tat ca cac tai nguyén mang.

o Khong bi ngit két ndi: Nguoi dung sé khong bi ngit két ndi khi sir dung hét sd
gio ding nhap. Co diéu, Windows 2000 s& khong cho phép ho thiét 1ap thém bat ky két
ndi nao vao mang.

LAp cau hinh s6 gio ding nhap:

1. M6 hop thoai thudc tinh ngudi dung trong Active Directory Users And
Computers. Nhip tab Account.

2. Nhap niit logon Hours. 4n dinh khoang dang nhéap hop 1¢ va khong hop 18, thong
qua hdp thoai minh hoa & Hinh 7.10. Céc dac tinh Logon Hours dugc liét ké & bang 7.1

Trong hop thoai nay, mdi gio trong ngay duoc hién thi trong mot 6 c6 thé bat / tat.
Gid dugce phép ding nhap dugc biéu thi bang 6 mau den (O dugc bat) ngugc lai gio bi
cAm biéu thi bang 6 mau trang. Mudn thay ddi xac 1ap cho gio cu thé, ban nhap 6 tuong
ung. Chon Logon Permitted hoac Logon Denied.

Bang 7.1
Dac tinh Chirc nang
All Cho phép chon tét ca giai doan thoi gian
Day nut ngay trong tuan | Cho phép chon toan bd sb gid trong tuan cu thé.
Day nut gio Cho phép chon gio cu thé cho tit ca cac ngay
trong tuan
Logon Permitted an dinh s gio duoc phép dang nhap
Logon Denied An ®bnh sé gié bb cEm ® 'ng nhEp

Logon Hours for Bui Tien Dung ﬂ i

g 3k € [ ok
12-2-4-6-8-10-12-2-4-6-8-10-12
Cancel |
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Hxnh 7.10: An dinh s6 gio dang nhdp cho nguwoi ding

Bit budc ngat két ndi khi hét han diing nhap:

1. Truy cap thu muc chira chinh sich nhém can xur 1y .

2. M¢ rong Computer Configuration, Windows Settings. Trong Security Settings,
mé rong Local Policies rdi chon Security Option (Hinh 7.11)

3. Nhap dup Automatically Log Off Users When Logon Time Expries. Hop thoai
Properties danh chochinh sach hién thi.

4. Panh dau chon Define This Policy Setting, nhap tiép Enabledap dung chinh sach
gii han s gio ddng nhap. Nhip OK.

& Local Security Settings =10l x|
“ Action  Wiew |J = =p | | b4 | =
Tree I Folicy ~ | Local Setting -
@ Security Settings @.ﬁ.dditinnal restrictions for anonymaou,.. Mone, Fely on defa
-8 Account Palicies .-i'-.llcuw gerver operators to schedule b Mot defined
EI@ Local Policies .-'1'-.Iln:|w syzterm ta be shut down witho... Enabled
E -8 Audit Policy .-'1'-.|||:|weu:| to eject removable NTFS me.. Administratars
@ IJzer Rights Assignment .-'i-.mcuunt of idle ime required before ... 15 minutes
O] S ity Options .-5'-.u|:|it the access of global systerm o, Disabled
El[__—l Public F.ey Palicies .-i'-.uu:lit uze of Backup and Restore pr... Disabled
-1 Encrypted Data Recovery Age .i'-.utu:umaticall_l,l |og off ugers when log... Enabled
u!iéj IP Secuiity Policies on Local Mach ﬁ_}_ﬂ Clear virtual memory pagefile when ... Dizabled
Drigitally gign client cammunication (.. Dizabled
Digitally zign chent communication [...  Enabled
Digitally zign zerver communication ... Dizabled
Digitally sign zerver communication ... Dizabled
Dizable CTRL+ALT+DEL requireme... Mot defined
E:_ﬂ Do not dizplay last uger name inlog...  Dizabled

LM Manager Authentication Level
Mezzage text for users atternphing k..

SendLM & NTLM e

Mezzage title for ugers attempting to...

MHumber of previous logons to cach...
Freseent systern maintenance of co...

Presvent uzers from installing printer ..

Prampt uzer to change pazsward b

@ Recovery Conzole: Allovw automatic...

10 logons
Dizabled
Dizabled
14 days
Dizabled
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Hinh 7.11: Truy cap Security Options Trong Policy.

% Quy dinh s6 tram lam viéc cho phép ding nhiap: Windows 2000 mic dinh
mot nguoi c6 tai khoan bat ky, ké ca tai khoan Guest dé dang nhap tai nguyén mang tir
bat ky tram nao trong ving. Nhu vay khong an toan cho viéc bao mat. Dé dam bao an
toan trong Windows NT va 2000 dwa ra chic ning 4n dinh sd tram 1am viéc cho phép
dang nhap .

e Mo hop thoai Properties danh cho nguoi dung trong Active Directory Users And
Computers. Nhip tab Account.

e Nhép nut Log On To mé hdp thoai Logon Workstations.

e Nhép niit the Following Computers xem hinh 7.11.Gd tén tram lam viéc ban
mudn cho phép ding nhap, roi nhap Add. Lap lai chi dinh nay dé chi dinh thém tram lam
viéc khac.

e Néu pham sai 1am, nhdp muyc nhép sai va nhap Edit hay Remove tuy .

Logon Workstations _ i A

T hiz feature requires the MetBI0S protocol. [0 Computer name, vpe the
pre-tAfindowes 2000 computer name.

Thiz uzer can log on bo:

&l computers

—1% The following computers

Computer name;

Sdd

Edit

Hemowve

i
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Hinh 7.12: Nham gi6i han truy cdp ¢ tram lam viée, hdy dinh ré
nhitng tram lam viéc duoc phép dang nhap.

+ Cap nhat tai khoan nguoi dung

e Doi tén tai khoan ngudi dung:

a Truy c@p Active Directory And Computers.

o Nhép nut phii mouse vao tén tai khoan, chon Rename. G tén méi cho tai khoan
khi duoc nhéc.

e Thay d6i cac thong tin khac: bao gdmcac thong tin sau:

o Display Name D6i tén hién thi cua tai khoan nguodi ding trong Active
Directory And Computers

o User Profile Path:Thay d6i duong dan bo luu trit trong Active Directory And
Computers, roi d6i tén thu muc tuong tng trén 6 dia.

o Logon script Name: Néu dung kich ban dang nhép riéng biét cho timg nguoi
dung, hiy doi tén kich ban dang nhap trong Active Directory And Computers, sau d6 dbi
tén kich ban dang nhap trén dia.

o Home Directory: Thay d6i duong din cta thu muc ca nhan trong Active
Directory And Computers, roi d6i tén ding nhap tuong tng trén dia.

e Sao chép tai khoan ngudi dung ving: S& rat chan ngan néu phai tao tai khoan
ngudi dung ving tir dau, chung ta c6 thé cai thién tinh hinh bang cach dung tai khoan hién
c¢6 1am khudén mau. Theo cac budc sau:

1. Nhap nit phai chudt vao tai khoan can sao chép trong Active Directory And
Computers, chon Copy mé hop thoai copy Oject — Users.

2. Tao tai khoan 1am khuoén miu cho moi tai khoan nguoi dung khéac. Sau dé cap
nhat thudc tinh cta tai khoan, néu thay thich hop.

Khi sao chép tai khoan, Active Directory And Computers s€ khong giir lai toan bd
thong tin tir tai khoan hién c6 ma chi sao chép nhiing thong ma ban can dén, déng thoi
loai bo nhitng thong tin nao phai dugc cap nhat. Nhitng thong tin thude tinh dugce giir lai
54
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bao gom.

o Thanh phd, qudc gia, ma buu cuc trén trang Address

a Tén cong ty va phong ban trén trang Organziation

o Nhom tuy chon tai khoan (Account Options) trén trang Account.

o Sb gid dang nhap va sd tram lam viéc duoc phép ding nhap.

o Ngay hét han tai khoan.

0 Quan h¢ thanh vién nhém cua tai khoan

a Tap hop xéc 1ap bd luu trir.

o Céc dic quyén quay sd.

e Huy bo tai khoan nguoi dung: Vi¢c huy b tai khoan tdc dong dén toan vung,
nén Windows 2000 khong cho phép ban xo04 tai khodan nhém hay tai khoan ngudi dung
cai san . Chung ta co thé xoa cac loa tai khoan khac bang cach chon ching va 4n Del,
hoic chon Del tir menu tat (hién thi khi bAm nut phai chudt). Nhiap OK va nhdp Yes xac
nhan xo04.

Vi Active Directory And Computers, ap dung mot trong hai phuong phép sau dé
x04 bo nhiéu tai khoan cung luc:

o Nhén- giit phim CTRL, nhap nit trai mouse trén timg tai khoan mudn chon.

o Nhén- giit phim SHIFT, chon tén tai khoan dau tién,roi nhap tén tai khoan cudi
cung trong day.

e Thay d6i va tai 14p mat ma: Pay 1a cong viéc thudng xuyén cia nha quan tri,
nhét 1a khi nguoi dung quén mat mat mi hodc luc mat ma hét han st dung. Cach thay doi
hay tai lap mat ma:

a Truy cap Active Directory And Computers hodc Local Users And Group tuy
thudc vao loai tai khoan.

o Nhép nat phai Mouse vao tén tai khoan, chon Reset Password hay Set
Passwordsét tinh hinh cu thé.

o GO mat ma mdi cho ngudi dung va xac nhan mat ma nay.

o Nhép dup tén tai khoan, xo4 chon Account is Disable hoic Account Is Locked

Out, xét tinh hudng cu thé.. Trong Active Directory And Computers, ban truy cip hai tuy
chon néu trén tir trong Account.

e Vo6 hiéu hoa tai khoan nguoi dung: vi nhiéu nguyén nhan ma ching ta phai vo
hiéu hoa tai khoan. Dué6i day 1a nhitng cong viéc can trong trudng hop tai khoan bj vo
hiéu hoa, bi khoa, hay hét han st dung:
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o Tai khoan bi vo hiéu hoa:

1. Truy cap Active Directory And Computers.

2. Nhap nut phai mouse vao tén tai khoan, chon Enable Account

o Tai khoan bi khoa:

1. Truy cap Active Directory And Computers.

2. Nhap dap tén tai khoan, xo4 chon Account Is Locked Out. Tong Active
Directory And Computers, tuy chon nay hién trén trang Account.

o Tai khoan hét han ding: chi riéng tai khoan ving médi c6 ngay hét han. Tia
khoan cuc bon luon ludn c6 hi€u luc. Khi tai khoan ving hét han stir dung ban:

1. Truy cap Active Directory And Computers.

2. Nhap dup tai khoan, nhép tab Account.

3. O phan muc Account Expires, chon End Of va nhdp mii tén xubng trén hop
danh sach tuong tng. Mgt banh lich xuat hién, cho phép ban an dinh thoi han st dung
moi.

e Xir Iy 16i ding nhap: Ngoai nhitng nguyén nhan thong thudng budc phai vo hiéu
hoa tai khoan, mot vai xac 1ap hé thong cling c6 thé gay nén 161 truy cap cu thé la:

o Nguoi dung nhan duoc thong diép cho biét khong thé ding nhéap theo cach
tuong tic Anh ta da khong duoc cap quyén Log On Locally (Pang nhap cuc bd), ma ciing
khong 14 thanhvién cia nhém cé quyén dang nhap nay. C6 thé ngudi dung cb gang ding
nhap may phuc vu hay may diéu khién ving. Néu thé, ding quén rang quyén Log On
Locally 4p dung cho tit ca may diéu khién trong ving. Nguoc lai, quyén nay chi 4p dung
cho cac tram lam viéc don 1é. Trudng hop nguoi dung phai duoc cap quyén truy cap hé
thdng cuc bo, hdy an dinh quyén Log On Locally.

o Nguoi ding nhan duoc théng diép cho biét hé thong khong cho phép truy
cap. Néu da kiém tra tén tai khoan, mat mi, tai sao lai khong kiém tra dang thic tai
khoan. biét dau nguoi dung dang cd truy cap vung tai khoan cuc bd. Con khong thi co 18
may phuc vu danh muc phuc vu toan cuc hi¢n khong kha dung, do d6 chi riéng nguoi cod
dic quyén quan tri méi duge phép dang nhap ving.

o Nguoi dung c6 bd luu trit quy dinh nhung may tinh chta bo luu trit do lai
khong kha dung: Khi ngudi dung cé bd luu trit quy dinh, may tinh luu bd luu tir d6 phai
& tinh trang truy cdp dugc trong sudt tién trinh dang nhap. Nguoc lai ngudi ding nay s&
khong cach nao dang nhép duoc.
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o Nguoi dung nhan thong diép cho biét tai khoan di duogc 1ap cdu hinh nham
ngan khong cho ho ding nhap tram 1am viéc. Nguoi dung dang ¢d ging ding nhap vao
mdt tram 1am viéc ma khoéng nam trong s nhing tram lam viéc anh ta dugc phép dang
nhap. Néu thuc sy can truy cap tram lam vi€c nay, hay thay ddi thong tin vé tram 1am viéc
dang nhap nhu d3 mé ta & phan trén.

3. THIET LAP VA QUAN LY TAI KHOAN NHOM.

Ciing twong ty nhu tai khoan ngudi dung tai khoan nhoém ciing can duoc tuan thu
céc chinh sach vé tén tai khoan, mat ma, chinh sich tai khoan... tit ca cac chinh sach nay
hoan toan tuong tu nhu cua tai khoan ngudi dung do d6 chung ta khong mo ta & day.

Ban dung tai khoan nhom vao viéc quan 1y dic quyén cho nhiéu nguoi ding. Tai
khoan nhém toan cuc duogc thiét 1ap trong Active Directory Users And Computers. Khi
can tao tai khoan nhom cuc bo, hay truy cdp Local And Groups.

Khi bat dau thiét lap tai khoan nhom, hay nh¢ rang tai khoan nhom chi nén chira
cac dang ngudi dung tuong tu nhau. Nhu vy ban co thé c6:

= Nhém toan cuc cho cac phong ban trong pham vi t6 chtrc: Thong thuong nhing
nhan vién & ciing phong ban, ho s& can truy cap tai nguyén twong ty nhau. Vi 18 d6 ¢ thé
thiét 1ap nhom quén 1y theo phong ban, nhu Development, Sale, Marketing, v.v.

= Nhém cho ngudi dung cac chuong trinh ing dung cu thé: Thudng thi ngudi
dung s& truy cap mot chuong trinh ing dungva tai nguyén lién quan dén chuong trinh ting
dung niao d6. Néu tao nhom dic trung cho ting chuong trinh (mg dung, ban c6 thé dam
bao nguoi dung dé dang truy cdp tai nguyén va tai nguyén chuong trinh ing dung can
thiét.

= Nhém cho céc vai trd trong pham vi t6 chirc: Cach thir ba 13 to chtrc nhom theo
vai trd ctia nguoi dung trong pham vi to chire. Liy vi dy, diéu hanh vién s& can quyén
truy cdp khac vdi giam sat vién va nguoi dung thong thuong. phuong phap tao nhém nay
gitip dam bao quyén truy cap thich hgp dugc cap cho ai that sy can dén.

3.1. Thiét 1ap tai khoan nhém cuc bd.
Thiét 1ap tai khoan nhém cuc bd theo cac budc sau:

1. Khoi dong Active Directory Users And Computers. Nhap nut phai chudt vao dia
diém tiép can tai khoan mdi. Chon New -> Group mé hop thoai New Object- Group
(Xem hinh minh hoa sau day)

@ Create ;. microzoft.com/Users
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Hinh 7.13: Hop thoai New Object-Group cho phép ban bé xung
nhom toan cuc moi vao vung

2. Dat tén nhom. Tén tai khodn nhém toan cuc phai theo dung quy udc ap dung
cho tén hién thi cua tai khoan nguodi dung. Tén nay khong phan bi¢t cht hoa va chir
thuong va dai toi da 64 ki tu.

3. 20 ki tu dau tién cua tén nhém duogc dung dé 4n dinh tén nhém cua Windows
NT 4.0 tr¢ ve trude. Tén nhom khong duge trung 1dp trong vung.

4. Chon pham vi nhom: Domain Local, Global, hay Universal.

5. Chon loai nhom: Security hay Distribution.

6. Nhap OK thiét 1ap nhoém. Khi nhom da hinh thanh, sau nay c6 thé b xung thanh
vién va an dinh thém thudc tinh.

* Tao nhom cuc b va chi dinh thanh vién.

Nhém cuc b duge thiét 1ap voi Local Users And Group. ap dung tha tuc dudi day
de truy cap ti€n ich nay va tao tai khoan nhém cu bo:

1. Chon Start -> Programs -> Administractive Tools-> computers Management.

Hoac chon Conputer Management tir thu muc Administrative Tools.

2. Nhip nut phai chudt vao myc nhap Mycomputer Management bén khung tréi,
chon Connect To Another Computer tir menu tat. Chon hé thdng c6 tai khoan cuc bd can
quan ly. May diéu khién ving (domain controler) khong chira nguoi ding va nhém cuc bo.

3. Mo rong System Tools (nhap nat +), chon Local Users And Groups.
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4. Nhap nut phai mouse vao Group, chon New -> Group md hop thoai New
Group(xem hinh 7.13)

2l
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Hinh 7.14: Hop thoai New Group cho phép bé xung nhém
cuc bo moi vao mdy tinh
Sau khi gé tén va thong tin mo ti nhom nhdp Add dua tén vao nhém. Hop thoai
Select Users Or Groups hién thi nhu d& minh hoa & phan trén. Ban két nap cac thanhvién
vao nhom dya vao cac tuy chon sau:

o Look In Cho phép truy cép tén tai khoan tir ving va may tinh khac. Nhap Look
In s& hién thi danh sach liét ké tén mdy tinh hién hanh, cic ving dugc uy quyén, va nhiéu
tai nguyén can thiét. Chon Entire Directory xem tat ca tén tai khoan chira trong thu myc.

o Name Cot name hién tén tit ca cac tai khoan kha dung truc thudc ving hay tai
nguyén hién dang dugc chon.

o Add Bo6 xung tén di chon vao danh sach.

o Check Names Chung thuc tén nhom va tén nguoi dung da gd vao danh séach.
Pay 1a viéc 1am hitu ich néu ban ty g vao ban phim va mudn dam bao né ludén kha dung.

5. Sau khi chon tén tai khoan dé dua vao nhom, nhiap OK.

6. Hop thoai New Group duoc cdp nhat dé phan anh céc chon lga vura thyc hién.
Trudng hop c6 pham sai 1dm, hiy chon tén va nhap Remove.

7. Nhap Create khi hoan thanh viéc b xung hay loai bo thanh vién nhom.

3.3. Quén ly quan hé thanh vién nhém cuc b§

Khi da thiét 1ap tai khoan nhom thi ban cdn quan 1y quan hé thanh vién nhém
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thong qua tién ich Active Directory Uer And Computers. Khi lam viéc voi nhom hay ghi
nhé nhing yéu t6 sau:

o Tét ca nguoi dung trong ving déu 1a thanh vién cia nhém Domian Users, dong
tho1 nhom chinh cia ho cling 1a Domain Users.

o Toan b tram lam viéc va dich vy thanh vién mdéi thude vung déu 1a thanh vién
nhom Domains Computers, nhém chinh cta chiung cling 1a Domains Users.

o Tt cd may diéu khién ving méi déu 1a thanh vién nhém Domains Controllers,
nhom chinh cua ching cling 1a Domains Controllers.

Active Directory Users And Conputers cung cip nhiéu cach gitp quan 1y quan hé
thanh vién nhom. Ban c6 thé:

o Quan ly ting thanh vién ca thé.

o Quan 1y nhiéu thanh vién dong thoi.

o An dinh nhom chinh cho timg ngudi ding va may tinh.

3.3.1. Quan Iy tirng thanh vién ca thé

Ban c6 thé bo xung hay xo04 bo tai khoan khoi nhom bat ky theo cach sau:

eNhép dip muc nhap danh cho ngudi ding, mdy tinh hoic nhom trong Active
Directory Users And Conputers. Hp thoai Properties danh cho tai khoan xuat hién.

eNhép tab Member Of.

eNhép Add dua tai khoan vao nhom. Thao tac ndy md hop thoai Select Groups

cling chinh 13 hop thoai Select Users Or Groups di gi6i thiéu ¢ phan trén. Chon nhom s&
tiép nhan tai khoan hién dang dugc chon.

e Mudn loai bé tai khoan nhom, hay chon tai khoan va baAm Remove.

e Nhip OK.

3.3.2 Quan ly nhiéu thanh vién ddéng thoi.

Phuong phéap thtr hai giup quan Iy quan hé thanh vién nhém 1a bd xung hay loai bo
cung ltc nhiéu tai khoan thongqua hop thoai Properties:

1. Nhip dap muc nhap danh cho ngudi ding hodc may tinh trong Active Directory
Users And Computers. Hop thoai tinh xuat hién.

2. Chuyén sang trang Member Of.

3. Nhip Add néu cin bd xung tai khoan vao nhém. Trong hop thoai Select Users
Or Groups vira mod ra, ban chon ngudi dung, may tinh, va nhém s& két nap vao nhém
hién dang dugc chon.
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4. Muon loai bd thanh vién nao dé ra khoi nhom, chi viéc chon thnah vién nay va
nhap Remove.

5. Nhap OK.
3.3.3. An dinh nhém chinh cho nguoi ding va may tinh

Nhom chinh (primary group) do nhiing nguodi truy cdp Windows 2000 qua
Services For Macintosh str dung. Khi ngudi dung Macintosh tao tép tin hay thu muc trén
hé théng Windows 2000, nhom chinh dugc chi dinh cho sb tap tin, thuy muc nay. Moi tai
khoan va mdy tinh déu phai c6 nhom chinh, bat luan tai khoan c6 truy cap hé thong
Wondows 2000 qua Macintosh hay khong. Pay phai 1a nhém c6 pham vi toan cuc hay
tong thé, chang han nhém Domain Users hay nhém Doamin Computers toan cyc.

Ap dung thi1 tyc sau day dé an dinh nhom chinh:

1. Nhap dap muc nhap ung voi nguoi ding, may tinh, hoic nhom trong Active
Directory Users And Conputers.

2. Chuyén sang trang Member Of trong hop thoai thudc tinh tai khoan.

3. Chon nhom cé pham vi toan cuc hay tong thé tir danh sach Member Of.

4. Nhap Set Primary Group.

Tat ca ngudi ding bat budc phai 13 thanh vién cia it nhat mot nhom chinh. Ban
khong the huy bo quan h¢ thanh vién trong mot nhom chinh va trude tién khong ket nap
nguoi dung vao nhom chinh khac. Theo cac budc sau:

1. Chon nhém khéc, ciing c6 pham vi toan cuc hay tong thé tir danh sach Member
Of roi nhap Set Primary Group.

2. Nhap nhém chinh cii tir danh sach Member Of, nhap tiép nit Remove. Quan hé
thanh vién v6éi nhom cii gid day bi thu hoi.

4. QUAN LY CAC CHINH SACH NHOM

4.1. Cac chinh sach nhém vé Group Policy

Cac chinh sich dé kiém soat Group Policy dwoc tim thdy bén dudi
Administractive Templates cia ca hai d6t trong Users Configuration va Computer
Configuretion. Hinh 7.14 va 7.15 céc tuy chon trong Users Configuration va Computer
Configuretion danh cho Group Policy. Sau ddy 1a nhitng thong tin tom lugc vé cac tuy
chon cau hinh quan trong nhat:

Group Policy refresh interval for users/computers/domaincontrollers Cac
chinh sach riéng nay quyét dinh dén cac dbi tugng chinh sach nhém GPO duoc lam tuoi
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dén mirc ndo & ché do nén (background) trong khi cac nguoi ding hoic may dang lam
viéc. Cac thong sb nay cho phép ban thay d6i cac gidn cdch thoi gian lam twoi ¢ ché do
nén mdc dinh ( default background refresh interval), va cho phép diéu chinh thoi gian léch
(offset time).

:m Consolel - [Console Root'Local Computer Policy',Computer Ci Lol - |E||£|
J % Console  Window  Help |J D = E | | _I_l— 2 il|
“ Action  Miew  Favorites |J = = | | | @ |
Tree | Favorites | Policy_# | Setting -
(] Consols Raat I~ @.ﬁ.pply Group Palicy Far computers asynchranously during startup|

EI@ Local Computer Palicy = Apply Group Policy For users asy... Mot configured
EI@ Computer Configuration =4 Disable background refresh af G.., Mot configured
Saoftware Settings Disk, Quota policy processing Mot configured
R | g

[:l Windows Setkings = EFS recovery policy processing Mat configured
E|I:I Administrative Templates EE Folder Redirection paolicy proces. .. Mok configured
|;| Windows Camponents 24 Group Policy refresh interval For, . Mot configured
|-:-|[——| System =4 Group Policy refresh interval For, ., Mot configured
""" [;l L?gon = GGroup Policy slow link detection Mot configured
[;I Disk Q;Tu:utas Eﬁ 1P Security policy processing Mak configured
(1 DS Client 24 Internet Explarer Maintenance ... Mot configured

i3 Group Policy & ! . ) .
- d =4 Registry policy processing Mot configured

------ (23 windows File Prote Yo ) } .
- Network - gﬁ Scripts policy processing Mak configured

= . il Security policy processing ot canfigure:
----- [_1 Printers Security pol Ho configured ]

=4 Saftware Installation palicy proc..., Mot configured

Eﬁ User Configuration iy
I W e | _|;| E‘1Llser Group Policy loopback proc., .. Mok u:u:unfiqlured _ILI
4 ) ! P

Hinh 7.14: Cdc thiét dinh User Configuration déi véi Group Policy.
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| ':m Consolel - [Console Root'Local Computer Policy'.Computer ] = |EI|_)ﬂ
|
| Juﬁn Console  ‘Window  Help |J = | | _|E'|£||
:“ Ackion Wiew  Favarites H | o= | | ‘ @ |
: Tree I Favorites | Policy  # | Setkking -
[:l Software Settings :| g Apply Group Palicy For computer. .. Mok configured
' -] Windows Settings E:ﬂ Apply Group Policy For users asy... Mk configured
! EII:I Administrative Templates =W Disable background refresh of ... Mok configured
I:I Windows Components = Disk. Quota palicy processing Mok configured
! EIH Swyskem {24 EFS recovery policy processing Mok configured
I, _D—I Logon W Folder Redirection policy proces... Mok configured
|_;| Disk Qunotas 24 Group Policy refresh interval for... Mok configured
- [_——I DMS Client =W Group Palicy refresh interval Far... Mok configured
@ Gr_':"-'p PDI":_V W Graup Palicy slaw link detection Mot canfigured
i (1 indows Fils Proter {2 IP Security policy processing Mok configured
[:I et W Internet Explorer Maintenance ... Mok configured
L[] Prinkers & § . g
i . 24 Registry policy processing Mok configured
EI@ User Configuration @Scri ts policy processin Mok configured
I:l Software Settings & i 'tp I'y B _g i F'g 4
@ Windows Settings fj ecurity policy pru:fcessmfg ok con !gure |
{24 Software Installation policy proc... Mok configured

[ Administrative Templates —

5 User Group Policy loopback proc., .. Mok confiqured X
4| | > E:'I | 3

Hinh 7.15: Cdc thiét dinh Computer Configuration doéi véi Group Policy

Disable background refresh Néu ban dua vao ap dung thiét dinh nay cic chinh
sach s& chi duoc 1am twoi vao luc khdi dong may va ngudi dung dang nhap ma thoi. Picu
nay cé thé c6 ich vi nhimg 1y do hiéu ning, boi vi viéc dé cho 1500 may ctr 90 phut lai
lam tuoi cac chinh sach mét 1an ¢ thé gay tic nghén trén mang, nhat 1a mang Ethernet.

Apply Group Policy for uers/computers synchonousiy during start-up Ban nén
dua vao 4ap dung nay dé ngin khoéng cho ngudi diung dang nhdp chimg nio tit ca céac
chinh sach con chua duoc ap dung hét. Néu khong cac chinh sach s& dugc ap dung & ché
d6 background, va ngudi dung van c6 thé dang nhap trong khai cac thiét dinh chinh sach
van con dang thay doi.

Cic chinh sich vé sir Iy chinh sach: Cac chinh sach nay véi cai tén nhu Registry
Policy Processing va Folder Redirection Policy Processing, co thé dugc dung dé tuy
bién cach st 1y cua cac thanh phan GPO khac nhau. Mdi chinh sach nay(xem hinh 7.16)
déu c6 mit it nhat hai trong s6 ngimg tuy chon sau day:
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Scripts policy processing Properties ﬂ_ﬁl

Palicy | Explain |

E‘i‘ Scripts policy proceszing

™ Not Configured
¥ Enahbled
" Dizabled

v Allow processing across a slow nebwark connection
[™ Do not apply during periodic backaround processing
[~ Process even if the Group Palicy objects have not changed

Previous Policy | Mext Policy |

ak I Cancel | Apply |

Hinh 7.16: Cdc tuy chon vé chinh sach han ngach dia

Allow process across a slow network conection Péi véi cac mbi lién két mang
cham, mot sd chinh sach co thé duoc tit di dé tang cuong hi¢u nang (ban cd thé dinh
nghia mot “slow conection” hay “slow link” 13 gi bang cach dung thiét dinh Group
Policy slow link detection). Tuy nhién, cac thiét dinh vé bao mat va vé viéc st 1y chinh
sach dbi voi Registry luon ludn duge ap dung, va khong thé bi tat di.

Do not apply during periodic background processing Chi dinh cac thanh phan
nao 1am tuoi dinh ky. Céc chinh sach cai dat phan mém va dinh hudng lai folder s& khong
bao gio dugc lam tuoi trong khi mot nguoi dung dang nhap, cho nén tuy chon nay sé
khong dung dugc cho chung.

Process even if the Group Policy Object have not changed Dé ton tai tai nguyén
mang va tai nguyén hé thdng, theo mic dinh cac GPO khong dugc 1am twoi néu khong c6
gi thay d6i ca. Tuy nhién dé ting cudng tinh bao mat va dé phong nguoi dung thay dbi
cac thiét dat chinh sach ban hay thuc thi chinh sach ndy dé dam bao rang tat ca cac thiét
dinh déu duoc ap dung lai vao mdi ky lam twoi. Chy ¥ rang khi 4p dung chinh sach nay
thi hiéu ning ctia mang s& giam di dang ké ddy.

User Group Policy loopback processing mode Mic dinh cac chinh sach cdu hinh
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ngudi ding duoc xir Iy sau cac chinh sach cau hinh mdy, va cac chinh sach nguoi ding
s& dugc wu tién hon néu c¢6 mau thudn. Ciing theo mic dinh, bat luan nguoi dung diang
nhdp vao may nao ho déu nhan duoc cac chinh sich cua ho. Nhung doi luc diéu nay
khong thich hop, va cac chinh sach can dugc ap dung theo cac GPO gianh cho may, vi du
néu ban dang nhap vao mot server dé thuc hién viéc quan tri, thi that khong thich hop néu
cac ung dung chinh cua van phong dugc cai dat vao dung lic d6. Mot vi du khac: khi
mudn ap dung chinh sach nghiém ngit hon cho cac may duoc dit & chd cong cong, han
1a ban can dé chinh sich may 1an 4t ngudi dung. Co hai ché do khac nhau dé kiém xoat
cach sir 1y nay: ché do Merge va ché d6 Replace (xem hinh7.17).

User Group Policy loopback processing mode P 2] x]

Palicy I E »plain I

i:iﬁ[ Uzer Group Policy loopback proceszsing maode

" Mot Configured -
&+ Enabled n

th
" Disabled ;

Mode: |Replace j j'
th
th
th
th
th
th
th
th
th
th

Prewvious Palicy | Hesxt Palicy | h

1]
0k I Cancel | Lpply |

T . T Tr

Hinh 7.17: Chinh sach User Group Policy loopback processing mode

Ché dp Merge X 1y cac chinh sach ngudi dung trude, réi dén cac chinh sach
méy. Nhu vay chinh sach may s& phii quyét chinh sach ngudi ding mau thuin véi ching.

Ché @9 Replace Bat chap cac chinh sach nguoi dung, va chi xur Iy cac chinh sach
may ma thoi.

4.2. Chinh sich nhém ngang qua cic duong lién két chAm

Chinh sach nhom van 1am viéc ngang qua cac dudng lién két cham, nhu cac ndi
két dial- up chang han. tuyét hon nita, cac chinh sach dugc 4p dung bat ké nhuoi ding
dang nhap bang Dial-Up Networking hay dang nhdp véi cac gidy gidi thiéu (credential)
65
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da duoc luu trit trude rdi khoi dong mot méi lién két. Tuy nhién viée 4p dung chinh sach
nhoém ngang qua cac duong lién két cham cé thé dat ra nhiing van dé vé hiéu ning hoat
dong cua mang, cho nén Win2K c6 kém nhiing thiét dinh dé dinh rd thé nao 1a slow link,
va dé quy dinh cach ap dung céc chinh sich ngang qua cac duong lién két cham da phat
hién duoc.

Dinh nghia mac dinh vé mot duong lién két cham, trong chirng myc céc chinh sach
nhom c6 lién quan, 1a mot duong lién két ma tde do dudi 500kilobits/giay. Hé thong thuc
hién mot cudc trac nghiém bang cach dung tién ich Ping dé xac dinh tbc d6 cau mébi lién
két. Néu thoi gian hoi dap ciia Ping 14 trén 2000 miligidy, thi mdi lién két duoc coi 1a
nhanh, tuy nhién ban c6 thé thay ddi thiét dinh dinh nghia vé slow link. Thiét dinh chinh
sach nay, tén 1a Group Policy Slow Link Detection c6 trong cd Users configuration 1an
Computers Configuration, bén dudi Administrative Templates\System\Group Policy (khung
thoai thudc tin ctia nd trong hinh 7.18) Ban nhap s muén chi dinh vao Conection speed
(Kbps), hoac nhap s6 0 vao dé dislable viéc phat hién slow link. Néu ban dislable viéc phat
hién slow link, tat ca cac chinh sach s& dugc ap dung, bat ké toc do két ndi 1a bao nhiéu.

Céc thiét dinh vé cach sir Iy chinh sach cia timg thanh phan chinh sach (c6 tén
kiéu nhu Folder Redection Policy Processing chang hanva nam trong cing mét dudng
dan véi thiét dinh slow link detection bén dudi Users configuration 1an Computers
Configuration\Administrative Templates\System\Group Policy ) cho phép ban chi dinh c6
phan nao cta ddi twong chinh sach duoc st 1y ngang qua mot duong lién két cham hay
khong. Mot lan nita, ddy khong phai 1a tuy chon cac chinh sach dua trén Registry hoac danh
cho céac thiét bi bao mat, chiing luén luén dugc xur ly, ngay ca ngang qua céc slow link.
Nhing thiét dinh khac thi theo mic dinh, s& khong dugc ap dung ngang qua céc slow link

Group Policy slow link detection Properties il b

Policy | Explain |

‘ @ Group Policy slow link detection

= Mot Configured
% Enabled
" Digabled

Thiz policy allows you to define what a glow connection is.
Connections below thiz speed are considered slow and
connections above this speed are considered fast.

Enter [ to dizable slow link detection.

Cotnection speed (Kbps) ISDD _|:

For more details, see the Explain tab.

Previous Policy | Mext Policy |

kK I Cancel I Apply
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Hinh 7.18: Khung thoai dac tinh Group Policy Slow Link Detection

Scripts policy processing Properties ilﬂ

Policy I Explain |

=4 Scripts policy processing

£ Not Configured
{¢" Enabled
" Disabled

IV dillows processing acioss a slow netvwork connection
[ Do not apply during perindic background processing
[ Process even if the Group Policy objects have not changed

Fresious Policy | Mext Policy |

ok I Cancel | Apply |

Hinh 7.19: M4t vi du vé cdc tuy chon Vvé st [y chinh sach

Vi du, dé 1am cho céac login script chay ngang qua cac slow link ban mé chinh
sach tén la Script policy processing. Ban enlable chinh sidch nay, nhu trong hinh 7.19
duyét vao 6 Allow processing across a slow network connection, rdi nhap OK. Néu thay
can, ban cr lap lai céc thao tac do ddi voi cac thiét dinh xtr 1y chinh sach khac.

Quan tri mang Window 2000 67



Khoa Cong ngh¢ Thong tin Tr-éng §'i hdc M& - SPa
chEt

CHUONG 6
QUAN LY VA CHIA SE TAI NGUYEN MANG

1. CO SO CUA VIEC CHIA SE DUNG CHUNG TAP TIN

Chue nang ¢t 16i ciia mot may chu bat ki 1a chia sé ding chung cac tap tin. Khi
may chi chia s¢ mot folder ra toan mang tic 1a né cho phép anh xa (map) mot mau ty 6
dia méi tir cac may khac trong mang dén folder d6. anh xa mot 6 dia dén mot folder con
goi 14 ndi két (connect) 6 dia d6 véi folder nay. Bang cach ndi két nay ngudi dung cé thé
ding mang dé truy cdp céac tai nguyén tir mang, hay con goi 14 chia sé (share) tai nguyén
mang.

2. THIET LAP CAC FOLDER DUNG CHUNG (SHARE)
2.1. Tao ra cic share bing Explorer

e Nhén chudt vio Start — Explorer dé kich hoat Explorer Window.

Apps Properties K Ed |

Gereral Sharing | Seu:urit_l,ll

|"_1‘“" You can share thiz folder among other users on pour

K:a’,J retwork. To enable sharing for this folder. click Share this
folder.

" Do not share this folder
1% Share this folder

Share name: Ia‘l'l.pps Ll

Comment: |.fl'«|:||:|licati|:|n Filez

Lzer limit: & Maximum allowed

. fl'l.llcuwl _IQ Users

To set permissions for haw users access this Bl
folder over the netwark, click Permizsions.

To configure settings for Offline access ko

Cachi
thiz zhared folder, click Caching. g

Mew Share

QK I Cancel | i [1 I

i

Hinh 9.1: The Sharing tab of a folder's Properties dialog box
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e Nhin chudt phai vao folder mubn chia sé sitr dung chung — chon Sharing dé
m¢ trang dac tinh cua folder d6. (Xem hinh 9.1)

e Nhén chudt vao nut Share this folder.

e Trong truong Share name ban gd vao tén cua share ma ban mudn pho bién ra
toan mang.

e Nut Permissions cho phép ban quy dinh nhirng quyén truy cap ddi véi share
nay.

e Muyc Caching cho phép ngudi ding cé thé truy cdp vao tip tin ma khong can
dang nhap.

e Nut New share cho phép ban tao tiép nhiing share khac néu ban muén.

e Nt User limit cho phép ban han ché bot s nguoi truy nhap share niay dong
thoi.

e Sau khi da thiét 1ap xong cac thudc tinh cia share ban nhan OK, khi d6 folder

d6 s& dugc chia sé st dung chung ra toan mang. Trong cira s Window Explorer ban s&
nhin thay céc folder nay véi hinh mot ban tay d& bén dudi nhu trong hinh 9.2

DR b ven e fok Hep | =

| e _T‘}A:ml-lghlh L e T R i
el Lot Db 1 z ¢
ket CTRRERSCLIS I — S " el
24 Desay s i O R
T by e ik Ape L
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1 o A roemeit Bt il oL S . —
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il Ealige i b 1
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 — S—— =t - Ll
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Hinh 9.2: Shared folders in Windows Explorer
2.2. Tao cac share tir xa dung Console Computer Manage

e Kich hoat khung thoai Computer Management bang cach kich chudt vao Start
— Programs — Administrative Tools - Computer Management.

e Thuyc hién viéc két ndi véi may tinh & xa bang cach nhap chudt phai hinh tuong
Coputer management (local) 10i chon Connect to another computer.

e Tiép theo ban md khung thoai Create shared folder bang chach nhip vio
Action — New file share.
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e Chon folder ban mudn chia s¢ ding chung trong muc Folder to share.

e (0 vao tén cua share trong muc Share name.

e Nhép chudt vao Next dé tiép tuc, khung thoai tiép theo cho phép ban quy dinh
quyeén truy cap doi voi share nay.

e Sau khi thiét 1ap xong cic quyén truy cdp ban nhap chudt vao OK dé két thic.

3. QUAN LY CAC QUYEN TRUY CAP

3.1. Quyén truy cip cap share

Can phai quy dinh quyén truy cip share sao cho ching duoc ndi 16ng hon so véi
quyeén truy cap céc tap tin (file) va folder con trong chung.

Pé quy dinh share permission ban nhip phai vao tén share ay roi chon properties
— nhip sharing — va m¢ trang share permission ra. Trang nay s& c6 mot khung thoai
cho phép ban quy dinh quyén truy cap cho share. Cac quyén truy cip cap share bao gom:

e Full Control: Cho phép ban thuc hién tat ca moi cong vi€c trén cac tap tin va
folder trén share nay.

e Change: Cho phép thay doi, thi hanh va x0a cac tap tin va folder trong share nay.

e Read: Chi cho phép doc va chay chuong trinh.

3.2. Quyén truy cip cap thuw muc va tip tin

3.2.1. Cac kiéu quyén truy cap

C6 thé phan cac muiic quyén truy cap (permission) theo 2 loai:

Permission muc nguyén tu (atomic level)
Permission muc phan tir (molecular level).

Permission mirc nguyén tir 1a nhitng mau permission nho nhat co thé. Permission
mirc phan tir 1a kiéu két hop cua cic permission micc nguyén tir lai v6i nhau. Quan hé
gitra cac permision muc phan tir va nguyén tir dugc thé hién trong bang sau:
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Bang 9.1: Quan hé gitra permission phan tir va permission nguyén tir

QTC phan tir Write Read List Read & | modify : Full

QTC ngyén tir contents : excute control
Traverse folder / * * * *
Excute file
List folder / * * % * %
read data
Read attributes * * * * *
Read extended * * %* * *
attributes
Create file / * * *
write data
Create folder / * * %
Append data
Write attributes * * *
Write extended | * * *
attributes
Delete  subfolder *
& files
Delete % *
Read permission * * * %* * %
Change %*
permission
Take ownership %

3.2.2. Cac Permission Nguyén tir

e Traverse folder/Excute file: Cho phép ban duyét xem qua mét folder va chay
(Excute) cac files c6 duoi .exe, .com & trong do.

o Lits folder/read data: cho phép ban liét ké cac thu muc va tdp tin trong mot
folder. N6 cting cho phép ban xem ndi dung tap tin trong folder do.

e Read attributes: Cho phép ban nhin thay cic thudc tinh co ban ctia cac tap tin.
e Read extended attributes: Cho phép ban nhin thiy cac thudc tinh mé rong.

e Create file/write data: Cho phép ban dat mot tap tin vao trong mot folder cling
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nhu ghi d¢ 1én nhitng dir li¢u hi¢n c6 cua mot tap tin.

¢ Create folder/Append data: Create folder cho phép tao folder con trong mdt
folder, Append data cho phép thém dir li¢u vao cudi cua tap tin hién co.

e Write Attributes: Cho phép thay do6i cac thudc tinh co ban clia mot tap tin.

e Write extended attributes: cho phép thay ddi cac thudc tinh mo rong cua mot
tap tin.

e Delete subfolder and files: cho phép x6a bd ndi dung cua mot folder.

e Delete: cho phép x04 bd mdt folder.

e Read permission: cho phép xem cac permission NTFS c6 lién két voi tap tin
hay folder d6.

e Change permission: cho phép thay dbi cac permission duoc 4n dinh cho mot
folder hay tap tin.

e Take ownership: cho phép chiém quyén sir dung d6i véi mot tap tin hay folder.

3.2.3. Cac Permission Phan tir

e Read: cho phép xem dugc ndi dung va cac permission cia mdt doi tuong (tap
tin hay folder).

e Write: Cho phép ban tao tap tin hay folder con trong mot folder. N6 ciing cho
phép ghi cac dir li¢u vao trong cac tép tin hién co.

e Read and Excute: Permission nay ciing gidng nhu Read, tuy nhién né con cho
phép thi hanh céc tap tin kha thi.

e List folder contents: Giéng nhu Read and Excute nhung n6 chi dugc 4p dung
cho céc folder ma thoi.

o Modify: La sy két hop ciia Read, Excute, Write va Delete.

e Full control: 13 su két hop cua tat ca cac permission trén.

3.2.4. Thiét 1ap quyén sir dung ddi véi cac tap tin va thu muc

Pé thiét 1ap quyén sir dung ddi véi mot tap tin hay thu myc ban nhip chudt phai
vao doi tugng do, chon properties réi mo trang security. Trong khung Name ¢ phia bén
trén cua trang nay cho thay tén cac nhom hodc nguoi dung duge phép truy cap vao doi
tuong nay. Khung bén dudi miéu ta nhitng quyén truy cdp dugc phan bd cho nhom hay
nguoi dung twong tng trong khung trén.

Pé cho phép thém mot nguoi ding hay mot nhom nao d6 quyén truy cap vao déi
tugng ban nhap chudt vao Add d€ mé khung thoai trong d6 ban cé thé chon tén nguoi
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dung hay nhém ma ban muén gan cho quyén truy cap. Ban chon tén nguoi d6 roi nhap
chudt vao Add mot 1an nita dé thém vao, ban sé th?iy tén nguoi ban vira chon dugc thém
vao trong khung bén dudi. Sau khi dd chon hét cac nguoi ding ma ban muén thém vao,
ban nhap chudt vao OK dé xac nhan cudi cing.

Pé loai bo quyén truy cap ciia mot ngudi hay nhom nao d6 ban chi viéc chon tén
ngudi d6 roi nhap chudt vao remove dé xoa di.

Pé thiét 1ap quyén truy cap cho mot ngudi nao d6 ban chon tén ngudi d6 ¢ khung
bén trén roi nhap chudt vao cac permission bén dudi dé thiét 1ap quyén truy cip ma ban
mubn gan cho nguoi nay.

Trong khung bén dudi cua trang nay chi c6 cac permission phan tir, c6 nhiing
truong hop ban ¢6 thé mudn thiét 1ap mot quyén truy cép dic biét khong theo mot chuan
nao trong khung nay cho mét nguoi hay nhoém ngudi sir dung, ban c6 thé nhip vao muc
Advance d¢ mé khung thoai Access Control Setting. Trong trang nay ban nhap chuot
vao muc View/Edit ¢¢ m¢ khung thoai Permission Entry, khung thoai nay s& cho phép
ban gén cho nguoi su dung nhitng permission nguyén tu.

3.2.5. Sir dung Deny Permission (quyén cim)

Deny permission (quyén cim) duoc st dung dé ting d6 an toan cho viéc thiét 1ap
quyén truy cap. N6 duoc thiét 1ap nham dam bao khong mot ca nhan hay nhom nguoi sir
dung ndo c6 thé vo tinh dugc trao mot quyén truy cap nao d6 ma dang ra nguoi d6 khong
dugc huong.

3.2.6. Sir dung quyén sé hiru (Ownership)

Mgdi folder hay tap tin déu c6 mot chii nhan (owner). Chil nhan cia tap tin duoc
ngﬁm dinh 1a ngudi tao ra tap tin do. Néu d6 1a mot tap tin h¢ théng, chu nhan cua tap tin
dugc ngdm dinh 13 nhém administrator cia mién (domain). Dbi v6i nhiing tap tin hay
folder binh thuong nhoém administrators ciing c6 dic quyén chiém lay quyén so hitu cia
cac doi twong d6. Chu nhan ctua mot ddi twong co6 quyén thiét 1ap va phan bo lai cac
quyén truy cap dbi voi ddi tugng do.

Néu ban 1a mot administrator thi ban c6 thé chiém iy quyén sé hiru ddi voi mot
d6i twong nao d6 bang cach nhap chudt phai vao ddi twong do, chon properties réi mo
trang security. Trong trang security ban nhip vao nat Advance roi chon trang Owner.
Trong khung Change owner to s€ c6 cac tai khoan Adminitrator va Administrators,
ban nén chon Administrator, sau do nhép chudt vao 6 Replace owner on subcontainer
and object roi nhan OK. Nhu vy 1a ban di chiém iy quyén so hitu ddi véi ddi tuong d6
r0i ddy. Bay gid & trén trang Security ban c6 thé nhap chudt vao Add dé thém d& muc
Administrator vao danh sach tén nhitng nguoi duoc quyén truy cap ddi voi déi tuong
73
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nay.

Thuc hanh: Gan cdc permission cho cdc share

Pé gan cac permission cho céac tai khoan ngudi ding hay nhom, ban 1am theo cac
budc nhu sau:

1. On the Sharing tab of the Properties dialog box of the shared folder, click
Permissions.
2. In the Permissions dialog box, ensure that the Everyone group is selected and

then click Remove.
3. In the Permissions dialog box, click Add (Xem hinh 9.4).
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Hinh 9.4: Setting permissions for a shared folder

4. In the Select Users, Computers, Or Groups dialog box, click the user accounts
and groups to which you want to assign permissions.

5. Click Add to add the user account or group to the shared folder. Repeat this step
for all user accounts and groups to which you want to assign permissions.

6. Click OK.

7. In the Permissions dialog box for the shared folder, click the user account or
group, and then, under Permissions, select the Allow check box or the Deny check box for
the appropriate permissions for the user account or group.

4. CAC SHARE AN

Céc share an 1 nhiing share c6 dic tinh giébng nhu cic share binh thuong tuy
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nhién ching khong dugc nhin théy ¢ trén mang. Dé tao ra mot share an ban chi viéc lam
giong nhu khi ban tao mot share binh thuong, chi khac 13 ban can thém ki hiéu dollar ($)
vao sau tén cua share (Share name).

Dé goi ra cac share an nay ban phai gb day du tén cia share d6 vao trong khung
thoai Map Network Drive. Ban ciing c6 thé nhin thdy cic share an thong qua cong cu
Console Computer management.

5. CAC COMMON SHARE

Céac common share 1a nhiing share thong thuong duoc Windows 2000 tao san, hau
hét tat ca cac share nay 1a nhiing share an.

e Cac share dang C$, DS.

bay la cac share 6 dia, loai share nay dugc goi la cac share quan tri
(administrative share). Ban khong c6 quyeén thay doi cac quyén truy cdp cua cac share
nay nhung lai c6 thé cham dut viéc chia sé chung.

o Print$: Share nay chua céc driver cia may in mang.

o IPC$: La share dugc dung dé lién lac truyén thong giita cic may chu v6i nhau.

e REPLS: La share dugc dung cho qua trinh dich vu sao chép (replication
services) gitra cdc may chu trong mang.

e NETLOGONS: Share nay duoc dung lién d6i voi viée xir Iy cac yéu cau ding
nhap tr nguoi dung mang.

6. CAC PHUONG PHAP KET NOI VAO SHARE

e Nhip chudt phai vao My Network Place rdi chon Map Network Drive. Ban co
thé go vao tén folder trong muc Folder hodc c6 thé dung Browser dé tim folder ma ban
can. Nhan chu¢t vao Finish khi ban két thuc qua trinh tim kiém.

¢ Ra duyét mang tir My network places.

e Tim kiém share d6 trong Active Directory.

e Su dung cong cu dong 1€nh netuse (thuong dugc st dung cho cac mang WAN)).

Noi két véi folder di share bing cdch si dung Run command:

1. Click the Start button, click Run, and then type \\computer name in the Open
box.

Windows 2000 displays shared folders for the computer.

2. Double-click the shared folder to which you want to connect.
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Noi két véi folder di share bing cdch si dung My Network Places:
1. Double-click the My Network Places icon.

2. Locate the computer on which the shared folder is located.

3. Double-click the shared folder to which you want to connect.

Map Hetwork Drive

=)
e W |

\ifimvdoees can help you connect to & shared network Foldsr
and assign a drive ketter to the connection so that you can
access tha fiolder using My Computer,

Specify the drive letter for the connection and the Folder
that wous want bo connack ko:

Drive:  [P: =
Folder: | \Server1\apps =] eowsen. |

Example: \isarverichare

¥ Reconnect at fogor

Connect using a diferent user name,
Creste & shortcut ko 3 Web Folder or ETP site,

Bk I Finish I Gkl i

Hinh 9.5: The Map Network Drive wizard

Quan tri mang Window 2000

76



Khoa Cong ngh¢ Thong tin Tr-éng §'i hdc M& - SPa
chEt

CHUONG 7
CAI PAT CAC GIAO THUC VA DICH VU MANG

1. CAU HINH (CONFIGURATING) TCP/IP

1.1. Thiét 13p c4u hinh TCP/IP

Mot mang LAN sé€ dugc ty dong cAu hinh sau khi ban cai dat card mang. Céc Kkét
ndi s& duge cAu hinh dua trén cac thong sé ngdm dinh. Ban cin phai cdu hinh lai cac dic
tinh cua cac két ndi sao cho pht hop véi yéu ciu ctia mang.

Pé kich hoat man hién thi cau traic TCP/IP nhap chudt viao Start — Setting —
Network and dial-up connection ta s& c6 man hién thi nhu sau.

5 Metwork and Dial-up Connections =] E3

J File Edt “iew Favortes Tools Advanced Help ’

J G Back ~ =0 v | &) Search [ Folders €7 History ’[E i X w | Ed-

J Address IEﬂ Metwork and Dial-up Connections j (f\> Go
=1 - = = =
(i 1 = e =Fh
ol 5 7
=% Make Mew  Local Area
Network and Dial- Connection Connection

up Connections

This folder contains nekwork
connections For this computer, and
a wizard to help wou create a new
conneckion,

To create a new connection, click  —
Make New Connection.

To open a connection, click its icon,
To access settings and components

of a connection, right-click its icon
and then click Properties, LI

|2 abigctis) o

Nhiap chudt vao Local Area Connection d¢ mo man hinh cau tric mang LAN
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| Local Area Connection Status EE
General |
r— Connection
Statusz: Connected
Cluration: 00:56:02
Speed: 10.0 Mbpz
— Activity
Sent —— @1 —— Received
L4
Packets: 1,783 | 1.778
Froperties I Digable |

Close |

Tiép theo nhap chudt vao Properties ¢&¢ mo man hinh Local Area Connection
Properties. Trang General cua man hinh nay liét ké tat ca may khach, dich vu va céc
giao thirc da dugc cai dat cho card dung cho mbi két ndi nay. Thuong thi trong danh sach
nay di co san giao thire TCP/IP, tuy nhién néu vi mét li do nao d6 ma giao thirc nay chua
duogc cai dat san thi ta van co thé cai dat giao thirc ndy bang cach nhap chudt vao Istall -
chon Protocol— Add — chon Internet Protocol (TCP/IP) — OK.

Pé ciu tric lai TCP/IP thi tir trang Local Area Connection Properties Chon
Internet Protocol (TCP/IP) va nhip chudt vio Properties ¢ mé man hinh Internet
Protocol (TCP/IP) Properties.

Local Area Connection Properties EHE I
General l

Connect using:

I B3 D-Link DFE-538T 104100 Adapter

Components checked are used by thiz connection;

U NwLink NetBIOS
W Mw/Link IP/5P5/MetBI0S Compatible Transport Proto

I3

EQ | nternet Protocal [TCP/IR)
-
< | »
Inztall... Uninztal | Properties |
r— Descrption

Transmission Control Protocal/Intemet Protocol. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

™ Shiow icor in taskbar when connected

oK | Cancel |

Trang General ciia man hinh Internet Protocol (TCP/IP) Properties cho phép
ban thiét 1ap dia chi IP va cac thong tin vé DNS server. Ban c6 thé tu dua vao dia chi IP

hodc nhan dugc tu dong nho dich vu Dynamic Host Configuration Protocol (DHCP) hay
Automatic Private IP Addressing.
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Intemnet Protocol [TCPAP) Properties [2]%] |

General |

“iou can get [P settings assighed automatically if pour network supports
thiz capability. Othenwize, you need ta ask your network administratar for
the appropriate |F settings.

© Dbtain an |P address automatically
1% Use the fallowing IP addiess:

IF address: 200, 200 . 200 . 25
Subniet mask: 255 28 2% 0
Default gatemay

) (bt e serven adiress AutrmatiEaly

% Use the following DNS server addresses:

Prefered DNS server: 200 . 200 . 200 . 111
Altenate DNS server 200 . 200 . 200121

Néu ban chon phuong thic lay dia chi IP tw dong may s& cd ging 1y mét dia chi tir
DHCP server, néu khong duoc thi may sé 1ay tir Automatic Private IP Address. Pia chi mang
ldy tw dong ngdm dinh 1a mot dia chi 16p B: 169.254.y.z va s& mic dinh 16p B submask.

Ban ciing can phéi cung cip DNS server dé dung vao viéc dat tén. DNS server thuc
ra 12 mot co s¢ dir liéu dé gan tén mdi may tinh v6i mot dia chi IP. Dung tén mdy tinh s&
dé dang hon cho ngudi sir dung, nhung tén may tinh lai khong thé dung cho viéc thong tin
gilta cic méy tinh v6i nhau. May tinh chi c6 thé hiéu dugc dia chi IP ma thoi.

Pé dit thém cac dic tinh khac caa TCP/IP ban nhip chudt vao Advanced dé mo
trang Advanced Properties.

Avanced Properties - IP Setting

Trang ndy cho phép thém nhiéu dia chi IP khac nhau cho cuing mot card mang. Ban
1am nhu thé khi ban mudn may cta ban c6 thé duoc két ndi v6i cac mang khac nhau. Vi
du ban thiét 1ap 2 mang trén ciing mét duong cap, 2 mang nay hoan toan khong nhin thay
nhau. Néu ban mudn mét may tinh cé thé lién lac duoc voi nhitng may chii cia ca 2 mang
d6 thi ban phai cung cap cho né dia chi ctia ca 2 mang.
[Advanced TCP/IP Setings ————————— EIEd|

IP Gettings | DHE | wins | Options |
—IP addreszes
IP address | Subret mask
200,200,200, 25 255.255.255.0
201.201.201.35 255.255.255.0
Audd | Edit. I Remove |
— Default g. oL
Gataway | btz |
e e e
Interface metric: |1
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Avanced Properties - DNS Setting
Ban c6 thé thiét 1ap thém cac cac didc tinh cia DNS thong qua trang DNS properties.
Ban ciing c¢6 thé thém vao hay loai bé bot cac DNS server trong trang nay.

Advanced TCP/IP § ettings H E

IP Setings DMS | wiNS | Options |

DM S zerver addrezzes, in order of uze:

200.200.200.111 4 |
200.200.200.121

Add. Edi . Remove |

The following three gettings are applied to all connections with TCRAR
enabled. For rezalution of unqualified names:

' Append primany and connection specific DNS suffices
¥ #ppend parent suffises of the: primary DNS suffix
" Append these DNS suffives (in or dar:

L | Edt. Remave |

DM S suffis for this connection: I

O ché d6 ngdm dinh thi muc Append Primary and Connecion Speciffic DNS
sufixes s€ dugc chon. Sau d6 may s€ tu dong thém tén mién vao sau tén cua may tinh. Vi
du tén mién cua ban la OPS.MYCOM.COM va tén may tinh cua ban la Comp33, nhu
vay tén DNS cta may ban s¢ la:

COMP33.0PS.MYCOM.COM
Tuy nhién ban cling c6 thé tu thiét 1ap mdt tén DNS riéng. Vi du néu ban chon
Append these DNS sufixes (in order) va ban go vao:
DEV.MYCOM.COM
Nhu vay tén DNS ctia may tinh ban s€ 1a
COMP33.DEV.MYCOM.COM

Néu ban chon Parent Suffixes of the primary DNS Suffix. Khi d6 tén DNS s&

duogc thiét 1ap voi phan duoi 1a dudi cua mang parent suffix. Nhu & VD trén thi tén s€ 1a:
COMP33.MYCOM.COM

Avanced Properties - WINS Setting

Window Internet Name Services (WINS) duoc sir dung dé giai quyét mdi tuong
thich gitra tén NetBIOS v6i d/c IP. Trang WINS cho phép ban quan ly viéc phan gidi cac
tén NetBIOS cling nhu viéc ho trg ciia NetBIOS cho cac két noi.
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Advanced TCP/IP Settings HE|

IP Settings | DNS  WINS | Options |

WIMS addresees, in order of uge:

;

=l
|

Add.. it Hemoye |

If LMHOSTS lookup is enabled, it applies to all connections for which
TCPAP iz enabled

I+ Enashle LMHOSTS lookup Import LMHOSTS. I

= Enable NetBIOS over TCRAP
= Disabls MetBIOS aver TCPAP
i Use NetBIOS setting from the DHCP server

1.2. Troubleshooting TCP/IP
Windows 2000 cung cép mot sd tién ich dé kiém tra va khéc phuc su ¢d cho
TCP/IP. Bang sau s€ miéu ta cac tién ich do.

Option Description

Ping Xéac thyc cau hinh va kiém tra cac két ndi.

Arp Hién thi dia chi IP va dia chi vat 1y ctia may cuc bd.

Ipconfig ~ Hién thi cau hinh TCP/IP hién tai.

Nbtstat Hién thi cac sb liéu va cac két ndi sir dung NetBIOS over TCP/IP

Netstat Str dung céc s6 liéu cua giao thire TCP/IP va cac mbi két ndi.

Route Hién thi va chinh sta bang dinh tuyén cuc bo.

Hostname Hién thi tén cta may chi noi ma ban thyc hi¢n 1énh do.

Telnet Cung cap mdt sy mod phong véi mot may chit TCP/IP c6 chay Telnet.
Finger Lay céc thong tin tir mdt may tinh & xa.

Tracert Kiém tra tuyén dudng toi mot hé thong ¢ xa.

Tiép theo sau chung ta s& tim hiéu ki hon mot chit vé cac tién ich nay.

1.3. St dung Cac Tién ich (utilities) cia TCP/IP

Trong phan ndy ching ta s& ban vé céc tién ich (cong cu) dé kiém nghiém cau hinh
TCP/IP. Cac cong cu nay duoc chay trong cira s0 Command Prompt.

1.3.1. Hostname

Cong cu nay co tac dung goi tén cua may ma ban dang chay 1énh nay. Cu phap
cua I¢nh nay nhu sau:

hostname
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1.3.2. Ipconfig

Lénh nay cho phép ban xem cu hinh ctia TCP/IP hién tai. Lénh ipconfig hién thi
mdt bang tom tat cAu hinh TCP/IP bao gém dia chi IP, subnetmask, va dia chi gateway
mic dinh. Néu ban thém tuy chon /all thi may s& hién thi thém cac tinh nang khac nita. Vi
du tir ddu nhic 1énh g6 vao lénh

ipconfig / all J

Ban s¢ thr?iy mdt man hinh tuong ty nhu trong hinh sau.
ommand Prompt

Cowripconfig-rall
Windows 2888 IP Configuration

Host Wame . . . . .
Primary DME Suffix
Hode Type = « & « =«
IP Routing Enabled.
WIHE Proxy Enabled.

duongnik

Hyhrid
Mo

Mo
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Description . . . - . . . - -
Physical Address.

DHCP Enabled. .

IF Address.

Subnet Mask .

IP fAddress.

Subnet Mask . . .

Default Gateway .

DHS Servewrs . .

D-Link DFE-538TX 1A-188
Al-508-BA—-47-89-AD
M

)

201 .281 .261 .35
255 .255.255.0
206.200_200. 25
255 .255.255.8

208.2808.280.111
208.2808.280.121

Trong hinh trén dong dau tién cho ban biét vé tén may chii (hotsname). Dong Note
Type chi cach thirc ma may dung dé chuyén mot tén NetBIOS thanh mét dia chi IP. Dong
IP Routing Enabled cho ban biét may niy c6 dong vai trd nhu mot /P router khong.

1.3.3. Ping

Ping 13 mot 1énh cho phép ban kiém tra xem cdu hinh TCP/IP ¢ hoat dong tot
khong bang cach giri mot thong diép ngan dén mot ndt mang TCP/IP khéc, héi rang “céu
c6 & d6 khong?”. Néu may d6 cé & d6 né sé tra 1oi ddi v6i ping, va ping sé chuyén thong
tin d6 nguoc trd lai cho ban. Mot vi du ve ping duoc thé hién trong hinh sau:
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ommand Prompt

Micro=zoft Windows 2008 [Uersion 5.88.21951
CC>» Copyright 1985-1999 Microsoft Corp.

C:x2ping hieulm
Pinging hieulm [122_168.131_.191 with 32 bytes of data:
Reply from 192 _168_.131.1%: bytes=32 time<18m= TTL=128

Reply from 192 _168_.131.17: bytes=32 time<1@m=z TTL=128
Reply from 192 _168_.131.17%: bytes=32 time<18m= TTL=128
Reply from 192 _168_.131.17: bytes=32 time<18m=z TTL=128

Ping statistics for 192_168_131.1%9:

Packet=s: Sent = 4, Heceived = 4. Lo=st CAx loss>,
Approximate round trip timesz in milli—=secon =

Minimum = Bm=,. Maximum = Bm=, Average Bms
Caxy

1.3.4. Nestat

Lénh nay cho phép ban xem tat ca cac thong tin vé cic mdi két ndi sir dung céc
giao thuc cia TCP/IP.

1.3.5. Using Ipconfig and Ping

Ban c6 thé két hop ca hai 1énh ipconfig va ping dé xac dinh cau hinh may tinh va
cac két nodi cua router. Cac budc sau day chi cho ban cach st dung cac dung cu nay:

1. Lénh ipconfig dugce ding dé xac nhan rang cau hinh TCP/IP da duoc thiét 1ap.

2. Lénh ping duoc dung twong phan vai loopback address (127.0.0.1) dé xac nhan
rang TCP/IP dugc cai dat dung va bao trum card mang cta ban.

3. Lénh ping dugc dung voi IP address cua may cuc b dé xac nhan IP address do
la duy nhat.

4. Lénh ping dugc dung voi IP address cua gateway (ngam dinh) dé xac nhan may
tinh c6 the lién lac dugc véi mang cuc bo.

5. Lénh ping dugc dung véi IP address ciia may cha xa dé xac nhan may tinh co
the lién lac dugc qua router.

2. DYNAMIC HOST CONFIGURATION PROTOCOL (DHCP)

DHCP tbi thiéu hoa qué trinh quan tri dia chi IP bang cach ty dong gan cac d/c IP
cho cac may khéch khi chiing khoi dong. Ngoai viéc cung cap cho cac may khach céc d/c
IP va cac subnetmask DHCP con c6 kha nang cung cap cho ching céc gateway mac dinh,
d/c cua DNS server va d/c WINS server.

*Cai dit va dinh ciu hinh cho cac DHCP server.

DHCP server 1a may ma c6 kha nang cung cap cac d/c IP cho cac may khach khi
chung c6 yéu cau truy cap vao mang. D¢ lam dugc diéu nay cdc may tram phai co6 cai dat
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thém cac phan mém DHCP client. Cac may Win2000 profesional c¢6 kém san DHCP
client cia chung.

Cai dat dich vu DHCP

Pé cai dit duoc dich vu DHCP hé thdng phai thoa mén cac yéu ciu sau:
e C6 1 d/cIP tinh (c6 dinh) dé dung cho DHCP server.

e Biét dugc mot quy d/c IP chua dung dé cung cap cho may khach.

Pé cai dat DHCP server can trai qua cac budc sau:

1. M¢ control panel.

2. Mo Add/Remove program.

3. Nhip Add/Remove Windows Component

3. WINDOW INTERNET NAME SERVICES (WINS)

WINS 12 mét dich vu dung dé giai dap tén (Name Resollution) cho cic mdy chay
NetBIOS (Network Basis Input Output System). NetBIOS 1a mot giao dién 1ap trinh tng
dung mang (API) dugc Microsoft 1ap ra va dugc st dung rong rai trong cac version cii
ctia window. Trudc khi WINS ra doi thi viéc phan giai tén do phan mém LMHOSTS dam
nhiém. LMHOSTS thyc ra la mot tap tin ASCII trong d6 c6 chira nhiing dia chi IP va
nhimg tén ctia NetBIOS (gdm 15 ki tu) dé dung cho viéc phan giai tén trong mang. Tuy
nhién do nhiéu han ché cia LMHOSTS nén tir nam 1994 Microsoft cho trinh lang phan
mém WINS.

*Cai dat WINS Server

Can luu y 1a chi c6 WinNT server hoic Win2000 server 1a co thé dung dé lam
WINS server. Thuc ra khong can thiét phai dit cho mdi mang con mot WINS server
riéng, tuy nhién cin c6 mot may thir 2 chay secondary WINS server dé dam bao kha ning
chiu 16i. Ciing khong nén dat WINS server va Domain controler 1én cing mot may dé
tranh qua tai. Cac budc dé thiét 1ap mot WINS server nhu sau.

1. M6 Control Panel ra.

. M& Add/Remove Programs

. Nhip vao Add/Remove Window components ¢ mé Window components Wizard.
. Nhip Next .

. chon Networking Services roi nhip Details.

. Chon 6 Window Internet Name Services

. Nhip OK.

~N N v AW
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8. Nhip Next va dgi may dinh ciu hinh WINS.

9. Nhip Finish trong Completting the Window Components Wizard dé két thic.

WINS sé& ty dong active ngay ma khong can khéi dong lai may ciing nhu khong
can ban phai trao quyén cho né. Cac may khach WINS s& ty dong dang ki véi WINS
server, nhung nhitng may chay cac hé diéu hanh cii khong c6 dich vu WINS thi ban phai
dang ki voi WINS server. Pé lam diéu nay trudc hét ban md cira s6 WINS tir menu
Addministrator Tools. Nhap phai vao Active Registrations r6i chon New Static Mapping.
Trong trang nay ban dién vao tén NetBIOS cila méay tinh, Tam NetBIOS, type of mapping
va dia chi IP ciia may tinh.
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CHUONG 8

NOI KET CAC MAY KHACH VAO MANG
WINDOW 2000 SERVER

1. CAC KHACH HANG WINDOWS 2000

Mic dau Windows 9x di dugc str dung khoang 5 nim, nhung thé gidi may tinh
van 1a hdn hop cac hé diéu hanh. Microsoft Windows For Workgroup van dugc sir dung
rong rii, thuong co cac khach hang Windows 9x. Piéu nay 13 do nhiéu t6 chirc bi rang
budc v6i phan cing cii khong thé chay cac phién ban méi hon. Mot s6 t6 chic khong
mubn chi phi dé nang cap va huan luyén nhan vién theo hé diéu hanh méi.

Tuy nhién, khach hang MS DOS trén mang Microsoft (dung cho c4 khach hang
mang st dung MS DOS va Windows 3.1) khong con duogc hd tro nita. Cac thay d6i chinh
trong Microsoft Networking, do sir dung Active Directory coi cac khach hang cii nay la
khong twong thich, trir khi ban chay Windows 2000 Server trong ché do twong thich
NetBIOS, khi d6 may tinh Windows 2000 Server s€ hoat dong nhu may chu Windows NT
4.0 thay vi Windows 2000 Server. Chi c¢6 khach hang Windows 2000 Professional 1a c6
kha nang néi chuyén véi Windows 2000 Server theo ché do chuan.

Ban can cach thiic lap c4u hinh mot khoang rong cac khach hang mang Microsoft.
Chuong nay trinh bay 4 loai khach hang:

> Windows 2000 Professional.

> Windows NT Workstaion

> Windows 95 va Windows 98

> Windows For Workgroups 3.11

2. WINDOWS 2000 PROFESSIONAL LA KHACH HANG MANG

Phan nay s€ trinh bay su st dung Windows 2000 Professional, hé diéu hanh dé
ban m&i nhat cia Microsoft, lam khach hang mang. Néu ban cai dit Windows 2000
Server, hau nhu chic chin ban sé& c6 khach hang Windows 2000 trén mang.
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System Properties 2l x|

General Metwork ldentification | Hardware I User Profiles | Advanced I

- “windows uses the following information to identify your cormplter
an the nebwork.

Full computer name: dungbt. yenlam.com

wiorkgroup: WORKGROLP

To uze the Hetwork |dentification Yizard to join a Metwork 1D |
domain and create a local user, click Metwork 1D Swer

To rename this computer or join a dormain, click Properties |
Properties.

0k I Cancel | Lpply I

Hinh 11.1: Tab Network Identification dwoc ding dé nhdn biét va chinh sira tén va nhom
lam viéc veva may tinhWindows 2000 Professional hodic dé néi vao viing.

Pé xé4c 1ap Windows 2000 Professional lam khach hang Windows 2000 Server ban
can thyuc hién cac budce sau:

1. Tir Desktop ciia Windows 2000 Professional, ban chon biéu tugng Mycomputer
va nhap phai chudt. Piéu nay s& mo menu tvong ung. Ban hiy chon Properties va chon
tab Network Identification nhu hinh 11.1

2. Nh?ip nit Network ID khéi dong Identification Wizard, huéng dan ban 1ap ciu
hinh mang. Ban nhap Next dé tiép tuc

3. Tuy chon thir nhat ddi vi Network Identification Wizard 12 xem c6 can may
tinh d6 tham gia vao mang khong.
Notwork Idontifcation Wicard

i s

Select the option that best describes wour computer:

= This computer is part of a business network, and I use it to connect ko other
computers ak work

" This computer is For home use and is nok part of a business network.

< Back I Mext = I Cancel
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Hinh 11.2: Xdc dinh viéc lap cau hinh mang dya trén su dung cua ban
4. Ké tiép, Wizard can biét ban mudn ndi két vao ving hay don gian chi tham gia
vao mang theo quan hé ngang cép.

Metwork Identification Wizard

Connecting to the Network
withat kind of network do you use?

Select the option that best describes vour company netwark:

% My company uses a network with a domain

" My company uses a nebwork without a domain

< Back I Mexk > I Cancel

Hinh11.3: Xdc dinh kiéu mang ban can, dua trén sir dung cua ban.
5. Hop thoai Network Infomation hinh 11.4, thong bao ban can thong tin vung va
tai khoan ngudi dung dé tiép tuc .

Metwork Identification Wizard

Network Information
Gather domain and account information before you proceed,

To connect your computer o a Windows network, wou need the Fallowing information:

+ User name
+ Password

+ User account domain
‘ou rmight also need:

= Compuker name

+ Computer domain

If wou do not have this information, contact your network administrator before
proceeding.

< Back I Mext = I Cancel |

Hinh 11.4: Ban can théng tin nay dé tiép tuc noi vao viing
6. Trong hop thoai User Account and Domain Information hinh 8.5, ban nhap
thong tin da chon cho budc trudc. Néu ban khong c6 tai khoan trong ving, ban can bd
xung tai khoan. Do ¢ day nguoi dang nhap may tinh Windows 2000 Professtional 1a
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Administractor tai chd, hop thoai néu ra User ID 1a Administrator, sau d6 ban can nhap
password ctia ban va tén ving ban muén ndi vao. Nhap Next dé tiép tuc

Network |dentification Wizard

-
User Account and Domain Information
A user account gives you access to files and resources on a netwark,

Type wour Windows user account and domain information. IF vou do not have this
infarmation, ask wour network administrator,

User name: I Adrministractor
Password: I ]
Domain: | DUMGET

< Back I Mext = I Cancel |

Hinh 8.5: Ban hay nhdp tai khodn ngueoi diing va théng tin viing trude khi tiép tuc

7. Ké tiép, hop thoai Computer Domain hinh 11.6 x4c nhén tén may tinh chang han la
Dungbt, khong c6 tai khoan trong vimg DUNGBT chang han,. Néu may tinh ctia ban c6 tai
khoan trong ving khéc, day 13 noi dé nhap tén ving. Trong truong hop niy ban can tao tai
khoan may tinh trong ving DUNGBT, do d6 ban nén nhap nut Next.

8. Bé ndi két vao ving, ban phai nhap ID ngudi dingcd phép bo xung mdy tinh
vao ving do, cuing password Hinh 6-7. Ban hiy nhap OK dé tiép tuc.

9. Ké tiép, Network Identification Wizard cho phép ban b6 xung tai khoan ngudi
dung cho may tinh tai chd. Boi vi ban muén xéac lap tai khoan dé sir dung riéng, khong
phai 1a Administrator, ban chon dé bo xung ngudi dung SONBH cho may tinh Dungbt va
cho ving WORKGROUP. Piéu nay dugc néu trén hinh 11.8

Metwork Identification Wizard

Computer Domain
‘four computer must also belong to a domain,

‘Windows cannot find an account for your cormputer on the DUNGET domain.

Type vour computer name and computer domain, (The computer domain might not be
the same as the user account domain to which you log on.)

Computer name: JLIMGET

Computer domain: I

< Back I Iext = Cancel
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Hinh 11-6 V&1 Windows 2000 Professional, may tinh cua ban cling phai 1a thanh

vién cua vung.

Metwork |dentification Wizard

User Account and Domain Information
& user account gives vou access ba files and resources on a netwark,

Type your Windows user account and domain information, If you do not have this
infarmation, ask wour netwaork adminiskrator,

User narmne: I Administrackar

Password: I A

Dormain: | DUNGET

< Back I Mext = I Cancel |

Hinh 11-7: Man hinh Domain User Name and Password

Metwork |dentification Wizard
Computer Domain
Your computer musk also belong to a domain,

Windows cannot find an account For vour computer on the DUMGET domain,

Type your computer name and computer domain. (The computer domain might not, be
the same as the user account domain to which you log on.)

Computer name:; I SONEH

Computer damain: I DUNGET

< Back

Cancel |

Hinh 11.8: Bé xung tai khodn nguwoi ding

10. Ban c6 thé xac 1ap Access Level cho ngudi dung méi tir hop thoai Access

Level, ban hdy nhap Next dé tiép tuc.
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11. Sau khi xac 1ap Access Level, ban hoan tit Network Identification Wizard. Ban
hay nhap Finish dong Wizard nay.

Sau khi nhap Finish ban s& dugc nhic khoi dong lai PC dé cac thay doi c6 hiéu luc.
Khi d6 hop thoai SystemProperties phan anh cac thay d6i ban da thyuc hién. Sau khi ban
nhép OK, Wizard nay doi hoi, ban co mudn khoi dong lai may khong, néu ban thuc hién
diéu @6, ban s& dugc phép dang nhap ving nay.

3. WINDOWS NT WORKSTATION 4.0 LA KHACH HANG MANG

Windows NT Workstaion phién ban 4.0 hoac cii hon, coi ving Windows 2000
Server clia ban va cac may chu theo cac tén NetBIOS twong tng, xuat hién nhu may chi
va vung NT. Trong ca ving Windows NT Server 4.0 (REINSTEIN) va vung Windows
2000 Server(w2k) dugc néu trong Network Neighborhood

Tinh tuwong thich ngugc nay dugc cia dat theo mac dinh trén Windows 2000
Server, tuy nhién, néu duoc két ciu ha t?mg cua ban chuyén dén Active Directory Sevice
géc, tuy chon nay cé thé khong kha dung, ban can cai dat Windows 2000 Professional
lam hé diéu hanh Destop ctia minh.

Pé b6 xung Windows NT Workstaion vao ving Windows 2000, ban can thuc hién
cac budc sau:

1. Cai dit Microsoft Networking bang cach mé Networking gom ca su cai dat thé
mach mang Ethernet va giao thuc trong Windows NT 4.0 vuot ra ngoai pham vi chuong
nay & day gia thiét mang da duogc cai dat sin.

2. Nhip diip biéu tuong Network va chon Tab Identification. Ban s& thy tén va
vung hodc nhom lam viéc da chon khi ban cai dat Windows NT Workstation 4.0

3. Ban hiy nhap nut Change. Hop thoai két qua, cho phép ban d6i tir nhém lam
vi¢c hién hiru hodc tén vung sang ving Windows 2000 mdi. Do tinh twong thich nguoc
ctia Windows 2000, ving Windows 2000 méi s& xuat hién d6i v6i hé théng Windows NT
Workstation 4.0 nhu mot ving NT 4.0.Dé thay d6i cac vung, ban can ID ngudi dung va
password dbi véi tai khoan co cho phép bo xung may tinh cho ving. Sau khi nhap tén
viing moi, ban hiy nhiap OK. Sau khi hoan tat sy thay d6i nay, ban s& nhan duoc thong
bao chao mimg ban & viing méi, ban hiy nhap OK.

4. Nhap OK trén hop thoai tinh chat Network, sau d6 khoi dong lai may tinh dé
dang nhap vung mai.

4. WINDOWS 95 VA WINDOWS 98 LA KHACH HANG MANG

Windows 95 va Windows 98 1a cac hé diéu hanh Plug and Play. Ching dugc thiét
ké tim ph?m cing cho may tinh cua ban va lap cAu hinh mot cach thich hop. Su tu lap ciu
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hinh dugc mo rong sang thiéit 1ap mang. Néu hé diéu hanh phat hién thé mach mang, s&
cb gang chay tai trinh diéu khién va chay trinh khach hang mang.

Windows 98 ¢6 tinh tu l4p cau hinh rat cao, don gian khong cho ban xo4 trinh diéu
khién d6i v6i thé mach mang. Néu thé mach mang duogc cai dat the do thuong duoc phat
hién va trinh diéu khién dugc thiét 1ap lai khi ban khoi dong lai may tinh. Vi nhiing 1y do
d6, & day s& khong can trinh bay su 1ap cdu hinh trinh khach hang déi v6i Windows 95 va
Windows 98, phﬁn 16m cong vi¢c dugc thuc hién doc 1ap du ban mudn hay khong.

V6i thoi gian, ban s& can bd xung trinh diéu khién thé mach mang thay, thay dbi
giao thuc,hodc 1ap lai cAu hinh mét vai dic tinh mang, do vay phﬁn nay s€ trinh bay cac
quy trinh do.

4.1. Cai dat mang Windows 95 va 98

Néu ban di cai dit thé mach mang, co I&€ thé mach d6 dugc phat hi¢n khi ban cai
dat Windows 95 hodc 98 trir khi d6 1a thé mach méi khong cé trong danh sach cua phan
mém do.

Windows 95 cung cip tuy chon dé tim thé mach mang, néu ban kiém 6 kiém
Network Adapter. Setup Wizard s€ quuét hé théng cta ban dé tim thé mach do, va c6 1&
s€ tim dugc. Windows 98 tim thé mach nay mdt cah tu dong.

Vai thé mach mang c6 tinh ning riéng c6 thé gy nham 14n cho cac chuong trinh
Setup.Ban can dam bao xac nhan thé mach ctia minh trong qua trinh Setup.

Sau khi xac 1ap Windows 95 hodc 98, ban hay dung Network trong Control Panel
dé thuc hién cac cac thay d6 vé cdu hinh mang. Néu ra Network khi xuét hién trong
Windows 95 va 98.

4.2. Lap cau hinh cic thanh phian mang

Windows 98 c6 kha ning ty xac lap phan cing, abnj s& khong can bo xung bang
tay trinh diéu khién thé mach mang trir khi ban str dung phan ctmg méi, Windows 2000
khong thé nhan biét. Windows 95 1a hé diéu hanh cii do do6 ban can cai dat cac trinh diéu
khién mang sau khi cai dit phan cimg méi.

Néu Windows 95 va 98 khong tim duoc thé mach méi va khong caig dit trinh diéu
khién ding, hoac ban can cai dit cac trinh diéu khién cap nhat cho thé mach mang, ban
hay b6 xung trinh diéu khién thé mach mang nhu sau:

B6 xung trinh diéu khién cho thé mach mang

Budc thir nhét trong viéc lap cdu hinh mang Windows 9x 1a cal dat thé mach
mang:
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1. M& Network va chon Tab Configuration.

2. Nhan Add dé mo hop thoai Select Network Component Type Chon Adapter
trong hop thoai danh sach Click the Type of Network Component You Want to Install.
Sau d6 nhap Add dé md hop thoai Select Network adapters

3. Trong hdp thoai Select Network adapters, ban thyc hi€én mdt trong hai vi¢c duoi
day:

e Néu ban cai dit san phém duoc li¢t ké, hady chon mot muc trong hop danh sach
Manufacturer, sau d6 chon san pham trong danh sach Network Adapters.

e Néu ban cai dat san ph'flm khong duoc liét ké, hodc san ph'flm cua ban co6 trinh
diéu khién méi, hay nhép Have Disk. Khi dugc nhic, ban hay chon duong dan dén noi
chira cac trinh diéu khién d6, thuong 13 trén dia mém trong 6 A:

Windows cai sin trinh diéu khién cho thé mach mang Clent for Microsoft
Networks, va cac giao thuc mang mac dinh .

4. Néu ban khong thich céc giao thirc mac dinh Windows da chon ban co thé xo4
giao thirc. Ban hay chon giao thuc trong danh sach The Flowing Network Components
Are Installed, sau ¢6 nhdp Remove.

5. Pé bd xung giao thtc cho ciu hinh:
a) Ban hay nhap Add trong hop thoai Network

b) Chon Protocol trong hdp thoai Select Network Component Type, sau d6 nhip
Add dé mo hdp thoai Select Network Protocol

¢) Chon nha san xuét trong danh sach Manufacturers

d) Chon giao thirc trong dang sach Network Protocol. Néu ban chon giao thuc doi
hoi cau hinh, ban s& théy hdp thoai can thiét khi thoat khoi Network. Bamn hay nhép cac
tinh chat thich hop trong cac hop thoai do.

6. Néu ban da cai dat nhiéu khach hang mang, ban hiy kiém chung khach hang
dugc chon trong hdp danh sdch Primary Network Logon. Khi Windows95 hoac 98 khdi
dong, sé st dung trinh khach hang chuyén biét trong truong nay dé thuc hién su nd luc
dang nhap Ién mang.

7. Ban hay chon tab Identification. Tab nay c6 céac truong hop sau:

e Computer Name: N6i chung muc nay thuong trung véi tén ngudi dung mang

o Workgroup: gia tri nay tuong hop voi tén nhom lam viéchodc vung may tinh
dang nhap. Néu may tinh dang nhap mot ving trudng nay phai cé tén ving do.

Computer Description. & ddy ban c6 thé nhap thong bio ngindé nhan biét may
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tinh. M6 ta nay xuat hién v&i tén may tinh trong cac danh sach duyét.

8. Ban hay tré lai tab Configuration va kiém tra cic tinh chét cua trinh khach hang
Microsoft Network. Nhap dtp Client for Microsoft Network dé md hop thoai Microsoft
Network Properties. Hop thoai nay c6 céac trwong hop sau:

e Logon to Windowns NT Domain.Néu ban kiém truong nay, Windows 95 hoic
98 sé dang nhap vung thay vi nhom lam vigc.

o Windows NT Domain. Néu truong Logon to Windows NT Domain dugc kiém,
truong nay phai chuyén biét tén vung Windows 2000 Server mdy tinh dugc dang nhép .
Gia tri cua truong nay phai phai tuong hgp voi gia tri cua truong Workgroup trén tab
Identification.

e Quick Logon.Néu nut nay dugc chon, Windows 9x s¢ khong ndi két 1au dai khi
ngudi dung dang nhap. N6i két 1au dai chi dugc thiét 1ap khi nguoi dung ¢d ging truy cap
ngudn tai nguyén ding chung. Qua trinh dang nhap ton it thdi gian hon véi tuy chon nay,
nhung ngudi ding sé bi cham khi két ndi tai nguyén dung chung.

e Logon and Restore Network Conections.Néu nut nay dugc chon, Windows 9x
cd gang thiét 1ap lai moi két ndi lau daikhi ngudi ding dang nhap.Tuy chon nay co thé
kéo dai qua trinh dang nhap, nhung s€ cai thién tinh dap g khi nguodi dung dugc dang
nhap.

9. Néu may tinh nay s& chia sé cac tap tin hodc cac may in cia miinh trén mang,
ban nhip File And Print Sharing dé mo hop thoai File And Print Sharing ¢ chtra cac 6
kiém:

e [ Want to Be Able to Give Other Access to My Files.

e [ Want to Be Able to Allow Others to Print to My Printer(s)

Néu ban chon mot trong hai 0 kiém do, tuy chon File and Printer Sharing for
Microsoft Network duoc bd xung vao danh sach cac thanh phin mang da cai dat.

10. Sau khi ban lap cu hinh cac thé mach mang, giao thic va cac khach hang,
theo yéu cau, ban hiy thoats khoi Network. Trong hau hét cac trudng hop ban phai khoi
dong lai dé kich hoat cac thay doi.

4.3. Pang nhap

Khi Windows khéi dong lai, s& ¢6 ging ndi vao mang, néu ban chuyén biét ving,
ban dugc nhic gd Password cuia minh dé diang nhap mang Microsoft. Windows 9x ghi
nhé té€n nguoi dung mang cua ban & cac phién lam viéc, nhung ban phai nhap Password
modi khi diing nhap.
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Quy chiéu cac 0 dia dén tai nguyén ding chung

Néu ban thong thao Windows 2000, ban c6 1€ da biét cac tinh nang két ndi va trinh
duyét cia Windows 9x. Truéc hét Windows 2000 sir dung giao dién nguoi dung cia
Windows 9x. Dé quy chiéu chia sé tap tin mang ban hay thyc hién cac budc sau:

1. Duyét cac ngudn tai nguyén mangtrong Network Neighborhood hoic trong
Windows NT Explorer.

2. Sau khi tim dugc chia sé ban mudn két ndi, hiy nhap phai chia sé¢ d6 dé mé hop
thoai tuong ung.

3. Chon Map Network Drive tir menu d6 dé mo hop thoai Map Network Drive.
Hop thoai nay c6 hai truong muc nhép dir li¢u:

e Drive Ban hiy nhap ki tu 6 dia can quy chiéu.

e Reconnect at Logon Hiy kiém 6 nay dé thiét 1ap két ndi lau dai. Tuy theo cac
xac 1ap trong hop thoai Client for Microsoft Network Properties, cac két ndi lau dai dugc
thiét 1ap lai khi ban ding nhap (Quick Logon) hodc khi 1an dau ban ndi vao ngudn tai
nguyén (Logon and Restore Network Connectional)

4. Nhap OK dé quy chiéu 6 dia.

Noi két cdc mdy in chia sé

Su xé4c 1ap may in dugc quan 1y bang Wizard dugce dung dé bo xung may in cho
c4u hinh cta ban. P& b6 xung may in ban cin lam cac budc sau:

1. Ban hiy m¢ ho so Printer trong My Computer.

2. Nhap dup Add Printer dé khoi dong Add Printer Wizard

3. Khi duoc dé nghi chuyén biét cach thirc néi may in vao mdy tinh, ban hiy chon
Network Printer.

4. Khi dugc hoi dé chon dudng dan hodc tén diy thi tu, ban hiy nhap 6 Browse dé
mo 6 trinh duyét, & d6 ban co6 thé xem va chon mdy in chia sé.

5. Hoan tat xac 1ap may in nhu may in thong thudng.

6. Windows 9x c6 thé nhan biét kiéu may in bang cach tim kiém Windows 95 hoic
98 da dugc cai dat trén may dich vu in, ching c6 thé dugc truy nhap béng Windows 9x,
va khong can cai dat cac trinh diéu khién trén may tinh tai chd. Néu cac trinh diéu khién
can thiét khong duoc cai dit trén may dich vu in, cac trinh diéu khién d6 dugc cai dit trén
may tinh tai chd.
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5. TAO KHA NANG HOAT PONG CHO WINDOWS FOR WORKGROUP

Windows For Workgroup c6 thé dugc ding dé xay dung cic mang dong cap hd tro
su chia sé taptin vao may in. Cac trinh tién ich dugc gdp trong Windows For Workgroup
da co tinh chat mang. Print Manager c6 thé chia sé¢ cic may in tai chd va ndi dén cac may
in chia sé trén mang. File Manager c6 thé chia sé cac tap tin va nbi dén céc tap tin chia sé.
Mic dau ban c6 thé tao mang voi Windows 3.1, nhung cac tién ich trong Windows 3.1
khong thé tham gia vao mang voi cing muc dd céc tién ich trong Windows For
Workgroups.

Moi tht ban can 1ap cdu hinh khach hang Windows For Workgroup 3.11 déu dugc
gOp trong san pham nay, phan nay sé& trinh bay vé phuong phap cai dit phan mém mang,
ndi vao ving va truy cp tai nguyén ving.

5.1. Cai dit phin mém mang Windows For Workgroups

Khi Windows For Workgroups duoc cal trén may tinh mang, setup thuong cal dat
phan mém mang va lap cau hinh Windows For Workgroups dé tham gia vao nhom lam
viéc.

Néu may tinh Windows For Workgroups di tham gia nhom 1am viéc, phan mém
mang ciing duoc cal dit, ban ¢ thé bo qua phan nay va doc tiép phan “ndi két vao viung”.

Phan ndy trinh bay cac quy trinh timg budc bd xung phdn mém mang vao ban sao
Windows For Workgroups di cal dit. Pé b xung phin mém mang vao Windows For
Workgroups ban can thyuc hién cac budce sau:

1. Chay tién ich Windows setup. Biéu tugng Windows setup thuong dugc luu
trong nhom chuong trinh chinh. Trong hdp thoai Windows Setup, truong Network néu ra
No Network Installed.

2. Chon I¢nh Change Network Settings trong menu Options. Hop thoai Network
Setup hién thi (hinh 6.19). Hop thoai nay 1a tiéu dIém cua hau hét cic quy trinh lap cau
hinh mang Windows For Workgroups.Trong khong c6 tinh nang mang nao dugc kich
hoat.

3. Bé cai dat sy hd tro mang, ban hay nhép Networks dé hién thi hop thoai
Networks

4. Pé cai dat cac giao thic, ban hiy nhip nut Install Microsoft Windows Network
va nhép OK. (N éu mang ctia ban c¢6 Netwere va cac mang duoc hd trg khac, ban can chon
Other va tuan theo cac quy trinh cho kiéu mang do). Ban tr¢ lai hdp thoai Networks Setup
lac nay cho biét Setup sé& cai dit Microsoft Windows Network (phién ban 3.11). Nhdp OK
dé tiép tuc.
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5. Setup ¢ gang tim cac thé mach trong PC,, s& tim duogc cac thé mach cii, nhung
khong tim dugc cac trinh dTéu khién can thiét dé hd trg cac thé mach mdi.

6. Néu ban phai chon trinh dléu khién thé mach mang, ban thuc hi¢n dléu do tir
danh sach trong hop thoai Add Network Adapter, dugc néu trén. Trén hinh nay NE 2000
duoc chon.

7. Tiép dén chudi cac 6 cho phép ban chon céc xac 1ap ddi v6i thé mach mang cia
ban. Trong trudng hop NE 2000, sy ngit va cong I/D da duoc xac nhan. Néu ban chon su
ngat chuyén biét cho ngudn tal nguyén khac, Setup s& canh bao. Néu ra sy canh bao khi
Interup 3 dugc chon.

8. Sau khi chuyén biét cac xac lap thé mach, Setup dua ra hdp thoai Microsoft
Windows Network Name ¢ day ban phal chon:

e Tén nguoi dimg Muc nay phal tuong hop tén ngudi diung dugc nhan biét boi
vung nguoi nay s€ truy nhap.

o Nhém lam viéc.Pay co6 thé 1a nhom Windows For Workgroups (mic dinh la
WORKGROUP) hoac co thé 1a vung. Ban nén tranh dung tén mac dinh Ia
WORKGROUP, dic biét néu la mang cua banduoc ndi vaio WAN.

o Tén mdy tinh. Tén nay phai 1a duy nhat cho mdy tinh d6 trén mang. Céc tén
nhom va tén may tinh c¢6 thé dén 15 ky tuva c6 thé gop cac ky tusau: ' #$()- . @’
~. Cac khoang trong giira cac ky tula khong dugc phép.

9. Nhap OK khi cac tén mang di duoc chon. Setup da bat dau cai dat cac tap tin.
Ban hdy lip cac dia va chuyén biét vi tri cac tap tin khi dugc nhac. Setup s& chinh sira cac
tap tin Autoxec.BAT, SYSTEM, INI, va PROTOCOL.INI

10. Sau khi céc tap tin dugc cai dat, may tinh phai dugc khoi dong lai dé kich hoat
phame mém mang, ban s€ c6 tuy chon Restart Your Computer Now, ban hay nhép Restart
Your Computer Now dé kich hoat mang.

11. Khi khoi dong lai Windows, ban sé& thiy hop thoai Wellcom to Windows For
Workgroups. Hop thoai nay c6 hai truong hop:

e Logon name. Tén nay tuong hop véi tén da chon trong budc 8.

e Password. Ban can nhap password cho ngudi dung nay s& nhap dé truy nhap
mang nhom lam viéc.

12. Ké tiép, ban s& thay thong bao 6 ‘There is no password list file for user name.
Do you want ti create one now ? > Ban nhap OK.

13. Hop thoai Confirm User Password yéu cu ban nhép Password 1an thir hai. Ban
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g6 lai va nhap OK.

Windows For Workgroups ma hoa Password ban da nhap va luu nd trong tap tin
username PWL & thu muc Windows. Lan ké tiép nguoi dung dang nhap Windows For
Workgroups, passwor yéu cau duoc dbi chiéu v& Password trong tip tin PWL. Néu
Password tréng dugc nhdp vao, s& khong c6 Password xudt hién khi Windowns For
Workgroups khéi dong.

May tinh lic nayduogc xéc lap thdm gia trén mang nhung khong dang nhdp vao
vung.

5.2. Noi két vao ving

Sau khi mdy tinh Windows For Workgroups dugc 1ap cdu hinh dé dang nhap
mang, ban cé thé tao kha ning cho may tinh d6 ding nhap vao ving. Banj hiy khéi dong
tién ich Network trong Control Panel. Hop thoai Microsoft Windows Network c6 thé
duoc lap cu hinh cho nhiéu xéc 1ap mang Windows For Workgroups. bé lap cdu hinh
cho Windows For Workgroups dang nhap vao vung, ban thuc hién cac budc sau:

1. Nhép nut Startup dé hién thi hop thoai Startup Settings, trong d6 c6 cac 6 kiém:

e Log On at Startup. Viéc kiém 6 nay sé& cho ban ding nhap ty dong khi Windows
For Workgroups khoi dong.

e Enable Network DDE. Néu ban str dung DDE mang voi cac ing dung cua ban,
ban hiy kiém 6 niy, ban chi can kiém 6 nay néu néu can sir dung DDE mang bdi vi tuy
chon nay hoat dong s& can dén 50KB.

e Ghosted Conections. Chon tuy chon nay s¢€ tiét kiém thoi gian khi khoi dau do
chua thiét 1ap cac ndi két dén cac ngudn tai nguyén cho dén khi str dung ching cac ki tu 6
dia dugc két ndi cho cacthiét 1ap lau dai.

e Enable WinPopup. WinPupop 14 tién ich hién thi thong bao sé& hién thi cic thong
bao cho mang Windows. Néu ban dinh giri thong bao cho nhiéu ngudi ding, ban hay kich
hoat tuy chon nay. Winpupop con nhén cac thong bao xac nhan tir cdc may tinh dich vu in
trong vung.

2.Kiém 6 Log On to Windows NT or LAN Manager Domain dé kich hoat
Windows For Workgroups dang nhap Windows NT khi khéi dong.

3. Nhiap tén ving dang nhdp trong 6 Domain Name

4. Nhap Set password dé nhap Password ding nhap

5. Néu ban khong mudn nhan thong bao xac nhan sy dang nhap thanh céng, ban
hay kiém 6 Don’t Display Message On Successful Logon.
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6. Nhap OK. Ban duoc nhic khdi dong lai may tinh.

7. Khi Windows For Workgroups khoi dong lai, ban nhan dugc hop thoai Domain
Name Logon. Ban hay nhap Password cho vung da chon.

8. Néu ban chon Save This password in Your Password List, Windows For
Worgroups s€ ma hoa Password ctia ving nay va luu vao trong tap tin PWL cua nguoi
dung do.

9. Tiép sau su dang nhap ving thanh cong, Windows For Workgroups gti thong
bao xac nhan tuong ty nhu.

5.3. Noi vao cc thu muc chia sé

M5t viéc ban can thuc hién sau khi lap céu hinh mang la ndi vao cac chia sé tap tin
trén may dich vu. P& yhuc hién viéc nay ban can:

1. Chay File Manager

2. Chon 1€nh Conect Network Drive trong menu Disk.

3. Chon ky tu b dia va duyét qua mang dét tim thu muc chia sé

4. Chon dia duoc két ndi lai khi khoi dong

5. Nhap OK

Su ndi két dia nay co thé dugce dung nhu 6 dia ao.

5.4. Noi két cac may ing dung chung

Khac vdi Windows 2000, cac may tinh Windows For Workgroups khong thé doc
cac trinh diéu khién in tir may dich vu in. Trudc khi may tinh Windows For Workgroups
c6 thé sir dung mdy in dung chung & may dich vu in Windows NT, céc trinh diéu khién
phai dugc cai dit trén may tinh d6. Sau day ta sé& trinh bay phuong phap két ndi:

1. Ban hiy m¢ Print Manager va chon my in can két ndi, may in nay duoc cai dat
mdt cach tuy dong cho céng tai chd khi trinh diéu khién dugc cai dit. Ban hay nh?ip
Connect trong ctra sd Printes dé mé hop thoai Connect.

2. Chon cong con trong trong hdp danh sach Ports.

3. Nhap OK, may in luc ndy di duoc cai dit ¢ cong da chon.

Pé kich hoat may in ndy dé in trén mang ban phai ndi may in d6 vao may in ding
chung. Piéu nay dugc thyc hién trong Print Manger.

Pé in trén may in mang, ban thyc hién cac budc sau:

1. Khoi dong Print Manager

2. Chon may in c6 tén (khong chia sé).
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3. Chon Connec Network Printer ti menu Printer, hop thoai nay xuét hién.

4. Duyét may in c¢6 thé dugc dung chung va chon may dé dénluu dudng dan trong
0 Path hoac duong dan bang tay

5. Kiém Reconnect at Startup néu két nbéi may in duoc thiét lap lai mdi khi
Windows For Workgroups khoi dong

6. Nhap OK

7. Nhiap OK dé tr& vé Printer Manager. Danh sach mdy in néu ra duong dan tai
nguyén ndi may in do.

6. SUDUNG CAC LENH KHACH HANG MANG

Lénh NET chip nhan nhiéu bién thé 1énh diéu khién cac chtic ning, chang han
dang nhap, dang xuat va cac noi két ngudn tai nguyén. Cac 1€nh nay co6 thé dung mot cach
twong tac, nhung c6 1€ rat gia tri khi dugc gop trong cac Script dang nhap.

Phan nay trinh bay vai lénh NET hiru dung nhat. Danh sach cac 1énh NET c6 thé
c6 tong Windows Help, tuy nhién khong phai moi 1€nh li¢t ké trong Help déu dugc ho trg
¢ trinh khach hang.

Dé liét ké cac 1énh NET kha dung trong ¢ dong nhéc 1énh, ban hay nhap lénh NET
HELP. D€ nhan dugc sy gidi thich chi tiét vé tung Iénh, ban hay nhap NET HELP
COMMAND, trong d6 COMMAND Ia 1énh ban muon biét chi tiét. T dong Iénh nay
cling c¢6 the gd NET / ? dé xem cac tuy chon.

Lénh NET HELP

NET HELP Hién thi tom tit cac tuy chon 1énh NET. Ban c¢6 thé hién thi chi tiét vé
1énh bat ky bang cach go gdp Iénh do6 trong tuy chon. Vi du dé xem xét vé Iénh LOGON
ban hay go:

NET HELP LOGON

Lénh NET LOGON khéi dong hop thoai dang nhap. Pugc nhap mot cach doc
1ap, NET LOGON nhac ban vé tén nguoi dung va Password ¢ dang tham so vi duy, isaac
muon dang nhap vung médc dinh hodc nhom lam viéc véi password la apple:

NET LOGON ISAAC APPLE

Vung khéc c¢6 thé dudc chon véi tuy chon/domain: domainname.

Vi du: NET LOGON MARIE RADIUM/ DOMAIN: MALAPROP.

Lénh NET LOGOFF

Lénh NET LOGOFF nga‘it két ndi dang nhap mang cau ban. Néu ban gop tuy
chon /YES, ban s€ khong dugc dé nghi xac nhan yéu cau dang xuét ctia ban
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Lénh NET USER

Céc dia va cac may in duoc két ndi va ngat két ndi v6i 1énh NET USER. Bé ndi 6
C: va chia s¢ APPS trén MALA PROP1, ban hay dung 1énh:

NET USER C:\\ MALAPROPI\APPS

Lénh ké tiép s& ndi LPT1: vao may in WIDGETSI trén MALAPROP 1:

NET USER LPT1:\\MALOPROPI\WIDGEST 1

Ban hiy bd xung tuy chon /PERSISTENT: YESdé chuyén biét cac ndi két can
duogc thuc hién khi Workstation Connection khoi dong.

Pé xem danh sach cac nguén tai nguyén duoc ndi két cua ban, hay nhap 1énh NET
USER khong kém theo cac tuy chon.

Lénh NET VIEW

Lénh NET VIEW dung dé liét ké cac may tinh va cac ngudn tai nguyén ding
chung. Nhap NET VIEW khong c6 cac tuy chon s€ liét ké cdc may tinh chia sé nguodn tai
nguyén trong vung cua ban. Ban hdy gop tén may tinh de liét ké cdc ngudn tai nguyén
dung chung trén may tinh d6. NET VIEW \\ DUNGBT liét ké cac nguon tai nguyén dung
chung trén DUNGBT.

Lénh NET TIME

NET TIME Cung cip phuong tién dong bo hoa dong hd ctia may tinh v6i dong hd
trén may tinh khac. Noi chung ban nén dong bd hoa cac dong ho trong moi truong chia sé
de nguoi dung cé thé chac chan cac dau thoi gian va ngay thang déu c6 y nghia. B¢ dong
bd hdo dong ho khach hang véi may tinh DUNGBT ban nén dung 1énh:

NET TIME \\ DUNGBT / SET / YES.

Tham sb YES thuc thi 1énh NET TIME khong can xac nhan.

Lénh NET STOP

Lénh NET STOP d& tai cac dich vu. Dé do tai popup, ban hay nhép 1énh:

NET STOP POPUP.

Ban c6 thé dimg Redirector mic dinh, ngit két ndi mang, bang cah nhap 1énh sau:

NET STOP WORKSTATION

Lénh NET PASSWORD

Ban hdy thay doi password ciia minh bang lénh NET PASSWORD. Cén chi y
nguoi diung c6 thé c6 nhidu password & vai vi tri, ké ca tap tin danh sach password trong
co sO dir liéu khach hang va co s¢ dir li€u tén nguoi dung trén vung hodc tram lam viéc.

Dugc nhap khong c6 cac tham so, 1énh nay nhac ban vé cac password cli va mdi.
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Ban ciing c6 thé gdp cac password cil va mdi theo tham sb. Dé thay doi passwod trong

thong tin danh sach khéach hang, cu phap cua 1énh nay nhu sau:
NET PASSWORD oldpassword newpassword

Pé thay d6i password trén mdy tinh, ban hiy gdp tén mdy tinh d6 theo tham sb tén

nguoi dung:

NET PASSWORD \\ WIDGEST1 MABLE oldpassword newpassword
Pé chuyén biét ving ban hiy diung tuy chon / DOMAIN.
NET PASSWORD / DOMAIN: MALAPROP oldpassword newpassword.
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