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MO PUN LAP TRINH MANG

Ma mo6 dun : MD35

Vi tri, tinh chat, ¥ nghia va vai tro clla Médun

Vi tri: M6 dun dudc b0 trf vao ndm th( 3 hoc ki II clla khéa hoc.

Tinh chat: M6 dun chuyén mon nghé tu chon.

Y nghia : Pay 12 mo dun tu chon trong chuyén mén nghé, cung cap cho sinh
vién cic k¥ ning cO ban nhat vé 13p trinh mang, xay dung cdc sdn pham
phan mém dé phuc vu cong vi€c quan tri mang.

Muc tiéu clla moédun

Trinh bay nguyén ly 1ap trinh mang, co ché hoat dbng cla chuong trinh
thong qua céc Giao thUc, ham truy xuat.

MO0 ta md hinh mang, Giao thUc truy cap thong qua cdc chuong trinh dugc cai
dat.

SU dung thanh thao cdc cong cu 1ap trinh Windows hodc Java d€ 1ap trinh.

Xay dung dudc cic Ung dung mang : dich vu, hé thOng, d{t liéu d€ bdo vé
hé thOng, gidm sit hé thOng, truy van dir liéu. ...

BO tri 1am viéc khoa hoc ddm bdo an toan cho ngudi va phudng tién hoc
tap.

NOi dung clla mén hoc

Thai gian

"?“*cl)“ Tén cdc bai trong mo dun T6£1g Ly | Thuc KI;e

sO | thuyet | hanh Tra*
1 | T6ng quan 1ap trinh mang 10 5 5
2 | Van dé I/O trong .NET 10 4 5 1
3 | Lam viéc v6i Sockets 17 5 12
4 | Truyén thong v&i Web Servers 13 4 8 1
5 | Truyén thong v&i Mail Servers 16 6 10
6 | Truyén thong v&i File server 13 4 8 1
7 |Bdo mat mang :Firewalls, Proxy

11 2 8 1

Servers, and Routers
COng 90 30 56 4




BAI 1: TONG QUAN VE LAP TRINH MANG

Ma bai : MD35.01
Muc tiéu cUa bai :

- Trinh bay cdc van dé vé di€éu hanh mang va 1ap trinh mang: Van dé
truy€n thong tin, dia chi IP, Giao thUc, c4c tang lién lac va tinh phan cap cla
céc giao thlc, thong diép.

- Trinh bay dugc cic thanh phan clia mdi truOng .NET Framwork.

- Thuc hién céc ciu 1énh c0O ban cla Visual Studio .NET.

- Thuc hién céc thao tdc an toan vOi mdy tinh.

1. Lich st phat tri€n cia Lap trinh mang

CuOn sich nay s& gilip ban phat trién cic Ung dung mang vGi NET,
bang cich st dung C (phat am 14 C-sharp) hodc ngdn ngit 1&p trinh VB.NET.
N6 dugc chia thanh ba phan riéng biét: van dé co ban két ndi mang, thiét ké
Ung dung phan tin, va cdc chU d€ mang chuyén nganh. Sdu chuong dau tién
cUa cubn sich bao gbm céc cong nghé Internet thanh 1&p, chang han nhu
email vi World Wide Web. Tan dung cong nghé thanh 1ap nhu thé nay cho
phép truy cap cong cOng néi chung 16n hon cho dich vu phdn mém cla ban
b&i vi hau hét ngudi dung di cé mot trinh duyét web hodc Ung dung email
trén mdy tinh cla ho. Nidm chuong ti€p theo thdo ludn vé thiét k€ Ung dung
mang. Pi€u nay bao gdm bdo mat Ung dung, hi€u sudt, va khd ning md
rOng. Chla trong cdc chuong nay 1a thuc t€, thuc hanh 10i khuyén d€ gitp
nang cao chat luong tOng th€ clla phan mém cla ban. VGi bdo mat khé khin
hon, cdc Ung dung cUa ban sé it nhay cdm vGi hanh vi trOm cap sG htu tri
tué va cic thong tin ddc quyén. Cai ti€n hi€u sudt va kha ning mé rOng dugc
mo ta trong phan nay s& ddm bdo rang Ung dung cla ban van dép Ung ngay
cd dudi tdi cuc doan nhat. Cic mang phan chuyén dé cung cap vo sO thong
tin v€ cd hai thich hop va cic cong nghé Internet tién ti€n. Chiing bao gbm céc
chuong vé dién thoai, chup géi, hang dgi tin nhan, IPv6, va dich vu md&i nhat
cUa Microsoft trong linh vUc phdt trién Ung dung phan tan: dich vu Web va
truy cap tU xa.

2. Ly do 1ap trinh mang trén nén tang .NET

MOt trong nhitng quy€t dinh kY thuat dau tién dugc thuc hién bat cl
khi nao mOt du 4an mdi dugc thuc hién 13 ngdn ng(r d€ st dung. NET 1a mOt
nén tang c6 kha ning d€ phit tri€n hau nhu bat kY gidi phap, va né cung cap
ho trg déng k€ cho 14p trinh mang. Trong thuc t&€,. NET c6 ho tro ndi tai cho
mang hon so v&i bat ky nén tang khic dugc phat tri€n bdi Microsoft. Cudn
sdch nay gid dinh rang ban da quyét dinh d€ phit trién véi NET, va ngdn ng(r



bén ngoai nén tdng NET sé khong dugc thdo ludn trong bat kY chi ti€t tuyét
v0i, ngoai trlf cho muc dich so sanh. Di€u nay khong phdi la d€ néi rang NET
1a dugc-tat ca va culi clung tat cd cac Ung dung 1ap trinh mang. Néu Ung
dung cUa ban chay trén mOt co sG ha tang UNIX chi giao ti€p thong qua Java
20i phuong thirc tU xa (RMI), sau d6. NET khong phdi 1a con dudng dé€ di.
Trong hau hét cic truOng hgp, tuy nhién, ban s€ tim thdy di€éu d6. NET 1a
nhi€u hon khd ning xU 1y bat c di€u gi ban ném vio né.

3. Pham vi

MOt chuong trinh mang 13 bat ky Ung dung ma s dung m6t mang
mdy tinh d€ chuyé&n thong tin d€n va di tU cdc Ung dung khac. Vi du tU trinh
duyét web ph8 bi€n nhu Internet Explorer, hodc chuong trinh ma ban sU
dung d€ nhén email cla ban, phan mém diéu khi€n tau v tru tai NASA.
Tat cd céc thanh phan nay chia s& phan mém khd niing giao ti€p vdi cdc mdy
tinh khéc, va khi 1am nhu vay, trd nén h{tu ich hon cho ngudi s dung cudi.
Trong truOng hop cla mot trinh duyét, tat cd cdc trang web ban truy cap
dugc cdc tap tin dugc 1uu trlf trén mOt mdy tinh & mOt n0Oi khéc trén Internet.
V@i chuong trinh email cUa ban, ban dang giao ti€p v&i mOt may tinh tai nha
cung cap dich vu Internet (ISP) cUa ban hodc trao dGi email cUa cong ty dugc
t0 chlic email cUa ban cho ban Cubn sich nay 1a chU y€u quan tim dén viéc
tao ra cidc chuong trinh mang, khong Web cdc trang web. Mac du khd niing
cUa nhimg trang web va cic chuong trinh mang mOt cach nhanh chéng hdi tu,
n6 1a quan trong d€ hi€u cic d6i sO va ddi véi mOi hé théng. MOt dich vu
truy cap thong qua mOt trang web cé thé truy cap ngay 1ap tlc d€ ngudi sU
dung trén nhi€u nén tang khic nhau, va toan bd ki€n tric mang di san sang
xdy dung cho ban, tuy nhién, c6 mOt di€m ma tai d6 tinh ning nay chi don
gidn 12 khong kha thi d€ thuc hién bang cdch st dung cdc trang web va ma tai
d6 ban c6 chuyén sang mang cic Ung dung.

Ngu0i dung thuOng tin tudng cic Ung dung mang, do d6, cidc chuong
trinh ndy c6 quyén ki€m soét 16n hon doi v&i ciac mdy tinh ma ho dang chay
hon mOt trang web trén mdy tinh xem né. Pi€u nay lam cho né c¢6 thé cho mOt
Ung dung mang d€ qudn ly céc tap tin trén mdy tinh dia phuong, trong khi
mOt trang web, cho tat cd cic muc dich thuc t&, khong th€ 1am di€u nay. Quan
trong hon, tU géc d6 két ndi mang, mOt Ung dung cé quyén ki€m sodt 16n
hon d0i v&i lam thé ndo né cé th€ giao ti€p v&i cic mdy tinh khéc trén
Internet..

C6 mOt ngoai 1& cho quy tac nay, khi thuc thi ndi dung (chang han nhu
mOt diéu khi€n ActiveX) dugc bao gdm trong mOt trang. Trong truGng hop
ny, trang nay 1a kha ning cUa tat cd moi th( ¢6 th€ 1am mOt chuong trinh
mang, nhung hau hét cdc trinh duy€t vi phan mém chOng virus s€ cdnh bio
chOng 1ai hodc phl nhan ndi dung thuc thi nhu vay. Vi vay, kich ban nay
thuOng dugc chdp nhan la khong khd thi vi mat 1ong tin cong cOng. DE dua
ra mOt vi du don gidn, mOt trang web khong c6 th€ 1am cho mdy tinh duoc



xem né mG mOt k€t nOi mang lién tuc cho cdc mdy tinh khic (ngoai trlf cic
mdy tinh ma tU d6 cdc trang web di dugc phuc vu). Piéu nay 4p dung ngay cd
khi cdc trang web c6 chUfa nOi dung dugc nhiing nhu' moOt applet Java hoac
phim Flash. C6 mOt ngoai 1& cho quy tac nay, khi thuc thi ndi dung (chang
han nhu moét di€u khi€n ActiveX) dugdc bao gdm trong mOt trang. Trong
truOng hop nay, trang nay 13 khad ning cla tat cd moi th( c6 th€ lam mot
chuong trinh mang, nhung hau hét céc trinh duyét va phan mém chOng virus
s& canh bdo chOng lai hodc phU nhan ndi dung thuc thi nhu vay. Vi vay,
kich ban nay thuOng dugc chdp nhan 1a khong khd thi vi mat long tin cong
cOng.

4. Pia chi IP

MO0i mdy tinh k€t n6i truc ti€p v4i Internet phdi c6 mot dia chi duy nhat
trén toan cau IP. MOt dia chi IP 12 mOt sO c¢6 bOn byte, ma thudng dugc viét 1a
bOn thdp phan, sO thdi gian cich nhau, chang han nhu 192.168.0.1.
Mady tinh két n6i gi4n ti€p v&i Internet, chang han nhu théng qua mang cong
ty cUa ho, ciing c6 dia chi IP, nhung chiing khdng can phai dugc trén toin cau
duy nhat, chi c6 duy nhat trong cing mOt mang.

PE tim ra nhing dia chi IP cUa mdy tinh cUa ban, m& moOt clra sO giao
dién diéu khién hé diéu hanh DOS va loai ipconfig (Windows NT, 2000, and
XP) hodc winipcfg (Windows 95, 98, ME)

o |Command Prompt

C:x>ipeconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =
IP Address. . . . . . . . . . . . = 192.168.8.1

Subnet Mask : 255.255.255.0
Default Gateway :

Ethernet adapter Local Area Connection 2:

Connection—specific DNS Suffix H

IP Address. . . . . . . . . . . . = B81.98.59.133

Subnet Mask : 200 255 255.@
Default Gateway : 81.98.59.254

Cany

Trong hinh, 1.1 mdy tinh. c6 hai dia chi IP: 192.618.0.1 va 81.98.59.133.
Pi€u nay 14 khong binh thuGng bdi vi mdy tinh niy ddc bi€t cé chlra hai card
mang va dugc k€t ndi vdi hai mang khic nhau. Chi ¢6 mot trong nhimg dia
chi IP truy cap cong khai.

Né€u ban nhan dugc dia chi IP 127.0.0.1, mdy tinh cUa ban khong két
nOi v&i bat ky mang nao. Dia chi IP nay luon ludn dé cap dén cic mdy tinh
dia phuong va dugc sU dung trong cdc vi du sau. Trong cung mOt cidch ma
ban c6 thé néi cho dit mOt sO dién thoai 13 dia phudng hodc qubc t€ bang
cdch nhin vao ti€én td, ban c6 th€ cho bié€t liéu mdy tinh v&i dia chi IP trén



mang cing mOt khu vuc dia phuong hodc mOt n0i nao khdc trén Internet béng
céch nhin chat ché tai mOt dia chi IP. Trong truGng hgp céc dia chi IP, hQ ludn
ludn cing d6 dai, nhung ti€n td nhat dinh (192,168 phd bi€n nhat) chi ra rang
mdy tinh trong mOt mang 1udi khu vuc dia phuong, hodc mang ndi b0, va
khong thé€ truy cdp vao thé giGi bén ngoai. N€u ban chia s€ két ndi Internet
cUa ban vGi cac mdy tinh khéac trén mang cUa ban, ban cé th€ c6 mOt dia chi
IP riéng. DAy c6 th€ dugc cong nhan 1a trong pham vi dia chi IP dugc liét ké
trong Bang 1.1.

Day cac dia chi S6 luong cac dia chi
10.0.0.0 dén 10.255.255.255 Tén 16 t mdy tinh (I8p A)
172.16.0.0 dén 172.31.255.255 900.000 mdy tinh (16p B)
192.168.0.0 dén 192.168.255.255 65.000 may tinh (16p C)

Bdng 1.1 : Bang liét ké dia chi mdy tinh

Cung mOt dia chi IP riéng c6 th€ tOn tai trén hai mdy tinh trong cic
mang khu vuc khac nhau cuc b0 (LAN). Piéu nay khong giy ra mOt van dé
bGi vi khong phdi mdy tinh c6 th€ truc ti€p lién lac vGi nhau. Trong khi do6,
mOt mdy tinh gidi quy&t tU nhan c6 th€ bat dau mot yéu cau thong tin t& mOt
mdy tinh nuGc ngoai, khong c6 mdy tinh nudc ngoai c6 thé bat dau mot yéu
cau thong tin tU mOt mdy tinh c4 nhan gidi quyét. Céc truOng hgp ngoai 1€
cho quy tac ndy s€ 1a noinetwork address translation (NAT) hodc cOng
chuyén ti€p dugc thi€t 1ap trén router ndam & thuong ngudn cla mdy tinh tu
nhan gidi quyét. Pay 1a n0i ma cdc yéu cau tU may méc nudc ngoai danh cho
cdc dia chi IP cUa router dugc chuyén ti€p d€n mOt com-puter dinh phia sau
router. Cau trd 10i tU mdy tinh nay dudc chuyén ti€p tU phia sau router may
nudc ngoai bat dau yéu cdu. Nhimg 10i ich cla kién tric an ninh va kha ning
can bang tdi, dugc md ta chi ti€t hon trong chuong sau. Tat cd cdc mdy tinh
c6 dia chi IP riéng phdi dugc két ndi véi it nhat mOt mdy tinh hodc router
mang v6&i mOt dia chi IP cong cOng. truy cap Internet.

PE dadm bdo rang khoéng cé hai mdy tinh trén Internet cé dia chi
cuing mOt IP, ¢6 mOt cO quan qudn ly trung UOng duQc goOi Ila
Internet Assigned Numbers Authority (IANA), va gan diay TOng cong ty
Internet cho tén mi€n va s (ICANN ). CO th€ nay hoat dOng thdng qua nha
cung cap dich vu Internet d€ géan dia chi IP cong cOng cho céc tG chlic va cd
nhan Mdc du c¢6 thé dugc phan b moOt dia chi IP tai mOt thoi di€m, né 1a
nhi€u hon ph6 bi€n dugc phan b0 dia chi IP trong khoi ti€p gidp. Ti€p gidp
khGi c6 ba 18p hoc: A, B, va C. Class A dia chi déu 13 cic khOi dia chi IP v&i
byte dau tién chi. Class A 1a hon 16 tri€u dia chi IP trong kich thu@c. Dia chi
16p B 12 khéi dja chi IP v&i byte dAu tién va th(t hai. LEp B gilf 65.024 dja chi
IP cdng cOng. 216 pham vi byte day dU 1a khong c6 bGi vi byte cudi cung cla
mOt dia chi IP khong th€ 12 0 hodc 255 bdi vi ching dugc danh riéng d€ si
dung trong tuong lai. Pia chi 18p C 1a nhitng khoi dia chi IP v&i byte dau tién,
th(r hai, va th(f ba. Class C nam gilr 254 dia chi céng cOng, va dia chi 16p C



dugc thudng xuyén giao cho cic cong ty. MOt mdy tinh c6 thé khdng phai lic
nao ciing c6 cung moOt dia chi IP. N6 c6 thé c6 dugc dia chi cla né IP tU mdy
chlU ISP ning dOng di€u khi€én mdy chU cUa ban (DHCP) giao thlfc.
Di€u nay c6 nghia 12 dia chi IP cUa ban c6 th€ thay d6i moOi khi ban di truc
tuy€n. MOt dia chi IP nhu vay dugc goi 12 mOt dia chi IP ddng. Néu ban dang
trén mOt mang ndi b, ban c6 th€ ki€m tra xem néu dia chi IP cla ban 14 chiu
trach nhiém thay d6i bang cach ki€m tra "c6 dugc dia chi IP tu dOng" niit
radio trong thuQc tinh TCP / IP, theo mang trong bdng di€u khién.
Muc dich cla DHCP 1a néu c6 mét sO lugng han ché cla IP
dia chi c¢6 san cho cédc ISP, né s& phan b6 cdc thué bao clla minh véi IP
dia chi t mOt h6 bai trén cO s ai dén trudc dugc phuc vu trudc. Dia chi IP
12 s6 32-bit, vGi mOt gid tri tOi da khodng 4 ty dOng, va s6 lugng cic mdy tinh
trén th€ gidi dang nhanh chéng ti€p can con sO d6. IPv6 1a mOt gidi phdp cho
van dé d6 va dugc thdo ludn trong chuong sau.

C6 mOt dinh danh dugc xiy dung vio tat cd cic card mang ma 1a thuc
su
duy nhat va khong th€ thay d0i. Pi€u nay dugc goi 1a phan cling, hodc truy
cap dia chi ki€m soét cac phuong tién truyén thong (MAC). MOt dia chi mau
MAC la 00-02-E3-15-59-6C nay dudc st dung trén mang nli b0 d€ xac dinh
cdc may tinh khi ho ding nhdp vio mang. MOt hé thOng dugc g0i 1a giao thic
phan gidi dia chi (ARP) dugc s& dung d€ k€t hop dia chi MAC vdi dia chi IP.
5. Network stack

Céc tin hi€u kY thudt s6 ma di do duOng gilta cdc mdy tinh trén Internet
vo cuing phUc tap. Néu khong cé cdc khai niém vé déng géi, cic 1ap trinh
s& nhanh chéng trd thanh sa 1ay v&i céc chi tiét khong dang k€. KV thudt nay
dugc st dung trong cuOc sOng hang ngay, n0i ban c6 thé yéu cau mot tai x&
taxi
d€ dua ban dén trung tam thanh phd. D6 1a trach nhiém cUa l4i xe taxi d€ tim
ra con duOng nhanh nhat va d€ van hanh xe. O mUc thdp hon mOt 1an n(ra,
né6 1a chi€c xe cUa nha sdn xudt chiu trach nhiém ddm bdo rang xing sé& c6
mat trong cic dOng cO piston trong khi mdy gia tOc 1 chdn ndn. Péng géi 1a
céc chi ti€t phlc tap cla mOt nhi€m vuU an,va 1ap trinh vién chi can tap trung
vao nhiing gi dang xdy ra @ mOt mUc d0 cao hon. Cic két ndi hé thdng md
(OSI) m6 hinh mang ngin x€p c6 bay 18p déng géi, nhur thé€ hién trong Bang
1.2.

Trong 1ap trinh hién dai, tuy nhién, mang ngin x€p trong giOng nhu
Bang 1.318p quan trong nhdt cho bat ky 1ap trinh vién 13 1&p cao nhat
vi diéu nay s€ dU khd ning dé dang s dung va s& phi hgp v&i hau hét céc
Ung dung. Khi ban di xudng ngin x€p, thuc hién trd nén khé khin hon,
mac du linh hoat hon.

Bang 1.2 : céc 18p truyén thOng
Lop Tén 16p Giao thuc




Level 7 Application layer FTP

Level 6 Presentation layer XNS

Level 5 Session layer RPC

Level 4 Transport layer TCP

Level 3 Network layer IP

Level 2 Data-Link layer Ethernet Frames
Level 1 Physical layer Voltages

Bang 1.3: Cac 16p hién dai

Lop Tén 16p Giao thuc
Level 4 Structured Information layer SOAP
Level 3 Messaging layer HTTP
Level 2 Stream layer TCP
Level 1 Packet layer IP

CuOn sdch niy bao gbm céc 16p Ung dung chl yéu, nhung ddm bdo
dugc dua ra cho tat cd céc 18p khic nhau, khong bao gdm 18p vat 1y, ma sé
chi d4p dung cho cdc ky su dién tur.

Trong 1ap trinh mang, ban thudng khong can phdi quan tAm minh v&i
cch thUc thong tin truyén gira hai mdy tinh, chi v&i nhiing gi ban muOn gUi.
Chi ti€t tOt hon dugc dat G cic cap thap hon va dudc ki€m soat bdi hoat
d0ng clla mdy tinh hé thOng.

6. Port

Né€u ban mudn trinh duyét Web va nhan email ciing mot liic, mdy tinh
cUa ban can phai quyét dinh bit luu 1ugng truy cap mang email va cic trang
web. D€ biét su khac biét, tat cd cdc manh d liéu trén mang dugc gan thé
vGi mOt cOng sO: 80 cho cdc trang Web, 110 cho cic email gUi dén. Thong tin
ndy dugc chlta trong mOt trong hai giao thUc di€u khi€n ransmission (TCP)
hodc User Datagram Protocol (UDP) tiéu dé d6 ngay l1ap tUc sau header IP.
Bang 1.4 liét ké céc giao thlc phO bi€n va lién két sO cOng.

S6 hiéu cOng Qua trinh hé théng
7 Dich vu Echo
21 Dich vu FTP
23 Dich vu Telnet
25 Dich vu E-mail (SMTP)
80 Dich vu Web (HTTP)
110 Dich vu E-mail (POP)




Bang 1.4 liét ké céc giao thUc phO bi€n va lién két sO cOng
Qui dinh :
- Khong bao gi0 c¢6 hai Ung dung lai dung cung 1 Port
- Céc Port tur 0 -> 1023 : Dung cho cdc Ung dung quan trong trén hé
diéu hanh.
- Céc Port tur 1024 -> 49151 : Danh cho ngu0i 1ap trinh.
- Céc Port tUr 49152 -> 65535 :Du tr(r

7. Internet standards

Chi c6 céc tap doan 16n c6 th€ trd thanh thanh vién cla W3C. W3C la
chiu trach nhiém vé& ngdn nglt danh dau siéu vin ban (HTML), cascading style
sheets (CSS), ngdn ngu‘ ddnh dau m& réng (XML). Khi phat tri€n mot Ung
dung mang, di€u quan trOng la khong d€ tii tao lai
b4nh xe hodc néu khong tao ra mét Ung dUng do Ia khong can thiét khong
tuong thich vGi cic Ung dung khac cing th€ loai. Culn sich nay thuOng dé
cap dén cic tai liéu tiéu chudn, do d6, né 1a ding gia bi€t ngi d€ tim thay
chiing. MOt tam guong sang 1a ning ddng HTML, dugc thuc hién khdc nhau
trén Internet Explorer va Netscape Navigator. Di€u nay c¢6 nghia rang hau hét
céc trang web s& dung HTML niing dOng s€ khong hoat dOng ding trén tat cd
cdc trinh duy@t. Vi vay, cdc nha phét tri€n Web tranh né va di chuyén v€ phia
cong nghé qua trinh duyét, chang han nhu Macromedia Flash va Java Applet.
Ly do cho su sup d0 nay 1a thi€u tiéu chudn héa. Hai t6 chlc chiju trach nhi€ém
chinh d€ diéu tiét Internet tiéu chudn: Internet Engineering Task Force (IETF)
va World Wide Web Consortium (W3C). IETF 1a mOt t0 chlc phi 1¢i nhudn,
trong d6 quy dinh céc giao thlc cG badn nhat trén Internet. Bat c ai ciing c6
th€ gUi mot giao thlUic d€ ho va né s& dudc cong bO cong khai nhur 1a moOt yéu
cau cho y ki€n (RFC) trén trang web cUa ho tai www.ietf.org / rfc.html. Bang
1.5 liét k& mOt sO tai li€u quan trong RFC. W3C (www.w3c.org) dugc thiét
k€ d€ tao thudn 10i cho khd ning tudng tic tiéu chudn trong sO cic nha cung
cap. Chi c6 cic tap doan 16n c6 th€ trd thanh thanh vién clla W3C. W3C la
chiu trdch nhi€ém v& ngdn nglt danh ddu siéu vin ban (HTML), cascading style
sheets (CSS), ngdn ng(t danh ddu m& rOng (XML).

8 .NET framework

NET Framework 14 ha tang cO ban dugc chudn hod, d6c 1ap ngon nglt 1ap
trinh, cho phép ngudi 1ap trinh xiy dung, tich hgp, bién dich, tri€n khai, chay céc
dich vu Web, XML, tién ich hay thuc thi chudng trinh da cdu tric (phat tri€n bang
cdc ngdn ng(r 1ap trinh ho trg NET) trén hé di€u hanh c6 cai dat NET Framework.
8.1. Thanh phan .NET Framework

NET Framework bao gdm 2 phan chinh 13 Common Language Runtime
(CLR) va .NET Framework Class Library (FCL).



CLR 1a thanh phan chinh cla .NET Framework, qudn 1y mi (code) c6 thé
thyc thi cla chuong trinh, qudn ly cédc tién trinh, qudn 1y ti€u trinh
(Threading), qudn 1y b0 nhG, cung cap dich vu d€ bién dich, tich hop va tic
vU truy cap tU xa (Remoting).

FCL bao gbm tat cd céc dich vU nhu giao ti€p ngudi st dung, di€u khién,
truy cap dit li€u, XML, Threading, bdo mat.

Tém lai, CLR dugc xem nhu may do .NET (.NET Virtual Machine), né c6 thé
ki€m sodt, nap va thuc thi chuong trinh NET.

Trong khi d6, FCL cung cép cac 18p, giao ti€p va cac ki€u gia tri, phuong thic
truy cap va chlc ning chinh cla hé thdng nhu: Microsoft.Csharp, Microsoft.Jscript,
Microsoft. VisualBasic, Microsoft.Vsa, Microsoft. Win32, System (cung v&i cdc khong
gian tén con cUa khong gian tén System).

Microsoft.Csharp : cung cép cic 16p hd trg bién dich va phét sinh ma khi st
dung ngo6n ng(t 1ap trinh C#.

Microsoft.Jscript : cung cdp cdc 1Gp hO trg bién dich va phat sinh ma khi st
dung ngdn ng(r 1ap trinh J#.

Microsoft. VisualBasic : cung cdp cdc 10p hO tro bién dich va phét sinh ma khi
st dung ngdn ng(r 1ap trinh VisualBasic.

Microsoft.Vsa : cung cdp céc gia ti€p cho phép tich hgp véi cic kich ban
cla .NET Framework vao Ung dung khi bién dich hay thuc thi.

Microsoft.Win32: cung cap hai 1&p giao ti€p truc ti€p vGi tai nguyén cla hé
di€u hanh va System Registry.

System: bao gbm céc 18p cO sG dung d€ dinh nghia gid tri, tham chi€u, bién
c0, giao ti€p, thuOc tinh va ki€m soat ngoai 1€. Ngoai ra, mOt s& 18p khic
cung cap céc dich vu chuyén d6i ki€u dit liéu, tham s0, tinh todn, xU Iy va
truy cap tU xa.

Trong d6, Code bao gdm hai loai :
Manage Code: bao gdbm nhiing chudng trinh dugc tao ra tl cac ngdn nglt 1ap
trinh ¢6 hO trg .NET, chang han, s& dung ngén ng{r 1ap trinh C# d€ phat trién
chuong trinh Ung dung A, sau d6 bién dich chidng ra tap tin thi hanh (EXE),
tap tin .EXE nay duoc goi 1a Manage Code trong moi truOng .NET.

Unmanage Code : 1a nhitng chuOng trinh dugQc tao ra tU cdc ngdn nglr 1ap
trinh ngoai .NET. Vi du, s& dung ngdn nglt 1ap trinh Visual Basic 6.0 d€ khai
bdo 18p (Class) c6 tén 1a B, rdi bién dich ching ra tap tin thu vién (DLL), tap
tin .DLL dugc goi 12 Unmanage Code khi tham chi€u ching trong moi
truOng .NET

Nhu vay, .NET Framework con g0i 1a mdi truOng tudng tic v&i hé di€éu hanh
cho cdc Ung dung va dugc minh hoa nhu hinh sau :



Custom object ASP.NET
libraries {Runtime)

Internet
Information
Services

Managed Wak
applications

Class fo)
- n perating systerm/
library RIS Hardware

lications

Hinh 1.1: Mé ta cdc thanh phan trong .NET Framework
8.2. Nhitng dac di€m chinh cla .NET Framework

NET Framework bao g6m cdc dac diém chinh nhu : CRL, FCL, CoOmmn
Type System (ki€u du liéu thong dung, Metadata and Selff Descring Component
phan chinh Siéu d{I li€u va tu dac td thanh phan). Cross-Language Interopenrability
(trao dGi va st dung), Assemblies (dOn vi phan phOi), Application Domains (mi€n
Ung dung) va Runtime Host (trung tAm thi hanh)

CLR : CLR 12 mdi truOng thi hanh, noi cung cap dich vu d€ thuc thi,

quan 1y b0 nhd, ti€u trinh cho céc Ung dung ho trg bGi .NET

0 Quan ly qu4 trinh thuc thi: d€ qudn 1y qua trinh thuc thi cUa trinh,
CLR thuc hién qua cdc budc sau: chon chuong trinh bién dich
tuong Ung vGi ngdn ng( 1ap trinh, bién dich Ung dung sang tap
tin MSIL (trinh bay chi ti€t trong phan bién dich va thuc thi Ung
dung), bién dich tUf ma dinh dang MSIL sang mad may bang trinh
JIT ( Just-In-Time) rOi sau d6 CLR cung cap cO s3 ha tang d€ thi
hanh chuOng trinh.

0 Quan ly b0 nhd: tu quan ly bd nhd 1a mOt trong nhiing dich vu
ma CLR cung cap trong qud trinh thuc thi chuong trinh. Trinh thu
gom ( Garbage Collector) qudn 1y b0 nh& da cdp cho mOt ti€n
trinh rOi sau dé tU dOng thu 1ai khi chuong trinh két thic ( ching
ta s& tim hi€u chi ti€t vé Garbage Collector trong cudn sich *“ 1ap
trinh huGng doi tuong” sdp phat hanh).

FCL: Bao gOm cic thu vién 18p co s& cho phép ban st dung d€ thuc
hién moi tdc vU lién quan dén giao dién, Internet, cO s& d{t li€u, hé
diéu hanh,...



Common Type System (CTS): CTS dua ra cdc quy tac cho phép
ban khai bdo, s& dung va qudn 1y ki€u d{r liéu trong qu4 trinh thi
hanh. Ngoai ra, CTS con cung cap céc tiéu chudn cho phép phit
hanh tuong tic gilta cdc ngdn ngr 1ap trinh v&i nhau. Tém lai,
CTS thuc hién céc chlc ning chinh sau:

0 Thiét 1ap khung cho phép tuong tic gilta cdc ngon nglt, ma
an toan(safe code), tOi Uu héa xUr 1y.

0 Cung cap md hinh hubng d6i tuong nham ho trg qud trinh
cai dat da ngdn ng trong Ung dung.

0 Dinh nghia cdc quy tac ma ngdn nglt 1dp trinh phdi tuin
theo va hO trg tinh chuy€n dGi va bdo ddm d0i tugng dugc
tao ra tU ngdn nglf nay c6 th€ tuong tac vGi ngdn nglt khac.

Metadata and Self-Descrinbing Components (MSDC): trong nhilng
phién ban truGc day, Ung dung dugc tao ra b&i mOt ngdn ngt 1ap trinh
nao d6 dugc bién dich ra tap tin .EXE hay .DLL va khé khiin khi sOf
dung ching v&i mOt Ung dung dugc viét trong mOt ngon ng(r 13p trinh
khic. Vi du COM 1a mOt dién hinh. Tuy nhién, .NET framework cung
cap gidi phap chuyén ddi cho phép khai bdo thong tin cho mQi module
va Assembly ( c6 th€ 12 EXE hay .DLL). Nhiing thong tin nay dugc goi
la

sieu d{r li€u va su' mo ta.
Cross Language Interoperability (CLI): CLR 13 hO trg ti€n trinh trao
d6i va st dung gilra cc ngdén nglt vGi nhau. Tuy nhién, ho trg nay khong
bdo ddm mi do ban viét c¢é thé dung dugc bdi 1ap trinh vién s& dung
ngdn ng( 1ap trinh khéc.

Assemblies: 13 tdp hop cic ki€u dit liéu va tai nguyén dugc déng géi
dang tUng don vi chUc ning. Ngoai ra, assemblies chinh 13 ciac don vi
chU y€u ding d€ tri€n khai, di€u khi€n phién ban, thanh phan st dung
1ai, chang han nhu cé4c tap tin .EXE hay .DLL.

Applicatin Domains: mién Ung dung cho CLR qudn ly nham céch ly
nhi€u Ung dung dang thi hanh trén cing mOt may tinh cu thé:

0 Mobi Ung dung s€ dugc nap vao ti€n trinh(Process) tach biét ma
khong dnh hudng dén Ung dung khic. V&i kY thudt ki€u ma an
toan Application Domains bao ddm doan ma dang chay trong
mién Ung dung dOc 1ap véi tién trinh cUa Ung dung khic trén
cung mOt may.



0 Khi tam dUng tUng thanh phan thi sé khong dUng toan bl tién
trinh. P6i v&i truOng hop nay Application Domains cho phép ban
loai bd doan mi dang chay trong Ung dung don.

0 Application Domains cho phép ban cdu hinh, dinh vi, cdp quyén
hay han ch€ quyén sU dung tai nguyén dang thi hanh.

0 Ngoai ra, su' cach ly nay cho phép CLR ngin cam truy captruwcj
ti€p gilra cdc d6i tugng clia nhitng Ung dung khéc nhau.

Runtime Hosts: 13 trung tdm thi hanh cho phép nap Ung dung vao tién
trinh, CLR h0 trg cho phép nhi€u loai Ung dung khdc nhau cing chay
trong mOt tién trinh.

0 Moi loai Ung dung thi can doan ma d€ khdi ddng dugc goi Ia
Runtime hosts.

0 Runtime Hosts nap kénh thi hanh vio ti€n trinh vi tao ra
Application Domains roi thi hanh Ung dung vao trong mién Ung
dung do.

9. Visual Studio .NET

Microsoft Visual Studio 14 tap cong cuU hoan chinh diung d€ xay dung Ung
dung Web (ASP.NET Web Applications), dich vu XML, Ung dung d€ ban (Desktop
application), Ung dung man hinh v&i ban phim (Console Applications) va Ung dung
trén dién thoai di dOng (Mobile Applications).

Céc ngdn ng(r 1ap trinh dung Microsoft Visual studio d€ phat tri€n Ung dung
1a Visual basic, Visual C++, Visual C# va Visual J#. Ca 4 ngdn ng(r 1@p trinh chinh
trén déu s dung chung mot IDE (Integrated Development Environment), noi cho
phép chiing ta chia s€ c4c tién ich va cong cu nham tao nén gidi phap tich hop.

Né&u di lam vi€c vGi phién ban Visual Studio 6.0, m6i ngdén ng(r 1ap trinh (C+
+, Visual Basic, J++, Fox Pro) s& c6 riéng mOt IDE tuong Ung. Ngoai ra, d€ phat
tri€én Ung dung ASP, ta phdi si dung Visual Studio InterDev.

9.1. Phién ba@n Visual Studio .NET 2008

Visual Studio .NET 2008 c6 5 phién ban chinh thUc la: Express Products
(Visual Studio Express Edition), Visual Studio Standard Edition, Visual Studio
Professional Edition, Visual Studio Tools for Office va Visual Studio Team System.

9.1.1 Visual Studio Express Edition

Pay la phién ban don gidn, dé hoc, dé sUr dung dung cho nhitng ngudi tu
hoc, chua c6 kinh nghi€m 1ap trinh hodc cdc ban sinh vién budc dau lam quen v&i
Visual Studio .NET 2008.

Néu s dung phién ban nay, ban can bd nh& khodng 35MB dén &70MB,
mi€n phi 1 nim. Hon thé nlra, sé c6 phién ban Microsoft SQL Server Express mién



phi hoan toan, cung cdp cic chlc ning chinh diing d€ lam viéc vGi cd sG d{F liéu
Microsoft SQL Server Express 2008 tU cUa sO Visual Studio .NET 2008.

Tuong tU nhu vay Visual Studio Express Edition cung cap 4 phién ban Visual
Basic 2008 Express Edition, Visual C# 2008 Express Edition, Visual C++ 2008
Express Edition va Visual J# 2008 Express Edition Ung vGi 4 ngdn ngr chinh la:
Visual Basic, C#, C++ va J#.

Trong truOng hQp phat tri€n Ung dung Web, c6 th€ si dung Visual Web
Developer 2008 Express d€ nhanh chéng tao ra céc trang ASP .NET bang céc cong
cu truc quan.

9.1.2 Visual Studio Standard Edition

Trong khi phién ban Visual Studio Express c6 tinh ning don gidn, dé s( dung
va mién phi 1 nim thi phién ban Visual Studio Standard Edition dugc thi€t k€ toan
di€én hon v6i chi phi vira phai.

bugc st dung cho cdc 1ap trinh vién chuyén nghiép lam viéc don 1& véi cdc
Ung dung chay nhanh, tdi uu, Ung dung da tang trén nén Windows, cic Ung dung
Web hay Ung dung chay trén thi€t bi cam tay.

V&i nhig dac di€m nhu vay, phién ban nay 1a céng cu ho trg cd bén ngdn
ng( 1ap trinh, thudng dung cho cdc nha 1ap trinh vién lam viéc ngoai gio hay cong
viéc khong thuGng xuyén.

Tuong tu nhu céc phién ban khac cla bO Visual Studio .NET 2008, Visual
Studio Standard Edition cung cap giao di€n truc quan cho phép ban thiét 1ap giao
dién cho cic loai Ung dung bang viéc kéo va tha (drag and drop), xay dung va trién
khai Ung dung theo md hinh khich-chU (client-server), cic cong cuU d€ thi€t k& co s&
dtliéu.

9.1.3 Visual Studio Professional Edition

Né€u nhu Visual Studio Standard Edition dung cho cd nhan phat tri€n Ung
dung thi Visual Studio Professional Edition bao gdm cic cong cU giao di€n trUc quan
cho phép ban thiét 1ap giao dién cho céc loai Ung dung bang viéc kéo va thd (drag
and drop).

Visual Studio Professional Edition c6 th€ st dung cho c4 nhan hay nhém 1ap
trinh nho khi xay dung va trién khai Ung dung theo md hinh khach ch( (client-
server), thi€t k& co s& d{r li€u, Ung dung da tang trén nén Windows, Ung dung Web
hay Ung dung chay trén thi€t bi cam tay.

9.1.4 Visual Studio Team System

Day 1a cong cu theo hudng md rOng va tich hgp, dung cho cdc cong ty phat
tri€n phan mém hay nh{ing nhém 1ap trinh vién lam viéc xuyén qulc gia.

SU dung phién ban Visual Studio Team System cho phép nhém 1ap trinh c6 thé
gidm db phlc tap, ting tinh giao ti€p va hgp tdc trong qua trinh phdt trién phan
mém.

Visual Studio Team System con 1a b® khung (Microsoft Solutions Framework)
20i 124 MSF. MSF cung cdp mOt tap dugc tdi Uu héa va tinh uy€n chuyén cling cic
quy tac di dugc tich hgp 4p dung cho tlng giai doan khi phat trién va tri€n khai
m&t phan mém.

Tuy vao tUng cdng doan cUa qua trinh xdy dung va trién khai phan mém, c6
th€ s dung 5 b0 cong cu thudc Visual Studio Team System nhU sau: Visual Studio
2008 Team Suite,Visual Studio 2008 Team Edition for Software Architects, Visual



Studio 2008 Team Edition for Software Developers, Visual Studio 2008 Team Edition
for Software Testers, Visual Studio 2008 Team Foundation Server va Visual Studio
2008 Team Test Load Agent.

B0 Visual Studio 2008 Team Suite

Visual Studio 2008 Team Suite 13 b0 cdng cU tich hgp, hi€u sudt cao cho phép
nhém 13p trinh vién giao ti€p va k&t hgp tOt trong qud trinh phét tri€n phan mém.
V6i t6 chlic cla Visual Studio 2008 Team Suite,ban c6 th€ du dodn trudc duoc chat
lugng va t6 chlc trong qud trinh phat tri€én Ung dung.

B0 Visual Studio 2008 Team Edition for Software Architects:

Team Edition for Software Architects cung cap cac cong cU truc quan ding dé
xay dung mOt gidi phdp dung cho viéc thi€ét k€ (ng dung hay trién khai ching
nhanh va hiéu qua hon.

B0 Visual Studio 2008 Team Edition for Software Developers:

Team Edition for Software Developers cung cap b0 cong cu phat trién Ung
dung cho phép nhém 1ap trinh tuong tic, phOGi hgp va cling chia sé trong chu trinh
phit tri€n Ung dung.

B0 Visual Studio 2008 Team Edition for Software Testers:

Team Edition for Software Testers giGi thiu tap cdc cong cU diung d€ ki€m
tra, danh gi sdn pham phan mém dugc tich hop vGi mdi trudng Visual Studio. BO
cong cU nay cho phép nhitng ngudi ki€m tra chat lugng sdn phdm phan mém thong
bdo dén tic gid hay nha quan ly nhiing cong vi€c lién quan.

B0 Visual Studio 2008 Team Foundation Server:

Team Foundation Server 1a nhiing gi manh nhat cUa qu4 trinh hQp téc trong
Visual Studio Team System .Khi k&t hOp vGi Visual Studio Team System, Team
Foundation Server cho phép ban quan 1y va theo ddi qu4 trinh thuc hi€én cUa du 4n.

B0 Visual Studio 2008 Team Test Load Agent:

Team Test Load Agent tao ra ti€n trinh ki€m tra b0 sung dugc st dung véi
Visual Studio 2008 Team Edition for Software Testers, cho phép ban tG chlc va md
phéng mOt hay nhi€u ngudi si dung d€ ki€m tra chat luong s dung cla Ung
dung.

9.2 Lam viéc v6i Visual Studio .NET 2008

TU khi Visual studio .NET ra ddi, né 124 mOt IDE dung chung duy nhat cho
mOi ngdn nglt 1ap trinh va cdc loai Ung dung dugc dugc tich hgp. Nhu vay, Ung
dung Web Forms (ASP.NET) dugc xem nhu' mOt phan cUa ngdn ng(r 1&p trinh, ban
c6 th€ st dung chung IDE v6i Ung dung Windows Forms.

Chang han, ban c6 th€ mG du 4n (Project) bang ngdn ngit 18p trinh Visual
Basic.NET, r0i mG ti€p mOt Project bang ngdn nglr 1&p trinh C# trong cung moOt
Solution.

Ngoai ra, Visual Studio.NET 2008 cé su thay d6i 16n so vGi Visual
Studio.NET 2003 12 mdi truOng 1ap trinh, dinh dang ma, cd ché gd 16i, xay dung,



ki€m tra va tri€én khai Ung dung, tu dOng héa va trg gitp ngudi s dung. Vi du,
trang bat dau cla Visual Studio.NET 2008 IDE nhu hinh 1-2
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Hinh 1.2 : Trang bat dau cUa Visual Studio.NET 2008

Sau khi cai dat thanh céng Visual Studio.NET 2008, lan dau tién su dung
Visual Studio.NET 2008 IDE, mOt cla sG xudt hién yéu cau chon ngon nglt 1ap
trinh mdc dinh. Chang han, trong trudng hgp nay ching ta chon ngdn ng(r 18p trinh
C# bang cdch di chuyén dén Visual C# Development Setting va nhdn manh Start
Visual Studio.

LUu ¥, chiing ta s€ tim hi€u chi ti€t vé nhiing cong cu, clra sO, cach cau hinh
IDE d€ 1am viéc v&i ngdn ng(t 1ap trinh C# trong nhlng bai k€ ti€p.

Sau khi chon ngén ng(f 1&p trinh C# 1a ngoén nglt mac dinh, mOi khi tao mbi
Project hay Solution, ngoén ngir nay nam dau tién trong ngdn Project types nhU hinh
1-3, 3 ngdn ng(r 1ap trinh con 1ai 12 Visual basic, C++ va J# s€ xudt hi€n bén dudi
phan Other Language.
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Hinh 1.3 : Man hinh yéu cau chon ngdn ng(r d€ cai dat
Ngin bén phdi la danh sich cdc loai Ung dung Windows ,bao gOm cic loai
nhu: Windows Application, Console Application, Class Library, Windows Service,

Crystal Reports Application,...

Trong trOng hgp muldn xay dung Ung dung ASP.NET, ban c6 thé chon vao
trong phan tao mai, khi d6 clra sO s& xudt hién nhu hinh 1-5

Tuong tu nhU trudng hgp Ung dung vWindows, Ung dung vWebsite bao gbm
cac loai nhu: ASP.NET vWebsite, ASP.NET vWeb Service, Srystal Reports

vWebsite.



Trén thuc don (menu) cUa Visual studio .NET 2008, menu c6 tén la
Community bao gdm cdc menu con nhU: Ask a question, Check Question Status, Send
Feedback nham ho trg cho ban tim ki€m, g&i va ki€m tra cdu hoi hay gép y ki€n vé
cong ty Microsoft.

Ngoai ra, trén menu nay con c6 cdc menu con khéc, ching cho phép ban tré
dén dia chi internet ch(ra tai nguyén hay nh(mng théng tin cap nhat vé Visual
studio .NET 2008 nham ho trg t6i da cho cdng dbng 1ap trinh .NET.

Chang han, ban chon vao menu c6 tén Developer center, cUa s trinh duyét
xudt hién.

9.3. Cdc loai Ung dung diung C#

Microsoft Visual C# 2008 (C sharp) 14 ngén ngit 1ap trinh thi€t k€ dung dé
phat tri€n Ung dung chay trén .NET Framework. C# con 1a ngon ng(r 1ap trinh don
gidn, manh, ki€u an toan (type-safe) va hudng dbi tugng (object-oriented).

VGi nhi€u ddc di€m mdi,C# cho phép ban xiy dung Ung dung nhanh chéng
nhung van gilt 1ai dugc sy dién cdm va tao nha cla ngén nglt 1dp trinh truyén
thOng C.

Madc dit moi ngdn nglt 1ap trinh trong bO .NET déu s dung chung .NET
Framework, nhung mOi ngdén ng(f van c6 tinh dac thu riéng cla né. SU dung C# 1a
mOt 1ua chon tdi uu khi ban xay dung loai Ung dung nhu: quan ly, thuong mai
dién tlr, Ung dung tich hgp hé thOng,thu vién,Ung dung ding cho mdy PDA hay
dién thoai di dOng,...

9.3.1. Ung dung Windows Form

Khi xay dung Ung dung v&i giao dién ngudi ding chay trén mdy d€ ban c6
cai dat .NET Framework, ban chon vWindows trong phan Project Types r0i ti€p tuc
chon vao vWindows Application trong phan Templates
9.3.2. Ung dung man hinh va ban phim

Néu Ung dung v&i giao dién ngU0i ding 13 ban phim va man hinh chay trén
mdy d€ ban, ban c6 th€ chon loai Ung dung 1a Console Application trong phan
Templates .V&i Ung dung loai nay, ngudi st dung thao tic bang man hinh C

onsole.

Tuy nhién, bang cich st dung cic khong gian tén cUa Ung dung vWindows
Forms, ban ciing c6 thé€ tao ra Ung dung giao dién d6 hoa bang Ung dung Console
Application.

9.3.3. Dich vu hé di€u hanh

Trong truOng hgp Ung dung chay thudng tri trong bd nhd,ban c6 th€ chon
loai Ung dung 12 vWindows Service trong phan Templates.

Khi chon Ung dung nay, ban tao ra tap tin .EXE va cai dat ching vaodich vu
cUa hé diéu hanh (Service), ban c6 thé Start, Stop hay Pause va Continue nhu nhitng
dich vu cUa hé di€u hanh dang tOn tai.Chu y, Ung dung dich vu hé& di€u hanh thi
khong can giao di€n, thay vio dé ban s& dung ti€n ich Service cUa hé di€u hanh.



9.3.4. Thu vién

Khi can xdy dung thu vién diing chung hay COM+(tri€n khai tang Business
Logic), ban chon vao Class Library, sau khi két thic khai b4do,néu bién dich thanh
cong thi Ung dung nay s€ tao ra tap tin .DLL.

Vi du, ban mubn x4y dung thu vién bao gdm céc 16p 1am viéc v&i co sG dit
li€u SQL Server, sau d6 ban st dung thu vién nhu nhitng Project khac nhau, Ung
v6i muc dich nay ban tao mdi Project loai Class Library.

9.3.5. Pi€u khi€n do ngudi sit dung dinh nghia

Ngoai cdc di€u khi€n (Control)tU cic 10p cla NET cung cap, ngudi st dung
c6 thé€ k&t hgp nhiing di€u khi€n nay thanh mét di€u khién tuy y (CustomControl)
phuc vu cho mOt yéu cau cu thé nao dé.

P6i vbi Ung dung vWindows Forms, ban cé th€ s dung loai Project 1a
vWindows Control Library. Trong truOng hgp 1am viéc vGi Ung dung ASP.NET loai
Project ban dung 1a vWeb Control Library.

C3 hai loai Project nay déu bién dich thanh tdp tin .DLL, ban c6 th€ thém
chiing vao cdng cU (Tool Box) nhu nhiing di€u khién clla .NET
9.3.6. Ung dung b4o cio

Néu cé nhu cau xiy dung Ung dung bdo cdo (Report) bang Crystal Report,
ban chon loai Project 12 Crystal Report Applications.Tuy nhién, thong thuOng
Report 13 mOt phan cUa Ung dung nén ban sU dung Crystal Report nhu nhiing d6i
tuong cla Project.

9.3.7. Ung dung SQL Server

DE khai bdo bang dit liéu (Table), bdng do (View), thQ tuc nli tai, (Store
Procedure), ham (Funtion),...ban vao ngin Database rOi chon Project vGi loai SQL
Server Project. Ung dung ndy cho phép ban thiét k& co s& dit liéu SQL Server tir
Visual Studio.NET 2008 thay vi tU trinh SQL Server Enterprise.

LUu y, tuong tU nhu trong Ung dung Report, ban c6 thé thém co s& dit liéu
vao Project nhu mOt phan cla Ung dung thay vi tao riéngProject vé co sG dI liéu.
9.3.8. Ung dung PDA va Mobile

Néu ban mubn xiy dung Ung dung .NET cho thi€t bi cdm tay nhu di€n
thoai di dOng (Mobile) hay may kY thudt sO hé thOng c4 nhan (PDA) thi chon vio
Smart Device.

9.3.9. Ung dung déng géi va tri€n khai

Sau khi k€t thic cong doan xiy dung Ung dung, ban cé thé déng goi Ung
dung d6 va tri€n khai trén mdy khic. D€ déng géi Ung dung, ban vio ngin Other
Project Types 10i chon loai Project 1a Setup and Deployment.

9.3.10. Tao mot Solution

Solution dugc xem nhU moOt (Container) dung d€ quan ly nhi€u Project trén
Visual Studio.NET 2008.Khi tao Project dau tién chua tOn tai Solution, 1ap tUc
Solution dugc tao ta mac dinh. Trong truOng hgp Solution di tOn tai thi chon
Solution € thém Project vao Solution dé.

Ngoai ra, ban c6 thé tao m&i Solution truGe khi thém cdc Project khic bang
cich vao Other Project Types rOi chon Visual Studio Solutions.



9.4.

Cau triic churong trinh C#

9.4.1. Cau tric chuong trinh

Cau triic churong trinh theo Windows Application Form

//Ving bat ddu khai bdo st dung khéng gian tén
using System;

using System.Collections.Generic;

using System.Ling;

using System.Windows.Forms;

//Viing bat dau khai bdo st dung khong gian tén
//Khai bdo khong gian tén cUa Ung dung
namespace TH2

{
//Viing bat ddu khai bdo tén cdc Class

static class Program

{
//Ving bat dau khai bdo tén cdc phuong thlc trong 10p

static void Main()
{
//Vung khai b4o 1€nh
}
}

}
- C@u triic chuong trinh theo Console Command

using System
Namespace MyNameSpace

{
class HelloWorld

{

//Di€m bat dau cla Ung dung theo ki€u C
static void Main(){
Main(System.Environment. GetCommandLineArgs());

}
static void Main(string[] args){
System.Console.WriteLine("Hello World")

}
}

}
- Cau triic cUa 1 chuong trinh C#
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9.4.2.1 Nut Properties
9.4.2.2 Nut References

9.4.2.3 Niit dOi tuong cé giao tiép

9.4.2.4 Niit d6i tuong khong co giao ti€p

9.5. Cau triic th muc cUa Ung dung

- Céc File cUa 1 chuong trinh C#
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BAI THU'C HANH CUA HOC VIEN
KV niing 1 : Trinh bay cic Uu di€m va nhuoc di€m cla ngon ngir

1ap trinh C#.

File Falder

Fil= Folder

Fil=e Falder

File Falder

Fil= Folder

File Falder

File Falder

MHeroFPhotoS naptfiewer. Files3 ico
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“Wizual CH Source file

MHET Marnaged Hezources File
File

Fil=
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“Wizual CH Source file
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“Wizual CH Source file
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“Wizual CH Source file
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Lam viéc theo nhém, tra cUu trén Internet, cic phuOng ti€n khac va trinh

bay béo cdo (t0i da khodng 2 trang).

KV ning 2 : Cai dat Visual Studio 2008.
Cai dat Visual Studio 2008 tU dia DVD
KV niing 3 : Tim céc thong tin lién quan vé C# : tinh niing cla phan

mem, cac phién ban

Lam viéc theo nhém.

Tim hi€u céc thong tin v& C# va s 1uong ngudi ding C# hién nay.

Céc tinh ning vuot trOi cla C# so v3i cdc ngdn nglt khic.

Céc phién ban C# hién nay da dugc Microsoft cong bo.

K€ tén mOt s6 Ung dung da ding ngon ng(r 1ap trinh C# ma céc ban biét.
KV ning 4 : Tim hi€u vé& cic chuong trinh C# mau

Liét ké va phan bi€t dugc cc thanh phan trong thu muc cUa Ung dung.
Cich t6 chlrc cla Cay Project, kham ph4 va tim hi€u céc nut.

CAU HOI ON TAP

Céu 1: Néu cic thanh phan chinh clia NET Framework.

Céu 2: Trinh bay sO d6 moi truOng .NET Framework.

Cau 3: Liét ké nhitng ddc di€m chinh cla NET Framework.
Cau 4: Liét ké cdc Ung dung dung C#.
Cau 5: Trinh bay cau tric chuong trinh C#.



BAI 2 : VAN PE I/O TRONG .NET

Ma bai MD35.1

Muc tiéu cUa bai:

- Trinh bay dugc khong gian tén I/O 4p dung cho cidc mang truyén d{r
liu.

- Liét ké céc thanh phan cUa khong tén System.]O.Streams c6 sU dung
lién quan dén mang.

- M6 ta dugc d0i tugng Streams.

- S dung khong tén System.IO d€ ghi va doc cdc d{f 1iéu 1én cic viing
1uu trr.

- SU dung khong tén System.IO d€ chuy€n tai d{ liéu, truy van d{r liéu
trén mang.

- Thuc hién céc thao tdc an toan vOi mdy tinh.
1. GiGi thiéu vé khong gian tén 10

Chuong nay dat nén tdng cho hdu nhu tat cd cic vi du mang
chlra trong cuOn sich nay. N€u khong c6 mOt ki€n thlc d€ 1am viéc NET vé xU
1y I/O c6 thé rat khé khin d€ thich Ung v&i cdc vi dU mi trong cubn sich nay véi
nhu cau riéng cla ban.

I/O 4p dung mang d{t liéu chuyén giao, ciing nhu tiét kiém va tai dia cUng
cUa ban mdy tinh cUa Sau dé chuong s€ mo ta 1am thé nio d€ thuc hi€én chuyén
mang; tuy nhién, chuong nly s€ dugc quan tim v&i cdc cd ban I/O hoat dOng
dugc phd bi€n dén ca hai loai chuyén. NUta dau cla chuong nay s€é chUng minh
1am thé€ nao d€ doc va ghi vao dia cling, bang cdch s& dung dong NET. Phan th(
hai cUa chuong nay phat tri€n khai niém dong bang cach chling minh 1am thé nao
d€ chuyén d6i doi tuong phlc tap, chang han nhu cdc truy van cd sG dif liéu
vao mOt dinh dang ma c6 thé dugc ghi vio mOt dong NET.

2. Streams

2.1. Ma héa dirliéu

Streams (LuOng dir li€u) 13 su trUu tUgng héa phuong thlc truyén dr
liéu (doc, ghi) , d0i v&i mOi loai thi€t bi khic nhau va trén cic mdi trudng
khdc nhau thi st dung cic loai stream khac nhau d€ doc ghi d(r liéu.

C6 hai loai Stream quan trOong: NetworkStream va FileStream
Network Stream: Dugc st dung d€ doc dit liéu trén mang
FileStream: Dugc dung d€ doc d{t li€u cuc b0 (vi du nhu tap tin trén dia)

C6 hai cach d€ sU dung Stream 1a “dung stream dOng bd” va ding “stream
bat dong b0”. Trong cich dung dOng bl thi cdc lubn (thread) tuong Ung cla



chuong trinh s& tam ngung dén khi Ung dung hoan thanh viéc doc d{f liéu hodc
c6 10i xay ra. Trong cach ding khong dOng b0 thi, cdc thread sé van chay song
song v&i qud trinh truyén d{ li€u, va khi qud trinh truyén dit li€u hoan tat hay cé
10i x3y ra thi d€u c6 trang thai tuong Ung duoc trd ve.

Vi du st dung Stream d€ doc tap tin:
Khai tao mOt d0 4n .NET m&i va thém vao:
- MOt Form dat tén 1a FormIO
- M6t File Open Dialog Control v&i tén 1a openFileDialog
- MOt TextBox vdi tén 1a tbResults, chon thuOc tinh Multiline = true

- Hai Button véi tén g0Qi 1a btnReadAsync va btnReadSync (btnReadAsync
s& thuc hi€én chUc niing doc tap tin theo cO ch€ khong dOng b, btnReadSync sé
thuc hi€én chUc niing doc tap tin theo co ché ddng bO)

S rormo =T

tbResults

btnReadSync btnReadASync

%] openFileDialog

Khai b4o thém Namespace ch(a cic 16p Stream
using System.IO;
Khai bdo cdc bi€n s dung trong chuong trinh:

tin

=am fs; // Khai bio ludng doc ghi t& i
ndi dung tip tin khi doc

fileContents; // Mang byte d& luu tr
llback callback; //

=
(b3

Khai bio phuong thlc d€ cap nhat cho TextBox



// 80 dung phuong thitc nay d& cidp nhit cho cic ddi tuong trong trudng
/4 hop bi tranh chap Thread ! (L&i : Cross—thread coperation not walid !)
static public void CapNhatControl (Control contreol, MethodInvoker code)
i
if (control.InvokeRequired)
i
control.BeginInvoke (code) ;
return;

H
control.Invoke (code) ;

Vi€t code x( 1y cho su kién click cUa Button readAsync

private woid btnReadAsync Click(object sender, Eventirgs e)
{
openFileDialog.ShowDialeg(); // Goi phuong thic ShowDizlog cia ddi
// tugng OpenFileDialog d& chon t&p tin cidn mé
// Tao méi ddi tugng AsyncCallBack d& s dung cho viéc doc ghi bit
// ddng bd va truyédn cho né phuong thic fs StateChanged aé
// né bidt trang thai khi doc tép tin
callback = new AsyncCallback(fs_StateChanged);
// Tac méi ddi tuong £s cla 1lép FileStream d& doc tip tin
fs = new FileStream(
openFileDialog.FileName, // Té&n tap tin dugc chon
FileMode.Open, // Chd 4% m& tip tin
FileAccess.Read, // ch& 48 doc
FileShare.Read, // Ch& 48 doc
4096, // Rich thudc khdi dit 1idu mdi 1in doc
true); // Dung co ché bit ddng bd
// Tao méi mang fileContents cd kich thudc bdng véi kich thudc cta tip tin
// cin doc
fileContents = new BEyte[fs.Length];
// Bit diu gua trinh doc tdp tin
fs.BeginEead (fileContents, 0, (int)fs.Length, callback, null):;
|

Viét code xUr 1y cho phuong thlc fs_StateChanged

// Phuong thitc nay dugc goli trong gqua trinh doc t3p tin
private woid fs StateChanged(IAsyncResult asyncResult)
{

if (asyncResult.IsCompleted) // N&u 43 doc h&t dir 1liédu

i
// Chuyén diay byte dit 1iéu doc dugc sang dang utff d& hién
// thi tidng Viét
string s = Encoding.UTF8.G&etString(fileContents) ;
// Cap nhit vaoc tbResults biang phuong thitc CapNhatControl
CapMhatControl (tbResults, delegate {
thResults.Text = s;
b
// Bong tap tin
fs.Close () ;
¥

Két qua :



=loi x|

[section texd]

proc CHEntry

hinst argd
resson argd
reserved argd

maw eax, TRUE
ret

lendproc

proc Say
content  argd
lapptite  argd

imvoke  MessageBaoxA, dword NULL, dword argvicontent), dword argwiapptitle), dword
ME_OK + MB_ICOMINFORMATION

xor €aX, 88X

ret

lendproc

btnReadSync | btnReadASync |

Viét code xU 1y cho niit I€nh readSync d€ doc tap tin theo cO ché dOng bo:

Vi doc dit 1iéu dOng bd nén né s€ lam ding toan bO hoat dOng clia bi€u mau
trong khi doc, vi vy d€ khac phuc tinh trang nay, c¢6 thé st dung Thread riéng
d€ doc. Khi st dung Thread thi phai khai bdo thém namespace Threading :

using System.Threading;

Phan code cho su ki€n click cUa btnReadSync

private woid btnReadSync Click(object sender, Eventhrgs e)
{
openFileDialog.ShowDialog(); // Hi&n hép thoal md tap tin
// Taoc méi thead nhin tham sd truyén vac 13 phuong thitc syncRead
Thread thdSyncRead = new Thread(new ThreadStart (syncRead));
/{ CTho chay thread
thdSyncRead.Start () ;

Phan code cho phuong thUc syncRead



public void syncRead()
{
try
{
fs = new FileStream|
openFileDialog.FileName,
FileMode.OpenOrCreate
)i
H
catch (Exception ex)
{

MessageBox.Show (ex.Message) ;

return;
}
// Di chuyén dén diu t&p tin cidn doc
fs.5eek (0, SeskOrigin.Begin);
// Tac méi mang dir 1idu cé kich thudc bing véi kich thudc cta tip tin

fileContents = new byte[fs.Length]:

// Boc tip tin

fs.Read(fileContents, 0, (int) fs.Length):

string s = Encoding.UTFS.GetString (fileContents) ;

CapNhatControl (tbResults, delegate {
tbResults.Text = s;

13N
fz.Close ()

}

2.2 Strdung StreamReader d€ doc tap tin Text

Tap tin dugc chia ra lam 2 loai, tap tin vin ban (TEXT) va tap tin nhi phan
(Binary). D€ doc tap tin viin ban ta s& dung 18p StreamReader:

Vi du:
Thém mOt Button vao FormIO dat tén 13 btnRead

bnRead | binReadSync | btnReadASync |

Viét code cho su kién click cUa btnRead:



private void btnRead Click(cbject sender, EventRrgs &)
{
openFileDialog = new OpenFileDialogl();
openFileDialog.ShowDialog () ;
fs = new FileStream(openFileDialog.FileName, FileMode.OpenOrCreate):
// EBhdi tao ddi tuong StreamReader d2 doc tap tin Text
StreamReader sr = new StreamReader (fs):
int lineCount = 0;
while (sr.ReadLine(} != null) // Poc ting ddéng
{
lineCount++;
}
fs.Close (),
MessageBox.Show ("There are " + lineCount +

lines in

+ openFileDialog.FileName) ;
}
Két qua:
el
tbResults

I x|

There are 29 lines in C:\asmx\demoswin32\DEMOS \demod. asm

[ oc |

binRead | binReadSync | binReadASync |

Vi du vé ghi tap tin s dung BinaryWriter d€ ghi tap tin nhi phan :

Thém mOt Button va dat tén 1a btnWrite :

binwite | binResd |  binReadSync | binReadASync

Vi€t code s 1y su kién Click cUa btnWrite



private woid btnWrite Cclick(object sender, Eventirgs e)
{ -
// Tao mdi 451 tugng Save Dialog
SaveFileDialog sfd = new SaveFileDialog():;
sfd.ShowDialog(); // Hidn thi hép theoai
// Tao m&i ddi tuong File Stream d& méd tdp tin theo ché dd tao méi
fs = new FileStream(sfd.FileNames, FileMode.CreateNew)
// Tao m&i ddi tuong BinaryWriter d2 ghi tdp tin nhi
BinaryWriter binaryWriter = new BinaryWriter (f£s);
// Ehai bic mang 1000 phin ti
int[] myRArray = new int[1000];
// Gan gla tri vao mang nay
for (int 1 = 0; 1 < 1000; i++)

hén

I(_‘j LT

{
myarray[i] = 1:
binaryWriter.Write (myArray[i]):; // ghi phan ti® nay vao tap tin
}
binaryWriter.Close () ;
}
Serialization

Quy trinh Serialization 12 quy trinh “déng g6i” c4c dOi tugng thanh dang ma
Stream trong .NET c6 th€ hi€u dugc, né gitp cho viéc truyén tai d{f liéu st dung
Stream duQc dé dang hon, nhu viéc truyén doi tugng qua mang hodc ghi xulng
dia. Quy trinh Deserialization 12 quy trinh nguoc 1ai, chuy&n d{ liéu thanh doi
tuong.

P& st dung Serialization can tham chi€u d€n namespace:

using System.BRuntime.Serialization.Formatters;
Va Add References cho no :

MET |COM | Projects | Browse | Recent |

Component Mame = |'v'ersic-n |Runtirne ;I
System, Deployment Z.0.0.0 vw2,0,507;
Swstem,Design 2.0.0.0 w2,0,507;
Swstem.DirectaryServices 2.0.0.0 wZ,0.507:
System, DirectoryServices,Protocols 2.0.0.0 w2,0,507;
System.Drawing 2.0.0.0 w2,0,507;
Syskern,Drawing, Design 2.0.0.0 vw2,0,507
Svstem.EnterpriseServices Z.0.0.0 vz, 0,507
System.Management 2.0.0.0 w2,0,507;
System.Messaging 2.0.0.0 w2,0,507;
System. Runtime. Remating Z2.0.0.0 vz, 0,507
System. Runtime., Serialization. Farmatters. Soap w2,0,507
Swstem. Security 2.0.0.0 v2.D.SU?:J
System.ServiceProcess 2.0.0.0 w2,0,507;
System, Transackions 2.0.0.0 vw2,0,507;
S}.Ifstem.Web I2.D.D.EI v2,0.507 "
1 3

oK | Cancel |
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'_a Solution ‘Network_Programming_IO" {1 project)
= E Metwork_Programming_IO

'=d| Properties
=S \_ References

-« System
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Vi du:

Tao mGi mOt bi€u mau va dat tén 1a FormSerialization, thém m&i mot Class
va dat tén 1a PurchaseOrder

Tao m&i cau tric dif liéu mau s& dung d€ Demo qud trinh Serialization:

public enum PurchaseOrderStates

{

ISSUED,
DELIVERED,
INVOICED,
PAID

}

[Serializable()]

public class Company

{

public string name;
public string address;
public string phone;

[Serializable()]
public class Lineltem // Mat hang



{
public string description; / Mo ta

public int quantity; / SO 1Ugng
public double cost; // Gia
}

[Serializable()]
public class PurchaseOrder // Dat hang
{
private PurchaseOrderStates _purchaseOrderStatus;
private DateTime _issuanceDate;
private DateTime _deliveryDate;
private DateTime _invoiceDate;
private DateTime _paymentDate;
public Company buyer;
public Company vendor;
public string reference;
public Lineltem[] items;

public PurchaseOrder()

{
_purchaseOrderStatus = PurchaseOrderStates. ISSUED;

_1issuanceDate = DateTime.Now;

}

public void recordDelivery()

{
if (_purchaseOrderStatus == PurchaseOrderStates.ISSUED)

{
_purchaseOrderStatus = PurchaseOrderStates. DELIVERED;

_deliveryDate = DateTime.Now;

}
}
}

Trong bi€u mau FormSerialization thém m&t Button va dat tén 1a btnSoap,
thém tham chi€u dén namespace.

using System.Runtime.Serialization.Formatters.Soap;

Viét code cho Button nay nhu sau:



private void btnScap Click(object sender, EventiZrgs e)

{

Company vendor = new Companvy{):

Company buyer = new Company():;

LineTtem goods = new Lineltem();
Purchase0rder po = new PurchaseOrder ()} ;
vendor.name = "ARcme Inc.";

buyer.name = "Wiley E. Coyote";
goods.description = "anti-RoadRunner cannon";

goods.guantity = 1;
goods.cost = 599.99;
po.items = new LineItem[1]:;
po.items[0] = goods;
po.buyer = buyer;

po.vendor = vendor;
SoapFormatter sf = new SocapFormatter();
FileStream fs = File.Create(". .M\ \po.xml");

sf.Serialize(fs, pol;
fs.Close () ;

DP0i vGi cdc dang Serialization khac chi can thay ddi tuong Formater tUong
Ung, hodc d6i v&i Xml thi c6 th€ s& dung XmlSerializer d€ thuc hién thao tic
Serialize va Deserialize, nhung chi y 12 XmlSerialize yéu cau phdi biét ki€u dit
liéu cla doi tugng trudc khi Serialize hodc Deserialize, nén phdi dung phuong
th(c GetType() cUa d0i tuong d€ 14y ki€u dir liéu trong lic khéi tao doi tuong
XmlSerialize.
// 8a dung ¥mlSerializer|
¥mlSerizlizer xmlSerializer = new ¥XmlSerizlirer (po.GetType()):

FileStream fs = File.Create("..\\po.xml"™):;
xmlSerializer.Serialize (fs, po);

BAI THUC HANH CUA HOC VIEN
Vi€t chuong trinh doc va ghi cic loai File
Budc 1 : Thiét k€ giao dién

FormSerialization

[ Soap Seralization ] [ Binamy Sernalization ] [ #hL Sernialization ]

[ Soap Dezenalization l [ Binary Desenialization ] [ ML Dezenalization ]

Budc 2 : Viét mi cho céc nit 1énh
private void btnSoap_Click(object sender, EventArgs e)

{

Company vendor = new Company();
Company buyer = new Company();



Lineltem goods = new Lineltem();
PurchaseOrder po = new PurchaseOrder();

vendor.name = "Acme Inc.";
buyer.name = "Wiley E. Coyote";
goods.description = "anti-RoadRunner cannon";
goods.quantity = 1;
goods.cost = 599.99;
po.items = new Lineltem[1];
po.items[0] = goods;
po.buyer = buyer;
po.vendor = vendor;
// SU dung Soap Formatter
SoapFormatter sf = new SoapFormatter();
FileStream fs = File.Create("..\\po.xml");
sf.Serialize(fs, po);
fs.Close();

}

private void btnDeSoap_Click(object sender, EventArgs e)
{
SoapFormatter sf = new SoapFormatter();
FileStream fs = File.OpenRead(". \\po.xml");
PurchaseOrder po = (PurchaseOrder)sf.Deserialize(fs);
fs.Close();
MessageBox.Show("Customer is " + po.buyer.name +
"\nVendor is " + po.vendor.name + ", phone is " +
po.vendor.phone +
"\nltem is " + po.items[0].description +
" has quantity " +
po.items[0].quantity. ToString() + ", has cost " +
po.items[0].cost. ToString(), "Soap Deserialization");

}

private void btnBinary_Click(object sender, EventArgs e)
{

Company vendor = new Company();

Company buyer = new Company();

Lineltem goods = new Lineltem();

PurchaseOrder po = new PurchaseOrder();

vendor.name = "Acme Inc.";

buyer.name = "Wiley E. Coyote";
goods.description = "anti-RoadRunner cannon";
goods.quantity = 1;

goods.cost = 599.99;

po.items = new Lineltem[1];

po.items[0] = goods;

po.buyer = buyer;

po.vendor = vendor;



// SU dung Binary Formatter
BinaryFormatter bf = new BinaryFormatter();
FileStream fs = File.Create("..\\po.xml");
bf.Serialize(fs, po);
fs.Close();

}

private void btnDeBinary_Click(object sender, EventArgs e)
{
BinaryFormatter bf = new BinaryFormatter();
FileStream fs = File.OpenRead("..\\po.xml");
PurchaseOrder po = (PurchaseOrder)bf.Deserialize(fs);
fs.Close();
MessageBox.Show("Customer is " + po.buyer.name +
"\nVendor is " + po.vendor.name + ", phone is " +
po.vendor.phone +
"\nltem is " + po.items[0].description +
" has quantity " +
po.items[0].quantity. ToString() + ", has cost " +
po.items[0].cost. ToString(), "Binary Deserialization");

}

private void btnXML_Click(object sender, EventArgs e)
{

Company vendor = new Company();

Company buyer = new Company();

Lineltem goods = new Lineltem();

PurchaseOrder po = new PurchaseOrder();

vendor.name = "Acme Inc.";

buyer.name = "Wiley E. Coyote";
goods.description = "anti-RoadRunner cannon";
goods.quantity = 1;

goods.cost = 599.99;

po.items = new Lineltem[1];

po.items[0] = goods;

po.buyer = buyer;

po.vendor = vendor;

// S& dung XmlSerializer

XmlSerializer xmlSerializer = new XmlSerializer(po.GetType());

FileStream fs = File.Create("..\\po.xml");
xmlSerializer.Serialize(fs, po);
fs.Close();

}

private void btnDeXML_Click(object sender, EventArgs e)
{

PurchaseOrder po = new PurchaseOrder();



XmlSerializer xmlSerializer = new XmlSerializer(po.GetType());
FileStream fs = File.OpenRead(".\\po.xml");
po = (PurchaseOrder)xmlSerializer.Deserialize(fs);
fs.Close();
MessageBox.Show("Customer is " + po.buyer.name +
"\nVendor is " + po.vendor.name + ", phone is " +
po.vendor.phone +
"\nltem is " + po.items[0].description +
" has quantity " +
po.items[0].quantity. ToString() + ", has cost " +
po.items[0].cost. ToString(), "Xml Deserialization");
}
Bai 2 : XUy File d0ng b0 va khong dOng bd
Budc 1 : Thiét k€ giao dién

Form SEE

[ Readésync ] [ ReadSync

Budc 2: Viét mi cho cic nit 1€nh
FileStream fs;

byte[] fileContents;

AsyncCallback callback;

delegate void InfoMessageDel(String info);

public Form1()
{
InitializeComponent();

}

private void btnReadAsync_Click(object sender, EventArgs e)
{
openFileDialog.ShowDialog();
callback = new AsyncCallback(fs_StateChanged);
fs = new FileStream(openFileDialog.FileName, FileMode.Open,
FileAccess.Read, FileShare.Read, 4096, true);
fileContents = new Byte[fs.Length];
fs.BeginRead(fileContents, 0, (int)fs.Length, callback, null);



private void fs_StateChanged(I AsyncResult asyncResult)
{
if (asyncResult.IsCompleted)

{
string s = Encoding.UTF8.GetString(fileContents);

InfoMessage(s);
//tbResults. Text = Encoding. UTF8.GetString(fileContents);

fs.Close();

}
}

public void InfoMessage(String info)

{
if (tbResults.InvokeRequired)

{
InfoMessageDel method = new InfoMessageDel(InfoMessage);
tbResults.Invoke(method, new object[] { info });
return;

}

tbResults. Text = info;

}

private void btnReadSync_Click(object sender, EventArgs e)

{
openFileDialog.ShowDialog();
Thread thdSyncRead = new Thread(new ThreadStart(syncRead));
thdSyncRead.Start();

}

public void syncRead()
{
//OpenFileDialog ofd = new OpenFileDialog();
/lofd.ShowDialog();
/lopenFileDialog.ShowDialog();
FileStream fs;
try
{
fs = new FileStream(openFileDialog.FileName, FileMode.OpenOrCreate);
}
catch (Exception ex)
{
MessageBox.Show(ex.Message);
return;
}
fs.Seek(0, SeekOrigin.Begin);
byte[] fileContents = new byte[fs.Length];



fs.Read(fileContents, 0, (int)fs.Length);
//tbResults.Text = Encoding. UTF8.GetString(fileContents);
string s = Encoding.UTF8.GetString(fileContents);

InfoMessage(s);
fs.Close();
}

CAU HOI ON TAP

Cau 1 : Néu khéi niém vé Stream.

Cau 3 : Néu phuong thUc truy€én dong b0 va bat dong b0 clla Stream

Cau 2 : Néu phuong thlc canRead(); canSeek(); canwrite();
BAI TAP

Vi€t chuong trinh thao tic v&i File giOng chuong trinh qudn 1y File cla
Norton Command (NC).

Vi€t chuong trinh soan thdo File gibng (Notepad) dGi vGi File dang
Text.



BAI 3 : LAM VIEC VOI SOCKETS

Ma bai: MD35-03
Muc tiéu cUa bai:
Mo td md hinh client/server;
M5 ta 18p Socket;
Trinh bay ché d6 1am viéc cUa socket & Clien va Server;
Vi€t c4c Ung dung trén mang dung Socket.
Thutc hién céc thao téc an toan vOi mdy tinh.
1. GiGi thi€u vé socket trong 1ap trinh mang

1.1. Dinh nghia

Socket 12 mOt giao dién lap trinh Ung dung (API-Application
Programming Interface). N6 dugc gidi thi€u 1an dau tién trong an ban
UNIX - BSD 4.2. dui dang cic ham hé théng theo cii phip ngdn nglt C
(socket(), bind(), connect(), send(), receive(), read(), write(), close() ,..). Ngay
nay, Socket duQc hé trg trong hdu hét cic hé di€éu hanh nhu MS
Windows, Linux va dugc sU dung trong nhi€u ngdn ng( 1ap trinh khic
nhau: nhu C, C++, Java, C# . . .

Socket cho phép thi€t 1ap cac kénh giao ti€p ma hai dau kénh dugc
d4anh dau bdi hai cOng (port). Thong qua cic cOng nay mOt qud trinh c6 thé
nhan va g&i d{r liéu vdi céc qua trinh khac.

i port i pott

Hinh 3.1. M6 hinh Socket

C6 hai ki€u socket:

1. Socket ki€u AF_UNIX chi cho phép giao ti€p gilta cdc qua trinh
trong ciing mOt may tinh

2.Socket ki€u AF_INET cho phép giao ti€p gilta cdc qu4 trinh trén
nhlng mdy tinh khéc nhau trén mang.




1.2. S6 hiéu cOng (Port Number) cUa socket

bé co thé thuc h1en cac culc giao tlep, mOt trong hai qua trinh pha1
cong b0 s6 hi€u cOng cUa socket ma minh sU dUHg MO0i c6ng glao t1ep the
hién mOt dia chi x4c dinh trong hé thOng Khi qua trinh duQc gan mOt sO
hi€u c6ng, n6 c6 th€ nhan dit 11eu gGi dén cOng ndy tU cdc qué trinh khdc.
Qud trinh con 1ai cling dugc yéu cau tao ra mOt socket.

Ngoai s6 hi€u cOng, hai bén giao tiép con phéi biét dia chi IP cUa
nhau. Dia chi IP gidp phan b1et mdy tinh nay vGi may tinh kia trén mang
TCP/IP. Trong khi sO hiéu cOng dung d€ phan biét cic qua trinh khic nhau
trén cung mOt mdy tinh.

Process B2 Process C
Process A Process E1

Tranzport protocal Transport protocol

Transpott protocol
MNetwatk protocol

Metwork diver

Host A Host B Host C

Hinh 3.2. COng trong Socket

Trong hinh trén, dia chi cla qud trinh B1 dugc xic dinh bang 2 thong
tin: (Host B, Port B1):

bia chi mdy tinh c6 thé 1a dja chi IP dang 203.162.36.149 hay la dia
chi theo dang tén mi€n nhu www.cit.ctu.edu.vn

SO hiéu cOng gan cho Socket phdi duy nhat trén pham vi mdy tinh
do, c6 gia tri trong khoang tlr 0 dén 65535 (16 bits). Trong do, cac cong tur
1 den 1023 dugc goi la cOng hé thOng dudc danh riéng cho cdc qua trinh
cla hé thong.

Céc cOng mac dinh cla 1 sO dich vu mang thong dung:

S6 hiéu cOng Qua trinh hé théng

7 Dich vu Echo

21 Dich vu FTP



http://www.cit.ctu.edu.vn/

23 Dich vu Telnet

25 Dich vu E-mail (SMTP)
80 Dich vu Web (HTTP)
110 Dich vu E-mail (POP)

1.3. Cdc ché dé giao tiép

Xét ki€n triic cUa hé thOng mang TCP/IP

Appheation Probaool 4 pplic atom Profoecl Process
_______________ _n_____.__.____._____.____.__._.__.____.__I_._.__.__._.___ Layer
""""""""" '1"""""""""""""""""""" s mmEmm s
TiZP DF Trarsport
( TrarsrvissionCortcl Proibood) (Tser Dtz Protocal) Layer
iz
(Letermet HNetarork
protoeal) Lawr
_________ I T
b 4
Hardwram Diat-tmk
Drterfaice Lamr

Hinh 3.3 B0 giao thlc
TCP/TP

Tang van chuyén gidp chuyén ti€p cic thong di€p gilta cdc chuong
trinh Ung dung v&i nhau. N6 c6 th€ hoat dOng theo hai ché do:

e Giao ti€p c6 ndi két, n€u st dung giao thlc TCP
» Hodc giao ti€p khong nbi két, n€u st dung giao thitc UDP

Socket la giao dién glu’a chuong trinh Lrng dung vOi tang van
chuyén. N6 cho phép ta chon giao thUc st dung G tang van chuyén 1a TCP
hay UDP cho chuong trinh Ung dung cUa minh.

Bang sau so sanh suU khéac biét gilra hai ché d0 giao ti€p c6 ndi két va
khong n0i két:

Ché do c6 noi két (TCP) Ché d6 khong ndi két (UDP)




*TOn tai kénh giao ti€p do gilta hai
bén giao ti€p

*D{I liéu dugc gdl di theo ché do

bdo dam: c6 klem tra 10i. truyén lai
o06i tin 10i ~hay mat, bdo ddm

th( tu dén cla cic g01 tin ...

eD{I li€u chinh xdc, TOc dO truyén
cham.

*Khong tOn tai kénh giao ti€p &o
glCl'a hai bén giao tlép

«D(t liéu dugc g6i di theo ché db
khong bao dam: Khong ki€m tra 10i,
khong phat hién khong

truyén lai g01 tin bj 16i hay mat,
khong bdo ddm th(r tu dén cla céc
gdi tin .

DU heu khong chinh xic, tOc d0
truy€n nhanh.

*Thich hQp cho céc Lrng dung can tOc
d0, khong can chlnh x4c cao: truyén
Am thanh, hinh anh .

2. Tao Ung dung don gidn “hello world”

M6 hinh Client-Server s& dung Socket & ché d0 khong ndi két

(UDP)

2.1. Viét duéi dang don gian UDP client

Yéu cau: Vi€t chuong trinh phia client cho phép géi mdt thong diép

dén may chU bat ky.

Hudbng dan: MG Visual Studio .NET, tao mOt Project m&i, chon Visual
C# projects, va sau dé6 chon Windows Application. Dat tén 1a “UDP Client” va

nhan OK.
Thié€t k€ form cho chuong trinh

nhU hinh sau. Dat tén cho nit button 1a

button1 va hOp vin ban textbox 1a tbHost.

85 UDP Client

BE]

Remote Host: |

Send UDP Data |

Hinh 3.4 Giao dién UDP Client

Kich chOn nut button va gdo doan

1énh sau:

private void buttonl_Click(object sender, System.EventArgs e)

{

UdpClient udpClient = new UdpClient();
udpClient.Connect(tbHost. Text, 8080);
Byte[] sendBytes = Encoding. ASCIL.GetBytes("Hello

World?");

udpClient.Send(sendBytes, sendBytes.Length);




}

Can b0 sung cic namespace sau vao trong chuong trinh
using System.Net;

using System.Net.Sockets;
using System.Text;

using System.IO;
Nhan F5 d€ thuc thi chuong trinh, ta c6 k€t qud nhu hinh 3.5
2.2. Viét dudi dang don gidn UDP server

Yéu cau: Vi€t chuong trinh phia server d€ nhdn va hién thj thong
di€ép dugc gdi tGi tur chuong trinh UDP client & trén.
Hudng dan: Tao mOt C# project v3i giao dién nhu sau

vlnl:' UDP Server E]W

Localhozt:Hello World?

Hinh 3.5 Giao dién UDP Server
Dat tén cho list box 1a IbConnections.
O day, ching ta bat du xay dung hai ludng (thread) cho chuong
trinh.
DPau tién 1a lubng quan ly d{t liéu dugc gdi dén, mi ngudn chuong
trinh nhU sau:

public void serverThread()

{

UdpClient udpClient = new UdpClient(8080);
while(true)
{

IPEndPoint RemotelpEndPoint = new
IPEndPoint(IPAddress.Any,0);

Byte[] receiveBytes = udpClient.Receive(ref
RemotelpEndPoint);

string returnData = Encoding. ASCIL.GetString(receiveBytes);
IbConnections.Items.Add(RemoteIlpEndPoint. Address. ToString

() +":" + returnData.ToString()



)
}

}
Viét code cho su kién Form load

private void Form1_Load(object sender, System.EventArgs e){
Thread thdUDPServer = new

Thread(new

ThreadStart(serverThread));

thdUDPServer.Start();

}

Thuc thi chuong trinh: PE ki€m tra k€t qud cla chuong trinh, cai
dat hai chuong trinh UDP client va UDP server trén hai mdy khdc nhau cé
két n6i mang. Trén chuong trinh UDP client nhap vao dia chi IP cUa
server. Sau khi bam nit gdi, k€t qud sé& dugc hién thi trén chuong trinh
UDP server.

3. Dung giao thitc TCP/IP dé chuyén files

Céc giai doan xay dung mo hinh Client-Server s&r dung Socket &
ch€ dd c6 ndi két (TCP)
Giai doan 1: Server tao Socket, gan sO hi€u cOng va 1ang nghe yéu
cau n0i két.

» socket(): Server yéu cau tao mOt socket d€ c6 thé s dung
cac dich vu cla téng van chuyén
bind(): Server yéu cau gan sO hiéu 00ng (port) cho socket.
hsten() Server lang nghe cdc yéu cau ndi k€t tU cdc client trén
cOng da dugc gan.

Server san sang phuc vu Client.

Giai doan 2: Client tao Socket, yéu cau thi€t 1ap mot nOi két vGi
Server.



» socket(): Client yéu cau tao mOt socket dé€ c6 thé s dung céc
dich vu cUa tang van chuy&n, thong thudng hé thOng tu dOng
gan mOt sO hiéu cOng con rdnh cho socket cUa Client.

 connect(): Client g&i yéu cau n0Oi k€t dén server c6 dia chi IP va

Port xdc dinh.

e accept(): Server chdp nhan ndi két cla client, khi d6 moOt
kénh giao ti€p do dudgc hinh thanh, Client va server cé thé trao
dGi thong tin v&i nhau thong qua kénh do nay.

Giai doan 3: Trao dGi thong tin gilra Client va Server.

e Sau khi chdp nhdn yéu cau nbi két, thong thuOng server thuc
hién 1énh read() va ngh&n cho dén khi c¢6 thong diép yéu cau
(Request Message) tU client g&i dén.

 Server phan tich va thuc thi yéu cau. K€t qua sé dugc gbi vé
client bang 1€nh write().

e Sau khi g0i yéu cau bang 1énh write(), client chG nhan thong

diép két qua )

(ReplyMessage) tU server bang 1€nh read().

Trong giai doan nay, viéc trao dGi thong tin gilta Client va Server phai
tuan thU giao thUc cUa Ung dung (Dang thUc va y nghia cUa cdc thong
diép, qui tdc bat tay, dong bd héa,... ). Thong thudng Client sé 1a ngUdi
gGi yéu cau dén Server trudc.



Néu ching ta phét trién u'ng dung theo cic Protocol da dlnh nghla
san, ching ta pha1 tham khao va tuan thu dung nhlng qui dinh cUa giao
th(fc. Ban c6 thé tim doc mé ta chi ti€t clia cac Protocol da dugc chudn héa
trong cdc tai li€u RFC (Request For Comments) Nguagc lai, néu chung ta
phét trién moOt u‘ng dung Client-Server riéng cUa minh, thi cong viéc dau
tién chiing ta phdi thuc hi€n la di xay dung Protocol cho Ung dung.

Giai doan 4: K&t thiic phién lam viéc.

 Céc cau 1énh read(), write() c¢6 thé dugc thuc hién nhi€u l1an
(ky h1eu bang hinh ellipse).
« Kénh 3o sé bi x6a khi Server hodc Client déng socket bang 1énh

close().

Nhu vay toan b0 ti€n trinh dién ra nhu sau:




Chuong trinh Ung dung truyén file qua mang Ung dung giao thlc
TCP/IP sé& dugc trinh bay trong phan bai tap.
4. GO roi trong lap trinh mang

K&t n6i mang c6 th€ bi ngat do c6 Ung dung khic da chi€m dung cbng
ma chiing ta mu6n s dung. Do d6 phuong thUc Connect hodc Listen khong
phai bao gi¥ ciing dugc thuc hién thanh cong. Do d6, st dung cau tric bat 16
try/catch trong 1ap trinh mang 1a can thiét.

Vidu:

try
{

serverSocket.Bind(ipepServer);
serverSocket.Listen(-1);

}
catch(SocketException e)

{
MessageBox.Show(e.Message);

}

catch(Exception e)
{MessageBox.Show(e.Message); Application.Exit();

}

Application.Exit()

End try

Van dé nita hay gdp trong cdc Ung dung mang la khd ning m& rOng.
Pay 13 khd niing ddp Ung cla Ung dung vGi sO 1uong két ndi 16n trong cling
mOt thdi di€m. PE th( nghi€m, chiing ta c6 th€ kich chult nhi€u 1an vio nit
Connect hodc Send trén Ung dung client d€ xem chudng trinh c6 thé bi dlng
do hét b0 nhd, ngat gilta chimg, rét két nbi hay van hoat dOng t6t. PE phit
hién ra 16i cUa nhitng Ung dung mang da lubng, chiing ta st dung 1Gp System.
Diagnostics.Trace, hodc 1a cau 1énh Console.WriteLine & phuOng thUc vao
hoac thodt clla chuong trinh.

PGi v&i cac Ung dung mang cé giao ti€p vGi mOt Ung dung dugc phan
phOi bdi hiang th(r 3, viéc ki€m tra 16i gilra client va server trd nén khé khin
hon, ddc biét khi ma giao thlc va cOng két ndi khong dudc ti€t 10 hodc dudgc
mo td day dU. Trong truOng hop nay, viéc trudc tién chiing ta can phai 1am 1a
ki€m tra xem nh{ing cOng nio dang hoat ddng. Cong cu hitu ich d€ lam viéc
nay 13 netstat. D€ m& netstat, chiing ta g6 netstat vao trong ddu nhac 1énh hodc
vao run. Xem hinh sau



B C:\WINDOWS\System32\cmd.exe =) i]
B

Netstat liét ké tat cd cdc k€t nOi vao/ra trén mdy tinh tai thOi di€ém hién
tai cOng v&i sO cOng tuong Ung. Dung phudng phdp dOi chi€u khi chay va
tac chuong trinh d€ tim ra c6ng ma chuong trinh st dung. Vi€c xdc dinh cOng
cUa Ung dung 13 budc dau tién d€ can thi€p vao trong giao thlic, d€ phan tich
tUng bit va byte duoc gdi qua lai gilta hai Ung dung chiing ta can st dung céc
cong cU phan tich khac vi du Trace Plus ( www.sstinc.com).

5. Muc Socket trong NET

L&p quan trong nhat trong 1ap trinh mang véi .NET 1a 18p socket. L&p
socket c6 thé dugc st dung cho giao thlic TCP/IP hodc UDP cho cd client va
server.

Khong gian tén cUa 10p Sockets: System.Net.Sockets
Khai bso 18p socket:

public class Socket : IDisposable

Vi du sau ddy minh hoa Ung dung server s& dung 19p socket.Ung dung
server cho phép lang nghe cic két nOi gbi dén server qua cOng 8080.

Doan ma chuOng trinh

private void btnListen_Click(object sender, System.EventArgs e)

{
int bytesReceived = 0; byte[] recv =

new byte[1]; Socket clientSocket;
Socket listenerSocket = new
Socket( AddressFamily.InterNetwork,
SocketType.Stream, Protocol Type.Tcp
);
[PHostEntry IPHost = Dns.GetHostByName(Dns.GetHostName());
IPEndPoint ipepServer = new
IPEndPoint(IPHost. AddressList[0],8080);
listenerSocket.Bind(ipepServer);
listenerSocket.Listen(-1);


http://msdn.microsoft.com/en-us/library/system.net.sockets.aspx

clientSocket = listenerSocket.Accept();
if (clientSocket.Connected)

{
do

{

bytesReceived = clientSocket.Receive(recv);
tbStatus.Text += Encoding. ASCIIL. GetString(recv);
}

while (bytesReceived!=0);
}
}

BAI THUC HANH CUA HOC VIEN
Bai 1 : Viét chuong trinh cho phép g@i file qua mang s dung giao thic
TCP/TP.

- Thoi gian: 04 gio

HUONG DAN THUC HIEN BAI TAP UNG DUNG

1. Viét Ung dung gdi file trén mdy client: TCP Simple Client
1.1 Thi€t k& giao dién nhu sau

8L/ TCP Simple Client g@‘

File: I Browse |
Server | Send |

1.2 Viét code cho céc su kién sau
Khi nguoi ding kich button Browse chi d€n duOng dan file can goi
Khi ngu0i dung kich vao button Send, gdi file:
+ Nap file can gdi viao b0 dém
+ Tao mOt két n6i TCP/IP va g6i file
2. Viét Ung dung gdi file trén mdy client: TCP Simple Client
2.1 Thiét k€ giao dién nhu sau
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My IP address is:

IbConnections

2.2 Viét code
Lang nghe két nGi tU client
Luu file dugc g&i 1én server tai dia chi c:\\my documents\
\upload.txt
- ThOi gian thUc hién bai tap vUQt qud 5% thOi gian cho phép s€ khong
dugQc danh gid.
- Thi sinh phdi tuyét d0i tudn thU cdc qui dinh an toan lao ddng, cdc qui
dinh cla xUdng thuc tap, néu vi pham s€ bi dinh chi thi.
Bai 2 : Vi€t chuong Chat gi(ta 2 may tinh ding UDP va TCP
Cach 1 : Dung UDP
Budc 1 : Thiét k€ giao dién cho Client

Formi EEE

Théng s8 mang
Nhan tin

| =
Cac tin d3 gdi

Cac tin nhan dudc

K&t ndi ] [ Thodt

Budc 2 : Viét mi
//Cho nit két nOi
private void btnKetNoi_Click(object sender, EventArgs e)

{



_localPort = this.txtLocalPort. Text;
_remotePort = this.txtPort. Text;
_applications = new UdpClient(int.Parse(_localPort));
_thread = new Thread(Explore);
_thread.Start();
this.btnGoi.Click += btnGoiClick;
this.btnGoi.Enabled = true;
this.btnKetNoi.Enabled = false;
txtIP.ReadOnly = txtLocalPort.ReadOnly =txtPort.ReadOnly = true;

}

//Cho niit g6i d(r liéu di
public partial class Form1 : Form
{

string _localPort = "10";

string _remotePort = "1000";

UdpClient _applications = new UdpClient();

Thread _thread;

bool _exit = false;

delegate void ClearCacheReceivedData(string Data, string RemoteHost);

public Form1()

{

InitializeComponent();

}

//Khi an Enter vao trong o Chat
private void txtChat_KeyDown(object sender, KeyEventArgs e)
{
if (e.KeyValue==13)
{
IstSent.Items.Add(txtChat. Text);

}

}

//ThU tuc gdi tin nhan
private void btnGoiClick(object sender, EventArgs e)
{
[PAddress ip;
//Ki€m tra xem IP nhdp d€ Chat c6 phit hgp hay khong
if (TPAddress.TryParse(txtIP.Text, out ip))
MessageBox.Show("Hay nhap chinh x4c IP nhan",
"Thong bdo", MessageBoxButtons.OK, MessageBoxIcon.Error);
else
{ 2 ~ A -
//GGi dU li€u dén mdy Chat
SentData();
//Ghi d{t liéu vira Chat vao muUc tin nhan da goi
IstSent.Items.Insert(0, txtChat.Text);
txtChat.Clear();



private void SentData()
{
//DGi chubi can g6i qua mang Byte
byte[] msg;
msg = System.Text.Encoding. UTF8.GetBytes(txtChat. Text);
//SU dung phuong thiic Send clia UDP d€ gdi dit liéu
_applications.Send(msg, msg.Length, txtIP.Text,int.Parse(_remotePort));

}

private void ReceivedData(string Data, string RemoteHost)

{
if (IstReceived.InvokeRequired)

{
ClearCacheReceivedData clearCacheReceivedData = new
ClearCacheReceivedData(ReceivedData);
IstReceived.Invoke(clearCacheReceivedData, new object[] {Data,
RemoteHost });
return;
}
string msg ="";
msg = "(Ngu_0i gUi: " + RemoteHost + ")" + Data;
IstReceived.Items.Insert(0, msg);

}

private void Explore()
{
[PAddress ip;
byte[] msg;
string str ="";
//1ay danh sich IP cUa Ung dung & Card dau tién
ip = Dns.GetHostEntry(_remotePort). AddressList[0];

[PEndPoint ep = new [PEndPoint(ip, Convert.Tolnt16(_remotePort));
while (_exit == false)
{
Application.DoEvents();
//néu UDP dang hoat dOng
if (_applications.Available > 0)
{
msg = _applications.Receive(ref ep);
str = System.Text.Encoding. UTF8.GetString(msg);
ReceivedData(str, ep.Address. ToString());
}
}
}
Cach 2 : Dung TCP
Budc 1 : Thiét ké giao dién cho Client, Server

Client Server




Chat Client

Server IP:  [127.0.0.1 |

Uszer Mame: |Client | Connect

Chat Server

9](=)[c3;

P &ddress: ‘12?.0.0.1

H Start Listening I

Budc 2 : Vi€t mi

Cho Client

//Khai bao thém cac khong gian tén
using System.Net;

using System.Net.Sockets;

using System.1O;

using System.Threading;

//K&t nbi dén Server

private void btnConnect_Click(object sender, EventArgs e)

{

// n€u chua két n6i & thdi di€m hién tai thi doi dé két noi

if (Connected == false)
{

// GOi thU tuc cai dat két ndi
InitializeConnection();

}
// n€u di két nGi rdi thi ngat két ndi
else

{

//GOi thU tuc déng két nbi

CloseConnection("Disconnected at user's request.");

}
}

// Will hold the user name

private string UserName = "Unknown";
//Bién g&i dit1iéu

private StreamWriter swSender;

//Bién ghi dit 1iéu

private StreamReader srReceiver;
//Dbi tugng TcpClient

private TcpClient tcpServer;

/I Needed to update the form with messages from another thread

private delegate void UpdateLLogCallback(string strMessage);




// Needed to set the form to a "disconnected" state from another thread
private delegate void CloseConnectionCallback(string strReason);
private Thread thrMessaging;

//Bién IP Address

private [IPAddress ipAddr;

//Trang thdi két n6i

private bool Connected;

public Form1()

{
// On application exit, don't forget to disconnect first
Application.ApplicationExit += new EventHandler(OnApplicationExit);
InitializeComponent();

}

// ' The event handler for application exit
public void OnApplicationExit(object sender, EventArgs e)
{

if (Connected == true)
{
/! Closes the connections, streams, etc.
Connected = false;
swSender.Close();
srReceiver.Close();
tcpServer.Close();

}

7} 4 4

//Thu tuc két nbi

private void InitializeConnection()

{
// Ki€ém tra dia chi IP cUa hOp Textbox
ipAddr = IPAddress.Parse(txtlp.Text);
// Tao m&i 1 TCP dé€ két n6i v4i Chat server
tecpServer = new TcpClient();
tcpServer.Connect(ipAddr, 1986);
// Ngan trang thai k&t ni dugc r0i 1a true
Connected = true;
// Gan tén ngudi ding
UserName = txtUser.Text;

// Péng va kich hoat cdc trudng
txtlp.Enabled = false;
txtUser.Enabled = false;
txtMessage.Enabled = true;
btnSend.Enabled = true;
btnConnect.Text = "Disconnect”;

// G&i tén ngudi diing dén Server
swSender = new StreamWriter(tcpServer.GetStream());



swSender.WriteLine(txtUser. Text);
swSender.Flush();

// Bat dau tién trinh d€ nhén cic tin nhan va trang thai ndi két
thrMessaging = new Thread(new ThreadStart(ReceiveMessages));
thrMessaging.Start();

}

//ThQ tuc nhan tin nhan
private void ReceiveMessages()
{
// Nhan thong tin tU Server
srReceiver = new StreamReader(tcpServer.GetStream());
// N&u ki tu dau tién cUa chubi nhan dudgc 1a 1 thi k€t ndi thanh cong
string ConResponse = srReceiver.ReadLine();
/1 If the first character is a 1, connection was successful
if (ConResponse[0] =="'1")
{
// Update the form to tell it we are now connected
this.Invoke(new UpdateLLogCallback(this.UpdateLog), new object[] { "Connected
Successfully!" });
}

else // If the first character is not a 1 (probably a 0), the connection was unsuccessful
{
string Reason = "Not Connected: ";
// Extract the reason out of the response message. The reason starts at the 3rd
character
Reason += ConResponse.Substring(2, ConResponse.Length - 2);
// Update the form with the reason why we couldn't connect
this.Invoke(new CloseConnectionCallback(this.CloseConnection), new object[]
{ Reason });
// Exit the method
return;
}
/l While we are successfully connected, read incoming lines from the server
while (Connected)
{
// Viét cac d{f li€u nhan dugc tUr Server vao txtlog
this.Invoke(new Updatel.ogCallback(this.UpdateLL.og), new object[]
{ srReceiver.ReadLine() });
}
}

// ' This method is called from a different thread in order to update the log TextBox
private void UpdateLog(string strMessage)
{
/I Append text also scrolls the TextBox to the bottom each time
txtLog.AppendText(strMessage + "\r\n");

}



// ThU tuc déng k&t ndi hién tai

private void CloseConnection(string Reason)

{
// Xem 1y do tai sao k€t ndi bi dUng
txtLog.AppendText(Reason + "\r\n");
// Kich hoat hodc déng cic di€u khién
txtlp.Enabled = true;
txtUser.Enabled = true;
txtMessage.Enabled = false;
btnSend.Enabled = false;
btnConnect.Text = "Connect";

// Béng cac dOi tuong
Connected = false;
swSender.Close();
srReceiver.Close();
tcpServer.Close();

}

// G@&i tin nhan dén server
private void SendMessage()

{
if (txtMessage.Lines.Length >=1)

{
swSender.WriteLine(txtMessage.Text);
swSender.Flush();
txtMessage.Lines = null;

}

txtMessage.Text = "";

}

// Khi muOn gi tin nhan thi n vio niit send d€ gGi
private void btnSend_Click(object sender, EventArgs e)
{

SendMessage();

}

// But we also want to send the message once Enter is pressed
private void txtMessage_KeyPress(object sender, KeyPressEventArgs e)
{

/I If the key is Enter

if (e.KeyChar == (char)13)

{

SendMessage();

}

}

Code cho Server
//Lang nghe két n6i
private void btnListen_Click(object sender, EventArgs e)



// Ki€m tra IP cUa server & TextBox

[PAddress ipAddr = [IPAddress.Parse(txtlp.Text);

// Tao 1 d0i tugng mdi clia ChatServer

ChatServer mainServer = new ChatServer(ipAddr);

// Hook the StatusChanged event handler to mainServer_StatusChanged

ChatServer.StatusChanged += new
StatusChangedEventHandler(mainServer_StatusChanged);

// 1ang nghe két nbi

mainServer.StartListening();

// th€ hién 1ang nghe cic k&t ndi

txtLog.AppendText("Monitoring for connections...\r\n");

}

public void mainServer_StatusChanged(object sender, StatusChangedEventArgs e)

{
// Goi phuong thUc cap nhat cla Form

this.Invoke(new UpdateStatusCallback(this.UpdateStatus), new object[]
{ e.EventMessage });

}

private void UpdateStatus(string strMessage)

{

// Cap nhét céc tin nhan vao txtLog
txtLog.AppendText(strMessage + "\r\n");

}

CAU HOI ON TAP
Cau 1 : Néu khai niém vé 1ap trinh Socket ?
Cau 2 : Néu khdi niém vé& IP va Port trong 1ap trinh mang

Cau 3 : Néu mOt sO Ung dung va qui dinh doi vGi Port ?
Cau 4 : Néu cdc dac trung c0 ban (Khdi ni€m, cdc thuQc tinh va phuong thirkc)

cla 16p IPAddress?

Cau 5 : Néu cdc dac trung c0 ban (Kh4i ni€m, cic thuQc tinh va phuong thic)
cUa 16p IPEndPoint?

Cau 6 : Néu cdc dac trung c0 ban (Khai ni€m, c4c thulc tinh va phuong thirc)
cUa 16p IPHostEntry?

Cau 7 : Néu cic dac trung c0 ban (Khai ni€m, c4c thulc tinh va phuong thirc)
cla 16p DNS?

Cau 8 : Néu cdc dac trung cd ban (Khai ni€m, céc thudc tinh va phudng thUc)
cUa 16p UDPClient?

Cau 9 : Néu trinh tu két n6i cla L&p UDPClient? (Phia Server va Client)
Cau 10 : Néu cdc dac trung c¢0 ban (Khai ni€m, céc thuQc tinh va phuong
thUrc) cla 16p TCPClient?



Cau 11 : Néu trinh tu két n6i cla LOp TCPClient? (Phia Server va Client)

Cau 12 : Néu céc dac trung cO ban (Khdi niém, c4c thuOc tinh va phuong
thlc) cla 18p TCPListener?

Cau 13 : Néu cdc dac trung c¢d ban (Khai ni€m, céc thuQc tinh va phuong
thuc) cla 18p TCPListener?

Cau 14 : So sanh gi(ra hai giao thUic TCP va UDP trong lap trinh mang.

BAI TAP
Bai 1: Vi€t chuong trinh Sever gidi ddp tén mi€én. N€u may khach gl tén may
thi sever s& g&i v€ dia chi IP (danh sdch nay tU tao ra — khodn 3 cap d€ minh
hoa).
Bai 2: viét chuong trinh UDP (Ung dung A) dat trén mOt mdy thuc hién céc
cong viéc sau, khi mOt Ung dung B gl 1 ki€u chubi ti€ng Anh thi Ung dung
A s& gUi trd 1ai nghia tiéng Viét tuong Ung. N€u tU nay khong c6 trong tlr
di€n (chi c6 3 tr Computer,Ram,HDD)thi Ung dung A cho nguGi dung biét tUr
nay khdng c6 trong tU dién.
Bai 3: Viét chuong trinh Client/Sever trong d6 khi Client di chuy&n chu0t thi
sever ciling di chuyén theo.
Bai 4: Viét Chuong trinh Client/Server khi Client gUi “Shutdown”,”Restast”
thi Sever kh@i dOng hodc tat may tuong Ung

Bai 5: Vi€t chuong trinh Chat gi(ta cdc mdy tinh ?



BAI 4 : KET NOI VOI WEB SERVER
Ma bai : Mb35.4

Muc tiéu cUa bai:

- Trinh bay dugc cach 1ap trinh st dung cic Giao thUc d€ truy cap vGi
mdy chU Web (Web Server).

- Xay dung c4c Ung dung lam viéc v6éi mdy chU Web (WebServer).

- Thuc hién céc thao tic an toan v3i may tinh.
1. Gi6i thiéu vé HTTP

Pay 1a chuong hudng dan cich 1ay dir liéu t&r WEB va st dung
vao muc dich khac trong Ung dung cUa riéng ban. Nhu di dé cap trong
Chuong 1, cc trang web dugc 1uu trt trén mdy tinh chay phan mém may chl
web nhu Microsoft Internet Information Services (IIS) hoac Apache. Giao thUc
truy€n siéu vin ban (HTTP) dugc st dung d€ giao ti€p vGi cdc Ung dung va
13y céc trang web.

C6 nhi€u 1y do tai sao mOt Ung dung c6 thé tuong tic v4i mOt trang
web Web, nhU sau:

+ Ki€m tra cdc ban cap nhat va tai vé cic ban v4 16i va ning cap.

+ Lay thong tin vé d{r 1iéu ma thay ddi tU gi0 nay sang gi0 khac (vi du
nhU Chia s€ cdc gid tri, ty 1& chuy€n d0i ti€én t&, thoi tiét)

+ Ty dbng truy van d{r liéu tU cdc dich vu do bén th( ba (vi du nhu
Zip code tra cUu, thu muc dién thoai, dich vu dich thuat ngdn ng(r)

+ Xay dung mOt cong cU tim ki€m.

+ Cache céc trang web d€ truy cap nhanh hon hodc hoat ddng nhu mOt
chU proxy.

NUa dau cla chuong nay mo ta lam thé nao d€ gUi va nhan d{ liu
dén cdc mdy chl web. Di€u nay bao gdm mot vi du vé lam th€ nao d€ thao
tac cac d{t li€u HTML nhan dugc t& mdy chl web. Chuong nay dugc ky két
vGi mOt thuc hién mOt mdy chU web tiy chinh, ma c6 th€ dugc s dung thay
vi IIS.

Data mining

Khai thac d( 1iéu 12 mOt Ung dung tdi mOt trang web va céc chi€t xudt
thong tin cu thé tUr né s€ tu dOng. N6 thuOng dé cap dén viéc thu hoi sO
lugng 16n d{F liéu tUr c4c trang web ma khong bao giG duoc thi€t ké d€ doc tu
dOng.

MOt Ung dung mau c6 thé 1a mot hudng dan chuong trinh truy€n hinh ma c6
th€ tdi vé thong tin 1ap k€ hoach tU cdc trang web Web TV va luu tr( né
trong mOt cO s3 dit liéu d€ tham khdo nhanh.

Luu §: Ban nén ludn luon ki€m tra v&i qudn tri trang web cho du ho
cho phép khai thac dit liéu trén céc trang web cla ho bdi vi né c6 thé€ vi pham
quy€n tdc gid hodc dat tdi qua nhi€u trén cic may chl cla ho. Khong dugc
phép khai thic dit liéu c6 th€ dan dén mot quan tri vién Web chan dia chi IP
cUa ban hodc té hon!



DE trich xudt d{ liéu hitu ich t&r HTML nay, ban sé can phdi dugc
lam quen vGi ngdn nglt va gidi viéc nhan cic mau clla HTML c6 chlfa cac dit
liéu can thiét, tuy nhién, mOt sO sdn phdm tOt thuong mai hd trg cdc nha
phit tri€n v&i khai thac d{t li€u tUr trang HTML, va gidi phdp khong phdi ludn
ludn 1a y tudng tOt nhat.

2. HTTP

HTTP hoat dOng trén TCP / IP port 80 va dugc md td dUt khodt trong
RFC 2616. Giao thUc 1a kh4d don gidn. Khich hang s& m& cOng TCP 80
d€ mOt mdy chl, khach hang s€ gli mOt yéu cdu HTTP, mdy chu s€ gUi lai
mOt phdn Ung HTTP, va mdy chU déng két n6i TCP.
2.1. Yéu c@u trong HTTP

Dang don gidn nhat nhu sau:
GET/
<enter><enter>

V&i mOt sO server can phdi xac nhan DNS Name trong 1€nh GET

Yéu cau nay s€ hudng dan cic may chU d€ trd 1ai trang Web mac dinh,
tuy nhién, cic yéu cadu HTTP néi chung 1a phic tap hon, chang han nhu sau:

GET /HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg,

application/vnd.ms-powerpoint, application/vnd.ms-excel,

application/msword, */*

Accept-Language: en-gb

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT

5.1; NET CLR 1.0.3705)

Host: 127.0.0.1:90

Connection: Keep-Alive

Nay cho mOt vai diéu vé Client, chdng han nhu loai cUa
trinh duyét va nhiing gi sap x€p d{r liéu trinh duyét c6 th€ lam cho cic mdy
chu.

Bang 4.1 cho thdy mét danh sach day du céc tiéu chudn yéu cau HTTP tiéu dé
nhu sau:

HTTP header |Y nghia

Accept Pugc st dung d€ x4c dinh cdc phuong ti€n truyén thong
(MIME) céc loai c6 th€ chdp nhan dugc cho phdn Ung.
Cic loai * / * cho tat cd céc loai phuong ti€n truyén
thong va type / * cho tat cd cdc phan nhém cUa loai doé.
Trong vi du trén, application / msword chi ra rang trinh
duyé&t c6 th€ hién thi cic tai liéu Word.

Accept-Charset buogc st dung d€ xé4c dinh cic bd ky tu dugc chap nhan




trong phdn Ung. Trong truOng hgp mot sO van dé cla
khiach  hang  Accept-Charset:  1s0-8859-5,  duQc
servershould biét rang khach hang khong c6 thé 1am cho
Nhat Ban (Unicode) ky tu.

Accept-Encoding

Puogc st dung d€ xdc dinh n€u khich hang c6 thé xU ly
cac d{t li€u nén. Trong vi dU trén, trinh duyét c6 kha ning
gidi thich GZIP nén d{ liéu.

Accept-Language

DPudgc st dung d€ chi ra tuy chon ngon nglt clla ngudi st
dung. Pi€u nay c6 thé dugc st dung d€ udc tinh vi tr
dia 1y cUa mOt khach hang; en-gb trong vi dU trén c6 thé
cho thdy rang khach hang 13 tr Vuong qubc Anh.

Authorization buogc st dung d€ cung cap chiing thuc gilta khach hang
va
mdy chU. Tham khdo RFC 2617

Host M4y chU cho biét dia chi IP cla mdy chU du dinh g6 vao

khéach hang. Di€u nay c6 thé khac vdi dia chi IP dich thuc
t€ néu yéu cau phdi di qua mlt proxy. Dia chi host
127.0.0. 1:90 trong vi du trén cho thdy rang cic khich
hang trén cing mOt mdy tinh nhU may chl, dugc chay
trén cGng 90.

If-Modified-Since

Chi ra rang trang khoéng dugc trd lai néu né da
khong dugc thay d6i k€ tU mOt ngay nhat dinh. Pi€u nay
cho phép mOt cO ché bd nh& dém d€ lam viéc hi€u qua.
MOt vi du 1a NEu-Modified-Since: Sat, 29 Oct 1994
19:43:31 GMT.

Proxy-
Authorization

Diéu nay cung cdp d€ xdc thuc gilta khach hang va céic
proxy. Tham khdo RFC 2617

Range

Cung cdp mOt cO ché d€ 1ay mOt phan cla mOt trang
web bang cich x4c dinh pham vi cic byte cic may chU
nén tré 1ai, di€u nay cé thé khong dudgc thuc hién trén tat
ca cac mdy chu. MOt vi du 1a byte = 500-600,601-999

Referer

Di€u nay cho thdy Client di truy cdp trang culi ciing
trudc khi di dén URL cu th€ nay. MOt vi du 13 Referer:
http://www.w3.org/index.html. (LOi chinh td cUa "gibi
thiéu" khong phai 1a mOt 10i ddnh may).

TE

Chuyén mi héa (TE) cho thdy né c6 thé chdp nhan gia
han chuyén giao ma héa trong phdn Ung va n€u né cé thé
chdp nhdn céc truOng trailer trong mOt mi héa chuyén
chunked.

User-Agent

Cho biét loai thi€t bi Client dang chay tU. Trong vi du
trén, trinh duyét Internet Explorer 6.




Content-Type Pudgc sU dung trong cic yéu cau POST. N6 chi ra ki€u
MIME cUa d{ liéu dugc ding, ma thuOng 1a Ung dung /
xwww-form-urlencoded.

Content-Length bugc s dung trong cic yéu cau POST. N6 cho biét
chi€u dai cUa d{r 1iéu ngay 1ap tUc sau khi duOng gdp
doi.

Luu y: thi€t bj cu thé tiéu dé HTTP yéu cau dugc bat dau vGi "x"

GET va POST HTTP 1énh phG bi€n nhat. C6 nhitng ngudi khéc, chang
han nhu HEAD, OPTIONS, PUT, DELETE, va Trace, va ban dOc quan tam c6
th€ tham khdo RFC 2616 d€ biét thong tin vé cdc 1énh HTTP.

Nha phét tri€n web c6 th€ quen thudc vGi GET va POST tU thé hinh
thic HTML, ¢6 dang:

<form name="myForm" action="someDynamicPage" method="POST">

Su khéc biét tUr quan di€m cla mOt ngudi s& dung xem 13 tham sO hinh
th(c khong xudt hién trong thanh URL cUa trinh duyé@t khi nOp mau don nay.
Céc tham s& dugc chlra trong khu vuc ngay 1ap tUc sau khi thUc dn doubleline.
MOt yéu cdu POST giOng nhu sau:

POST /HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Content-Length: 17
myField=some-+text
2.2. Ddp Umng trong HTTP

Khi may chU nhan dugc mOt yéu cdu HTTP, né 1ay trang dugc yéu
cau
va trd v€ né cling v&i moOt tidu d& HTTP. Pi€u nay dugc bi€t dén nhu 1a
phdn Ung HTTP.

MOt vi du dép Ung dr liéu

HTTP/1.1 200 OK

Server: Microsoft-1IS/5.1

Date: Sun, 05 Jan 2003 20:59:47 GMT

Connection: Keep-Alive

Content-Length: 25

Content-Type: text/html

Set-Cookie:

ASPSESSIONIDQGGQQFCO=MEPLJIPHDAGAEHENKAHIHGHGH;

path=/

Cache-control: private

This is a test html page!

HTTP request header Y nghia

ETag Thé thuc thé dugc st dung két hop vGi cic yéu
cau HTTP Ifsuffixed. Cdc mdy chU hi€m khi trd 1ai




no.

Location

N6 dugc st dung trong chuyén hudng, trinh duyét
dudgc yéu cau dé€ tai mOt trang khac nhau. Dudgc st
dung két hop v4i ciac phdn hdi HTTP 3xx.

Proxy-Authenticate

Diéu nay cung cap d€ xdc thuc gilta khach hang va
cdc proxy. Tham khdo RFC 2617 Phan 14,33

Server

Chi phién ban mdy chU va nha cung cap. Trong vi
du trén, may chu IIS dang chay trén Windows XP.

WWW-Authenticate

Piéu nay cung cap d€ xac thuc gilta khach hang va
cdc proxy. Tham khdo RFC 2617 Phan 14,47

Content-Type

Chi ki€u MIME cUa n0i dung trd 1ai. Trong vi du
trén, loai la HTML

Content-Length

Cho biét sO Iugng d(r liéu theo cdc ngubn cap df
liéu truc tuy€n doi. Cdc mdy chU sé déng két nOi
khi né da gUi tat cd d{t liéu, do dé, n6é khong phdi
12 Iudn ludn can thi€t d€ x( 1y 1€nh nay.

Set-Cookie

MOt cookie 1a mOt file nh@ ma cuU tri trén mdy
khach. MOt cookie ¢6 mOt céi tén va gid tri. Trong vi
du trén, té€n cookie 1a ASPSESSIONIDQGGQQFCO

Trén man hinh cla may Client s€ hié€n thj thong bdo "This is a test html
page!" d€ dap Ung vGi 1énh nay.

HTTP response code range Y nghia

100-199 Thong tin: Yéu cdu nhan dudc, ti€p tuc qua
trinh.

200-299 Thanh cong: hanh ddng dugc thanh cdng nhan
dudgc, hiéu, va dudc chdp nhan.

300-399 biéu hudng: thém tdc phdi dugc thuc hién dé
hoan thanh theo yéu cau

400—499 Diéu hudng: thém tdc phdi dugc thuc hién dé
hoan thanh theo yéu cau

500-599 LOi mdy chU: Cic mdy chU khong thanh cong

d€ hoan thanh mOt yéu cau rd rang hop 1€.

Tat ca cac phdn hoi HTTP c6 mOt ma phdn hbi. Trong vi du trén, cic
ma phdn Ung 14 200. Con s6 nay dugc theo sau bdi mOt sO vin bdn cla con
ngUdi c6 thé doc dugc (tUc 13 OK)

M3 phdn hOi dugc chia thanh nim loai chinh th€ hién trong Bang 4.3.

2.3. Kiéu MIME

Multipart Internet Mail Extensions (MIME) cac loai 1a mOt phuong tién
d€ md ta cdc loai d{t liéu, nhu vy ma mOt mdy tinh khac s€ bi€t 1am th€ nao
d€ x(r 1y cac dr liéu va 1am thé nao d€ hi€n thi né c6 hi€u qud cho ngudi st




dung

PE& minh hoa cho vi du., N€u ban thay d6i phan md rOng cla mOt hinh dnh
JPEG (JPG). TXT, va nhap vio né, ban sé thdy mOt m& 10n xOn cic ky tu'1a,
khong phdi 12 hinh anh. Di€u nay 12 béi vi Windows c6 chlra mOt 4nh xa tU
tap tin m& rOng d€ nOp loai, va JPG va TXT dugc 4nh xa tdi cdc loai tap tin
khéc nhau: image / jpeg JPG va dOng bang vin ban / TXT.

PE tim mét ki€u MIME cho mot tap tin cu thé, chang han nhu mp3,
ban c6 th€ md trinh bién tap registry bang cich vao Start> Run, sau d6 gd
REGEDIT. Sau d6 bAm vao HKEY_CLASSES_ROOT, di chuy&n xufng. mp3,
va cdc loai MIME dudgc viét ti€p theo NOi dung Loai.

2.4. Khong gian tén System.Web

MOt trong nhlig Ung dung phG bi€n nhat cla HTTP trong cdc Ung
dung 12 kha niing d€ tdi ndi dung HTML cUa mOt trang thanh mét chudi. Ung
dung sau day chUng minh khdi niém nay.

D6 chac chan 1a c6 th€ thuyc hién HTTP & cdp 6 cam, nhung cé
12 mOt su gidu c¢6 cla cc dBi tugng san sang cho st dung trong cdc Ung dung
cUa Client HTTP, va n6 lam cho cdm gidc it d€ phat minh lai banh xe. Cdc may
chl HTTP trong phén ti€p theo dugc thuc hién bang cich sU dung
HTTPWebRegest.

Bat ddu mot du 4n méi trong Visual Studio. NET, va kéo trén hai
textbox, tbResult va tbUrl. TbResults nén dugc thi€t 1ap v&i multiline = true.
MOt nut, btnCapture ciing nén dugc thém vao.

Formi

Nhdp vao nit Capture, va nhap vio sau code:
private void btnCapture_Click(object sender, EventArgs e)

{



tbResult. Text = getHTTP(tbUrl. Text);
}
Xay dung ham getHTTP
private string getHTTP(string szURL)

{
HttpWebRequest httpRequest;

HttpWebResponse httpResponse;

string bodyText ="";

Stream responseStream;

Byte[] RecvBytes = new Byte[Byte.MaxValue];

[nt32 bytes;

httpRequest = (HitpWebRequest)WebRequest.Create(szURL);
httpResponse = (HttpWebResponse)httpRequest.GetResponse();
responseStream = httpResponse.GetResponseStream();

while (true)

{
bytes = responseStream.Read(RecvBytes, 0, RecvBytes.Length);

if (bytes <= 0) break;
bodyText += System.Text.Encoding. UTF8.GetString(RecvBytes, 0, bytes);
}

return bodyText;

PE c6 mOt c4i nhin gan hon vao ma nay, né can dugc tuong doi dé
dang d€ x4c dinh 1am th€ ndo né hoat ddng. Hanh dOng dau tién dugc thuc
hién khi mid nay dugc thuc hién 1a mOt phuong phdp tinh trén 16p
WebRequest dugc goi va thong qua cdc szURL chubi nhu m6t tham s6. Piéu
nay tao ra mOt d6i tugng WebRequest c¢6 th€ dugc dic vao mOt dbi tugng
HttpWebRequest, s& xU 1y cac k€t ndi HTTP di.

MOt khi chung ta c6 mOt dOi tugng HttpWebRequest sau d6 ching toi
c6 th€ gli yéu cdu HTTP dén mdy chU va bat ddu nhan dit liéu ttr may chu
bang cich goi phuong thlic GetResponse. Gid tri trd 1ai sau dé bd mOt doi
tuong HttpWebResponse, ma sau d6 dugc td chlc tai bi€n HttpResponse.

MOt phdn Ung tU mOt may chl Web 12 khong dOng b0 cUa tu nhién, do
d6, né 1 tu nhién d€ tao ra mot dong tUr d{f 1iéu nay trd vé va doc né trong
khi n6 tr& nén c6 san. PE 1am di€u nay, ching ta c6 thé tao ra mOt dong bang
c4ch goi phuong thUc GetResponseStream. MOt khi dong thu dudc, ching ta
c6 th€ doc byte tU né trong khdi 256 byte (byte.Max). Poc dit li€u trong khbi
cdi thién hiéu sudt. Kich thudc doan cé th€ dugc tu' y 1ua chon, nhung 256
12 hi€u qua.

M3 nay nam trong mOt vong 1ap vo han cho dén khi tat ca cic df liéu
dén
nhan dugc. Trong mOt mdi trudng sdn xudt, do d6, loai hanh dOng nay
nén dugc chlfa trong mOt chU dé riéng biét. MOt khi ching ta ¢6 mOt chudi
ch(ra tat cd cla HTML, chiing t6i chi don gidn 12 c6 th€ d6 né vao man hinh.



Khong c6 ché bién khic yéu cdu. Ban ciing s€ can m6t sd phu khong gian
tén:

Formil

URL: hitp:/AlocalhostpostTest aspx

FOST:

private void btnCapture_Click(object sender, EventArgs e)
{
tbPost. Text = HttpUtility.UrlEncode(tbPost. Text);
tbResult. Text = getHTTP(tbUrl. Text, "tbPost=" + tbPost.Text);

}
public string getHTTP(string szURL, string szPost)

{
HttpWebRequest httprequest;
HttpWebResponse httpresponse;
StreamReader bodyreader;
string bodytext ="";
Stream responsestream;
Stream requestStream;
httprequest = (HttpWebRequest)WebRequest.Create(szURL);
httprequest.Method = "POST";
httprequest.ContentType = "application/x-www-form-urlencoded";
httprequest.ContentLength = szPost.Length;
requestStream = httprequest.GetRequestStream();
requestStream. Write(Encoding. ASCIIL.GetBytes(szPost), 0, szPost.Length);
requestStream.Close();
httpresponse = (HttpWebResponse)httprequest.GetResponse();
responsestream = httpresponse.GetResponseStream();
bodyreader = new StreamReader(responsestream);
bodytext = bodyreader.ReadToEnd();
return bodytext;

}
2.5. Chuyén dit liéu (Posting data)

Nhi€u website dOng c6 chlta cdc hinh thUc cho cic chi ti€t ding nhap,
tiéu chi tim ki€m, hodc d{t 1iéu tuong tu. Nh{ing hinh thlc thudng dugc gUi
thong qua phuong thUc POST. Nay dat ra mOt van dé, tuy nhién, dGi vdi bat
ky Ung dung ma can phai truy van mOt trang ma nam dang sau hinh thic d6
vi ban khong thé x4c dinh d{F li€u dugc ding trong dong URL



Dau tién, chudn bi mdt trang xU 1y cic yéu cau POST. Trong trudng
hQp nay, g dong sau vao mOt tap tin dUQc goi la postTest.aspx trong c: \
inetpub \ wwwroot (g6c HTTP cUa ban):
private void btnCapture_Click(object sender, System.EventArgs e)

{
tbPost. Text = HttpUtility. UrlEncode(tbPost. Text);
tbResult. Text =getHTTP(tbUrl. Text,"tbPost="+tbPost.Text);

}

public string getHTTP(string szURL,string szPost)

{
HttpWebRequest httprequest;
HttpWebResponse httpresponse;
StreamReader bodyreader;
string bodytext ="";
Stream responsestream,;
Stream requestStream;
httprequest = (HttpWebRequest) WebRequest.Create(szURL);
httprequest.Method = "POST";
httprequest.ContentType =
"application/x-www-form-urlencoded";
httprequest.ContentLength = szPost.Length;
requestStream = httprequest.GetRequestStream();
requestStream.Write(Encoding. ASCIIL.GetBytes(szPost),0,szPost.Length);
requestStream.Close();
httpresponse = (HttpWebResponse) httprequest.GetResponse();
responsestream = httpresponse.GetResponseStream();
bodyreader = new StreamReader(responsestream);
bodytext = bodyreader.ReadToEnd();
return bodytext;

}

2.6. Chii y khi lam viéc vOi cookies

HTTP khong duy tri thong tin trang thdi. Do d6, khé khin d€ phan biét
gi(ra hai ngu0i dung truy cap vao mOt may chU hodc mdt ngu0i s dung thuc
hién hai yéu cau. TU quan di€m cla mdy chU, c6 thé cho cd ngudi dung cé
ciing dia chi IP (vi du: , N&u ho déu di qua cing mOt mdy chU proxy). Néu
dich vu nay dang duQc truy cap chla thong tin c4 nhan ngu0i dung ma nay
gan lién dr liéu dugc quyén hgp phip d€ xem dit liéu nay, nhung ngUdi
dung khic khong nén dugc phép truy cap. Trong tinh huGng nay, phia Client
két nOi can d€ phan biét tUr cic Client khic. Pi€u nay c6 th€ dugc thuc hién
theo nhi€u céch, nhung cho céc trang web, cookies 12 gidi phap tOt nhat.

Cookies 1a cdc tap tin nhd dugc 1uu trt trong c: \ windows \ cookies (tlly
thubc vao cai dat Windows cUa ban). Ching dugc dat trong mOt trong hai
cach:
d6i tugng document.cookie JavaScript, hodc bang cich thi€t 18p céc tiéu dé
cookie trong yéu cau HTTP. Nhiing cookie nay van con trén mdy tinh cUa



khach hang trong mOt thdi gian quy dinh va c6 th€ dugc 18y trong JavaScript
hodc trong cdc dip Ung HTTP cookie dugc hd trQ trong NET thong qua
HttpWebResponse.Cookies va cac doi tuong
HttpWebRequest.CookieContainer

Cookie 1a nhitng tén mi€én cu thé&;. Do d6, mOt cookie dugc luu tr(F trén
www.library. com khong c6 th€ dugc 1ay bdi www.bookshop.com. Trong
truOng hop ca hai trang web dugc lién k€t v4i nhau, hai trang web c6 thé can
phai chia sé thong tin trang th4i phién. Trong vi dU nay, né s€ la thuan 10i cho
cdc hiéu sich. com d€ biét sq thich cUa ngudi ding doc, d€ né cé thé quang
cdo céc relevanttitles nhat Cac thU thudt d€ sao chép cic tap tin cookie trén cic
linh vuc. d€ chuyén dbi céc tap tin cookie vao vin bdn, thong qua vin ban
gilra cdc mdy chU, va thong qua céc tap tin cookie tr® 1ai cho Client tU cic mdy
chU nu@c ngoai. NET cung cap mOt cd s& d€ serialize cookies, d6 1a 1y tudng
cho muc dich nay.

2.7. A WYSIWYG editor

WYSIWYG (nhimg gi ban thdy 1a nhiing gi ban nhan dugc) 1a mot

thudt ng(r ding d€ mo td Web va d6 hoa bién tap cho phép ban tU nhién thao
tic sdn luong d6 hoa, ma khong can phai dugc quan tAm v&i cic mé cO ban.
Tinh niing nay 12 mOt cich tién dung d€ cho phép ngudi ding c6 nhi€u sing
tao trong cic loai hinh tin nhdn vin badn, tai liéu ma ho tao ra, ma khong yéu
cau ho thuc hién mo6t khéa hoc sup do trong HTML. Internet Explorer c6 thé
chay trong mOt ché d0 thi€t k€ ddc biét, d6 1a chdp nhan dugc mot trinh
soan thdo WYSIWYG. LUa d€ truy cdp vao ché d0 thi€t k& trong
Internet Explorer chi don gidn la dé thi€t lap
WebBrowser.Document.designMode tai sdn d€ On. Ngu0i dung c6 th€ gb truc
ti€p vao clra sO Internet Explorer va s dung phim tat wellknown dinh dang
vin ban (vi du nhu Ctrl + B, Bold, Ctrl + I, Italic, Ctrl + U, gach dudi). Béng
céch kich chut phai vao Internet Explorer trong ch€ d0 thiét k&€, ngudi dung
c6 th€ bao gdm hinh dnh, thém céc siéu lién két, va chuyén sang ché d6 trinh
duyét. Khi mOt hinh dnh dugc bao gbm trong giao di€n thiét k€, n6 c6 thé
dugc di chuyén va thu nh6 bang cich nhdp va kéo trén cdc canh cla hinh
anh.
Nh{mg tinh ning tién ti€n hon c6 thé dugc truy cap thong qua chlc ning cla
Internet Explorer execCommand. Chi FontName, FontSize, va ForeColor dugc
st dung trong cdc chudng trinh mau sau diy, nhung day 1a mOt danh séch cdc
1énh dugc s dung bGi Internet Explorer.

Vi du
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private void Form1_Load(object sender, EventArgs e)
{
/lobject any = null;
string url = "about:blank";
WebBrowser.Navigate(url, null);
Application.DoEvents();
((HTMLDocument)WebBrowser.Document).designMode = "On";
HtmlDocument oDoc = WebBrowser.Document;
HTMLDocument oDocH = GetODocH(oDoc);

}
private void btnViewHTML_Click(object sender, EventArgs e)

{
tbHTML.Text = (HTMLDocument)WebBrowser.Document).body.innerHTML;

}

private void btnPreview_Click(object sender, EventArgs e)

{
((HTMLDocument)WebBrowser.Document).body.innerHTML = tbHTML.Text;

}

private void btnFont_Click(object sender, EventArgs e)

{
fontDialog.ShowDialog();
HTMLDocument doc = (HTMLDocument)WebBrowser.Document;
object selection = doc.selection.createRange();
doc.execCommand("FontName", false,
fontDialog.Font.FontFamily.Name);
doc.execCommand("FontSize", false, fontDialog.Font.Size);
(IHTMLTxtRange)selection).select();

}

private void btnColor_Click(object sender, EventArgs e)
{
colorDialog.ShowDialog();
string colorCode = "#" +
toHex(colorDialog.Color.R) +
toHex(colorDialog.Color.G) +
toHex(colorDialog.Color.B);



HTMLDocument doc = (HTMLDocument)WebBrowser.Document;
object selection = doc.selection.createRange();
doc.execCommand("ForeColor", false, colorCode);
(IHTMLTxtRange)selection).select();

}

private string toHex(int digit)
{
string hexDigit = digit. ToString("X");
if (hexDigit.Length == 1)
{
hexDigit = "0" + hexDigit;
}

return hexDigit;

}

3. May chu Web (Web servers)

Ta c6 th€ hoi 1y do tai sao ban nén phat tri€n mOt may chU trong NET
khi IIS 12 tu’ do ¢6 san. MOt mdy chU trong nha phét trién c6 mOt s6 10i thé,
chang han nhu
sau day:

+ M4y chU Web c6 th€ dudc cai dat nhu mOt phan clla mOt Ung dung,
ma khong doi hdi ngudi st dung phdi cai dat IIS bang tay tU dia CD cai dat
Windows.

+ IIS s& khong cai dat trén Windows XP Home Edition, chi€m m&t phan
dang k€ ngudi ding Windows
3.1 Thuec thi mOt mdy cht Web

Bat ddu mOt méi Visual Studio. DU 4n NET nhu binh thuOng. V& hai
textbox, tbPath va tbPort, vio biéu mau, theo sau béng mOt nit, btnStart, va
mOt hOp danh sdch tén 1a IbConnections, trong d6 c6 xem né vao danh sich.
Tai trung tim cUa mOt mdy chU HTTP 132 mOt mdy ch( TCP, va ban c6 thé
nhan thdy moOt tring ma gilta cdc vi dU nay va may chU TCP trong chuong
trudc. Cic mdy chU da dugc da lubng, vi vay budc dau tién 1a khai bdo mOt
danh sidch mdng d€ chlra:
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public partial class Form1 : Form

{

private Arraylist alSockets;

Thuc thi-Path, ma trd vé khong chi con duOng ma con tén tap tin, va do
d6 chiing t6i c6 th€ cat bo tat cd cdc ky tU sau khi ngudi culi cung ddu gach
chéo ngugc MOi may chtél HTTP c¢6 mOt gbc ré HTTP, ma 12 mOt dudng dan
dén mOt thu muc trén dia cUng cla ban ma tU dé cdc may chU sé€ 1y cic
trang Web. IIS c6 mOt gdc HTTP mac dinh C: \inetpub\wwwroot, trong trudng
hop nay, chiing ta sé s& dung dudng dan trong dé Ung dung dudc 1uu. DE c6
dugc dudng dan Ung dung, ching ta c6 thé st dung Ung dung. Thuc thi-Path,
ma trd v€ khong chi con dudng ma con tén tp tin, va do d6 ching t6i c6 thé
cat bo tat ca cac ky tu sau khi ngudi cubi cing ddu gach chéo ngugc.

private void Form1_Load(object sender, EventArgs e)

{
tbPath.Text = Application.ExecutablePath;
// trim off filename, to get the path
tbPath.Text = tbPath.Text.Substring(0, tbPath.Text.LastIndexOf("\\"));

}

private void btnStart_Click(object sender, EventArgs e)

{
alSockets = new ArrayList();
Thread thdListener = new Thread(new ThreadStart(listenerThread));
thdListener.Start();

}

public void listenerThread()
{
int port = 0;
port = Convert. Tolnt16(tbPort. Text);
TepListener tepListener = new TcplListener(port);
tcpListener.Start();



}

while (true)

{
Socket handlerSocket = tcpListener.AcceptSocket();

if (handlerSocket.Connected)
{

IbConnections.Items.Add(handlerSocket.RemoteEndPoint. ToString() +

" connected.");

lock (this)

{
alSockets.Add(handlerSocket);
ThreadStart thdstHandler = new
ThreadStart(handlerThread);
Thread thdHandler = new Thread(thdstHandler);
thdHandler.Start();

}
}

public void handlerThread()

{

Socket handlerSocket = (Socket)alSockets[alSockets.Count - 1];

String streamData = "";

String filename = "";

String[] verbs;

StreamReader quickRead;

NetworkStream networkStream = new NetworkStream(handlerSocket);

quickRead = new StreamReader(networkStream);

streamData = quickRead.ReadLine();

verbs = streamData.Split(" ".ToCharArray());

/l Assume verbs[0]=GET

filename = verbs[1].Replace("/", "\\");

if (filename.IndexOf("?") !=-1)

{
/I Trim of anything after a question mark (Querystring)
filename = filename.Substring(0, filename.IndexOf("?"));

}

if (filename. EndsWith("\\"))
{
/l Add a default page if not specified
filename += "index.htm";
}
filename = tbPath.Text + filename;
FileStream fs = new FileStream(filename, FileMode.OpenOrCreate);
fs.Seek(0, SeekOrigin.Begin);
byte[] fileContents = new byte[fs.Length];
fs.Read(fileContents, 0, (int)fs.Length);
fs.Close();
// optional: modify fileContents to include HTTP header.



handlerSocket.Send(fileContents);
IbConnections.Items.Add(filename);
handlerSocket.Close();

}
4. Lam vi€c v@i 10p System.Net.HttpWebListener

Trong NET 2. Whidbey, mOt gidi phap nhe nhang hon cho viéc thuc
hién c4c mdy ch( Web tOn tai, cu thé 1a 1Gp HttpWebListener. LGp nay thic
day céc Http.sys di€u khi€n (n€u c6) d€ cung cap hiéu sudt chua tlUng c6, va
tich hop nhiéu tinh ning, chang han nhu ma héa SSL va xdc thuc, d6 s& 1a khé

khin d€ phit tri€n tUr mat dat 1én.
L&p HttpWebListener bao gOm cic phuong thUc quan trOng va
thuGc tinh thé hién trong Bang 4.7.

Phuong thirc hoac Y nghia
thuQc tinh

Abort / Close HUy hang dogi yéu cau

AddPrefix Thém mOt tién t6 d€ 1ang nghe Web

BeginGetRequest Pang chO dgi mOt yéu cau khach hang khong dbng
b0. Tra vé IAsyncResult.

EndGetRequest X 1y yéu cau khiach hang. Trd vé
ListenerWebRequest.

GetPrefixes LAy tat ca tién tO xUr ly. Trd vé String []

GetRequest Dang chO dgi mOt yéu cau khich hang déng b0. Trd
vé
ListenerWebRequest.

RemoveAll Loai b0 tat cd cic tién tO

RemovePrefix Loai bd moOt tién tO quy dinh

Start Bat dau thuc thi Web Server

Stop DuUng Web Server

AuthenticationScheme | Thi€t 1ap nhiing phuong ti€n ma mdy chU xdc thuc
khach hang. Trd v€ AuthenticationScheme (tUc 14,
Basic, Digest, NTLM).

IsListening Xdc dinh n€u mdy ch( dang chay. Trd v€ Boolean.

Realm string Néu hé thOng xdc thuc Basic hodc Digest dugc 1ua
chon, dudc chi thi linh vuc. Trd vé String.

5. Trinh duyét Web di dOng (Mobile Web browsers)

Khong phdi tat cd cdc Client HTTP 13 mdy tinh. Nhi€u ngudi st dung
dién thoai di dOng cUa ho truy cap Internet. MOt sO Ung dung vd ciing hitu
ich hon khi c6 san khong diy. Mac di pha dit liéu dién thoai di dOng trong
mOt céch hoan toan khéc nhau tU cdc mang cé diy, mOt Ung dung giao thlc
khong day (WAP) dién thoai s€ giao ti€p thong qua mOt cOng WAP, chuyén




d0i tin hi€u dién thoai di ddng vao giao thic TCP/IP va truy cdp cdc mdy chU
trong cdch tUOng tU nhu cdc trinh duyét. WAP chay trén HTTP va giao thlc
truyén khong diay (WTP), v&i mOt vai thém tiéu dé ném viao cic yéu cau
HTTP. Sau ddy la mOt mau yéu cau HTTP dugc tao ra bdi mOt WAP dién
thoai:

GET /HTTP/1.1

Accept-Charset: ISO-8859-1

Accept-Language: en

Content-Type: application/x-www-form-urlencoded

x-up-subno: Fiach_hop

x-upfax-accepts: none

x-up-uplink: none

x-up-devcap-smartdialing: 1

x-up-devcap-screendepth: 1

x-up-devcap-iscolor: 0

x-up-devcap-immed-alert: 1

x-up-devcap-numsoftkeys: 3

x-up-devcap-screenchars: 15,4

Accept: application/x-hdmlc, application/x-up-alert,

application/x-up-cacheop, application/x-up-device,

application/x-up-digestentry, text/x-hdml;version=3.1, text/

x-hdml;version=3.0, text/x-hdml;version=2.0, text/x-wap.wml,

text/vnd.wap.wml, */*, image/bmp, text/html
User-Agent: UP.Browser/3.1-ALAV UP.Link/3.2

Host: 127.0.0.1:50



BAI 5 : TRUYEN THONG VOI EMAIL SERVERS

Ma bai MD35.5
Muc tiéu cUa bai:
- Trinh bay dugc cach s dung céc 18p trong l1ap trinh v&i Mail Server
- Xay dung Ung dung Mail.
- Thuc hién céc thao tic an toan v3i may tinh.

1. Phuong thitc g&i va nhan Email

PE& nhén dugc thu dién t& ban can phdi c6 mot tai khodn (account)
thu dién t&. Nghia 12 ban phdi c6 mOt dia chi d€ nhan thu. MOt trong
nhing thudn 10i hon v&i thu thong thudng 13 ban c6 thé nhén thu dién tlr
tUr bat ¢ dau. Ban chi can két nbi vao Server thu dién t& d€ 18y thu vé
may tinh cUa minh.

bé gu'l dugc thu ban can pha1 c6 mot k€t nOi vao internet va truy
nhap vao mdy_ chU thu dién t&r d€ chuyén thu di. ThU tuc tiéu chudn dugc
sUr dung dé gl thu'1a SMTP (Simple Mail Transfer Protocol). N6 dugc két
hop v6i thu tuc POP (Post Office Protocol) va IMAP (Internet Message
Access Protocol) d€ 13y thu.

Trén thuc t€ c6 rat nhi€u hé thOng vi tinh khdc nhau va mOi hé thOng
1ai c6 cdu tric chuy€n nhan thu dién t& khdc nhau. Vi cé su khic biét nhu
vay nén viéc chuyén nhan thu dién t gi(ta hai hé thOng khdc nhau rat la
khé khin va bat ti€n. Do vay, ngudi ta di dat ra mOt nghi thUc chung cho
thu dién t0. C6 nghia 13 cidc hé thOng mdy vi tinh déu dOng y vGi nhau vé
mOt nghi th(c chung goi 12 Simple Mail Transfer Protocol viét tat 1a SMTP.
NhG vao SMTP niay ma sU chuyén van thu tU dién t trén Internet da trd
thanh dé dang nhanh chéng cho tat cd cdc ngudi st dung mdy vi tinh cho du
ho ¢6 st dung hé thOng mdy vi tinh khic nhau.

Khi gl thu di€n t(r thi may tinh cQa ban can phdi dinh huéng dén
mdy chU SMTP. Mdy chU s& tim ki€m dia chi thu dién t (tuong tU nhu dia
chi dién trén phong bi) sau dé chuyén tGi mdy chU cla ngudi nhdn va né
dugc chta & d6 cho dén khi dugc 1ay vé. Ban c6 th€ gUi thu dién t& dén
bat c ai trén th€ gidi ma cé mOt dia chi thu dién t. Hau hét c4c nha cung
cap dich vu Internet déu cung cap thu dién tlf cho ngudi diing internet.

Chuyén thu (Send Mail)

Sau khi ngu0i s& dung mdy vi tinh ding chuong trinh thu d€ viét thu
va di ghi 16 dia chi cla ngudi nhan thi may tinh s€ chuyén blc thu dién
dén hOp thu ngudi nhan. SMTP s dung nghi thlc TCP (TCP protocol) dé
chuy€n van thu. Vi nghi th&ic TCP rat hltu hi€u va c¢é phan ki€m soat that
lac mat mét cho nén viéc gli thu dién c6 hiéu suat rat cao. Khi nhan
dugc ménh 1énh gUi di clUa ngudi sU dung, mdy vi tinh sé& dung nghi thlc



TCP lién lac v&i may vi tinh cla ngudi nhdn d€ chuyén thu. Poi khi vi may
vi tinh cUa ngu0i nhdn di bi tat dién hodc dudng diy két ndi tir may gl tGi
mdy nhan da bi hu héng tam thdi tai mOt nOi ndo d6 (tranmission wire
failure), hodc 13 c6 th€ la Mdy Chuyén Ti€p (routers) trén tuy€n duOng
lién lac giCta hai may tam thOi bi hu (out of order) thi mdy gUi khong céch
nao lién lac véi mdy nhan dugc. Gap truOng hgp nhu vay thi mdy gUi sé
tam thoi gilr 14 thu trong khu vuc du tr(r tam thGi. May gUi sau d6 sé tim
cach lién lac vGi mdy nhan d€ chuyén thu. Nhing viéc nay xdy ra trong may
vi tinh vd nguOi sU dung s& khong hay bi€t gi. Néu trong khodng th0i
gian ma mdy vi tinh cUa noi gUi van khong lién lac dugc véi may nhan thi
may gUi s€ gUi mOt thong bdo cho ngudi gl néi rang viéc van chuyén
cUa 14 thu dién da khong thanh cong.
Nhan Thu (Receive Mail)

Né€u mdy gUi c6 th€ lién lac dugc v&i may nhdn thi viéc chuyén thu
sé dugc ti€én hanh. Trudc khi nhdn 14 thu thi mdy nhan s€ ki€m sodt tén
ngU0Oi nhan c6 hOp thu trén mdy nhan hay khong. N€u tén ngudi nhan thu
c6 hOp thu trén mdy nhan thi 14 thu' s& dugc nhan 18y va thu s€ dugc bd vio
hOp thu cUa ngudi nhan. Trudng hop n€u may nhén ki€m sodt thdy rang
tén ngUdi nhan khong c6 hOp thu thi mdy nhan sé& khudc tU viéc nhan 14
thu. Trong truOng hgp khudc tU nay thi may gli sé thong bdo cho nguoi gUi
bié€t 12 ngudi nhan khong c6 hOp thu (user unknown).

Sau khi mdy nhan di nhan 14 thu va da bo vao hOp thu cho ngudi nhan
thi may nhan s€ thong bio cho ngudi nhan bié€t 13 c¢6 thu mbi . Ngu0i nhan
sé dung chuong trinh thu d€ xem 14 thu. Sau khi xem thu xong thi ngudi
nhan cé th€ luu trlt (save), hodc x6a (delete), hodc trd 10i (reply) v.v...
Trudng hop néu ngudi nhdn mubn trd 10i 1ai 14 thu cho ngudi gUi thi ngUdi
nhdn khong can phai ghi 1ai dia chi vi dia chi cla nguoi gli di c6 san
trong 14 thu' va chuong trinh thu sé bo dia chi d6 vao trong blc thu trd 10i.

Tram Phuc Vu Thu (Mail Server)

Trén thuc t€, trong nhiing cO quan va hing xUéng 18n, mdy vi tinh
cla nguoi gUi thu khong gUi truc ti€p tdi mdy vi tinh cla ngu0i nhan ma
thuOng qua ciac mdy chU thu dién tUf (mail servers).

Vidu: qud trinh gui thu
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Hinh : GUi thu tir A dén B

Nhu hinh trén cho thdy, néu nhu mét nguGi & mdy A gUi t&i mot
ngUoi & mdy B mot 14 thu thi truGc nhat mdy A sé€ gUi dén mdy chU thu
dién t X. Khi tram phuc vu thu X nhan dugc thu tU may A thi X sé
chuyén ti€p cho mdy chl thu dién t& Y. Khi tram phuc vu thu' Y nhdn
dugc thu tUr X thi Y s€ chuy€n thu tdi mdy B 13 noi ngu0i nhdn. TruOng
hQp mdy B bi truc trdc thi may chl thu'Y sé gilt thu.

Thong thuOng thi mdy chU thu dién t& thudng chuyén nhi€u thu
cung mOt lic cho mOt mdy nhan. NhU vi du & trén tram phuc vu thU' Y ¢6
th€ chuyén nhiéu thu cing mot lic cho mdy B tU nhi€u noi gl dén.

MOt vai cong dung khic clUa mdy chl thu 1a khi nguOi s dung c6
chuyén phdi nghi mOt thdi gian thi ngudi st dung c6 th€ yéu cau mdy ch
thu gilt gitim tat cd nhlmg thu tU trong thoi gian ngUdi s dung vang mat
hodc c6 th€ yéu cdu mdy chU thu chuyén tat ca thu t t&i mOt cdi hOp thu
khéc.

Vi nhiing thong tin trén chiing ta di c6 mOt cdi nhin khéi quit vé
nh(rng chlc ning va hoat dOng cla hé thOng thu dién tr.

2. SMTP

Cong viéc phit tri€n cdc hé thOng thu dién t& (Mail System) doi hoi
phdi hinh thanh cic chudn chung vé€ thu dién t. Di€u nay gidp cho viéc
gUi, nhan cdc thong di€p dugc dam bdo, 1am cho nhitng ngu0i & cic noi
khac nhau c6 thé trao doi thong tin cho nhau.

Co 2 chuan vé thu dién t0r quan trong nhat va dugc s dung nhiéu
nhat tU trudc dén nay 1a X. 400 va SMTP (Simple Mail Transfer Protocol).
SMTP thUdng di kem vGi chudn POP3. Chudn SMTP miéu té céch diéu
khlen cac thong dlep trén mang Internet. Diéu quan trong cla chuan SMTP
la gla dinh mdy nhan pha1 ding giao thuc SMTP gLn thu dién tUr cho mOt
may chU ludn ludn hoat dOng Sau d6, ngu0i nhdn sé& dén 13y thu tU may
chu khi nao_hQ muGn diing giao thirc POP (Post Office Protocol), ngay nay
POP dugc cdi ti€én thanh POP3 (Post Officce Protocol version 3).
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Hinh : Hoat ddng clla POP va SMTP

ThU tuc chudn trén Internet d€ nhan va gUi cla thu dién t& 1a SMTP
(Simple Mail Transport Protocol). SMTP la thU tuc phat trién & mUc Ung
dung trong mo hinh 7 18p OSI cho phép gli cdc blc dién trén mang TCP/IP.
SMTP duoc phéat tri€n vao ndm 1982 bdi t6 chlc IETF (Internet
Engineering Task Force) va dugc chudn hod theo tiéu chudn RFCs 821 va

822. SMTP s dung cOng 25 cUa TCP.

Mac du SMTP la thu tuc gUl va nhan thu dién tU pho bi€n nhat
nhung né van con thi€u mot s6 dac di€m quan_trong co trong thU tuc X400.
Phan y€u nhat cla SMTP 1a thi€u kha ning hd trg cho cdc blc dién khong
phdi dang Text.

Ngoai ra SMTP ciing c¢6 k€t hgp thém hai thU tuc khdc hO trg cho
vi€c 18y thu'1a POP3 va IMAP4.

MIME va SMTP

MIME (Multipurpose Internet Mail Extensions) cung cap thém kha niing
cho SMTP va cho phép cdc file ¢c6 dang md hod da phuOng tién
(multimedia) di kém v&i blc dién SMTP chudn. MIME s dung bang ma
Base64 d€ chuyén céc file dang phlc tap sang ma ASCII d€ chuyén di.

MIME 12 m6t tiéu chudn m&i nhu né hién da duodc ho trg béi hau hét
cdc Ung dung, va ban phdi thay d0i n€u chuong trinh thu dién t cUa ban
khéng c¢6 h6 trg MIME. MIME dudc quy chudn trong céc tiéu chudn RFC
2045-2049

Lénh clla SMTP

SMTP st dung mOt cach don gidn cic ciu 1énh ngan d€ di€u khién
blc dién. Bang & dudi la danh sich cdc 1énh clla SMTP

Céc 1énh clla SMTP dudc xdc dinh trong tiéu chudn RFC 821

Lénh Mo ta



HELO Hello. SU dung d€ xac dinh ngudi glti dién. Lénh nay nay
di kém v@i tén cUa host gUi dién. Trong ESTMP (extended
protocol), thi 1énh nay sé 1a EHLO.

MAIL Khdi tao mOt giao dich gli thu. N6 két hop "from" d€ xac
dinh ngu0i gUi thu.

RCPT Xéc dinh ngudi nhan thu,

DATA Thong bdo bat dau ndi dung thuc su cla blc dién (phan

than cUa thu). D li€u dugc ma thanh dang ma 128-bit ASCII
va n6é dugc két thic vGi mOt dong don chtra ddu cham (.).

RSET Huy bd giao dich thu

VRFY SU dung d€ xéc thuc ngudi nhan thu.

NOOP N6 1a 1énh "no operation" xdc dinh khong thuc hién hanh
dbne ¢i

QUIT Thodt khoi tién trinh d€ két thic

SEND Cho host nhén biét rang thu con phai gli d€n dau cudi khic.

Sau ddy la nhiing 1€nh khdc nhung khong yéu cdu phdi cé. Xdc dinh b0i
RFC

SOML Send or mail. Bdo v&i host nhn thu rang thu phdi gUi dén
dau culi khic hodc hOp thu.

SAML Send and mail. N6i vGi host nhan rang blc dién phdi gUi
tGi ngudi dung dau cubi va hop thu.

EXPN SO dung m@ rOng cho mOt mailing list.

HELP Yéu cau thong tin gidp d tU dau nhan thu.

TURN Yéu cau d€ host nhan gi(r vai trd 1a host gUi thur.

Céc 1énh clla SMTP rat don gidn. Ban c6 th€ nhin thay di€u d6 & vi du sau:
220 receivingdomain.com

Server ESMTP Sendmail 8.8.8+Sun/8.8.8; Fri, 30 Jul 1999 09:23:01
HELO host.sendingdomain.com

250 receivingdomain.com Hello host, pleased to meet you.

MAIL FROM:

250 Sender ok. RCPT

TO:

250 Recipient ok. DATA

354 Enter mail, end with a i.i on a line by itself

Here goes the message.



250 Message accepted for delivery

ouilr
221 Goodbye host.sendingdomain.com

Va bUc thu sé trong nhu sau:

From username @sendingdomain.com Fri Jul 30 09:23:39 1999
Date: Fri, 30 Jul 1999 09:23:15 -0400 (EDT)

From: username @ sendingdomain.com Message-

1d:

Content-Length: 23

Here goes the message.

Ma trang thai cia SMTP

Khi mOt MTA gUi mOt 1énh SMTP tGi MTA nhan thi MTA nhan sé
trd 10i vGi mOt ma trang thai d€ cho ngUdi gUi bi€t dang c6 viéc gi xay ra tai
dau nhan. Va dudi diy 1a bdng mai trang thdi cla SMTP theo tiéu chudn
RFC 821. MUc d0 cla trang thdi dugc xdc dinh bdi sO dau tién clla ma (5xx
12 16i ndng, 4xx 12 16i tam thdi, 1xx—3xx 12 hoat dOng binh thudng).

SMTP m@ rong (Extended SMTP)

SMTP thi dugc cdi tién d€ ngay cang ddp Ung nhu cdu cao cla
ngUOi dung va la mOt th( tuc ngiy cang c6 ich. Nhung dii sao ciing can cé
s m& rOng tiéu chudn SMTP, va chudn RFC 1869 ra dGi d€ bd sung cho
SMTP. N6 khong chi m& rOng ma con cung cdp thém céc tinh ning can thiét
cho céc 1énh ¢6 san. Vi du: 1énh SIZE 1a 1énh m& rOng cho phép nhan gidi
han do 16n cUa blc dién dén. Khong c6 ESMTP thi sé khong gidi han dugc
do6 16n cla blc thu.

Khi hé thOng két ndi v4i mOt MTA, né s€& st dung khdi tao thi ESMTP
thay HELO bang EHLO. N&u MTA c¢6 hO trg SMTP md& rOng (ESMTP) thi
n6 s€ tra 10i v6i mOt danh sach cic 1énh ma né s€ ho trg. Néu khong né sé
tra 10i vGi ma 1€nh sai (500 Command not recognized) va host gUi s€ quay trd
v€ st dung SMTP. Sau day l1a mOt ti€n trinh ESMTP:

220 esmtpdomain.com

Server ESMTP Sendmail 8.8.8+Sun/8.8.8; Thu, 22 Jul 1999 09:43:01

EHLO host.sendingdomain.com

250-mail.esmtpdomain.com Hello host, pleased to meet you

250-EXPN

250-VERB

250-8BITMIME

250-SIZE

250-DSN
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250-ONEX

250-ETRN

250-XUSR

250 HELP QUIT

221 Goodbye host.sendingdomain.com

Céc 1énh co ban cua ESMTP

Lénh Miéu ta
EHLO S’ dung ESMTP thay cho HELO cUa
SBITMIME S’ dung 8-bit MIME cho ma d{r liéu
SIZE S’ dung gidi han dd 16n cla buc dién

SMTP Headers

C6 thé 18y dudgc rat nhi€u thong tin c6 ich bang cich ki€m tra phan
header cUa thu. Khong chi xem dugc blc dién tU dau dé€n, chl dé cla
thu, ngay gli va nhing ngudi nhan. Ban con c6 th€ xem dugc nhlng
di€m ma blc dién di di qua trudc khi dé€n dugc hOp thu cla ban. Tiéu
chudn RFC 822 quy dinh header chta nhing gi. TOi thi€u c6 ngudi gUi
(from), ngay gUi va ngudi nhan (TO, CC, hoac BCC)

Header cUa thu khi nhan dugc cho phép ban xem bUc di€én da di qua
nhiing dau truGc khi d€n hOp thu cla ban. N6 1a mOt dung cu rat tot dé
ki€m tra va gidi quyét 10i. Sau day 1a vi du:

From someone @mydomain. COM_Sat Jul 31 11:33:00 1999

Received: from hostl.mydomain.com by
host2.mydomain.com

(8.8.84+Sun/8.8.8)

with ESMTP id LAA21968 for ;

Sat, 31 Jul 1999 11:33:00 -0400 (EDT)

Received: by hostl.mydomain.com with Internet Mail Service(5.0.1460.8)
id ; Sat, 31 Jul 1999 11:34:39 -0400

Message-ID:

From: "Your Friend"

To: "'jamisonn @ host2.mydomain.com'"

Subject: Hello There

Date: Sat, 31 Jul 1999 11:34:36 -0400

Trén vi du trén c6 thé thdy blc dién dugc gUi di tUr

someone @mydomain.com. TU mydomain.com, né dudc chuy€n dén hostl.
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Blc dién duogc gli tU host2 t&i hostl va chuyén tdi ngudi dung.
MO0i chO blec dién ding l1ai thi host nhdn dugc yéu cau di€n thém thong tin
vao header n6 bao gdm ngay gi0 tam ding G d6. Host2 thdng bdo rang nd
nhdn dugc dién ldic 11:33:00. Hostl thdng bdo rang né nhdn dudgc blc
di€én vao lic 11:34:36, Su chénh 1€ch hon mot phit ¢ kha ning 1a do su
khong dong b0 gilta ddng hoO cUa hai noi.

Thudn loi va bat 10i cia SMTP

Nhu thU tuc X.400, SMTP c¢6 mOt s6 thuan 1gi va bat 10i
Thuan lgi bao gbm

- SMTP rét Eho bién.

- N6 dugc ho trg boi nh1eu t0 chUc.

- SMTP c¢6 gla thanh quan tri va duy tri thap.

— SMTP n6 c6 cdu tric dia chi don gidn.
Bét 10i bao gOm

- SMTP thleu mOt sO chlc nin

— SMTP thi€u kh3 nang bdo mat nhu X.400.

— N6 chi gi6i han vao nhling tinh ning don gidn nhat.

3. POP3

Trong nhung ngdy thidng dau tién cUa thu dién tl, nguoi ding dugc
yéu cau truy nhdp vao mdy chl thu dién t va doc cic blc dién cla ho
3 dé. Cic chuong trinh thu thuOng sU dung dang text va thi€u kha ning
than thién v&i ngudi diung. PE gidi quyét van dé d6 modt sO thU tuc
dugc phat trién d€ cho phép ngudi dung cé thé 1dy thu vé mdy cUa ho
hodc ¢c6 cic giao dién sur dUng than thi€n hon v4i ngudi dung. Va chinh
diéu d6 dem dén sur phO bién cla thu dién t(r.

C6 hai thU tuc dugc st dung phd bién nhat d€ 1ay thu vé hién nay 1a POP
(Post Office Protocol) va IMAP (Internet Mail Access Protocol).

Post Office Protocol (POP)

POP cho phép ngU0i diing c6 account tai mdy chU thu dién t két nbi
vao MTA va 1ay thu vé mdy tinh cUa minh, & d6 c6 th€ doc va trd 10i 1ai.
POP dudgc phat tri€n dau tién 13 vao nim 1984 va dugc nang cdp tU ban
POP2 1&én POP3 vao nim 1988. Va hi€n nay hau hét ngudi dung sU dung
tiéu chuan POP3. POP3 k&t n0i trén nén TCP/IP d€ dén mdy chU thu dién tr
(st dung cOng 110). Ngudi ding dién username va password. Sau khi xdc
thuc ddu mdy khach sé& s dung cdc 1énh cla POP3 d€ I1dy hodc xod thu.

POP3 chi la thu tuc de 13y thu trén may chU thu dién t(r. POP3
dugc quy dinh bdi tiéu chudn RFC 1939.

Lénh cua POP3

Lénh Miéu ta
USER Xéc dinh username



PASS Xéc dinh password

STAT Yéu cadu vé trang thdi clUa hbp thu
nhu sO

LIST Hién danh sich cUa thu

RETR Nhan thu

DELE Xo4 mOt bUc thu xdc dinh

NOOP Khong lam gi ca

RSET Khoi phuc 1ai nhing thu da xod

QUIT Thuc hién viéc thay d6i va thodt ra

4. Lam vi€c v@i 18p System.Web.Mail

Thuc hién mét tham chi€u dén System.Web.dll trudc khi ban c6 thé
nhdp khong gian tén System.Web.Mail. DLL nay 132 mOt thanh phan cUa .NET,
ch( khong phdi .COM. P& lam nhu vy, Project—Add Reference, va sau d6
click vao DLL

Add Reference
MET | com | projects |
Browse... I
Component Mame ! Wersion ] Path IIA:
Swskem. EnterpriseServices 1.0.3300.0 CHAWINDOWSIMicrosoft. MET. .. Select i
Swskem.Management 1.0.3300.0 CAWINDOWSIMicrosoft. MET. .,
Syskem, Messaging. dil 1.0,3300.0 CHAWINDOWSIMicrosoft, MET. ..
Swskem, Runtime. Remating 1.0,3300.0 CHWINDOWSIMicrosoft, MET. ..
System, Runtime, Serialization..., 1.0,3300.0 W INDOW S Microsoft, MET.
Swskem, Security 1.0,3300.0 CAWINDOWSMicrosoft, MET. .,
Swskem. ServiceProcess. dll 1.0.3300.0 CAWINDOWSIMicrosoft. MET. ..
Swstem.eb.dll 1.0,3300.0 CWINDOWS Microsaft MET. .,
Swskem.Web,RegularExpressi,., 1.0,3300.0 CHAWINDOWSIMicrosoft, MET. .. |§|
Swskem.Web, Services.dll 1.0,3300.0 CHAWINDOWSIMicrosoft, MET. ., | |
Syskem, Windows, Forms, dll 1.0,3300.0 U INDOW S Microsoft MET. .. ¢
Swatern. Xml. Al 1.0.3300.0 CWTRINCWAWSIMirensnfE MFT. . |v!
Component hame ] Type Source ]
Cancel Help

5. Xay dung Ung dung Mail

Viét chuong trinh cho phép gbdi mlt email don gidn tU dia chi
source@here.com  d€n destination@there.com  thong qua SMTP server
smtp.ntl- world.com (c6 thé thay dGi SMTP server tuy ¥).

HUONG DAN THUC HIEN BAI TAP UNG DUNG

Viét Ung dung g6i file trén mdy client: TCP Simple Client
1. Thi€t k& giao dién nhu sau
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o5 SMTP Client (M=)

Ta: Iinfu:u@wel:utru:upy.u:u:um

From: Ifiach@eircum.net

Server |emip nthvorld.com

Hello, thiz iz an email sent from MET

Send |

2. Viét code cho su ki€n gdi Send
private void btnSend_Click(object sender,

System.EventArgs e)
{

MailMessage email = new MailMessage();

email.From = tbFrom.Text;

email.To = tbTo.Text;

email.Subject = "email from .NET"; email.Body =
tbMessage. Text; SmtpMail.SmtpServer = tbServer.Text;
SmtpMail.Send(email);

}

3. M& rOng: Viét thém chlc ning dinh kém file cho chuong trinh
- ThOi gian thuc hién bai tap vuot qud 5% thOi gian cho phép s€ khong
duQc ddnh gid.
- Thi sinh phai tuyét doi tuén thu cdc qui dinh an toan lao dOng, cdc qui
dinh cUa xuOng thuc tap, néu vi pham s€ bi dinh chi thi.
BAI TAP:
Thié€t k& chuong trinh POP3, SMTP theo dang sau



r— —.-‘
t® Chuong 5 - POP3 Client Example SE® [§ & sm1P client ElE)x)

Server | dhO7torg Ta | root(E@dh07 L org |
[

IJzermame Iﬁlrmt@dhﬂ?tt.urg Fram |rc|c|t@dh|:|?tt.clrg |

Password  |secret | Server |dhD7tt.org |

Clean

i SMTP Client

To | roat@dh 7 arg |

Fraom | rootiEdh07targ |

Semer | dhO7it.org |




BAI 6 : TRUYEN THONG VOI FILE SERVER

Ma bai : MD35.6
Muc tiéu cUa bai:
- Trinh bay dugc cach s dung céc 16p khi st dung v&i FTP;
- Xay dung Ung dung trong vi€c truy€n va nhan File.
- Thuc hién céc thao tic an toan v3i may tinh.

1. TOng quan vé File server va truyén File

Bat kY ai ¢6 kinh nghiém trong thi€t k&€ web biét rang d€ dua cic trang
web "sOng", cdc tap tin trang Web can phdi dugc gli d€n mOt mdy chl Web
duoc cung cap bGi cong ty luu trlt cla ban hodc ISP. Hau hét moi ngudi
khong bao gi® c6 th€ nhin thay mdy vat ly rang trang web cla ho dugc luu
tr(r trén, va lién 1ac duy nhat cUa ho vdi né 1a thong qua mot giao thlc truyén
file, hoac FTP, chudng trinh nhu CuteFTP hodc SmartFTP.

FTP 13 nén tdng phd bi€n nhat tdp tin chuyén dGi cO cdu
gilta cdc mdy tinh trén Internet. FTP 12 phdn mém tu do c6 san cho tat ca cic
hé di€éu hanh, bao gdm Windows, UNIX, va hé di€u hanh Mac OS X. khd
ning tuong tic da nén tdng nay la rat quan trong cho viéc phat tri€n trang
web
b&i vi hau hét cic cong viéc thi€t k€ Web trén Windows va hdu hét cdc may
chU web chay tU UNIX, Linux , va hé di€u hanh Netware.

FTP nhu dugc dinh nghia trong RFC 1350 thay thé cho mOt giao thUc ci
dugc goi 1a tdm thuOng giao thlc truy€n tap tin (TFTP). Hé thOng nay rat
hi€m khi dugc st dung trén Internet, nhung né c6 th€ dugc st dung cho cic
thU tuc chang han nhu kha ning khdi dOng khong dia trén mang. N6 khong
c6 cO sd x4c thuc.

FTP 1a cO ché€ chinh d€ truyén File gi(ta cdc mdy tinh thdng qua moi
truOng Internet
1.1. Chia sé File cUa Microsoft.

MOt cong nghé manh mé cla Microsoft 1a Internet Common File (CIF).
Day 1a giao thUc chia s tap tin tU nhién cla Windows 2000 va XP. N6 1a mOt
phan m& rOng cUa giao thUc Server Messesge Block (SMB) dugc sU dung
trong cdc phién ban trudc clla Windows. N6 dudgc s dung d€ cung cdp tinh
ning 6 dia mang va in chia sé. N¢ 1a an toan, nhan so v&i FTP, vi NTLM ma
hoa, va néi chung 1a nhanh, tuy nhién, khong phai la Windows thuc hién khong
phai ph6 bién, nhung van tOn tai cho VMS va UNIX. Giao thic 1a phan 16n
ddc quyén, thudng 13 mOt cdn tré cho khong phai cla Microsoft phat trién.

Windows chia sé file phd bién nhdt trong mang vin phong,
n0i nhi€u nhan vién chia s& mOt mdy in hodc mot kho 1uu tr(t trung tdm cho
cdc tap tin. TU phuong di€n 1ap trinh, né 12 mOt cong nghé 1y tudng dé€ sir



dung nhu 12 mOt gidi phdp mOt 1an tai mOt cdng ty nOi ma tat cd cdc ngudi
st dung hé thdng s€& dugc vio cing mOt mang ndi bd. Vi du, mOt cong ty
ki€n tric da dugc tim ki€m mot kho Iuu tr(t trung tdm cho ban vé&, chia sé
mang s€ 12 1y tudng bdi vi n6 khdng yéu cau phai 1ap trinh. Hé thOng tuong
duong bang cach s dung FTP sé cham hon, khé khin, va kém an toan, tuy
nhién, n€u cong ty mudn chia sé ban vé& vdi cic cong ty khéc, sau dé6 FTP sé
phit hgp hon vi kha niing tuong tic cUa né va dé tri€n khai trén Internet (ch(
khong phdi 12 mang n0i bd ) mdi truOng. Cic di€u khodn NETBIOS va
NetBEUI la tén chinh xdc hon chia s€ file va in cho Microsoft. MOt huong vi
cla NETBIOS, NBT chay trén IP, nhung tat ca cdc hinh thUc khic khong dua
trén dia chi IP, ho sUf dung tén may NETBIOS Nhiing tén may chu dugc giai
quy€t vao dia chi vat 1y trong mOt trong bOn cach. HO c6 th€ phdt séng theo
yéu cau trén mang (B-Node). Thay vio d6, ho c6 thé truy van mOt mdy chl
WINS (P-Node). SU dung mdt su' k€t hgp cla cic phuong phap niy, bang
cach phat séng trudc khi truy van, hoat ddng M-Node, va mat sau 1a hoat
dOng H-Node.

1.2. Chia sé File cUa Netware

Xuat hién cich ddy hon nhi€u thdp ky, diy 1a ¢ ché chuyén tap tin
nhanh nhat, . D6 13, tuy nhién, mOt trong c4c giao thUic chuyén giao nhanh nhat
tap tin qua mang nbi bl. N6 dugc xiy dung trén dau trang cUa
Internetworking Packet exchange / Sequenced Packet Exchange (IPX / SPX) do
vay giao thlc khong dinh tuyén dugc. Can phdi c6 b0 phién dich d€ chuyén
d0i cac goi tin sang TCP / IP, nén cic y€u tO hiéu sudt bi mat. Hé thOng
Netware (cling duagc g0i 1a
IntranetWare) tap trung trén mOt mdy chU trung tAm Netware. Mdy chU nay
chay hé diéu hanh Novell, dugc bat dau tir mOt Ung dung tai va khéi dOng
hé diéu hanh DOS. Cic mdy chU luu tr(t Netware dich vu thu muc (NDS),
dudc st dung d€ ki€m sodt chling thuc va dac quyén.

Novell may chu (3.x) s& dung mOt chd dong sach thay vi NDS. Su khac
bi€t gilta hai hé thong 13 NDS 13 mlt cO sG di liéu quan hé va
c6 th€ nhan rOng gilta cdc may chU khéc, trong khi chd dong sach khong thé
Novell khach hang c6 san cho hau hét céc nén tang, tir hé di€u hanh DOS va
Windows Macintosh va UNIX. Cdc khich hang x4c dinh vi trf mdy chU bang
céch st dung giao thUc Novell 161 (NCP). Khi mOt may chu tap tin tU xa dugc
tim thdy, né 4nh xa mOt 6 dia cuc b0 trén mdy tinh cUa khich hang
Cé 1a khong c6 hO trg cho interoperating v&i Netware trong. NET, va
12 khong c6 cam k€t nhd d€ tich hgp mOt. NET vdi mOt mang Novell. Néu
ban ¢6 lam nhu vay, nhin vao giao di€én dong 1énh DOS vao mang, hodc
khong d6, hiy th(r interfacing & cap IPX bang cich s& dung 6 cam nguyén.



2. Truyén File
2.1.Cdch thic ding cdc cOng cla FTP

Trong cic giao thlUc email, phan d{r li€u cé chi€u dai bi€n (tlc 13,

email) c6 th€ dugc hdu t0 <Enter> . Enter d€ ddnh dau su két thic cla d{f
liéu. Néu chuli ky tu nay dugc phat hién trong co thé cla email, né c6 thé
duoc loai bo trudc khi glti ma khodng c6 bat ky suy thodi thuc su' clla mUc do
dé doc cUa thu dién t(, tuy nhién, trong FTP, mOt tap tin thuc thi kha dé dang
c6 thé c6 chudi ky tu dugc nhiing bén trong né, va loai bd nhling ngudi ky tu
c6 thé giy ra cdc tap tin bi hong.
PE€ tranh van dé nay, cOng 21 dudc st dung d€ gl va nhan 1€nh va phan
Ung, mOi chdm d(t bdi mOt . Khi d{f liéu chi€u dai thay d6i dugc gUi gilra
mdy khdch va mdy chU, chang han nhu cdc tdp tin hodc danh sich thu muc,
mOt két nOi tam thoi dugc md trén cOng 20, df liéu dugc chuyén giao, va
cOng dugc déng lai mOt 1an nlra. Tuy nhién, trong hdu hét cic thuc t€ tri€n
khai khach hang FTP, FTP client c6 th€ 13 mOt blc tudng 1(fa, do dé, cac mdy
chU nén 1am tat cd nhing viéc phuc vu va khach hang nén 1am tat cd nhiing
yéu cau
thu dOng ché dd FTP 1a noi ma khach hang chi thi cic may chU. 1dng nghe trén
mOt cOng khic hon so vGi cic cOng dit li€u mac dinh. Cic khach hang sau d6
s& k€t n0i vGi cOng nay va s dung né d€ tai 1én va tai vé nhu binh thudng.
PE dip Ung vGi 1énh PASV sé€ ludn bao gdbm mOt danh sich trong ngodc
vudng sO sdu sO cdch nhau bang ddu phdy. BOn nhém chr s6 dau tién
epresent dia chi IP cUa mdy chU, va hai nhém cudi ciing dai di€n cho cdc cOng
mdy chU 1ang nghe cho cic két n6i d{f liéu cla né. Trong vi du trudc, bOn
chir s0 1a 212,17,38,3,11,144 . Pi€u nay c6 nghia 1a do mdy chU dugc dat tai
dia chi IP 212.17.38. 3 va lang nghe trén cOng 2960 (11 x 256 + 144). C4c may
chU sé& bat dau 1ang nghe trén cOng ngay sau khi nhan dugc 1énh PASV. N6
s€ trd vé mOt tin nhan 227 d€ cho bi€t rang né di bat dau lang nghe trén
cOng nay. MOt khi khach hang k&t nOi dén cOng nay, mdy chl sé trd vé mot
tin nhan 150. N&u khach hang khong két ndi vdi cic cang trong mot cach kip
thOi (mOt vai gidy), mdy chU s€ ra mOt thong di€p thOi gian chO 425. M4y chU
s€ gli cac d{r liéu duoc yéu cau trén cOng d6 va déng k€t nOi mot khi tat ca
cac dir liéu dugc gli va sau do ra thong bao 226. Qu4 trinh tUOng tU xay ra
theo chi€u ngugc 1ai khi tdi 1én mdy chl. Trong truOng hgp nay , 1énh PASV
dugc phat hanh, va khach hang k&t n0i vao cOng theo quy dinh clla may chu.
Khéch hang sau d6 dat ndi dung cUa tap tin trén 6 cdm mdi va déng két noi
mOt khi tap tin dugc gUi.

2.2. Bat tay truyén File

Tié€n trinh bat tay 1am viéc cUa giao thiic truyén file FTP



- C0 ché chlng thuc : FTP chap nhan username/password dang text
tho, nén c6 thé nhin thdy dugc véi bat ky ngudi nao dung trinh phin
tich.

- FTP trén SSL dugc khuyén cdo khi website truyén nhing thong tin
quan trong.

- FTP Server ciing cho phép truy cap ndc danh (anonymous). Khi dy
username 13 anonymous va password 1a tiy y. DAy la thi€t 1ap madc
dinh cUa dich vu Microsoft FTP.

- Khi két n0i server & port 21, server s& phdn hoi l1ai nhu sau :

220 <some message><enter>
- Sau d6 dién ra giOng qua trinh bat tay cla POP3, c4c 1énh USER va
PASS dugc gdi 1an 1ugt 12 :

USER <username><enter>

- Server phdn hoi
331 <some message><enter>

- Client g6i :
PASS <password><enter>

- Server phdn hoOi n€u ding nhap thanh cdng:
230 <some message><enter>

- Server phdn hoi n€u ding nhap that bai:
530 <some message><enter>

- Sau th0i di€m nay, n€u ding nhdp thanh cong thi ngudi ding c6 thé
truy cap vao FTP Server vGi quyén han tudng Ung.

- MOt sO FTP server s& hUy két ndi v6i nhiing ngudi dung khong thao
tac gi d€ tiét kiém tai nguyén. Do d6, c6 th€ ding 1énh NOOP dé
bdo cho server biét nham tranh hién tuong trén. Dién bién nhu sau :

NOOP <enter>
200 <some message><enter>
- D€ déng két noi, client don gidn chi can déng két ndi TCP bén dudi
bang cach phat 1énh QUIT, di€én bi€n nhu sau :
QUIT <enter>
200 <some message><enter>
2.3. Truyén théng qua thur muc

O ché dd chl dOng (active), mdy khach FTP (FTP client) ding 1 cOng
ngdu nhién khong danh riéng (cOng N > 1024) két nbi vao cOng 21 cla FTP
Server. Sau d6, may khach 1ang nghe trén cOng N+1 va gUi 1énh PORT N+1
dén FTP Server. Ti€p theo, tU cOng d{f liéu cUa minh, FTP Server sé két n0i
ngugc lai vao cOng dit liéu cla Client da khai bdo trudc d6 (tlc 1a N+1)
O khia canh firewall, d€ FTP Server hO trg ché dd Active céc kénh truyén sau
phdi ma&:



- COng 21 phai dugc mad cho bat cf ngudn gli nao (d€ Client khdi tao
két noi)

- FTP Server's port 21 to ports > 1024 (Server trd 10i v€ cOng di€u khién
cUa Client)

- Cho k€t n0i tUr cOng 20 cla FTP Server dén cic cOng > 1024 (Server
khdi tao két nbi vao cOng d{t liéu cUa Client)

- Nhan két nGi hudng dén cOng 20 cla FTP Server tU cdc cOng > 1024
(Client gUi x4c nhan ACKs dén cOng data cUa Server)

- Budc 1: Client khGi tao két n0i vao cOng 21 cla Server va gUi 1énh
PORT 1027.

- BuGc 2: Server gli x4c nhan ACK vé cOng 1€nh cUa Client.

- Budc 3: Server khdi tao két n0i tUr cOng 20 clUa minh dén cOng dr
li€u ma Client di khai bdo trudc dé.

- Budc 4: Client glti ACK phdn hoi cho Server.

Khi FTP Server hoat ddng & ch€ d0 chl dOng, Client khong tao két n0i
that su vio cOng d{ liéu cla FTP server, ma chi don gidn 1a thong bdo cho
Server bi€t rang né dang 1ang nghe trén cOng ndo va Server phdi két ndi
ngUgc vé€ Client vao cOng d6. Trén quan di€m firewall d6i v&i mdy Client
diéu nay giOng nhu 1 hé thdng bén ngoai khdi tao két nGi vao hé thdng bén
trong va di€u nay thuOng bi ngin chdn trén hau hét cic hé thOng Firewall.

Vi du phién lam viéc active FTP:

Trong vi du nay phién lam viéc FTP khdi tao tU mdy
testbox1.slacksite.com (192.168.150.80), dung chuong trinh FTP Client dang
dong 1&nh, dén may chU FTP testbox2.slacksite.com (192.168.150.90). Céc
dong c6 dau --> chi ra cdc 1€nh FTP gUi dén Server va thong tin phan hoi tur
cidc 1énh nay. Cic thong tin ngudi dung nhap vao dudi dang ch(r dam.
Luu vy 1a khi 1énh PORT duQc phat ra trén Client dugc thé hién & 6 byte. 4
byte dau 1a dia chi IP cUa mdy Client con 2 byte sau 1a sO cOng. Gid tri cOng
dugc tinh béng (byte_5%256) + byte_6, vi du ((14%256) + 178) 1a 3762.

Passive FTP.

D€ gidi quyét van dé 1a Server phdi tao két ndi dén Client, mOt
phuong thUc k&t ndi FTP khdc da dugc phat tri€n. Phuong thUc nay goi 1a
FTP thu dOng (passive) hodc PASV (12 1énh ma Client gUi cho Server dé bdo
cho biét 1a n6 dang G ch€ d0 passive).

O ché d6 thu dbng, FTP Client tao két nOi dén Server, tranh van dé
Firewall 10c k&t n0i dén cOng clla may bén trong tU Server. Khi k&t nOi FTP
dugc ma, client s€ md 2 cOng khong danh riéng N, N+1 (N > 1024). COng th(¥
nhat dung d€ lién lac v4i cOng 21 cla Server, nhung thay vi gUi 1énh PORT
va sau dé6 1a server k€t nOi ngudc vé€ Client, thi 1énh PASV dudgc phat ra. Két
qua 1a Server s€ m3 1 cOng khongdanh riéng bat ky P (P > 1024) va g(i 1énh
PORT P ngudc vé cho Client.. Sau d6 client s€ khGi tao két n0i tUf cOng N+1



vao cOng P trén Server d€ truyén dit liéu. TU quan di€m Firewall trén Server
FTP, d€ ho trg FTP ché d0 passive, cic kénh truy€n sau phdi dugc ma:

- COng FTP 21 cla Server nhan két nOi tU bat ngudn nao (cho Client
khéi tao két ndi)

- Cho phép trd 10i tUr cOng 21 FTP Server dén cOng bat ky trén 1024
(Server trd 10i cho cOng control cUa Client)

- Nhan két ndi trén cOng FTP server > 1024 tIr bat ¢ nguon nio (Client
tao két nOi d€ truyén d{r liéu)

- Cho phép trd 10i tU cOng FTP Server > 1024 dén cic cOng > 1024
(Server gUi xdc nhdn ACKs dén cOng d(r 1i€u cUa Client)

- Budc 1: Client k€t n0i vao cOng 1&nh cUa Server va phét 1énh PASV.

- BuGc 2: Server trd 10i bang 1énh PORT 2024, cho Client biét cOng
2024 dang m& d€ nhan két noi d{ liéu.

- Budc 3: Client tao k€t n0i truyén dit liu tU cOng d( liéu clia né dén
cOng d{f liéu 2024 cUa Server.

- Budc 4: Server trd 10i bang x4c nhan ACK vé cho cOng d{f liéu cla
Client.

Trong khi FTP G ché d6 thu dng gidi quyét dugc van dé phia Client
thi né 1ai gay ra nhi€u van dé khac & phia Server. Th(t nhat 1 cho phép may &
xa k€t nOi vao cOng bat ky > 1024 cUa Server. Di€u nay kha nguy hi€m trlr
khi FTP cho phép md ta diy cic cOng >= 1024 ma FTP Server s& dung (vi du
WU-FTP Daemon).

Van dé th( hai 12 mOt s6 FTP Client 1ai khong hd trg ché dd thu dOng.
Vi du tién ich FTP Client ma Solaris cung cap khong h trg FTP thu d0ng.
Khi d6 can phdi c6 thém trinh FTP Client. MOt 1uu y 12 hau hét cdc trinh
duyét Web chi ho trg FTP thu dng khi truy cap FTP Server theo duOng dan
URL .

Vi du phién lam viéc passive FTP:

Trong vi du nay phién lam viéc FTP khdi tao tU mdy
testbox1.slacksite.com (192.168.150.80), dung chuong trinh FTP Client dang
dong 1énh, dé€n mdy chlU FTP testbox2.slacksite.com (192.168.150.90), mdy
chU Linux chay ProFTPd 1.2.2RC2. Céc dong c6 dau --> chi ra cic 1énh FTP
gli dén Server va thong tin phdn hoi tU cdc 1énh nay. Cdc thong tin ngudi
nhap vao dudi dang ch(r dam.

Luu y: d6i vGi FTP thu dOng, cOng ma 1&nh PORT mb ta chinh 14 cOng
s& dugc ma trén Server. Con d0i v6i FTP chU dOng cOng nay s€ dugc md &
Client.

2.4.Tham khao cdc lénh cua FTP

SU dung FTP dé€ két ndi dén mOt remote machine qua Internet (truc
tuy€n hodc thdng qua cdc nha cung cdp dich vu ) hodc qua mang LAN, WAN



rat don gidn. PE s& dung FTP, khdi dOng phan mém FTP cUa client va cung
cap tén cla remote machine ma ta muOn két ndi dén. Vi du d€ két ndi dén
mOt remote machine thong qua LAN hay Internet ta danh vao dong 1€énh sau :

ftp chatton.com

Lénh nay chi dan cho phdn mém FTP c6 gang két nbi v6i mdy cé tén
chatton.com va thi€t 1ap mOt phién giao dich cho FTP.Khi két n6i hoan tat hé
thOng s& doi hoi userID. N€u hé thOng yéu cdu FTP madc dinh thi mOt thong
bdo s& dugc gUi dén cho user d€ biét chinh xdc di€u dé. Truy xudt sau ding
trong Linux FTP vGi n0i 1uu tr{r 12 sunsite.unc.edu

Code:

ftp sunsite.unc.edu

331 Guest login ok, send your complete e-mail address as password.
Enter username (default: anonymous): anonymous

Enter password [tparker @tpci.com]:

IFTPI Open

230- WELCOME to UNC and SUN's anonymous ftp server
230- University of North Carolina

230- Office FOR Information Technology

230- SunSITE.unc.edu

230 Guest login ok, access restrictions apply.

FTP>

Sau khi két n6i xong ta s& thdy ddu nhac FTP> cho biét remote system
dang san sang nhan 1énh.

Khi log on vao mOt vai hé thOng, mOt thong bdo ngan c6 thé xudt hién
chlra cdc 1énh vé€ download file, cdc gidi han d6i vdi cac user s dung FTP
mdc dinh hodc thong tin v€ vi tri cdc file h(tu dung. Vi du :

Code:
To get a binary file,type: BINARY and then: GET "File.Name" newfilename

To get a text file, type: ASCII and then: GET "File.Name" newfilename
Names MUST match upper, lower case exactly. Use the "quotes" as shown.
To get a directory, type: DIR. To change directory, type: CD "Dir.Name"

To read a short text file, type: GET "File.Name" TT



For more, type HELP or see FAQ in gopher.

To quit, type EXIT or Control-Z.

230- If you email to info@sunsite.unc.edu you will be sent help information
230- about how to use the different services sunsite provides.

230- We use the Wuarchive experimental ftpd. if you "get" <directory>.tar.Z
230- or <file>.Z it will compress and/or tar it on the fly. Using ".gz" instead

230- of ".Z" will use the GNU zip (/pub/gnu/gzip*) instead, a superior
230- compression method.

Khi vao dugc remote machine ta c6 thé sU dung céc 1énh cUa Linux dé
hién thi céc files va di chuyén gilra cac thu muc. Vi du mudn th€ hién céc file
c6 trong thu muc ta dung 1€nh Is, chuyén thu muc dung 1&nh cd, trd vé thu
muc cha dung 1€nh cd... Céc 1énh nay ciing giOng nhu cdc 1€nh ta s dung
trén mdy don, ngoai trlr mOt di€u hi€n tai ta dang sU dung trén remote system,
d€ chuyén d0i thu muc trén local machine ta c6 th€ dung 1€nh lcd.

FTP khoéng c6 céc phim tat, khi can thuc hién 1€nh ta phdi ddnh vao day
du tén file hay thu muc can truy xudt. Khi danh sai tén file hay thu muc thi
thong bdo 10i s& xudt hién va ta phdi danh Iai.

* Truyén file :

Viéc truy€n nhan file 12 di€m chinh cla FTP, do d6 ta can bi€t lam thé
nao d€ goi mot file tU remote system cling nhu 1am cich nao d€ ghi mot file
1én do.
Khi mudn chuy&n mot file tUf remote machine vé may minh ta dung 1énh get
va d€ tén file vao sau 1énh nay. Vidu :

Code:
get “soundcard_driver”

Lénh nay s€ chuyén file soundcard_driver tUf remote machine vé& local
machine. Khi s& dung 1énh get remote system sé truyén d li€u vé local
machine va dUa ra mOt thong bdo khi qud trinh hoan tat. Khi truyén céc file ¢é
dung lugng 16n thi hé thOng sé khong c6 thé hién gi vé qud trinh truyén dit
liéu cho dén khi hoan tat do d6 hiy kién nhan chd dgi. MOt sO phién ban FTP
yéu cau thé hién cdc thong bdo sau mOi 1an truy€n xong 1024 bytes, vi€c nay
gitip ching ta theo d&i tOt hOn qud trinh truyén d{r li€u. Vidu :

Code:



FTP> get "filel.txt"

200 PORT command successful.

150 BINARY data connection for FILE1. TXT (27534 bytes)
226 BINARY Transfer complete.

27534 bytes received in 2.35 seconds (12 Kbytes/s).

Khi muOn ghi mot file tU local machine 1én remote machine ta dung 1€nh put.
Cau 1énh sau dung d€ ghi file comments tU local machine 1én remote machine :
Code:

put "comments"

Dau “” 1a khong can thi€t trong cdc phién ban cla FTP, né dung dé€
ngin chan cdu tric md rOng cla ky tU. Trong hau hét cic file thi ddu *’ 1a
khong can thiét tuy nhién st dung né ciing 13 mOt théi quen tot.

MOt sO phién bdn FTP cung cap cic khd ning m& rOng s dung cic
1énh mget va mput. Cdc 1&nh get va put chi diing cho cdc file c6 tén day du,
trong khi cdc 1€nh mget va mput cho phép st dung phan m& rOng. Vi du dé
truy€n tat cd céc file c6 phan mé rOng .doc ta dung 1€nh sau :

Code:
mget *.doc

¢ Céc dinh dang file khac nhau :

FTP cUa Linux cung cap hai dang truyén file : ASCII va binary. M6t sO
hé thOng tu ddng chuy€n ddi gilra hai ki€u nay khi n6 nhan dugc file & dang
binary. Ching ta khdng nén tu chuyén ddi ki€u ngoai trlr da th(r trudc va biét
chac 12 né hoat ddng tOt. Hau hét cdc phién ban FTP mdc nhién khdi dOng
voi dang ASCIL.
DE thi€t 1ap dang truyén binary cho FTP ta dung 1&nh binary, va ta ciing c6
thé€ tr@ vé dang ASCII v&i 1€nh ascii. Tuy nhién tOt nhat 13 nén truyén & dang
binary, né€u ta truyén mot file binary & dang ASCII thi né khong thé thuc thi
dugc trén hé thOng nhan. Viéc truyén mot file ASCII & dang binary se khong
lam dnh hudng gi dén ndi dung ngoai trtr mOt sO rat it cdc th€ hién. Khi
truyén file gi(ra hai hé thOng Linux G dang binary thi sé& gilt dugc cic thulc
tinh cUa file, nhung né€u truyén gilta mOt hé thOng Linux vad mOt hé thOng
khong phai Linux thi ¢6 thé€ c6 van dé véi mot sO kiéu file. Dang ASCII chi
thich hop cho vi€c truy€n truc tiép céc text file.

e Thoat khoi FTP :



DE thoat khoi FTP ta diing 1€nh quit hodc exit, cd hai 1&nh nay s€ déng
két nbi cla chung ta v&i remote machine sau d6 cham dUt FTP trén local

machine cUa chiing ta. C4c 1&nh c6 th€ sUf dung cho users trong cic phién ban
FTP la

ascii Chuy€n sang dang truyén ma ASCII

binary Chuyé&n sang dang truyén ma binary

cd B6i thu muc trén server

close Cham dut két nOi

del X6a mOt file trén server

dir Xem nQi dung thU muc trén server

get LAy mOt file tU server

hash Chi ra mOt gia tri ky tu cho mOi kh6i dugc truy€n
help Gitp d&

lcd Thay dGi thu muc trén client

mget T4i nhi€u file tU server

mput GUi nhi€u file dén server

open K&t ndi dén mOt server

put GUi mot file dén server

pwd Xem thu' muc hién hanh trén server

quote Cung cap cdc 1énh FTP mOt céch truc ti€p
quit Ké&t thiic FTP

Trong hau hét cic phién ban, cdc 1€nh clia FTP rat nhay cdm, néu ta
danh mét 1énh & dang ch(r hoa thi FTP s& bdo 16i, mOt sO phién ban sé&
chuy€n d6i cho chiing ta nhung né khong chi cho ta phai ding dang nio. BGi
vi Linux st dung ch(t thuGng cho moi th(f nén chiing ta ciing nén sU diing ki€u
ch{r thudng cho céc phién ban clla FTP.

* FTP st dung TCP nhu thé& nao ? :

FTP s dung 2 kénh truyén TCP : TCP cOng 20 dung cho truyén dit
liéu, TCP cOng 21 dung cho truyén céc 1€nh. CA hai kénh nay phai dugc cho
phép tao cdc ham cho FTP trén hé thOng Linux can st dung. Viéc si dung c3
hai kénh truy€n nay lam cho FTP khéic v&i hdu hét cdc chuong trinh truyén
file khac. Bang cach s dung cd hai kénh truyén TCP cho phép truyén ciing
lic cdc 1énh va dt liéu cla FTP. FTP hoat dOng manh va khong s& dung bO
dém va hang doi.

FTP s dung mOt server deamon chay moOt céch lién tuc va phan chia
cdc chuong trinh dugc thuc thi trén client. Trong hé thOng Linux thi server
deamon dudQc goOi la ftpd va chuOng trinh trén client duQc goi la ftp.
Trong sult qué trinh thi€t 1ap két ndi gilra client va server va khi ngudi st
dung ddnh vao mOt 1€nh cho FTP thi cd hai mdy s€ truyén cho nhau moOt
chuOi cic 1énh. Céc 1énh nay danh riéng cho FTP va dugc xem nhu cdc giao
thlc bén trong. Cic 1€nh cUa cic giao thlc bén trong clia FTP bao gdm mOt



chudi 4 ky tu ma ASCII va dugc két thiic bang ky tu xuOng dong, mot s&
1énh ddi hdi cdc tham sO. Thudn 1gi cla viéc dung cic ky tu ASCII cho cic
cau 1énh 1a ngudi st dung dé dang quan sit va hi€u cdc 1énh, viéc nay rat
h(tu ich trong qu4 trinh g& r6i. MOt ngudi thong thao cé thé st dung cic 1énh
bang mi ASCII mOt cich truc ti€p d€ lién lac vGi cédc server cla FTP ma
khong can thong qua client ( néi mOt cach khéc, lién lac véi ftpd khong can ftp
trén moOt local machine). Tuy nhién vi€c nay hi€m khi dugc si dung, ngoai

.

trur trong qué trinh g0 r0i.
Sau khi diing FTP d€ login vio remote machine, chiing ta khong that su' & trén
remote machine ma v& mat ludn Iy ta van dang & trén client, do d6 tat ca céc
1énh vé truyén file va di chuyén thu muc phai phu thudc vao local machine
ch( khong phadi remote machine.

Céc qua trinh theo sau FTP khi mOt k€t ndi dugc thi€t 1ap nhu sau :

+ Login : ki€m tra user ID va password.

+ Define directory : nhan dang thU muc bat dau .

+ Define file transfer mode : dinh nghia ki€u truyén file.

+ Start data trasfer : nhan cdc 1énh cla ngu0i st dung .

+ Stop data transfer : déng két n0i.

Viéc chon lua g& r6i 12 ¢6 san trong cau 1énh cla FTP bang c4ch thém
vao tham sO —d sau ciu 1€nh. Ty chOn nay cho bi€t kénh clUa cic 1€nh, céc
1énh tr client dugc thé hién bang mOt mii tén nhu 13 ky tu ddu tién, cic 1énh
tU server ¢6 3 ch(r s6 dUng trudc. MOt PORT trong cau 1é€nh cho bié€t dia chi
cUa kénh d{f li€u ma client dang chOQ server trd 10i, n€u khong c¢6 PORT nao
dugc néu rd thi mac nhién kénh 20 s€& dugc s dung. Qué trinh x(r 1y truyén
d{r liéu khong th€ thuc hién trong ché d6 gd rOi. Sau diy 1a mOt vi du vé tuy
chon g0 rOi :

Code:

$ ftp -d tpci_hpws4

Connected to tpci_hpws4.

220 tpci_hpws4 FTP server (Version 1.7.109.2 Tue Jul 28 23:32:34 GMT
1992) ready.

Name (tpci_hpws4:tparker):

---> USER tparker

331 Password required for tparker.
Password:

---> PASS gwerty5

230 User tparker logged in.
--->SYST

215 UNIX Type: L8

Remote system type 1s UNIX.
--->Type 1



200 Type set to 1.

Using binary mode to transfer files.

ftp> 1s

---> PORT 47,80,10,28,4,175

200 PORT command successful.

--->TYPE A

200 Type set to A.

---> LIST

150 Opening ASCII mode data connection for /bin/ls.
total 4

-TW-T----- 1 tparker tpci 2803 Apr 29 10:46 filel
-rw-rw-r-- 1 tparker tpci 1286 Apr 14 10:46 file5S_draft
-TWXT----- 2 tparker tpci 15635 Mar 14 23:23 test_comp_1
-TW-T----- 1 tparker tpci 52 Apr 22 12:19 xyzzy
Transfer complete.

--->TYPEI

200 Type set to L.

ftp> <Ctrl-d>

$

 Cau hinh FTP :

Khi cung cap mOt dn danh FTP hodc mOt hé thOng user-login ching ta
can thuc hién mot sO cdu hinh cd bdn cla FTP d€ thié€t 14p thubc tinh cho
cdc thU muc va file hé thOng d€ ngin chan viéc truy xudt hodc stta dGi cla
cdc user. Qud trinh c6 th€ bat dau bang viéc chon mot dinh danh FTP, thét ra
vi€c nay khong that su can thi€t mdc du né s€ dé dang hon cho cic user khic
muOn truy xudt dén. Pinh danh FTP c6 dang sau :

Trong d6 domain_name 12 tén chinh (hoac an danh) cUa FTP server va
domain_type 12 phan m& rOng cla DNS. Vi du chiing ta c6 th€ c6 mOt dinh
danh nhU sau :

Viéc nay chi ra rang day 1a mOt FTP &n danh cho phép moi user truy
xudt dén dia chi tpci.com, khong nén dua ra mOt tén mdy cu th€ nhu sau :

Diéu nay giy khoé khin cho viéc thay d0i FTP server, thay vao dé sU
dung mOt bi danh d€ chi dén may server s&é dé& dang hon khi can thay d6i
server. Tuy nhién n€u mOt mdy don két ndi Internet thdong qua mOt nha cung
cap dich vu thi viéc nay khong dnh huéng gi, né thuGng can thiét d6i vdi cic
mang 16n hon. Néu st dung DNS thi bi danh rat dé thiét 1&p. Vi du :

Code:
ftp.tpci.com. IN CNAME merlin.tpci.com.

Lénh nay chi ra rang bat ky moOt user ndo truy xudt dén dia chi sé truy
xuat dén may c6 tén merlin.tpci.com, néu vi 1y do nao d6 may merlin khong



déng vai trd server nifa thi viéc thay ddi tén may trong dong 1€nh nay sé chi
dén mot server m@i. Khodng trOng sau domain name 12 rat quan trong vi nd
ngin chan vi€c ma rOng tén bao gdm ca viéc 13ap 1ai domain name.

« Cai dat fipd -

Ftpd (FTP daemon) phdi dugc khdi dOng trén FTP server (mOt sO phién
ban Linux s& dung daemon wu.ftpd 1am server). Daemon dugc quan ly bdi
inetd thay cho cdc file kh&i dOng rc, do d6 ftpd chi hoat dOng khi dugc yéu
cau, di€u d6 1am cho FTP trd nén rat ndng. Khi inetd khdi dOng ftpd thi n6 sé&
ki€m tra cOng 1énh (kénh 21) cho cic géi di liéu dén va tao mot ftpd.
Phdi chac chan rang inetd c6 thé khdi dOng ftpd bang cich ki€m tra cic file
cau hinh cUa inetd (thuGng nam trong /etc/inetd.config) bang dong 1&nh sau :

Code:

ftp stream tcp nowait root /usr/etc/ftpd ftpd —1

Né€u 1€énh nay khong tOn tai thi thém né vao file, vdi hau hét cac hé
thOng Linux thi dong 1€nh trén ludén cé san trong file mac du né cé thé dugc
chi dan tr bén ngoai. FTP entry chi 16 inetd ma FTP dang hoat dOng d€ st
dung TCP va né s€ sinh ra ftpd moOi khi mot k€t ndi mdi dugc tao ra cho cOng
FTP. Trong vi du trén ftpd dugc khdi dOng vdi thy chon -1 sé cho phép
logging, ta c6 th€ bo qua tily chon nay. Cdc tuy chon thudng dugc st dung :

-d This option adds debugging information to the syslog.

-1 This option activates logging of sessions (only failed and successful
logins, not debug information). If the -1 option is specified twice, all commands
are logged, too. If specified three times, the size of all get and put file transfers
are added, as well.

-t This option sets the timeout period before ftpd terminates after a session
1s concluded (default is 15 minutes). The value is specified in seconds after the
-t option.

-T This option sets the maximum timeout period (in seconds) that a client
can request. The default is two hours. This enables a client to alter the normal
default timeout for some reason.

-u This option sets the umask value for files uploaded to the local system.
The default umask is 022. Clients can request a different umask value.

* FTP logins :

MO0i user mudn truy xudt hé théng phai c6 mOt login name va password
hop 1y, do d6 ta phdi tao mOt account trong file /etc/passwd cho mOi user. Néu
khong cho phép truy xudt vGi FTP an danh thi khong tao mOt login chung cho
tat cd moi user.

PE cai dat mOt server FTP &n danh, ta phdi tao mOt login cho user ID
an danh. Viéc nay ciing giOng nhu viéc thém mot user vao file etc/passwd.
Login name s& dugc st dung khi truy xudt vao hé théng chang han nhu
“anonymous” hodc “ftp”. Ta phadi chon mOt thu muc cho cdc user an danh truy



xudt vao, cac thU muc niy cé thé dugc bdo vé€ khdi cic file hé thOng.
Vidu:

Code:
ftp:*:400:51: Anonymous FTP access:/usr/ftp:/bin/false

Dau * trong password ngin chan ngudi khic truy cap vio account, sO cUa user
ID 1a duy nhat trong toan bO hé thOng. PE bdo mat tOt hon, ta nén tao cic
nhém riéng chi danh cho céc user an danh va dat cic ftp user vao nhém nay.

o Thi€t dat cac thu muc :

Ta can tao mOt mini-filesystem chi danh cho céc truy xuat FTP an danh,
cdc file nay chi gil cdc tén thu muc thong thuGng va céc file ¢ ban can cho
viéc truy nhap.

Viéc thi€t dat cac thu muc cho cdc FTP &n danh rdt don gidn, ta chi
can tao moOt sO thu muc va copy cic file vao d6. Theo cic budc sau :

— Tao thu muc bin (vi du nhU /usr/ftp/bin ) va copy cdc 1€énh ( I, 1
v.v... ) can thiét d€ user c6 th€ xem ndi dung thu muc va file, c6 thé copy
thém cic Ung dung né€u can.

— Tao thu muc etc ( vi du /usr/ftp/etc ) va copy file passwd (
/etc/passwd ) va file group ( etc/group ) vao do.

— Tao thu muc lib ( vi du /usr/ftp/lib ) copy hai file /lib/rld va
/lib/libc.so.1 vao d6, cdc file nay dugc s& dung bdi 1€nh 1s. Chi thuc hién
budc nay khi 1€nh Is yéu cau cdc file trén, khong phdi phién bdn Linux nao
cling c6 doi hoi nay, sau d6 ki€m tra 1ai cac 1&nh do6.

— Tao thu muc pub ( vi du /ust/ftp/pub ) d€ gilt céc file cho phép truy
xuat .

— Tao thu muc dev ( vi du /usr/ftp/dev ) va dung 1énh mknod d€ copy
file /dev/zero viao d6 can d€ sO cac thi€t bj 16n va nhd giGng nhu trong
file/dev/zero, c4c driver nay s€ dugc sU dung bdi 1é€nh rld. Thuc hién budc
nay khi Is yéu cau céc file trong thu muc /lib nhu trén.

Ban sao cUa céc file /etc/passwd va /etc/group duQc copy vao thu' muc
~ftp/etc d€ tranh viéc truy xudt dé€n céc file that sU trong thU muc /etc. Viéc
soan thdo 1ai cdc file nay va thay thé password bsi cac dau “*” d€ tranh viéc
truy xudt dén céc account d6 bGi cac FTP an danh. Xéa tat cd cic ngd vio doi
vGi /etc/passwd va /etc/group dugc st dung bdi tén va group ( néi mOt céch
khéc, n6 chi dugc st dung bdi user va group hgp 1y trén hé thdng ) ciing nhur
cdc duOng vao khic ngoai trU cdc ngd vao danh cho cidc FTP &n danh.
Ta ciing c6 th€ s& dung cdu tric thu muc ~ftp/pub d€ 1uu trf c4c file cho phép
cdc user an danh truy xudt, copy céc file vao ddy. Ta ciing c6 th€ tao cic thu
muc con can thi€t cho viéc t6 chlc. Ciing nén tao mOt th’ muc upload cho
phép ghi trong cdu triic tht muc ~ftp/pub ma céc user chi ¢ thé upload céc file
Vao vung nay.

* Setting Permissions :



D& bdo vé hé thOng ta c6 thé dung 1&nh chroot, 1énh nay 1am cho thu
muc gOc khong xudt hién trén ddu nhac. Vi du khi chroot dugc thi€t dat cho
FTP &n danh thi khi céc user 4n danh ding 1€nh cd, gid s{ cd /bin ho s€ thuc
su dugc chuy€n dén thu muc /usr/ftp/bin n€u thu muc gbc dugc thiét dat
1a /usr/ftp. Vi€c nay gitp trdnh viéc truy xudt vao viung file hé thOng trong cau
tric thu muc FTP. Tuy nhién viéc thay dGi d6 chi ¢6 hiéu luc d6i véi cdc user
ID ma 1énh chroot dang hoat dOng.

Néu tao mOt upload area thi chi nén cho phép write va execute, khong
cho phép read d€ tranh viéc mOt user download cic file ma user khic upload
1én.

DE thi€t dat su' cho phép cho cic file va thu muc dugc dung bdi nhiing user
an danh ta thuc hi€n céc thU tuc sau, n€u cc file va thu muc khong tOn tai thi
copy hodc tao ra néu can :

— Pat thu muc ~ftp v6i khd ning truy xudt cho phép la 555

— Pat thu muc ~ftp/bin v&i khd ning truy xudt cho phép la 555

— Pbat file ~ftp/bin/ls véi khd ning truy xudt cho phép 1a 111

— Pat thu muc ~ftp/etc vGi khd ning truy xudt cho phép la 555

— Pat céc file ~ftp/etc/passwd va ~ftp/etc/group vGi khd ning truy xudt
cho phép 1a 444

— Né€u can s dung, dat thu muc ~ftp/lib v&i kha niing truy xudt cho
phép 1 555

— Né&u can s dung, dat céc file ~ftp/lib/rldva ~ftp/lib/libc.so.1 v&i khd
ning truy xudt cho phép 1a 444

— Néu can sU dung, dat thu muc ~ftp/dev vGi khd ning truy xudt cho
phép la 555

— Néu can, ding 1énh mknod tao ~ftp/dev/zero vGi sO céc nit 16n nho
gidng nhu trong /dev/zero

Ta c6 thé thi€t dat quyén s& hliu céc file va thu muc bang 1&nh chown
nhU sau :

Code:

chown root ~ftp/dev

Lénh nay thiét 1dp quyén s& hlu thu muc ~ftp/dev cho root.
Tat ca céc thu muc trong cdu tric thu muc ~ftp nén dugc thi€t 1ap quyén
truy xudt v4i 1énh chmod. Vi du :

chmod 555 dir_name

Lénh nay chi cho phép read va excute cho thu muc dir_name. Ngoai trU thu
muc diing d€ upload cho phép ghi nhu' di dé cép & phan trén.

* Ki€ém tra hé thOng :

Trudc khi cho phép mOt ai d6 truy xudt vio hé thOng Linux FTP cla
minh, ta nén ki€m tra bang céch tU truy xudt vao va thu truy xudt cic file bi
cam, vao cic thu mUc bén ngoai cdu tric ~ftp, ghi moOt file 1én viing khong cho
phép. ThU copy, read, write, move céc file va th( log in bang mOt tén user nio



d6. Ta phdi chac rang hé théng hoan toan 6n dinh, n€u khéng mot user nio dé
c6 thé tim ra “16 héng” va khai thac né.

TGOt nhat nén tao mOt mailbox d€ céc user trén cic hé thOng khic can
gitip d& hodc can thong tin gi c6 th€é gli mail cho chiing ta.
2.5. Cong cu FTP

DE truy cap vao mOt may chU FTP, can phdi bi€t dia chi IP cla né va
c6 mOt tén ngudi dung va mat khdu vGi né. Hau hét cic ISP cung cép cho
ban v6i mOt lugng nhd cUa khong gian web trén may chU cla ho khi ban
ding ky, va ban s€ c6 thé d€ c6 dugc nhimg chi ti€t nay néu ban goi ISP cla
ban. PE€ truy cap vao mOt may chl FTP, ban can phai biét dia chi IP cla né
va c6 mOt tén ngUdi diing va mat khdu vdi né. Hau hét c4c ISP cung cap cho
ban v&i mdt Iugng nhd cla khong gian web trén mdy chU cUa hQ khi ban
ding ky, va ban s€ c6 th€ d€ c6 dugc nhimg chi ti€t nay n€u ban goi ISP cla
ban.

C4ch tao FTP Server trén cdc Version cUa Windows:

Click Control Panel—-Add/Remove Programs—Add or Remove Windows
Components—Internet Information Services—Details—>FTP Service

Internet Information Services (lIS)

To add or remove a component, cick the check box. A shaded box means that only part
of the component will be installed. To see what's included n a component, click Details.

Subcomponents of Internet Information Services (1IS):

v < Common Files 10MB (&
¥ @) Documentation 35MB

(v (IFie Transfer Protocol (FTP) Service 01M8

W & FrontPage 2000 Server Extensions 41MB

&5 Intemet Information Services Snapin 1.3M8

(v :pa SMTP Service 36MB

W M World Wide Web Service 22MB ¥/

Description:  Provides support to create FTP sites used to upload and download files

Total disk space required: 0.0MB
Space available on disk: 31393.0 MB

I 0K l[ Cancel ]

DPé dén phan quan tri FTP server thuc hién nhu sau :
Click Control Panel—Administrative Tools—Internet Information
Services—FTP Site—Default FTP site — right-click — chOn Properties.
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2.6. Cong cu FTP véi diéu khién trén Internet

Thuc thi ddy dU cUa FTP 1a mOt cam két. N6 c6 thé€ 1a ddng gid d€ xem
xét ki€m sodt Microsoft Chuy€n Internet n€u ban can phdi thuc hién nhiém
vU nay. N6 12 mOt COM di sdn ki€m soat (va do d6 mang rat nhi€u chi phi cho
cdc Ung dung NET.). Ban dia. Thanh phan NET 1a c6 san trén thi truOng tlr
Dart va cong trinh * IP. C6 néi rang, d0i vGi nhi€éu Ung dung, ban khong can
phdi hat tat cd,



thuc hién cla FTP d€ c¢6 dugc cong viéc cla ban dudc thuc hién. Néu ban
dang vi€t mOt tinh ning d€ mOt Ung dung d€ 1én k€ hoach thuc hién mot tai
1én cic tap tin d€n mOt mdy chl, ban c6 thé khéng mudn gay nhdm 1an cho
ngUdi s dung vdi cdc chi ti€t cla cdu tric thu muc cla mdy tinh tU xa. Tat
cd nhiing gi ban c6 th€ can moOt vai dong ma d€ chuyén cic tap tin d€n mot
vi trf dugc xac dinh trudc.

Tao mOt dU 4n Ung dung Windows mdi trong Visual Studio NET nhu
binh thuOng, va rit ra hai hOp viin ban, mOt trong nhiing tén tbServer va tbFile
khdc. Thém hai niit, btnBrowse va btnUpload. Ban ciing s€ yéu cau moOt
ki€m sodt Dialog Open File tén 1a OpenFileDialog

FIP upload

Senver ftp:ffanonymous pass@ 192 168.5.14

private void btnBrowse_Click(object sender, EventArgs e)
{
openfileDialog.ShowDialog();
tbFile.Text = openfileDialog.FileName;
}

private void btnUpload_Click(object sender, EventArgs e)

{
if ((tbFile.Text.Trim() ==""))

{
MessageBox.Show("Please choose a file!", "Error", MessageBoxButtons.OK,
MessageBoxIcon.Error);
return;

}

FileInfo thisFile = new FileInfo(tbFile.Text);

Type ITC;

object[] parameter = new object[2];

object ITCObject;

ITC = Type.GetTypeFromProgID("InetCtls.Inet.1");

ITCObject = Activator.Createlnstance(ITC);

parameter[0] = (string)tbServer.Text;

parameter[1] = (string)"PUT " + thisFile.FullName + " /" + thisFile.Name;

ITC.InvokeMember("execute", BindingFlags.InvokeMethod, null, ITCObject,
parameter);



2.7. MOt vai cong cu thuc té clia FTP

ITC c¢6 mOt vai han ché&, c6 khda mot vai 10i n6i ti€ng, va la xa 1a mot
vi€c thuc hi€n hiéu sudt cao. Hon n(ra, n6 1a khong c6 nguOn gdc NET, va
nhi€u nha phdn mém s€& yéu cdu moét NET du 4n 12 mi quan 1y 100%.

Bang cich lam theo cdc ma trén cic trang ti€p theo, ban sé cé day du
FTP client, v4i khd ning d€ duy&t mOt hé thOng tap tin tU xa, tdi 1én, va
tai vé Bat dau mOt du 4n moi trong Visual Studio. NET va thém hai hinh
thUc, frmLogon va frmMain. V& hinh thUc Logon, rit ra bOn hOp vin ban:
tbServer, tbUsername, tbPassword, va tbStatus. Sau d6 nén dugc thiét 1ap véi
= multiline
ding su that va mau xdm ra ngoai mOt cdch thich hgp. MOt niit, btnLogon,
ciing nén dugc thém vao Trén cac hinh thUc chinh, vé hai danh siach hp:.
LbFiles va 1IbFolders. Thém mOt hOp vin ban tén la tbStatus trong phong céch
tuong tU nhU trong cic hinh thUc Logon. Thém banit: btnUpload,

btnDownload, va btnRoot. Ngoai ra thém m&t hOp thoai File Open ki€m
sodt tén 1a OpenFileDialog va Save File Dialog ki€m sodt dat tén
la SaveFileDialog.

Trong Form chinh, thém mOt vai bi€n toan cuc:
private const string STR_Constant = "\r\n";

public frmLogon LogonForm = new frmlogon();
public NetworkStream NetStrm;

nn,

public string RemotePath = "";

nn,

public string server = "";

FormMain

o = Mo
| bFolders
Folders: .:3 |:|
C M) o
IhFiles
Files:
Status:

‘ Upload ‘ ‘ Download H FRoot ‘




public string sendFTPcmd(string cmd)

byte[] szData;

string returnedData = "";

StreamReader RAStrm = new StreamReader(NetStrm);
szData = Encoding. ASCII.GetBytes(cmd.ToCharArray());
NetStrm.Write(szData, 0, szData.Length);

tbStatus.Text += "\r\nSent:" + cmd;

returnedData = RdStrm.ReadLine();

tbStatus.Text += "\r\nRcvd:" + returnedData;

return returnedData;

}

public void getRemoteFolders()
{
string[] filesAndFolders;
string fileOrFolder;
string folderList ="";
int lastSpace = 0;
folderList =
Encoding.ASCIIL.GetString(sendPassiveFTPcmd("LIST\r\n"));
IbFiles.Items.Clear();
IbFolders.Items.Clear();
filesAndFolders = folderList.Split("\n".ToCharArray());
for (int 1 = 0; i < filesAndFolders.GetUpperBound(0); i++)
{
if (filesAndFolders[i].StartsWith("-") Il
filesAndFolders[i].StartsWith("d"))

{

lastSpace = 59; // UNIX format
}
else
{

lastSpace = 39; // DOS format
}

fileOrFolder = filesAndFolders[i].Substring(lastSpace);
if (fileOrFolder.IndexOf(".") !=-1)

{
IbFiles.Items.Add(fileOrFolder.Trim());

}
else
{
IbFolders.Items.Add(fileOrFolder. Trim());
}
}
}

public byte[] sendPassiveFTPcmd(string cmd)

{
byte[] szData;



System.Collections. ArrayList al = new ArraylList();
byte[] RecvBytes = new byte[Byte.MaxValue];
[nt32 bytes;
[nt32 totalLength = 0O;
szData =
System.Text.Encoding. ASCIIL.GetBytes(cmd.ToCharArray());
NetworkStream passiveConnection;
passiveConnection = createPassiveConnection();
tbStatus.Text += "\r\nSent:" + cmd;
StreamReader commandStream = new StreamReader(NetStrm);
NetStrm.Write(szData, 0, szData.Length);
while (true)
{
bytes = passiveConnection.Read(RecvBytes,
0, RecvBytes.Length);
if (bytes <= 0) break;
totalLength += bytes;
al.AddRange(RecvBytes);
}
al = al.GetRange(0, totalLength);
tbStatus. Text += "\r\nRcvd:" + commandStream.ReadLine(); // 125
tbStatus.Text += "\r\nRcvd:" + commandStream.ReadLine(); // 226
return (byte[])al. ToArray((new byte()).GetType());

}

private NetworkStream createPassiveConnection()

{
string[] commaSeperatedValues;
int highByte = 0;
int lowByte = 0;
int passivePort = 0;
string response = "";
TepClient clientSocket;
NetworkStream pasvStrm = null;
response = sendFTPcmd("PASV\r\n");
/1 2277 Entering Passive Mode (127,0,0,1,4,147).
commaSeperatedValues = response.Split(",". ToCharArray());
highByte = Convert.Tolntl 6(commaSeperatedValues[4]) * 256;
commaSeperatedValues[5] =
commaSeperatedValues[5].Substring(0,
commaSeperatedValues[5].IndexOf(")"));
lowByte = Convert.Tolnt] 6(commaSeperatedValues[5]);
passivePort = lowByte + highByte;
clientSocket = new TcpClient(server, passivePort);//TcpClient
pasvStrm = clientSocket.GetStream();//NetworkStream
return pasvStrm;

}

private void IbFolders_SelectedIndexChanged(object sender, EventArgs e)
{



}

RemotePath +="/" + IbFolders.SelectedItem.ToString();
sendFTPcmd("CWD /" + RemotePath + STR_Constant);

getRemoteFolders();

private void btnRoot_Click(object sender, EventArgs e)

{

}

RemotePath = "/";
sendFTPcmd("CWD Ar\n");
getRemoteFolders();

private void btnUpload_Click(object sender, EventArgs e)

{

}

openFileDialog.ShowDialog();

NetworkStream passiveConnection;

FileInfo fileParse = new Filelnfo(openFileDialog.FileName);
FileStream fs = new
FileStream(openFileDialog.FileName, FileMode.Open);
byte[] fileData = new byte[fs.Length];

fs.Read(fileData, 0, (int)fs.Length);

passiveConnection = createPassiveConnection();

string cmd = "STOR " + fileParse.Name + "\r\n";
tbStatus.Text += "\r\nSent:" + cmd;

string response = sendFTPcmd(cmd);

tbStatus.Text += "\r\nRcvd:" + response;
passiveConnection. Write(fileData, 0, (int)fs.Length);
passiveConnection.Close();
MessageBox.Show("Uploaded");

tbStatus. Text += "\r\nRcvd:" + new
StreamReader(NetStrm).ReadLine(); getRemoteFolders();

private void btnDownload_Click(object sender, EventArgs e)

{

byte[] fileData;
saveFileDialog.ShowDialog();
fileData = sendPassiveFTPcmd(
"RETR " + IbFiles.SelectedItem.ToString() + "\r\n");
FileStream fs = new FileStream(
saveFileDialog.FileName, FileMode.CreateNew);
fs.Write(fileData, 0, fileData.Length);
fs.Close();
MessageBox.Show("Downloaded");



2.8. FTP ho tro'trong .NET 2.0

NET Framework phién ban 2.0 (Whidbey), hoé trg FTP dugc bao gOm
trong 18p WebClient, do d6 phU dinh su can thi€t phai st dung mOt trong hai
cap 1ap trinh hodc cédc dOi tugng COM. Céic mi sau ddy minh hoa don gidn sO
tinh ning m&i nay:

public void downloadFile()

{
string filename = "ftp://ms.com/files/dotnetfx.exe";
WebClient client = new WebClient();
client. DownloadFile(filename,"dotnetfx.exe");
}
BAI THU'C HANH

Xay dung chuong trinh truyén File tUr Client 1én server

FIP Client

Server 127.001
Uszemame rook,
FPassword secnet
Folders
Files
Ma chuong trinh
private void Logs(string message)

FileStream file = new FileStream("log.txt", FileMode.Create, FileAccess.Write);
byte[] data = Encoding. ASCIIL.GetBytes(message);

file.Write(data, O, data.Length);

file.Flush();

file.Close();

}

NetworkStream NetStrm;
private void btnLogon_Click(object sender, EventArgs e)
{
tbStatus. Text = "";
// Khdi tao client k€t ndi dén c6ng cUa dich vu FTP (21)



TepClient clientSocket = new TcpClient(tbServer.Text, 21);
// Khéi tao lubng xudt/nhdp mang va két ndi né dén dbi tugng client
NetStrm = clientSocket.GetStream();
// Lay lubng nhdp (doc) tU ludng xudt/nhdp mang
StreamReader RdStrm = new StreamReader(NetStrm);
string welcomeMessage = RdStrm.ReadLine() + "\r\n";
tbStatus.Text += welcomeMessage;
string returnMessage = "";
// Ti€n hanh g@i thong tin ding nhap 1én POP3 Server
returnMessage = sendFTPcmd("USER " + tbUsername.Text + "\r\n", NetStrm);
returnMessage = sendFTPcmd("PASS " + tbPassword.Text + "\r\n", NetStrm);
// 1. Lay thong s6 hé thOng, 1énh SYST
sendFTPcmd("SYST" + "\r\n", NetStrm);
sendFTPcmd("QUIT" + "\r\n", NetStrm);
clientSocket.Close();
// Nh& gQi ham nay
Logs(tbStatus.Text);
}

public string sendFTPcmd(string cmd, NetworkStream NetStrm)
{

byte[] szData;

string returnedData = "";

StreamReader RdStrm = new StreamReader(NetStrm);

szData = Encoding. ASCIIL.GetBytes(cmd.ToCharArray());

NetStrm.Write(szData, 0, szData.Length);

tbStatus.Text += "\r\nSent:" + cmd;

returnedData = RdStrm.ReadLine();

tbStatus.Text += "\r\nRcvd:" + returnedData;

return returnedData;

}



BAI 7 : AN NINH MANG (FIREWALLS, PROXY SERVERS, AND
ROUTERS)
Ma bai M35.06

Muc tiéu cUa bai:

- Mo ta cich x4y dung mang 1udi bao vé mang;

- Trinh bay dugc cic cam bdy mang;

- Thuc hién dugc xay dung Ung dung don gidn bao ddm an toan hé
thdng mang trong doanh nghiép.

- Thuc hién céc thao tdc an toan vOi mdy tinh.

1. TOng quan vé€ bao vé mang
1.1. Gi6i thiéu vé An ninh mang

Bai nay dé cap tdi cdc van dé thuc tién cla viéc thi€t 1ap mOt mang
va kién tric mang. Viéc ndm bat dugc cdu triic mang gitip cho sinh vién biét
lam thé€ nao d€ s(ra chlfa rat nhi€u 16i lién quan dén Ung dung mang. Hon
n{ra, ki€n thUc co ban vé thi€t 1ap mang 1a di€u can thiét.

Bai nay gdm hai phan. Phan dau tién gidi thich 1am thé nio d€ tao ra
mOt mang 1udi tU may dOc 1ap. Ngay sau dé 1a thdo ludn vé céc thi€t bi phG
bi€n hinh thanh clta ngd gilta mang cla ban va Internet. Cac thi€t bj cOng
thudng c6 th€ tao ra van dé€ cho phan mém cla ban bang cich dp dat cic
han ché€ va cic quy dinh riéng. Bang cich c6 thé d€ phat hién va lam viéc
xung quanh nhitng van dé& nay, Ung dung cla ban s& dugc 6n dinh hon.

1.2. Xay dung mang luéi an ninh ngay ttr dau

Né€u ban dang phit tri€n mOt hé thOng di€m ban hang cho mot siéu thi,
moi dau cudi s€ can phai giao ti€p v4i mOt mdy chl trung tim. Pay khong
phai 13 dé dang dat dugc ma khdng c6 mang. Trong nhi€u truGng hop, ban
c6 thé khong chi cung cdp cho mOt ngudi chl tiém mot dia CD va hy vong
anh ta tim ra cich d€ n0i mang dugc tat cd cdc mdy tinh cUa minh.

Lua chon mOt cau tric mang
Né€u ban chi ¢é hai mdy tinh ma ban mubn vao mang, thi gidi phap kinh
t€ nhat 12 mOt cap xodn khong dudc che chd (UTP) cép chéo (cdp UTP ban
v4). Pi€u nay c6 th€ dugc st dung d€ lién k€t hai mdy tinh truc tiép.
C6 ba loai k€t n0i vat 1y chinh trong mang hi€én da 1a UTP, BNC, va khong
day. Mang khong day sU dung séng radio d€ truyén d{t liéu gilra cic thi€t bj
dau cudi, trong khi hai hé thOng khic s dung k&t nlOi cé day.
Nhing 10i ich cUa mOt mang khong day 1a kha rd rang. Ngu'di duing c6
th€ di chuyén trong vong bdn kinh clla mdy phat va duy tri mOt két nbi
Internet, tuy nhién, mang khong diy 13 cham hon so v&i cé diy cUa ho truy



cap céc bd phan. Vi du, mOt card mang di€n hinh c6 th€ ho trg két ndi 100
Mbps, trong khi céc card khong diy tuOng duong s€ hoat ddng & 11 hodc 54
Mbps, va thong qua thuc t€ chi c6 th€ 12 mOt phan nho trong sO d6. MOt cép
mang c6 th€ dé dang kéo dai 100 mét, nhung trung tam khong day c6 ban kinh
nh® hon. Cdc mang khong day cé nhi€u tOn kém, nhung kha tuong dOng trong
ki€n tric voi mOt mang UTP.

Su khac biét gilta UTP va BNC 1 16 rang nhat trong céc loai cap dugc
st dung d€ két ndi cidc mdy tinh. UTP cdp giOng nhu mOt dudng diy di€n
thoai, chi méng hon, trong khi BNC dOng truc, cdp truy€n hinh. Phich cam
BNC tron, trong khi phich cam UTP (RJ45 két ndi) cé hinh chit nhat.

UTP dugc dat ra trong mOt cdu triic lién két sao, n0i ma mOi mdy tinh
c6 mOt dong danh riéng cho trung tim gan nhat hodc b0 dinh tuyén cla né.
Trong cdc mang nhO hon, mOt trong cdc mdy tinh trén mang s dung mot
modem (hodc thi€t bj khac) d€ két ndi v&i cic ISP. Tat cd cac mdy khac trén
mang sau d6 chia s€ k&t nOi Internet. Trén cdc mang 16n hon, mOt bd dinh
tuy€n két ndi truc ti€p véi mOt dudng diy cung cap bdi nha cung cap dich
vU. SU sap x€p nay cung cdp hiéu sudt tOt hon bGi vi cdc bO dinh tuyén sé&
gidp chi dao cdc dt liéu, ciing nhu dugc danh riéng cho nhi€m vu cung cap
mOt k€t ndi mang 1udi 1am viéc, tuy nhién, né b sung thém chi phi vao
mang.

BNC dugc dat ra trong mOt cau triic lién két bus. Pay 13 n0i ma tat ca
cdc mdy tinh trén mang chia sé mOt dong duy nhat cUa truyén thong. Trong
m6t mang BNC, mOi mdy tinh ¢6 k&t ndi hinh chit T gan lién v&i card mang
cUa né. Tai mOi dau cla day la terminator. BNC 14 hi€m hién nay, va né la
com-Th 2 d€ s dung hodc UTP hodc khong day.

Céac mang khac, dua trén Universal Serial Bus (USB) va céc n0i ti€p
connec, ¢6 san, nhung ho can phai tranh vi erability van dé€ c6 thé interop.

Thi€t 1&p mang may tinh

Khi xdy dung mOt mang UTP, ddm bdo rang mOi mdy tinh dugc n0i
vGi mOt hub, va chac chan rang trung tim nay dugc ho trg. Trong mOt mang
BNC, mOi mdy tinh dugc k€t ndi vdi hang x6m cla minh, va mOt két thiic
BNC sé dugc dan vao culi cUa day.

NgUu0i diing s€ mong dgi mOt cO ché chia sé file trén mang, vi vay ban
nén cung cap ngay tU dau. P& cung cdp cO ché nay, ban phdi chon moOt tén
duy nhat cho mOi mdy tinh trén mang. D€ dat tén cho mOt may tinh trén
Windows 2000, kich chudt phdi vao My Computer—Properties—Network
Identification, va chOn Properties. Poi véi  Windows XP, chon My
Computer—Properties—Computer Name—Change.



-

Computer Name Changes

Y'ou can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:;
SOHD

Full computer name:
SOHO.

More...

tember of
) Dromair:

(=) worlgroup:
WORKGROUP

[ OF, H Cancel ]

Thay d0i tén mdy tinh

Nhdp vao tén mdy tinh, va n€u can thi€t, mOt nhém lam viéc. Sau dé
nhan
OK. Ban c6 th€ can phai kh3i dOng lai mdy tinh d€ cac thay dGi c6 hiéu luc.
Ban s& can phai rang bubc modt s6 giao thlc va dich vu mdi cho card mang
clUa ban. D€ lam di€u nay trong Windows 2000, kich chult phdi vao My
Network Places—Properties—Local Area Connection—Properties. On Windows
XP, click Control Panel-Network Connections—Local Area Connection.
Trong hOp nay, ban can phdi nhin thdy ba di€u: Client for Microsoft
Networks, File and Printer Sharing for Microsoft Networks, va Internet Protocol
(TCP /IP). Néu bat ky trong sO nay 12 mat tich, nhan niit Install.

Nhiém vu ti€p theo 1a thi€t 1&p cdc thi€t 1ap TCP / IP cho mdy tinh. D&
m3& hOp thoai, ddnh ddu Internet Protocol (TCP / IP) va kich Properties.

N€u mady tinh nay 12 mOt phan cla mOt mang 1udi 16n hon, c6 thé 1a
mOt may chU DHCP trén mang, tU dOng gan dia chi IP. Trong truOng hQp nay,
chon tiy chon "C6 dugc moOt dia chi IP tu dOng" va "Xin dia chi may chU
DNS tur dOng." N&u khong, thi€t 1ap céc linh vuc thU cong.

Ban phai thi€t 1ap dia chi IP 1a dia chi khong cdng khai, va mOi mdy tinh
phai dudc chi dinh mOt dia chi IP duy nhat. MOt loat cdc dia chi IP c6 thé 1a
10.0.0.1, 10.0.0.2, 10.0.0.3,.... Subnet mask 255.255.255.0. B&m OK dé€ luu
céc thi€t 1ap.

D€ chia s& mOt thu muc, nhdn chudt phdi vao thu muc, chon
Properties — Sharing. Chia s thU muUc nay (trén Windows XP, ban sé can
bam nhan dis-claimer, "N€u ban hi€u dugc nhing rli ro nhung van muOn
chia s& con 1éu cUa thu muc nay").

D€ han ché ngudi dung truy cdp tU xa cho cédc tap tin cla ban trén
Windows 2000, Per-nhi€m vu. Trén c(ra sO ti€p theo ban cé th€ cap, thu hoi



doc, viét, va thay d0i quyén truy cap vao bat ky hodc tat cd ngudi diing trén
mang. Trén Windows XP, di€u nay di dugc don gidn héa mOt hOp ki€m "Cho
phép ngudi st dung mang d€ thay doi céc tap tin cUa tdi."

MOt tinh ning h{tu ich clUa mang la khd ning di€u khién tU xa in tai
liéu thong. Phan nay gid dinh rang ban c¢6 mOt mdy in kem theo mOt mdy tinh
trén mang cUa ban. Trén Windows 2000, nhdp vio Start — Cai dat — M4y in.
Trén Windows XP, nhd@n Start — Control Panel — Printers and Faxes. Nhap
chudt phdi vaio mOt mdy in ma ban mudn chia s, va chon tily chon Sharing.
Sau d6 chon chung Khi nhap mot tén duy nhdt, va mOt tén mo ta cho mdy in.
Ban c6 thé thi€t 1ap mc d0 ki€m soét cla ngudi sU dung s€ c6 hon mdy in
tUr tab Security. BA&m OK d€ hoan tat qua trinh.

Lam thé nao d€ thi€t I&p mOt mang riéng do

MOt mang riéng do (VPN) dugc st dung d€ cung cdp cho mOt khich
hang truy cap tU xa an toan d€n mOt mang LAN. Céc khach hang tUr xa s€ c6
minh bach (mdc dii, chdm hon) truy cdp vao mang LAN va sé c6 thé chia sé
céc tap tin va sU dung mdy in tU xa.

VPN hoat d0ng trén cic duOng ham giao thlc di€m-di€m (PPTP) hay
giao thlc 18p 2 duOng ham (L2TP). Giao thong dia phuong dugc x€p 18p trén
dau trang nay d€ hd trg minh bach thuc su va hO trg cho giao thlc
nonroutable chang han nhu IPX.

VPN c¢6 mot sO 10i thé hon dial-in k€t n6i vao mang. Day 14 nhitng bdo
mat, n0i ma mOi truyén dugc ma héa, va minh bach, bdi vi cic khach hang c6
thé€ gi(r 1ai dia chi IP riéng cUa no.

P& trd thanh mOt khach hang VPN, Windows 2000, nhan Start —
Settings — Net-cong viéc k€t ndi, va sau d6 nhdp vao New Connection
Wizard. Trén Windows XP, hiy nhdp vao Bat ddu — Control Panel — Network
Connections — Tao mOt Con-nection — Ti€p theo.

Bam vao "Ké&t n6i v&i mOt mang riéng thong qua Internet” Win-dows
2000 hodc "K&t n0i véi mang tai noi 1am viéc cla t6i", sau d6 k€t ndi mang
Ao Pri-vate trén Windows XP.

Khi dugc nhac, nhdp vao dia chi IP cla gateway VPN. Di€u nay nén
dugc cung cap bdi ngudi qudn tri clla VPN. Nhan Finish d€ hoan tat viéc cai
dat.

2. Tunneling trong mang doanh nghiép

Ludn ludn c6 hai cich d€ stra chita mOt van dé: gidi quy€t hodc tranh
né. C& hai phuong phép cé gid tri ngang nhau va binh dang d6i vGi céc tinh
huOng khdc nhau. Gid s tinh hudng 12 mOt Ung dung hoi thdo tU xa bi chdn
bGi tuOng 1(ra. Ban c6 th€ di chuyén cac mdy chU bén ngoai tuOng 10, thiét
1ap cOng chuyén ti€p d€ dudng ham thong qua cic blc tudng 10ra (hodc
router), hodc trd 1ai d{t liéu ra mOt proxy mdy chU d€ tranh cic blc tuOng



10ra. C6 hai tuy chon, mOt 12 stra chira truc ti€p (on-site) hodc thué mOt may
chU chuyén dung va viéc mOt sO chuong trinh d€ gidi quyét van dé.

Proxy Tunneling

Néu viét mOt Ung dung cho thi truGng, ban phai nhd rang khong phai
tat cd ngUOi st dung phan mém s€& c6 mot trong hai két ndi Internet truc
ti€p, minh bach. Trong mdt sO truGng hop, ngudi ding cé th€ truy cap
Internet thong qua mOt proxy. That khong may, khong c6 phuOng tién hoan
hdo phat hién n€u mot proxy 12 s& dung trén mOt mang, né G dau, hodc
nhlng gi né la loai.

Khong giOng nhu thi€t bi dinh tuy€n, proxy khong minh bach cho khich hang.
Ban s€ can phdi stta d6i ma cUa ban vao tai khodn cho mdt proxy. Néu ban
dang st dung cic HTTPWebRe nhiém vy va dang cO gang d€ diéu hudng
mOt proxy Ung dung, sau dé di€u nay 13 tuong d6i don gidn:

WebProxy myProxy= new WebProxy("proxyserver",8080);

myProxy.BypassProxyOnLocal =

true; String url =

"http://www.yahoo.com";

HttpWebRequest request =
(HttpWebRequest)HttpWebRequest.Create(url);

request.Proxy = myProxy;

Firewall tunneling

Néu mOt blc tudng 1fa ngin chdn tat cd cic cOng, sau d6 ban c6 thé
lam thay dGi cdc blc tuGng 1(ta cho phép truy cdp vao cOng yéu cau cla ban.
Céc tuOng 10a dugc truy cap hoac thong qua mlt giao dién Web
(http://192.168.1.1 hodc tuong tu) hodc thong qua mot két ndi ndi ti€p. Ban
s€ can phai c6 hudng dan st dung va méat khau trong tam tay. MOt sO router
cung cap cOng chuyén ti€p d€ vugt qua tuGng 10ra. Pay 12 nOi ma céc d{ liu
truc ti€p tai dia chi IP cUa router trén mOt cOng dugc chi dinh 1a ngin chdn,
dén moOt dia chi IP ndi b0 quy dinh. Qua trinh nay 1a minh bach cho cd hai dau
cla két noi.

Cu0i cling, n€u ban khong c6 quyén truy cap vao cdc blc tuOng 1(ra,
hodc ban mudn cung cdp mOt gidi phap than thi€n v&i ngudi st dung, ban c6
thé€ trd 1ai dit liéu tUr mOt proxy. PAy la n0i ma cdc mdy phia sau tuOng 10ra s&
m& ra mOt TCP Gn dinh va k&t nOi d&€n mOt mdy chU proxy, ma 1a bén ngoai
cUa cic blc tuOng 10a va proxy cho phép khach hang d€ két noi vdi né. DI
liéu tU c4c khach hang dén proxy dudc chuyén ti€p thong qua két ndi previ-


http://www.yahoo.com/

ously m&. Day 1a kY thuat dugc si dung bdi cic Ung dung Instant Messenger.
MOt vi du ma cUa gidi phdp niy dugc cung cap & cudi chuong nay.
3. Tranh nhiing cam bay mang

Phong chOng ludn ludn tOt hon chita bénh.N&u ban dang phat hanh mot
sdn pham ty nhién, n6 1a gan nhu chac chan rang mot sO ngudi st dung sé
c6 mOt cdu hinh mang khéc thulng rang phan mém cla ban sé khong lam
vi€c. POi vGi ho, mang 1udi clia ho khong phdi 12 bat thuOng, va trong thuc
t€, mOt trim ngudi st dung khac ra khoi dé c6 cing mOt van-lem, nhung ho
khong ban tim d€ cho ban bi€t rang phdn mém cla ban khong 1am viéc.

COng xung d0t

Né&u phdn mém cla ban khong th€ bat dau trén cGng mac dinh cla né,
n6 phai di chuyén dén cang khéc, hodc it nhat 12 nhac nhd ngudi diing nhap
vio mOt cang m&i. Néu ban khong cung cap chlc ning ndy, ban sé gdp phai
mOt trong hai van dé: (1) ngudi ding s& chay phan mém s dung ciing mOt
cOng nhu cla ban va rang ho khdng mubn ngling st dung, hodc (2) blc
tuOng 10ra c6 thé da dugce thi€t 1ap d€ cho phép 1uu 1uong truy cap thong qua
mOt sO cdng, ngay cd khi khach hang cla ban khong si dung tuOng 1Ura, ISP
cUa ho sUc manh.

Cic khach hang dang chO dgi d€ két ndi v&i phan mém cla ban sé€ can
phai biét rang né di di chuyén cadng. Ban chi c6 th€ hi€n thi m6t hOp thong
bdo va yéu cau ngudi diing nhdp vao cic cdng mdi, hodc ban cé thé st dung
mOt yéu cau DNS d€ néi v6i ngudi st dung cic cOng mdy chl 1ang nghe va
k€t nGi v&i nhau 1an 1ugt. Néi chung, phuong phép nay 12 qua mUc can thiét.

MOt van dé thuOng xuyén gdp phdi 1a dia chi IP dOng. Pay 13 nGi ma
cdc dia chi IP cUa mdy tinh thay d6i mOi khi né di truc tuy€n. Néu khong
dudc, nhi€u Ung dung sé€ 18y dia chi IP dia phuong khi bat ddu Ung dung va
gid dinh rang s€ van tinh trong khodng thdi gian cubc sOng cla Ung dung.
Khi ngudi dung két ni quay sO, ho c¢6 thé cé dugc dia chi IP khdc nhau trong
khong gian cUa mOt gi0 theo s dung binh thuOng (ding ky trén Internet). Tinh
trang nay dat ra mOt van dé cho cdc Ung dung mdy chU béi vi khong c6 cach
nao mOt khich hang c6 thé biét n6é & dau nén két ndi. Di€u nay c6 thé dugc
gidi quy€t trén cd s@ tUng truOng hop cuU th€ hodc bdi mdy chl-ing mOt co
ché theo doi IP.
Phan mém chang han nhu "IP-no" ¢6 th€ dugc st dung d€ anh xa mot dia
chi IP dOng cho mOt tén DNS. Qud trinh s& dung phan mém nay 13 tuong doi
don gidn, nhung né c6 th€ khong kha thi d€ yéu cdu ngudi sU dung phan
mém d€ s dung sdn phdm nay d€ gidi quyét cic van dé dia chi IP dOng.
Céch khac 1a ¢6 mdy tinh dinh ky gUi dia chi IP cUa né vao mOt mdy chu, sau
d6, may chU sé luu tr(f cdc dia chi IP, cung v&i mOt ddu thGi gian va nhan
dang mOt con ngUdi c6 thé doc duge. Khach hang cé thé tim va két nGi dia
chi IP d6ng. Tem thoi gian ddm bdo rang cdc mdy tinh chua c6 mat trong dién



dan sé bi x6a khoi danh séch.

Khi ding mOt dia chi IP, phai thuc hién ki€m tra d€ ddm bdo rang IP 12
hgp 1€ cho Internet. MOt mang LAN IP nhu 192.168.0.1 14 khong tOt v&i mOt
khéch hang G phia bén kia cla thé gidi.



) BO CAU HOI ON TAP LAP TRINH MANG
I. PHAN LY THUYET
Cau 1 : Néu khai niém vé 1ap trinh Socket ?

Cau 2 : Néu khdi niém vé IP va Port trong 1ap trinh mang

Cau 3 : Néu mOt sO Ung dung va qui dinh d0i vé&i Port ?
Cau 4 : Néu cic dac trung cd ban (Kh4i ni€m, cic thuQc tinh va phuong thirc)
cUa 16p IPAddress?
Cau 5 : Néu cdc dac trung c0 ban (Kh4i ni€m, cic thuQc tinh va phuong thic)
cUa 16p IPEndPoint?
Cau 6 : Néu cdc dac trung cd ban (Khai ni€m, céc thudc tinh va phudng thUc)
cUa 16p IPHostEntry?
Cau 7 : Néu cdc dac trung cO ban (Khai ni€m, céc thulc tinh va phuong thUc)
cla 16p DNS?
Cau 8 : Néu cdc dac trung cO ban (Khai ni€m, c4c thulc tinh va phuong thlc)
cla 16p UDPClient?
Cau 9 : Néu trinh tu két n6i cla LOp UDPClient? (Phia Server va Client)
Cau 10 : Néu cdc dac trung cd ban (Kh4i ni€m, c4c thuOc tinh va phuong
thlc) clla 18p TCPClient?
Cau 11 : Néu trinh tu két n6i cla LOp TCPClient? (Phia Server va Client)
Cau 12 : Néu céc dac trung cO ban (Khdi niém, c4c thuOc tinh va phuong
thlc) cla 18p TCPListener?
Cau 13 : Néu cdc dac trung c¢d ban (Khai ni€m, céc thuQc tinh va phuong
thlc) clia 18p TCPListener?
Cau 14 : So sanh gi(ra hai giao thUic TCP va UDP trong lap trinh mang.
Cau 15 : Néu phuong thlc hoat dOng clia HTTP khi thuc hién truyén thong
vOi webserver.
Cau 16 : Néu cdc dac trung c0 ban (Khai ni€m, céc thuQc tinh va phuong
thUrc) cUa 16p HTTP request?
Cau 17 : Néu cdc dac trung c0 ban (Khai ni€m, céc thuQc tinh va phuong
thUc) cUa 16p HTTP responese?
Cau 18 : Néu cach thlrc d€ truyén thong vi File Server
Cau 19 : Néu cdc dac trung co ban (Kh4i ni€m, c4c thuOc tinh va phuong
thuc) clia 16p FTP?
Céu 20 : Néu tién trinh bat tay lam viéc cla giao thUc truyén file FTP
Cau 21 : Viét chuong trinh thuc hién trén mang LAN d€ gidi quy€t bai toan
sau :

Client : g&i 2 sO a, b cho server va yéu cau server trd vé sO nao 16n
nhat.



Server : so sanh hai s6 nhan dugc va trd v€ két qud 16n nhat cho
Client.

Yéu cau : chi viét cic ham chinh & Client va Server, dung TCP hodc
UDP.
Cau 22 : Viét chuong trinh thuc hién trén mang LAN d€ gidi quy€t bai toan
sau :

Client : g@i 2 sO a, b cho server va yéu cau server trd vé két qud a cé
chia hét cho b hay khong?

Server : Nhan 2 s0 a, b va thuc hi€n phép todn chia, trd vé két qua cho
Client.

Yéu cau : chi viét cic ham chinh & Client va Server, dung TCP hodc
UDP.
Céu 23 : Viét chuong trinh thuc hién trén mang LAN d€ gidi quy€t bai toan
sau :

Client : gdi sO a cho server va yéu cau server trd vé k€t qud a c6 chia
hét cho 3 hay khong?

Server : Nhan sO a va thuc hién phép todn chia, trd vé két qud cho
Client.

Yéu cau : chi vi€t cac ham chinh & Client va Server, duing TCP hodc
UDP.
Céu 24 : Viét chuong trinh thuc hién trén mang LAN d€ gidi quyét bai todn
sau :

Client : g&i sO a cho server va yéu cau server trd v€ két qud a 1a s6 1é
hay chan?

Server : Nhan sO a va thuc hién phép todn chia, trd vé két qua cho
Client.

Yéu cau : chi viét cac ham chinh & Client va Server, ding TCP hodc
UDP.
Cau 25 : Viét chuong trinh thuc hién trén mang LAN d€ gidi quy€t bai toan
sau :

Client : gGi 3 sO a, b cho server va yéu cau server trd vé& sO 16n nhat?

Server : Nhan 2 sO a, b va thuc hién phép todn so sanh, trd vé két qua
cho Client.

Yéu cau : chi vi€t cac ham chinh & Client va Server, duing TCP hodc
UDP.

II. PHAN THUC HANH

Bai 1: Viét chuong trinh Sever gidi dap tén mi€én. N€u mdy khéach glii tén may
thi sever s& g&i v€ dia chi IP (danh sich nay tU tao ra — khodn 3 cap d€ minh
hoa).

Bai 2: viét chuong trinh UDP (Ung dung A) dat trén mOt mdy thuc hién céc
cong vi€c sau, khi m6t Ung dung B giti 1 kiu chudi ti€ng Anh thi Ung dung



A sé g trd 1ai nghia ti€ng Viét tuong Ung. N€u tU nay khdng c6 trong tUr
di€n (chi c6 3 t&r Computer,Ram,HDD)thi Ung dung A cho ngu0i diing biét tir
nay khong c6 trong tU dién.

Bai 3: Viét chuong trinh Client/Sever trong dé khi Client di chuy&n chu0t thi
sever ciing di chuyé€n theo.

Bai 4: Viét Chuong trinh Client/Server khi Client gUi “Shutdown”,”Restast”
thi Sever kh@i dOng hodc tat may tuong Ung

Bai 5: Vi€t chuong trinh Chat gi(ta cdc may tinh ?

Bai 6 : Vi€t chuong trinh FTP Client?

Bai 7 : Viét chuong trinh truyén nhan File viin ban don gidn (dang text) gilra
2 mdy tinh trong mang LAN diing cG ché da ti€u trinh (multi-threading)

Bai 8: Viét chuong trinh di€u khi€n mdy tinh dung cong nghé Bluetooth.

Bai 9: Remote Shell: di€u khi€n mdy tinh tU xa diing - command line

Bai 10 : Viét Chuong trinh Mail Client (SMTP).

Bai 11: SU dung giao thiic HTTP d€ viét chuong trinh thi trac nghi€m qua
mang LAN.

Bai 12: Viét chuong trinh ho trg thi (nhu’ ddu truOng 100) qua mang LAN
Bai 13: Viét chuong trinh tinh toan N! qua mang (dung cO ché da ti€u trinh
(multi-threading)

Bai 14: Vi€t chuong trinh Telnet (c6 th€ thay d0i tén mdy,cOng...)
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