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Tuyén bd ban quyén

Gido trinh nay sU dung lam tai li€u gidng day ndi b0 trong truOng
cao dang nghé Cong nghiép Ha Noi

Trudng Cao dang nghé Cong nghiép Ha NOi khong s dung va
khong cho phép bat kY cd nhan hay tG chlc nio s dung gido trinh nay
v6i muc dich kinh doanh.

Moi trich dan, s& dung gido trinh nay vGi muc dich khéac hay &
noi khdc déu phai dudc su dOng ¥ bang vin ban cla trudng Cao dang
nghé& Cong nghiép Ha NOi




LOI1 GIOI THIEU

Trong nh{ing nim qua, day nghé di c6 nhiing budc ti€n vugt bac cd vé
s6 1ugng va chat luong, nham thuc hién nhiém vu dao tao nguOn nhan luc
ky thudt truc ti€p ddp Ung nhu cdu xa hbi. Cung v&i su phat tri€n cUa khoa
hoc cong nghé trén thé gidi, linh vuc Cong nghé thong tin néi chung va nganh
Quan tri mang & Viét Nam néi riéng da c¢6 nhitng buGc phit tri€n dang k€.

Chuong trinh khung quéc gia nghé Qudn tri mang di dugc xay dung trén
cO s@ phan tich ngh€, phan kY thudt nghé dugc két cau theo cdc médun. DE
tao di€u ki€n thuan 10i cho cic cO s& day nghé trong qud trinh thuc hién,
viéc bién soan gido trinh kY thudt nghé theo theo cdc mddun dio tao nghé 1a
cap thiét hi€n nay.

M6 dun 26: Cong nghé mang khéng ddy 13 md dun ddo tao nghé€ dugc bién
soan theo hinh thUc tich hgp ly thuy&t va thuc hanh. Trong qud trinh thuc
hi€n, nhém bién soan di tham khdo nhi€u tai liéu Quan tri mang trong va
ngoai nudc, két hgp vdi kinh nghi€m trong thuc té,

Maéc dau c6 rat nhi€u cd gang, nhung khéng tranh khoi nhiing khi€m
khuyét, rat mong nhan dudc su déng gép v ki€n cla dbc gid d€ gido trinh
dudc hoan thién hon.

Xin chan thanh cam On!
Théng 02 ndm 2012

Nhom bién soan



MUC LUC

bé muc

I. LOi gidi thiéu

II. Muc luc

I1I. NOi dung md dun

Bai 1 TOng quan vé mang khong day
Bai 2 Céc tang mang khong day

Bai 3 Kié€n tric mang khong day

Bai 4 Bdo mat mang khong day

IV. Tai li€u tham khdo



CHUONG TRINH MO PUN PAO TAO

CONG NGHE MANG KHONG DAY

M3 sO mé dun : MP39

ThOi gian md dun : 75 gid; ( Ly thuyé&t 30 gi0, thuc hanh : 45
gio)

L.VI TR, TINH CHAT CUA MO DUN

II.

Vi tri: M6 dun dudc b0 tri sau khi sinh vién hoc xong cdc md dun chuyén
mdn nghé G trinh d6 cao dang
Tinh chat: La mo6 dun dao tao nghé bat bubc.

MUC TIEU MO PUN:

Biét dugc xu hudng s dung cong nghé mang khong diy trong thGi dai
moi;

Thiét k&, xdy dung dugc cic loai mo hinh mang khong diy dang ad-hoc va
Infrastructure;

Hi€u dugc cac chudn clla mang khong day;

Lap dat va cau hinh cho céc thi€t bi mang khong day;

Quan 1y ngudi dung, nhém ngU0i ding va s& dung dUQc cdc tai nguyén
chia sé trén mang khong day;

Biét dudgc cdc gidi phap va kY thudt s& dung d€ bdo mat cho mang khong
day

Céc kY thuat m& rOng hé thOng mang khong day.

BO tri 1am vi€c khoa hoc ddm bdo an toan cho ngudi va phuong tién hoc
tap.

111. NOI DUNG MO PUN :
1. Néi dung téng qudt va phéan ph6i thoi gian:

SO | Tén cic bai trong md dun Thoi gian
TT Téng |Ly Thuc | Kiém




sO thuy&t |hanh tra*
1 TOng quan vé mang khong day | 10 8 2 0
2 Céc tang mang khong diy 10 7 3 0
3 Kién tric mang khong day 30 6 22 2
4 Bdo mat mang khong day 25 9 15 1
COng 75 30 42 3

YEU CAU VE PANH GIA HOAN THANH MO PUN/MON HOC
1. Phuong phdp ddnh gia:

Pugc dinh gid qua bai viét, kiém tra van dép hoac trac nghi€m, tu
ludn Phan biét cdc chudn mang khong dy, ki€n triic mang khong day,
céc hinh thUc bdo mat mang khong day.

Dua trén ning luc thuc hanh : trén cO s& thuc hanh thi€t 1dp mang
Adhoc, cau hinh AP; chia s& va qudn tri dugc trén mang khong day,
d4nh gia k¥ ning qua tUng bai thuc hanh theo yéu cau.

2. NOi dung ddnh gid:
- Kién thic:

Nam dugc xu hudng s dung céng nghé mang khong diy trong thdi
dai m6i

Thié€t k€&, xay dung dugc cic loai mo hinh mang khong diy dang ad hoc
(1a mang khong day két n0i gilra cdc thi€t bi dau cubi ma khong cén
phdi ding cdc tram thu phat gbc. Cac thi€t bi dau cubi sé tu ddng bat
lién lac vGi nhau d€ hinh thanh nén mOt mang két nOi tam thdi ding
cho muc dich truyén tin gi(ta cdc nit mang vGi nhau) va Infrastructure
( LA mOt mang c6 cau tric gdm cdc thi€t bi khong diy va thié€t bi thu
phat song )

Lap dat va cau hinh cho cdc thi€t bi mang khong day

Biét dugc cdc gidi phap va kY thudt s& dung d€ bdo mat cho mang
khong day

Céc kY thuat m& rOng hé thOGng mang khong day

- KV ning:

Thié€t k€, xay dung va cdu hinh dugc mOt hé thOng mang khong day.
Cai dat va cau hinh cdc ch€ d0 bdo mat cho hé thOng mang khong day
Chia s€ d{r liéu trong mang khong day

Chia s& két nGi Internet trong mang Adhoc

_ Théi do:

Cén than, thao tic nhanh chudn x4c, tU gidc trong hoc tap.
C6 y thlc ky ludt trong hoc tap, 6 tinh than hop tic, gitdp dG 1an nhau



Bai 1. TONG QUAN VE MANG KHONG DAY
Ma bai : 39.1

Muc tiéu:

- Trinh bay dugc khai ni€ém mang khong day;

- Phan loai dugc cic ki€u mang khong day;

- Thi€t 1ap dugc cic Ung dung mang khong day;
- M0 ta dudgc cic chudn mang khong day.

- Thuc hién céc thao tic an toan v3i may tinh.
NOi dung:

1. Lich st hinh thanh mang khéng day.

Trong khi viéc n6i mang Ethernet h(tu tuy€n di dién ra tU 30 nim trG 1ai
day thi n0i mang khong diy van con 1a tuong d0i mGi dbi v4i thi trudng gia
dinh. Trén thuc t€, chudn khong day dugc st dung rOng rii dau tién, 802.11b,
da dugc Vién kY thuat dién va dién t& My (Institue of Electric and Electronic
Engineers) IEEE phé chudn chi 4 nim truGc day (nim 1999). Viao thOi di€m
d6, phan clng ndi mang khong day con rat dat va chi nhiing cong ty gidu c6
va ¢6 nhu cau blc thi€t mdi c6 dU khad ning d€ ndi mang khong day. MOt
di€m truy nhdp (hay tram co s& - Access Point), hoat ddng nhu' mot cdu ndi
gilta mang h{tu tuy&n va mang khong diy, c6 gid khodng 1000 dd la My vao
thGi di€m niam 1999, trong khi cdc card khong didy may khach gianh cho cic
mdy tinh sO tay c6 gid khodng 300 do la. VAy ma bay gi0 ban chi phai trd 55
d6 la cho mOt di€m truy nhdp co s& va 30 d6 la cho mOt card mdy khach
802.11b va dé 1a 1y do tai sao ma vi€c nOi mang khong day lai dang dugc moi
ngUdi Ua chuOng dén vay. Rat nhi€u mdy tinh sG tay-thdm chi cd nhitng may
thudc loai cdu hinh thdp-bay gid ciing c6 san card mang khong diy dudc tich
hgp, vi vay ban khong can phdi mua mOt card mdy khéach n(ra.

Mang khong diy 1a cd mOt qu4 trinh phét trién dai, gibng nhu nhi€u cong
nghé khic, cong nghé mang khdng diy 1a do phia quin d0i tri€n khai dau tién.
Quan dbi can mot phuong tién don gidn va dé dang, va phuong phdp bdo
mat cla sU trao d6i d{f liéu trong hoan canh chi€n tranh.

Khi gia cla cong nghé khong diy bi tU chdi va chat lugng ting, né trd
thanh nguOn kinh doanh sinh 14i cho nhi€u cong ty trong vi€c phat tri€n cic
doan mang khong day trong toan hé thOGng mang. Cong nghé khong diy mé ra
mOt hudng di tuong dbi ré trong viéc két ndi gilta cdc trudng dai hoc vdi
nhau thong qua mang khong diy ch( khong can di day nhu trudc day. Ngay
nay, gia cla cong nghé khong diy da ré hon rat nhi€u, c6 dU khad ning d€
thuc thi doan mang khong day trong toan mang, n€u chuy€n hoan toan qua sUf
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dung mang khong day, s€ tranh dugc sU lan man va s€ ti€t ki€ém thdi gian va
ti€n bac cUa cong ty.

Main
Educational
Facility

Portable Classrooms

Hinh 39.1 Mang khong day trong triOng hoc

Trong gia dinh c¢6 thu nhap thdp, mang khong diy van con 1a mdt cong nghé
mdi mé. By gi0 nhi€éu ngu0i di tao cho minh nhiing mang khong diy mang
1ai thuan 10i trong cong viéc, trong vin phong hodc gidi tri tai nha.

Khi cong nghé mang khong diy dugc cdi thién, gia cUa su san xudt phan
clng ciing theo d6 ha thap gid thanh va sO IUOng cai dat mang khong diy sé
ti€p tuUc ting. Nhing chudn riéng clla mang khong diy sé€ ting v€ khd niing
thao tdc gilra cdc phan va tuong thich ciing s€ cdi thién dang k€. Khi c6 nhi€u
ngU0i s dung mang khong day, su khong tuong thich s& lam cho mang
khong diy tr& nén vo dung, va su thi€u thao tic gilta cdc phan sé giy can trd
trong viéc nOi két gilta mang cdng ty vGi cic mang khic.

Cong nghé WLAN 1an dau tién xudt hién vio cudi nim 1990, khi nhiing nha
sdn xudt gidi thiéu nhimg sdn phdm hoat ddng trong bing tan 900Mhz.
Nhimg gidi phap nay (khong dugc thOng nhat gi(ta cdc nha sdn xudt) cung
cap tOc dO truyén d{r li€u 1Mbps, thap hon nhi€u so vdi tbc d0 10Mbps cla
hdu hét cic mang s dung cdp  hién  thOi.

- Niam 1992, nhling nha sdn xudt bat ddu ban nhlng sdn phdm WLAN s
dung bing tan 2.4Ghz. Mdc dau nhling sdn pham nay di c6 tOc dd truyén d{f
liéu cao hon nhung chiing van 1a nh{ing gidi phap riéng clla mOi nha san xuat
khong dugc cong bd rOng rdi. SU can thi€t cho vi€c hoat ddng thOng nhat
gilta cdc thi€t bi & nhiing diy tan s6 khdc nhau dan d€n mot s6 t6 chlic bat
ddu phiat tri€n ra nhlmg chudn mang khong day chung.
Nim 1997, Institute of Electrical and Electronics Engineers(IEEE) da phé chudn
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sU' ra d0i cla chudn 802.11, va ciing dugc bi€t v4Gi tén goi WIFI (Wireless
Fidelity) cho cdc mang WLAN. Chudn 802.11 h6 trg ba phuong phap truyén
tin hi€u, trong d6 c¢6 bao gOm phudng phdp truyén tin hi€u vo tuy€n & tan s
2.4Ghz.
- Nim 1999, IEEE thong qua hai sU b0 sung cho chudn 802.11 1a cdc chudn
802.11a va 802.11b (dinh nghia ra nhitng phuong phdp truy€n tin hi€u). Va
nh{ing thi€t bi WLAN dua trén chudn 802.11b di nhanh chéng tr& thanh cong
nghé€ khong day vugt tr0i. Cac thi€t bi WLAN 802.11b truyén phét & tan sO
2.4Ghz, cung cdp tdc dd truyén dit li€u c6 thé€ 1én t&i 11Mbps. IEEE 802.11b
dugc tao ra nham cung cap nhimg dac di€m vé tinh hiéu dung, thong luong
(throughput) vd bdo mat d€ so sianh v&i mang c6 day.
- Nim 2003, IEEE coéng b0 thém mOt su cdi ti€n 1a chudn 802.11g ma c6 thé
truy€n nhén thong tin G ca hai diy tan 2.4Ghz va 5Ghz va c6 th€ nang tOc db
truyén d{ 1iéu 1én dén 54Mbps. Thém vao dé, nhitng sdn phdm 4p dung
802.11g ciing c6 thé tuong thich ngugc v3i cic thiét

2. Pinh nghia mang khong day
WLAN la mOt loai mang may tinh nhung viéc két ndi gilta cdc thanh phan
trong mang khong s dung cdc loai cdp nhu mOt mang thdong thuOng, moi
truOng truy€n thdng cla cédc thanh phan trong mang la khong khi. Cé4c thanh
phan trong mang sU dung song dién t{r d€ truy€n thong v4i nhau
3. Cac thanh phan cau hinh mang WLAN
4. Cac chudn mang WLAN

Céc chudn cla mang khong diy dudc tao va cap bdi IEEE.
+ 802.11 : Pay I chudn dau tién cla hé thOng mang khong diy. Chudn nay
chlra tat cd cong nghé truy€n hién hanh bao gbm Direct Sequence Spectrum
(DSSS), Frequence Hopping Spread Spectrum (FHSS) va tia hOng ngoai.
802.11 1a mOt trong hai chudn miéu td nhing thao tic cla séng truy€n (FHSS)
trong hé thOng mang khong diy. N€u ngudi qudn tri mang khong day sUr
dung hé thOng séng truyén nay, phdi chon ding phan cUng thich hgp cho céc
chudn 802.11.
+ 802.11b : Hién la 1ua chon phd bi€n nhat cho viéc ndi mang khong day;
cdc sdn pham bat ddu dugc xudt xudng vao cudi nim 1999 va khodng 40
tri€u thiét bj 802.11b dang duoc s dung trén toan cdu. Cac chudn 802.11b
hoat ddng G phG vd tuy€n 2,4GHz. PhG nay bi chia sé bdi cac thi€t bi khong
dugc cap phép, chang han nhu cic dién thoai khong day va cdc 10 vi séng- 1a
nh{ing ngubn giy nhi€éu dén mang khong day dung chudn 802.11b. Céc thiét
bi 802.11b c6 mOt pham vi hoat dOng t&r 100 d€n 150 feet (1 feet = 0,3048m)
va hoat dong & tdc d0 dt li€u ly thuy€t tOi da 12 11 Mbit/s. Nhung trén thuc
t&, chiing chi dat mOt thong 1ugng tOi da tUr 4 d&€n 6 Mbit/s. (Thong 1Ugng con
lai thudng bi chi€m bdi qu4 trinh x( 1y thong tin giao thlic mang va ki€m soét
tin hi€u vd tuy€n). Trong khi tOc dd niy van nhanh hon mOt két ndi bing
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rOng DSL hodc cép va dU cho am thanh lién tuc (streaming audio), 802.11b lai
khong dU nhanh d€ truyén nh{ing hinh dnh c6 d6 nét cao. Lgi thé chinh cla
802.11b 1a chi phi phan cUng thap

+ 802.11a : Vao culi nim 2001, cdc sdn phdm dua trén mOt chudn th( hai,
802.11a, bat dau dugc xudt xudng. Khong gidng nhu 802.11b, 802.11a hoat
dOng & phO vo tuy€n 5 GHz (trdi v&i phO 2,4GHz). Thong luong 1y thuyét tOi
da cUa né 1a 54 Mbit/s, vOi tOc d0 tOi da thuc t€ tir 21 dén 22 Mbit/s. Mac du
tOc d0 tOi da nay van cao hon ding k€ so vGi thong Iugng cla chudn 802.11b,
pham vi phat huy hi€u luc trong nha tUr 25 dén 75 feet cla né 1ai ngdn hon
pham vi cla cic sdn pham theo chudn 802.11b. Nhung chudn 802.11a hoat
dOng tOt trong nhitng khu vUc dong dic: V&i mOt sO 1ugng cic kénh khong
g0i 1én nhau ting 1én trong dai 5 GHz, ban c6 th€ tri€n khai nhi€u di€m truy
nhap hon d€ cung cap thém niing luc tOng cOng trong cting dién bao phu. MOt
10i ich khdc ma chudn 802.11a mang 1ai 12 bing thong cao hon cla né gitip cho
viéc truyén nhi€u ludng hinh dnh va truyén nhlmg tap tin 16n trd nén ly
tudng

+ 802.11¢g : 802.11¢g 1a chudn ndi mang khong diy dugc IEEE phé duyét gan
day nhat (thang 6 nim 2003). C4c sdn phdm gan lién v4i chudn nay hoat
dOng trong ciing phG 2,4GHz nhu nhiing sdn phdm theo chudn 802.11b
nhung vGi tdc d0 d{t 1iéu cao hon nhiéu - 1én t&i cung tOc d0 tOi da 1y thuyét
cUa cdc sdn phdm theo chudn 802.11a, 54 Mbit/s, vGi mOt thong 1uong thuc
t€ tr 15 dén 20 Mbit/s. Va giOng nhu cdc sdn phdm theo chudn 802.11b, cic
thi€t bj theo chudn 802.11g c6 mOt pham vi phat huy hiéu luc trong nha tUr
100 dén 150 feet. TGc d0 cao hon cla chudn 802.11g ciing gidp cho viéc
truy€n hinh dnh va am thanh, Ui Web trd nén 1y tudng. 802.11g thiét k& dé
tuong thich ngugc vGi 802.11b va chiing chia sé cung phd 2,4GHz. Viéc nay
lam cho cic sdn phdm cUa 2 chudn 802.11b va 802.11g c¢é th€ hoat dOng
tuong thich v@i nhau

- Chang han, m6t may tinh s6 tay v&i mOt PC card khong day 802.11b
c6 th€ két ndi vGi mOt di€m truy nhap 802.11g. Tuy nhién, cic sdn pham
802.11g khi c¢6 su hién dién cUa cdc sdn phdm 802.11b s€ bj gidm xudng tOc
d0 802.11b. Trong khi cdc mang 802.11a khong tuong thich v6i cdc mang
802.11b hay 802.11g, cdc sdn phdm bao gdbm moOt su k€t hgp cla phd v
tuy€n 802.11a va 802.11g sé& cung cap nhiing th( tOt nhat. Pay 12 mOt tin tOt
lanh cho chudn 802.11a; trong mdi truOng gia dinh, nGi ma tin hi€u vo tuyén
can phdi xuyén qua nhi€u blc tudng va vat cdn, chi mOt minh tinh ning
802.11g c6 thé sé it dugc 1ua chon bdi vi pham vi hoat ddng ngan hon cla
no.
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Bai tap va san pham thuc hanh bai 39.1

Kién thuc:
CAu 1: Trinh bay lich s hinh thanh mang khong day
Cau2: Trinh bay cic chudn mang khong day
Cau 3: Phan loai mang WLAN
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Bai 2 CAC TANG CUA MANG KHONG DAY

Ma bai; 39.2

Muc tiéu:

- MBb td dudc cO ché phan tang clla mang khong day;

- Trinh bay dugc chUc ning cla cic tang;

- M5 phOng dugc qua trinh giao ti€p gilra cic tang trong mang khong day.
- Thuc hién céc thao tdc an toan v3i may tinh

NOi dung

1. Cac tang mang khong day

1.1 Tai sao can phai chuén héa mang khong day

Ngay nay, cong nghé sdn xudt ngiy cang khic nhau. C4c cong ty phan
mém ngay cang cung cap céc dich vU va cac Ung dung khic nhau. Cdc chudn
mang gitp cho phan cUing va phan mém c6 th€ lam viéc tuong thich vGi nhau
mOt cach hi€u quad, va gitip cho cdc hing mdy tinh khac nhau c6 th€ két nOi
dudc vGi nhau va c6 th€ chia s€ tai nguyén va thong tin néu mudn. Cac chudn
mang con gidp cho cdc may tinh bao mat thong tin mOt cach hi€u qua.

1.2. Nhiing t& chic tham gia xay dung chudn

The CCITT (International Consulative Committee for Telegraphy and
Telephony) : Uy Ban tU vén Quéc T€ vé dién thoai va dién bdo. CCITT la’
mot bd phan cua ITU (T6 chu¢ Truyén thong Quoc té), colich sU tu'nidm 1865.
Trong nhuhg nim do; co’20 nU0¢ tan thanh vé'chuin hoa mang dién tinh. ITU
dudc thahh 1ap nhu la’mdt phan cua thoa thuidn nay d€ trién khai viéc chuin
hoa. Trong nhung nam tiép theo ITU tip trung vao xay dung nhung qui dinh vé’
dién thoai, li€n lac v6 tuyén va phat thanh. Vao nam 1927, ITU tp trung vao
viéc cap phat tan s6 cho cac dich vu radio, gébm radio c6’dinh, radio di dong
(hang hai va'hang khong), phat thanh va'radio nghiép du. Truo¢ day goi la'ITU
(International Telegraph Union - Hi Di¢n Bao Quoc T€), vao nam 1934 hdi nay
ddi tén thanh International Telecommunication Union - Hiép Hoi Truyén Thong
Quo¢ Téj nhim xa¢ dinh chihh xa¢ hon vai tro'cua no trong taf ca ca¢ van dé’
truyén thong, ké ca huti tuyéh, vo tuyéh, cap quang, va'cac hé dién tu’

Sau chiéh tranh thé'giof 1an hai, ITU tr@ thanh mot cO quan diic biét cua Lién
hiép Qudc va'chuyén tong hanh dinh sang Geneva. Cuhg trong thoi gian nay, co
quan nay da’lap bang cap phat tan so6'(Table of Frequency Allocations), cap phat
cac dai tan sd’cho tuhg dich vu radio. Bang nay nhii trahh su giao thoa giua
lién lac trén khong va'duoi daf, ca¢ dién thoai trong xe, viéh thong duohg bién,
cac tram radio, va vién thong vu'tru.

Sau do; vao nim 1956, hai uy ban riéng biét cua ITU, CCIF (Consultative
Committee For International Telephony - Uy Ban C6’Vah Cho Dién Thoai
Qudc Téj va' CCIT (Consultative Committee For International Telegraph Uy
Ban C6'Van Cho Thu Tin Qudc Té) da”h@p nhat thanh CCITT (Consultative
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Committee For Internationaltelephony And Telegraph) dé quan ly huti hiéu hon
dién thoai va'dién tin vién thong.

Vao nim 1993, ITU dugc t6 chut¢ lai va'tén tiéhg phap dugc ddi thanh ITU-
T, nghia trong tiéhg Anh la’ITU’s Telecommunications Standardization Sector.
Hai b0 phan kha¢ cung hinh thanh trong thoi gian nay la’ ITU-R
(Radiocommunications Sector) va TTU-T (Development Sector).

Mic du'ngay nay ITU-T dang xay dung ca¢ dé'nghi va'caC chuin, cac dé'

nghi cua CCITT van thuohg xuyén dugc dé'cap hon.
+ (Institue of Electric and Electronic Engineers) IEEE - Vién ky thuat dién va
dién tr. IEEE la'mot td chu¢ cua nuo¢ My chuyén phat trién nhiéu loai tiéu
chuén, trong do’co’ca¢ tiéu chuin vé'truyén du'liéu. No'gdim mot sd6 iy ban chiu
trach nhiém vé'viéc phaf trién nhuhg du thao vé 'mang LAN, chuyén sang cho
ANSI (American National Standards Institute) d& dugc thua nhan va'dudc tiéu
chuin hoa’ trén toan nud¢ My, IEEE cung chuyén ca¢ du thao cho ISO
(International Organization for Standardization).

IEEE Computer Society la'mdt nhom cac chuyén gia cdng nghiép cung theo

dudi myc tiéu thu¢ diy ca¢ cong nghé truyéh thong. TS chut nay tai trg cho cac
nha'xuaf ban sach, ca¢ hoi nghi, ca¢ chuong trinh giad duc, ca¢ hoat dong dia
phuong, ca¢ uy ban kythuat.
+ American National Standards Institute — ANSI : Vié€n tiéu chudn quOc gia
Hoa KYy. ANSI giu“vai tro'cua mot td chU¢ co'nhiém vu dinh nghia ca¢ chun
ma“va cac chién lugc truyén tin hiéu tai Lién bang Hoa Ky; dong thoi no’dai
dién cho Lién bang Hoa Ky tai ISO (International Organization for
Standardization - Td chu¢ Quoc t&'vé Tiéu chuin) va'trong ITU (International
Telecommunications Union - Lién doan Vién thong Qudc t€). ANSI da'tham gia
vOi tU cath mot thanh vién sang 1ap cua ISO va'dong mot vai tro'ndi bat trong
viéc quan tri cua td chu¢ nay. No giu"mdt trong nim ghé thuchg truc tai Hoi
dong Quan tri OSI. ANSI thu¢ diy viéc st dung ca¢ tiéu chuin Lién bang ra
toan cal, bao vé chihh sach va'ca¢ quan diém ky thuét cua Lién bang tai ca¢ td
chu¢ tiéu chuin vung va'quoc té; va'’khuyéhn khich viéc thuh nhan ca¢ tiéu chuin
qudc¢ t&'nhu ca¢ tiéu chuin qudc gia khi nhuhg tiéu chuin nay phu'hgp cac doi
hoi cua cong dohg ngUoi dung.

Theo ANSI, “no’khong tU phat trién ca¢ Chuan Quoc gia Hoa ky: no'tao diéu
kién cho sU phaf trién bing cach thiéf 1ap su nhaf tri’giua nhuhg nhom dugc
cong nhan. Vién dam bao ring nhuhg nguyén ly chu dao cua no’- sU nhaf tri;
qui trinh va'sy’ ¢0i m@ duhg din - dugc tuan thu bdi hon 175 td chut riéng biét
hién dugc chi dinh bdi Lién bang...”. Ca¢ tiéu chuin Lién bang dugc dua ra tai
cac td chuc tiéu chuan quoc t€'bGi ANSI, & do’chung co’thé dugc thuh nhéin
toan bd hay mot phan nhu ca¢ tiéu chuin quoc té/ Nhuhg nguoi tinh nguyén tu’
nén cong nghié€p va'chinh quyén thuc hién phan 10h cong trinh ky thuat, do do’
cong trinh cua ANSI se"thanh cong hay khong phu thudc chu yéa vao sd’lugng
tham gia tu'nén cong nghiép Lién bang va'chinh quyén Lién bang.
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+ International Organization for Standardization - ISO : TG chu¢ Qudc t&'vé'
Tiéu chuin. ISO la'mot lién doan quoc té’cac td chuc quoc gia vé'tiéu chuin,
gdm cac¢ dai dién cua trén 100 qudc gia. No'la'mot t6 chu¢ phi chinh phu dugc
xdy dung vao nim 1947 voi nhiém vu diy manh viéc phaf trién cua cac tiéu
chuin quoc t&'dé thu¢ diy sU trao dbi thanh qua va'ca¢ dich vu giua ca¢ quoc
gia, va'dé phaf trién viéc hQp ta¢ toan cau cua ca¢ hoat ddng tri thu¢, khoa hoc,
cong nghé va'kinh t&/ No'thu¢ ddy moi trohg mang m& dé ca¢ hé thohg may
tinh khac nhau truyén thong vOi nhau bang cac giao thu¢ duQc chap nhan trén
toan thé'giof bdi cac thanh vién ISO.

1.3 M6 hinh OSI ( Lién két cac hé thong mé& )

TS chu¢ ISO la'mot lién doan toan cAl chuyén mon dé'ra caé tiéu chuin
quoc té. Vao dau thap nién 80, no’bif dau lam viéc trén mot tdp hQp cac giao
thu¢ phuc vu cho ca¢ mdi truohg mang md, cho phep ca¢ nha'kinh doanh hé
thong truyén thong bang may tihh lién lac vOi nhau thong qua cac giao thuc
truyén thong da"dugc chap nhan trén binh dién quoc té, Cudi cung td chu¢ nay
phat trién ra mo6 hinh tham khao OSIL.

M5 hinh OSI dinh nghia kién tru¢ nhiéu 10p. Cac giao thu¢ dugc dinh nghia
trong moi tAng co'trach nhiém vé cac van dé'sau:

Truyén thong vOi cac tang giao thu¢ ngang hang dang hoat dong trén may
doi tac.

Cung cap cac dich vu cho cac tang trén no’(ngoai tru"muc cao nhaf la'ting
ung dung).

Peer-layer communication (truyén thong giUa cac tang ngang hang) cung cap
phuong phap dé moi tang trao ddi cac thong diép hay du”liéu kha¢. Vi'du,
transport protocol (giao thu¢ chuyén tai) co’ thé gli mot thong bad “pause
transmission” (ngUng truyén tai) déh giao thu¢ ngang cip vOi no’tai may g&i
(may dang gUi tin déh). Rorang la'mdi tang khong co'mot diy dan vat ly giua
no’va'tihg cung cap trong hé thohg doi dién. Dé gUi mot thong diép, transport
protocol phai dit thong diép nay trong mdt goi tin r6i chuyén no’qua ting bén
duoi. Nhu vy, cac tang thap phuc vu tidng cao hon bang cach nhan 14y cac
thong diép cua chuhg va'chuyén ca¢ thong diép trong khdi giao thu¢ xudhg tang
thap nhaf, & day cac thong diép dugc truyén tai qua ca¢ kéf ndi vat ly!

Chu'y ring OSI chi la'm6 hinh tham khao, nghia la'no’dUa ra ca¢ mo ta tong
quaf cua ca¢ dich vu phai dugc cung cap tai moi tahg, nhUng no’khong dinh
nghia baf cu’tiéu chuin giao thu¢ nao. Mic du'ISO da”dua ra mot tap hgp cac¢
giao thu¢ theo mo hinh, tuy nhién chuhg van chua phai la'dinh nghia. Thém
nuUa, OSI la'mau tham khao nén no’thuohg dugc st dung dé mo ta cac loai giao
thuc khac nhu TCP/IP. Vi'dy, IP (Internet Protocol) dugc goi la'tang giao thuc
mang bGi vi'no hoan thanh ca¢ nhiém vu dugc dinh nghia trong tAhg mang cua
mo hinh OSI.

Cung chu’y ring trong khi m6 hinh OSI thudhg dugc sU dung dé tham khao,
cat giao thu¢ ma'OSI tao ra van chua tr@ thanh phd biéh cho lién mang, trucc
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nhaf bdi vi'tihh phd biéh cua bd giao thu¢ TCP/IP. Cho déh bay gio, mo hihh
OSI van dugc mo ta & diy bdi vino’dinh nghia dugc cach ca¢ giao thut truyén
thong hoat dong nhu thé nao mot cach tdng quat.

1.4. Chuc ning cQa cac tang hitu tuy€n

Moi tahg cua mo hihh OSI dugc md ta ¢ day vé nhuhg gi'no’dinh nghia.
Nho'ring ISO da"dinh nghia ca¢ giao thU¢ cua riéng no; nhUng nhuhg thu nay
khong dugc sU dung rong rai trong cong nghé may tihh. Nhuhg giao thu¢ phd
biéh hon TCP/IP va' IPX dugc dé cap voi mdi lién quan dén tang ma’ chung
thudc vé. DUOIi diy, dé cho rorang, tAng thap nhaf, tang vat ly (physical layer)
dugc dé cap truaoc.

TANG VAT LY (Physical Layer) : Dinh nghia ca¢ dic tinh vat ly cta giao
dién, nhu cac thiéf bi két ndi, nhuhg van dé’lién quan dén dién nhu dién ap dai
dién la'ca¢ sdnhi phan, ca¢ khia canh chU¢ ning nhU cai dit, bao tri'va'thad do”
cac noi kéf vat ly. Ca¢ giao dién cua tang vat ly 'gdoim EIA RS-232 va'RS-499, ké’
thua cua RS-232. RS-449 cho phep khoang cach cap ndi dai hon. Hé thong
LAN (Local Network Area: mang cuc bd) phd bién la'Ethernet, Token Ring, va'
FDDI (Fiber Distributed Data Interface).

TANG LIEN KET DU LIEU (Data Link Layer) : Dinh nghia ca¢ nguyén
t4¢ cho viéc gUi va'nhan thong tin bing qua ca¢ nodi kéf vat ly'giua 2 hé thong.
Muc dich chihh cua no’la’phan chia du'liéu gUi toi b3i ca¢ tAhg mang cao hon
thanh tuhg frame (khung thong tin) va'gUi ca¢ khung do’bing qua ca¢ ndi két
vat ly. DUliéu dugc chia khung dé truyén di moi 1an 1 khung. Tang lién két du”
liéu tai hé thohg nhan co'thé bao cho biéf danhan dugc mot khung trua¢ khi hé
thong gui dénh mot khung kha¢. Chu'y ring tang lién kéf du'liéu la'mot lién két
tu'diém nay dén diém kia giua hai thuc thé. Tang ké'tiép, tAhg mang - quan ly’
cac lién kéf diém-diém trong truong hgp ca¢ khung dugc truyén qua nhiéu ndi
két dé dén dich. Trong pham vi truyéh thong mang may tihh nhU cua Ethernet,
tang thu”cap MAC (medium access control: diéu khién truy cip moi truong)
dugc bd sung cho phep thiéf bi chia sé va'cung sU' dung moi truchg truyén
thong.

TANG MANG (Network Layer) : Trong khi tang lién kéf du™liéu dugc si
dung dé diéu khién cac lién lac giUa hai thiéf bi dang trUc tiép n6i voi nhau, thi'
tAhg mang cung cap cac dich vu lién mang. Nhuhg dich vu niy bao dam goi tin
se"dén dich cua no’khi bing qua cac lién két diém-diém, vi’du nhu co 'mdt tap
hQp cac lién mang ndi kéf voi nhau bing cac bd dinh tuyéh. TAhg mang quan ly”
cac noi két da duliéu mot cach co ban. Trén mot mang LAN chung, ca¢ goi tin
da"dugc danhh dia chi dén cac thiéf bj trén cung mang LAN dugc gui di bing
giao thuc data link protocol (giao thuc lién két du"li€éu), nhung né€h mot goi tin
ghi dia chi déh mot thiéf bi trén mang LAN kha¢ thi‘network protocol (giao thu¢
mang) dugc sU dung. Trong bd TCP/IP protocol, IP la' network layer
internetworking protocol (giao thuc tang network trén lién mang). Con trong bo
IPX/SPX, IPX la'network layer protocol.
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TANG CHUYEN TAI (Transport Layer) : Tang niy cung cip quyén diéu
khién cao cip cho viéc di chuyén thong tin giua caé hé thong dau cudi (end
system) trong mot phién truyén thong. Ca¢ hé dau cudi co’thé nidim trén cung hé
thohg mang hay trén cac mang con trén hé thong lién mang. Giao thUc tang
chuyén tai thiéf 1ap mot noi kéf giua nguodn va'dich, roi gui du'liéu thanh dong
chay ca¢ goi tin, nghia la'moi goi tin dugc dahh s6’tU’tU tao thahh mot dong
lién tuc dé co’thé theo doi, bao dam phan phdi va'nhan dang chihh xa¢ trong
dong chay. Dong chay nay thuchg dugc goi la"“mach ao”, va'mach nay co’thé
dugc thiéf 1ap tro¢ xuyén qua caé duong dan do bd dinh tuyéh chi dinh trén
lién mang. Giao thut¢ nay cung diéu hoa dong goi tin dé thich nghi vOi cac thiét
bi nhan chdm va'bao dam qua’trinh truyén tai chUa tron ven se"dugc huy bo nél
co’sy tranh chap trong cac lién kéf xay ra. (Noi cach kha¢, no’se’tiép tuc cd'gihg
gUi thong tin di cho déh khi héf thoi gian (time-out). TCP va'SPX déu la'cac¢
giao thu¢ tang chuyén tai.

TANG PHIEN TRUYEN THONG (Session Layer) : Tang nay phoi hgp qua’
trinh trao ddi thong tin giua hai hé thdohg bing cach duhg ky thuat tro'chuyén
hay doi thoai. Ca¢ doi thoai co’thé chi ra nGi baf dau truyén du’liéu néh noi két
tam thoi bi dut doan, hay n0i két thuc khoi du’liéu hodc n0Oi bat dau khoi moi.
Tang nay la'dat véf lich sU con lai tu'thiéf bi truyén thong dau cudi (terminal)
va may tinh 10n.

TANG TRINH BAY (Presentation Layer) : Caé giao thu¢ tai tihg nay dé
trinh bay du’liéu. Thong tin dugc dinh dang dé trinh bay hay in ah tU'tang nay.
Ca¢ ma'trong du'liéu, nhu cac thé hay day lién tuc ca¢ hinh anh dic biét, dugc
thé hién ra. DU liéu dugc ma~ho4 va'su thong dich ca¢ bd ky tu khaé cuhg
dugc sdp dat trong tdng nay. Giong nhu tang phién truyén thong, ting nay la’
dat véf con lai tu'thiéf bi truyén thong dau cudi va'may tinh 10h.

TANG UNG DUNG (Application Layer) : Cac trinh Ung dung truy cip cac
dich vu mang c0O s@ thdng qua ca¢ chuGng trinh con duQc dinh nghia trong tang
nay. Tang Uhg dung dugc sU dung dé dinh nghia khu vuc dé ca¢ trinh Uhg
dung quan ly truyén tap tin, ca¢c phién laim viéc cua tram dau cudi, va'cac trao
ddi thong diép (vi'du nhu thu dién t1r).

2. Cac tang mang vo tuy€n

S
WSP
<IN —
- WTLS e
AV —

CARRIER

Hinh 39.2 M6 hinh mang mé tuyén
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2.1.Wireless Application Environment (WAE) : Tang Ung dung mdi
truOng : Tang nay dinh nghia cdc chuong trinh va cdc tap 1é€nh sU dung cho
cdc Ung dung khong diy. MOt trong nhitng ngdn ng(t phd bi€n nhat 13
WMLScript.

2.2.Wireless Session Protocol (WSP) : Tang phién giao thUc

Tang nay chiu trach nhiém vé céc ki€u thong tin da thi€t 1&p vdi cac thi€t
bi. N6 dinh nghia rang phién két ndi d6 thanh cong hay khong.

2.3.Wireless Transaction Session Protocol (WTSP) : Tang phién x(r ly
thao tic : Tang nay dung d€ phan loai d{f liéu chdy tran nhu mOt con duGng
danh tin cay hodc mOt con duOng khong dang tin cady.

2.4.Wireless Transport Layer Security (WTLS) : Tang truy€n tdi

Tang nay la tang bdo mat. N6 cung cap mi héa, chlng thuc, ki€m tra tinh
nguyén ven cUa d{ liéu, va hon thé nita.

2.5.Wireless Datagram Protocol (WDP) : Tang giao thUc géi d(t 1iéu

Tang nay 12 noi chlta nhitng d{r li€u bi hdng héc khi truyén. Vi cé nhi€u
phuong phap truyén khic nhau, WDP khong c6 nhitng tiéu chudn héa chac
chan, nén bat c( hing truyén thong nio cing c6 thé chuyén giao dif liéu vo
tuy€n mi€n 12 né tuong thich vdi WAP.

2.6.Network carriers : Tang van chuyén

Pay 1a phuong phap van chuyén chiu trach nhiém phan phat dit liéu dén
cdc thi€t bj khac. C6 rat nhi€u phuong phap van chuyén, bat c(r ai s€ mang
vac mién 1a né lién két dugc vdi tang WDP.
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Bai tap va san pham thuc hanh bai 39.2

Kién thuc:
Cau 1: Néu céc t6 chUc tham gia dinh chudn
Cau2: Trinh bay céc 16p clla md hinh OSI
Céau 3: Trinh bay cic tang cla mang WLAN
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BAI 3 KIEN TRUC MANG KHONG DAY

Muc tiéu:
- Mo td dugc cdu tric mang khong day;
- Thiét k€ dugc mOt mang khong diy cuc bd (WLAN);
- Phan bi€t dugc Uu va nhugc di€m clla mang khong day;
- Phan biét dugc cac ché do cla AP.
- Thutc hién céc thao téc an toan vOi mdy tinh.

No&i dung

1. Céc thi€t bi mang khong day
1.1 Card mang khong day
1.1.1. Card PCI Wireless
L3 thanh phan phG bi€n nhat trong WLAN. Dung d€ két n0i cidc mdy khich
vao hé thdng mang khong didy. Dugc cadm vao khe PCI trén mdy tinh. Loai
nay dugc st dung phG bién cho cic mdy tinh d€ ban(desktop) két nGi vao
mang khong day

Hinh 39.3. Card PCI Wireless
1.1.2. Card PCMCIA Wireless
Trudc day dugc st dung trong cdc mdy tinh xdch tay(laptop) va cdc thi€t bj hd
trg cd nhan s6 PDA(Personal Digital Associasion). Hi€n nay nhd su phat tri€n
cUa cong nghé nén PCMCIA wireless it dugc sUf dung vi mdy tinh x4ch tay va
PDA,.... déu duoc tich hgp san Card Wireless bén trong thi€t bj
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Hinh 39.4 Card PCMCIA Wireless

1.1.3. Card USB Wireless

Loai rat dugc Uu chuOng hién nay danh cho cic thi€t bi két n6i vao mang
khong diy vi tinh niing di dOng va nhd gon . C6 chlc ning tuong tu nhu Card
PCI Wireless, nhung hO trg chudn cam 1a USB (Universal *###%% Bus). C6
th€ thdo 1ap nhanh chéng (khdng can phdi cdm c6 dinh nhu Card PCI
Wireless) va hO trg cam khi mdy tinh dang hoat dOng.

Hinh 39.5 Card USB Wireless

12. ACCESS POINT( AP)

Access Points ( APs) dau tién dugc thi€t ké cho cic khu truOng sé rOng
rdi. N6 cung cap cic di€m don ma ngUOi quan tri c6 th€ cdu hinh né. N6 c6
nhling ddc thii cho phép mOt hodc hai séng vo tuyén cho mbi AP. V& mat ly
thuyé&t, AP hO trg hang trim ngudi ding cing mot lic. AP dugc cdu hinh bdi
ESSID ( Extended Service Set ID). N6 1a mOt chudi cdc nhan dang mang
khong ddy. Nhi€u ngu0i sU dung chuong trinh may khach d€ cdu hinh va c6
mOt mat khdu don gidn d€ bdo vé cic thi€t 1ap clla mang.

Hau hét cic AP déu ting cuGng cung cap céc tinh ning, nhu'1a :
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Tinh ning 1oc dia chi MAC. MOt séng vo tuyén cla mdy khich c6 gang
truy cap phdi c¢6 dia chi MAC trong bang dia chi cUa AP trudc khi AP
cho phép két hop vGi AP.

Tinh ning déng mang. Thong thuGng, mOt mdy khich c6 thé chi dinh
mOt ESSID cUa bat c( su k&t hgp nao vdi bat cr mOt mang hién hitu
nao. Trong tinh ning déng mang, mdy khach phdi chi dinh ESSID rd
rang, hodc n6 khong thé k&t hop véi AP.

Tinh ndng Anten ngoai.

Tinh ning két ndi lién mién.

Ban ghi m& rOng, thOng k&, va thuc hi€n bdo cdo.

Hinh 39.6 M6 hinh AP

MOt tinh ning ting cUOng khic bao gdm qudn 1y khéa WEP dOng, khéa ma
héa trao d6i cong cOng, k€t ghép kénh, va cic dO choi tré con khic. Nhung
dang ti€c, nhimg ki€u md rOng hoan toan cdc hing sdn xudt (kiu mau), va
khong c6 bdo hd bdi bat clf chudn nao, va khong hoat ddng vGi cic sdn pham
khéc. Piéu d6 c6 nghia 13, mOt may khich phdi k€t hop né véi mbt AP, va né
s& khong di xa hon c4c han ché cla AP trén nhitng dich vu ma mdy khach c6
thé€ truy cap.

APs 1a sur 1ua chon 1y tudng cho nhitng mang c4 nhan v&i nhi€u may khiach

dat trong mOt khodng khong vat ly, dac bi€t 1a cdc doan mang cé cung
Subnet ( gibng nhu 13 doanh nghi€p hodc khu truOng s&). AP cung cap mUc
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d0 diéu khi€n cao d€ c6 thé truy cap bang diy, nhung gid cla né khong ré
( gid trung binh clla m&t AP tU 800 dén 1000 USD)

T Coverage Area 7
o —_—

— e =T

Hinh 39.6 Mo hinh cai dat Access Point

MOt 18p khic clla AP thing thodng duQc xem nhu 1a cOng nha riéng. The
Apple AirPort, Orinoco RG-1000 va Linksys WAP11 1a cc vi du cu th€ cUa
cdc AP cap th@p. Cac sdn phdm nay phdi c6 gia thanh thdp hon cic sdn phdm
thuong mai khic. Nhiéu Modems dugc sdn xudt, cho phép truy cap mang
khong ddy bang cich quay sO. Nhitng dich vuU cung cdp cin bang nhat Ia
Network Address Translation (NAT), DHCP, va dich vU cdu n0i cho cic mdy
khéch. Trong khi céc dich vu d6 khong thé hO trg dOng thOi nhi€u mdy khach
nhU 12 AP cao cdp, thi chiing 1ai c6 th€ cung cap truy cdp ré va don gidn cho
nhi€u Ung dung. Cdu hinh mOt AP khong dat tién cho ki€u bat cau mang
cUc b0, ban c6 trinh d0 di€u khi€n cao hon cdc may khach riéng 1& d€ c6 thé
truy cap mang khong day.

Khong k€ nhiing AP gid cao, nhiing AP 14 nGi d€ xay dung hé thOng thong
tin mang khong day. Ching 12 mOt diy ddc biét tOt d€ di€u khi€n su 1dp 1ai
cac vi tri, vi chiing dé dang cdu hinh, tiéu thu ning lugng thap, va thi€u nhling
b0 phan di chuyén.

Cung cdp cho cic mdy khach(client) mOt di€m truy cdp vao mang "NOi ma
cdc mdy tinh ding wireless c6 th€ vio mang nli b0 cla cong ty". AP 1a mot
thi€t bi song cong(Full duplex) c6 mUc d6 thong minh tuong duong v&i mot
chuy€n mach Ethernet phUc tap(Switch).

2. Cac ché do cia AP

2.1. Ché do gbc ( Root Mode)

Ché d6 gdc dugc ding khi AP két n6i véi mang xuong sOng thdng qua giao
dién mang cuc bd. Nhitng AP md&i nhét ho trg nhiing ché d6 cao hon ché dd
gOc ciing cau hinh tUr ché d0 gbc mdc dinh. Khi AP két ndi tdi doan mang
hlru tuyén thong qua cOng cuc b, né s€ cau hinh mdc dinh & ché dd goc.
Khi trong ché d6 gOc AP két nGi t&i nhiing doan mang phan b0 giGng nhau
d€ c6 thé giao t1ep v0i cdc doan mang khéac. AP giao ti€p vGi mOi chlfc ning
lang thang c6 sap x€p nhu 12 két hop 1ai. C4c mdy khéch c6 thé théng tin vGi
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cdc mdy khach khic 3 cic 6 khdc nhau thong qua AP tuong Ung d€ di qua
doan mang h(tu tuyén.

j
— ot
Ao
Serverl E \N'\‘(Gd' we

-
- Access Point B4
Access Point |
/( | (Root Mode) | (Repeater Mode) ;
l \“r/{ ------------------- J -a'/ !j
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Hinh 39.7 Access Point trong ch€ d0 gOc

Ché d0 gbc (Root mode): Root mode dugc s dung khi AP dugc két noi vGi
mang backbone c6 diy thong qua giao di€n c6é diy (thuOng 1a Ethernet) cUa
n6é. Hau hét cic AP sé€ ho trg cdc mode khic ngoai root mode, tuy nhién root
mode 13 cdu hinh mdc dinh. Khi mOt AP dugc két ndi v&i phan doan cé day
thong qua cOng Ethernet cUa né, n6 s€ dugc cdu hinh d€ hoat ddng trong root
mode. Khi & trong root mode, cic AP dugc két ndi v&i cing mOt hé thOng
phan phoi c¢6 day c6 th€ néi chuyén dugc v3i nhau thong qua phan doan cé
day. Céc client khong diy c6 th€ giao ti€p vi cdc client khong day khdc nam
trong nh{mg cell (6 t€ bao, hay ving phU séng cla AP) khic nhau thong qua
AP tuong Ung ma ching k€t ndi vio, sau d6 cidc AP nay s€ giao ti€p v&i nhau
thong qua phan doan c6 day

2.2.Ché dd lap (Repeater Mode)

Trong ché& d0 13ap, APs c6 khd ning cung cap nhling lién két ngugc trong
mang h(fu tuy€n kha hon moOt lién k&t h{tu tuy€n binh thudng. MOt AP dugc
thda man nhu 13 m6t AP gdc va cdc AP khic giOng nhu 13 cdc b0 1ap. AP &
ché d0 1ap két ndi t&i may khach nhu 12 mOt AP va két n6i téi AP gbc ngugc
nhU 13 chinh mdy khach. Khong dé€ nghi st dung AP & ché d6 13ap trir khi can
sU tuy@t dOi an toan bdi vi cdc & xung quanh mOi AP trong vién cdnh nay phai
dugc chOng 18p nho nhdt 1a 50%. Cau hinh nay phdi d0 manh d€ gidm bét
cic k€t n6i cla cdc may khach t&i AP & ché d0 1ap. Ngoai ra, AP & ché d0
1ap 1a su truyén dat vGi nhitng may khach chang khic gi AP ngugc vdi lién
két khong diy, gidm sO lugng trén mOt doan mang khong day. Ngudi diing
gan b6 vGi AP G ché do 13p sé c6 kinh nghiém han ché sO lugng va nhiing
sU' tiém tang cao trong vién canh ndy. Pay 1a di€én hinh d€ v6 hi€éu héa mang
cUc bd hitu tuy€n trong ché do 1ap.

Ché d0 13ap(repeater mode): AP c6 khd ning cung cdp mOt dudng két noi
khong day upstream vao mang c6 diy thay vi mOt k€t n0i c¢é day binh thudng.
Mot AP hoat dOdng nhu 1a mOt root AP va AP con 1ai hoat dOdng nhu 1a mOt
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Repeater khong diy. AP trong repeater mode k€t nOi v3i cac client nhu 13 mOt
AP va két n0i v6i upstream AP nhu 12 mOt client.
2.3.Ché d0 cau nodi ( Bridge Mode)

Trong ché d0 cdu n0i, APs hanh dOng chinh x4c nhu 14 nhiing chi€c cau
khong diy. Trén thuc t€, né trd thanh nhitng chi€c cau khong diy trong khi
cau hinh trong ki€u dé. Chi c6 mOt s6 lugng nhd AP c6 chlc ning cau noi,
sU trang bi c¢é y nghia so vGi gid phdi trd. Cdc mdy khach khong két hop véi
nh{igcdu nbi, nhung ding hon, nhiig cau nbi s& dung lién k&t hai hodc
nhi€u hon doan mang h{tu tuyén véi mang khong day.

Server ﬁ ‘W

Access Point .

= Acoess Point -
__/-""_1\ (Bridge Made) {Bridge MUdE] \\
i ‘?{ ------------------ f V—
. ,{ , __._,..
-"

/

Hinh 39.8 Access Point trong ch& dd cau noi

=

AP dugc coi nhu 13 mOt cdi cOng bdi vi né cho phép mdy khich két ndi tUr
mang 802.11 dén nhitng mang 802.3 hodc 802.5. AP c6 san vGi nhi€u chon
lua phan clng va phan mém khic nhau.

Ché d6 cau nOi(bridge Mode): Trong Bridge mode, AP hoat ddng hoan toan
gidng v&i mOt cau ndi khong day. AP sé trd thanh mOt cau ndi khong day khi
dudc cau hinh theo cdch nay. Chi mOt sO it cac AP trén thi truGng c6 ho trg
chlc ning Bridge, di€u nay s€ 1am cho thiét bi c6 gid cao hon dang k€. Chiing
ta s€ gidi thich mOt cich ngdn gon cu ndi khong day hoat ddng nhu thé nao

Bridge Mode

Wired
Clients

Wired LAN 1

< e

Access Points
(Bridge Mode)

Wired
Clients

Wired LAN 2

Hinh 39.9 Mo hinh Bridge Mode
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Bai tap va san pham thuc hanh bai 39.3

Kién thurc:
Cau 1: Trinh bay Uu va nhugc di€m cla mang WLAN
Cau2: Trinh bay cdc ché d0 clla AP
Cau 3: Trinh bay c4ac md hinh cla mang WLAN

Bai tap 1: Cai dat cdu hinh mang va quan tri mang ADHOC v&i mo hinh nhu
sau:

. Wireless Link -

, \ IP: 169.254.100.1
Xin IP i PC1 Mask: 255.255.0.0

THIET LAP MANG WIFI CHIA SE LAN KHONG CAN ACSESS POINT
THIET LAP MANG WIFI CHIA SE LAN KHONG CAN ACSESS POINT

Y tudng cla bai Lab nay la tim c4ch két nOi 2 mdy laptop thong qua wifi ma
khong can phdi tOn tién mua access point. Bai Lab dugc thuc hién trén 2 may
tinh x4ch tay dugc cai Win XP SP2. S€ tao ra mOt mang Lan khong day gilra 2
mdy tinh xdch tay d€ chia sé file vGi nhau ma khong can dé€n bat ky thiét bj
Access Point nao.

Trudc tién ta phdi chudn bi trudc cic thiét bi sau:

- Ta can 02 mdy tinh xdch tay c6 hO trg WIFI, ki€m tra chudn cUa card
WIFI trén cdc may.

- Dat 2 mdy tinh trong pham vi song cUa ching. Thong thuOng 1a 50 mét
trong nha. Tuy vao tUng loai card va chudn ma cu ly c6 th€ xa hon hodc
gan hon. D€ séng duoc truyén tOt nhat, ban nén tranh dat may gan
nhitng vat chan kim loai hodc nhiing ngudn giy nhi€u nhu 10 vi séng,
nh(ng thi€t bi Bluetooth dang hoat d0ng, dién thoai me bOng con.

- Ban phai chac chan rang ca hai card WIFI phdi ho trg ché d0 ad hoc
va Windows XP Wireless Zero Configuration ( WZC) service. Néu WZC
khong dugc ho trg thi ban phdi dung chuong trinh di ciing v6i card cla
ban dé tao mang ad-hoc.
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- D& cho phép chia s€ file ban phai dat tén duy nhat cho mOi méy va dat
chung cting work group. P& lam di€u nay ban click chult phdi vio My

computer icon, chon Properties rOi di dén System Properties. Trén
Computer name tab, click Change. Sau do restart may.

CAC BUGC THUC HIEN:

MO hinh cUa bai Lab nhU sau:

PC2 PC1

- ; IP: 169.254.100.1
Xin IP twr PC1 Mask: 255.255.0.0

THIET LAP MANG WIFI CHIA SE LAN KHONG CAN ACSESS POINT
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I. TRUONG HOP KHONG CO CAU HINH BAO MAT WEP KEY

1. Cau hinh trén PC 1:

Budc 1: vao Network Connection/ kich phdi chuOt lén card Wireless/ chon
properties

" Network Connections
File Edit View Favorites Tools Advanced Help

=

Q \_) l.@ /_j Search W= Folders v

Address 6_, Metwork Connections 4 | £
4| Broadband
Network Tasks
im EVN

Create a new .’ Disconnected

connection T @ ran Miniport (PPPOE)
ﬂ Set up a home or small
" office network i
@ Change Windows LAN or High-5peed Internet

Firewall settings
[l Wigw available wireless Local Area Connection 2

netwarks Metwork cable unplugged :
@ Disable this netwerk i, Generic Marvell Yokon 8E803... | tq) | Disable

device ¥iew Available Wireless Networks
% Repair this connection 1394 Connection 5

Connecked Repai

Em Rename this conneckion [ 3 1394 Met Adapter #2 Spalr
Change settings of this EBridge Connections

connection

Create Shorkcut

Other Places Rename

[} Control Panel

\d My Mebwork Places
My Documents

d My Computer

Details ES

Wireless Network b

Budc 2: vao tab Wireless Networks/ kich chult vao nit Add

-+ Wireless Metwork Connection Properties E”E|

General | wirelezz Metwork s | ,&d\fancedl

Uze Windows to configure my wireless nebwork, zettings

Ayvailable network s

To connect ta, disconnect from, or find out more information
about wireless networks inrange, click the button below.

Wiew Wireless Mebworks

Preferred netwaork z:
Automatically connect to available networkes in the order listed
below:

b v up

Fowe dowvn

Add... Fermowve Froperties

Learn about setting up wirsless netwaork,

configuration.

Ok ] [ Cancel ]
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Budc 3: hOp thoai Wireless network properties xudt hién. Nhap tén mang

(SSID) = Adhoc_LeNho va chon cdc thong sO nhu hinh vé bén dudi. Sau d6
nhan OK.

Wireless network properties

Aszsociation | Authentication | Connection

Metwark name [S5107): Adhoc_LeMha

[ Connect even if thiz natwark iz not broadcasting

wwirelezs nebwork key
Thiz network, requires a key for the following:

Metwork Authentication: Open L¥S

Data encryphion: Dizabled

Thiz iz a computer-to-computer [ad hoc] netwaork,; wireless
access points are not uzed

[ k. ] [ Cancel ]

Budc 4: Tré lai tab Wireless Networks, kich chubt vao Adhoc_LeNho vUa

tao, sau d6 kich chult vio properties -> hOp thoai Advanced xudt hi€n va ta
chon céc tham s6 nhuU hinh vé bén dudi. Xong nhan Close.
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[E| |z| Advanced

-+- Wireless Network Connection Properties

General | ‘Wireless Metworks Advanced| Metwarks to access
() &y available netwark: [access point prefemed)

Uze Windows to configure my wireless netwaork, settings

() Access point [infrastructune) networks only

Awailable networks:
To connect to, disconnect from, or find out more information (%) Computer-to-computer [ad hos) networks only
about wireless networks in range, click the button below.

[ View Wirsless Networks l Automatically connect to non-prefered networks

Freferred networks:

Automatically connect to availlable network s in the order hzted

below:
Z» Adhoc_LeMho [On Demand] tove up
tovve down
[ Add.. ] [ Remowve ] [ Froperties l
Learn about zetting up wireless network m
cohfiguration.
[ QK. ] [ Cancel ]

Budc 5: trd 1ai hOp thoai “Wireless Network Connection Properties”, kich
chubt vao muc Internet Protocol (TCP/IP) va kich chudt vao Properties d€ dat

dia chi IP cho Card Wireless.

i Wireless Network Connection Properties

General | wireless Metworks | Advanced|

Connect using:

E& IntellR) PRO A ieless 3940586 Met Corfigure. .

Thiz connection uses the following items:

- Nw/Link IFX/SF=/MetBI0S Compatible Transport Prat

T Metwaork, bMonitor Driver
Internet Protocol (TCRAAR)

3

< iii |
Inztall... Uninztall

Descrption
Tranzmizzion Contral Pratocol/nternet Protocol. The default
wide area network, protocol that provides communication
acrozs diverse interconnected networks,

Show icon in notification area when connected
Matify me when this connection hags limited or no connectivity

[_ ak ] [ Cancel

HOp thoai Internet Protocol Properties xuat hi€n, ta ti€n hanh dat dia chi IP
cho Card Wireless trén PC1. IP = 169.254.100.1 va Subnet mask = 255.255.0.0
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Internet Protocol [TCP/IP) Properties

General

the appropriate IP zettings.

(") Obtain an IP address automatically
(#) Use the following IP address:

Y'ou can get IP zettings agsigned automatically if your netbwork. supports
thiz capability. Otherwise, you need to azk your networks administrator for

IP address: [ 169 . 254 .100. 1 |

Subrmet mask: [ 2855 .286. 0 . 0 |

Diefault gateway: |

Obtain DMNS server addrezz automatically

(%) Usze the following DS server addresses:

Frefered DMNS servern: |

Alternate DMNS server: |

Ok

[

Cancel ]

2. Cau hinh trén PC 2:

Budc 1: trén PC2 ta kich phai chudt 1én bi€u tugng cUa card wireless G géc
dudi bén phdi man hinh, chon View Available Wireless Networks -> hOp thoai
Wireless Network Connection xudt hién, ta chon tén mang Adhoc_LeNho va
nhdn nit Connection d€ thuc hién viéc két ndi bang Wireless dén PC1.

15 Wireless Network Connection

Network Tasks Choose a wireless network

ﬂ Refresh network: lisk Click an item in the list below ko connect to a wireless netwaork in range ar ko get more

information,

Adhoc_LeNho

,—__1], Sek up a wireless network,
for a harme ar small office

Related Tasks

_‘i',l Learn about wireless
nebworking

Change the order of
preferred networks

";1# Change advanced
sekbings

Ta disconneck From this ne

Acquiring network v
address

Disconneck

Budc 2: trén PC 2 ta man hinh Command Prompt va g6 1€nh ipconfig /all, d€
xem dia chi IP cUa PC2 xin dia chi IP cUa PC1 trén card Wireless.



Command Prompt

Primary Dns Suffix
Mode Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.

'Ethernet adapter Local Area

Media State . . . .

Description . . . .
Fazt Ethernet Controller

Physical Address. .

Bt hernet adapter Wireless

Connection—specific DMS Suffix

Description . . . . . . . . .
k Connection

Physical Address. . . . . .

Dhcp Enabled. . . . . . . .

Autoconfiguration Enabled .
Autoconfiguration IP Address
Subnet Mask . . . . . . . .
Default Gateway . . . . . .

C:Documents and Settings“Administrator>

Connection 2:

33

Unknown
No
No

Media disconnected
Generic Marvell Yukeon 8BESB3? PCI-E

A8—-1D-72-46—2F-EF

Metwork Connection:

Intel{R> PRO-Wireless 3745ABG

AR—1C-BF-9A-83-D2
Yes

Yes

169 .254_.154_.97
255 .255. 0.8
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Budc 3: thuc hién 1€nh ping 169.254.100.1 d€ xem két ndi gilta PC2 va PC1
c6 thanh cong hay khong. N&u thanh cdng thi s& xudt hién man hinh bén dudi.

Command Prompt

Microsoft Windows P [Uersion 5.1.2688]
CC» Copyright 1985-2881 Microsoft Corp.

C:~Documents and Settings~Administrator>ping 16%.254.16808.1
Pinging 169.254.188.1 with 32 hytes of data:

169.254_188._.1: bytes=32 time=imsz TTL=128
169 _254 _ 188_1: hytes=32 time=38mz TTIL=128
169 _254 _188_1: hytes=32 time=16mz TTIL=128
Reply from 169.254.188.1: bytesz=32 time{ims TTL=128

Ping statistics for 167.254.1080.1:

Packets: Sent = 4. BReceived = 4, Lost = B <{Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = 3Bms, Average = 1ims

C:~Documents and Settings“~Administrator>

Budc 4: trén PC2 thuc hi€n viéc truy cap dén d{r 1iéu dudgc share trén PC1,
thu muc share trén PC1 c6 tén 1a “test adhoc”.

Run E]E

- Twpe the name of a program, folder, document, or
Internet resource, and Windows will open it For yaou,

Open: | 11169,254,100.1] w
[ OF l [ Cancel ] [ Browse. ..

% test adhoc on 169.254.100.1 =]
File Edit Wiew Favorites Tools Help "
D Back - > = ) search Folders | [T2%]

Address | 11169,254. 100, 1itest adhac ~| B o

~ oy @ LAE 1 Cau hinhWwireless TP-Link @ L&E 2 cau hinh adhoc
File and Folder Tasks S Microsoft Word Document: Microsoft Word Document:
2,320 KB 24 KB

Other Places

o 169.254.100.1
(=} My Documents
) Shared Documents
i ry Compuker
W r1y Network Places

Details £3
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II. TRUONG HOP CO CAU HINH BAO MAT WEP KEY

36

1. Cau hinh trén PC 1:
Ta thuc hién tuong tu tU budc 1 dén budc 5. Nhung & budc 3 hbp thoai

Wireless network properties xudt hién. Nhdp tén mang (SSID)

Adhoc_LeNho, Data encryption = WEP, nhap Wep key trong Network key va
chon céc thong sO nhu hinh vé& bén dudi. Sau d6 nhan OK.

Azsociation | Authentication | Connection

Metwork name [SSI0):
Wirelesz netwark, key

Thiz netwark requires a key for the following:

M etwark Authentication: Open w
Data encryption: WEP T
Metwork, key: sssssssnEe
Confirrn netwark, ke sssssssnEe
k.ey index [advanced): 1 :
[] The key iz provided for me automatically
(] l [ Cancel

2. Cau hinh trén PC 2:
Ta thuc hién tuong tu' tu budc 1 dén budc 4. Nhung & budc 1 ¢c6 hOp thoai
yéu cau nhap WEP KEY, ta nhap WEP KEY vio va thuc hién theo cic budc

O trén.
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III. KET LUAN

Nhu vay ta da thuc hién dugc viéc két ndi gilta PC1 va PC2 v&i nhau khong
can diy cdp mang ma bang séng Wireless. Trong bai Lab nay thi PC1 déng vai
trd 12 1 Acces Point phét séng WiFi, con PC2 1a mOt mdy tinh bat séng WiFi d6
va thi€t 1ap k€t noi gilta ching. Ta c6 th€ m& rOng mod hinh nay vdi nhi€u
mdy tinh cting k€t nOi v&i nhau va c6 th€ thi€p 1ap thanh mang Lan khong day
trong nOi b0 viin phong hay cong ty theo hinh v& minh hoa dudi day.

—, vi) i
PC 2 Ty,
Xin IP tir PC1 -3 4,
-..“?4)

@4----)2‘.’129.19:5.8.!fi.l.l_l{'.'_‘:; L

PC 3 T PC
Xin IP tir PC1 JA2-
ok IP: 169.254.100.1
Q- Mask: 255.255.0.0

PC4
Xin IP tir PC1

THIET LAP MANG WIFI CHIA SE LAN KHONG CAN ACSESS POINT
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Bai thurc hanh s6 2 )
THIET LAP MANG WIFI CHIA SE LAN VA INTERNET KHONG CAN
ACSESS POINT

Y tudng cUa bai Lab nay 1a tim cdch k&t ndi 2 mdy laptop thong qua wifi ma
khong can phdi tOn tién mua access point. Bai Lab dugc thuc hi€n trén 2 mdy
tinh x4ch tay dugc cai Win XP SP2. S& tao ra mOt mang Lan khong day gilta 2
may tinh x4ch tay d€ chia sé file va chia sé internet vGi nhau ma khoéng can
dén bat ky thiét bi Access Point nio.

Trudc tién ta phdi chudn bi trudc cac thi€t bi sau:

Ta can 02 mdy tinh x4ch tay c6 hO trg WIFL, ki€m tra chudn cla card
WIFI trén cdc may.

Dat 2 mdy tinh trong pham vi song cUa ching. Thong thuOng la 50 mét
trong nha. Tuy vao tUng loai card va chudn ma cu ly c6 th€ xa hon hodc
gan hon. PE séng duoc truyén tOt nhat, ban nén tranh dat may gan
nhitng vat chan kim loai hodc nhiing ngudn giy nhi€u nhu 1o vi séng,
nh{ng thi€t bi Bluetooth dang hoat dOng, dién thoai me bdng con.

Ban phai chac chan rang cd hai card WIFI phdi hO trg ch€ d6 ad hoc
va Windows XP Wireless Zero Configuration ( WZC) service. Néu WZC
khéng dugc ho trg thi ban phdi dung chuong trinh di cing vGi card cla
ban d€ tao mang ad-hoc.

DE cho phép chia sé file ban phai dat tén duy nhat cho m6i may va dat
chung cting work group. P& lam di€u nay ban click chult phadi vio My
computer icon, chOn Properties r0i di dén System Properties. Trén
Computer name tab, click Change. Sau do restart may.

Ki€m tra két ndi di internet trén PC1

CAC BUGC THUC HIEN:

MO0 hinh cUa bai Lab nhU sau:



PC2
Xin IP tir PCI
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Cong FE trén PC 1 duge bit ché d
ICS - Internet Connection Sharing

IP: 169.254.100.1

Mask: 255.255.0.0

THIET LAP MANG WIFI CHIA SE LAN VA INTERNET KHONG CAN ACSESS POINT

* Cac budc thuc hién:

I. TRUONG HOP KHONG CO CAU HINH BAO MAT WEP KEY

1. Cau hinh trén PC 1:

Budc 1: vao Network Connection/ kich phdi chuOt 1én card Wireless/ chon

properties

"= Network Connections

\_) Back \_)

File Edit View Favorites Tools Advanced Help

l.@ pSearch H__ Faolders v

Address ﬂ_, Metwork Connections

Network Tasks

Create a new

connection

# Setup a home or small

" office network

& Change Windows
Firewall settings

[ Wigw available wireless

niebwiorks

*‘ Disable this network.

device

% Repair this connection
Em Rename this connection
Change settings of this

connection

Other Places

& Control Panel

\d My Mebwork Places
My DOCUments

g My Computer

Details

Wireless Network

A

Broadband

EVN
Disconnected
(g WAN Miniport (PPROE)

LANM or High-Speed Internet

Local Area Connection 2
Metwork cable unplugged

[ 3 Genetic Marvell Yukon S8ES03...

1394 Connection 5

@ Connected

[ B 1394 Met Adapter #2

[ InteliR) PR

Disable

k. Connection

¥iew Available Wireless Networks
Status
Repair

Bridge Connections

Create Shorkcut
Delete

Rename

Properties

Budc 2: vao tab Wireless Networks/ kich chult vao nit Add
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4 Wireless Metwork Connection Properties

General | “ireless Metworks | Sdwvanced

Usze Windows to configure my wireless networle zettings

Ly ailable networks:

Ta connect ba, disconnect from, or find out more infarmation
about wirelesz nebworks in range. click the butkon below,

[ iew wireless MNetworks ]

Freferred network s:
Automatically connect to available networks in the order listed

below:
Fove up
Fowe dovn
Add. Fermowe Froperties
Learn about setting up wireless network
confiquratiom.

[ (0] ] [ Cancel ]
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Budc 3: hOp thoai Wireless network properties xudt hién. Nhap tén mang

(SSID) = Adhoc_LeNho va chon cdc thong sO nhu hinh vé bén dudi. Sau d6
nhan OK.

Wireless network properties

Aszsociation | Authentication | Connection

Metwark name [S5107): Adhoc_LeMha

[ Connect even if thiz natwark iz not broadcasting

wwirelezs nebwork key
Thiz network, requires a key for the following:

Metwork Authentication: Open L¥S

Data encryphion: Dizabled

Thiz iz a computer-to-computer [ad hoc] netwaork,; wireless
access points are not uzed

[ k. ] [ Cancel ]

Budc 4: Tré lai tab Wireless Networks, kich chubt vao Adhoc_LeNho vUa

tao, sau d6 kich chult vio properties -> hOp thoai Advanced xudt hi€n va ta
chon céc tham s6 nhuU hinh vé bén dudi. Xong nhan Close.
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[E| |z| Advanced

-+- Wireless Network Connection Properties

General | ‘Wireless Metworks Advanced| Metwarks to access
() &y available netwark: [access point prefemed)

Uze Windows to configure my wireless netwaork, settings

() Access point [infrastructune) networks only

Awailable networks:
To connect to, disconnect from, or find out more information (%) Computer-to-computer [ad hos) networks only
about wireless networks in range, click the button below.

[ View Wirsless Networks l Automatically connect to non-prefered networks

Freferred networks:

Automatically connect to availlable network s in the order hzted

below:
Z» Adhoc_LeMho [On Demand] tove up
tovve down
[ Add.. ] [ Remowve ] [ Froperties l
Learn about zetting up wireless network m
cohfiguration.
[ QK. ] [ Cancel ]

Budc 5: trd 1ai hOp thoai “Wireless Network Connection Properties”, kich
chubt vao muc Internet Protocol (TCP/IP) va kich chudt vao Properties d€ dat

dia chi IP cho Card Wireless.

i Wireless Network Connection Properties

General | wireless Metworks | Advanced|

Connect using:

E& IntellR) PRO A ieless 3940586 Met Corfigure. .

Thiz connection uses the following items:

- Nw/Link IFX/SF=/MetBI0S Compatible Transport Prat

T Metwaork, bMonitor Driver
Internet Protocol (TCRAAR)

3

< iii |
Inztall... Uninztall

Descrption
Tranzmizzion Contral Pratocol/nternet Protocol. The default
wide area network, protocol that provides communication
acrozs diverse interconnected networks,

Show icon in notification area when connected
Matify me when this connection hags limited or no connectivity

[_ ak ] [ Cancel

HOp thoai Internet Protocol Properties xuat hi€n, ta ti€n hanh dat dia chi IP
cho Card Wireless trén PC1. IP = 169.254.100.1 va Subnet mask = 255.255.0.0
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Internet Protocol [TCP/IP) Properties

General |

Y'ou can get IP zettings agsigned automatically if your netbwork. supports
thiz capability. Otherwise, you need to azk your networks administrator for
the appropriate IP zettings.

(") Obtain an IP address automatically
(#) Use the following IP address:

IP address: [ 169 . 254 .100. 1 |

Subrmet mask: [ 2855 .286. 0 . 0 |

Diefault gateway: | . . . |

Obtain DMNS server addrezz automatically
(%) Usze the following DS server addresses:
Frefered DMNS servern: | . . . |

Alternate DMNS server: | . . . |

[ ] ] [ Cancel ]
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Budc 6: vao Network Connection/ kich phdi chudt 1én cGng FE cUa may tinh/
kich phdi chudt chon properties, chon tab Advanced, kich chudt chon cho phép
share internet (Internet Connection Sharing) d€ cho phép cOng Fe trén PCI1 c6
th€ chia s& két ndi internet cho cOng Wireless va thi€t 1ap cic thong s& nhu
hinh dudi day.

-i- Local Area Connection 2 Properties

General Advanced

Windows Firewall

Pratect my computer and nebwaork, by limiting S ettings
or preventing access to this computer from
the Internet

Internet Connection Sharing

Allows ather network, users to connect through this
computer's Internet connection

&llowvs ather network. users to control or dizable the
shared Internet connection

Learn mare about [ntermet Connechian S ettings
Sharing.

[f you're niot sure how to zet these properties, uze
the Metwork, Setup Wizard instead.

(] ] [ Cancel




45

2. Cau hinh trén PC 2:

Budc 1: trén PC2 ta kich phdi chudt 1én bi€u tugng cUa card wireless G géc
dudi bén phdi man hinh, chon View Available Wireless Networks -> hOp thoai
Wireless Network Connection xudt hi€n, ta chon tén mang Adhoc_LeNho va
nhdn nit Connection d€ thuc hién viéc két ndi bang Wireless dén PC1.

5 Wireless Network Connection

Network Tasks Choose a wireless network

ﬂ Refresh networl: list Click. an item in the lisk below ko connect to a wireless network in range ar ko get more
information,
A 2t up a wireless nebwork t Adhoc_LeNho Acquiring network ¢
fFar a horme or small office -_),‘ address

Unsecured computer-to-computer network

connected ko this network. To disconnect from this ne

Related Tasks

A Learn about wireless
nebworking

fg Change the arder of
preferred networks

s Change advanced
sekbings

Disconneck

Budc 2: trén PC 2 ta man hinh Command Prompt va gé 1€nh ipconfig /all, dé€
xem dia chi IP cUa PC2 xin dia chi IP cUa PC1 trén card Wireless.

Command Prompt

Primary Dns Suffix . . . . - . =

Mode Type . . e e e e . . - = Unknoun
IF Routing Enabled. . . . . . - = Mo

WINS Proxy Enabled. . . . . . - = Mo

Ethernet adapter Local Area Connection 2:

Media State . . . . . . . . . - = Media disconnected

Description . . e e e e . - = Generic Marvell Yukon BBEBA3? PCI-E
Fazt Ethernet Cnnttulle:

Physical Address. . . . . . . . = BA—-1D-72-46—9F-EF

it hernet adapter Wireless Metwork Connection:

Connection—specific DMS Suffix

Description . . . . . . . . . . . & Intel{(R> PROAWireless 3745ABG Networ
k Connection

Phyzical Address. . . . . . . . = BA—-1C-BF-9n-83-D2

Dhcp Enabled. . . . . - = Yes

Autoconf iguration Enahled . . . = Yes
Autoconfiguration IP Addres . - = 169.254_154_97
Subnet Mask . . . . . . . = 255.255.8.8
Default Gateway . - P

C:~Documents and Settings“Administrator>
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Budc 3: thuc hién 1€nh ping 169.254.100.1 d€ xem két ndi gilta PC2 va PC1
c6 thanh cong hay khong. N&u thanh cdng thi s& xudt hién man hinh bén dudi.

Command Prompt

Microsoft Windows P [Uersion 5.1.2688]
CC» Copyright 1985-2881 Microsoft Corp.

C:~Documents and Settings~Administrator>ping 16%.254.16808.1
Pinging 169.254.188.1 with 32 hytes of data:

169.254_188._.1: bytes=32 time=imsz TTL=128
169 _254 _ 188_1: hytes=32 time=38mz TTIL=128
169 _254 _188_1: hytes=32 time=16mz TTIL=128
Reply from 169.254.188.1: bytesz=32 time{ims TTL=128

Ping statistics for 167.254.1080.1:

Packets: Sent = 4. BReceived = 4, Lost = B <{Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = 3Bms, Average = 1ims

C:~Documents and Settings“~Administrator>

Budc 4: trén PC2 thuc hi€n viéc truy cap dén d{r 1iéu dudgc share trén PC1,
thu muc share trén PC1 c6 tén 1a “test adhoc”.

Run E]E

- Twpe the name of a program, folder, document, or
Internet resource, and Windows will open it For yaou,

Open: | 11169,254,100.1] w

[ O, l[ Cancel ][ Browse...

% test adhoc on 162.254.100.1 =] =]

File  Edit  W¥iew Favorices Tools  Help

L pack - > = ) search Folders | [F2f]-

Address | L 4%169.254.100. 1 test adhoc ~| B ==
_ = & LAE 1 Cau hinhwireless TP-Link & LaBE 2 cau hinh adhoc
File and Folder Tasks Z, FlicrosafE waord Docurnent Microsoft whord Diocurment
=,520 KB Z4 KE

Other Places £

@ 159.254.100.1
[} M Documents
C=) Shared Docurnents

& My Computer
g My Metwork Places

X

Details
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Budc 5: trén PC2 thuc hién 1&nh ping google.com d€ ki€m tra két ndi di
internet cla PC2 thong qua PC1 va vio internet explorer th(f truy cap dén trang
www.google.com )

II. TRUONG HOP CO CAU HINH BAO MAT WEP KEY

1. Cau hinh trén PC 1:

Ta thuc hién tuong tu tU budc 1 dén budc 6. Nhung & budc 3 hOp thoai
Wireless network properties xudt hién. Nhdp tén mang (SSID) =
Adhoc_LeNho, Data encryption = WEP, nhap Wep key trong Network key va
chon céc thong sO nhu hinh vé bén dudi. Sau d6 nhén OK.

Azzociation | Authentication | Connection

M etwark, name [S510]:
Wireless network ke

Thiz netwark, requires a key for the following:

M etwark Authentication: Open w
Drata encryption: WEP v
Mebwark key: T YT T YT

Confirmn network, key: TTTTTTTITYY

K.en index [advanced]: 1 ==

w

[ The key iz provided for me automatically

] l [ Cancel

2. Cau hinh trén PC 2:
Ta thuc hién tuong tu' tur budc 1 dén budc 5. Nhung & budc 1 ¢6 hOp thoai

yéu cdu nhap WEP KEY, ta nhap WEP KEY vao va thuc hién theo cic budc
3 trén.


http://www.google.com/
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III. KET LUAN

Nhu vay ta da thuc hién dugc viéc két ndi gilta PC1 va PC2 v&i nhau khong
can diy cdp mang ma bang séng Wireless. Trong bai Lab nay thi PC1 déng vai
trd 12 1 Acces Point phat séng WiFi cho phép cdc PC chia sé file v&i nhau va
thuc hién viéc chia s€ két nGi internet v&i cac PC khac. Con PC2 13 mOt may
tinh bat séng WiFi d6 va thi€t 1ap két noi gilra ching. Ta c6 thé m3 rOng md
hinh nay v&i nhi€u mdy tinh ciing k€t ndi v&i nhau va ¢ th€ thi€p 1ap thanh
mang Lan khong diy trong ndi b0 vin phong hay cong ty theo hinh v& minh
hoa duGi day.

THIET LAP MANG WIFI CHIA SE LAN VA INTERNET KHONG CAN ACSESS POINT
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Bai tap 3
CAU HINH ROUTER WIRELESS TP — LINK

Phan 1: Cic budc cau hinh Router Wireless TP — Link TD W8910G

Budc 1: Login vao trang chU

Vo trinh duyét web, go dia chi http://192.168.1.1
nhap username: admin

password: admin

nhan OK d€ vao Router

Connect to 192.168.1.1

=

54M Wfireless ADSLZ+ Rouker
User name: | T admin «.,- |
FPasz<word: | LTYTY] |

[[JRemember my password

I o]

Budc 2: Vao muc Quick Setup (thi€t 1ap nhanh)

Nhap gi4 tri VPI va VCI cUa nha cung cdp dich vu.

VPI - Vitual Path Identifer vd VCI — Vitual Channel Identifer: can cho viéc
thiét lap ATM PVC.

Vi du: cla VNPT la (VPI = 0, VCI = 35), clUa EVNTelecom la (VPI = 8, VCI =
35)

Nhan Next d€ ti€p tuc


http://192.168.1.1/
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) 54M Wireless ADSL 2+ Routel ozilla Firefox

fle Edt View Higory Bookmarks Iook  Help

@ - C (1 [hepegisz.tes 1

18] Most visited | | Smart Bookmarks R Getting Started 5. | Latest Headines | ] Windows Marketplace | ] Customize Links | ] Free Hotmail | ] windows | ] Windows Media

w

TP-LINK 4 less ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-W8910G

Quick Setup

This Quick Setup will guide you through the steps necessary to configure your DSL Router,

«~Quick Setup ATM PVC Configuration

The Virtual Path Identifier (4P and Virlual Ghannel Identifier (VC[) are needed for setling up the ATM PYC. Do not ehange YP1and VTl numbers unless your ISP instruets you
othenwise.

vpL[o.255] | |

VCI: [32-65535] |3 |

Enable Quality Of Service

Enabling QoS for a PVC improves performance for selected classes of applications. However, since QoS also ronsumes systern resources, the number of PYCs will be reduced
consequently. Use Advanced Setup/Quality of Service io assign priorifies for the applications.

[JEnable Quality Of Senvice

Done

L]

®)

Budc 3: Chon ki€u két ndi (connection type): ching ta chOn moe PPPoE va
chon mode Encapsulation = LLC/SNAP-BRIDGING.
Nhéan Next d€ ti€p tuc

3 54M Wireless ADSL2+ Router - Mozilla Firefox

Fle Edt Wiew History Bookmarks Tooks Help
@ - far | L hepappez.ase.1.0f T

[ Mast visited || Smart Bookmarks 4 Getting Started (5| Latest Headlines | | Windows Marketplace | ‘] Customize Links | ] Free Hotmal | '] Windaws | ] Windows Media

TP-LINK Wpdiceless ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-W8910G

Connection Type

Selectthe type of network protacol and encapsulation mode over the ATM PVC that your ISP has instructed you to use. Note that 802.1q VLAN tagaing is only available for PPPoE, MER
and Bridging

(=) PPP over Ethernet (PPPoE)

Encapsulation Mode:

Budc 4: Nhap PPP Username va Password dugQc cung cdp bdi nha cung cap
dich vu
Nhan Next d€ ti€p tuc
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¥ 54M Wireless ADSL2+ Router, - Mozilla Firefox
Flz Edt Wew Hstory Bookmarks Tools Help

@ - oy [ [0 | heepeioz.sen.1ar w -] |G- »

[2] Mast visited || smart Bockmarks ¥ Getting Started (5. Latest Headlnes | ] windows Marketplace | | Custorvize Links | ] Free Hotmall || windows | ] windows Media

Tp'LlNl( Saliaireless ADSL2+ Router

54M
Wireless ADSL2+ Router PPP Username and Password

Model No.: TD-W8910G

PPP usually requires thatyou have a User name and password to establish your connection. In the boxes below, enter the user name and password that your ISP has provided to you

PPP Username: w2
PPPOE Service Name: |intemet

Method: [aUTO ~|

MTU [88-1500] 1492 ‘

Dial on demand (with idle timeout timer)

Inactivity Timeot {mimutes) [1-4320]: 15

[IPPP IP extension

[JUse Static IP Address

[J Enable PPP Debug Mode

Done

Budc 5: Thi€p 1ap Enable cho IGMP Multicast vd Wan Service
Nhéan Next d€ ti€p tuc

54 Wireless ADSL 2+ Router, - Mozilla Firefox
Fle  Edi view History Bockmarks Took  Help

@ 5 C Gr (L hpefiigz.ies g o

5] Most Visited || Smart Bookmarks 4P Getting Started (51 Latest Headines | ] Windows Marketplace | | Customize Links | Fres Hotmail | ] windows | ] Windows Media

Tp'LlNl(' BEaAireless ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-W8910G

Enable IGMP Multicast, and WAN Service

[7] Enable IGMP Multicast

nahle WAN Service

SendceName | pppoe_0_35_2

Budc 6: Thiét 1ap dia chi IP cUa thi€t bi (n€u can) va Enable DHCP Server
Nhan Next d€ ti€p tuc
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) 54M Wireless ADSL2+ Router - Mozilla Firefox
Fle Edt View Hstory Bookmarks Tools Help

@ 5 C & (3 Fitp:/j192. 165.1.11 % -G~ 2

(2] Most visited |__| Smart Bookmarks 4 Getting Started | Latest Headines | | Windows Marketplace | | Customize Links | ] Fres Hotmail | ] Windows | ] Windows Media

w®
TP-UINK HyRireless ADSL2+ Router
54M

Wireless ADSL2+ Router Device Setup
Model No.: TD-W8910G

Configure the DSL Router IP Address and Subnet Mask for LAN interface.

IP Address: E@Eﬁﬁil

Subnet Mask: \@l
() Disable DHCP Server
(& Enahle DHCP Server

StartIP Address: | 192.166.1.2 |

End IP Address: 192.168.1.254
Leased Time (hour): 24
SetAddress Reservation

[ Configure the secand IP Address and Subnet Mask far LAM interface

.

Bud@c 7: Thiét 1ap “Enable Wireless” va nhap SSID cho thi€t bi (thong

thudng 12 tén cUa cong ty hay t6 chlc cla minh).
Nhan Next d€ ti€p tuc

3 54M Wireless ADSL2+ Router - Mozilla Firefox

Flle Edit Wiew Hitory Bookmarks Took  Help
@ - tar (L) | hetpeyjtse.168.1.17 w7 -| |[Cl~ P
[ Most visited || Smart Bockmarks @ Getting Started 5| Latest Headines | Windows Marketplace | | Customize Links | ] Free Hotmall | ] windows | ] Windows Media

TP-LINK SAEireless ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-W8910G

Wireless -- Setup

[7 Enable ireless

Enter the wireless netwark name (also known as 8510},

ssiD: TP-LINK |

Done

"

Budc 8: SE xuat hién man hinh Wan Setup — Summary.
kich chuOt vio nit Save/Reboot d€ 1Uu cic thi€t 1&p va reboot Router.
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) 54 Wireless ADSL2+ Router, - Mozilla Firefox

Fle Edt View Higtory Bookmarks Tooks  Help

@ - tar [ L |hepstnsztse. 1 v -] |G- P

(5] Most visited || Smart Bookmarks 4 Getting Started 5. Latest Headines | ] Windows Marketplace | | Customize Links | ] Free Hotmail | ] windows | | Windows Media

'

TP-LINK 1l Jess ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-W8910G.

WAN Setup - Summary

Make gure thatthe settings below match the settings provided by your ISP,

VPIIVCE 0435
Connection Type: FFFoE
Service Name: pppoe_0_35_32
Service Category: UBR
IP Address: Automatically Assigned
Service State: Enahbled
NAT: Enahled
Firewall: Enahled
IGMP Multicast: Enahled
Quality Of Service: Disabled

Click "Gave/Reboot' to save these seftings and reboot router. Click"Back” to make any modifications.

NOTE: The configuration process takes about 1 minute to complete and your DEL Router will reboot,

Done

* Cac cau hinh nang cao cho Modem Wifi
Budc 1: Cau hinh céc thdng sO cO ban cla Wiriless, nhu Enable Wireless,
Enable SSID Broadcast, dat SSID

) 54M Wireless ADSL2+ Router - Mozilla Firefox

fle Edt view Hstory Bookmarks Tools Help
@ - (o (0 hemupezee. 10 v -| G- P
[ Most Visited || Smart Bookmarks 8 Getting Started 5 | Latest Headlines | | Windows Markstplace | ] Customize Links | ] Free Hotmal | ] Windows | | Windows Media

TP-LINK SaidAireless ADSL2+ Router

S54M
Wireless ADSL2+ Router
Model No.: TD-W8910G

Wireless -- Basic

This page allows you to configure hasic features ofthe wireless LAN inferface. You can enable or disable the wirsless LAN intarface, hide the netwark from active scans, setthe
wireless netwark name (also known & SSID) and restrictthe thannel setbased on country reguirements. Click "SaveiApply’ to configure the basic wireless options

[ Enable wireless

Enable SSID Broadcast

SSID: | TP-LINK |
BSSID: 00:23:C0D:C5:00:95
Region: | UnitedStates  ¥|
Warning: Ensure you select a eorrect region to confarr local |aw

Incorect setings may cause interferente

Saveltppk

int

Budc 2: Cau hinh security cho Wireless.

Bat ché db ching thuc (Network Authentications = Open)
Enable ma hod WEP (WEP Encryption = Enable)

Thié€t 1ap sO bit ma héa (Encryption Stringth = 64-bit)

Thiét 1ap s6 Key hi€n tai clla mang (Current Network Key = 1)
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Thiét 1ap Key cla mang (Network Key 1 = 0905868586) (N€u textbox niy
trOng thi mang Wifi s& khong c6 tinh bao mat)

reless ADSL2+ Router
File Edit ¥iew Hitory Bookmarks Tooks Help

@ @ C tar ([ [hepopptoztesry E

5] Most visited || Smart Backmarks P Getting Started 5] Latest Headines | ] Windows Markstplace | | Customize Links | '] Free Hotmail | ] Windows | ] Windows Media

Tp'LlNK Wadlreless ADSL2+ Router

54M
Wireless ADSL2+ Router

Model No.: TD-W8910G Wireless -- Security

This page allows you to configure security features of the wireless LAN inferface. You can sets the network authentication method, selecting data encryption, specify
whether  network key Is required to authenticate to this wireless network and specity the encryption strength
Click*SavelApply' to configure the wireless security options

Network icati Open

WEP Encryption: Enabled
Encryption Strength: B4bit v
Current Network Key: 1>
Network Key 1: 86

Netwiork Key 2:

Network Key 3:

Network Key 4:

Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys
Enter 13 ASCII characters or 26 hexadecirmal digits for 1 26-it encryption keys
Enter 16 ASCII characters or 32 hexadecirmal digits Tor 153-bit encryption keys
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Budc 3: Cau hinh 10c (Filter) MAC Address cUa cdc mdy tinh trong mang.
Disabled: tat ché d0 10c Mac address

Allow: bat ché dd 10c Mac address, va cho phép cidc mdy tinh c6 Mac Address
trong bang duQc truy cap

Deny: bat ché d0 10c Mac address, va khong cho phép cic mdy tinh cé Mac
Address trong bang dugc truy cap

¥ 54 Wireless ADSL2+ Router - Mozilla Firefox
Fle Edt Yiew Hstory Bookmarks Tools Help

@ - fa I.j hitp:[{192,168.1.1) w -] (G- »

8] Most visited | | Smart Bookmarks # Getting Started 51 Latest Headines | ] Windows Marketplace | | Customize Links | ] Free Hotmail | ] windows | | Windows Media

we @

Tp'LlNK. Mladireless ADSL2+ Router

Wireless -- MAC Filter

Wireless ADSL2+ Router
Model No.: TD-W8910G

MAC Restrict Mode: @ Disabled O Allow Q Deny

WMAC Address Remove

Done

€ G | & cauhinh wirsless apsiz... | 4§ untitled- Paint B2 DEODGED S Q')!" [G# fo O 250

Budc 4: cdu hinh Wireless Advanced
Mode = 54Mbps(802.11g), con cdc gid tri khdc d€ mdc dinh

) 540 Wireless ADSL2+ Router - Mozilla Firefox
Ele Edit Miew Higtory Bookmarks Tools  Help

@ - tar (L9 |hemeinozoiee.1.0 v -] |G- P2

(2] Most visited |__| Smart Bookmarks 4 Getting Started 5. Latest Headines | ] Windows Marketplace | | Customize Links | ] Free Hotmail | ] windows | ] windows Media

TP-LINK Saadlreless ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-W8910G.

Wireless -- Advanced

This page allows you to configure advanced features of the wireless LAN interface. You can select a particular channel on which to operate,set the fragmentation
threshald, setthe RTS threshold, set the wakeup interval for clients in power-save mode, setthe beacon intrval for the access pointset XPress mode
Click"Save/Apply" to configure the advanced wireless options.

Mode: | E4AMbps(802.11g) v

chame:  [5 ¥ cunent &
Fragmentation Threshold: [ 2348 |
i :AMnced H RTS Thieshold: | 2347 |
2 DTMinterval: | 1 |
Beacon Interval: | 100 |
Enable QoS: L]

Save/Appl

Done

[ unttled - Paint B 2)DEODED S 4:)!4' [a®fp R 2acH
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* Xem céc thong tin vé thi€t bi (Device Info)
Budc 1: Device Info: xem céc thong tin vé:

Phién bdn phan mém (Firmware Version)

Phién bdn phan cUng (Hardware Version)

Dia chi IP cUa mang Lan (Lan IP Address)

DNS Server chinh (Primary DNS Server)

DNS Server phu (Secondary DNS Server)

D 54M Wireless ADSL 2+ Router - Mozilla Firefox

Fle Edit Mew Hstory Bockmarks Tools  Help

@ - C Gy [ hemepiisz.iee, 11 7 -G P

5] Mast Visited || Smart Bookmarks P Getting Started (51 Latest Headines | ] Windows Marketplace | | Customize Links | Fres Hotmail | ] Windows | ] windows Media

we @

Tp'LlNK 51 Jass ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-W8910G

Device Info

[ Firmware Version: | 1.3.4 Bulld 080731 Rel35756n |

Hardware Version:; ‘ TO-W8A10G v2 00002350

This information reflects the current status ofyour DSL connection.

Line Rate - Upstream {Khps):
Line Rate - Downstream (Kbps):

LANIP Address: 19216811
Default Gateway:

Primary DNS Server: 18216811

Secondary DNS Server: 192.168.1.1

Done

i4 start 6 = 5

Budc 2: Wan Info: thong tin v& cic thi€t 1ap cdu hinh clla mang Wireless

) 54M Wireless ADSL.2+ Router, - Mozilla Firefox
Ele Edit Wew Hgtory Bookmarks Tools  Help

@ - C G [0 [ntpyniszaesa 1 = G- D

[ Most visited || Smart Bockmarks 4 Getting Started (5| Latest Headines || Windaws Marketplace | ] Customize Links | ] Free Hotmail || windows | ] windows Media

&L @R0 20

TI'-'l-LINK' Seyleireless ADSL2+ Router

54M

Wireless ADSL2+ Router WAN Info

Model No.: TD-WB910G
‘VPI-VCI ‘Ca(egory |Service ‘In(erface |Pm|oc0| ‘IGMP |QoS |S|ale ‘S(atus ‘IPA(I(Iress ||)|)|) Link Ctrl ‘
‘nrsa ‘UEIR |pppnejl735j ‘pppjljﬁj |F’F’F’DE ‘Enabled |Dwsah\ed |Enah\ed ‘ADELLmanWn ‘ |Cnnnechng ‘

Done

€ G [ 6 cauhinh wircless 2. N [ s aint Q;)!.' (3 €5 A aiicH
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Budc 3: Statics — Lan: xem thong tin vé céc interface cUa Router

3 54M Wireless ADSL2+ Router - Mozilla Firefox
Fle Edb View Hstory Bookmarks Tools Help

@ = C Gy (L hpgrioz.aes.Lg - |G- P

48] Most visited || Smart Bookmarks ¥ Getting Started 5 | Latest Headlines | ] Windows Marketplace | ] Customize Links | ] Free Hotmail | ] windows [ ] Windows Media

TP-LINK Yiadlireless ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-W8910G

Statistics - LAN

Interface Received Transmitted

Bytes Pkts Enrs Drops Bytes Pkts Enrs Drops
Ethernet 119069 868 0 0 407310 933 0 0
Wireless 1) ) o a 14123 160 1) 1)

Done

P S | = ——
24 start 5 1% untitled - Paint [Z® A 211cH

Budc 4: Device Info — ARP
xem cdc dia chi Mac Address cUa cdc mdy tinh két nGi d&n Wireless

) 54M Wireless ADSL 2+ Router. - Mozilla Firefox

Ele Edt Yew Hstory Bookmarks ook Help
@ - far [ [ heipegiioz.ies. Ly v -] |G- P

(] Most visited || smart Bookmarks P Getting Started [y Latest Headines | ] windows Marketplace | ] Customnize Links || Free Hatmail | windows | ] windows Media

TP-LINK Pipdiceless ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-WB310G

Device Info -- ARP

|IP address ‘Flags ‘HW Address |Device |

|‘\BZWEE1 2 ‘Cnmpleta ‘[IEI'ZS'EEI 288447 |hr[| |

'dstat. @ © [ cani s

Budc 5: Device Info — Route
xem thong tin v€ bang dinh tuyén (Route) clla Wireless
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2) 54M Wireless ADSL.2+ Router, - Mozilla Firefox

Ele Edt Vew Hgory Bookmarks Took Help
@ = C Gar | hepriniszaes.t g b it

(5] ost visited || Smart Bockmarks 4 Getting Started [ Latest Headines | ] Windows Marketplace | | Customize Links | ] Free Hotmail | windaws | ] windows Media

TP-LINK Wireless ADSL2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-WB910G

Device Info -- Route

Flags: U - up, |- reject, G - gateway, H - host, R - reinstate
D - dynamie (redirect), M - modified (redirect)

Destinati v Subnet Mask Flag Metric Service Interface
10412.1413.207 onon 255.255.255.295 UH 0 Pppoe_0_35_1 pop_0_35_1
19216810 oooon 265266 256.0 u 0 bl

Buodc 6: Device Info — DHCP Leases

) 54M Wireless ADSL2+ Rouler - Mozilla Firefox
fle Edt e Hgory Bookmarks Tools  Help

@ - C oy [ L hepinszaies.nf i

(5] Mast Visited || Smart Bookmarks 4 Getting Started (51| Latest Headines | | Windaws Marketplace | ] Customize Links | ] Free Hotmail || Windows | | Windows Media

N

2+ Router

54M
Wireless ADSL2+ Router
Model No.: TD-W8910G

Device Info - DHCP Leases

‘Hostname ‘MAC Address ‘IP Address ‘Expires In |
[LEmENDUNG [o0a30m20:04 02 [192.150.12 [ 23 howss, 54 minutes, 2 secands |
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BAI4 BAO MAT VA QUAN LY MANG KHONG DAY
M3 bai: 39.4

Muc tiéu:

Mo td dugc cdu tric mang khong day;

Thié€t k€ dugc mOt mang khong day cuc b0 (WLAN);

Phan biét dugc Uu va nhuge di€m cla mang khong day;

Phan biét dugc cic ché d0 cla AP.

- Thuc hién céc thao tdc an toan v&i mdy tinh.

1.Tai sao phdi bdo mat mang khong day(WLAN)

DE két n0i tdi mOt mang LAN h{u tuyén ta can phdi truy cap theo dudng
truy€n bang diy cdp, phai két n6i mOt PC vao mdt cOng mang. Vi mang
khong day ta chi can c6 may cUa ta trong viing séng bao phU cUa mang khong
day. Di€u khi€n cho mang cé diy la don gidn: dudng truyén bang cép thong
thuOng dugc di trong cdc tda nha cao tang va cac port khong s dung c6 thé
lam cho né disable bang cdc Ung dung qudn ly. Cdc mang khong day (hay vo
tuy€n) s dung séng vd tuy€n xuyén qua vat li€u cla cdc tdoa nha va nhu vay
sU' bao phU 14 khong gidi han & bén trong mOt tdoa nha. Séng vo tuy€n cé thé
xudt hién trén dudng pho, tU cdc tram phat tU cic mang LAN niy, va nhu
vay ai d6 c6 th€ truy cdp nhO thi€t bi thich hgp. Do d6 mang khong day cUa
mOt cong ty ciing c6 th€ bi truy cap tU bén ngoai tdoa nha cong ty clia ho

I | Access .
ke Paint \
G Wired Network LAN — (AP) \
Blue area denotes 3EET Ea ppe
4 = vesdropper

AP covarage E Wireless LAN Clien
Wirsless LAN Client !

Wireless LAN Client

Office Building

D€ cung cdp mUlc bdo mat tOi thi€u cho mang WLAN thi ta can hai thanh
phan sau:

Ciach thUc d€ xdc dinh ai c6 quyén st dung WLAN - yéu cau nay dudc thda
man bang co ché xdc thuc( authentication) -MOt phuong thlc d€ cung cép
tinh riéng tU cho céc dit 1iéu khong diy — yéu cdu nay dugc thda min bang
mOt thudt todn ma héa ( encryption).
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Encryption + Authentication = Wireless Security

Encryption
Encryption

-
_\i/_ w—

Authentication

Authentication

2. Céc ki€u tan cong mangWLAN

2.1 .Rogue Access Point

Access Point gid mao dugc diung d€ mo ta nhlng Access Point dugc tao ra
mOt cich vd tinh hay c¢O y lam anh hudng dén hé thdng mang hién cé. N6
dudgc dung d€ chi cdc thi€t bj hoat dOng khong diy trai phép ma khong quan
tam dén muc dich st dung cUa ching.

Phan loai

+ Access Point dugc cau hinh khéng hoan chinh

MOt Access Point c¢6 th€ bat ngd trd thanh 1 thi€t bi gid mao do sai sét trong
vi€c cau hinh. Su thay d6i trong Service Set Identifier(SSID), thi€t 1ap xac
thuc, thi€t 14p ma héa,... di€u nghiém trong nhat 1 ching s€ khong thé
chUng thuc cic k€t n6Gi n€u bi cdu hinh sai.

Vi du: trong trang thi x4dc thuc m&(open mode authentication) cdc ngudi diing
khong day & trang thdi 1(chua xdc thuc va chua két noi) ¢ thé gl cic yéu
cau xéc thuc d&n mOt Access Point va dugc x4c thuc thanh cong s€ chuy€n
sang trang thdi 2 (dUQc xdc thuc nhung chua k€t ndi). N€u 1 Access Point
khong x4c nhan su hgp 1€ clla mOt mdy khach do 10i trong cau hinh, k& tdn
cong c6 th€ glri mOt sO 1ugng 16n yéu cau xdc thuc, lam tran bang yéu cau
k€t n0i cla cdc mdy khach & Access Point , Iam cho Access Point tUr chdi truy
cap cla cdc ngudi ding khic bao gOm cd ngudi ding dugc phép truy cap.

+ Access Point gid mao tif cic mang WLAN lan can

Cac may khach theo chudn 802.11 tu dbng chon Access Point ¢6 séng manh
nhat ma né phat hién dugc d€ két noi.

Vi du: Windows XP tu dOng két nOi dén két nOi tOt nhat c6 th€ xung quanh
né. Vi valy, nhiing ngudi diing dudgc x4c thuc cla mOt t0 chlc c6 thé két ndi
dén cdc Access Point cUa céc tO chlc khic 1an can. Mdc du cdc Access Point
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lan can khong cO y thu hit k€t ndi tU cdc ngudi dung, nhitng k€t ndi dé vo
tinh d€ 10 nhiing d(r li€u nhay cdm

+ Access Point gid mao do ké tan cong tao ra

Gid mao AP 1a ki€u tan cong “man in the middle” c6 di€n. Py la ki€u tan
cong ma tin tac ding & gilta va trOm luu lugng truyén gilra 2 nit. Ki€u tan
cong nay rat manh vi tin tdc c6 th€ rdm tat cd luu lugng di qua mang.
R&t kho khin d€ tao mOt cudc tan cong “man in the middle” trong mang cé
day bGi vi ki€u tan coéng niy yéu cau truy cap thuc su dén dudng truyén.
Trong mang khong day thi 1ai rat dé bi tan cong ki€u nay. Tin tdc can phai
tao ra mOt AP thu hit nhi€u su Iua chon hon AP chinh thOng. AP gid nay c6
th€ dudgc thi€t 14p bang cich sao chép tat cd cc cdu hinh cla AP chinh thOng
d6 1a: SSID, dia chi MAC v.v.Budc ti€p theo 1a 1am cho nan nhan thuc hién
két ndi t&i AP gid.

Trong mang 802.11 su lua chon AP dugc thuc hién bdi cuOng dd cla tin
hiéu nhén. Pi€u duy nhat tin tdc phdi thuc hién 13 chdc chdn rang AP cUa
minh ¢6 cuOng d6 tin hiéu manh hon cd. P& c6 dugc diéu dé tin tac phai dat
AP cUa minh gan ngu0i bi 1Ua hon 13 AP chinh thOng hodc st dung kY thudt
anten dinh hudng. Sau khi nan nhan két nbi t&i AP gid, nan nhan van hoat
dOng nhu binh thuOng do vay néu nan nhan két nGi dén mbt AP chinh thOng
khdc thi d{r 1iéu cUa nan nhan déu di qua AP gid. Tin tac s€ s dung céc tién
ich d€ ghi 1ai mat khdu cUa nan nhan khi trao d6i v&i Web Server. Nhu vay
tin tdc s€ c6 dugc tat ca nhitng gi anh ta mudn d€ ding nhap vao mang chinh
thOng. Ki€u tan cong nay tOn tai la do trong 802.11 khong yéu cau chiing thuc
2 hudng gilta AP va nit. AP phat qudng b4 ra toan mang. Di€u nay rat dé bj
tin tdc nghe trdm va do vay tin tac c6 th€ 1dy dugc tat cd cdc thdng tin ma
chiing can. Cdc nit trong mang sU dung WEP d€ chlng thuc ching vGi AP
nhung WEP ciing c¢6 nhiing 16 héng c6 thé khai thic. MOt tin tdc c¢6 thé nghe
trOm théng tin va s& dung b0 phan tich ma hod d€ trOm mat khau cla ngudi
dung

+ Access Point gid mao dugc thié€t 1ap béi chinh nhan vién clia cong ty

Vi sU ti€n 10i cla mang khong didy mOt s6 nhan vién cUa cong ty da tU trang
bi Access Point va k€t nOi ching vao mang c6 diy cla cong ty. Do khong hi€u
rd va ndm ving v€ bdo mat trong mang khong diy nén ho vo tinh tao ra mot
16 hdng 16n vé€ bdo mat. Nhiing ngudi 1a vao cong ty va hacker bén ngoai c6
th€ két ndi dén Access Point khong dugc xic thuc d€ danh cap bing thong,
danh cdp thong tin nhay cdm cla cong ty, su’ dung hé thOng mang cla cong
ty tan cdng ngUdi khdc,. ..

2.2. De-authentication Flood Attack(t@n cong yéu cau xac thuc lai )
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Ké tan cong xdc dinh muc tiéu tan cong 1 cdc ngudi duing trong mang

wireless va cdc két n0i clla ho(Access Point dén cdc két ndi cla no).

- Cheén céc frame yéu cau xdc thuc 1ai vao mang WLAN bé"mg c4ch gida mao
dia chi MAC nguOn va dich 1an 1uot clla Access Point va cdc ngU0i dung.

- Ngudi diung wireless khi nhan dugc frame yéu cau xdc thuc 1ai thi nghi
rang chiing do Access Point gUfi dén.

- Sau khi ngat dugc mOt ngudi diing ra khdi dich vu khong diy, ké tan cong
ti€p tuc thuc hién tuong tu d6i vdi cac ngUOi dung con 1ai.

- Thoéng thuOng ngudi diing s& két ndi 1ai d€ phuc hoi dich vu, nhung ké
tan cong da nhanh chéng ti€p tuc gl cdc géi yéu cau xdc thuc 1ai cho
ngUOi ding.

2.3. Fake Access Point

Ké tan cong sU dung cong cU cé kha ning gl cic gbéi beacon v&i dia chi vat

Iy(MAC) gid mao va SSID gid d€ tao ra vo sO Access Point gid 1ap.Pi€u nay

lam x40 trOn tat cd cdc phan mém di€u khi€n card mang khong diy cla

ngUdi dung
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2.4. Tan cong dua trén su cdm nhan séng mang 16p vat ly
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Ké tat cong 10i dung giao thUc chOng dung d0 CSMA/CA, tUc 1a né s€ lam
cho tat ca ngUadi ding nghi rang liic ndo trong mang ciing c6 1 mdy tinh dang
truy€n thdng. Pi€u nay 1am cho cic mdy tinh khac ludn ludn & trang thdi chO
doi ké tan cong dy truyén d{t liéu xong dan dén tinh trang ngén trong mang.
Tan sO 12 mOt nhugc di€m bdo mat trong mang khong day. MUc dd nguy
hi€m thay d6i phu thubc vio giao dién cla 18p vat Iy. C6 mOt vai tham sO
quyé€t dinh su chiu dung clla mang la: ning 1Ugng may phat, d0 nhay clla miy
thu, tan sO RF, bing thong va sU dinh hudng cUa anten. Trong 802.11 s dung
thudt todn da truy cdp cAm nhdn séng mang (CSMA) d€ tranh va cham.
CSMA 1a m6t thanh phan cla 16p MAC. CSMA dudc st dung d€ chac chan
rang s& khong c6 va cham d{f liéu trén dudng truyén. Ki€u tan cong nay
khéng st dung tap am d€ tao ra 10i cho mang nhu’ng n6 s€ 10i dung chinh
chudn dé. C6 nhi€u cich d€ khai thic giao thiic cdm nhén song mang vat ly.
Cé4ch don glan 1a Tam cho cdc nut trong mang déu tin tudng rang c6 mOt nut
dang truy€n tin tai thoi di€m hién tai. Cich dé nhat dat dugc diéu nay la tao
ra mOt niit gid mao dé€ truyén tin mOt c4ch lién tuc. MOt cach khac 1a s& dung
b0 tao tin hiéu RF. MOt cidch tan cong tinh vi hon 1a 1am cho card mang
chuy€n vao ché€ d6 ki€m tra ma G dé né truyén di lién ti€p mOt mau ki€m tra.
Tat ca céc nit trong pham vi cUa mOt nit gid 14 rat nhay vdi séng mang va
trong khi c6 mOt nit dang truyén thi s€ khong c niit nio dugc truy€n.

2.5. Tan cong ngat k&t ndi (Disassociation flood attack)

| -\_-IJCCE- sfull
4 sociation
Success ull E

Asseciation HIl
Clicht ™,
i Dlsf Ht}t\l"ﬂ 'bl
i ilmaell ! Wirgleas
S FTPrgrold L=
M il — _—
Wirnloss i: ™

Cilient \Spoofod disassocialion
\ broaadcasi from
L AP 1o Clients

Ké tan cong xdc dinh muc tiéu ( wireless clients ) va mOi lién két gilra AP véi
cdc clients.K@é tan cong gUi disassociation frame bang cach gid mao Source va
Destination MAC dén AP va céc client tuOng Ung.Client s& nhdn céc frame
nay va nghi rang frame hUy két nOi dén tUr AP. POng thoi ké tan cong ciling
g0i disassociation frame dén AP.

Sau khi di ngat k&t n6i cla mOt client, k& tdn cong ti€p tuc thuc hién tuong
tu vGi cdc client con 1ai 1am cho cic client tu dOng ngat két ndi voi AP.Khi
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cdc clients bj ngat k&t noi sé thuc hién két ndi 1ai véi AP ngay 1ap tlc. Ké
tan cong ti€p tuc gdi disassociation frame dén AP va client

C6 thé ta sé rat dé nham lan gilta 2 ki€u tan cong :Disassociation flood
attack va De-authentication Flood Attack.GiOng nhau : v€ hinh thlc tan cong ,
c6 th€ cho rang ching gibng nhau vi né gidng nhu mOt dai bac 2 nong , vira
tan cong Access Point vira tdn cong Client. Va quan trong hon hét , ching "nd
phdo" lién tuc.

Khéc nhau :

+ De-authentication Flood Attack : yéu cdu cd AP va client g@i 1ai frame xac
thuc dan dén xdc thuc failed

+ Disassociation flood attack : g@i disassociation frame 1am cho AP va client tin
tuGng rang két noi gilra ching da bi ngat.

* T@ng két:

V@i su biing nG cUa cong nghé khong diy, vai tro cUa nhiing nha sdn xudt
phan clng va céc tG chlc nhu 1a FCC, IEEE, WECA, WLANA sé ting thém
phan quan trong d€ gidi quy€t cic gidi phdp cla mang khong day. Nhing quy
dinh dugc dat vao cic t6 chlc diéu ti€t nhu 13 FCC v&i nhiing chudn, va
nh(ng t6 chlc nhu 12 IEEE, WLANA vi WECA sé€ 12 tiéu di€m cUa kY nghé
san xudt mang khong day.

WLAN sé cdi tién tOt hon trong giGi han cla tOc dO, su tién 10i, va bdo
mat. Su chiing thuc va cic kY thudt PKI chi 1a su bat dau cho viéc ha gid
WLAN d€ ban c6 th€ di€u khién truy cap tdi bat c( tai nguyén nio trong
mang.

Mot phan quan trong nhat, 1a phdi ngan nglra sU nguy hi€m t&i mang
truGe khi né xdy ra. Tranh xa cdc cap mat nghi ngd va phdi chac chan rang
thong bdo cho nhling ngudi ding trong mang bi€t rang hiy canh gidc vGi
nh{ing ngudi truy cap mang va nhiing di€u ludt thong qua cic chinh sich dé
chi nhitng ngudi dung dugc phép mdi cé thé truy cap tdi cdc tai nguyén trong
mang. N€u ki€m tra va thay rang tat ca di két n0i, ta phadi chac chan rang ta
c6 thé cung cap dU su bdo mat mOt cich tan tAm cho mang cla chiing ta

Cong nghé khong day ra dOi da 1am thay dGi di€én mao cla nén cdng nghé
thong tin trén toan thé€ gidi. N6 mang dén cho thé gidi mOt cich nhin méi vé
cdc cong nghé tién ti€n. Cong nghé khong diy da trdi qua mOt qua trinh dai tUr
khi n6 1a y tudng cla quan d0i. SU ua chudng va mUc d0 cla cong nghé sUr
dung mang khong diy van ti€p tuc moc 1én v4i ty 16 cao d€n khong ngd. San
xudt va tao ra vd sO gidi phap cho nhiing mang khong day la can thiét. Su
thudn tién, ph6 bi€n, c6 1gi va gid cd cla cic phan clng clla mang khong day
cung cap cho chiing ta nhi€u lya chon khic nhau. ban di san sang gia nhap
vao d0i ngti nhling ngudi chuyén sang ndi mang khong diy. Ban sé thdy
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rang mOt thé gidi khong c6 day thi it rGi ram phlc tap hon va viéc st dung
mang khong diy trong gia dinh cUa ban sé dugc cdi thién d4ng k€.

3. Bdo mat mang khong day(WLAN)

MOt WLAN gOm c6 3 phan: Wireless Client, Access Points va Access Server.
+ Wireless Client di€n hinh 12 mOt chi€c laptop v&i NIC (Network Interface
Card) khong diy dugc cai dat d€ cho phép truy cdp viao mang khong day.
+ Access Points (AP) cung cap sU bao phU cUa séng vo tuy€n trong mOt viing
nao dé (dugc bi€t dén nhu 1a cdc cell (t€ bao)) va két nOi dén mang khong
day.

+ Con Access Server di€u khi€n viéc truy cdp. MOt Access Server (nhu 1a
Enterprise Access Server (EAS) ) cung cap su di€u khi€n, qudn 1y, cic dac
tinh bdo mat tién ti€n cho mang khong day Enterprise

MOt b0 phan khong day cé th€ dugc k€t ndi dén cic mang khong day tOn tai
theo mOt sO cach. Kién tric tOng th€ st dung EAS trong “Gateway Mode”
hay “Controller Mode”.

Trong Gateway Mode ( hinh 3-4) EAS dudgc dat & gilta mang AP va phan con
lai cUa mang Enterprise. Vi vay EAS di€u khién tat cd cic lubng 1uu 1uQng
gilta cdc mang khong diy va c6 day va thuc hi€n nhu mOt tudng 1Uta

Wired-side Wireless-side

802 11
Corporate Switched or Routed Access Point

Intranet

Enterprise
Access Server
Acts as galewary for
ol wirend 1O wir s s
traffc Bluetooth B02.11
Access Pont Access Pont

Trong Controll Mode (hinh 3-3), EAS quan ly cdc AP va di€u khién viéc truy
cap dén mang khong diy, nhung né khong lién quan dén viéc truyén tdi dit
liéu ngudi dung. Trong ché d0 nay, mang khong day c6 th€ bi phan chia thanh
mang diy vdi firewall thong thuOng hay tich hQp hoan toan trong mang day
Enterprise. Ki€n tric WLAN hO trg mOt mo hinh bdo mat dugc thé hién trén
hinh 4. M6i mOt phan tl bén trong mé hinh déu c6 th€ cdu hinh theo ngUdi
quan 1y mang d€ thda man va phit hgp vGi nhitng gi ho can
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@ VPN wireless client conneclivity (IPSec)
Firewall Packet filtering/port blocking to protect
enterprise networks from wireless intruders
Mutual authentication between client
8 Authentication devices, users and the network
(802.1x EAP-TLS using certificates)
Encrypting data to prevent eavesdropping
6 ErcLypaon (Dynamic WEP, 802.1x EAP-TLS and 3DES)
@ Device Authorization

+ Device Authorization: C4c Client khong diy c6 th€ bi ngin chdn theo dia
chi phan cUng cla ho (vi du nhu dia chi MAC). EAS duy tri mOt co s& dit
liéu cla cédc Client khong diy dugc cho phép va cic AP riéng bi€t khéa hay
luu thong 1uu lugng phu hop

+ Encryption: WLAN ciing h0 trg WEP, 3DES va chudn TLS(Transport
Layer Sercurity) st dung ma héa d€ tranh ngudi truy cdp trOm. Cac khéa WEP
c6 thé tao trén mOt per-user, per session basic.

+ Authentication: WLAN ho trg su Oy quy€n 1an nhau (bang vi€c s dung
802.1x EAP-TLS) d€ bdo ddm chi c6 cic Client khong day dugc Uy quyén
md&i dugc truy cap vao mang. EAS s& dung mOt RADIUS server bén trong
cho su Uy quyén bang viéc st dung cic chltng chi s6. Cac chltng chi sO nay
c6 th€ dat dugc tUr quyén chling nhdn bén trong (CA) hay dugc nhap tU mOt
CA bén ngoai. Piéu nay di ting tOi da s bdo mat va gidm tdi thi€u cac thU
tuc hanh chinh.

+ Firewall: EAS hop nhat packet filtering va port blocking firewall dUa trén
cdc chuOi IP. Viéc cdu hinh tU truGc cho phép cac loai Iuu 1uong chung dugc

Authorizing network access to wiraless
devices (MAC address access control)
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enable hay disable.
+ VPN: EAS bao gdm m&t IPSec VPN server cho phép céc Client khong day
thi€t 1ap céc session VPN ving chac trén mang
3.1. WEP

WEP 13 mOt phuong tién nhu di€ém ddu mit cla gidi phdp bdo mat mang
khong day. Moi truGng bao vé€ khong diy chi véi WEP 1a moi triOng khong
bdo mat. Khi st dung WEP, khong sU dung cac khéa cla WEP lién quan t&i
SSID hodc tdi tG chlic. Tao cac khéa WEP rat khé khin d€ nhd. Trong nhi€u
truOng hop, khéa WEP c6 th€ dé dang dodn ra khi nhin SSID hodc tén cla t&
churc.
ChUc ning chinh cla WEP 1a dua trén khéa, 12 y€u td c0 ban cho thudt todn
ma héa. Khéa WEP 1a m6t chubi ki tu' va s6 dugc s dung theo 2 cach: Khoa
WEP dugc sU dung d€ dinh danh xdc thuc client Khéa WEP dugc dung dé
ma héa d{I li€u Khi client s&* dung WEP muOn két nGi vGi AP thi AP sé xéc
dinh xem client ¢6 gid tri khoa chinh x4c hay khong? Chinh xdc & diy c6 nghia
1a client da c6 khéa 1a mOt phan cUa hé thOng phan phat khéa WEP dugc cai
dat trong WLAN. Khéa WEP phdi khdp & ca hai dau xdc thuc client va AP.
Hau hét cic AP va client c6 khd niing 1uu tr(t 4 khéa WEP dOng thoi. MOt 1y
do h{ra ich cUa viéc sU dung nhi€u khéa WEP chinh l4 phan doan mang. Gid
st mang c6 80 client thi ta s& dung 4 khéa WEP cho 4 nhém khdc nhau thay vi
st dung 1 khéa. N€u khéa WEP bj *###* thi ta chi can thay d0i khéa WEP
cho 20 client thay vi phdi thay dGi cho toan b0 mang.MOt 1i do khic d€ cé
nhi€u khéa WEP 12 trong mdi truGng hOn hgp c6 card ho trg 128 bit va c6 card
chi hO trg 64 bit. Trong truOng hop nay ching ta c6 th€ phan ra hai nhém
nguoi diing.
< Giai phap WEP t0i uu:
Vi nhig di€m y€u nghiém trong clla WEP va suU phat tan rOng rai cUa cic
cong cyU do tim khéa WEP trén Internet, giao thUc nay khong con la gidi phdp
bdo mat dugc chon cho cdc mang c6 mUc dO nhay cdm thong tin cao. Tuy
nhién, trong rat nhi€u cic thi€t bi mang khong diy hi€n nay, gidi phdp bdo
mat d{f liéu dugc hd trg phd bi€n van 12 WEP. D sao di nifa, cic 160 hOng
cla WEP van c¢6 th€ dugc gidm thi€u n€u dugc cdu hinh ding, d0ng thoi st
dung c4c bién phép an ninh khdc mang tinh chat ho trg. D€ gia ting mlc dd
bdo mat cho WEP va giy kho khin cho hacker, cic bi€n phdp sau dugc dé
nghi:

SU dung khéa WEP c6 d0 dai 128 bit: ThuGng céc thi€t bi WEP cho phép
cdu hinh khéa & ba d0 dai: 40 bit, 64 bit, 128 bit. S&* dung khéa v&i d dai 128
bit gia ting s& 1ugng géi d{t li€u hacker can phdi c6 d€ phan tich IV, giy khé
khiin va kéo dai thdi gian gidi ma khéa WEP
- Thuc thi chinh séch thay d6i khéa WEP dinh ky: Do WEP khong ho trg
phuong thUc thay d6i khéa tu dOng nén su thay d0i khéa dinh ky sé& giy khé
khin cho ngudi si dung. Tuy nhién, n€u khong dGi khéa WEP thuGng xuyén
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thi ciing nén thuc hi€n it nhat mOt 1an trong thang hodc khi nghi ng0 c6 kha
ning bi 16 khoa.

- St dung céc cong cU theo doi sO li€u thOng ké dr liéu trén duOng truyén
khong diy: Do céc cong cU do khéa WEP can bat dugc s6 1ugng 16n géi dit
liéu va hacker c6 th€ phai st dung cic cong cU phat sinh d(f 1liéu nén su dOt
bi€n vé luu lugng dit liéu c6 thé 1a ddu hi€u clia mOt cudce tan cong WEP,
ddnh dOng ngudi quan tri mang phat hi€n va dp dung cdc bién phép phong
chOng kip thoi.

WEP 1a mOt gidi phéap hi€u qud cho vi€c gidm sy rinh mo 1én 1dt. BGi vi mot
ké xdu cO gang truy cdp, nhung chi c¢6 th€ nhin thdy dugc mang cla ban, sé
khong thdy dugc khéa WEP, ma mOt c4 nhan s€ bi ngin chdn néu truy cap
mang ma khong c6 khéa WEP.

3.2. Kich thudc 6

Trong 1&énh gidm bét co hdi nghe trém, ngudi quan tri mang nén chac
chan rang nhitng kich thudc 6 cla nhitng AP la thich hgp. Phan 16n nhling
hacker tim ki€m céc vi tri rat nhd va kha niing bi mat ning Iuc trong mang dé€
tan cdng. Vi If do d6, di€u quan trong 1a AP s& khong phét ra nhiing tin hi€u
du thUra d€ chuyén nhiing géi tin cho tG chlc (hodc nhiing vi tri khdng bdo
mat) tr khi rat can thi€t. Vai mUc AP cla doanh nghi€p cho phép cau hinh
nguOn dién xudt, v&i nhiimg di€u khi€n c6 hi€u qud vdi kich ¢ cla 6 RF
(Radio Frequency) xung quanh AP. N&u ké& nghe trdm géi d{t 1iéu khong thé
tim ra mang cUa ban, lic d6 mang cUa ban sé& khong dé bj tan cong.

Diéu nay c6 th€ thiic giuc nhiing nha quan tri ludn ludén s& dung ngubn
dién xudt thi€t 1ap trén tat cd cac thi€t bji WLAN trong viéc cd gang dat mOt
thong 1ugng cuc dai va mUc dd bao phl, nhung nhitng cdu hinh khong nhin
thdy s& dan dén su phi tGn bdo mat. MOt AP phai c6 mOt kich ¢ & d€ c6 thé
di€u khi€n bdi Iugng ngubn di€n ma AP phdt ra va 1gi ich cla viéc s dung
dng ten. N€u 6 d6 khong phit hgp véi di€m ma khach qua duOng tim thdy,
hodc sé& truy cdp mOt cach tron tru, thi chG y&u clla mang d6 khong can thiét
d€ bi tan cong. Kich thudc 6 thich hgp nén dugc ghi 1ai cting v&i cic cdu hinh
cla AP hodc cau nbi cho mOi phan cla khu vuc. Di€u ndy c6 thé can thiét
d€ cai dat hai AP v&i khich thudc 6 nhd hon nham ngin nglra d€ c6 thé bao
mat nhiing chd yéu trong vai truGng hop.

C6 gang dinh vi nhitng AP cUa ban v& phia trung tim nha ban hay trung
tam cUa vin phong chinh. Pi€u nay s€ gidm thi€u su ro ri tin hi€u ra ngoai
viing ki€m soat. Néu ban dang st dung #ng ten ngoai, hiy chon ki€u ding cla
ang ten c¢6 th€ hitu ich cho viéc gidm thiu su ro ri tin hiéu. Tat AP khi khong
st dung. Di€u nay s€ gidm thi€u su phoi bay cho cdc hacker va gidm ganh
nang cho viéc quan Iy mang.

3.3. Chung thuc nguGi dung

TU khi su chlng thuc ngudi dung 1 lién k€t kém cBi nhat clla WLAN, va

chudn 802.11 khéng chi dinh cdc phudng phap ching thuc ngudi dung, thi d6
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12 di€éu cap bach ma ngudi qudn tri mang thuc thi chlng thuc ngudi dung co
bdn ngay khi c6 th€ thuc hién dugc trong lic dang cai dat co sG ha tang
WLAN. Ching thuc ngudi dung cG ban nén thuc hi€n trén cic 1ugc do thiét
bi dOc 1ap nhu 1a tén va mat khdu ngudi diing, card thong minh, cic hé thOng
mi théng bio cO ban (token-based) hodc vai ki€u bdo mat khiac nhu 13 nhan
dién ngudi dung, khdng qua phan clng. Gidi phdp ban thuc thi nén hO trg
chlng thuc hai chiéu gi(ta chUng thuc mdy chU (nhu 132 RADIUS) va chlng
thuc may khich khong day.

RADIUS trén thuc t€ 13 mOt chudn trong hé thOng chlng thuc ngudi dung
tOt nhat trong thi truOng cong nghé thong tin. Nhitng AP gli cic yéu cau
chimg thuc ngudi ding t&i cac may chl RADIUS, c6 thé xiy dung cO s& dit
liéu ngudi dung hay cdp phép cho cic yéu cau chUng thuc thong qua ngUdi
di€u khié€n trung tim (Domain Controller — DC), nhu 12 mdy ch( NDS, mdy
chlU AD ( Active Directory), hodc ngay ca LDAP.

Ngu0i quan tri clla may chl RADIUS c6 thé rat don gidn hodc rat phlc
tap, quy€t dinh bdi su bl sung. BGi vi cdc gidi phap bao mat khong diy dé bi
anh hudng, vi thé nén can trong khi chon gidi phap mdy chl RADIUS dé
chac rang ngudi quan tri mang ¢ thé quan tri né hodc ¢6 thé lam viéc hiéu
qua vGi mOt mdy chl RADIUS c6 san.

3.4. Theo doi WLan

Nhu 12 mOt chi€c mdy quay phim, theo ddi tat cd cdc hoat dOng trong ngay,
theo ddi nhan dang nhitng k€& xam nhap WLAN, do tim nh{fng k& xAm pham
va nhitng mOi de doa sdp d€n, va gin cdc chinh sich bdo méat cho WLAN
(enforce policies).

MOt vi du cho vi€c can thiét phdi theo d&i : AP dugc nang cap bdi WPA,
AP phai dudc theo ddi d€ chac rang AP d6 van c6 cau hinh ding.

Theo ddi WLAN cUa c4c doanh nghiép can phdi ro rang ranh mach. Vai
gidi phdp di dugc thuc hi€n cho cic t6 chlic nhd nhung khong dU qui mo cho
cdc doanh nghi€p 16n hon véi hang t4 hodc hang trim cong ty trén khap thé
gidi. Nhitng doanh nghi€p 16n yéu cau nhling gidi phdp c6 hi€u qua, c6 su
qudn 1y trung tim va khong doi hdi nhi€u tai nguyén con ngUOi.

3.4.1. Yéu cau cho WLan

Bdo mat WLAN ciing giOng nhU su bdo mat cla mang h{tu tuyén, dan
dén sy quan 1y ding dan cho viéc quan Iy WLAN. Nhiing nha qudn 1y mang
nén that su bi€t rd nhing yéu cdu cO ban cla viéc quan Iy WLAN nhuUng
phai ¢ nhitng gidi phap chl chot trong viéc chan doan 10i, cdu hinh quan 1y,
tao truong muc s dung mang, thuc hién viéc theo doi, va gan céc chinh sich
(policy).

Quan ly mOt mang khong diy nhd c¢6 khodng 5 hodc 10 AP c6 thé dé dang
hoan thanh vé&i viéc xdy dung chUc ning trong nhitng AP. Tuy nhién, quan Iy
mOt mang khong diy 16n hon khodng tUr 12 dén hang trim AP trong pham vi
truong s& hodc trong pham vi nhi€u khu vuc cla cd nudc yéu cau can phai
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c6 thém nhlng gidi phdp d€ c6 thé hd trg, phan b6 mot cdch tu nhién trong
mang.

Qudn 1y nhitng mang khong day s& cdm thay hai long v4i su k€t hop cla
cdc gidi phdp cung cdp cO s& ha tang cho mang khong diy, nhu 1a Cisco
System va Symbol Technologies, nhi€u cong ty di bat dau, nhu 13 Aruba
Networks va Trapeze Networks. Tuy nhién, hé thdng qudn 1y mang khong day
tOt nhat 1a tinh dén su giGi han bdi nhiing kha ning d€ chi quan 1y AP san
xuat bdi dai 1y cung cap cla hé thdng WLAN.

3.4.2. Quadn Iy cau hinh_

Quan 1y céc cdu hinh cla mang khong diy thong qua tat cd cdc AP va céic
tram thuOng dua ra nhiing thach thlc 16n cho viéc quan 1y mang. Trong mUc
d0 khé nhat, moi thi€t bi phdi cé quan hé chac chdn dén céc thi€t 1ap thich
hop cho viéc bdo mat, su thuc thi va nhling chinh sach ding dan. C6 nhi€u su
dé nghi d€ quan 1y mang WLAN, nhu 1a Cisco’s Wireless LAN Solution
Engine (WLSE) hodc Symbol’s Wireless Switch System, c¢6 th€ quan 1y tU xa
cdc cdu hinh AP va dp dung nhi€u c4c cau hinh tam thGi dén cdc doan mang
khac nhau cUa mOt mang khong day.

Qudn 1y céc cau hinh ngu0i diing gdp phdi nhiing thach thlc 16n hon bdi
vi nh{ing ngudi quan 1y mang c6 thé khong hudng dan truy cdp ngudi ding
tGi tat cd céc tram, va mOt sO it tram c6 th€ 1a nhiing du' 4n tOn nhi€u thoi
gian.

Theo d&i tOc dd x( Iy cla mdy va cdu hinh phan diy phu d€ chac rang
nhling AP va nhiing tram con 1ai van trong trang thai cdu hinh xdc dinh. Su
tran ning 1Uong hodc ngung hoat ddng c6 th€ 1am cho AP tu dOng x4c 1ap lai
cdc thi€t 1ap mac dinh. C4c nhin vién c6 th€ thay dGi nhiing thiét 1ap cho
thi€t bi d€ c6 thé€ truy cdp mang tr® 1ai. Phan tich 1uu Iuong clla mang khong
day d€ nhan dang cic mang cau hinh sai.
3.4.3.Chan do4n 16i

Céc nhan vién va nhiing ngudi dung cé th€ c6 10i ich tU mang khong day
chi khi n6 hoat dbng. Pap Ung cic cudc goi ho trg c6 thé 1a mot thao tic 1am
4t hadn pham vi hoat ddng cla IT (Information Technology) d€ dap Ung su hd
trg mang khong day trong cac vi trf di€u khiéhn.

Nhimg thi€t bi quan 1y mang khdng diy, dudc cung cap bdi Cisco va
Symbol, c¢6 th€ thim do nhlng thi€t bi mang tU mang hitu tuy€n d€ quan sét
nhiing nét dac trung va thulc tinh cla cac thi€t bj d6, rOi bdo cho cic nhan
vién cédc két qua thu dugc. Trong mOt mUc cao hon cla viéc chudn dodn 101 :
viéc theo ddi tbc dd xU 1y cla mdy, khdo st nhitng thi€t bi WLAN, phan tich
nhitng ki€u dang luu Iugng va bdo cdo nhiing thi€t bi 10i va nhling tap nhiéu
qué mUc trong khong khi dan d€n 1am té 1iét mang khong day.

3.4.4. Theo dai su thuc thi

Sau 1an dau tién chdc rang mang di hoat dOng, nhitng ngudi quan ly

mang phai theo ddi va phén tich viéc hoat dOng cla mOt WLAN bdo dam
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mang nay hoat dOng tOt nhat. Nhitng cong cu quan Iy WLAN, nhu 1a Cisco
WLSE, c6 th€ cung cap vai thdng tin thuc thi tU mang h{tu tuy€n. Thém vao
d6, theo dai tbc dO x(r Iy mdy tinh s& x4c dinh dugc nhitng thuc thi phét sinh
ma c6 th€ chi thdy dugc tlr khong khi, nhu 1a tin hi€u bi ha thap ti su chOng
18p kénh, sU can thi€p tang sO tU nhitng thi€t bi c6 chudn 802.1x, va lugng
qua tdi cla mOt AP.

3.5. Gan chinh sach( POLICY)

Su bang long cho céc chinh sich di qua WLAN anh hudng dén hau hét
moi khia canh cUa vi€c quan 1y va bdo mat mang. Céc chinh sich khOng ché
cdc cau hinh, viéc st dung, cic thi€t 1ap bdo mat, va nhitng gidi han thuc thi
cla WLAN. Tuy nhién, c4c chinh sdch bao mat va quan 1y s€ vo ich khi mang
da dat su theo doi cho céc chinh sich dugc ung thudn va td chlc cé nhimg
budc hoat dOng d€ gin cic chinh sich.

Theo ddi tbc dd xU Iy mdy tinh, theo ddi 24x7 cla luu lugng khong diy
phét sinh cac vi pham chinh sach sau :

= Nhiing ké 1Ura ddo WLAN — bao gbm cd phan mém cho cic AP.

= Khong c6 chUng thuc hodc mi hoa.

» Nhing tram khong duQc phép.

» (C4c mang ngang hang.

= Cdc SSID mac dinh hodc khong thich hQp.

= Nhing AP va nhing tram trung tdm trén cac kénh khong dugc phép.

» Luu lugng trong thdi gian khong phdi cao di€m.

= Céc dai ly phan clng khong dugc cap phép.

= Ty 1é d{rliéu khodng cho phép.

= Nhimg gidi han thuc thi bi€u thi stic 6n dinh clla WLAN.
3.6. WLAN VPN
Mang riéng do VPN bdo v& mang WLAN bang cich tao ra mOt kénh che
chan d{t liéu khoi cac truy cdp trai phép. VPN tao ra mOt tin cdy cao thong
qua viéc st dung mot co ch€ bdo mat nhu IPSec (Internet Protocol Security).
IPSec dung cdc thudt todn manh nhu Data Encryption Standard (DES) va
Triple DES (3DES) d€ ma héa d 1iéu, va dung cdc thudt todn khdc d€ xic
thuc géi d{F 1i€u. IPSec ciing s& dung thé x4c nhan sO d€ xic nhan khéa ma
(public key). Khi dugc s dung trén mang WLAN, cOng két ndi clla VPN
ddm nhan viéc x4c thuc, déng géi va mi héa.
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2. TKIP(Temporal Key Integrlty Protocol)

La g1a1 phép cUa IEEE dugc phat tri€n nim 2004. La mOt nang cdp cho WEP
nham v4 nhitng van dé bdo mat trong cai dat ma dong RC4 trong WEP. TKIP
diing ham bim(hashing) IV d€ chOng 1ai vi€c gid mao géi tin, né ciing cung
cap phuong thc d€ ki€m tra tinh toan ven cla thong di€p MIC(message
integrity check ) d€ ddm bdo tinh chinh x4c cUa géi tin. TKIP st dung khéa
dOng bang céch dat cho mobi frame mOt chudi sO riéng d€ chOng 1ai dang tan
cong gid mao

3. AES(Advanced Encryption Standard)

La mdt chlic ning ma héa dugc phé chudn bdi NIST(Nation Instutute of
Standard and Technology). IEEE d thiét k€ mOt ché dd cho AES d€ dap Ung
nhu cdu clla mang WLAN. Ché d0 nay dugc goi 134 CBC-CTR(Cipher Block
Chaining Counter Mode) v&i CBC-MAC(Cipher Block Chaining Message
Authenticity Check). T6 hop cla ching dugc goi 1a AES-CCM . Ché d0 CCM
12 su k€t hgp cla ma héa CBC-CTR va thudt toan x4c thuc thong diép CBC-
MAC. Su két hgp nay cung cdp cd viéc mi héa ciing nhu ki€m tra tinh toan
ven cla dr liéu gl

M3 héa CBC-CTR s dung mOt bién dém d€ bb sung cho chubi khéa. Bién
dém sé ting 1én 1 sao khi md héa cho mobi khi(block). Ti€n trinh nay dam
bdo chi c6 duy nhat mOt khéa cho mOi kh6i. Chubi ky tu chua dugc ma héa
s& dugc phan mdnh ra thanh céc khoi 16 byte.

CBC-MAC hoat dOng bang cich st dung két qua cUa ma héa CBC cung vGi
chi€u dai frame, dia chi ngu0n, dia chi dich va d{t liéu. K&t qud sé cho ra gia
tri 128 bit va dugc cat thanh 64 bit d€ st dung ldc truyén thong.

AES-CCM vyéu cau chi phi kha 16n cho cd qua trinh ma héa va ki€m tra tinh
toan ven cla d{f liéu gl nén tiéu tOn rat nhi€u ning luc x{ 1y clla CPU kh4
16n.

4.802.1x va EAP

802.1x 13 chudn ddc ta cho viéc truy cdp dua trén cOng(port-based) dugc dinh
nghia b&i IEEE. Hoat dOng trén cd moi trudng c6 day truyén thdng va khong
day. Viéc di€u khién truy cap dugc thuc hién bang céch:
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Khi mOt ngudi ding cO gang két n6i vao hé thOng mang, két ndi clia ngudi
dung s€ dugc dat G trang thai bi chan(blocking) va chd cho viéc ki€m tra
dinh danh ngudi duing hoan tat.

Lo geres
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Y

the sir :
—= uthanticato

S an o |

Directary

EAP 1a phuong thUc xic thuc bao gbm yéu cau dinh danh nguGi
dung(password, cetificate,...), giao thUic dugc sUr dung(MDS5, TLS_Transport
Layer Security, OTP_ One Time Password,...) ho trg tu dOng sinh khéa va xdc
thuc 1an nhau.
MBS hinh x4c thuc 802.1X-EAP cho Client dién ra nhu sau:

Client AP Al
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3.7. WPA (Wi-Fi Protected Access)
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WEP dugc xay dung d€ bdo vé& mOt mang khong day tranh bi nghe trdm.
Nhung nhanh chéng sau d6 ngUdi ta phat hi€n ra nhi€u 16 hdng & cong nghé
nay. Do d6, cong nghé m&i c6 tén goi WPA (Wi-Fi Protected Access) ra ddi,
khac phuc dugc nhi€u nhugc di€ém cla WEP.

Trong nhing cdi ti€n quan trong nhat clla WPA 1a st dung ham thay dGi khoa
TKIP (Temporal Key Integrity Protocol). WPA ciing s& dung thuat todn RC4
nhu WEP, nhung mi hod day du 128 bit. Va m0t dac di€m khac 12 WPA thay
d6i khod cho mOi g6i tin. Céc cdng cu thu thap cic g6i tin d€ pha khod ma hod
déu khong thé€ thuc hién dugc véi WPA. BGi WPA thay dGi khod lién tuc nén
hacker khong bao gi¥ thu thap dU dit liéu mau d€ tim ra mat khau.

Khong nhimg th€, WPA con bao gOm ki€m tra tinh toan ven cUa thong tin
(Message Integrity Check). Vi vay, d(F li€u khong thé bj thay dGi trong khi
dang G trén dudng truyén. WPA c6 san 2 Iua chon: WPA Personal va WPA
Enterprise. Ca 2 1ua chon d€u s dung giao thUc TKIP, va su khac biét chi 1a
kho4 khdi tao ma hod ltic dGu. WPA Personal thich hop cho gia dinh va mang
vin phong nhO, khoa khéi tao s€ dudc st dung tai cic di€m truy cap va thiét
bi mdy tram.

Trong khi d6, WPA cho doanh nghiép can mOt may chU x4c thuc va 802.1x dé
cung cap céc khod khdi tao cho moi phién lam viéc

C6 mOt 160 hGng trong WPA va 10i nay chi xdy ra vGi WPA Personal. Khi ma s(f
dung ham thay d6i khod TKIP dugc st dung dé€ tao ra cdc khod ma hod bi phat
hién, n€u hacker c6 th€ doan dudc khod khdi tao hodc mdt phan cla mat
khau, ho c6 thé xdc dinh dugc toan bd mat khdu, do dé c6 thé gidi ma dugc
d{t liéu. Tuy nhién, 10 h6ng nay ciing s& bi loai bd bang cach st dung nhing
kho4 khdi tao khong dé doan (dUng s dung nhitng tUf nhu "PASSWORD" dé
lam mat khau).

Diéu nay ciing c¢6 nghia rang kY thudt TKIP cla WPA chi 12 gidi phdp tam
thdi, chua cung cap mét phuong thlc bdo mat cao nhat. WPA chi thich hgp
vGi nhing cong ty ma khong truyén dt li€u "mat" v€ nhlmg thuong mai, hay
céc thong tin nhay cam... WPA ciing thich hgp v&i nhiing hoat dOng hang ngay
va mang tinh th& nghi€m cong nghé.

3.8. WPA 2

MOt gidi phap v€ lau dai 1a s& dung 802.11i tuong duong vGi WPA2, dugc
chUing nhén bdi Wi-Fi Alliance. Chudn nay st dung thudt toin mi hod manh
mé va dugc goi 1a Chudn mi hod ning cao AES(Advanced Encryption
Standard). AES sU dung thudt todn mi hod dOi xUng theo khOi Rijndael, sU
dung khGi mi hod 128 bit, v 192 bit hodc 256 bit. D& d4nh gi chudn ma hod
nay, Vién nghién clu qubc gia vé Chudn va Cong nghé cla My, NIST
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(National Institute of Standards and Technology), da thong qua thuat todn ma
doi xUng nay.
Quote:

Va chudn ma hod nay dugc s dung cho cidc ¢ quan chinh phtl My d€ bao vé
céc thong tin nhay cam.

Trong khi AES dugc xem nhU 12 bdo mat tOt hon rat nhi€u so véi WEP 128
bit hodc 168 bit DES (Digital Encryption Standard). D€ ddm bdo vé mat hiéu
ning, qué trinh ma hod can dugc thuc hién trong c4c thi€t bi phan cling nhu
tich hQp vaochip. Tuy nhién, rat it ngu0i s& dung mang khong diy quan tam
tGi van dé nay. Hon n(ra, hau hét céc thi€t bi cam tay Wi-Fi va mdy quét ma
vach déu khdng tudng thich vGi chudn 802.11i.
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Bai tap va san pham thuc hanh bai 39.4

Kién thuc:
Cau 1: Néu c4c hinh thlc tan cong trén mang WLAN
Cau2: Trinh bay cdc hinh thlc bdo mat mang WLAN
Ky niing bai tap 4:
Cai dat va cau hinh Router ADSL Wireless Cisco
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CAU HINH ROUTER CISCO

Cau hinh thiét bj
ROUTER ADSL - WIRELESS

1.Cau hinh két n6i ADSL

Luu y: TrudGce khi truy cdp vio trang web cdu hinh thi€t bi, phadi chac chan
dién ngubn da dugc bat va may tinh ndi vGi mOt trong nhiing cOng Ethernet
phia sau thi€t bi. CGng DSL phia sau thi€t bi dugc n0i vdi splitter.

Limes o i cuneg cap o
dich v ADS My tinh duigie ne vl

_| migt trong 4 cong Ethermet
Ty
|

|—‘__ Phonea

—i] DSL

Cap dilen thoa

Budc 1:
MG trinh duyét web Internet Explorer. Trén thanh Address gd dia chi IP mac
dinh 192.168.1.1 sau d6 nhan Enter.
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Fle Edt View Favorites Tools Help

- © ) RRao6

Address I‘m). MS216811

MG trinh duyét Nhap dia chi IP mac dinh
Internet Explorer. 192.168.1.1
Budc 2:

Diéu Username = admin va Password = admin vao cUfa s ding nhap, sau dé
click OK.

Nhap
User name: 4] v User name = admin
Basswcrd: Password = admin
| Eemembar my password It::ll'[:k OK

Budc 3:

Khi trang web cdu hinh thi€t bi Router ADSL xudt hi€n, tim muc
Encapsulation va chon RFC2516 PPPoE G menu thd xufng. Tim muc VC
Settings va chon thong sO Multiplexing phu hop.

Access

Restrictions

Wireless Security Administration Status

Internet Setup
[ itomet st | Chon

internet Connection Type Encepsulstion:  [RFC2516 PPPOE ¥} RFC2516 PPPOE

VC Settings Multipiexing: & we © ve
QosType: | Chon LLC |
Per Rate: IC cps
Scr Rate: | cpe
ié G o : Ch
Dién théng s6 Autodetect:  Enable © Disable Disaol;e
theo nha cung cép VetusiCrout [0 VPl (Range 0~255)

dich vu Internet [38 | vai(Renge 32-85535)



Encapsulstion:  |RFC2516 PPPOE »| Encapsulation
Muttiplexing: @ uc C ve Multiplexing:
Qos Type: [UBR =] Qos Type:
Pcr Rate: 'll_ cps Pcr Rate:
Scr Rate: [0 cps Scr Rate:
Autodetect C Ensble  Disable Autodetect
vitualCreut. [[87 vPi(Range 0-255) Virtual Circutt
[35  vei(Range 32-65535)
VNN & Viettel
PPPoE Settings User Name: [
Passward |
" Connect on Demandt Max Idle Time [5 Min.
% Keep Mive: Redial Period |30  Sec
Budc 4:
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|RFC2516 PPPOE x|
@ uc C v

| UBR 'I
| 0 cps
| 0 cps

" Enable * Disable

[0 VPl (Range 0~255)

|33 WCl (Range 32~85535)

FPT

Nhap
Username va Password
dang ky vdi nha cung cap

dich vu Internet

Click chu0t chon Save Settings d€ 1uu thong tin cdu hinh

Budc 5:

Chon tab Status d€ ki€m tra hién trang k&t noi
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Access Applications &
Restriclions Gaming

Setup Wireless Security

Administration Statiis

| LocsiMetwork | Wheless Network | DSL Connection

Chon
Firmearare ‘ersion: V1.00,09
MAC Address SAD:TEBT: 3486
Current Time: 28.11-2088 85:35:47
Login Type: RFC 2516 PPPOE |
Interface: Up : . %
Két noi P Address: 222.258154.45 Neéeu IP dugc (_‘ép xuﬁng
thanh cong Subnet Mask 255.255.255.255 - - o
Defeut Gateway 22.254175:1 nhu hinh bén canh: Cau
DNS 1 203.162.41%0 3 i i
DNS 2 203162411 hinh thanh cong
i Login Type RFC 2516 PPPoE
Interface Down
P Address Néu IP chua dugc cap
Chua ket noi Subnet Mask: -- ,a . A
thanh céng Defaut Gateway xuong nhu hinh bén
DNS1 canh: Nhan Connect
DNS 2
DNS 3
| WINS: y
[ Connect |

Né€u van khong nhén dugc IP, ki€m tra 1ai den LED trén thi€t bi. C6 2 den
hién thi trang thai k€t ndi nhu hinh dudi.

Pen Bén
DSL Internet

Pen DSL phai dlng khong chdp tat. Néu den nay nhap nhdy lién tuc khong
dUng. Hay g0i d€n nha cung cép dich vuU Internet d€ yéu cau ki€m tra 1ai tin
hi€u. Pen Internet phdi sdng xanh. N&u hi€n thi mau do hiy ki€m tra lai
Username va Password da nhap.

2.Cau hinh mang khéong day (Wireless).

Budc 1:

Truy nhap vio trang web cdu hinh thi€t bi bang dia chi IP 192.168.1.1 khi
trang web cau hinh thiét bi router xudt hi€n , click vao Wireless.
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. Fle Edt WView Favortes Tools Help
»
9 - O O HAd
Addvess | Wtpin92.188.1.1

Md trinh duyét

Nhap dia chi IP mac dinh
Internet Explorer,

192.168.1.1

Linksys

A Drvssion of Cisce Sysiams, inc

Click chon

Wireless

Applications &

Gaming

Wireless ; ;
Setup Wireless Administration Hatus

Bazic Wirsksza Sefting i I I

Security

Tai muc Wireless > Basic Wireless Settings, cho nit Manual d€ cdu hinh

wireless.

Applications
& Gaming

Wireless — B ...y Accens Administs ation Status
= Restrictions

asic Wireless Settings - |

Wi-k Protected Setup

Wireless Configuration: @ manual ) Wi-Fi Protected Setup
Wi-Fi Protectec —non manual
Use one of the following for each VWi-Fi Protected Setup supporied device:

1. your cliert device has a VWi m

Fi Protected Setup button, click

Budc 2:
Tim muc Wireless Network Name (SSID) va d6i n6 thanh tén ban muOn ding
cho mang khong diy cUa minh.

Applications
& Gaming

ficcess
Restrictions

Administiration

Wireless

Wireless Security

Selup

atngs | fir iy |

Bazes Wirsless

Wireless Network

Wiraless Network Mode

Wiraless Nebwork Name
(SSD):
Wireless Channe| -

Wireless SSID Broadcast :

Buoc 3:

Mbed =
flinksys
[6-z437Grz =

& Enable (" Disable

Dat lai ten cho mang
khéng day cia ban
d day

Click chu0t vio nit Save Settings d€ cau hinh da thi€t 14p.

Buoc 4:
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Khi trang web cau hinh thi€t bi router xuat hién, click chudt vao Wireless sau
do click chubt vao Wireless Security

Budc 5:
Tim muc Security Mode va chon WPA-Personal & menu thd xufng.

Click chon
Wireless

Wireless

Security

Click chon
= Wireless Security

Wireless Security

Wireless-A Settings Security Mode: Disabled -
Wi eless-G Settings Sacurly Mode: WeA-Personal W
Encryption Methods: P Chon el b
WPA - WPA-Enlerprise
P = Disabled Personal More...
Key Renrwal 1500 —
Save Sellings Cancel Changes
Budc 6:
Tim mUc Encryption Methods va chon TKIP
Budc 7:

Tim muc Passharase va go password ban muOn (it nhat 8 ky tu). Password
nay s& dugc diing khi nao ban két ndi vao mang khong diy clla minh.

Luu y: khdng nén dua password cho bat ky ai. Password nay s€ gitip bdo mat
mang khong diy cUa ban.
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Wireless Accen

Wireless Securit
el Restricti

Wireless Security

[Desabiad -
Chon TKIP
Wiieless-G Settings Securiy Mode: | S
Encryption Methods: TP B8 Nhép password
Passphrase: MySecretkey cua ban
Ky 50 (it nhat 8 ky tu)
Save Setfings Cancel Changes

Budc 8:
Click chu0t vao nit Save Settings d€ 1uu thay d6i cdu hinh

3.Ké&t ndi Laptop vao mang khong day

Budc 1:

Click phai chudt 1én bi€u tugng Wireless Network Connection 6 géc phdi —
bén dudi man hinh va chon View Availiable Wireless Networks.

Change Wil Chon View Available

Wireless Networks

Open Networrk Cornnecuoi

Repair

Yiew Available Wireless Networks

w

Click phai lén biéu tugng nay
Budc 2:
Chon tén mang khong diy cUa ban va click Connect



84

Wireless Metwork Connection 'E
Choose a wireless network
Chick. an Bbem in the list below to conmect to & wireless network in range or to get more
information.
~
Chon tén mang }
khong day cua ban
va click Connect
~

Né€u mdy tinh khong phdt hi€én dugc bat ky mang khong diy nao, click
Refresh network list
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Refresh

3 Connection 1';-
network list

Choose a wireless network

Chick an Bem in the st below to connect to & wireless nebwork in range or to get more
Information.

liriksys

Related Tasks

JJ Learn about wirsless

if'¢ Change the order of
preferred networks

gy Change advanced
Settings

Né€u ché€ d0 bdo mat WPA dudc bat trén thi€t bi Wireless router, mOt clta sG
s€ hién ra yéu cau nhap password d€ vao mang.

Wireless Network Connecti

Nhap password

va chon connect
The network ‘linksys’ requires a ni
key helps prevent unknown intruc

Type the key, and then dick Connect.
Network key:

(I I T TTTTT]

Confirm network key:

| Connect | | cacel |

Luu ¥: Bi€u tugng Wireless Network Connection tai géc phdi — bén dudi

man hinh s& chuyén sang mau xanh néu mdy tinh k&t n0i dugc v4i mang
khong day.
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Biéu tugng nay sé chuyén thanh
mau xanh khi két néi thanh cong

Bai tap 5
CHUNG THUC NGUOI DUNG THONG QUA RADIUS SERVER
Qui trinh cai dat:
1.Cai dat DHCP, Enterprise CA va Radius:
Vao Strat = Control Panel 2 Add or Remove Program - Chon Add/Remove

Windows Components.
CUra sO cdc dich vu hién ra ta ti€n hanh tit chon cic dich vu DNS, DHCP,
Internet Authentication Service nhU hinh bén dudi

Metworking Services El

To add of remove a component, chick the check box & shaded box means that only part
of the component will be installad To see what's ncheded in & component, click D atails,

Subcomponents of Networking Services:

JB [y omain Mame System [DNS) 1.7ME =
g[)ynmic Hozt Configuration Protocal [DHCP) 00 kB

K Intemet Authentication Semvice 0.0MB

L] % Remote Access Quarantine Service 0.1 MB

[ SMAPC over HTTP Proxy 0.0 MB

O gﬁinpl'e TCP/IP Services 0.0 kB

| .%Wndn:nws [Hternet Mame Service PaINS] 0.9 KB ;I

Descnphors  Enables authentication, authonzation and accounting of dialup and YPH
uzers. |AS supports the BADIUS protocal.

Total disk space required: 4.4 MB % Details,..
Space available on dizk: 40953 MB —l
] l Cancel I
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Windows Components Wizard £ x|

Certificate Services

To add of remove & component, click the check boxt & shaded box means that anly part
of the component will be installed. To see what's ncheded in a component, click Deatails,

= |
Descriphon:  Sets up & C4 that issues and manages digital certificstes.
Total disk space required: E.1 MB Detalls,
Space available on disk: 40905 MB —] ||
LI | Cancel |
¢« Back Next > Cancel | Help |

Kich chu0t vao nit Next d€ ti€p tuc cai CA

Windows Components Wizard

Windows Components
Y'ou can add aor remove companents of Windows.

To add or remove a component, click the checkbox, A zhaded box means that only
part of the component will be inztalled. To zes what's included n a component, clhick

E- Certficate Senices

5 E-mail Serices 1.1 KB
B4 Fax G ervices 7aME :l
Descnptior:  |nstall: a cestfication authorty [CA] to issue certificates for use with
public key security programs.
Total disk. space required: 6.1 MB D etails. |
Space available on disk: 4090.4 MB = =
< Back Mest » Cancel | Helm |

Tié€p tuc kich chudt vao nit Next
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Windows Components Wizard

CA Type
Select the twpe of Ch you want bo 2t up.

"~ Entempize subordinate Cé
" Stand-slone raat C4
" Stand-alone subordinate CA

Deschipton of CA tpe—
The most tnested CA, in an enteiprize. Should be installed before ary other CA

[T Use cusiom settings to generate the key pair and CA certificate

< Back ﬂe:-r\g Cancel

Help

Dién tén CA = khoa cntt, va kich chu0t vao nit Next d€ hoan tat qu4 trinh cai

dat

Windows Components Wizard

CA Identifying Information
E nter information to identify this Cé

LCormon name fior thiz Ca:

| khoacntt
Distinguished name suffix;

DC=dom1 DC=com

Preview of distinguizhad name:

|CH=khoacnttl =dom1 L'L=com

W alidity penod: Expuation date:
|5 I‘r'ears j BA19/2012 1:46 Ak
< Back Mext > Cancel

Help
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Windows Components Wizard

Configunng Components
Setup iz making the configuration changes vou requested.

."' : Please wait while Sefup configures the componentz. Thiz may take
g '] J several minutes, depending on the components selected,

Statuz:  Completing configuration of Certificate Senaces.

upgares

LR

Intermet Information Services (I115) is not installed on this computer, Certificate Services

! Web Enrollment Support will be unavailable untd 115 is installed,

< Back } Hest » |

Windows Components Wizard

Configuning Components
Setup iz making the configurabion changes you requested.

."' - Fleaze wait while Setup configures the components. This may take
g '] J several minutes, depending on the components selected.

Statuz: Completing configurabion of Cluster Servce.

e

< Back ’ Hewt » |

Kich chudt vao nit Finish d€ két thiic
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windows Components Wizard ]

Completing the Windows
Components Wizard

You have successfully completed the \Windowes
Components ‘Wizard,

To close this wizard, click Fnish

2.Chuyén Server sang Native Mode
Kich chult vao nit Start = Program - Administrative Tools = Active
Directory Users and Computers
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"5'3?. Active Directory Domains and Trusts
54 Active Directory Stes and Services

= Active D% and Computers
" Certification

- 28 Cluster Administrator
@ Component Services
=) Computer Management
4 Configure Your Server Wizard
‘s Data Sources (0DBC)
£ Distributed File System

2 ons
\ % Domain Controller Security Policy
% ", Windows Catalog ':ﬁl e S Py
Update 4| Event Viewer
% Window 4
= ; = ﬁ Licensing
r Programs b l@ ArCcessories 3 ___l Manage Your Server
- M) Startup » B Microsoft \NET Framework 1,1 Configuration
;..}) MEELNETES > & Internet Explorer fin Microsoft .NET Framework 1,1 Wizards
| b @ Metwork Load Balancing Manager
= G’ Settings . Gzl Cl.ﬂu-ukl'-.'xp_rass o
. Remote Assistance oFmance
i) Search L3 rﬁ fdministrakive Tools  # EE! Remote Deskhbops
[T) Macromedia » 2 Routing and Remote Access
g Help and Support % S

1B Terminal Server Licensing
= Terminal Services Configuration
? Terminal Services Manager

~ =l0lx
| alol ]

5 She | Active Directory Users and Computers [pe0l .doml.com] 2 objects
-] Saved Queries Matme | Type | Description |
& G dom1 . com _Isaved Queries Folder to store your Favor,,,
Pdomt .com Domain

Kich phdi chu0t 1én domain dom1.com = chQn Raise Domain Funtional Level
- hOp thoai xudt hién tit chon Windows Server 2003 = kich nit Raise d€
thuc hién
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Raise Domain Functional Level 3 5[

D omain riame:
dom.com

Cument domain funchional levek
Wwindows 2000 mixed

Select an available domain unctional leyvel

Windows Server 2003

& After you raize < doman funchional level, it cannot be reversed. For more infarmation
on domain func levels, click Help.

Base | cancsl | Hep |

Raise Domain Functional Level : E El

- The Functional level was raised successfully, The new Functional level will now rephcate
1 to mach domain controller in the domain, The amount of time this will take varies,

depending on your replication topology.

3.C&u hinh DHCP
Kich chudt vao nit Start = Program = Administrative Tools = DHCP man

hinh xudt hién, kich phdi chubt vao domain < chon New Scope
=181 x|

File Action View Help
¢~ 0B xR 2 2

9 oricp | pe01.dom1.com [172.16.3.1]
= @IW I
m Gery  Display Statistics. .,
. | Configure the DHCP Server
Newg Scope.. _| & DHCP sarver canissue IP addresses, you must create a scope and autharize the DHCP server,
e E is a range of IP addresses that is assigned to computers requesting a dynamic IP address, Authorization
Restore... urity precaution that ensures that only authorized DHCP servers run on your network,
Reconcile All Scopes. .. bd a new scope, on the Action menu, dick New Scope,
Unauthorige
——————— Lthorize this DHCF server, onthe Action meny, click Authorize.
Define User Classes. ..
Define vendor Classes. .. m may take a few moments ko complete, For a status update, either press FS, or on the Action menu,
Set Predefined Options. .. !
Al Tasks y 2 information about sstting up a DHCP server, see online Help.
Yiew L
Delete
Refresh
Properties
Help
-

HOp thoai xuat hi€n = chon Next d€ ti€p tuc
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Mew Scope YWizard

Welcome to the New Scope
Wizard

Thiz wizard helps pou zet Up a zcope for distributing [P
addrezzes bo computers an your network.

s

T'o continue, chck Next,

Nhap tén Scope = wifi

Mew Scope Wizard

Scope Mame

You have to provide an idenhifying scope name. Wou also have the ophion of @
providing & descnphon

Tvpe a name and descoption for thiz scope. This information helps vou quickly identify
b the scope iz to be used on vour network.

Descrption: I_

¢ Back | ﬂe:-|1\> I Cancel |
)

Nhap diy IP d€ cung cdp DHCP vao, kich chu0t vao nit Next d€ ti€p tuc
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Mew Scope Wizard

IP Address Range

You definge the scope address ranoes by identifving a set of consecutive [P
addresses.

E nter the range of addreszes that the scope distibutes.

Start IP address: |1?2. 16 . 3 .10

End IP address: |1?2. 16 . 3 _100

A subnet mazk defines how marw bitz of an |P addrezs to use for the network subnet
|0z and how many bitz bo uze for the host D ow can specify the subnet mask by
length or 2z an IP address.

Length: 16 ;I

Subriet mask: |255.255.2§5. 0]

< Back et > Cancel

Add Default Gateway = 172.16.3.1 vao

New Scope Wizard

Router [Default G ateway]
Y'ou can zpecify the routers, or defaul gatewaysz, to be distibuted by thiz zcope.

To add an IP addrezs for a router used by clients, enter the address below.

IP address:
172 163 1 Add

F:»J\ I

Click the Add button l

LI O

<ﬂacklw l:u-ml|

Nhap céc thong sO Parent domain = dom1.com, IP address = 172.16.3.1 va kich
chuOt vao nit Add = Kich chudt vao nut Next.
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Mew Scope Wizard

Domain Hame and DNS Servers

The Doman Mame Spstem [DNS]) maps and translates domain names used by
clientz on pour nebwark.

“Y'ou can specify the parent domamn pou want the client computers on vour network, to use for
DMS name resolution.

Parent domain: |dom1.com

To conhgue scope clients to use DMS servers on powr network, enter the IP addresses for those
SEMVENS.

Server name: IP address:

]_ |'1?2. 1% .3 E&dd |
Hezalve | Eemove I

/]

[Dewn l

<Back [ Hea> Cancel |

HOp thoai xudt hién, kich chudt vao nit Next va Finish d€ két thic

Mew Scope Wizard :

Activate Scope
Clientz can obtain address leases only if a scope iz achivated.

Do pou want bo activate thiz scope now?

&+ Nes, | want to activate this scope nowe

" Mo, | wll activate this scope later

4.C&u hinh Radius:

Kich chult vao nit Start = Program - Administrative Tools = Internet
Authentication Service
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" Internet Authentication Service -0l x|
Elle Action View Help
= IFEIES'IQ'OO

‘_ﬁ:- Intermet Authentication Service | I

-] RADILS C||E|'l'55 i Welcome to Internet Authentication
-3 Remote Access Logging Service

- g Remaote Access Policies
Use Internet Authentication Service (14S) ko authenticate,
authorize, and account For dial-up, YPN, wireless and
Ethernet connections ko vour network, You can also
configure IAS ko Forward authenkication requests bo any
arcess server that is compatible with Remote Authenkication
Dial-In User Service (RADIUS).

Kich phdi chu®t 1én Internet Authentication Service = chQn Register Server In
Active Directory

+;# Internet Authentication Service

File Action ‘Yiew Help
1--|i_laﬁ'|@|f’1®

Shart J'E-'".’i:E
l e I )
. & Stop Service

T Sapyvar in Active Directory
1y Regaes

- View b

Properties
Help

HOp thoai xudt hi€n > kich vio niit OK

Register Internet Authentication Server in Active Directory: _?ﬂ

To enable IAS to authenticate users in the Active Directory, the computers running TAS must be
authorized to read users’ dial-in properties from the domain.

D wiou wish bo authorize this computer bo read users' dial-in properties from the doml .com

domain?
. | cancel I
Kich phai chudt vao RADIUS Chent —> chon New RADIUS Client

# Internet nuthentlcatlon Service

=121 ]

File @ction Yiew Help

¢+ am=s BB 2

}5@ Internet Suthentication Service (Local) Friendly Mame I Address I Protocal ] Chent-Yendor
I+I 8 Mm There are na items bo show in this view,
[+ -é’ Ramobe Act Mewe b
[#+.] Connection ——————————
View L
Refresh
Export List
Help
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HOp thoai xudt hi€n: dién cic thong sO nhu hinh = kich chult vio nit Next
d€ tiép tuc

New RADIUS Client . |

Mame and Address

Tvpe a fnendly name and sither an P &ddress or DNS name for the chent.

Enendly name: ||:i3|:|:|

N Verify..

Chert address [IP of DMS):
[1 7216.2.254

Bac ' Mest » || EamalJ

HOp thoai xudt hién - nhdp mat khdu xac thuc Raidus = tit chon Request

must contain the Message Authenticator attribute = kich vao nit Finish d€ két
thuc

New RADIUS Client . |

Additional Information

If you are using remaote access policies bazed on the chent vendor attribute, specify the
wendor of the RaDIUS client.

LClientvendor:
|R&DIUS Standard =
Shared secret |’“‘“

Canfirm shared secret; |==>=*

¥ Bequest must contan the Message Authenticator attribute

< Back

5.Tao User, cap quyén Remote Access cho user va cho computer
Kich chult vao nit Start = Program - Administrative Tools = Active

Directory Users and Computers = kich phdi chudt chon New = Orgnizational
Unit
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ctive Directory Users and Computers

Tao 1 OU m&i: Name = wifi

Mew Object - Organizational Unik

Kich phai chudt vao OU wifi m&i tao = chon New = User
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4t Active Directory Users and Computers =12 %]
«p Ble Adion View window Help . | =181 ]

¢» Am R XENE @2 2B vE e
é@ Active Directory Users and Computer | wifi 0 objects
D Sawved Queries Mame [ Type | Description |
El@ dom1.com
#-(] Builtin There are no ikems to show in this view,
[+ ] Computers
[+-{d] Domain Controllers
[+ ForeignSecurityPrincipals
:I Users

Delegabe Contral...
Find. ..

WEE 4 Compiter
Al Tasks b Contact

View L3
- InetOrgPerson
= Eﬂm from Here MSMO Alios
Cut Crganizational Unit
Delete Prirter

Nhap tén user m&i nhu hinh va nhan niit Next
New Object-user ES

g Create e doml.com/wifi

s [ ek [

Last name: I
Full name: |u1
Lzer logon name:
[ul [ @dom1.com =
Uzar logon name (pre-Windows 2000);
[POM1Y |1
¢ Bach Hest = Cancel
R —

Thiét 1ap password cho user mGi
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Mew Dbject - User

Nha&n nit Finish dé két thic

tive Directory Users and Computers
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Kich chubt vao Computers

5 Active Directory Users and Computers
<) Fle Action Yew Window Hep
e~ ABE| )R XEFDER 2

=151
_ =gl

QiR ETE T

é§ Active Direckory Users and Computer | Computers 1 objects

[:I Saved Queries Name [ Tpe | Description ]
=& J':P'“l d321T 02 Computer
* | Builtin

[+-(&) Domain Cortrollers
(+-|_] ForeignSecurityPrincipals
(£ users

() wifi

Kich phai chu0t vio PC0O2 = chon More = hOp thoai xudt hién - kich chon
vao wifi = nhan niit OK d€ két thic
Move R I P §

Mowve object inta containes:

= @ daom
=] Builtin
] Computers
(3] Domain Controlers

BB [
=
o
o
o

) Eile _Action  View Window Help - - -
- AmE B XEFHR 2 BB vEa

- - | =181 x|

@ Active Directory Users and Computer | wifi 2 objects
-3 Saved Queries Name | Type | Descr ]
EI@ dornl .com [<J User

= {3 Buitin = pcoz Computer

;

+1-_) ForeignSecurityPrincipals
0 users
Delegate Contral...

[hen
Al Tasks L3
Miew »

OrgRerson
News Windoss From Here MSMQ Queue Al

Cut Organizational Uinik
Delete Printer

Renames User

Refresh Shared Folder
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Nhap Group name = wifi, cc thong sO nhu hinh
Mew Object - Group x|

@ Create in:  doml .com/wifi

Group name (pre-Windows 2000);
|Hi

Group Scope Groupkype ———
" Domain local = secwity

&~ Global ™ Distribution
| " Universal

| ikl I Cancel |

L&)

Kich phadi chudt 1&én Group wifi = hOp thoai xudt hi€n - chon tab Members

- kich chut vao nit Add d€ thém user ul va PC02 Vao group nay
wifi Properties £ _|_|

General Members | Member OF | Managed By |

L5 % dnrn1 .i

Add Bemove ]

ITI Cancel | Aoy |
Kich phdi chudt vao user = ul va chon Properties = chon tab Dial-in = tit
chon Allow Access d€ cho phép user ul c6 th€ Remote Access vio domain. Va
lam tuong tu nhu vay d6i vGi PC02
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ul Properties 4 21|
Remote control I Teminal Services Profile I COm+
General '| Address | Account | Frofile | Telephones | Orgarization
Member Of Dialiry | E rvironment Sessions
— Femote Access Permizsion [Digkin or WPHR)
= Alm_u ACCESE
" Derw access |
" Control access through Remote Access Policy I
[ “erify Caller-1D:
— Callback Options —]
(+ No Calback |
(™ Set by Caller [Fouting and Remote Access Service only) |
= Asayps Callback bo: I
L 1
[ Assign a Static IP Address |
1 Apphs Static Boutes |
Define routes to enable for this Diakin i e e I |
: :
Cancel |  Aopb |

6.Tao Remote Access Policy

Kich chult vao nit Start = Program - Administrative Tools = Internet

Authentication Service = kich phdi chu0t vao Remote Access Policy = chon
New Remote Access Policy

# Internet Authentication Service

Eile  fction  View Help
«- a@E BB 2

@ Internet Authentication Service (Local) Marme

| order |

c3] % Remote Access Logging &F Connections to other access servers
w6 G tic _I‘%u Remote Access Policy

- {3 RADIUS Clients Eﬁ Connections to Microsoft Routing and Remate ... 1

HOp thoai xudt hi€n = nhdp tén policy = wifi = kich niit Next
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Mew Remote Access Policy Wizard = x|

Policy Configuration Method
The wazard can cieate a typical policy, or wou can create a cushom polcy. IJ
1

Hos do pou veant bo set up this policy?

% Use the wizard to set up a typical policy for a common scenano
™ Set up a custom policy

Type & name that descrbes thiz policy.

Policy name: Iwiﬂ
E xample: Avuthenticate all VIPN connactions.

< Back I Mt > I Cancel I
L&

Chon Wireless = nhan nit OK

Access Method
Folicy condbons are bazed on the method uzed to gan access to the network.

Select the method of access for which vou want to create a policy.

" VPN

|Jze for 3l YPH connections. To create a policy for a specific WPM type. oo back ta the
previous paoe, and select Set up a custom policy.

" Dialup

lze for dial-up connechons that uze a tradibonal phone line or an Integrated Services
Digital Metsork I1SDMN] line.

Lize for wireless LAN connections anly.

" Ethemst
|Jze for Ethemet connechons, such as connechons that use a switch,

HOp thoai xudt hién = chon Group > kich chult vao nit Add d€ thém user
wifi vao = nhan nit Next d€ ti€p tuc
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Mew Remote Access Policy Wizard

User or Group Access
You can grant access to indmadual users, or pou can grant access to selected
groups.

Grant access bazed on the following

7 Usger
|lzer access permizzions are specihied in the user account.

% Group
Individual uzer parmiszions ovemide group permisson:.
Group name:;
D041 S Add...

Chon ki€u PEAP - kich chu0t vao niit Next

Mew Remote Access Policy Wizard

Authentication Methods
EAP uzes different types of secuniy devices to authenbicate users.

Select the EAP wpe for thiz policy.

Type:
Protected EAP [PEAF)

< Back Mest » Cancel

Nh&n ndt Finish d€ két thic
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Mew Remote Access Policy Wizard x|

Completing the New Remote
Access Policy Wizard

You have successiully completed the Mew Remote Access
Palicy Wizard. Y'ou created the followang policy:

wifi

Conditions:

MNAS Fart-Type matches "Wirsless - Other OF Wirsless -
IEEE 80211 AND

Windowes-Groups matches "DOMT wal™
Authentication: EAP[Protected EAP [PEAR))

Encreption: Basic. Strong, Strongest, Mo encryption

To cloge thiz wizard, click Finizh

7.C&u hinh AP-wifi, khai bdo dia chi Radius Server = 172.16.3.1 d€ xac thuc
bang Radius Server

Login vao AP = chon Setup = kich chu0t vao Security

/=3 AP350-53bag%b Setup - Microsoft Internet Explorer =18 x|
Ble Edt Vew Favortes Tools Help i
OBack S 111 E : ! Search Favarites £ * @ E l
Address IE:] http:ff172.16.3. 254/ Setup. shm .j ﬂ Go  Lmks »

=
AP350-53ba9b Setup Glico Sriztus

Cisco 350 Series AP 12.00T

Home | Map | Neiwork | Associations | Semp Logs | Help | Ugtime: 00:25:02

Express Setup
Associations
Dieplay Defaults | Pott Assignments Advanced
| Address Filters Protocol Filters [ YLAN Service g
Event Log
Display Defaults Event Handling Motifications
Services
Congole/Telnet Boot Server | Routing Mame Server
| Tiims Sefver ElE [ Web Server ‘Q'NEIE
[ Cisco Services §e_crﬁlf_rl1'1.g | Accounting |
pr . .
Network Ports Diagnostics
Ethernet Identification Hardware Filtets Advanced
| AP Radio entification Hardware Filters Advanced

[Home][Map][Login][Network][A ssociations|[Setup][Logs][Help]
Cicco 3500 Serfec AT 12.00T ® Copyright 2002 Cisco Syctems B cradits

Kich chu0t vao Authentication Server
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Cisco SySTEmS

AP350-53ba9b Security Setup

Ciseo 350 Series AP 1200T

Home | Map | Network | Associations | Setwp | Logs | Help | Uptime: 00:25:16

Login
User Manager
Change Current User Password

Tzer Information

Authenhcation S%r
IFVLANs are #otf enabled, set Radio Data Encryption through the link below. IFVLAN: are
enabled, Eadio Data Encryption 15 set mdependently for each enabled VLAN through VLAN

Setup.

Radio Data Encryption (WEF)

Daone |

Khai bdo dia chi Radius Server = 172.16.3.1, Shared Secret = 123 = nhan
chu0t viao niit Apply d€ hoan tat

Address [€] hetp://172.16.3.254]SetAuthenticator Config, shrn?RefererList=http:/[172. 16.3.254/Setup. shm | B | nks >
Server Name/TP Server Type  Port Shared Secret L |
{sec) Retran
[172.16.31 [RADIUS =] [1812 [one 5 E

Use serverfor; ¥ EAP Authentication [ WAC Address Authentication W User Authentication

| [raDUs =] 1812 [eeeecencenes [5 B
Use server for: ¥ EAP Authentication [ MAC Address Authentication [ User Authentication

| [RaDiUs =] [1812 [eesscsccecee [5 [
Use server for: ¥ EAP Authentication [ MAC Address Authentication [ User Authentication

| [raDIUS =] [1872 [eesssencecee [5 [3
Use server for, ¥ EAP Authentication [ MAC Address Authentication [~ User Authentication

Note: For each authentication function, the most recently used server is shown in green text.

8.K&t n0i PC-Client vao AP bang cich xdc thuc qua Radius

Vao Network Connections = kich phdi chult 1én Wireless Network
Connection 2 = chon Properties = kich chuQt vao tab Wireless Networks =

chon AP — khoacntt = kich chu0t vio niit Configuration = hQp thoai xudt
hién

OK | Cancel |  Restore Defaults |
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Wireless network properties

Astociston i Butheslication
Mehaork: name S50 KHOACHTT
Wireless netweark key (WER)
Thiz rebesork requies a key fos e folowng

[ Diata enciyption PWEF enabled)
] Mestwenk, Authentic shan (Shaed mods]

¥ The key is provided lor me sutomatcaly

] Thiz iz a computes-to-camputer [ad kaoc] network, wirskazs
BCCESE Poifds a8 nob usad

[ o ]} Cancel |

Kich chult vao tab Authentication = tit chOn céc thdng sO nhU hinh = sau d6
kich chut vao nut Properties

Wirelese natwork properties edied

: [—— Buhentication

|
|| Sedact this oplion to provide awutherdc ot ed netvaork, sccess for
|| weneless Ethermat netwarks

[ Ensble IEEE 902 1% aithenlicalion i this retiwailk;

EAP hpe  Provectad EAF [FEAF) b
| Pﬁpeﬂias
i [¥] Authenticate a2 computer whan compuier informaton i available

I T suthenbicats a3 guest when ussr or computer informesbon is
| wnavaiable

| [ ok [ cancal |

HOp thoai xudt hién
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Protected AP Properties

SWhen comnacting:
[ 1vakdate server cartificate

Conrect o these servers

Truske: o il 0T S =

[] aBA.ECOM Roat 5 -~
|____;' Butoridad Certficadora de la Asodadon Nadonal dal Motana —
[ Autordad Certficadors dal Cokoo Macional de Correduria P
[} Baltmore EZ by DST

[} Belgacoen E-Trust Primary CA

[] s HET Saseirahdet T4 Class g

[T e HET Securshist CA Class B

[ B HET Securshlst CA Riock "
€ 1 3
Select Autherkicaton Methad:
Sacurad password [EAP-MSCHAR w2 o | Canfigure.. .
[lEnable Fast Reconnect

Metwork Connection Details

Metwork Cormechon Detsls
Propesly Wakie
Phypsical dddiess O0-DE-F&-0e-71-3F
IP Adidiess 172183210
Subrel Mazk 250 255 28650
Delaull G aheway 1721631
DHCP S e 1721821
Leass Ublaned SRS F TIRAE A
Leas= Ewpiles SA2F 2007 310046 AR
[E0E e F

WINS Servar

3
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