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Bai 1: TONG QUAN VE WINDOWS SERVER
Gioi thiéu:

Muc tiéu:
- Phan biét dugc vé ho hé diéu hanh Windows Server;
- Cai dat dugc hé di€u hanh Windows Server.
- Thuc hién céc thao tdc an toan v&i mdy tinh.

NOi dung chinh:

1. Téng quan vé hé di€éu hanh windows server

Muc tiéu:
- Phdn biét duoc vé ho hé diéu hanh Windows Server

Window Server 2008 1a hé di€u hanh dugc thi€t k€ nham ting sUc manh cho céc
mang, Ung dung va dich vu Web thé hé mdi. V&i Windows Server 2008, ban c6
thé& phit tri€n, cung cdp va qudn 1y cic trdi nghiém ngudi ding va Ung dung phong
pht, dem t6i mOt ha tdng mang c6 tinh bdo mat cao, va ting cuOng hi€u qua vé
mat cong nghé va gid tri trong pham vi t6 chlc cla minh.

Windows Server 2008 k€ thlra nhitng thanh cong va th€ manh cUa cic hé di€u
hanh Windows Server thé hé trudc, dong thdi dem t&i tinh ning mdi c6 gia tri va
nh(ing cdi ti€n manh mé cho hé di€u hanh c0 s& nay. Cong cu Web mdi, cong
nghé 3o héa, tinh bdo mat ting cuOng va céc ti€n ich qudn 1y gitp ti€t ki€m thoi
gian, gidm bGt céc chi phi, va dem tGi mOt nén tang vitng chac cho ha tang Cong
nghé Thong tin (CNTT) cla ban.

Nén tang chac chan danh cho doanh nghiép Windows Server 2008 dem tGi mOt
nén tang chac chan ddp Ung tat cd cdc yéu cau vé Ung dung va ché d0 lam viéc
cho mdy chU, dOng thdi dé€ trién khai va quan ly. Thanh phdn md&i Server Manager
cung c8p mot console quan 1y hop nhat, don gidn héa va sap x€p mot cich hgp 1y
vi€c cai dat, cdu hinh va quan 1y lién tuc cho may chl. Windows PowerShell, mot
shell m&i ki€u dong 1€nh, gitip quan tri vién tU dOng héa cic tic vu thuOng trinh vé
quan tri hé thOng trén nhi€u mdy chU. Windows Deployment Services dem tGi mOt
phuong ti€n bdo mat cao, don gidn héa d€ nhanh chéng tri€n khai hé di€éu hanh
ndy qua cdc budc cai dat trén nén mang.Thém vio d6, cdc wizard Failover
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Clustering cUa Windows Server 2008, va viéc hO trg day dU cho Giao th(c Internet
phién ban 6 (g0i tat 1a IPv6) cOng v&i khad ning quan Iy hop nhat Network Load
Balancing khi€én dé dang tri€n khai v&i tinh san c6 cao, thm chi bGi nhiing ngudi
c6 hi€u biét chung nhat vé CNTT.

Window Server 2008 c¢6 cdc phién ban nhu sau:

- Windows Server 2008 Standard (Ban tiéu chud@n): V3i cic khd ning do
héa va Web dung san va ting cuOng, phién ban nay dugc thiét k€ d€ ting do
tin cdy va linh hoat cUa cO s3 ha tang mdy chU cla ban dOng thdi gitip ti€t
kiém thGi gian va gidm chi phi. C4c cong cU manh mé gitip ban ki€m soit
may chU tOt hon, va sap x€p hop 1y cic tic vu cdu hinh va qudn ly. Thém
vao d6, cdc tinh ning bdo mat dugc cdi ti€n 1am ting sUic manh cho hé diéu
hanh d€ gitp ban bdo vé d{ liéu va mang, va tao ra mOt nén tdng ving
chdc va dang tin cdy cho doanh nghi€p cUa ban.

- Windows Server 2008 Standard without Hyper-V: Ban tiéu chudn nhung
khong c6 Hyper-V.

- Windows Server 2008 Enterprise (Ban ding cho Doanh nghiép):
dem t&i mOt nén tang cap doanh nghi€p d€ trién khai cic Ung dung ‘quan
trong dOi v4i hoat dOng kinh doanh Phién ban nay gitip cdi thi€n tinh san c6
nhG cdc kha ning clustering va cAdm néng bO xU 1y, gidp cai thién tinh bdo
mat vGi cic ddc tinh dugc clng c6 d€ quan 1y nhan dang, va gidm bat chi
phi cho c0 s& ha tang hé thOng bang c4ch hop nhat Ung dung véi cic quyén
cap phép do héa. Windows Server 2008 Enterprise mang 1ai nén tang cho
mOt cO s& ha tang CNTT c6 d6 ning dOng va khd ning md rOng cao.

- Windows Server 2008 Enterprise without Hyper-V: Ban dung cho doanh
nghi€p nhung khong c¢6 Hyper-V

- Windows Server 2008 Datacenter (Ban diung cho Trung tdim d{ liéu):
dem t&i mOt nén tang cap doanh nghi€p d€ trién khai cic Ung dung quan
trong d6i v&i hoat dOng kinh doanh va do héa & quy md 16n trén cic mdy chU
16n va nhO. Phién bdn nay cai thién tinh san c6 nhd cic khd ning clustering
va phan vuing phan cUng dOng, gidm bt chi phi cho coO s& ha tang hé thdng
bang cich hop nhét cic Ung dung vGi cdc quyén cap phép do héa khong han
ch&, va m3 rOng tU 2 t&i 64 bd x(r ly. Windows Server 2008 Datacenter mang
lai mOt nén tang d€ tUr d6 xay dung cic gidi phap mG rOng va do héa cap
doanh nghiép.

- Windows Server 2008 Datacenter without Hyper-v: Ban dung cho Trung
tam d( liéu, khong c6 Hyper-V.
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- Windows Web Server 2008 (Ban diing cho Web): Budc thiét ké d€ chuyén
dung nhu mOt Web server don muc dich, Windows Web Server 2008 dem t&i
mOt nén tang ving chac gdm cdc tinh niing lién quan t&i ha tang Web trong
Windows Server 2008 thé hé ké ti€p. Tich hop véi IIS 7.0 mdbi dugc cdu triic
lai, ASP.NET, va Microsoft .NET Framework, Windows Web Server 2008 cho
phép moi t6 chlc tri€n khai nhanh chéng cic Web page, Web site, Ung dung
va dich vu Web.

- Windows Server 2008: danh cho cdc hé thOng dua trén b0 xU 1y Itanium
dugc t6i Uu héa cho cdc trung tim d{ li€u 16n, cdc Ung dung nghiép vu
riéng, Ung dung tiy bi€n mang lai d0 san sang va kha ning ma rOng cao cho
tGi 64 b xUr 1y d€ dap Ung nhu cdu cho cic gidi phap khat khe va quan trong.

2. Chudn bi cai dat windows server
Muc tiéu:
- Néu dugc c8u hinh phdn clng t0i thi€u dé cai dat windows server 2008.

2.1. Yéu cau phdn clng

- P6i véi windows Server 2008 yéu cau vé phan clUng nhu sau:

Thanh phan Yéu cau

T6i thi€u: 1 GHz (b x( 1y x86 ) hodc 1.4 GHz (bO x( 1§ x64)
A Khuyén nghi: TOc dd xUr Iy 2 GHz hodc nhanh hon

Chi y: Can b0 xU 1y Intel Itanium 2 cho Windows Server d0i vGi
cic Hé thOng dua trén ki€n tric Itanium.

BO nhé T6i thiu: RAM 512 MB
Khuy€n nghi: RAM 2 GB hodc 16n hon

T6i uu: RAM 2 GB (Cai dat toan bd) or RAM 1 GB (Cai Server
Core) hoac hon

TGi da (hé thOng 32 bit): 4 GB (Ban Standard) hodc 64 GB (Ban
Enterprise va Datacenter)

TGi da (cdc hé thOng 64 bit): 32 GB (Ban Standard) hodc 2 TB
(Ban Enterprise, Datacenter, va Cac hé thOng dUa trén ki€n tric

Trang 13




Qudn tri mang 1

Itanium)

T6i thi€u: 10 GB

Khong gian 6 Khuy€n nghi : 40 GB hodc 16n hon
dia con trOng ) o .
Chd y: Cac mdy tinh c6 RAM 10n hon 16 GB s€ can nhi€u khong

gian 6 dia trOng hon danh cho paging, hibernation, and dump files

O dia 6 DVD-ROM
Man hinh Super VGA (800 x 600) hodc man hinh ¢6 d0 phan gidi cao hon
12111 zsh phan Ban phim, Chu0t cla Microsoft hodc thi€t bi trd tuong thich

2.2. Tuong thich phan clng

MOt budc quan trong trudc khi nang cap hodc cai dat mébi Server cla ban
12 ki€m tra xem phan cUng cUa may tinh hi€n tai c6 twong thich v&i sdn pham
hé di€u hanh trong ho Windows Server 2008.

2.3. Cai dat m&i hodc nang cap
Trong mOt sO trudng hop hé thOng Server chiing ta dang hoat dOng tOt, cic
Ung dung va d{ li€u quan trong déu luu tr(f trén Server niy, nhUng theo yéu
cau ching ta phdi nang cap hé di€u hanh Server hién tai thainh Windows
Server 2008. Chiing ta can xem xét nén niang cap hé di€u hanh dong thoi gilr 1ai
cac Ung dung va d{r 1i€u hay cai dat m&i hé di€u hanh r0i sau cau hinh va cai
dat Ung dung 1ai. Pay 1a van dé can xem xét va lua chon cho hgp 1ly. Cic diém
can xem xét khi nang cap:
- V&i nang cap (upgrade) thi viéc cdu hinh Server don gidn, cic thong
tin cla ban dugdc gilr 1ai nhu: ngudi dung (users), cdu hinh (settings),
nhém (groups), quyén hé thOng (rights), va quyén truy cap (permissions)
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- V@i nang cap ban khong can cai 1ai cac Ung dung, nhung néu ¢ su thay
dGi 16n vé dia cUng thi ban can backup d{r liéu truGc khi nang cap.

- Trudc khi nang cdp ban can xem hé di€u hanh hién tai c6 nam trong danh
sdch cdc hé di€u hanh hO trg nang cap thanh Windows Server 2008 khong ?

- Trong mOt sO truOng hop dac biét nhu ban can nang cdp mOt may
tinh dang lam chUc ning Domain Controller hodc ning cdp mOt mdy
tinh dang c¢6 cdc phan mém quan trong thi ban nén tham khdo thém thong
tin hudng dan cla Microsoft.

Céc hé di€u hanh cho phép nang cap thanh Windows Server 2008:

- Windows Server 2000.
- Windows Server 2003.

2.4. Phan chia G dia
Pay 1a vi€c phan chia 6 dia vat ly thanh cic partition logic. Khi chia partition,

ban phdi quan tAm cic yé€u tO sau:

- Luong khong gian can cap phat: ban phai biét dugc khong gian chiém
dung béi hé diéu hanh, cic chuong trinh Ung dung, cic dt liéu da c6 va sdp
phét sinh.

- CAau hinh dia ddc biét: Windows Server hO trQ nhi€u cdu hinh dia khic

nhau. Cic lua chon c6 thé 1a volume simple, spanned, striped, mirrored
hodc 1a RAID-5.

- Tién ich phan chia partition: néu ban dinh chia partition trudc khi cai
dat, ban c6 th€ st dung nhi€u chuong trinh tién ich khéic nhau, chang han
nhu FDISK hodc PowerQuest Partition Magic. C6 th€ ban dau ban chi
can tao moOt partition d€ cai dat Windows Server, sau d6 sU dung cong
cu Disk Management d€ tao thém cac partition khac.

2.5. Chon hé théng tap tin
Ban nén chon hé thOng tap tin NTFS, vi n6é c¢6 cic dac di€m sau: chi dinh
kha ning an toan cho tUng tap tin, thU muc; nén d{r li€u, ting khong gian 1uu

tr(r; c6 th€ chi dinh han ngach s dung dia cho tUng ngudi diing; c6 th€ ma
ho4 cdc tap tin, ning cao khd ning bao mat.
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2.6. Chon ché dé strdung gidy phép

Ban chon mOt trong hai ché d0 gidy phép sau day:

- Per server licensing: 12 Iua chon tOt nhdt trong truGng hOp mang chi cé
mOt Server va phuc cho mOt sO 1ugng Client nhat dinh. Khi chon ché d6
gidy phép nay, chiing ta phdi xdc dinh s6 lugng gidy phép tai thOi di€m
cai dat hé diéu hanh. SO lugng gidy phép tuy thubc vao sO k&t ndi dOng
thGi cla céic Client dén Server. Tuy nhién, trong qud trinh s& dung
chiing ta c6 th€ thay d6i sO luong két ndi dOng thdi cho phit hgp vdi tinh
hinh hién tai cUa mang.

- Per Seat licensing: 12 1ua chon tOt nhdt trong truOng hQp mang cb
nhi€u Server. Trong ch€ dd gidy phép nay thi mbi Client chi cdn mOt
gidy phép duy nhat d€ truy xudt d€n tat cd cic Server va khong gidi han
sO luong két ndi dong thdi dén Server.

2.7. Chon phuong dn két n6i mang

2.7.1. Cdc giao thtrc két néi mang
Windows Server mdc dinh chi cai mOt giao thUc TCP/IP, con nhling
giao thUc con lai nhu IPX, AppleTalk 13 nhiing tiy chon c6 th€ cai dat
sau n€u can thiét. Riéng giao thlic NetBEUIL, Windows Server khong dua

vao trong cic tly chon ciai dat ma chi cung cap kém theo dia DVD-
ROM cai dat.

2.7.2. Thanh vién trong Workgroup hoac Domain.

Néu mdy tinh cUa ban nam trong m&t mang nho, phan tian hodc cic mdy tinh
khong dugc ndi mang v&i nhau, ban ¢ thé chon cho mdy tinh lam thanh vién
cUa workgroup, don gidn ban chi can cho biét tén workgroup 12 xong. Néu
hé th6ng mang cla ban lam viéc theo cd ché quadn 1y tdp trung, trén
mang da c6 mOt vai mdy Windows Server 2003 hoac Windows Server 2008
s* dung Active Directory thi ban c6 th€ chon cho mdy tinh tham gia
domain nay. Trong truGng hQp nay, ban phdi cho bi€t tén chinh xic cla
domain ciing v&i tai khodn (gOm c6 username va password) cla mOt ngudi
diung c6 quyén bO sung thém mdy tinh vao domain. Vi du nhu tai khodn cUa
ngU0Oi quan tri mang (Administrator).
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Céc thi€t 1ap vé ngon nglr va cac gid tri cuc bd. Windows Server hO tro rat
nhi€u ngdn ng(t, ban c6 th€ chon ngdn nglr cla minh n€u dugc ho trg. Céc gid
tri local gOm c6 hé thOng sO, don vi tién t&, cdch hié€n thi thoi gian, ngdy thang.
3. CAI PAT WINDOWS SERVER 2008

Muc tiéu:
- Cai dar duoc windows server 2008.

3.1. Giai doan Preinstallation

Sau khi ki€m tra va chac chan rang mdy cUa minh d3 hdi dU cic di€u kién
d€ cai dat Windows Server 2008, ban phdi chon mot trong cic cich sau diy dé
bat ddu qud trinh cai dat.

3.1.1. Cai dat ttr hé diéu hanh khdc.

Néu mdy tinh cla ban di c6 mOt hé di€éu hanh va ban mudn nang cap 1én
Windows 2008 Server hodc 12 ban muOn khéi dOng kép, dau tién ban cho mdy
tinh khGi ddng bang hé di€u hanh c6 san ndy, sau d6 ti€n hanh qud trinh cai dat
Windows Server 2008 bang cich thi hanh tdp tin Setup.exe rOi chon muc
Upgrade.

3.1.2. Cai dat truc tiép tir dia DVD Windows Server 2008

Néu mdy tinh cUa ban ho trg tinh ning khdi dOng tir dia DVD, ban chi can
dat dia DVD vao 0 dia va khGi dOng 1ai mdy tinh. LUu ¥ 1a ban phdi cdu hinh
CMOS Setup, chi dinh thiét bj kh&i ddng dau tién 1a & dia DVDROM. Khi
mdy tinh kh&i dOng 1én thi qua trinh cai dat tu dOng thi hanh, sau d6 lam
theo nhitng huéng dan trén man hinh d€ cai dat Windows 2008.

3.2. Giai doan Text-Based Setup

Trong qua trinh cai dat nén chi y dén cic thong tin hudng dan & thanh trang
thdi. Giai doan Text-based setup di€én ra mo6t sO budc nhu sau:

(1) C&u hinh BIOS cUa mdy tinh d€ c6 th€ khdi dbng tU 6 dia DVD-ROM
(2) Pua dia cai dat Windows 2008 Server vao 6 dia DVD-ROM va khoi dbng lai
may.
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(3) Khi mdy kh&i dOng tir dia DVD-ROM sé& xudt hi€n mOt thong bdo “Press
any key to continue...” yéu cau nhdn mOt phim bat ky d€ bat dau qua trinh cai
dat.
(4) N€u mdy c6 6 dia SCSI thi phdi nhan phim F6 d€ chi Driver clla § dia dé.
(5) Trinh cai dat ti€n hanh chép céc tap tin va driver can thi€t cho qu4 trinh cai
dat.
(6) Nhén Enter dé bat dau cai dat.
(7) Nhan phim F8 d€ chdp nhan thda thudn bdn quyén va ti€p tuc qua trinh cai
dat. Néu nha&n ESC, thi chuong trinh cai dat két.
(8) Chon mOt ving trOng trén 6 dia va nhan phim C d€ tao mOt Partition mGi
ch(ra hé di€u hanh
(9) Nhap vao kich thudc cla Partition m@i va nhan Enter.
(10) Chon Partition vUa tao va nhan Enter dé ti€p tuc.
(11) Chon ki€u hé thOng tap tin (FAT hay NTFS) d€ dinh dang cho partition.
Nhén Enter d€ ti€p tuc
(12) Trinh cai dat s€ chép cic tap tin cUa hé di€u hanh vao partition da chon.

(13) Kh6i dOng 1ai hé thOng d€ bat dau giai doan Graphical Based. Trong khi
khdi dOng, khong nhan bat ky phim nao khi hé thOng yéu cau “Press any key to
continue...”

3.3. Giai doan Graphical-Based Setup

(1) Bat dau giai doan Graphical, trinh cai dat s€ cai driver cho céc thi€t bj
ma né tim thdy trong hé thOng.

(2) Tai hOp thoai Regional and Language Options, cho phép chOn céc ty chon
lién quan dén ngodn nglr, s6 dém, don vi tién té€, dinh dang ngay thang nim,
...Sau khi da thay dGi cic tiiy chon phii hgp, nhan Next d€ ti€p tuc.

(3) Tai hOp thoai Personalize Your Software, di€n tén ngu0i st dung va tén t0
chlc. Nhan Next.

l() 1) Tai hO thoal Your Product Key, di€n vao 25 s6 DVD-Key vio 5 6 trOng
én dUOi. han Next

(5) Tai hOp thoai Licensing Mode, chon ché d0 ban quyén 1a Per Server hodc
Per Seat tiy thuQc vao tinh hinh thuc t€ cla moi hé thGng mang

(6) Tai hOp thoai Computer Name and Administrator Password, dién
vao tén clUa Server va Password cUa ngu0Oi quan tri (Administrator).

(6) Tai hOp thoai Date and Time Settings, thay dGi ngay, thang, va mui gid
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(Time zone) cho thich hop

(8) Tai hOp thoai Networking Settings, chon Custom settings d€ thay déi
cic thong sO giao thUc TCP/IP. Cic thong sO nay c6 thé thay ddi 1ai sau khi
qud trinh cai dat hoan tat.

(9) Tai hOp thoai Workgroup or Computer Domain, tiy chOn gia nhap
Server vao mOt Workgroup hay mdt Domain c6 san. Néu muln gia
nhap vao Domain thi dinh vao tén Domain vao 6 bén dudi.

(10) Sau khi chép day dU cdc tap tin, qud trinh cai dat két thic.

4. TU PONG HOA QUA TRINH CAI PAT
Muc tiéu:
- Thuc hién cai dat windows server thong qua file tra 10i tU dOng.

Néu ban du dinh cai dit hé diéu hanh Windows 2003 Server trén nhiéu
mdy tinh, ban cé th€ dén tUng mdy va tU tay thuc hién qu4 trinh cai dat nhu da
hudng dan trong chudng trudc. Tuy nhién, chac chan cong viéc nay sé vo cling
nham chdn va khong hi€u qua. Ldc nay viéc ty dOng hod qud trinh cai dat sé
gitp cdng vi€c clla ban tr& nén don gidn, hi€u qud va it tdn kém hon.

C6 nhi€u phuong phdp ho trg viéc cai dat tu ddng. Chang han, ban c6 thé
sU dung phuong phdp dung anh dia (disk image) hodc phuong phdp cai dat
khong can theo doi (unattended installation) thong qua mOt kich ban (script)
hay tap tin trd 10i.

4.1. Gi0ithiéu kich ban cai dat

Kich bdn cai dat 1a mOt tap tin vin bdn c¢6 ndi dung trd 18i trudc tat cd céc
cau hdi ma trinh cai dat hdi nhu: tén mdy, DVD-Key,....D€ trinh cai dat c6 thé
doc hiéu cdc nbi dung trong kich ban thi né phdi dugc tao ra theo moOt cau tric
dugc quy dinh trudc. DE tao ra dugc cic kich ban cai dat, c6 th€ dung bat ky
chuong trinh soan thdo vin bdn nao, chdng han nhu Notepad. Tuy nhién,
kich ban 12 mOt tap tin c6 cdu tric nén trong qua trinh soan thdo c6 thé xay
ra cdc sai s6t dan dén qud trinh tu dOng héa cai dat khong dién ra theo y

mudn. Do d6, Microsoft di tao ra mOt ti€én ich c6 tén 12 Setup Manager
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(setupmgr.exe) d€ giip cho vi€c tao ra kich ban cai dat dugc d€ dang hon.
Sau khi c6 dugc kich ban, c6 thé s dung Notepad d€ thém, slra 1ai mOt sO
thong tin d€ st dung kich ban vao qud trinh cai dat tu d0ng hi€u qua hon.

4.2. Tu dbng héa ding tham bién dong 1énh
Khi ti€n hanh cai dat Windows 2003 Server, ngoai cich kh&i dOng va cai
truc ti€p tU dia DVD-ROM, con c6 th€ diung mot trong hai 1énh sau:
winnt.exe diung v&i cic may dang chay hé di€u hanh DOS, windows 3.x hodc
Windows for workgroup; winnt32.exe khi may dang chay hé di€u hanh
Windows 9x, Windows NT hodac m&i hon. Hai 1énh trén dugc dat trong thu
muc I386 cUa dia cai dat. Sau day 1a cd phép cai dat tU 2 1énh trén:

winnt [/s:[sourcepath]] [/t:[tempdrive]] [/u:[answer_file]]
[/udf:id [,UDB_file]]

Y nghia céc tham sO:

/s

Chi 16 vi trf dat cla b0 nguln cai dat (thu muc 1386). Pudng dan phai la
dang day dU, vi du: e:\i386 hodc \\server\i386. Gia tri mdc dinh 1a thu muc hién
hanh.

It

Hudng chuong trinh cai dat dat thu muc tam vao mOt O dia va cai Windows
vao O dia d6. Néu khong chi dinh, trinh cai dat s€ tu xac dinh.

/u

Cai dat khong can theo doi vGi mOt tap tin trd 10i tu ddng (kich bdn). Néu st
dung /u thi phdi st dung /s.

/udf

Chi dinh tén cUa Server va tap tin cd s@ d{ liéu chUa tén, cic thdng tin
dac trung cho mOi mdy

(unattend.udf).

winnt32 [/checkupgradeonly] [/s:sourcepath] [/tempdrive:drive_letter:]
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[/unattend[num]:[answer_file]] [/fadf:id [, UDB_file]]
Y nghia cUa cic tham sO:
/checkupgradeonly
Ki€m tra xem mdy c6 tuong thich d€ nang cap va cai dat Windows 2003 Server
hay khong?
/tempdrive
Tuong tu nhu tham s /t
/unattend

Tuong tu nhu tham sO /u

4.3. Surdung Setup Manager dé tao ra tap tin tra 10i
Setup Manager 1a mOt tién ich gitp cho viéc tao céc tap tin trd 18i sU
dung trong cai dat khong can theo ddi. Theo mdc dinh, Setup Manager khong
dugc cai dat, ma dugc dat trong tap tin Deploy.Cab. Chi c6 th€ chay tién
ich Setup Manager trén cic hé di€u hanh Windows 2000, Windows XP,
Windows 2003.

Tao tap tin trd 10i tu ddng bang Setup Manager:

(1). Gidi nén tap tin Deploy.cab dugc luu trong thu muc Support\Tools
trén dia cai dat Windows 2003.
(2). Thi hanh tap tin Setupmgr.exe
(3). HOp thoai Setup Manager xudt hié€n, nhan Next d€ ti€p tuc.
(4). Xuat hién hOp thoai New or Existing Answer File. HOp thoai nay cho phép
ban chi dinh tao ra mot tap tin trd 16i m&i, mOt tap tin trd 10i phdn dnh cau
hinh cUa mdy tinh hi€n hanh hodc 14 chinh stta mot tép tin san c6. Ban chon
Create new va nhan Next.
(5) . Tié€p theo 12 hOp thoai Type of Setup. Chon Unattended Setup va chon
Next.
(6). Trong hOp thoai Product, chon hé di€u hanh cai dat s& dung tap
tin trd 10i t¥ dOng. Chon Windows Server 2003, Enterprise Edition, nhan
Next.
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(7). Tai hOp thoai User Interaction, chon mUc dd tuong tdc v&i trinh cai dat
clUa ngudi s& dung. Chon Fully Automated, nhan Next.
(8). Xudt hién hbp thoai Distribution Share, chon Setup from a DVD, nhén
Next.
(9). Tai hOp thoai License Agreement, dianh ddu vao I accept the terms of ...,
nhdn Next.
(10). Tai clra sG Setup Manager, chon muc Name and Organization. Pién tén
va tO chlc s dung hé diéu hanh. Nhan Next.
(11). Chon muc Time Zone \ chOn mdi gi® (GMT+7:00) Bangkok, Hanoi,
Jarkata. Nhan Next.

(12). Tai muc Product Key, dién DVD-Key vao trong 5 6 trOng. Nhan Next.
(13). Tai muc Licensing Mode, chon loai ban quyén thich hgp. Nhan Next.

(14). Tai muc Computer Names, dién tén cUa cdc may dU dinh cai dat. Nhan
Next.

(15). Tai muc Administrator Password, nhap vao password clUa ngU0i quan
tri. Néu mudn ma héa password thi dinh ddu chon vio muc “Encrypt the
Administrator password...”. Nhan Next

(16). Tai muc Network Component, cau hinh cic thong s cho giao thltc TCP/IP
va cai thém céc giao thic. Nhan Next.

(17). Tai muc Workgroup or Domain, gia nhap mdy vao Workgroup hoac
Domain c6 san. Nhdn Next.

(18). CuOi cling, trong thu muc da chi dinh, Setup Manager s& tao ra ba tap tin.
Né&u ban khong thay dGi tén thi cac tap tin la:

Unattend.txt: day 13 tap tin trd 10i, ch(a tat cd céc cau trd 10i ma Setup
Manager thu thap dugc

Unattend.udb: day 12 tap tin co s& d{ li€u chlra tén cdc mdy tinh s& dugc
cai dat. Tap tin nay chi dugc tao ra khi ban chi dinh danh sich c4c tap tin va
dugc s dung khi ban thuc hién cai dat khong can theo dai.
Unattend.bat: ch(ta dong 1é€nh vGi cic tham sO dugc thi€t 1ap san. Tap tin nay
cting thi€t 1ap cic bi€n mdi trudng chi dinh vi tri c4c tap tin lién quan.

4.4. Strdung tap tin tra 10i
C6 nhi€u cich d€ st dung céc tap tin dugc tao ra trong budc trén. Ban
c6 thé thuc hién theo mOt trong hai cach dudi day:

4.4.1. S& dung dia DVD Windows 2003 Server cé thé khéi déng duoc
SCra tap tin Unattend.txt thinh WINNT.SIF va luu 1én dia mém.
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Dua dia DVD Windows 2000 Server vi dia mém trén vao 6 dia, khéi dOng
lai mdy tinh, ddm bdo G dia DVD 1a thi€t bj khdi dOng dau tién. Chuong
trinh cai dat trén dia DVD sé tu dOng tim doc tap tin WINNT.SIF trén
dia mém va ti€n hanh cai dat khong can theo dbi.

4.4.2. St dung mét b ngudn cai dat Windows 2003 Server
Chép céc tap tin di tao trong budc trén vao thu muc 1386 cla ngubn cai dat

Windows 2003 Server. Chuyén viao thu muc 1386.

Tuy theo hé di€u hanh dang s& dung ma st dung 1énh WINNT.EXE hodc
WINNT32.EXE theo ct phép sau:

WINNT /s:e:\i386 /u:unattend.txt
Hoac

WINNT32 /s:e:\i386 /unattend:unattend.txt
Né&u chuong trinh Setup Manager tao ra tap tin Unatend.UDB do ban di nhap
vao danh sich tén cdc mdy tinh, va gid dinh ban dinh dat tén may tinh nay la

server01 thi ct phap 1€énh s€ nhu sau:

WINNT /s:e:\i386 /u:unattend.txt /udf:server(01,unattend.udf

Bai tap thuc hanh cla hoc vién
1. Cai dat hé di€u hanh Windows Server.
2. Cai dat hé di€u hanh Windows Server sU dung tap tin trd 10i tU dOng.

HUONG DAN THUC HIEN
Tham khdo muc 3 va 4 trong bai hoc trén.
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Bai 2: DICH VU TEN MIEN (DNS)
M3 bai: MD24-02

- Trinh bay dugc cdu tric co s& dF li€u cla hé thOng tén mién;
- Mb t& dugc su hoat dOng va phan cap cUa hé thOng tén mién;
- Cai dat va cau hinh hé thOng tén mién DNS.

- Thuc hién céc thao tdc an toan v&i mdy tinh.

NOi dung chinh:

1. Téng quan vé DNS

Muc tiéu:
- Trinh bay duQc cdu triic cO sO dit liéu cUa hé thdng tén mién;
- Mo ta duoc sU phan cdp cUa hé thOng tén mién;

1.1. GiGi thiéu DNS
MOi mdy tinh trong mang muOn lién lac hay trao d6i thong tin, d{t liéu cho
nhau can phdi bié€t rd dia chi IP cUa nhau. Néu sO 1ugng mdy tinh nhi€u thi viéc
nh& nhing dia chi IP nay rat la khé khin. Vi vay, DNS (Domain Name System)
la gidi phap dung tén thay cho dia chi IP khé nh@ khi s& dung cdc dich vu trén
mang. Vi th€, ngUdi ta nghi ra cich 1am sao 4nh xa dia chi IP thanh tén mdy tinh.
Ban dau do quy md mang ARPanet (ti€n than cUa mang Internet) con nhd
chi vai trdm may, nén chi c6 mOt tap tin don HOSTS.TXT luu thong tin v€ 4nh
Xa tén may thanh dia chi IP. Trong d6 tén mdy chi 1a 1 chudi vin ban khong phan
cap (flat name). Tap tin nay dugc duy tri tai 1 mdy chU va cidc mdy chU khac luu
gi(t ban sao clUa né. Tuy nhién khi quy m6é mang 16n hon, viéc st dung tap tin
HOSTS.TXT c6 cdc nhugc diém nhU sau:

- Luu lugng mang va mdy chU duy tri tap tin HOSTS.TXT bi qu4 tdi do hi€u

Ung “cO chai”.

- Xung d6t tén: Khong th€ c6 2 mdy tinh cé clung tén trong tdp tin
HOSTS.TXT. Tuy nhién do tén mdy khong phin cdp va khong cé gi ddm
bdo d€ ngin chdn viéc tao 2 tén tring nhau vi khong c¢6 c0 ché uy quyén
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quadn ly tap tin nén cé nguy co bi xung dot tén.
- Khoéng ddm bdo sU toan ven: vi€c duy tri 1 tap tin trén mang 18n rat khé
khin. Vi du nhu khi tap tin HOSTS.TXT vUa cap nhat chua kip chuyén
dén mdy chU & xa thi di c6 su thay dGi dia chi trén mang roi.

Tém lai viéc dung tap tin HOSTS.TXT khong pht hOp cho mang 16n vi
thi€u co ch€ phan tin va m6 rOng. Do d6, dich vu DNS ra d0i nham khac
phuc cidc nhugc di€m nay. Ngudi thi€t k€ cdu tric cla dich vu DNS Ia Paul
Mockapetris - USC's Information Sciences Institute, va cdc khuy&n nghi RFC cUa
DNS 1a RFC 882 va 883, sau d6 1a RFC 1034 va 1035 cung v&i 1 sO RFC b6
sung nhU bado mat trén hé thOng DNS, cap nhat dOng cic ban ghi DNS ...

Luu ¥: Hién tai trén cic mdy chl van s dung dugc tap tin hosts.txt d€ phan
gidi tén mdy tinh thanh dia chi IP (trong Windows tdp tin nay nam trong thu

muc WINDOWS\system32\drivers\etc)
Dich vu DNS hoat d0ng theo mo hinh Client-Server: phan Server g0i 1a

mdy chU phuc vuU tén hay con g0i 1a Name Server, con phan Client 12 trinh phan
gidi tén - Resolver. Name Server chUa cédc thong tin CSDL cUa DNS, con
Resolver don gidn chi 1a cic ham thu vién dung d€ tao cdc truy van (query) va
gl ching qua dén Name Server. DNS dugc thi hanh nhu' mOt giao thlc tang
Application trong mang TCP/IP.

DNS 1a 1 CSDL phan tdn. Di€u nay cho phép ngudi quan tri cuc bd quan
1y phan dit 1liéu ndi bd thudc pham vi cla ho, dong thdi dit liéu nay cing dé
dang truy cap dudc trén toan bd hé thOng mang theo md hinh Client-Server.
Hiéu suat s& dung dich vu duQc ting cuOng thong qua cO ché nhin bdn
(replication) va luu tam (caching). MOt hostname trong domain 13 su két
hop gilta nhitng tUr phan cdch nhau b&i ddu chdm(.).
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Top-Level Domain edu wn

edu

hemut

Second-Level Domain

Subdomains

| csc \; Host: srvi

FQDN:
srvl.csc.hcmuns.edu.vn

So d6 t6 chltc DNS

hcmuns
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com

| hemussh |

Loai tén

Miéu ta

Vidu

GOc

(domain root)

N6 1a dinh cUa nhénh ciy cUa tén
mién. N6 xdc dinh k€t thiic cla
domain (fully qualified domain
names FQDN5s).

Don gidn né chi 1a dau
cham (.) st dung tai
cudi cla tén vi nhu
"example.microsoft.com.

Tén mién cap
mOt
(Top-level
domain)

La hai hodc ba ky tu xdc dinh
nudc/khu vuc hodc cictO chitc

".com", x4c dinh tén st
dung trong x4c dinh Ia
t0 chlc thuong mai .

Tén mi€n cap
hai

(Second-level
domain)

N6 rat da dang trén internet, né c6
thé€ 12 tén clla mOt cong ty, mot t&
chUc hay mOt cd nhan .v.v. ding ky
trén internet.

"microsoft.com.", la tén
mién cap hai ding ky 1a
cOng ty Microsoft.

Tén mi€n cap
nh® hon

Chia nh® thém ra cUa tén mién cap
hai xuOGng thuGng dugc st dung
nhU chi "example.microsoft.com."
12 ph@n quan 1y tai li€u vi du cla
microsof (Subdomain) nhénh,
phong ban clla mOt cO quan hay
mOt chU dé nao dé.

CO s3 d{t 1iéu(CSDL) clia DNS 1a mOt cay ddo ngudc. MOi niit trén cdy ciing
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1ai 12 gbc cla 1 ciy con. MOi cdy con 1a 1 phin ving con trong toan bd CSDL
DNS g0i 1a 1 mién (domain). MOi domain c6 th€ phan chia thanh cic phan viing
con nh® hon g0i 1a cdc mién con (subdomain).

MOi domain c6 1 tén (domain name). Tén domain chi ra vi trf cla né
trong CSDL DNS. Trong DNS tén mié€n 1a chubi tudn tu cdc tén nhin tai nit dé
di ngugc 1én nit gbc cla ciy va phan cdch nhau b&i ddu cham.

Tén nhian bén phdi trong mOi domain name dugc goi 1a top-level
domain. Trong vi du trudc srvl.csc.hcmuns.edu.vn, vdy mién “.vn” 12 top-
level domain. Bang sau day liét ké top-level domain.

Tén mién Mb ta

.com Céc t6 chlc, cong ty thuOng mai

.org Céc t6 chUc phi 10i nhudn

net Céc trung tim hO trg vé mang

.edu Céc t6 chUc gido duc

.80V Céc t6 chlc thubc chinh phU

.mil Cic t0 chlc quan sy

int Céc t6 chlrc dudc thanh 1ap bdi cic hiép udc quic té

Bén canh d6, mOi nudc ciing c6 molt top-level domain. Vi du top-
leveldomain cUa Viét Nam 12 .vn, Myla .us, ta c6th€ tham khdo thém thong tin
dia chi tén mién tai dia chi: http://www.thrall.org/domains.htm
Vi du vé tén mién clla mOt sO qulc gia

Tén mi€n qudc Tén quoc gia
gia

Vi Viét Nam

.us My

.uk Anh

Jp Nhat Ban

.Iru Nga

.cn Trung Qubc
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1.2. Pac di€m cta DNS trong Windows Server

- Conditional forwarder: Cho phép Name Server chuy&n cic yéu cau phan
gidi dua theo tén domain trong yéu cau truy van.

- Stub zone: hO trg cO ch€ phan gidi hiéu qua hon.

- Pong bb cic DNS zone trong Active Directory (DNS zone replication in

Active Directory).

- Cung cdp mot sd cO ché bdo mat tOt hon trong cic hé thdng Windows

trudc day.

- LuAn chuyén (Round robin) tat ca cic loai RR.

- Cung c8p nhiéu cO ché€ ghi nhén va theo di su cO 10i trén DNS.

- HO trg giao thUc DNS Security Extensions (DNSSEC) dé cung cap céc tinh

ning bdo mat cho vi€c 1uu tr{t va nhan ban (replicate) zone.

- Cung cap tinh ning EDNSO (Extension Mechanisms for DNS) d€ cho

phép DNS Requestor quan ba nhiing zone transfer packet cé kich thudc 16n

hon 512 byte.

2. Cach phan b6 dit li€u qudn Iy trén tén mién

Muc tiéu:
- Trinh bay dugc su phdn b6 dir liéu quan 1y trén tén mién.

Nhitng root nmame server (.) quan ly nhiing top-level domain trén
Internet. Tén mdy va dia chi IP cUa nh(fng name server nay dugc cdng bO cho
mOi ngUdi bi€t va ching dudc 1iét ké trong bang sau. Nhifng name server nay
cting c6 thé dat khap noi trén thé gidi.

Tén mdy tinh Dia chi IP
H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90
E.ROOT-SERVERS .NET 192.203.230.10
I.ROOT-SERVERS.NET 192.36.148.17
F.ROOT-SERVERS.NET 192.5.5.241
F.ROOT-SERVERS.NET 39.13.229.241
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G.ROOT-SERVERS.NET 192.112.88.4

A.ROOT-SERVERS.NET 198.41.0.4

Thong thudng mot t6 chlc dugc ding ky mOt hay nhi€u domain name. Sau
d6, moi t& chltc s€ cai dat mOt hay nhi€u name server va duy tri c0 s& d{ liéu
cho tat cd nhiing mdy tinh trong domain. Nh(ing name server cUa t6 chlc dugc
ding ky trén Internet. MOt trong nhing name server nay dugc bi€t nhu 1a
Primary Name Server. Nhi€u Secondary Name Server dugc dung d€ lam
backup cho Primary Name Server. Trong truOng hOp Primary bj 16i, Secondary
duoc sir dung d€ phan gidi tén.

Primary Name Server cé th€ tao ra nhitng subdomain va Uy quyén
nhUng subdomain nay cho nhirng Name Server khéc.

3. Co ch€ phan giadi tén
Muc tiéu:
- Trinh bay dugc cO ché phadn gidi tén mdy tinh thanh dia chi IP va ngugc lai;

3.1. Phan giai tén thanh IP

Root name server : La mdy chU qudn 1y cdc name server & mUc top-level
domain. Khi c6 truy van vé mot tén mi€n nio d6 thi Root Name Server phai
cung cap tén va dia chi IP clla name server quan 1y top-level domain (Thuc té
12 hdu hét cic root server cung c;hmh la mdy chU quan ly top-level

t an dia ch
domain) va dén 1uot cgé Ii‘{XV erver 1

cntt.cdn.edu.vn N
sach cic name seryer ——— > “Lue ¢
c6 quyén trén cic s@@bffﬂv%‘l*@n&bﬁ?dﬂ?%nvn Name Server 3
dén khi nao tim duorc may qt § te? mle ________________
ach .
Name ho t]]lay Va1 cdn ed uan ' a
trinh| ¢ erver ¢ , Tt il N_ e_u_ moO1 l'QO_t o -vn vn o
‘A n Name Server
lién 1 “\Jhi moi )E,ﬁl Sﬁieﬂ%&?%} 414
G moggqh i phae
\ cntt.cdn.edu.vn N
> edu.vn
DT - it S 'edu
‘ HOi server quan ly tén Name Server
\ mién
oD e T -
e GoFtr§dEYia chi
A
5 @ | cntt.cdn.edu.vn cdn.edu.vn
> I > .
= - ! b-—-— -1~ --~-7--5~-—71 Name Server udn
g 3 ! Tra 101 dia chi IP cua B
- | cntt.cdn.edu.vn
A 4
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Client sé gUi yéu cau can phan gidi dia chi IP cUa mdy tinh c6 tén

cntt.DVDn.edu.vn dén name server cuc b0. Khi nhan yéu cau tU Resolver,

Name Server cUc b0 s€ phan tich t&n nay va xét xem tén mi€n nay c6 do minh

qudn ly hay khong. N&u nhu tén mi€n do Server cuc bd quan 1y, né sé trd 10i

dia chi IP clUa tén mdy d6 ngay cho Resolver. Ngudc lai,

server cUc b0

sé truy van dén moét Root Name Server gan nhdt ma né bi€t dugc. Root

Name Server sé trd 10i dia chi IP cGéi NamiedServer quan ly mi€n vn. May

R R . cntt.cdn.edu.vn
chU name server cUc b0 lai hpiti€p name §e_rygr_quan 1Y L C
o . R I H01 server quan Iy tén mi€n .vn Name Server
tham chi€u dén mdy chU qudp n ly mién edu.vn. Mdy chU—quom—y—cuas
chi dan mdy na cUc b0 thadi ehighs ¥ mdy chl qudn 1¥ mién
Name Je_—_1 cntt.cdn.edu.vn vn
DVDn.edu.vn. | Server 7 Imdy na elc- ) n
] B \\ R %1 Server qu%'r n ly'tén mlgo_eagayly Name Server
ly mi€n DVDn.ed . _bau tra 10i.
{ G@i truy van dia chi
Cic loai truy va \;_ 5-thé-&2! AL edu.vn
~ n d Hoi serve udn ly tén mién Name Server
- Truy van de ‘ rsive query) :Jkhighame server rmomuogcwoy—dn
dang nay, n¢ »-w-phal tra Ve ket qud tim dugc hoac thdong bdo
. ~ d hi
10i néu nhu“truy |V§Il njy khong ﬁ@' (2 &C 'duoc. | cdn.edu.vn g
thé thamxmeu tru)} ¥an (fen—m(}t—name—server Khae  Name Server |8
=5 | Trd 10i dia chi IP cUa
3 5 l cntt.cdn.edu.vn
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gUi truy van dang d& quy hodc tuong tic dén name server khic nhung
phdi thuc hién cho dén khi ndo c6 k&t qud mdi thoi.

DNS server kidrm tra forward lbokup zone va cache 48
g lai queny

Recursive query cho
mail.csc.edu
w V... 172.16.64.11

.
...........

méy1 DNS Server nQibd

- Truy van tuong tic (Iteractive query): khi name server nhan dudgc truy

van dang nay, né trd 10i cho Resolver v&i thong tin tOt nhat ma né cé6 dugc
vao thOi di€m lic d6. Ban thidn name server khong thuc hién bat c mOt truy
van nio thém. Thong tin tOt nhat trd vé cé th€ 1ay tu dir li€u cuc bO (k€ cd
cache). Trong truOng hgp name server khong tim thdy trong d{ li€u cuc bd né

s€ trd vé tén mi€n va dia chi IP cUa name server gan nhat ma né biét.

3.2. Phén gidi IP thanh tén mdy tinh

Anh xa dia chi IP thanh tén mdy tinh dugc ding d€ dién dich céc tap tin
log cho dé doc hon. N6 con dung trong mOt s@ trudGng hop chlng thuc trén
hé thOng UNIX (ki€m tra cic tap tin .rhost hay host.equiv). Trong khong
gian tén mién da néi G trén d 1i€u -bao gbm cd dia chi IP- dugc 1ap chi muc
theo tén mién. Do d6 v6i mOt tén mién da cho viéc tim ra dia chi IP kh4 dé

dang.

Trang 31



Qudn tri mang 1

DE c6 th€ phan gidi tén mdy tinh cUa mot dia chi IP, trong khong gian tén
mién ngUdi ta bo sung thém mOt nhanh tén mién ma dudc 1dp chi muc theo
dia chi IP. Phan khong gian ndy c6 tén mi€n 13 in- addr.arpa.

MOi nit trong mi€n in-addr.arpa c¢6 mOt tén nhin 1a chi sO thdp phan
cUa dia chi IP. Vi du mién in- addr.arpa c6 th€ c6 256 subdomain, tuong
Ung v6i 256 gid tri tUr 0 dén 255 cla byte dau tién trong dia chi IP. Trong moi
subdomain 13i c¢6 256 subdomain con n{ta Ung v3i byte th( hai. C(* nhu' thé va
dén byte th( tu c6 cdc ban ghi cho biét tén mién day dU cUa cic mdy tinh hodc
cdc mang cé dia chi IP tuong Ung.

P address 15.16.192.152

= hostname winnie.corp.hp.com

Luu y khi doc tén mi€n dia chi IP s& xudt hi€én theo th0 tu ngudc. Vi
du néu dia chi IP cUa mdy winnie.corp.hp.com 1a 15.16.192.152, khi 4nh xa
vao mién in-addr.arpa s€ 1a 152.192.16.15.in- addr.arpa.

4. MOt s6 khai niém co ban
Muc tiéu:
- Trinh bay dugc céc khdi ni€ém cO ban.

4.1. Domain name va zone

MOt mi€én gbm nhi€u thuc thé nhd hon g0i 12 mi€én con (subdomain). Vi
du, mi€én ca bao gdm nhi€u mi€n con nhu ab.ca, on.ca, qc.ca,.. . Ban c6 thé Oy
quyén moOt s6 mi€n con cho nhitng DNS Server khic qudn 1y. Nhitng mién va
mi€n con ma DNS Server dugc quyén qudn 1y goi 12 zone. Nhu vy, mOt Zone
c6 th€ gbm mOt mi€én, mOt hay nhi€u mi€n con.

Céac loai zone:
- Primary zone: Cho phép doc va ghi cO s& d{r liéu.
- Secondary zone: Cho phép doc ban sao cO s& d{r liéu.
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- Stub zone: ch(a ban sao cO sG d{ 1li€u cla zone nao do, né chi chra chi mot
vai RR(Resource Record).
4.2. Fully Qualified Domain Name (FQDN)

MOi niit trén ciy c6 mOt tén goi(khdng chlta ddu cham) dai t0i da 63 ky
tU. Tén rbng danh riéng cho gbc (root) cao nhat va bi€u dién bGi ddu cham.
MOt tén mi€én day dU cUa moOt nit chinh 13 chudi tudn tU cic tén goi cUa nit
hién tai di ngugc 1én nit gOc, mOi tén g0i cich nhau b3i ddu chdm. Tén mi€n
c6 xudt hién dau cham sau cling dugc goi 1a tén tuyét dOi (absolute) khic vdi
tén tuong dGi la tén khong két thic bang dau cham. Tén tuyét dbi ciing dugc
xem 12 tén mién day dU da dugc chlng nhan (Fully Qualified Domain Name —
FQDN).

4.3. Su Uy quyén(Delegation)

MOt trong cdc muc tiéu khi thi€t k€& hé thOng DNS 12 kha néng quén ly phéan
tan thong qua cO ché uy quyen (delegatlon) Trong mOt mi€n cé thé t6 chitc
thanh nhi€u mi€én con, mOi mién con c6 thé dugc uy quyen cho mOt t6 chirc
khdc va tG chlrc d6 chiu trach nhi€m duy tri thong tin trong mi€n con nay. Khi d6,
mién cha chi can moOt con trd trd dén mi€n con nay d€ tham chi€u khi cé cic
truy van.

Khong phdi mOt mi€n ludn ludn t6 chlc mi€n con va uy quyén toan bd cho
cdc mi€n con nay, c6 th€ chi c¢6 vai mi€n con dugc Uy quyén.

4.4. Forwarders

La kY thudt cho phép Name Server ndi bd chuyén yéu cau truy van cho céc
Name Server khac d€ phan gidi cic mi€n bén ngoai.

4.5. Stub zone

La zone ch(fa bang sao cd s& d{t liéu DNS tU master name server,
Stub zone chi ch(ta cdc resource record can thi€t nhu: A, SOA, NS, m6t hodc
vai dia chi cUa master name server h0 trg cG ch€ cap nhat Stub zone, ché chiing
thUc name server trong zone va cung cap cO ch€ phan gidi tén mi€én dugc hi€u
qud hon, don gidn héa cong tic quan tri.

4.6. Dynamic DNS

Dynamic DNS 14 phuong thUc 4nh xa tén mién t&i dia chi IP c6 tan xudt
thay d6i cao. Dich vu DNS d6ng (Dynamic DNS) cung cdp mOt chuOng trinh dac
biét chay trén mdy tinh clUa ngu0Oi sU dung dich vu dynamic DNS goi la
Dynamic Dns Client. ChuOng trinh nay giam sat suf thay dGi dia chi IP tai host va
lién hé véi hé thong DNS moi khi dja chi IP cla host thay d6i va sau dé update
thong tin vio cO s& d{r 1iéu DNS vé su thay dGi dia chi dé.

4.7. Active Directory-integrated zone
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S dung Active Directory-integrated zone c6 mOt sO thudn 10i sau:

- DNS zone luu tr(t trong trong Active Directory, nhO cO ch€ nay ma d{r
liéu dugc bdo mat hon.

- SO dung cO ché nhan ban cla Active Directory d€ cap nhan va sao chép
cO s& d{r liéu DNS.

- SU dung secure dynamic update.

- SU dung nhi€éu master name server d€ qudn ly tén mi€n thay vi sU
dung mét master name server.

5. Phan loai Domain Name Server

Muc tiéu:
- Trinh bay duQc cdc loai tén Domain Server.

5.1. Primary Name Server

MOi mién phdi c6 mOt Primary Name Server. Server ndy dugc ding ki trén
Internet d€ quan ly mién. MQi ngudi trén Internet d€u bié€t tén mdy tinh va dia chi
IP cUa Server nay. NguOi quan tri DNS sé t0 chlc nhlng tap tin CSDL trén
Primary Name Server. Server nay c¢6 nhi€m vu phan gidi tat cd cdc mdy trong
mi€n hay zone.

5.2. Secondary Name Server

MOi mién c6 mOt Primary Name Server d€ qudn Iy CSDL cUa mi€én. Néu
nhU Server nay tam ngUng hoat dOng vi mOt 1y do nao d6 thi viéc phan gidi tén
may tinh thanh dia chi IP va ngugc l1ai xem nhu bi gidn doan. Viéc gidn doan nay
lam Anh huéng rat 16n dén nhiing t6 chlc c6 nhu cau trao dGi thong tin ra ngoai
Internet cao. Nham khac phuc nhugc di€m nay, nhiing nha thi€t k€ da dua ra
mOt Server dU phong goi 1a Secondary(hay Slave) Name Server. Server ndy c6
nhiém vu sao 1uu tat cd nhimg d{ 1iéu trén Primary Name Server va khi Primary
Name Server bi gidn doan thi n6 s& ddm nhan viéc phan gidi tén mdy tinh
thanh dia chi IP va nguQc lai. Trong mOt mi€én c6 th€ c6 mOt hay nhi€u
Secondary Name Server. Theo mOt chu ky, Secondary s€ sao chép va cap nhat
CSDL tur Primary Name Server. Tén va dia chi IP cUa Secondary Name Server
cting dugc moi ngudi trén Internet biét dén.

5.3. Caching Name Server

Caching Name Server khong cé bat ky tap tin CSDL nao. N6 ¢6 chlc ning
phan gidi tén may trén nh{tng mang & xa thong qua nhirng Name Server khdc. N6
luu gilr 1ai nhiing tén mdy da dugc phan gidi trudc dé va dugc sU dung lai
nh(ing thong tin nay nham muc dich:
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- Lam ting tOc d0 phan gidi bang cdch s dung cache.

- Gidm bdt gdnh nang phan gidi tén mdy cho cdc Name Server.

- Gidm viéc luu thong trén nhitng mang 16n.

6. Resource Record (RR)

RR 12 mau thong tin dung d€ md ta cic thong tin vé€ cd sG dif liéu DNS, céc
mau tin nay duoc luu trong cac file co s&@ d liéu DNS
(\systemroot\system32\dns).

6.1. SOA(Start of Authority)

Trong moi tap tin CSDL phdi c¢6 mdt va chi mOt record SOA (start of
authority). Record SOA chi rarang mdy chU Name Server 13 nGi cung
cadp thong tin tin cdy to dir li€u c6 trong zone.

Ct phdp cUa record SOA.

[tén-mi€n] IN SOA [tén-server-dns] [dia-chi-email] (

serial number;

refresh number;

retry number;

experi number;

Time-to-live number)

- Serial : Ap dung cho moi d{f liéu trong zone va 1a 1 s6 nguyén. Trong vi du,
gia tri ndy bat dau tUr 1 nhung thong thudng ngudi ta sU dung theo dinh dang
thOi gian nhu 2012032501. Pinh dang nay theo ki€u YYYYMMDDNN, trong d6
YYYY la nim, MM la thang, DD la ngay va NN s 1an sUta dGi d(r liéu zone trong
ngay. Bat k€ 1a theo dinh dang nao, ludn ludén phdi ting sO nay 1én moi 1an slra
dGi d{r 1iéu zone. Khi mdy mdy chU Secondary lién lac v3i may chU Primary,
trudc tién n6é s€ hoi sO serial. N€u s serial cla mdy Secondary nhd hon s serial
clUa mdy Primary tUc 12 d{t li€u zone trén Secondary dd cii va sau d6 may
Secondary sé€ sao chép dr li€u mdi tU mdy Primary thay cho d{r li€u dang c6 hién
hanh.

- Refresh: Chi ra khodng thdi gian mdy chU Secondary ki€m tra d( liu zone trén
may Primary d€ cép nhat n€u can. Trong vi du trén thi c& mbi 3 gi® mdy chu
Secondary s€ lién lac v&i mdy chU Primary d€ cap nhat dt liéu néu cé. Gia tri
ndy thay d0i tuy theo tan sudt thay d6i d(¥ li€u trong zone.

- Retry: néu may chU Secondary khong k€&t n6i dugc vGi mdy chl Primary
theo thOi han md ta trong refresh (vi du mdy chu Primary bi shutdown vao lic dé
thi mdy chU Secondary phdi tim c4ch k€t ndi 1ai v4i mdy chl Primary theo mot
chu ky th®i gian m6 ta trong retry. Thong thuOng gid tri nay nhd hon gia tri
refresh.
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- Expire: N&u sau khodng thOi gian nay ma mdy chU Secondary khong két ndi
dugc vGi mdy chU Primary thi d{t li€u zone trén mdy Secondary s€ bi qud han.
MOt khi d{r li€u trén Secondary bi qua han thi mdy chl nay s& khong trd 18i moi
truy van v€ zone nay n(a. Gi4 tri expire nay phdi 16n hon gid tri refresh va gia tri
retry.
- TTL: Viét tat cla time to live. Gid tri nay d4p dung cho moi record trong zone
va dugc dinh kém trong thdng tin trd 10i mOt truy van. Muc dich cUa né 1a chi ra
thdi gian ma cdc mdy chU Name Server khdc cache lai thong tin trd 10i. Viéc
cache thong tin trd 10i gitip gidm luu IUQng truy van DNS trén mang.
6.2. NS (Name Server)

Record ti€p theo can cé trong zone l1a NS (name server) record. MOi Name
Server cho zone s€ c6 mOt NS record.
Cu phap:
[domain_name] IN NS [DNS-Server_name]
Vi du: Record NS sau:
gtm.com. IN NS dnsserver.qtm.com.
gtm.com. IN NS server.qtm.com.
chi ra 2 name servers cho mi€én gtm.com

6.3. A (Address) va CNAME (Canonical Name)

Record A (Address) 4nh xa tén mdy (hostname) vao dia chi IP. Record
CNAME (canonical name) tao tén bi danh alias trd vao mOt tén canonical. Tén
canonical 1a t&én host trong record A hodc 1ai trd vao 1 tén canonical khéc.

Cu phép record A:

[tén-mdy-tinh] IN A [dia-chi-IP]

Vi du: record A trong tap tin db.qtm
server.qtm.com. IN A 172.29.14.1
diehard.qtm.com. IN A 172.29.14.4

// Multi-homed hosts
server.gtm.com. IN A172.29.14.1
server.qtm.com. IN A192.253.253.1
6.4. AAAA

Anh xa tén may (hostname) vao dia chi IP version 6

Cu phap:
[tén-may-tinh] IN AAAA [dia-chi-IPv6]
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Vidu
Server IN AAAA 1243:123:456:789:1:2:3:456ab
6.5. SRV
Cung cap cO ché dinh vi dich vu, Active Directory st dung Resource
Record nay d€ xic dinh domain controllers, global catalog servers,
Lightweight Directory Access Protocol (LDAP) servers.
Cac field trong SVR:
- Tén dich vu service.
- Giao thUc sUr dung.
- Tén mi€n (domain name).
- TTL vaclass.
- Priority.
- Weight (ho trg load balancing).
- Port cUa dich vu.
- Target chi dinh FQDN cho host ho trg dich vu.

6.6. MX (Mail Exchange)

DNS diing record MX trong viéc chuy&n mail trén mang Internet. Ban dau
chlc ning chuyén mail dua trén 2 record: record MD (mail destination) va record
MF (mail forwarder) records. MD chi ra dich cudi cing clUa mOt thong di€p mail
c6 tén mi€én cu th€. MF chi ra mdy chU trung gian s& chuy&n ti€p mail dén duoc
may chUl dich cudi ciing. Tuy nhién, vi€c tG chlc nay hoat ddng khong tt. Do
dé, ching dudgc tich hgp 1ai thanh mot record 1a MX. Khi nhan dugc mail, trinh
chuy€n mail (mailer) s& dua vio record MX d€ quyét dinh duOng di clla mail.
Record MX chi ra mOt mail exchanger cho m6t mién - mail exchanger 12 moOt
mdy chl xU 1y (chuy€n mail dén mailbox cuc bd hay lam gateway chuyén
sang mOt giao thUc chuy&n mail khiac nhu UUCP) hodc chuyén ti€p mail
dén mOt mail exchanger khic (trung gian) gan vOi minh nhat d€ dén tGi mdy
chU dich cuGi cling hon dung giao thifc SMTP (Simple Mail Transfer Protocol).

PE€ tranh viéc gli mail bi 1dp lai, record MX cé thém 1 gid tri b6
sung ngoai tén mi€n cUa mail exchanger 12 1 sO th( tu’ tham chi€u. Pay 1a gid
tri nguyén khong ddu 16-bit (0-65535) chi ra th( tU uu tién cUa cdc mail
exchanger.

Cu phép record MX:
[domain_name] IN MX ([priority] [mail-host]
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Vi du record MX sau :
qtm.com. IN MX 10 mailserver.qtm.com.

Chi ra mdy chU mailserver.qtm.com 12 mét mail exchanger cho mién
gtm.com vG@i sO thU ty tham chiéu 10.

Chud y: cdc gid tri ndy chi ¢6 y nghia so sdnh v@i nhau. Vi du khai bdo 2
record MX:

gtm.com. IN MX 1 listo.qtm.com. gtm.com. IN MX 2 hep.qtm.com.

Trinh chuyén thu mailer s€ th( phan phét thu' d€n mail exchanger c6 sO th(
tU tham chi€u nhO nhat trudc. N€u khong chuy€n thu dugc thi mail exchanger
vGi gid tri k€ sau s& dugc chon. Trong truOng hgp c¢6 nhi€u mail exchanger ¢
ciing sO tham chi€u thi mailer s chon ngau nhién gilta ching.

6.7. PTR (Pointer)

Record PTR (pointer) diing d€ 4nh xa dia chi IP thanh Hostname.
Cu phap:

[Host-ID.{Reverse_Lookup_Zone}] IN PTR [t€n-mdy-tinh]
Vi du:
Cac record PTR cho céc host trong mang 192.249.249:
1.14.29.172.in-addr.arpa. IN PTR server.qtm.com.

7. Cai dat va cau hinh DNS
Muc tiéu:
- Thuc hién duoc qud trinh cai dat va c8u hinh DNS.

Cé6 nhi€u cich cai dat dich vu DNS trén mdi trudng Windows nhu: Ta c6
th€ cai dat DNS khi ta ning cap may chU 1én domain controllers hodc cai dat
DNS trén mdy stand-alone Windows 2003 Server.

7.1. Cdc bu@c cai dat dich vu DNS

Khi cai dat dich vu DNS trén Windows 2003 Server doi hdi may nay phdi
duoc cung cdp dia chi IP tinh, sau ddy 12 mOt s& budc cO ban nhat d€ cai dat
dich vu DNS trén Windows 2003 stand-alone Server.

- Chon Start | Control Panel | Add/Remove Programs.

- Chon Add or Remove Windows Components trong hOp thoai Windows
components.
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- TU hOp thoai & budc 2 ta chon Network Services sau d6 chon niit Details

Windows Components
You can add or remove compenents of Windaws,

To add or remove & component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a companent, click
Details.

Components

ools E1ME |
25 ME
00ME _|

1 B Remote Installation Services 20MB
[ Teminal Server nnwe =l

Description: Contains & wariety of specialized, network-related services and protocals

Total disk space required 23M8 Detais
Spacs available on disk 12695.8 MB =

- Chon tuy chOn Domain Name System(DNS), sau d6 chOn niut OK
51

To add of remove @ companent, dlick the check box. & shaded box means that only part
of the cempanent willbe installed. Ta see whet's inchided in & camparent, click Detall

Subgompanents of Metworking Services:

i & Domain Mame System [DNS)
[ /= Dynanic Host Configuation Protocol [DHCF)
) 3 Internet Authentication Service 0.0MB
) B RPL over HTTF Prosy 0.0ME
1 2 Simple TCP/IP Services 0.0MB
] [ =V windaws Intemet Name Service [W/INS) 0.3ME

Description: Sets up & DINS server that answers query and update 1squests for DNS

e D [
- Chon Next sau dé hé thOng s€ chép cac tap tin can thi€t d€ cai dat dich
vU (ban phdi ddm bao c6 dia DVDROM Windows 2003 trén may cuc b0
hodc c6 th€ truy xudt tai nguyén nay tUf mang). Chon niit Finish d€ hoan tat
quad trinh cai dat.

7.2. Cau hinh dich vu DNS

Sau khi ta cai dat thanh cong dich vu DNS, ta c6 th€ tham khdo trinh qudn
1y dich vu nay nhu sau:
- Ta chon Start | Programs | Administrative Tools | DNS. Néu ta khong cai
DNS cung v&i qua trinh cai dat Active Directory thi khong cé zone nao
dugc cdu hinh mdc dinh.
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and specifying root hints and for:

To configure the DRIS server, on the Ackion menu, dick
Configure a DHS server,

- Event Viewer: Day trinh theo doi su' kién nhat ky dich vu DNS, n6
s€ luu tr(t cdc thdng tin vé&: canh gidc (alert), cAnh bdo (warnings), 10i
(errors).
- Forward Lookup Zones: Ch(ra tat cd cdc zone thudn cUa dich vu DNS,
zone nay duQc luu tai may DNS Server.

- Reverse Lookup Zones: ChUa tat cd cic zone nghich cUa dich vu DNS, zone

nay dugc luu tai may DNS Server.
7.2.1. Tao Forward Lookup Zones

Forward Lookup Zone d€ phan gidi dia chi Tén may (hostname) thanh dia chi
IP. D€ tao zone nay ta thuc hién cic budc sau:
- Chon nut Start | Administrative Tools | DNS.
- Chon tén DNS server, sau d6 Click chuQt phdi chon New Zone. Chon Next

trén hOp thoai Welcome to New Zone Wizard.
- Chon Zone Type 1a Primary Zone | Next.

New Zone Wizard x|
Zone Type Q
The DNS server sUpports various bypes of zones and storage. .

Select the type of zone you wank to create:

" Secondary zone
Creates a copy of a zone that exists on anather server. This option helps balance
the processing load of primary servers and provides Fault tolerance.

€ Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Autharity
(504}, and possibly glue Host {A) recards. A server containing a stub zone is not
authoritative For that zone,

I™ | Store the zone in Active Directory (avaiable only if DNS server s .a domain controler)

< Back I ext = I Cancel | Help |

- Chon Forward Lookup Zone | Next
- Chi dinh Zone Name d€ khai bo tén Zone (Vi du: csc.com), chon Next.
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Zone Name
‘What is the name of the new zone?

The zone name specifies the portion of the DMS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
ar & portion of the domain name (For example, newzone.micrasoft.cam). The zane name is
ot the name of the DMS server,

ZOne name:

£SC,C0M

Far mare information about zone names, click Help,

< Back I Mext = I Cancel | Help |

-TU hOp thoai Zone File, ta cé thé tao file luu trlf co sd dit liéu cho
Zone(zonename.dns) hay ta c6 thé& chi dinh Zone File di tOn tai san (tat ca
céc file nay dugc 1uu trlr tai %systemroot%\system32\dns), ti€p tuc chon
Next.

-HOp thoai Dynamic Update d€ chi dinh zone chdp nhdn Secure
Update, nonsecure Update hay chon khong st dung Dynamic Update,
chon Next.

New Zone Wizard x|

Dynamic Update ?
‘iou can specify that this DNS zone accepts secure, nonsecurs, of no dynamic .
updates,

Dynamic updates enable DS dient computers to register and dynamically update their
resource records with a DMS server whenever changes ocour,

Select the type of dynamic updates you want ko allow:

€ Allaw only secure dynamic updates (resommended For Active Direckory)
This option is available only For Active Directory-integrated zanes.

(o) Allows bath nansecure and secure dynamic updates:
Dynamic updates of resource records are accepted from any client.

& This option is a significant security vulnerability because updates can be
accepted from untrusted sources,

Do not allow dynamic updates
Dynamic updates of resource records are nok accepted by this 2one, You must update
these records manually.

< Back I Mext = I Cancel Help

- Chon Finish dé€ hoan tat.

7.2.2. Tao Reverse Lookup Zone
Sau khi ta hoan tat qud trinh tao Zone thudn ta s€ tao Zone nghich (Reverse

Lookup Zone) d€ ho trg@ cd ché phan gidi dia chi IP thanh tén may(hostname).

-PE& tao Reverse Lookup Zone ta thuc hién trinh tu cidc bu@c sau: Chon
Start | Programs | Administrative Tools | DNS. Chon tén cUa DNS server,
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Click chuOt phdi chon New Zone
- Chon Next trén hOp thoai Welcome to New Zone Wizard. Chon Zone Type
la Primary Zone | Next. ChOn Reverse Lookup Zone | Next.
- Gd phan dia chi mang(NetID) cUa dia chi IP trén Name Server | Next.

New Zone Wizard x|

Reverse Lookup Zone Name Q
A reverse lookup zone translates IP addresses into DNS names., .

Toidentify the reverse lookup zone, bype the network ID or the name of the zone.,
& Network ID:
172 .29 14 .

The network ID is the portion of the IP addresses that belongs to this zone, Enter the
network, ID inits normal (not reversed) order,

If ywou use a zero in the netwaork 1D, it will appear in the zone name, For example,
network ID 10 would create zone 10.in-addr. arpa, and network ID 10,0 would create
zone 0, 10.in-addr . arpa.

"~ Reverse lookup zone name:
14,29,172.in-addr.arpa

For more information on creating a reverse lookup zone, click Help.,

< Back. I Mext = I Cancel | Help |

- Tao m&i hay s dung tap tin IUu tr(f co s& d{f li€u cho zone ngUQc, sau
d6 chon Next.
=

Zone File Q
‘fou can create a new zone file or use a file copied From another DNS server, .

Do you wank to create a new zone file or use an existing file that you have copied
from another DNS server?

& Lreate a new file with this file name:;

I 14,29,172.in-addr . arpa.dns

" Use this existing Fils:

To use this existing file, ensure that it has been copied to the Folder
YeSystemRaot%\svstem32idns on this server, and then click Mext,

< Back I Mext = I Cancel Help

-HOp thoai Dynamic Update d€ chi dinh zone chdp nhdn Secure
Update, nonsecure Update hdy chon st dung Dynamic Update, chOn Next.
Chon Finish d€ hoan tat.
Bai tap thuc hanh clla hoc vién
1. Cai dat dich vu DNS.
2. Cau hinh dich vu DNS.

HUONG DAN THUC HIEN
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1. Cai déit dich vu DNS

Khi cai dat dich vu DNS trén Windows 2003 Server doi hdi may nay phai
dugc cung cap dia chi IP tinh, mdy tinh phdi k€t ndi véi HUB/SWITCH, sau day
12 mOt s6 budc cO ban nhat d€ cai dat dich vu DNS trén Windows 2003
stand-alone Server.

Chon Start | Control Panel | Add/Remove Programs.
Chon Add or Remove Windows Components trong hOp thoai Windows

components.
Tu hdp thoai & budc 2 Windows components ta chon Network Services sau dé

chon niit Details

Windows Components
*Y'ou can add or remove components of 'Windows.

To add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component. click
Details.

LComponents:
(] Eﬁ] tdanagement and Manitoring Tools
:: MNetworking Services

G1ME =]

26 MB

(m} ngher Metwark File and Print Services 00ME |
O Femote Installation Services 20MB

M1 W Terminal Server nnmp I

Description: Contains a vaniety of specialized, netwark-related services and protocals.

Total disk space required: 29HMB Detaiks |
Space available on disk: 12895.8 MB —

< Back I Hest » I Cancel | Helg |

Chon muc Domain Name System(DNS), sau d6 chOn nit OK
x

Tao add or remave a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metwarking Services:

O Drynamic: Host Configuration Protocol [DHCF)

O Internet Authentication 5ervice 0.0MB
[ EVRPC over HTTF Prasy 0.0 MB
O Simple TCPAP Services 0.0Me
O Windows Internet Mame Service [WINS) 0.9Me
[
Description:  Sets up a DMS server that answers query and update requests for DNS
hames

Total disk space required: 29MB Detais...
Space available on disk: 12895.6 MB —I
ak. I Cancel |

Chon Next sau d6 hé thOng s€ chép cac tap tin can thi€t d€ cai dat dich vu
(ban phdi ddm bdo c6 dia DVDROM Windows 2003 trén may cUc b0 hoac ¢6
th€ truy xudt tai nguyén nay tU mang). Chon nit Finish d€ hoan tat qua trinh cai
dat.

Trang 43



Qudn tri mang 1
2. Cau hinh dich vu DNS

Sau khi ta cai dat thanh cong dich vu DNS, ta c6 thé tham khdo trinh quan ly
dich vU nay nhu sau:

Ta chon Start | Programs | Administrative Tools | DNS. Né€u ta khong cai
DNS cung v0i qud trinh cai dat Active Directory thi khong c6 zone nao dugc
cdu hinh mdc dinh.

—iof ]
,E,‘ File  Action Yiew ‘Window Help |;|i|£|
e - |[BE| X E 2|8 B
(& Dns NHON
=8

Farward Lookup Zones =

{1 Reverse Lockup Zones \l) Configure a DNS Server

E-{]] Event Viewer
The Domain Mame Systerm (DMS) is a hierarchical
naming system used For locating computers and
network services, DMS is best known For translating
friendly DMS domain names ta IP addresses and
network, services.

This DMS server has not been configured.
iZonfiguration includes creating Forward and reverse
lookup zones and specifying root hints and Forwarders.

To configure the DMS server, on the Action menu, click
Configure a DMS server.

| | |

- Event Viewer: Day trinh theo d&i sU ki€n nhat ky dich vu DNS, n6 sé

luu tr(t céc thong tin vE&: cdnh gidc (alert), cAnh bio (warnings), 10i (errors).

- Forward Lookup Zones: Chla tat cd cic zone thudn cUa dich vu DNS,
zone nay dudgc luu tai may DNS Server.

- Reverse Lookup Zones: Chlra tat ca cic zone nghich cUa dich vu DNS,
zone nay dugc 1uu tai mady DNS Server.

2.1. Tao Forward Lookup Zones x|

Zone Type Q
- \ The DMS server supports various kvpes of zones and storage. .
Forward Lookup Zone de phan giai
. d A , N . Select the type of zone you want to create:
dla chl Tén may (hostname) thanh dia _
Chi IP. Dé ta 0 Zone nay ta th UC hlén py of a zone that can be updated directly on this server,
L 7 " Secondary zone
cac b UGC sau. Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance,
- Chon nut Start | Administrative " stub zone
" Creates a copy of a zone containing only Mame Server (N3}, Start of Authaority
(304}, and possibly glue Host (&) records, A server containing a stub zone is not
TOOlS | DNS . autharitative For that zone,
A = 1 Stare the zone in Active Ditectary (available only it DNE server is a domain contraller)
- Chon tén DNS server, sau do Click -

< Back I Mexk = I Cancel | Help |
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chudt phai chon New Zone. Chon Next trén hOp thoai Welcome to New Zone
Wizard.

- Chon Zone Type 1a Primary Zone | Next.
- Chon Forward Lookup Zone | Next
- Chi dinh Zone Name d€ khai bdo tén Zone (Vi du: csc.com), chon Next.
- TU hOp thoai Zone File, ta c6 thé tao file Iuu tr(t co s dt liéu cho
Zone(zonename.dns) hay ta c¢6 th& chi dinh Zone File d3 tOn tai san (tat ca cdc
file nay dudc 1uu tr(r tai %systemroot%\system32\dns), ti€p tuc chon Next.
-HOp thoai Dynamic Update d€ chi dinh zone chdp nhdn Secure Update,
nonsecure Update hay chOn khong s& dung Dynamic Update, chOn Next.

x|

Dynamic Update g
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic .
updates.

Dynamic updates enable DNS client computers to register and dynamically update their
resaurce records with a DS server whenever changes occur.

Select the type of dvnamic updates you want to allow:

= allove anly. secure dymamic updates (recommended For Active Directory)
This option is available only For Active Directory-integrated zones.

1+ llow both nonsecure and secure dynamic updates:
Dwnamic updates of resource records are accepted Fram any client.

& This option is a significant security vulnerability because updates can be
accepted From untrusted sources.

£ Do nat allow dynamic updates

Dwynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back I [ext = I Cancel | Help
Chi dinh Dynamic Update, chon Finish d€ hoan tat.

2.2. Tao Reverse Lookup Zone

Sau khi ta hoan tat qu4 trinh tao Zone thudn ta sé tao Zone nghich (Reverse
Lookup Zone) d€ ho trg co ché phan gidi dia chi IP thanh tén may(hostname).
D€ tao Reverse Lookup Zone ta thuc hién trinh tU cidc budc sau: Chon Start |
Programs | Administrative Tools | DNS. Chon tén cUa DNS server, Click chu0t
phdi chon New Zone x|

Reverse Lookup Zone Name Q
A reverse lookup zone translates IP addresses into DMS names. .
A A .
Chon NeXt tren hop thoa 1 To identify the reverse lookup zone, type the netwark ID or the name of the zone,
' MNebwork ID:
. =
Welcome to New Zone Wizard. T2 8 14
N . The network ID is the portion of the IP addresses that belongs to this zone, Enter the
Cth'l ZOIle Type la Pl'lmal'y network ID in its normal {not reversed) order.
If wou use a zero in the network 1D, it will appear in the zone name. For example,
Zone | NEXt. Chon Reverse netwark ID 10 would create zone 10.in-addr. arpa, and network ID 10,0 would create
zone 0,10.in-addr . arpa.
LOOkup Zone | NeXt. " Reverse lookup zone name:

G phan dia chi mang(NetID) cUa o

For more information on creating a reverse lookup zone, click Help.

< Back I Mext = I Cancel Help I
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dia chi IP trén Name Server | Next.

Tao m&i hay st dung tap tin
luu trf co s&@ d liéu cho zone

nguqgc, sau d6 chOon Next.

Qudn tri mang 1

New Zone Wizard

fou can creake a new zone file or use a file copied from another DNS server.

W

Do wou wank ko create a new zone file or use an existing File that you have copied
from another DMS server?

" LCreate a new Fils with Ehis File name:!

I 14.29,172.in-addr .arpa.dns

" Use this existing File:

To use this existing file, ensure that it has been copied ko the folder
“aSystemPook s \system32)dns on this server, and then click Mext.

<pack [ mext> |

Help

HOp thoai Dynamic Update d€ chi dinh zone ch@p nh@n Secure Update,
nonsecure Update hay chon khéng st dung Dynamic Update, chOn Next.

Chon Finish d€ hoan tat.

2.3. Thém tén mi€n (domain name)

Tai cla sO quadn ly domain
chon vao server va bam
chudt phdi hién 1én menu va
chon "New Domain..." d€
dién mOt domain moi .

Sau khi badm vao "New
Domain” né6 s€ xudt hién
clfa s6 cho phép ban dién
tén mi€n ma server dugc
phép qudn ly.

Sau khi dién bam "OK" dé
két thiic

2.4. Thém mot host moi

Marne

| Type

(same as parent folder)

Ell:l Forward Lookup £ . LA

-l WUpdate Server Data File

l:l Feverse Lo

Reload

Mew Host. ..

Mew Alias...

Mew Mail Exchanger. ..

Mew Domain. ..

Mew Delegation. ..
Other Mew Records, .,

View L4
Mew Window From Here

Skart af Auth,,
Mame Server
Haost

Tai clta s6 quan Iy DNS chon zone d3 tao va bam chult phdi chon "new host"
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[T 12 1 1 1 pp— -

Tree I Mame | Twpe
3‘ DM5 (el ktrn.vnn,vn Stan
=5 TEST

Reload
Mews Host, ..

Mew Alias. ..

Mew Mail Exchanger. ..
Meww Domain, .

Mew Delegation, .,
Ckher Mew Records. ..

Mew Window From Here

Xudt hién cUa sO cho phép ta khai bio host mGi

Location:

Iktm. WL Y

Mame [uszez parent domain name if blank]:

IWWW

IP address:
|2D3 162 .0 100

¥ Create azsociated pointer [PTR] record

| Add Host I Cancel |

Ban dién tén cUa host ma muOn tao. Tén cUa host s& dugc tu dOng di€én thém phan
domain d€ thanh tén day du cla host.

Vi du: nhu trén day 13 ving qudn 1y zone (location) 1a ktm.vnn.vn.

Vay khi ban dién Name 12 www va IP address 1a 203.162.0.100 thi sé tuong Ung
v6i dinh nghia domain www.ktm.vnn.vn. trd dén dia chi IP 203.162.0.100
www.ktm.vnn.vn. IN A 203.162.0.100

2.5. Tao moOt ban ghi web (tao bi danh)

Tai clra s6 quan 1y Domain va tén mién vUa tao va bam chudt phadi va chon
"New Alias" € tao mOt CNAME dén mOt host.
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Marne

| Tvpe | Daka

..... Ilpdate Server Data File

Meis Hosk, .,

Mew Alias. ..

Mew Mail Exchanger. ..
Mews Dornain. . .

Mew Delegation. .
Other Mew Records. ..

(dvde
(same as parent folder)
(same as parent folder)

=1 wiva

Bam va "New Alias..." s& xudat hi€n cUa sO cho phép khai bdo Alias

Mew Resource Record

Llias [CHAME] |

Parent damain:

Start of duth.,.  [1], test.ipva.vnn
Mame Server EEsk, Qv S, .,
Hosk 203.162.0.100

2]

Iktm.vnn. wh

Sliaz name [uses parent domain if left blank):

IWWW

Fully qualified nare for target host:

|ktm.\-'nn. W

Brows=e. . I

Ok I Cancel

Tai phan "Alias name" di€n tén tao alias va tai phan "Fully qualified name for
target host" dién tén day dU cUa mOt host ma muOn tao bi danh ( thuGng dugc s
dung cho webhosting) Vi du : www.ktm.vnn.vn. IN CNAME ktm.vnn.vn. Ta s& ¢6

trang web www.ktm.vnn.vn dat trén server web c6 tén 1a ktm.vnn.vn.

2.6. Tao mOt ban ghi thur dién tar (MX)
Tai clra s6 quan 1y DNS tai tén mi€én mudn tao ban ghi MX bam chult phai
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|J ALLn Rl |J b o I |t | | Elll | . IEI Iil ul\j‘] | E

Tree I Marme | Tvpe | pata
ERTE (Cwde
'Eq B TEST (same as parent folder) Start of Auth,.,  [1], tes
Ell:l Forward Lookup Z (same as parent Folder) Marne Server kest.ips
EI@ E Update Server Data File dider) H?St ]
Alias k. wn
l:l Rewverse picliand
Mews Host, ..
Mew alias. ..

Mew Mail Exchanger. ..

Mews Domain, ..
Mew Delegation, .,
Cther Mew Records. ..

View L

Sau khi bdm vao"New Mail Exchanger..” s& xudt hién cUa sG cho phép tao céc
thong s6 cho ban ghi mx

MNew Resource Record 2=

b ail Exchanger (]

Farent domair;

kkm.vnn. vn

Deliver mail addrezsed ta the fallawing host ar domain ta the mail serer
gpecified below [uzes parent domain if left Blanlk)].

Huoszt ar domain:

Imail

tail zerver:

Imr-hn.vnn.vn Browsze... |

bl ail server priority:;
|1 i

Dién tai "Host or domain" dién tén hodc dé trOng tén nay k&t hop v&i phan zone
"Parent domain" d€ tao thanh domain day dU cUa ban ghi thu dién t. Tai "Mail
server"” dién tén cUa server thu di€n tU va tai "Mail server priority” dién mUc d6 uu
tién cUa server thu dién tU (d0 18n cang nhd mUc Uu tién cang cao)

Vi du trén hinh ta ¢6: mail.ktm.van.vn IN MX 10 mr-hn.vnn.vn. Ta cé tén mi€n thu
dién t( mail.ktm.vnn.vn. ( ta c6 th€ tao dudc cic hOp thu abc@mail.ktm.vnn.vn )
dugc chlra tai server thu' dién tf mr-hn.vnn.vn v&i mUc Uu tién 13 10
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2.7. Chuyén quyén quan ly tém mién (delegate)
Tai clra sG quan 1y DNS tai domain mubn chuyén quyén qudn 1y bam chult
phai.

Tree I Marne | Type | D
1 DRS v
B B TEST (same as parent Folder) Start of Auth,..  [1
=271 Forward Lookup Z (same as parent Folder) Mame Server ke
: 2 . o
{ - [der Huost 2C
= @ Ipdate Server Data File ) i
| % N Alias kE
F-0 Reverse e Mail Exchanger  [1
Mew Host, ..
Mew Alias. ..

Mews Mail Exchanger. ..
Mew Domain,. ..

Mew Delegation. ..
Other Mew Records., .

Wigsta L
Mew Window From Here

Bam vao "New Delegation...” d€ hién cUa s6 cho phép chuyén quy€n quan ly tén
mién

MNew Delegation Wizard x|

Delegated Domain Mame g
Specify the name of the domain you want to create, !

Authority for the domain you create will be delegated to a different zohe.

Delegated domair;

Ial:uc:l

Fully qualified domain name:

Ial:u:.ktm. I

< Back I Hemst » I Cancel
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Pién phan domain ma ban mudn chuyén quyén quan 1y vao "Delegated domain"
Vi du & day dién 1a abc nghia 1a ban mudn chuyén quyén qudn ly domain
abc.ktm.vnn.vn. BAm "Next” d€ ti€p tuc

i
i J Name Servers Mew Resource Record
ik Y'ou can select one
Hi - Mame Server [M5]
‘4
! "E Specify the namez . Server hame:
: delegated zone. |vd|:-hnl:l1 T
Server Mame
|F address:
i | TR Add
|
Remove |
Ur_l
[ |
Add...

Hién clra s6 di€n vao "Server name" tén cla dns server s€ dugc phép quan ly tén
mién abe.ktm.vnn.vn. BA&m "Resolve” d€ xac dinh dia chi IP cUa dns server. Sau d6
bam "Ok" d€ két thiic. Vi du abc ktm.vnn.vn. IN NS vdc-hnO1.vnn.vn. TuGng Ung
tén mié€n abc ktm.vnn.vn s& dugc chuyén quyén vé dns server vdc-hnO1.vnn.vn dé

quan ly.
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Bai 3: DICH VU THU MUC ACTIVE DIRECTORY

Ma bai: MDb24-03

Muc tiéu cUa bai hoc:
- Trinh bay dugc cdu triic cUa Active Directory trén windows server;
- Cai dat va cau hinh dugc may di€u khi€n viing.
- Thuc hién cic thao tdc an toan v&i mdy tinh.

NOi dung chinh:

1. Active Directory
Muc tiéu:

- Trinh bay du'Qc cau triic cUa Active Directory trén windows server
1.1. Gi6i thiéu

AD (Active Directory) 12 dich vu thu muc cha cc thong tin vé cic tii nguyén
trén mang, c6 thé ma rOng va c6 khd ning tu di€u chinh cho phép ban quan ly tai
nguyén mang hi€u qud. P& c6 th€ lam viéc tOt v&i Active Directory, ching ta sé&
tim hi€u khai quat vé Active Directory, sau d6 khdo sat cac thanh phan cla dich vu
nay.

Céc d0i tuong AD bao gom dit 1i€u cla ngudi dung (user data), mdy in(printers),
mdy chU (servers), cd s@ d li€u (databases), cdc nhém ngU0Oi dung (groups), céc
mdy tinh (computers), va c4c chinh sdch bdo mat (security policies).

Ngoai ra mOt khai niém m&i dudgc s dung 1a container (tam dich 1a tap doi
tuong). Vi du Domain 12 mOt tap doi tugng ch(a thong tin ngUOi dung, thdng tin
cdc may trén mang, va ch(fa cic dOi tuong khic.

1.2. Chirc ning cUa Active Directory
- Luu gilt mOt danh sach tap trung céc tén tai khodn ngudi ding, mat khdu
tuong Ung va cdc tai khodn mdy tinh.
- Cung cdp mOt Server déng vai trdo chlng thuc (authentication server) hodc
Server quan 1y ding nhap (logon Server), Server nay con goOi 13 domain

controller (mdy di€u khién ving).
- Duy tri mOt bdng huGng dan hodc mdt bang chi muc (index) gidp cdc mdy

tinh trong mang cé th€ do tim nhanh mOt tai nguyén nio d6 trén cdc mdy tinh
khac trong vung

- Cho phép ching ta tao ra nhirng tai khodn nguGi dung vGi nhitng muUc
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d0 quyén (rights) khic nhau nhu: toan quyén trén hé thOng mang, chi cé
quyén backup d{ 1iéu hay shutdown Server tU xa...

- Cho phép ching ta chia nhd mién cUa minh ra thanh cdc mién con

(subdomain) hay cic don vi t6 chlic OU (Organizational Unit). Sau d6 ching

ta c6 th€ Uy quyén cho cdc qudn tri vién b0 phan quan ly tUng bO phdn nho.
1.3. Directory Services

1.3.1. Gi@i thiéu Directory Services
Directory Services (dich vu danh ba) 1a hé thOng thong tin ch(fa trong

NTDS.DIT va cic chuong trinh quan 1y, khai th4c tap tin nay. Dich vu danh ba
12 mdt dich vu cO s@ lam nén tadng d€ hinh thanh molt hé thOng Active
Directory. MOt hé thOng v&i nhiing tinh ning vugt trQi clia Microsoft.

1.3.2. Céc thanh phan trong Directory Services
Pau tién, ban phai bi€t dugc nhiing thanh phan cdu tao nén dich vu danh ba
12 gi? Ban c6 th€ so sanh dich vu danh ba v3i mOt quyén s6 luu s dién
thoai. C& hai déu ch(ra danh sich cUa nhi€u d0i tugng khic nhau ciing nhu
céc thong tin va thulc tinh lién quan dén c4c dOi tugng do.
a. Object (d0i tuong).
Trong hé thOng co s& d{r liéu, dOi tuong bao gbm cic may in, ngudi ding
mang, cic server, cic mdy tram, cdc thu muc dung chung, dich vU mang, ...
Po6i tuong chinh 1a thanh tO ciin bdn nhat cla dich vu danh ba.
b. Attribute (thuQc tinh).
MOt thuOc tinh md t3d mot dbi tugng. Vi du, mat khdu va tén 1a thudc tinh
clUa dO6i tugng ngudi dung mang. C4c dbi tuong khic nhau cé6 danh sich
thuOc tinh khic nhau, tuy nhién, cic dOi tugng khac nhau ciing c6 th€ c6 mot
sO thuQc tinh giOng nhau. LAy vi du nht mOt mdy in va mOt may tram cd hai
déu c6 mOt thubc tinh 1a dia chi IP.

c. Schema (cau tric t chiv).
MOt schema dinh nghia danh sich cic thudc tinh ding d€ mo td mot loai doi
tuong nao d6. Vi du, cho rang tat cd cdc doi tugng mdy in déu dugc dinh
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nghia bang cdc thudc tinh tén, loai PDL va tOc d6. Danh sich cdc d6i tugng

nay hinh thanh nén schema cho 18p d0i tugng “mdy in”. Schema c6 ddc tinh

12 tuy bi€n dugc, nghia la cdc thuOc tinh dung d€ dinh nghia mOt 16p dbi tuong
c6 thé slra d6i dugc. N6i tém 1ai Schema c6 thé xem 1a mOt danh ba cUa cdi
danh ba Active Directory.

d. Container (vat ch(ra).

Vat chra tuong tU v3i khai niém thu muc trong Windows. MOt thu muc ¢6

th€ chra cdc tap tin va cdc thU muc khac. Trong Active Directory, mOt vat

ch(ra c6 thé ch(ra ciac dbi tugng va cdc vat chlra khac. Vat ch(ra ciing ¢ céc
thuOc tinh nhu d6i twgng mac du vat chlra khong thé hién mot thuc th€ that
sU niao d6 nhu dOi tugng. C6 ba loai vat chira la:

- Domain: khai niém nay dudc trinh bay chi ti€t & phan sau.

- Site: mOt site 12 mOt vi tri. Site dugc dung d€ phan biét gilra cic vi trf cuc
b0 va cdc vi trf xa x6i. Vi du, cong ty XYZ c6 tOng hanh dinh dat & San
Fransisco, mOt chi nhdnh dat & Denver va mOt vin phong dai dién dat &
Portland két n6i vé tOng hanh dinh bang Dialup Networking. Nhu' vay
hé
thOng mang nay c6 ba site.

- OU (Organizational Unit): 12 mOt loai vat ch(ta ma ban c6 th€ dua
vao dé ngudi dung, nhém, mdy tinh va nhitng OU khic. MOt OU khong thé
chlta cac dOi tugng nam trong domain khic. NhO viéc mdt OU c6 thé
chlta cac OU khic, ban c6 thé xay dung mOt mé hinh th&t béc cla cic
vat chlra d€ md hinh hod cau tric clla mOt t& chlc bén trong mOt domain.
Ban nén si dung OU d€ gidm thi€u s6 lugng domain can phai thié€t 1ap
trén hé thOng.

e. Global Catalog.

- Dich vu Global Catalog dung d€ x4c dinh vi trf cla mOt dbi tUOng ma
ngU0i ding dugc cap quyén truy cap. Viéc tim ki€m dugc thuc hién xa
hon nhitng gi da c6 trong Windows NT va khong chi c6 th€ dinh vi dugc doi
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tuong bang tén ma c6 th€ bang ca nhimg thubc tinh cla d6i tugng.

- Gid s ban phdi in mOt tai liéu day 50 trang thanh 1000 ban, chdc chan
ban s& khong dung mOt mdy in HP Laserjet 4L. Ban s€ phdi tim mOt may
in chuyén dung, in vGi tdc d0 100ppm va c6 khd ning déng tai li€u thanh
quyén. NhG Global Catalog, ban tim ki€m trén mang mOt mdy in v&i cic
thulc tinh nhu vay va tim thdy dugc mOt may Xerox Docutech 6135. Ban
c6 th€ cai dat driver cho mdy in d6 va gl print job dén may in. Nhung
né€u ban G Portland va may in thi & Seattle thi sao? Global Catalog sé cung
cap thong tin nay va ban c6 th€ gli email cho chl nhan cUa may in, nhd ho
in gium.

- MOt vi du khdc, gid st ban nhan dugc mOt thu' thoai t&r mOt ngudi tén
Betty Doe G b0 phdn k€ todn. Poan thu thoai cla c6 ta bi cat xén va ban
khong thé bi€t dugc sO dién thoai clla cb ta. Ban c6 thé ding Global
Catalog d€ tim thong tin v& c6 ta nhO tén, va nhO dé ban c6 dugc sO dién
thoai cla co ta.

- Khi mOt d0i tugng dugc tao mdi trong Active Directory, dOi tugng dugc
gdan mOt con sO phan biét goi 12 GUID (Global Unique Identifier). GUID
cla mOt d6i tuwgng ludn ludn cO dinh cho dit ban ¢é di chuyén d0i tugng di
dén khu vuc khéc.

2. Cac thanh phan clia AD

Muc tiéu:
- Trinh bay duQc cdc thanh phan cUa Active Directory.

2.1. C8u triic AD logic
GOm cdc thanh phan: domains (viing), organization units (d0n vi tG chUc), trees
(hé ving phan cdp ) va forests (tap hgp hé viing phan cép) .
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|- Domain Tree

I Objects

Iw Dnmaln
::_“H-ﬂ__ | Organizational Unit | _j

- Forest -

2.1.1. Organizational Units.

Organizational Unit hay OU 12 don vi nhd nhat trong hé thOng AD, né dugc
xem 132 mOt vat ch(ra cic dGi tugng (Object) dugc ding d€ sap x€p cac doi
tuong khdc nhau phuc vu cho muc dich quan tri cla ban. OU ciing dugc thiét
1ap dua trén subnet IP va dugc dinh nghia 13 “mOt hodc nhi€u subnet két n0i tOt
vOi nhau”. Viéc st dung OU c6 hai cong dung chinh sau:

- Trao quyén ki€m soat mOt tap hop cdc tai khodn ngudi ding, mdy tinh hay
cic thi€t bi mang cho mOt nhém ngudi hay mOt phu td quan tri vién nao dé
(sub-administrator), tU d6é gidm
bt cong tic quan tri cho ngUdi
qudn tri toan bO hé thOng.

- Kiém sodt va khéa b6t mOt sO
chUc ndng trén cdc mdy tram cUa

S .
%/ Management

Sales Management

ngu’b’i dﬁng tI’Ol’lg ou th@l’lg qua Administrator Administrator

viéc s&r dung cic dOi tuong chinh
saich nhém (GPO), cic chinh siach
nhém nay ching ta s& tim hi€u G |
cic chuOng sau. '

~40 @as
’\{H _PIPI P

= et
3 -\/ Research
Research
Administrator

2.1.2. Domain

Domain 13 don vi chUc ning nong cOt
cla cdu tric logic Active Directory. N6 la

) Common security policy |

e o mrﬂ'
'PPI Trang 56




Qudn tri mang 1

phuong tién d€ qui dinh moét tdp hop nhlng ngudi dung, mdy tinh, tai
nguyén chia s& c6 nhlng qui tac bdo mat giOng nhau tU d6 gidp cho viéc
quan 1y cic truy cdp vao cdc Server dé dang hon. Domain dip Ung ba chic
nidng chinh sau:
- Péng vai trd nhu mOt khu vuc quan tri (administrative boundary) cic doi
tuong, 12 mOt tap hop cic dinh nghia qudn tri cho cic dOi tugng chia sé nhu:
c6 chung mOt cd s& dr li€u thu muc, cdc chinh sdch bdo mat, cac quan hé Uy
quyén v3i cdc domain khic.

- Gitip chiing ta quan 1y bdo mat cic cdc tai nguyén chia sé.

< Common security policy

- Cung cdp céic Server du phong lam chUc '|! ‘,‘_
ning diu khién ving (domain controller), Dom{\n\élrﬁger
dOng thOi dm bdo cic thong tin trén cdc Server / \
nay dugc dugc dong b0 v4i nhau. / W\

S 2
D

e

Domain Controller

2.1.3 Domain Tree

Domain Tree 13 cdu tric bao gOm nhi€u domain dugc sap x€p cb
cdp bac theo cdu tric hinh cAy. Domain tao ra dau tién duoc goi 1a
domain root vi nam & gbc cla ciy thu muc. Tat cd cic domain tao ra sau
s& nam bén dudi domain root va dudc g0i 1a domain con (child domain).
Tén cla cic domain con phdi khic biét nhau. Khi mOt domain root va it nhat
mOt domain con dugc tao ra thi hinh thainh mdt cAy domain. Khai niém nay
ban s€ thudng nghe thdy khi 1am viéc v3i mOt dich vu thu’ muc. Ban c6 thé
thdy cau triic s& cé hinh dang clUa m&t ciy khi c6 nhi€u nhinh xudt hién.
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Cay Domain

-a}——domain root

&t &
Momese. com

1=

| E a %

sal 85, Mom cSe. com testing. momcse.com

domain con

2.1.4. Forest

Forest (rUng) dugc xiay dung trén mOt hodc nhi€u Domain Tree, néi cich
khic Forest 13 tap hgp cdc Domain Tree cé thi€t 1ap quan hé va Uy quyén cho
nhau. Vi du gid s mOt cong ty nao d6, chang han nhu' Microsoft, thu mua mOt
cong ty khdc. Thong thuOng, mOi cong ty déu c6 mbt hé thOng Domain Tree
riéng va d€ tién quan 1y, cdc ciy niy s€ dugc hgp nhat vGi nhau bang mOt khai
ni€ém la rUng

Rimg

[
ﬁﬂ S o, PTG e, ST [Hlllﬂ II'H:mE'l-'I‘ com

techiutorials.com / /\ x].rzal:rl: coim
| A £ & |

Training.sales, citca, testing.  complia.lesting

i IMoImCLe. com TSGR, CoTh TR GOATY o
:fﬂ s
corpiechttorals. com admin. m_.rzabc COim

/\
j:ﬂ ﬁﬂ- E;!é_l jjﬂ

Trong vi dU trén, cong ty mcmcese.com thu mua duQc techtutorials.com va xyzabc.com va
hinh thanh rUng tU gdc memese.com

2.2. Cau triic AD vét ly

GOm: sites va domain controllers.
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= Dia ban (site): 12 tdp hgp cla mOt hay nhi€u mang con két n0Oi v&i nhau,
tao di€u ki€n truyén thdng qua mang dé dang, an dinh ranh gidi vat ly
xung quanh cic tai nguyén mang.
= Diéu khién ving (domain controllers): 14 mdy tinh chay Windows Server
ch(a ban sao d{F li€u ving. MOt viing c6 thé c6 mOt hay nhi€u di€u khién
viing. MOi su thay d6i d{f liéu trén mOt diéu khi€n ving s€ dugc tu dOng
cap nhat 1én cic di€u khi€n khéc cla ving.
3. CAIDPAT VA CAU HINH ACTIVE DIRECTORY
Muc tiéu:
- Cai dat va c8u hinh duoc mdy diéu khién ving.
- Gia nh@p mdy tram vao mdy di€u khién ving (join domain)

3.1. Nang cap Server thanh Domain Controller(DC)
3.1.1. Gibithiéu

Theo mdc dinh, tat cd cic mdy Windows Server 2003 khi m&i cai dat
déu 1a Server dOc 1ap (standalone server). Chuong trinh DCPROMO chinh
12 Active Directory Installation Wizard va dugc dung d€ niang cdp mOt may
khong phadi 1a DC (Server Stand-alone) thanh mOt mdy DC va ngudc lai gidng
cdp mOt mdy DC thanh mOt Server binh thudng. Chid y doi véi Windows
Server 2003 thi ban c6 th€ d6i tén mdy tinh khi da niang cap thanh DC.

Trudc khi nang cap Server thainh Domain Controller, ban can khai bdo day
du céc thong sO TCP/IP, dac biét 1a phai khai bio DNS Server c6 dia chi chinh
1a dia chi IP cUa Server can nang cap. N€u ban c6 khad niing cau hinh dich vu
DNS thi ban nén cai dat dich vu nay trudc khi ning cdp Server, con ngUdc
lai thi ban chon cai dat DNS tu dOng trong qud trinh ning cdp. C6 hai
cich d€ ban chay chuong trinh Active Directory Installation Wizard: ban
ding tién ich Manage Your Server trong Administrative Tools hodc nhdp
chudt vao Start \ Run, go 1énh DCPROMO.

3.1.2. Cdc buéc cai dat.

Chon menu Start \ Run, nhap DCPROMO trong hOp thoai Run, va nhan nit
OK.

Khi d6 hOp thoai Active Directory Installation Wizard xudt hién. Ban nhan
Next

Trang 59



Qudn tri mang 1
Chuong trinh xudt hién hOp thoai cdnh bdo: DOS, Windows 95 va WinNT
SP3 trd vé trudc s€ bi loai ra khdi mién Active Directory dua trén Windows
Server 2003. Ban chon Next d€ ti€p tuc

Trong hOp thoai Domain Controller Type, chon muc Domain Controller for
a New Domain vi nhdn chon Next. (Néu ban muOn b6 sung miy di€u
khié€n ving vao mOt domain c6 san, ban s& chon Additional domain
cotroller for an existing domain.)

Pén diy chuong trinh cho phép ban chon moOt trong ba lua chon sau: chon
Domain in new forest néu ban mudn tao domain dau tién trong mét rUng mdi,
chon Child domain in an existing domain tree n€u ban muOn tao ra mOt
domain con dua trén mOt cidy domain c6 san, chon Domain tree in an
existing forest n€u ban muOn tao ra mOt cdy domain md&i trong mOt rUng da cé
san.

HO6p thoai New Domain Name yéu cdu ban tén DNS day dU cUa domain ma
ban can xay dung

HOp thoai NetBIOS Domain Name, yéu cau ban cho biét tén domain theo
chudn NetBIOS d€ tuong thich v3i cic miay Windows NT. Theo mdc dinh, tén
Domain NetBIOS giOng phan dau cla tén Full DNS, ban c6 thé d0i sang tén
khdc hodc chdp nhan gia tri mdc dinh. Chon Next d€ ti€p tuc

HOp thoai Database and Log Locations cho phép ban chi dinh vi tri
luu tr(r database Active Directory va céc tap tin log. Ban c6 thé chi dinh vi tri
khdc hodc chdp nhan gia tri mdc dinh. Tuy nhién theo khuy€n cdo cla cic nha
quan tri mang thi ching ta nén dat tap tin ch(ra thong tin giao dich
(transaction log) @ mOt dia cUng vat 1y khic vGi dia clng chlra co s& d{t liéu
clUa Active Directory nham ting hiéu ning cUa hé thOng. Ban chon Next dé
t1ep tuc

HOp thoai Shared System Volume cho phép ban chi dinh vi tri cUa thu muc
SYSVOL. Thu muc nay phdi nam trén mOt NTFS5 Volume. T&t ca d{r liéu dat
trong thu muc Sysvel nay s& dugc tu ddng sao chép sang cidc Domain
Controller khic trong mi€n. Ban c6 th€ chdp nhdn gid tri mdc dinh hodc chi
dinh vi trf khic, sau d6 chon Next ti€p tuc. (N€u partition khong sU dung dinh
dang NTFS5, ban sé& thdy mOt thong bdo 10i yéu cau phdi d6i hé thOng tap tin).

DNS 12 dich vu phan gidi tén k€t hgp vGi Active Directory d€ phan gidi tén
cdc mdy tinh trong mi€n. Do dé d€ hé thOng Active Directory hoat ddng dugc
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thi trong mi€n phdi c6 it nhat mOt DNS Server phin gidi mi€n ma ching ta can
thi€t 1ap. Theo ding 1y thuyét thi ching ta phdi cai dat va cau hinh dich vu DNS
hoan chinh trudc khi ning cdp Server, nhung do hién tai cidc ban chua hoc vé
dich vU niy nén chiing ta chdp nhdn cho hé thOng tu dOng cai dat dich vu nay.
Ching ta s& tim hi€u chi ti€t dich vu DNS & gido trinh “Dich Vu Mang”. Trong
hOp thoai xudt hién ban chon 1Ua chon th( hai d€ hé thOng tu dOng cai dat va
cdu hinh dich vu DNS.

Trong hOp thoai Permissions, ban chon gid tri Permission Compatible
with pre-Windows 2000 servers khi hé thOng c6 cic Server phién bdn
truGc  Windows 2000, hoac chon Permissions compatible only with
Windows 2000 servers or Windows Server 2003 khi hé thOong cUa ban chi
toan cac Server Windows 2000 va Windows Server 2003.

Trong hOp thoai Directory Services Restore Mode Administrator
Password, ban s& chi dinh mat khdu ding trong truOng hop Server phdi
kh&i dOng vao ché dd Directory Services Restore Mode. Nhan chon Next dé€
ti€p tuc.

HOp thoai Summary xudt hi€n, trinh bay tat cd cic thong tin ban di chon.
Néu tat cd déu chinh xdc, ban nhan Next dé bat dau thuc hién qua trinh cai
dat, n€u c6 thdng tin khong chinh xdc thi ban chon Back d€ quay lai cac budc
trudc dé

HOp thoai Configuring Active Directory cho ban bi€t qu4 trinh cai dat dang
thuc hién nhiing gi. Qud trinh nay s& chi€m nhi€u thOi gian. Chuong trinh cai
dat ciing yéu cau ban cung cdp nguOn cai dat Windows Server 2003 d€ ti€n
hanh sao chép céc tap tin n€u tim khong thay

Sau khi qui trinh cai dat két thic, hOp thoai Completing the Active
Directory Installation Wizard xudt hién. Ban nhan chon Finish dé€ két thic.
Cudi cling, ban dudc yéu cau phdi khdi dOng 1ai mdy thi cic thong tin cai dat
md&i bat ddu cé hi€u luc. Ban nhdn chon niit Restart Now dé€ khéi dOng 1ai.
Qua trinh thing cap két thic.
3.2. Gia nh@p mdy tram vao Domain

3.2.1. Gibi thiéu

MOt mdy tram gia nhap vao mOt domain thuc su la viéc tao ra mOt
mOi quan hé tin cdy (trust relationship) gi(ta may tram dé v&i cic mdy
Domain Controller trong viing. Sau khi da thi€t 1ap quan hé tin cdy thi viéc
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chUng thuc nguOi dung logon vao mang trén mdy tram nay s€ do cdc may
diéu khi€én ving ddm nhiém. Nhung chd y viéc gia nhdp mOt mdy tram
vao mi€n phdi c6 su dbng y cUa ngUdi quadn tri mang cap mi€n va quan tri
vién cUc b0 trén mdy tram d6. N6i cach khdc khi ban mudn gia nhap mdt mdy
tram vao mi€n, ban phdi ding nhdp cuc bd vao mdy tram vOi vai tro 1a
administrator, sau dé gia nhap viao mién, hé thOng s& yéu cdu ban xdc thuc
bang mOt tai khodn ngudi dung cdp mién cé quyén Add Workstation to
Domain (ban c6 th€ dung tryc ti€p tai khodn administrator cap mi€n)

3.2.2. Cdc buoc cai dat

Ping nhdp cuc bd viao mdy tram vGi vai trd ngUOi qudn tri (c6 thé
ding truc ti€p tai khodn administrator).

Nhép phdi chult trén bi€u tugng My Computer, chon Properties, hOp thoai
System Properties xudt hi€n, trong Tab Computer Name, ban nhdp chu0t vao
nit Change. HOp thoai nhdp li€u xudt hién ban nhap tén mi€én clla mang can
gia nhap vao muc Member of Domain

Mdy tram dua trén tén mi€én ma ban da khai bio d€ tim d€n Domain
Controller gan nhat va xin gia nhap vao mang, Server s& yéu cdu ban xic
thuc vGi mOt tai khodn ngU0i dung cdp mién cé quyén qudn tri.

Sau khi xdc thuc chinh xdc va hé thOng chdp nhan mdy tram nay gia nhdp vao
mién thi hé thOng xudt hi€n thong bdo thanh cong va yéu cau ban reboot may
lai d€ ding nhdp vio mang.

Pén day, ban thdy hOp thoai Log on to Windows ma ban ding mbi ngay c6
vai di€u khac, d6 1a xuat hién thém muc Log on to, va cho phép ban chon mot
trong hai phan 1a: NETCLASS, This Computer. Ban chon muc NETCLASS
khi ban mubn ding nhdp vao mién, nhé rang lic nay ban phdi dung tai
khodn ngudi ding cdp mi€n. Ban chon muc This Computer khi ban mubn
logon cuUc b0 vao mdy tram nao va nhé dung tai khodn cuc b0 cla may

Bai tap thuc hanh cla hoc vién
1. Cai dat va cau hinh Active Directory (AD).
2. Gia nhap mdy tram vao Domain controller.

Hudng dan thuc hién:
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1. Cai dat va cau hinh AD

Chon menu Start \ Run, nhap
DCPROMO trong hOp thoai Run,
va nhan nit OK.

Khi d6 hlp thoai Active
Directory Installation Wizard xuat
hién. Ban nhan Next

Active Directory Installation Wizard e

Dperating System Compatibility

Active Directory Installation Wizard x|

Qudn tri mang 1

Welcome to the Active Directory
Installation Wizard

This wizard helps you install Active Directory services on this
server, making the server a domain controller,

|t this iz the fust ime pou have installed Active Directory, it iz
recommended that you first read the overview in Active
Directory Help.

To continue. click Next

Improved secumity settings in Windows Server 2003 affect older verzions of
Windows

Chuong trinh xudt hién hlp
thoai canh bdo: DOS, Windows 95
va WinNT SP3 tré vé truGc sé€ bi
loai ra khdi mi€én Active Directory
dua trén Windows Server 2003.
Ban chon Next d€ ti€p tuc

Trong hOp thoai  Domain
Controller Type, chOn muc Domain
Controller for a New Domain va
nhdn chon Next. (Néu ban muln
b6 sung may di€éu khi€n ving vao
mOt domain cé san, ban s& chon
Additional domain cotroller for an
existing domain.)

Diomain controllers running ‘wWindows S erver 2003 implement security settings that
require clients and other servers to communicate with those domain controllers in a more
SECLNE Way

The following older versions of Windows cannot meet the news requirements:
e ‘Windows 95
® wWindows NT 4 0SF3 or earier

By default. computers running those versions of \Windowes will not be able to log on with
a domain controller running ‘Windows Server 2003 or access domain resources.

For more nformation, ses tibity Hel

< Back

Cancel I

Active Directory Installation Wizard =l

Domain Controller Type

S pecify the role you want this server to have.

Do pou want this server to become a domain controller for a new domain or an
additional demain contraller far an existing domain?

& [omain controller for a new domairé

Select this option to create a new child domain, new domain tree, or new forest.
Thiz server will become the first domain controller in the new domain.

= Additional domain controller far an existing domain
& Proceeding with thiz option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported befare
continuing.

All encrypted data, such az EFS-encrupted files or e-mail, should be decrypted
before continuing or it will be permanently inaccessible.

< Back I Mext > I

Cancel
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Pén diy chuong trinh cho phép
ban chon mot trong ba IUa chOn sau:
chon Domain in new forest néu ban
muOn tao domain dau tién trong mOt
rUng md&i, chon Child domain in an
existing domain tree néu ban muOn
tao ra mOt domain con dua trén
mOt cdy domain c6 san, choOn
Domain tree in an existing forest
n€u ban mubn tao ra moOt cay

domain mdi trong mOt rlng da cé san.

HOp thoai New Domain Name yéu
cau ban tén DNS day dU cUa domain
ma ban can xiy dung (VD:
netclass.edu.vn)

HOp thoai NetBIOS Domain
Name, yéu cau ban cho biét tén
domain theo chudn NetBIOS dé
tuong thich vGi cic mdy Windows
NT. Theo mdc dinh, tén Domain
NetBIOS giOng phan dau cla tén

Qudn tri mang 1

Active Directory Installation Wizard x|

Create New Domain
Select which type of domain to create.

Create a new:

hiz is the first domain in your organization or if you want the new

domain to be completely independent of your cunent forest.

(" Child domain in an existing domain tree

|f you want the new domain to be a child of an existing domain. select this option.
Fu( exﬂnple pou coL,ld craata a new domain named
.com as a child domain of the domain

auample mlcmsuﬂ_ COMmL

" Domain tree in an existing forest

1f pou don't want the new domain to be a child of an existing domain, select this
option. Thiz will create a new domain triee that is separate from any existing trees.

< Back I Neﬂn I Cancel
k3

Active Directory Installation Wizard x|

New Domain Mame
Specify a name for the new domain.

Type the full DNS name for the new domain
[for example: headquarters. example microsoft. com].

Full DNS name far new domain:

netclass edu.vn

< Back I Heﬂb I Cancel

Wy

Active Directory Installation Wizard x|

NetBlOS Domain Name
Specify a NetBI0OS name for the new domain.

This is the name that users of earlier versions of Windows will use to identify the new
domain. Clhick Next to accept the name shown, of type a new name.

Domain NetBI0S name:
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Full DNS, ban c6 th€ dGi sang tén khdc hodc chdp nhén gid tri mac dinh. Chon
Next d€ ti€p tuc

Active Directory Installation Wizard x|

HOp thoai Database and
" : Database and Log Folders
LOg Locations ChO phép ban Specify the folders to contain the Active Directory database and log files
chi dinh vi tf luu _
- - . . R For best periformance and recoverability, store the database and the log on separate

database Active Directory va Lt

. a . . o - Whese d ¢ to store the Active Directory database?
cic tap tin log. Ban c6 theé chi S T

. h, . . * o - Database folder
dinh vl tri khic hoac chap [CAWINDOWSNTDS] Browse...
nh-an gla trl!7 n}la c dl nh' B a n ‘where do you want to store the &ctive Directory log?
chon Next de tiép tuc Log foder

|E:\WINDDWS\NTDS Browse...

¢ Back I et > I Cancel |

Wy

Active Directory Installation Wizard x|

Shared System Volume
Specify the folder to be shared az the spstem volume.

HOp thoai Shared System

Volume cho phép ban chi dinh R T e P e e
Vi trl cua thu mu_)c S¥SVOL The SYSVOL folder must be located on an NTFS volume.
Thu muc nay phai nam trén Enter alocation for the SYSVOL folder.
mOt NTFS Volume. Tat ca dr Eolder location:
CAWINDOWS \SYSVOL Browse. ..

liéu dat trong thu muc Sysvol
nay s€ dugc tu dOng sao chép

sang ciac Domain Controller
khdc trong mién. Ban cé th€ | E=SiEails -

g A ., . v . i FPermiszions
Chap nh_an gla tr| ma C d'nh Select default permissions for user and group objects. %
hodc chi dinh vi tri khdc, sau
. A Some server programs, such as Windows NT Remote Access Service, read information
dO Chon NeXt tlep tu C. stored on domain controllers.

" Pemissions compatible with predwindows 2000 server operating systems

Select this option if you run server programs on pre-windows 2000 server operating
systerns or on Windows 2000 or Windows Server 2003 operating systemns that are
members of prewindows 2000 domains.

Trong hép thOa 1 ) Anonpmous users can read information on this domain,
Permissions, ban chOn glé tri g iF‘gmissiDns compatible only with Windows 2000 of Windows 5 erver 20013
) - ) loperating syst i

0U TUN SEMVEr programs only on Win
e e il Rt e, 8

ated us can r imn this domain,
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Permission Compatible with pre-Windows 2000 servers khi hé thOng c6
cic Server phién ban truéc Windows 2000, hodc chon Permissions
compatible only with Windows 2000 servers or Windows Server 2003 khi
hé thdng cla ban chi toan cic Server Windows 2000 vi Windows Server
2003.

X
A . Directory Services Hestore Mode Administrator Password
Trong h0p thoa 1 Directory Lllizgassword is used when you start the computer in Directory Services Restore
SeerceS ReStore MOde Type and confim the passwo[r)d o wasrd to awgn to the Adrministrator account used
o o when thiz server iz started in Directorny Services Restore Mode.
AdmlnlStrator Password’ ba n The restare mode Administrator account is different from the domain Administrator
~ 2 . A P N account, The passwords for the accounts might be different, so be sure to remember
s€ chli dinh mat khau dung both
trong truOng hQp Server phai """
khdi dOng vao ché db SRS foooee
3 3 Far mare information about Directany Sernces Restore Mode, see Active Directamn Help.
Directory Services Restore
Mode. Nhan chon Next dé tiép

tuc.
Cancel
|
Summary
Review and confirm the options you selected.
You chose to;
Configure this server az the first domain controller in a new forest of domain trees.  «
N . n —
HOP thO_al Sllmmal'y Xuat The new domain name is netclass, edu, v This is also the name of the new forest.
hién’ trinh béy tat Cé cac thﬁng The NetBIOS name of the domain is NETCLASS
: = A =4 2 Database folder C:AWINDOWS\NTDS
tin ban da chOn. Neu tat ca Lo fle folder. £ SWINDOWSANTDS
N . , ~ SYSVOL folder: C:\WWINDOWSASYSWOL
hinh x n nhan X
deu c aC’ ba a Ne t The DNS service will be installed and configured on this computer. This computer |

will be configured to use this DMNS server as its prefered DNS server.

d€ bat dau thuc hién qud trinh
cai dét, néu cé th6ng tin khﬁng Ta change an option, click Back. To begin the operation, click Next
chinh xdc thi ban chon Back dé
quay lai cdc budc trudc do

Active Directory Installation Wizard

The wizard ks configunng Active Directory. This process can take several minutes or
considerably longer, depending on the aptions you have selected.

HOp thoai  Configuring @
Active Directory cho ban biét :
Creating directory partition:
CH=5chema,CN=Configuration, DC=netclass D C=edu,DC=vn; 1585 objects remaining
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qud trinh cai dat dang thuc hi€n nhitng gi. Qud trinh nay s€ chi€m nhi€u thoi
gian. Chuong trinh cai dat cling yéu cau ban cung cdp ngubn cai dat
Windows Server 2003 d€ ti€n hanh sao chép céic tap tin néu tim khong thay

Active Directory Installation Wizard x|

Sau khi qud trinh cai dat két _ .
. A . . Completing the Active Directory
thic, hOp thoai Completing Installation Wizard
the Active Directory ;jg::\;?nDrE:Elt;u;};.i;;lfl;unhstalled on thiz computer for the__:__]
Installation Wizard xudt hién.
Ban nhan chon Finish d€ két
thuc.

This domain controller is assigned to the site
Default-First-Site-M ame. Sites are managed with the
Active Directory Sites and Services administrative tool.

To cloge this wizard, click Finish,

I Fmnish |

Cudi cling, ban dudc yéu cau phdi khdi dOng 1ai mdy thi cic thong tin cai dat
md&i bat ddu cé hi€u luc. Ban nhan chon niit Restart Now dé€ khéi dOng 1ai.
Qua trinh thing cap két thic.

2. Gia nhap mdy tram vao Domain

Ping nhdp cuc b0 viao may tram v&i vai trd ngUOi qudn tri (c6 thé
dung truc ti€p tai khodn administrator).

Nhép phadi chult trén bi€u tugng My Computer, chon Properties, hOp thoai
System Properties xudt hi€n, trong Tab Computer Name, ban nhdp chu0t vao
nit Change. HOp thoai nhdp li€u xudt hién ban nhap tén mi€én clla mang can
gia nhap vao muc Member of Domain
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Mdy tram dua trén tén mi€én ma
ban di khai bio d€ tim dén
Domain Controller gan nhat va
xin gia nhap vao mang, Server sé&
yéu cau ban x4c thuc v3i mOt tai
khodn ngu0Oi dung. Ban gd tén
User va Password sau dé bam
Enter.

Computer Name Changes 7] =]

ou can change the name and the membership of this

computer. Changes may affect access to network. resounces.

LComputer name:

|PED1

Full computer name:
PCO1.

— Member of
" Domain:

Inelclasaedu wh

T Whorkgroup:

|'w' OFKGROUP

| (] 8 I Cancel

Sau khi x4c thuc chinh x4c va hé thOng chdp nhdn mdy tram nay gia nhap vao
mi€n thi hé thOng xuat hién thong bdo thanh cong va yéu cau ban reboot may

lai d€ ding nhap vao mang.

Pén day, ban thdy hOp thoai

Log on to Windows ma ban dung
mOi ngay cé vai di€u khic, d6 la
xudt hién thém muc Log on to, va
cho phép ban chon moOt trong hai
phan 1la: NETCLASS, This
Computer. Ban chOn muc
NETCLASS khi ban mubn ding
nhap vao mién, nho rang Iac

f ¥ Windows
¥ Enterprise Edition

Copyright © 1085-2003 Microsol Corporsl|on

Uiser name: | Administrator
Password: |
Log on to: IPCD[ (this computer) El
PC01 (this computer)
[ ok ] concel | shuroown..| optons<< |

ndy ban phdi dung tai khodn ngudi dung cdp mi€n. Ban chon muc This
Computer khi ban muOn logon cUc b0 vio mdy tram nao va nh& dung tai khodn

cuc b0 clla mdy.
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Bai 4: QUAN LY TAT KHOAN NGUOT DUNG VA NHOM
Ma bai: MD24-04
Muc tiéu:
- MBb ta dudc tai khodn ngudi ding, thi khodn nhém, cdc thudc tinh cla ngudi
dung;
- Tao va quan tri dugc tai khodn ngu0i dung, tai khodn nhém.
- Thuc hién c4c thao t4c an toan v&i mdy tinh.

NOi dung chinh:

1. PINH NGHIA TAI KHOAN NGUOI DUNG VA TAI KHOAN NHOM

Muc tiéu:
- Néu dugc dinh nghia tai khodn ngUoi ding, tai khodn nhom.

1.1. Tai kho@n nguoi diing

Tai khodn ngudi dung (user account) 12 mOt ddi tugng quan trong dai
dién cho nguOi dung trén mang, ching dugc phin biét v&i nhau thong qua
chuOi nhdn dang username. Chuli nhan dang nay gitip hé thdng mang phan
biét gilta ngUdi nay va ngU0i khac trén mang tU d6 ngudi ding c6 th€ ding
nhap vao mang va truy cap céc tai nguyén mang ma minh dugc phép.

1.1.1. Tai khod@n ngudi ding cuc bo

Tai khodn ngu0Oi dung cUc b0 (local user account) la tai khodn ngudi dung
dugc dinh nghia trén mdy cuc bd va chi dugc phép logon, truy cap cic tai
nguyén trén may tinh cUc bd. Néu mudn truy cdp cédc tai nguyén trén mang thi
ngUdi dung nay phdi chUng thuc 1ai v&i may domain controller hodc mady tinh
ch(fa tai nguyén chia s€. Ban tao tai khodn ngu0Oi dung cuc bd v&i cong
cu Local Users and Group trong Computer Management (COMPMGMT.MSC).
C4c tai khodn cuc b0 tao ra trén mdy stand-alone server, member server hodc
c4ac mdy tram déu dugc luu tr(t trong tap tin cO s& d{t li€u SAM  (Security

Accounts Manager). Taptin SAM nay dugc dat trong thu muc
\Windows\system32\config
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Local User Accounts

User A User B
Administrator f— Administrator =

| i Guest
‘ [ [
User A At
S

Uset B ) User A

Guest

User B

Service Service

Administrator Administrator

Guest Guest

User C User D

Service Service

1.1.2. Tai kho@n nguwoi diing mién

Tai khodn ngu0i ding mién (domain user account) la thi khodn ngUOi
dung dugc dinh nghia trén Active Directory va dugc phép ding nhap (logon)
vao mang trén bat ky mdy tram nao thuOc ving. POng thdi v4i tai khodn
ndy ngUOi diung c6 th€ truy cdp dén cic tai nguyén trén mang. Ban tao
tai khodn ngudi dung mi€n vdi cong cu Active Directory Users and Computer
(DSA.MSC). Khic v6i tai khodn ngudi dung cuUc b0, tai khodn ngudi dung
mién khong chlra trong céc tap tin cd s& dit 1iéu SAM ma ch(ra trong tap tin
NTDS.DIT, theo mac dinh thi tap tin nay chla trong thu muc \Windows\NTDS.

Domain User Accounts
Administrator

Guest

Help-Assistant

B
| ' User A
User B

User C

User B

User D
SQL Server

1.1.3. Yéu c8u vé tai kho@n nguwoi diing
- MOi username phdi tU 1 d€n 20 ky tu (trén Windows Server 2003 thi tén
ding nhdp c6 th€ dai dén 104 ky tu, tuy nhién khi ding nhdp tU cdc may
cai hé diéu hanh Windows NT 4.0 vé trudc thi mdc dinh chi hi€u 20 ky
tu).

- MOi username 13 chubi duy nhat cla mOi ngudi ding c6 nghia 1a tat cd
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tén cUa ngUdi dung va nhém khdng dudc tring nhau.
- Username khong chta cdc ky tusau: “/\[]:;1=,+*2<>
- Trong mOt username c6 th€ chla cic ky tu ddc bi€t bao gdm: ddu cham
cu, khodng trang, ddu gach ngang, ddu gach dudi. Tuy nhién, nén tranh
cdc khodng trang vi nhitng tén nhu thé phdi dat trong ddu ngodc khi diing
céc kich ban hay dong 1€nh.
1.2. Tai khoan nhém
Tai khodn nhém (group account) 13 mOt d6i tugng dai dién cho moOt
nhém ngUdi ndo d6, dung cho viéc qudn ly chung cic d6i tugng ngudi dung.
Viéc phan b6 cic ngudi ding vao nhém gidp chiing ta dé dang cap quyén trén
céc tai nguyén mang nhu thU muc chia s€, mdy in. Chd y 1a tai khodn ngudi
ding c6 th€ ding nhdp vio mang nhung tii khodn nhém khdng dugc phép
ding nhap ma chi ding d€ quan ly. Tai khodn nhém dudgc chia 1am hai loai:

nhém bdo mat (security group) va nhém phan phoi (distribution group)

1.2.1. Nhém bao mat

Nhém bdo mat 1a loai nhém dugc diung d€ cdp phat cic quyén hé thOng
(rights) va quyén truy cap (permission). GiOng nhu cdc tai khodn ngu0i ding,
cdc nhém bdo mat déu dudc chi dinh cic SID. C6 ba loai nhém bdo mat chinh
1a: local, global va universal. Tuy nhién n€u chiing ta khdo sat kY thi c6 thé
phan thanh bOn loai nhu sau: local, domain local, global va universal.

Local group (nhém cuc b0) 1a loai nhém c¢6 trén cdc mdy stand-alone
Server, member server, Win2K Pro hay WinXP. C4c nhém cuc b nay chi c6 y
nghia va pham vi hoat ddng ngay tai trén may chla no thoi.

Domain local group (nhém cuc bd mién) la loai nhém cuc b0 dac biét vi
chiing 12 local group nhung ndm trén mdy Domain Controller. Cic mdy
Domain Controller ¢c6 mOt co0 s& d li€u Active Directory chung va dugc
sao chép dong bd v6i nhau do d6 mOt local group trén mdt Domain
Controller nay thi cling s& ¢6 mat trén cac Domain Controller anh em cUa no,
nhu vay local group niy c6 mat trén mi€n nén dugc goi v&i cdi tén nhém cuc

bd mién. Cic nhém trong muc Built-in cUa Active Directory 13 cdc domain local.

Global group (nhém toan cUc hay nhém toan mang) la loai nhém nam trong
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Active Directory va dugc tao trén cidc Domain Controller. Ching diung d€ cap
phat nhitng quyén hé thdng va quyén truy cap vUot qua nhiing ranh giGi cla
mOt mién. MOt nhém global cé th€ dat vao trong mOt nhém local cla céc
server thanh vién trong mién. Chd y khi tao nhi€u nhém global thi c6 th€ lam

tdng tdi trong cong viéc cla Global Catalog.

Universal group (nhém phO quit) 12 loai nhém cé chlc ning giOng nhu
global group nhung né ding d€ c8p quyén cho cic d0i tugng trén khap cic mién
trong mOt rUng va gilta cdc mi€n c6 thi€t 1ap quan hé tin cdy v&i nhau. Loai
nhém nay ti€n 10i hon hai nhém global group va local group vi ching dé dang
10ng cdc nhém vao nhau. Nhung chd y 13 loai nhém nay chi c¢é thé diung dugc
khi hé thOng cla ban phdi hoat dOng & ché d0 Windows 2000 native
functional level hodc Windows Server 2003 functional level cé nghia 1a tat
cd cidc mdy Domain Controller trong mang déu phdi 1a Windows Server
2003 hoac Windows 2000 Server.

1.2.2. Nhom phén ph6i

Nhém phan phOi 14 mOt loai nhém phi bdo mat, khong c6 SID va
khong xudt hién trong cdc ACL (Access Control List). Loai nhém nay khong
dugc diung bdi cic nha quan tri ma dugc dung bdi cdc phan mém va dich vu.
Chiing dugc diing d€ phan phdi thu (e-mail) hodc céc tin nhan (message). Ban
s& gap lai loai nhém nay khi Iam viéc v&i phan mém MS Exchange.

1.2.3. Qui tdc gia nh@p nhom

- Tat cd cic nhém Domain local, Global, Universal déu cé thé dat vao
trong nhom Machine Local.

- Tat cd ciac nhém Domain local, Global, Universal déu cé thé dat vao
trong chinh loai nhém cUa minh.
- Nhém Global va Universal c6 th€ dat vao trong nhém Domain local.

Nhém Global c6 th€ dat vao trong nhém Universal.
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Domain Locals

4 XN

Machine Local . Global

Universal

NS

2. CAC TAI KHOAN TAO SAN

Muc tiéu:
- Trinh bay dugc cdc tai khodn tao san.

2.1. Tai kho@n nguwoi ding tao san

Tai khodn ngudi ding tao san (Built-in) 12 nhimg tai khodn ngudi diung
ma khi ta cai dat Windows Server 2003 thi mdc dinh duQc tao ra. Tai khodn
nay 12 hé thOng nén chiing ta khong c6 quyén x6a di nhung van cé quyén doi
tén (chd y thao tac dGi tén trén nhing tai khodn hé thOng phlc tap mot chiit so
vGi viéc d6i tén mOt tai khodn binh thuOng do nha qudn tri tao ra). Tat cd céc
tai khodn nguodi ding tao san nay déu nang trong Container Users cUa cong cu
Active Directory User and Computer. Sau diy 12 bang mo ta cic tai khodn
ngUQi ding dudgc tao san:

Tén tai Khodn Mo ta

Administrator 12 mOt tai khodn ddc biét, c6 toan quyén
Administrator |trén mdy tinh hién tai. Ban cé th€ dat mat khdu cho tai
khodn nay trong lic cdi dat Windows Server 2003. Tai
khodn nay c6 th€ thi hanh tdt cd cdc tdc vU nhU tao tai
khodn neudi diine. nhém. audn 1¥ cic tAn tin hé thOne vi cAu

Tai khodn Guest cho phép ngudi dung truy cap vao cic may
Guest tinh n€u ho khong c6 moét tai khodn vi mat mi riéng.
Mac dinh 1a tai khodn nay khong dugc st dung, néu dugc
st dung thi thong thudng né bi gidi han vé quyén, vi du nhu
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La tai khodn dac biét dugc dung cho dich vu ILS. ILS ho tro
ILS_Anonym | cho c4c Ung dung di€én thoai cé cdc dac tinh nhu: caller
ous_User ID, video conferencing, conference calling, va faxing.

Mubn sU dung ILS thi dich vu IIS phdi dugc cai dat.
IUSR_compu | La tai khodn ddc biét dugc diing trong cdc truy cap gidu tén
ter- name trong dich vy IIS trén mdy tinh c6 cai IIS.
IWAM_comp | La tai khodn ddc biét dugc dung cho IIS khdi dOng céc ti€n
uter- name trinh cUa c4c Ung dung trén mdy c6 cai IIS.

La tai khodn dac biét dugc dung cho dich vuU trung tAm phan
Krbtgt phOi khéa (Key Distribution Center)
TSInternetUser La tai khodn dac biét dugc dung cho Terminal Services.

2.2. Tai kho@n nhém Domain Local tao san

Nhung ching ta da thdy trong cong cuU Active Directory User and

Computers, cont
nhom global la

ainer Users chUfa nhém universal, nhém domain local va
do hé thOng di madc dinh quy dinh trudc. Nhung mot s

nhém domain local dac bié€t dugc dat trong container Built-in, cic nhém nay
khong dudc di chuyén sang cic OU khic, dOng thOi né cling dugc gdn mdt sO
quyén ¢ dinh truGc nham phuc vu cho cong tac quan tri. Ban ciing chi ¥ rang
12 khong c6 quy€n x6a cdc nhém ddc biét nay.

Tén nhom

Mo ta

Administrators

Nhém nay mdc dinh dugc &n dinh san tat cd cic quyén han
cho nén thanh vién cla nhém niy cé toan quy€n trén hé
thOng mang. Nhém Domain Admins va  Enterprise
Admins 12 thainh vien mac dinh cla nhém

Account
Operators

Thanh vién cUa nhém nay cé thé thém, xda, slta dugc céc tai
khodn ngu0i dung, tai khodn mdy va tai khodn nhém. Tuy
nhién ho khong c6 quyén xéa, slfa cdc nhém trong container
Built-in va OU
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Nhém nay chi ¢6 trén cdc Domain Controller va mdc dinh

Domain khong cé thanh vién nao, thanh vién cla nhém c6 th€ ding

Controllers |nhap cuc b vao cdc Domain Controller nhung khong c6
quy€n qudn tri cdc chinh sach bao mat.

Thanh vién cUa nhém niay cé quyén luu trr du phong

(Backup) va phuc hdi (Retore) hé thOng tap tin. Trong

Backup trudng hop hé thOng tap tin 124 NTFS va ho khong dugc gin

Operators quyén trén hé thOng tap tin thi thanh vién cUa nhém nay chi

c6 thé truy cap hé th6ng tap tin thong qua cdng cu

Racknn NAHn muAn triy nnn trl Fe ﬁnn thi ho nhAi dirde o4n

La nhém bi han ch€ quyén truy cdp cidc thi nguyén trén

Guests mang. Cac thanh vién nhém nay 1a ngu0i dung vang lai khong

phai 12 thanh vién cUa mang. Mdc dinh cdc tai khodn Guest bi

Print Operator

Thanh vién cUa nhém niy c6 quyén tao ra, qudn Iy va x6
bd cic dOi tuGng mdy in dung chung trong Active Directory.

o)

y

Server Thanh vién cUa nhém nay c6 th€ qudn tri cdc mdy server trong
Operators mién nhu:
Madc dinh moi ngudi diung dudc tao déu thuOc nhém nay,
Users nhém nay cé quy€n tdi thi€u clla mOt ngudi dung nén viéc trul
cap rat han ché.
Nhém nay dugc ding d€ hO trg viéc sao chép danh ba
Replicator trong Directory Services, nhém nay khéng c¢6 thanh vién mac
Incoming Thanh vién nhom nay c6 thé tao ra cic quan hé tin cdy
Forest Trust hudng dén, mdt chi€u viao cdc rUng. Nhém nay khong c6 thanh
Builders vién mac dinh.
Network
Configuration | Thanh vién nhém nay c6 quyén slta d6i cac thong sO TCP/IP
Operators trén cdc may

Pre-Windows

Nhém nay c¢6 quyén truy cap dén tat cd cédc tai khodn

2000 nguoi ding va tai khodn nhém trong mi€n, nham ho trg cho
Compatible | cic hé thOng WinNT cii.
Remote Thanh vién nhém nay cé th€ ding nhdp tU xa vao cic Domain
Desktop User | Controller trong mi€n, nhém nay khong c6 thanh vién mac dinh
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Thanh vién nhém nay cé quyén truy cdp tU xa d€ ghi nhan lai
Performace Log nh(ing gi4 tri v& hi€u ning cUa cdc mdy Domain Controller,
Users nhém nay ciing khong c6 thanh vién mac dinh.

Thanh vién nhém nay cé khd ning gidm sdt tU xa céc
may Domain Controller.

Performace
Monitor Users

Ngoai ra con mot sO nhém khiac nhu DHCP Users, DHCP Administrators,
DNS Administrators... cdc nhém nay phuc vu chl y€u cho céc dich vu, chiing ta
sé tim hi€u cu thé€ trong tUng dich vu & gido trinh “Dich Vu Mang”. Chi y
theo mac dinh hai nhém Domain Computers va Domain Controllers duQc
danh riéng cho tai khodn mdy tinh, nhung ban van cé th€ dua tai khodn
ngUOi dung vao hai nhém nay.

2.3. Tai kho@n nhém Global tao san

Tén nhém Mb ta
Thanh vién cUa nhém nay c6 th€ toan quy€n qudn tri cic mdy
Domain tinh trong mién vi mdc dinh khi gia nhdp viao mién céc
Admins member server va cic may tram (Win2K Pro, WinXP) da dua
nhém Domain Admins 13 thanh vién cUa nhém cuc b0
Administrators trén cic may nay.
Theo mdc dinh moi tai khodn ngudi dung trén mién déu
Domain la thanh vién cUa nhém nay. Mdc dinh nhém nay la thanh
Users vién cla nhém cuc bd Users trén cidc mdy server thanh vién
va may tram.
Group Policy
Creator Thanh vién nhém niy c6 quyén slta d0i chinh sich nhém
Owners cUa mién, theo mac dinh tai khodn administrator mién 1a
thanh vién cUa nhém nay.
Day 12 mOt nhém universal, thanh vién cUa nhém nay c6
Enterprise toan quyén trén tat cd cidc mién trong rUng dang xét. Nhém
Admins nay chi xudt hién trong mién gbc cla rUng thdi. Mdc dinh
nhém nay 1a thanh vién cUa nhém administrators trén cac
Domain Controller trong rUng.
Nhém universal nay ciing chi xudt hién trong mién gbc cla
Schema rUng, thanh vién cUa nhém niy c6 th€é chinh slra cdu tric
Admins t0 chlc (schema) cUa Active Directory.
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2.4. Cdc nhém tao san dac biét

Ngoai cdc nhém tao san da trinh bay & trén, hé thOng Windows Server 2003
con c¢6 mOt s6 nhém tao san dat biét, ching khong xudt hién trén clra s6 cla
cong cu Active Directory User and Computer, ma chiing chi xudt hién trén
cdc ACL cUa céc tai nguyén va doi tugng. Y nghia cla nhém ddc biét nay 1a:

- Interactive: dai dién cho nhitng ngu0i diing dang s dung mdy tai chO.

- Network: dai dién cho tat ca nhling ngudi dung dang ndi két mang dén

mOt may tinh khéc.

Everyone: dai di€n cho tat cd moi ngudi ding.

System: dai dién cho hé diéu hanh.

Creator owner: dai dién cho nhltng ngudi tao ra, nhitng ngudi sG hira

mOt tai nguyén nio d6 nhu: thU muc, tap tin, tic vU in an (print job)...

Authenticated users: dai dién cho nhing ngu0Oi dung di dugc hé

thOng x4c thuc, nhém nay dugc ding nhu mOt gidi phap thay thé an toan hon

cho nhom everyone.

- Anonymous logon: dai di€n cho mOt ngudi ding di ding nhap vao hé thOng
mOt cdch ndc danh, chang han mOt ngudi st dung dich vu FTP.

- Service: dai dién cho mOt tai khodn ma da ding nhap vdi tU cdch nhu mot

dich vu.

- Dialup: dai dién cho nhiing ngudi dang truy cap hé thOng thong qua Dial-up

Networking.

3. Quan Iy tai khodn ngudi ding va nhém cuc bo
Muc tiéu:
- SU dung duoc cdc cong cU tao va quan tri tai khodn ngudi dung va nhém cuc bO.
3.1. Cong cu quan ly tai khodn nguwoi dung cuc bo
Mubn t6 chlc va quadn 1y ngudi ding cuc b0, ta dung cong cu Local Users

and Groups. V3i cong cU nay ban cé thé tao, x6a, slfa cic tai khodn nguoi
dung, ciing nhu thay d6i mat mi. Cé hai phuong thic truy cdp dén codng cu
Local Users and Groups:

- Dung nhu m6t MMC (Microsoft Management Console) snap-in.

- Dung thong qua cong cu Computer Management.
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Céc budc dung d€ chen Local Users and Groups snap-in vao trong MMC:
- Chon Start \ Run, nhép viao hQp thoai MMC va an phim Enter d€ md&
clra s6 MMC.

- Chon Console \ Add/Remove Snap-in d€ m& hOp thoai Add/Remove
Snap-in

- Nhép chult vao nit Add d€ mé hOp thoai Add Standalone Snap-in. Chon
Local Users and Groups va nhap chudt vao nit Add. HOp thoai Choose
Target Machine xudt hién, ta chon Local Computer va nhap chudt vao nit
Finish d€ tré 1ai hOp thoai Add Standalone Snap-in.

- Nhap chubt vao niit Close d€ trd 1ai hdp thoai Add/Remove Snap-in.
-Nhép chult vao nit OK, ta sé& nhin thdy Local Users and Groups snap-
in da chen vao MMC nhu hinh sau.

- Luu Console bang ciach chon Console \ Save, sau d6 ta nhap dudng dan
va tén file can luu tr(t. D€ tién 10i cho vi€c qudn tri sau nay ta c6 th€ 1uu
console ngay trén Desktop.

- Né&u mady tinh cUa ban khong c6 cdu hinh MMC thi cdch nhanh nhat dé
truy cap cong cu Local Users and Groups thong qua cong cu Computer
Management. Nhap phai chubt vao My Computer va chOn Manage tU pop-
up menu vi m@ clfa s6 Computer Management. Trong muc System
Tools, ta s& nhin thdy muc Local Users and Groups

- Céach khdc d€ truy cap dén cong cu Local Users and Groups la
vao Start \ Programs\Administrative Tools \ Computer Management

3.2. Cdc thao tdc cO ban trén tai khod@n nguoi ding cuc bO

3.2.1. Tao tai khodn méoi

Trong cong cuU Local Users and Groups, ta nhap phdi chu0t vao Users va
chon New User, hOp thoai New User hi€n thi ban nhdp céc thong tin can thiét
vao, nhUng quan trong nhat va bat budc phai c6 1a muc Username.

3.2.2. Xéa tai khoan

Ban nén x6a tai khodn ngU0di ding, néu ban chdc rang tai khodn nay
khong bao gi® can dung 1ai n{ra. MuOn x6a tai khodn ngudi dung ban md&
cong cuU Local Users and Groups, chon tii khodn ngUOi ding can x6a,
nhdp phai chubt va chon Delete hodc vio thuc don Action \ Delete.

Chii y: khi chon Delete thi hé thOng xudt hién hOp thoai hdi ban mubn
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x6a that sy khong vi trdnh truOng hgp ban x6a nham. B&i vi khi di xéa thi
tai khodn ngudi ding nay khong th€ phuc hoi dudgc.

3.2.3 Khéa tai khoan
Khi mOt tai khodn khong sU dung trong thOi gian dai ban nén khéa 1ai vi 1y
do bdo mat va an toan hé thOng. N€u ban x6a tai khodn nay di thi khong thé
phuc hoi 1ai dugc do d6 ta chi tam khéa. Trong cong cu Local Users and
Groups, nhd@p ddi chudt vio ngudi dung can khéa, hOp thoai Properties cUa tai
khodn xudt hién.
Trong Tab General, dinh ddu vio muc Account is disabled.

3.2.4 DO:i tén tai khodn

Ban c6 thé dGi tén bat ky moOt tai khodn ngudi ding nao, dOng thdi
ban ciing c6 th€ di€u chinh cic thong tin cla thi khodn ngudi dung thong qua
chlc ning nay. Chlc ning nay c6 Uu di€m la khi ban thay dGi tén ngudi
dung nhung SID cUa tiai khodn van khong thay d6i. Mubn thay ddi tén
tai khodn nguOi dung ban m& cong cu Local Users and Groups, chOn tai
khodn ngudi ding can thay dGi tén, nhap phai chubt va chon Rename.

3.2.5 Thay d6i mét kh@u
Mu0n d6i mat ma cla ngudi dung ban m3 cdng cuU Local Users and Groups,
chon tai khodn ngu0i ding can thay d6i mat ma, nhdp phdi chult va chon
Reset password.

4. QUAN LY TAI KHOAN NGUOT DUNG VA NHOM TREN ACTIVE
DIRECTORY

Muc tiéu:

- SU dung duoc cdc cong cU tao va quan tri tai khodn ngUoi ding va nhém cuc bo.

4.1. Tao mbi tai khodn nguoi ding

Ban c6 thé dung cdng cU Active Directory User and Computers trong
Administrative Tools ngay trén may Domain Controller d€ tao céac tai khodn
ngU0i ding mién. Céng cU nay cho phép ban qudn 1y tai khodn ngudi dung tu
xa thdm chi trén cdc mdy tram khong phdi dung hé di€u hanh Server nhu
WinXP, Win2K Pro. MuOn thé trén cdc mdy tram nay phdi cai thém bd cong
cU Admin Pack. BO cdng cu nay nam trén Server trong thUu muc
\Windows\system32\ADMINPAK.MSI. Tao mOt tai khodn ngudi dung trén
Active Directory, ta 1am cac budc sau:
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Chon Start\ Programs\ Administrative Tools\ Active Directory Users and
Computers.

CUra sO Active Directory Users and Computers xudt hi€én, ban nhap phai chudt
vao muc Users, chon New \ User

HOp thoai New Object-User xudt hi€n nhu hinh sau, ban nhdp tén mo ta
ngUOi dung, tén tai khodn logon vdo mang. Gid tri Full Name sé& tu dOng
phat sinh khi ban nhdp gid tri First Name va Last Name, nhung ban van
c6 th€ thay d6i dugc. Chd y: gid tri quan trong nhdt va bat budc phdi cé
12 logon name (username). Chudi nay 14 duy nhat cho mOt tai khodn ngudi ding
theo nhu dinh nghia trén phan 1y thuyét. Trong mdi trudng Windows 2000 va
2003, Microsoft dua thém mOt khii ni€m hdu t6 UPN (Universal Principal
Name), trong vi du niy 13 “@netclass.edu.vn”. Hau t6 UPN nay gdn vao sau
chubi username diing d€ tao thanh moOt tén username day dU ding d€ chlng
thuc & cdp rUng hodc chlng thuc & mOt mién khic c6 quan hé tin cay véi
mi€n clUa ngudi dung d6, trong vi du nay thi tén username day du 1a
tuan @netclass.edu.vn”. Ngoai ra trong hOp thoai nay ciing cho phép chiing ta dat
tén username cUa tai khodn ngudi ding phuc vU cho hé thOng cii (pre-Windows
2000). Sau khi viéc nhdp cdc thong tin hoan thanh ban nhap chult vio niit Next
dé tiép tuc.

HOp thoai th(r hai xudt hién, cho phép ban nhdp vao mat khdu (password)
cUa tai khodn ngudi ding va danh ddu vao cic Iua chon lién quan dén tai khodn
nhU: cho phép d6i mat khdu, yéu cau phdi d6i mat khau 1&n ding nhap dau tién
hay khéa tai khodn. Cdc 1ura chon nay chiing ta s€ tim hi€u chi ti€t & phan ti€p
theo.

HOp thoai cudi ciing xudt hi€n va né hi€n thi cic thdng tin di cdu hinh cho
ngUdi ding. N€u tat cd cic thong tin di chinh xdc thi ban nhdp chult vao nit
Finish d€ hoan thanh, con n€u can chinh s 1ai thi nhap chult vao nit Back dé
tr&d vé cac hOp thoai trudc.

4.2. Cdc thu®c tinh cUa tai kho@n nguoi diing

Mubn qudn 1y céc thuOc tinh cla céc tai khodn ngudi ta dung codng cu
Active Directory Users and Computers (bang cdch chon Start\ Programs\
Administrative Tools\ Active Directory Users and Computers), sau dé chOn thu
muUc Users va nh@p d6i chudt vao tai khodn ngudi ding can khao sit. HOp thoai
Properties xudt hién, trong hOp thoai nay ch(fa 12 Tab chinh, ta sé 1an lugt khdo
sat cac Tab nay. Ngoai ra ban c6 th€ gom nhém (ding hai phim Shift, Ctrl) va
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hiéu chinh thong tin cUa nhi€u tai khodn ngu0i dung cung mot lic.
fﬁHeIpServices. .. Security Group ... Group For the Help and Su...

& [0 User

S Add to a group...

b - . - Disable Accounk
RS and 145 ... Security Group .. Serversin Enable Account
fﬁSchema Admins  Security Group ... Designatec Mave
&SUPPOR.T_SB... User Thisisave oo
fﬂTelnetCllents Security Group ... Members o Send Mail
€ thanh ser
0 i User Al Tasks *
€7 trung Liser Cuk
— Delste i

Properties
Help

4.2.1 Cdc théng tin m0 réng cla nguoi ding
Tab General ch(ra cic thong tin chung cUa ngu0i dung trén mang ma ban da
nhdp trong lic tao ngUdi ding md&i. POng thdi ban c6 th€ nhdp thém modt s
thdng tin nhu: sO dién thoai, dia chi mail va trang dia chi trang Web c4 nhan...
Tab Address cho phép ban c6 th€ khai bio chi ti€t cdc thong tin lién quan
dé€n dia chi cUa tai khodn ngu0i dung nhu: dia chi duGng, thanh phO, mi ving,
quOc gia...

Tab Telephones cho phép ban khai bdo chi ti€t cic sO dién thoai clUa tai
khodn ngudi dung

Tab Organization cho phép ban khai bdo cic thong tin ngudi ding vé&: chlc
niing cUa cong ty, tén phong ban truc thulc, tén cong ty ...

4.2.2 Tab Account

Tab Account cho phép ban khai bdo l1ai username, quy dinh giG logon
vao mang cho ngUdi dung, quy dinh mdy tram ma ngudi ding c6 thé s dung
d€ vao mang, quy dinh céc chinh sich tai khodn cho ngudi dung, quy dinh thoi
diém hét han cla tai khodn...

Piéu khi€n gi® logon vao mang: ban nhap chult vio nit Logon Hours, hQp
thoai Logon Hours xudt hién. Mdc dinh tat cd moi ngudi dung d€u dugc phép
truy cap vao mang 24 gi® moi ngay, trong tat cd 7 ngay cUa tudn. Khi mOt nguoi
diing logon vio mang thi hé thOng s€ ki€ém tra xem thOi di€m nay c6 nam trong
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khodng thdi gian cho phép truy cap khong, n€u khong phit hgp thi hé thOng sé&
khdng cho vio mang va thong bdo 16i Unable to log you on because of an account
restriction. Ban c¢6 thé€ thay dGi quy dinh gi® logon bang cich chon ving thoi
gian can thay dGi va nhdp chult vao nit 1Ua chon Logon Permitted, n€u ngugc
1ai khong cho phép thi nhdp chult vao nit 1ua chon Logon Denied. Sau day 1a
hinh vi du chi cho phép ngudi dung lam viéc tir 7h sang d€n 5h chi€u, tU th(r 2
dén th( 6.

Chi y: mdc dinh ngudi diing khong bi logoff tu dOng khi hét gid ding nhap
nhung ban cé th€ di€u chinh di€u nay tai muUc Automatically Log Off Users
When Logon Hours Expire trong Group Policy phdn Computer Configuration\
Windows Settings\Security Settings\ Local Policies\ Security Option. Ngoai ra
ban ciing c¢6 cich khac d€ di€u chinh thdng tin logoff nay bang cich ding cong cu
Domain Security Policy hodc Local Security Policy tity theo bOi canh.

Chon 1ua mdy tram dugc truy cap vao mang: ban nhap chudt vio nit Log
On To, ban s& thay hOp thoai Logon Workstations xuat hién. HOp thoai nay cho
phép ban chi dinh ngudi ding cé th€ logon tU tat cd cdc mdy tinh trong mang
hodc giGi han ngudi dung chi dugc phép logon tUr mOt sO mdy tinh trong mang.
Vi du nhu ngudi quan tri mang lam vi€c trong mdi tr’Ong bao mat nén tai
khodn nguoi dung nay chi dugc chi dinh logon vio mang tU mOt s& may tranh
tinh trang ngu0di ding gid dang qudn tri d€ tdn cdng mang. Mudn chi dinh may
tinh ma ngudi dung dugc phép logon vao mang, ban nhap tén mdy tinh dé vao
muUc Computer Name va sau d6 nhap chult vao nit Add

Bang mo ta chi tiét cac tiy chon lién quan dé€n tai khodn ngudi dung:

Tuy chon Y nghia
User must change
password at next Ngudi diung phdi thay d6i mat khdu 1an ding
logon nhdp k€& ti€p, sau d6 muc nay s€ tu dOng bo chon.

User cannot change | N€u dugc chon thi ngin khong cho ngudi ding
password tuy

P A ~2

Password never Né&u dugc chon thi mat khdu cUa tai khodn nay
expires khong bao gi® hét han.
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Store password
using reversible Chi 4p dung tiy chon nay d6i v&i ngudi ding ding
encryption nhap tU cdc mdy

Né&u dugc chon thi tai khodn nay tam thdi bi
Account is disabled | khéa, khong s& dung dugc.

Smart card is Tuy chon nay dugc dung khi ngu0i dung ding nhap
required for vao mang thong qua mOt thé thong minh (smart
interactive login card), lic d6 ngudi dung khong nhap username va
password ma chi can nhao vao mot s6 PIN. _
Account is Chi 4ap dung cho céic tai khoan dich vu nao can

trustedfor elegation |gianh duQc quyén truy cap vio tai nguyén vdi vai tro
nh{rng tai khodn ngudi dung khac

Account is sensitive| Dung tly chon nay trén mOt tai khodn khéich
and cannot be vang lai hodc tam d€ ddm bdo rang tai khodn d6
delegated s€ khong dugc dai di€én béi mOt tai khodn khic.

Use DES encryption | Néu dudc chon thi hé théng sé hd trg Data
types for this account| Encryption Standard (DES) v&i nhi€u mUc d0 khac

nhau.
Do not require Né€u dugc chon hé thOng s€ cho phép tai khodn nay,
Kerberos dung mOt ki€u thuc hién giao thc Kerberos khic
preauthentication v&i ki€u clla Windows Server 2003.

Muc cubi ciing trong Tab nay 13 quy dinh thOi gian hét han cla mot tai
khodn ngudi dung. Trong muUc Account Expires, n€u ta chon Never thi tai
khodn nay khong bi hét han, néu chon End of: ngay thiang hét han thi dén
ngay nay tai khodn nay bi tam khéa.

4.2.3 Tab Profile

Tab Profile cho phép ban khai bio duGng dan dén Profile cla tii khodn
ngU0i dung hién tai, khai bdo tap tin logon script dugc tu dOng thi hanh khi
ngU0i dung ding nhap hay khai bdo home folder. Chu y céc tiy chon trong Tab
Profile nay chU y&u phuc vU cho cic mdy tram truGc Windows 2000, con dOi
v@i cdc mdy tram tU Win2K trd vé sau nhu: Win2K Pro, WinXP, Windows
Server 2003 thi chiing ta c6 th€ cau hinh cdc 1ua chon nay trong Group Policy.
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tuan Properties il ll

4 ember Of I Diial-in I Environment I Sessions I
Femaote control I Terminal Services Profile I
General I Address I Account Prafile: | Telephones I Organization

— User profile

Prafile path: I\\S erverbdProfilehTuan

Lagon zcript: Itaodia.bat

— Home folder

' Lacal path: I

& Connect: IL: ;I To I\\Ser\-’et\tuan

Ok I Cancel | Apply |

Trudc tién chiing ta hiy tim hi€u khai niém Profile. User Profiles 12 mot
thu muc ch(fa cic thong tin vé mdi trudng cla Windows Server 2003 cho
tUng ngudi dung mang. Profile ch(fa cic qui dinh vé man hinh Desktop, n0i
dung cUa menu Start, ki€u cich phGi mau sdc, vi trf sap x€p céc icon, bi€u
tugng chuot. ..

Mac dinh khi ngu0i dung ding nhap vao mang, mOt profile s& dugc mé
cho ngu0i dung d6. Néu 1a 1an ding nhdp 1an dau tién thi ho sé nhan dugc
mOt profile chudn. MOt thu muc c¢é tén gidng nhu tén cla ngudi diung ding
nhap sé dugc tao trong thu muc Documents and Settings. Thu' muc profile
ngU0oi dung dudc tao chlra mOt tap tin ntuser.dat, tap tin ndy dugc xem nhu 1a
mOt thU muc con ch(ra c4c lién k€t thu muc dén cac bi€u tugng nén cla ngudi
dung. Trong Windows Server 2003 c6 ba loai Profile:

Local Profile: 13 profile cla ngu0i dung dugc Iuu trén mdy cUc b0 va ho tu cdu
hinh trén profile do.

Roaming Profile: 1a loai Profile dugc ch(a trén mang va ngUdi quan tri mang
thém thong tin duGng dan user profile vao trong thong tin tai khodn ngudi
diung, d€ tu dbng duy tri mOt bdn sao cla tai khodn ngudi ding trén mang.
Mandatory Profile: ngu0i quan tri mang thém thdng tin duGng dan user profile
vao trong thdng tin thi khodn ngudi dung, sau d6 chép mdt profile di cau
hinh san vao duOng dan dé. Lic d6 cdc ngudi dung ding chung profile nay
va khong dugc quyén thay dGi profile dé.

Kich ban ding nhap (logon script hay login script) 1a nhing tap tin chuOng
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trinh dugc thi hanh mo6i khi ngudi ding ding nhdp vao hé thOng, vGi chlc
ning 12 cdu hinh mdi trudng lam viéc cla ngudi ding va phan phat cho ho
nh{fng thi nguyén mang nhu § dia, may in (dUgc 4nh xa tUr Server). Ban c6 thé
dung nhi€u ngon nglt kich bdn d€ tao ra logon script nhu: 1€nh shell cla
DOS/NT/Windows, Windows Scripting Host (WSH), VBScript, Jscript...

D6i v3i Windows Server 2003 thi c6 hai cich d€ khai bdo logon script 1a:
khai bdo trong thuOc tinh cla tai khodn ngu0i dung thong qua cong cU Active
Directory User and Computers, khai bio thong qua Group Policy. Nhung chi y
trong cd hai cich, cic tap tin script va moi tap tin can thi€t khac phdi dugc dat
trong thU muc chia s& SYSVOL, nam trong \Windows\SYSVOL\sysvol, néu cic
tap tin script nay phuc  vU  cho cdc mdy tién Win2K thi phdi dat trong thu
muc

\Windows\Sysvol\sysvol\domainname\scripts. D& cic tap tin script thi
hanh dugc ban nhd& cdp quyén cho cic ngu0i ding mang cé quyén Read va
Excute trén cdc tap tin nay.

Thu muc cd nhan (home folder hay home directory) 1a thu' muc danh riéng
cho moi tai khodn ngudi dung, gitip ngUdi dung cé th€ luu trlt cic tai liéu va
tap tin riéng, dOng thoi day ciing 13 thu mUc mac dinh tai ddu nhac 1énh. Mubn
tao mOt thU muc nhan cho ngu0di dung thi trong muc Connect ban chon 6 dia
hi€n thi trén mdy tram va duOng dan ma dia nay can 4nh xa dén (chd y 1a
cdac thu muc dung chung ddm bdo di chia s€). Trong vi du nay ban chi
thU mUc cd nhan cho tai khodn Tuan la “\\server\tuan”, nhung ban co6 thé
thay th€é tén tai khodn bang bi€n mdi truGng ngUOli diung nhu: “\\server\
Jousername%”’.

4.2.4 Tab Member Of

Tab Member Of cho phép ban xem va cau hinh tai khodn ngu0i ding hién
tai la thanh vién cla nh{tng nhém nao. MOt tai 2%
khodn ngudi ding c6 thé 1a thanh vién cla st | oo T .| oomsen
nhi€u nhém khéc nhau va né dugc thra huéng =~ =" —
quyén cla tat cd cdc nhém nay. Muln gia = [l lemetem
nhap viao nhém nio ban nhdp chult vao nut |7 s
Add, hOp thoai chon nhém s€ hién ra.

Trong hOp thoai chon nhém, n€u ban nhé
tén nhém thi c6 th€ nhdp truc ti€p tén nhém
vao va sau d6 nhdp chuOt vao nit Check

Bemove |
Frimary group: Cromain Users

T — There is ho need to change Primary gioup unless
_—HI you have Macintosh clients ar Tijéﬂlgllag7

applications.

aK | Cancel | Apply |
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Names d€ ki€m tra c6 chinh xdc khong, ban c6 th€ nhdp gan ding dé€ hé
thOng tim cic tén nhém cé lién quan. DAy 1a tinh ning mdi cla Windows
Server 2003 tranh tinh trang tim ki€m va hi€n thj hét tat cd cac nhém hién cé
trong hé thOng. Néu ban khong nh& tén nhém thi chdp nhan nhdp chudt vao
niit Advanced va Find Now d€ tim hét tat cd cic nhém
Né&u ban muOn tai khodn ngudi diing hién tai thoat ra khdi mOt nhém nao dé thi
ban chon nhém sau d6 nh@p chult vao niit Remove.
4.2.5 Tab Dial-in

Tab Dial-in cho phép ban cdu hinh quyén truy cap tI xa cla ngudi ding cho
két nGi dial-in hodc VPN, chiing ta s& khdo st chi ti€t & chuong Routing and
Remote Access

ntuan Properties

2=

General Address I Account I Profile I Telephones I Organization
Remote control Terminal Services Prafile
Member OF Dial-in | Environment I Sessions

— Fiemote Access Permission [Dial-in or VPN

= Control aceess through Remate Access Palicy

I Werity CallerD: I

— Callback Optian:
% Na Callback

" Set by Caller [Fouting and Femote dccess Service only)

£ Always Callback to: I
™| Assign a Static [P Address I i i i

| Apply Static Boutes

Define routes to enable for this Dial-in e Plaifies |
cohnection —

oK I Cancel | Apply |

4.3. Tao mbi tai khodn nhom

Ban tao va qudn ly tai khodn rermesm ]
nhom trén Active Directory thong qua €7 o metmeontins
cong cuU Active Directory Users and
Computers. Tru@c khi tao nhém ban fg;“j\,{;i”’a
phdi x4dc dinh loai nhém caAn tA0, g rmemowime 00
pham vi hoat dOng cUa nhém nhu = [P

thé ndo. Sau khi chudn bi day dU cic et NG
thong tin ban thuc hién cdc budc sau: © g B
Chon Start \ Programs \ Administrative -

Tools \ Active Directory Users and

o , ak. I Cancel
Computers d&€ mO cdong cu Active

Trang 88



Qudn tri mang 1
Directory Users and Computers 1én. Nh@p phdi chudt vio muc Users, chOn New
trén pop-up menu va chOn Group.

HOp thoai New Object — Group xudt hi€n, ban nhap tén nhém vio
mUc Group name, trUOng tén nhém cho cdc hé di€u hanh trudc Windows
2000 (pre-Windows 2000) tu' dOng phat sinh, ban c6 th€ hiéu chinh lai cho phu
hop.

4.4. Cdc tién ich dong 1€nh quan Iy tai khoan nguwoi ding va tai khoan
nhom

Windows Server 2003 cung cap nhi€u coéng cu dong 1énh manh mé,
c6 thé dugc dung trong cic tap tin xU 1y theo 16 (batch) hodc cic tap tin kich
bdn (script) d€ qudn ly tai khodn ngudi dung nhU thém, x6a, s(ta. Windows
2003 con hO trg viéc nhép va xudt cic dOi tugng tUr Active Directory. Hai
tién ich dsadd.exe vi admod.exe v&i dOi sO user cho phép chiing ta thém va
chinh slra tai khodn ngudi dung trong Active Directory. Tién ich csvde.exe
dugc dung d€ nhdp hodc xudt dit 1iéu doi tugng thong qua céc tap tin ki€u
CSV (comma-separated values). POng thdi hé thOng méi nay van con s
dung hai 1énh net user va net group cla Windows 2000.

4.4.1 Lénh net user
ChUc ning: tao thém, hi€u chinh va hié€n thi thong tin cla céc tai khodn ngudi
dung . Cu phap:
net user [username [password | *] [options]] [/domain]
net user username {password | *} /add [options] [/domain]

net user username [/delete] [/domain]
Y nghia céc tham sO:

- Khong tham sO: dung d€ hi€n thi danh sach cUa tat cd céac tai khodn ngudi

dung trén may tinh

- [Username]: chi ra tén tai khodn ngu0i ding can thém, x6a, hi€u chinh hodc
hi€n thi. Tén cla tai khodn ngudi dung c6 thé dai dén 20 ky tu.

- [Password]: &n dinh hodc thay dGi mat ma cUa tai khoan ngudi dung. MOt
mat mi phdi c6 chi€u dai tOi thi€u bang vGi chi€u dai quy dinh trong
chinh sich tai khodn ngudi ding. Trong Windows 2000 thi chi€u dai cUa
mat mi c6 th€ dai dén 127 ky tu, nhung trén hé thOGng Win9X thi chi
hi€u dude 14 ky tu, do d6 néu ban dit mat ma dai hon 14 ky U thi ¢6
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th€ tai khodn nay khong thé€ logon vao mang tU mdy tram diung Win9X.

- [/domain]: cic tic vu s€ thuc hién trén mdy di€u khi€én ving. Tham
sO nay chi 4p dung cho Windows 2000 Server 13 primary domain
controller hoac Windows 2000 Professional 13 thanh vién clUa mdy
Windows 2000 Server domain.

- [/add]: thém mOt tai khodn nguOi ding vao trong ¢O sG dt li€u tai khodn

ngU0i dung.

- [/delete]: x6a mOt tai khodn ngu0i dung khodi cO s& d{t li€u tai khodn ngUoi

dung.

- [/active:{no | yes}]: cho phép hodc tam khéa tdi khodn nguOi dung.
Néu thi khodn bi khéa thi ngu0Oi ding khong thé€ truy cap céc thi nguyén
trén mdy tinh. Mac dinh 1a cho phép (active).

- [/comment:"'text"]: cung cap md ta v€ tai khodn ngU0i diing, mé td nay c6

th€ dai dén 48 ky tu.

- [/countrycode:nnn]: chi dinh mi quOc gia va ma viing.

- [/expires:{date | never}]: quy dinh ngay hé&t hi€u luc cla tai khodn ngudi

dung.

- [/fullname:'"name'']: khai bdo tén day dU cla ngudi dung.

- [/homedir:path]: khai bio duOng dan thU muc c4 nhan cUa tai khodn, chd
y dudng dan nay di tOn tai.

- [/passwordchg:{yes | no}]: chi dinh ngudi ding c6 th€ thay d6i mat ma
cUa minh khong, mdc dinh 12 c6 thé.

- [/passwordreq:{yes | no}]: chi dinh moOt tai khodn ngu0i dung phdi c6 mot
mat ma, mac dinh 12 c6 mat ma.

- [/profilepath:[path]]: khai bio duOng dan Profile cUla nguodi ding, n€u
khong hé thOng sé€ tu tao mOt profile chuan cho ngudi diing 1an logon dau
tién.

- [/scriptpath:path]: khai bdo duGng dan va tap tin logon script. PuOng dan
nay c6 thé€ 1a dudng dan tuyét d6i hodc dudng dan tuong doi (vi du:
Josystemroot%\System32\Repl\Import\Scripts).

- [/times:{times | all}]: quy dinh giO cho phép ngu0Oi dung logon vao mang
hay may tinh cuc bd. Cic th(f trong tudn dugc dai dién bGi ky tu : M, T,
W, Th, F, Sa, Su. GiO ta ding AM, PM d€ phan biét bubi sang hodc chiéu.
Vi du sau chi cho phép ngu0i dung lam viéc trong giG hanh chinh tU th(r
2 dén th( 6: “M,7AM-5PM; T,7AM-5PM; W.,7AM-5PM; Th,7AM-5PM;
F,7AM-5PM;”

- [/workstations:{computername[,...] | *}]: chi dinh cdc mdy tinh ma
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ngudi diung nay cé thé s dung d€ logon viao mang. N&u /workstations
khong c6 danh sach hodc danh sich 1a ky tu “*’ thi ngudi ding c6 th€ s
dung bat ky mdy nao d€ viao mang.

4.4.2 Lénh net group

ChUc ning: tao mGi thém, hi€n thi hodc hi€u chinh nhém toian cuc
tréen Windows 2000 Server
Cu phéap:
net group [groupname [/comment:"text"]] [/[domain]
net group groupname {/add [/comment:"text"] | /delete} [/domain]
net group groupname username| ...] {/add | /delete} [/domain]

Y nghia céc tham sO:

- Khong tham sO: diing d€ hié€n thi tén cla Server va tén cla cdc nhém trén

Server do.

- [Groupname]: chi dinh t&én nhén can thém, m& rOng hodc x4a.

- [/comment:"text"]: thém thong tin md td cho mOt nhém mdi hodc c6 san,
n0i dung nay c6 th€ dai dén 48 ky tu.

- [/domain]: c4c tic vu s€ thuc hién trén mdy di€u khién ving.
Tham s& nay chi 4p dung cho Windows 2000 Server 13 primary
domain controller hoac Windows 2000 Professional 12 thanh vién
cUa mdy Windows 2000 Server domain.

- [username] ...]]: danh sich mOt hodc nhi€u ngudi diing can thém
hodc x6a ra khdi nhém, cic tén nay cdch nhau bdi khodng trang.

- [/add]: thém mOt nhém hodc thém mbt ngu'di ding vao nhém.

- [/delete]: x6a mOt nhém hodc x6a mOt ngudi dung khoi nhém.

4.4.3 Cdc lénh hoé tro dich vu Active Driectory trong moi trudng Windows
Server 2003
Trén hé th6ng Windows Server 2003, Microsoft phat tri€n thém mOt sO

1énh nham ho trg t6t hon cho dich vu Directory nhu: dsadd, dsrm, dsmove,
dsget, dsmod, dsquery. C4c 1€nh nay thao tic chU yéu trén cdc dOi tuong
computer, contact, group, ou, user, quota.
- Dsadd: cho phép ban thém mOt computer, contact, group, ou hodc
user vao trong dich vu Directory.
- Dsrm: x6a mOt d6i tuong trong dich vu Directory.
- Dsmove: di chuyén mOt d0i tuong tU vi tri nay dén vi trf khac trong dich vu
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Directory.
- Dsget: hién thi cac thong tin 1ua chon clla mOt dOi tugng computer,
contact, group, ou, server hoac user trong moOt dich vu Directory.
- Dsmod: chinh sUra c4c thong tin cUa computer, contact, group, ou hodc user
trong mOt dich vu Directory.
- Dsquery: truy van cdc thanh phan trong dich vu Directory.

Vidu:
- Tao mOt user mdi: dsadd user “CN=hv10, CN=Users,
DC=netclass, DC=edu, DC=vn” —samid hv10 —pwd 123

- X6a mOt user: dsrm “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”
- Xem céc user trong hé thOng: dsquery user

- Gia nhap user m&i vao nhém: dsmod group “CN=hs, CN=Users,
DC=netclass, DC=edu, DC=vn” —addmbr “CN=hv10, CN=Users, DC=netclass,
DC=edu, DC=vn”

Bai tap thuc hanh cla hoc vién

. Trén may Domain Controller tao OU c6 tén HCM.

. Trong OU HCM tao 2 nhém c6 tén la Ke Toan va Nhan Su.

. Trong mOi nhém tao 3 user.

. Tim ki€m, di chuy€n va khéa mt vai tai khodn ngudi ding bat ky.
. Chi cho phép céc user logon vao mang tU 7:00am-6:00pm.

. Tao Home Folder cho cac user.

. Cho phép user chi luu tr(t 500MB trén Home Folder.

. Thuc hién Account Lock-Out(cho phép user nhap sai 2 1an)

. Cai dat Adminpak.msi xuOng mdy client.

O 00 1 O\ DN =~ Wi —

Hudng dan thuc hién:
1. Tao OU c¢6 tén HCM:

' Tai server: Start / Programs / Administrative Tools / Active Directory Users and
Computers/ click nit phdi chudt trén bi€u tugng server / New / Organizational Unit
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2 ctive Directory Users and Computers

@ File  Ackion Wiew  wWindow  Help

- = | @Em @B 2

Cifia v @O

@ Active Directary Users and Computers [se | masteritco.com 5 objects

Mew Window From Here

I:l Saved Queries P— | Type
EI"@ o 2 S T builkinCrarnain
Builti
- Builkin Delegake Contral. .. Cantainer
(£ Computers Find. .. I o N
@ Dnm..ain o connect ta Domain. .. ystr';cipals C;i:;ii;mna
(1 ForeignSect Connect ko Domain Conkraller. . Cantai
- Users ) ) . onkainer
Raise Domain Functional Lewvel. ..
Operations Maskers.,.
e Compuker
All Tasks 3 Conktack
Wiem » Group
- InetCrgPerson

IMSMO Queue Alias

Refresh
Expork Lisk. ..

New Object - Organizational Unik x|
Create in. magtertco.com,

Crganizational Lnik

Prinker

Mame:

|H|:M|

@ Pat tén cho OU

2. Trong OU HCM tao 2 nhém cé tén la Ke Toan va Nhan Su:
) Click nit phdi chu0t trén OU HCM / New / Group

Group Name: Ke Toan /Group scope: Glob
-..‘_4' ctive Directory Users and Computers

@ File Action Wew ‘Window Help

- @@l e XEFRB R el van

@ Active Directory Users and Computers [se | HCM - 0 objects
-] Saved Queries Mame | Type

al /Group type: Security

New Object - Group x|

@ Createin:  masteritco,comfHCM

EI@ masteritco,com
(22 Builtin There are
[:I Computers

{&] Domain Controllers

[:I FareignSecuribyPrincipals

D Users
@
Delegate Conkral. ..
Move, ..
Find...
[ Compuker
All Tasks 3 Contack
.
ew ) i’ InetCrgPerson
Mew Window From Here MSMG Sueue Alias

Cuk Organizational Unit

GrOUp Namme:
I ke Toan|

Group name (pre-Windows 2000

IKe Toan
Group scope | Group bype
" Domain local % Security
& Global " Distribution
) Universal
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@ Twong tu tao Group “Nhan Su”
3. Trong mOi nhém tao 3 user:

a). Tao Users
(Chi ¥: Sau khi tao xong cac User hiy nhap cac thong tin vé cac User dé nhu:
SO dién thoai, dia chi, email, dia chi Web, nhdp tén ngudi quan Iy....)
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) Click ntit phdi chubt trén OU HCM / New / User / dién thong tin cho user kt1

@ File  Action  Wiew window  Help
« - B LB XFRE @ gl

@ Active Directory Users and Computers [se | HCM 1 objects
-1 Saved Queries Mame ﬂ

ﬁ Create in:  mastentco. com/HCM

Bl masteritco.com
--[:l Builtin £33ke Toan First name: Ikt1 |ritials: I

D Computers

@ Dornain Controllers Last name: I

D ForeignaecurityPrincipals

[ Users Full marne: Ikt'l
Cielegate Contral, . )

Uszer logon name:
Mawve. ..
Find... Ik” I @rmagteritco. com j
“Computer I zer logan name [pre-Windows 2000);
All Tasks 3 Caontack
: Group [MaSTERITCO [kt

Liew ndaw F InetCrgPerson
Mew Window From Here MSMGQ Quese Alias
Cut Organizational Linit
Delete Printer < Back | Nest » | Car
Renarne User
Refresh Shared Folder
Fomart lisr : bat password cho user, danh dau muc

Password never expires

New Dbject - User x|

g Create in.  masteriteo. com/HCk

Paszword: I-------.

LConfirm password: I--------|

[ User must change password at next logon
[~ User cannot change password
[~ Password never expires

[T Account iz dizabled

< Back I Heut > I Cancel |

@ Lap lai tuong tu cho cic user KT2, KT3, NS1, NS2, NS3

b). Thiét 1&p Users thudc Group:
) Chon 3 user KT1, KT2 va KT3 / click nit phai chudt trén 3 user / Add to a group
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£# Active Directory Users and Computers

< File  Action Yiew Window  Help

e | Bml | XEBE 2 eEavaT

@ Ackive Directory Users and Computers [se | HCM & objects

D Saved Queries Marme | Type | Description |
E|" Esl;er.:?:n.com ﬁ:Ke Toan Security Group ...
£ uilkin

[ Computers s — ad " e
-{5] Domain Controllers ﬁ Disable Account

(L] FareignSecurityPrincipals fﬁNhan Au Enable Account
Mowve, ..

Security Gre
ﬂ nsl User

ﬂ nsz User Open Hame Page

Send Mail

all Tasks 4

Cuk
Delete

Properties

Help

@l Go tén nhém “Ke Toan” / Check Names / xuat hién gach chan trén group “Ke
Toan”

Select thiz object type:

IGn:uup or Built-in security principal Object Types. ..

From thiz location:

Imasteritco.com Locations...

Enter the object name to select [examples):

Ke Toan Check Mames

FiG

Advanced... | (] | Cancel

@ Thong bao két quad
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Active Directory x|

L]
1 ) The Add to Group operation was successfully completed,

04 |

@ Lam tuong tu véi cic user NS1, NS2 va NS3 dé dua vao nhém “Nhan Su”
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Bai 5: QUAN LY PiA
M3 bai: MP24-05

Muc tiéu:
- Phan biét dugc cdc loai dinh dang dia cUng;
- Cong nghé 1uu tr(f mGi Dynamic storage;
- M5 ta dugc kY thuadt nén va ma hod d{r li€u.
- Thuc hién céc thao téc an toan v&i mdy tinh.
NOi dung chinh:

.1 Cau hinh hé théng tap tin
Muc tiéu:
- Phan biét dugc cdc loai dinh dang hé thGng tap tin trén dia clng.

Hé thOng tap tin qudn 1y viéc luu tr(f va dinh vi cdc tap tin trén dia cUng.
Windows Server 2003 ho tro ba hé thOng tap tin khic nhau: FAT16, FAT32 va
NTFS. Néu ban dinh st dung céc tinh ning nhU bdo mat cUc b0, nén va ma hod
c4c tap tin thi ban nén dung NTFS. Bang sau trinh bay kha ning cla tUng hé
thOng tap tin trén Windows Server 2003:

Kha niing FAT16 FAT32 NTFS
Windows Windows
Hﬂé diéu hanh | HGu hét ciac hé | 95/98/2000/XP/2003 | 2000,2000/XP
hO trg di€u hanh / Vista/ 7/ 2008 / 2003/
Vista/7/2008
HO trg tén tap | 256kytUtrén
tin dai Windows 256 ky tu 256 ky tu
S0 dung hiéu
qua dia Khong Cé Cé
HO trg nén dia Khoéng Khong Co
H6 tr¢ han | Khong Khong Cé
HO trg ma hoa Khong Khong Co
HO trg bdo mat | Khong Khong Co
cuc bd
H6 trg bdo | Cé Cé Cé

mat trén mang
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Kich thudc | 4GB 32GB 1024GB
Volume tdi da
dudgc ho trQ

Trén Windows Server 2003/Windows 2000/NT, ban c6 thé s dung 1é&nh
CONVERT dé€ chuyén d6i hé thOng tap tin tU FAT16, FAT32 thanh NTFS. Ci

phép cUa 1énh nhu sau:
CONVERT [6 dia:] /fs:ntfs

.2 Cau hinh dia luu tr&r

Muc tiéu:
- Phan biét duoc cdc loai dia luu trir trén windows server.

Windows Server 2003 h0 trg hai loai dia luu tr(r: basic va dynamic.
2.1. Basic storage
Bao gbm cdc partition primary va extended. Partition tao ra dau tién trén dia
dugc goi 1a partition primary va toan bd khong gian cdp cho partition dugc s
dung trOn ven. Mobi 6 dia vat 1y c6 tOi da bOn partition. Ban c6 thé tao ba
partition primary va mot partition extended. V@i partition extended, ban c6 thé
tao ra nhi€u partition logical.

2.2. Dynamic storage

Day 1a mOt tinh ndng mdi cla Windows Server 2003. Dia luu tr(f dynamic
chia thanh cdc volume dynamic. Volume dynamic khong chifa partition hodc 6
dia logic, va chi c6 th€ truy cdp bang Windows Server 2003 va Windows
2000. Windows Server 2003/ Windows 2000 h® trQ nim loai volume dynamic:
simple, spanned, striped, mirrored va RAID-5. U'u di€m cUa cdng nghé Dynamic
storage so vOi cong nghé Basic storage:
- Cho phép ghép nhi€u 0 dia vat Iy d€ tao thanh cic 0 dia logic (Volume).
- Cho phép ghép nhi€u viing trOng khong lién tUc trén nhi€u dia clUng vat ly dé
tao O dia logic.
- C6 th€ tao ra cic G dia logic c6 khd ning dung 16i cao va ting tOc dd truy
xuat...

2.2.1 Volume simple.

Ch(ta khong gian 1ay tU mOt dia dynamic duy nhat. Khong gian dia ndy c6 thé
lién tuc hodc khong lién tuc. Hinh sau minh hoa mOt dia vat ly dugc chia thanh
hai volume don gidn.
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a0
\.___1_‘___ .
Simple Voluma G
100GR
\“'-'—'__J Simple Volume D
100G
\a.“____ P

Physical Disk 0
200GE

2.2.2 Volume spanned.

Bao gdm mOt hodc nhi€éu dia dynamic (t0i da la 32 dia). SU dung
khi ban muln ting kich ¢ cUa volume. D{t 1iéu ghi 1én volume theo th(r tu,
hét dia nay dé€n dia khdc. Thong thuGng ngudi qudn tri s& dung volume
spanned khi 6 dia dang s dung trong volume sdp bi ddy va muOn ting kich
thudc cla volume bang cich b6 sung thém moOt dia khéc.

Plgsieal Disk 0 Phgzieal Disk 1 Phg=ieal Disk 2 Phg=ieal Dizk 3
100GE ThGR ThER ThER
N —y s
— o 5y — =
— . i —_—

Spanned Volume Set D2

Do d{t li€éu dugc ghi tuan tU nén volume loai nay khong ting hi€u ning s
dung. Nhugc di€m chinh cla volume spanned 1a néu mOt dia bi hOng thi toan
b6 dirliéu trén volume khong th€ truy xudt dugc.

2.2.3 Volume striped

Luu tr(r dt 1iéu 1én cic diy (strip) bang nhau trén mOt hodc nhi€u dia vat
1y (t0i da 1a 32). Do d{F liéu dugc ghi tuan tu 1én tUng diy, nén ban c6 thé thi
hanh nhiéu tic vu I/O dOng thdi, 1am ting tOc d0 truy xudt d{r 1iéu. Thong
thudng, ngudi qudn tri mang s& dung volume striped d€ két hop dung 1UOng
cUa nhi€u 0 dia vat 1y thanh mOt dia logic dOng thdi ting tOc d0 truy xuat.
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Physical Disk 1 Physical Disk 2 Physical Disk 3

Striped Volume Set D
Nhugc di€m chinh cUa volume striped 12 néu mOt G dia bi hdng thi dt liéu
trén toan b0 volume mat gid tri.

2.2.4 Volume mirrored.

LA hai ban sao clUa mOt volume don gidn. Ban ding mOt G dia chinh va mOt
0 dia phu. D{I 1iéu khi ghi 1én dia chinh dOng th0i ciing s€ dugc ghi 1én dia phu.
Volume dang nay cung cap kha ning dung 16i tOt. Néu mOt dia bi hdng thi O
dia kia van lam viéc va khong 1am gidn doan qud trinh truy xudt dit liéu. Nhugc
di€m cUa phuong phéap nay la b0 di€u khién dia phdi ghi 1an 1ugt 1én hai dia,
lam gidm hiéu ning.

" Etrull - - Disk Mirroring

Physical Disk 0 Physical Disk 0
Primary Secondary

DE ting tOc d0 ghi dOng thoi ciing ting khd ning dung 10i, ban cé thé
s dung mOt bién th€ cla volume mirrored 13 duplexing. Theo cich nay ban
phdi st dung mOt bd di€u khi€n dia khic cho 6 dia th( hai.

Controller
Physical Disk IZI

Primary
Dizk Duplexing

f‘nntrnller .
Physical Disk 0

Secondary
Nhugc diém chinh cla phuong phdp nay la chi phi cao. D€ c¢6 mot
volume 4GB ban phdi tOn dén 8GB cho hai § dia.
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2.2.5 Volume RAID-5
Tuong tU nhu volume striped nhung RAID-5 lai dung thém mot day
(strip) ghi thong tin ki€ém 106i parity. Néu mOt dia cUa volume bj hong thi
thong tin parity ghi trén dia khic s€ gidp phuc hoi 1ai d{ liéu trén dia héng.
Volume RAID-5 s(t dung it nhat ba G dia (t0i da 1a 32).

C

Systam
and
Boot Partitions

RAID-5 Yolume Set

Uu di€m chinh cUa kY thudt nay 1a khd ning dung 16i cao va tOc dO truy xudt
cao bdi s dung nhi€u kénh 1/0.
.3 SU dung chuong trinh Disk Manager
Muc tiéu:
- SU0 dung dugc cong cU Disk Manager d€ quan 1y dia cUng.

Disk Manager 12 mOt ti€n ich giao pEEEE= . i
dién d6 hoa phuc vu viéc quan ly [2% 2ne s = 2ol
dia vd volume trén mdi truOng Py |[Sgy—— o [elleasmlan: — Jomt |
Windows 2000 va Windows Server %Sﬂd“ﬂd e
2003. D€ c6 th€ st dung dugc hét | “demoe
cdc chlc ning cUa chuong trinh, ban | Tgunems ¢ ' =
phdi ding nhdp vio mdy bang i [|v@ = |=2 “_’7
khodn Administrator. Vao menu Start ;k S
\ Programs \ Administrative Tools \ e o
Computer Management. Sau dé6 mé& Poisk _ﬁ
rOng muc Storagei va ch,Qn Disk é‘}n ks
Management. CLI? sO Disk e mmme
Management xuat hi€n nhu sau: . .
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3.1. Xem thu®c tinh cUa dia
Nhép phdi chult 1én 6 dia vat ly
muOn bi€t thong tin va chon

Disk O Properties 2| x

A . i . General
Properties. HOp thoai Disk Properties |
xudt hi€én nhu sau: e Dk Disk 0
Tupe: Bazic
N . o , N .. Statuz: Orline
HOp thoai cung cap cac thong tin: N 17433 M

Unallocated Space: OmMBE

- SO th(tu cla 6 dia vat ly .

. . . Device Type: SCSI [Port:2, Target 1D: 0, LUM:0)
- Loai dia (basic, dyAflaml\C’ DVD- i gwaeVendor  SEAGATE ST318405LC SC31 Disk Devics
ROM, DVD, dia chuyen dOi dUQC,  adapterName: Adapter AIC-7899 Ulha160/m PCI SCS1
hodc unknown) Card
- Trang thai cUa dia (online hodc

Yolumes contained on this disk:

. Yolume | Capacity |
offline) =0 4000 ME
- Dung lugng dia SDaia [0 | 13432 M
- Luogng khong gian chua cap phat
- Loai thi€t bi phan clng Fioperies |

- Nha sdn xuat thiét bj
- Tén cUa adapter
- Danh sach cac volume da tao trén

0k, I Cancel | Apply |

3.2. Xem thu®c tinh cUa volume hodc dia cuc b0

21 x]
Tren mOt 0 dTa dynamlc’ ban Su Security I Shadow Copies I Cluota
General | Tools I Hardware I Sharing

dung cac volume. NguQc lai trén
mOt & dia basic, ban sU dung céc dia S [Systend
cuc bo (local disk). Volume va dia = . P
cuc bO déu cé chUc nidng nhu nhau, File systern: ~ NTFS

dO Véy CéC phé‘n sau du‘a Vao d‘i’a CUC B Uszed space: 1,284,939,776 bytes 119 GE

bé dé7 mlnh hoa Dé7 xem thl,IéC tfnh M Fiee space: 212,472 320 bytes 774 MB

Clila mét dia CU.C bé ban nhé'p phél Capacity: 2,097,471 2,096 bytes 1.95 GB
0 . 7 o

chudt 1én dia cuc bd d6 va chon Q
Properties va hOp thoai Local Disk

. a7 « A - Disk Cleanup
Properties xuat hi€n. Drive C |

[T Compress drive to zave disk space

v Al Indexing Service to index this disk for fazt file searching

OF I Cancel I Apply I
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Cung cap céc thong tin nhU nhéin dia, loai, hé thOng tap tin, dung 1Uong da s
dung, con trOng va tOng dung 1ugng. Nit Disk Cleanup ding d€ md& chuong
trinh Disk Cleanup ding d€ xoi cdc tdp tin khong can thi€t, gidi phéng

khong gian dia.

3.2.2 Tab Tools.

Bam nit Check Now d€ kich hoat
chuong trinh Check Disk dung d€ ki€m
tra 10i nhu khi khéng thé truy xudt dia
hoac kh&i dOng l1ai mdy khong ding cdch.
Nut Backup Now sé md& chuOng trinh
Backup Wizard, hudng dan ban cic
budc thuc hién viéc sao IUu céic tap
tin va thU muUc trén dia. Nt
Defragment Now m& chuong trinh Disk
Defragment, dung d€ doOn cic tap tin trén
dia thanh mOt khoi lién tuc, gitp ich cho
vi€c truy xudt dia.

3.2.3 Tab Hardware

Liét k& cic 6 dia vat ly Windows
Server 2003 nhan dién dugc. Bén dudi
danh sich 1liét ké céc thuOc tinh cla G dia
dugc chon.

— Error-checking

2

Thiz option will check the wolume for
ErMmors.

— Defragmentation

u\h Thiz option will defragment filez on the wolume.

e
Defragment Mow. .. |

— Backup

Ek‘l_\‘ Thiz option will back up files on the volume.

Backup Mo, .. |

Local Disk (C:) Properties 2=l
Security | Shadow Copies I Quota I
General Tools Hardware I Sharing

Dizk drives

= M ware, Yhdware Virtual 5 SC51 Disk D

S M ware, Whware Virtual 5 SCS1 Disk D Disk drives
5 Floppy dizk drive Floppy dizk...
b MECW MW ar Yiweare IDE COR10 WD ACD-R...

— Device Properties
M anufacturer: [Standard disk drives]
Location: Buz Mumber 0. Target |0 O, LUK 0O

Device Status: Thiz dewvice is waorking properly.

QK. Cancel Apply
Local Disk (C:) Properties 2=
Security I Shadow Copies I Cuota I
General I Tools Hardwars I Sharing
All dizk drives:
Marne Type ||
g rware, Vidware Virtual S SCS| Disk D Diizk drives

Troubleshoaot. .. I Froperties I
(] I Cancel I Apply I
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: 2
3.2.4 Tab Sharing e 2l

Security I Shadow Copies I Quota |

ChO phép Chla Sé hOéC klléng Chla Sé 6 General | Tools | Hardware Sharing

d‘i’a Cu C bé HQY. Theo méc dinh’ tét Cé CéC ,_«_-z “r'ou can zhare thiz folder with other users on pour

network. To enable sharing for this folder. click Share this
folder.

0 dia cuc bd déu dudgc chia sé dudi dang
an (c6 dau $ sau tén chia s@).

this folder

Share name: |C$ LI
Description: IDefauIt share
User limit: = Masirmurn allovsed

 pAllow this number of users: I _I;
To et permiszions for uzers whao Eemiesimes. |
access this folder ower the netwark, —
click Permizsions.
To modify how people uze the content Offline Sett
while: offline. click Dffline Settings. _ Qifine Setings.._|
Mew Share... |
Ok I Cancel I Apply I

3.2.5 Tab Security 2|
Chi xudt hi€én khi dia cuc b0 nay sUr erme 1 |T°°'35had|c.wc:§;dswa'e e

dung hé thOng tap tin NTFS. Diung d€  euorusernames

thiét 1ép quyén truy Cép Ién dia. Theo l’l’léC gCHEATDH DW’NEF!

dinh, nhém Everyone dugc toan quyén  |Sooe:

N ,« > € Users [TYTHAMH U sers)
trén thU muc gOc cUa dia.

Add. . I Eemove I
Permizzions for Adminiztrators Al Deny
Full Cantral O -
Modify O
Fead & Execute O
Lizt Folder Contents O
Fead O
wiite O LI

For special permissions of for advanced settings., Advanced |
click Advanced. —
(] I Cancel I Apply I
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3.2.6 Tab Quota

Chi xudt hién khi s dung NTFS. Dung d€ quy dinh 1ugng khong gian
dia cap phat cho ngudi dung.

3.2.7 Shadow Copies 21
. N H General Tools Hardware Sharir
Shadow Copies la dich vu cho Security ! T | | e ]

phép Ilg U'\dl dl\lng truy Cép hOéC Shadows copies allow uzers to view the contents of shared folders
. ~ . s 5, as the contents existed at previous points in time. For infarmation on
kh@l phuC nh Lrng phlén ban trudc required client software, click here.
A ? ™ A . ~ Select a volume:
d%y Cua nh ung talP tln da lml’, Yolume | Mext Bun Time | Shares | Uszed |
bang cich dung mOt tinh ndng O [=alN 7/12/200512.. O 101 ME on ...
mdy tram goi la Previous
Versions.
Enable | Settings. .. |
— Shadow copies of selected wolume
FA1242008 2:00 &M
7412/2005 9:00 & Lreate Now |
Delete How |
QK. I Cancel I Apply |

3.3. BO sung thém mot 6 dia moi
3.3.1 May tinh khéong ho tro tinh ning “hot swap”

Ban phdi tat mdy tinh r6i m&i 1dp 6 dia mdi vao. Sau d6 khdi dOng
mady tinh 1ai. Chuong trinh Disk Management s€ tu dOng phat hién va
yéu cdu ban ghi mOt ch(t ky ddc biét 1én & dia, gitip cho Windows
Server 2003 nhan di€én duoc G dia nay. Theo mdc dinh, 6 dia mGi dugc
cau hinh 12 mOt dia dynamic.

3.3.2 May tinh ho tro “hot swap”

Ban chi can 1ap thém G dia m&i vao theo hudng dan cUa nha sdn xudt
ma khong can tat may. ROi sau d6 ding chlic ning Action Rescan Disk
cUa Disk Manager d€ phat hién G dia md&i nay.

3.4. Tao partition volume
moi

Néu ban con khong gian
chua cdp phat trén mOt dia
basic thi ban c6 th€ tao thém
partition md&i, con trén dia
dynamic thi ban cé th€ tao

Create Partition Wizard x|

Welcome to the Create Partition
Wizard

This wizard helps you create a partition on a basic disk.

A basic disk iz a physical digk that containg primary partitions,
extended partitions, and logical drives. & basic disk may also
contain volumes created with wWindows NT 4.0 and earlier.
You can alsa use MS5-D0S to gain access ta partitions on
basic disks.

To contiue, click Next.

Cancel

< Back
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thém volume md&i. Phdn sau hubng dan ban sU dung Create
Partition Wizard d€ tao mOt partition moi:
Nhap phdi chubt 1&n ving trOng chua cap phat cla dia basic va chon

Create Logical Drive.

Xuat hién hbp thoai Create Partition Wizard. Nhan niit Next trong hOp

thoai nay.

Trong hOp thoai Select
Partition Type, chOn loai
partition ma ban dinh tao. Chi
c6 nhlmng loai con khd ning
tao m&i dugc phép chon (tuy
thudc vao 6 dia vat 1y cla
ban). Sau khi chOn loai
partition xong nhan Next dé
ti€p tuc.

Ti€p theo, hOp thoai Specify
Partition Size yéu cdu ban
cho bi€t dung lugng dinh cap
phat. Sau khi chi dinh xong,
nhan Next.

Trong hOp thoai Assign
Drive Letter or Path, ban c6
th€ dat cho partition nay mOt
ky tu G dia, hodc gan

Create Partition Wizard

Select Partition Type
Y'ou can specify what type of partition to create.

Select the type of partition you want to create;
€ Erimany partition

€ Extended partition

Description

A logical drive iz a volume you create within an extended partition on a basic
disk.

< Back I Hext » I

Cancel

Create Partition Wizard

Specify Partition Size
Haow big do you want the partition to be?

Chooge a partition gize that iz smaller than the masimum disk. space,

Mavimum disk space: 2291 WB
Mirimum disk space: 7ME
Amount of disk space to use: 229 j ME

» D0 I Blmaib v I I
Create Partition Wizard X|

Aszign Drive Letter or Path
You can assign a drive letter or drive path to a partition.

* ;_stign a drive letter: IE: j

" Mount this volume at an empty folder that supparts drive paths:

I Browse,.. |

" Do hot assigh a drive letter or drive path

< Back I Mest » I

Cancel
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(mount) vao mdt thu muc rbng, hodc khong lam dat gi hét. Khi ban
chon ki€u gan vao mdt thu muc rOng thi ban cé thé tao ra vo sO partition

mdi. Sau khi d3 quyét dinh xong, nhan Next d€ ti€p tuc.

HOp thoai Format Partition
yéu cau ban quyét dinh cé
dinh dang partition nay
khong. Néu c6 thi dung hé
thOng tap tin 13 gi? don vi
cap phat 12 bao nhiéu? nhin
cUa partition (volume label)
la gi? c6 dinh dang nhanh
khong? C6 nén tap tin va thu
muc khong? Sau khi da chOn
xong, nhan Next dé€ ti€p tuc.

Create Partition Wizard

Format Partition
'ou can custonize the formatting of the partition.

Specify whether you want ta farmat thiz partition.
= Do not farmat this partition

% Format this partition with the following settings:

Farmatting
File system ta usze: INTFS LI
Allocation unit size: IDefauIt ;I

Wolurne label: INew W olurne

I Petform a Quick Fomnat

I~ Ernable file and folder compression

< Back

Cancel

I Mext » I

Create Partition Wizard E x|
Hép thOal Completing the tCMc;;r;p:_Ideting the Create Partition
Create Partition Wizard Yo have succesluly conpleed th Ciste Parlon
tom té’t lal cac thao tac Sé Yolzas[p;ecified the following settings:
thuc hién, ban phdi ki€m [ j
tra 1ai xem da chinh x4c chua, Doz i o &
sau d6 nhén Finish d€ bat PR !
dé‘u th uC hlén To close this wizard, click Finish.

<Back [ Finsh | = Cancel
3.5. Thay d6i ky tw 6 dia hodc dudng dan.
Change Drive Letter and Paths for New 21|

Mu6n thay d6i k}’/ tu 6 dia choO  allow access to this volume thiough the diive letter and paths listed below.
partition/volume n3o, ban nhdp phdi
chudt 1én volume d6 va chon Change
Drive Letter and Path. HOp thoai

Change Drive Letter and Path xudt hién. m

Edi... Remove |

LCloze

Trang 109



Quan tri mang 1

Trong hOp thoai nay, nhan niit Edit d€ EIIAEEET 21|
md ti€p hop thoai Edit Drive Letter and 7 " 20 =™
Path, m& danh sich Assign a drive letter ¢ IMM“"”“S“TFS e =
A P ~ ya . - _1 = EBrowsze... |
va chOon moOt ky tu O dia m0i dinh dat cho L
partition/volume nay. CuGi cling dOng y oK ] Coedt |

x4c nhan cic thay d0i da thuc hién.

3.6. Xod partition/volume

P& t6 chlc lai mOt 6 dia hodc huy cic dit liéu c6 trén mot
partition/volume, ban c6 th€ xod né di. P& thuc hién, trong clta s6 Disk
Manager, ban nhdp phdi chudt 1én partition/volume muOn xo4 va chon
Delete Partition (hodc Delete Volume). MOt hQp thoai cdnh bdo xudt
hién, thong bdo d(t 1i€u trén partition hodc volume sé bi xo4 va yéu cau
ban x4c nhan 1ai 1an nira thao tic nay.

3.7. C&@u hinh Dynamic Storage
3.7.1 Chuy€n ché dd luu trir.

o 2
be su dung dudc coO =1al x|
~ ~ . ) Ho pton Wew wndow BB SETE
che luu tr Dynamic, ban =7 o550«
A = - 4 Computer Management {Local) Yolume | Layout | Tvpe | Fil
= ile System | Status | capacity [ £
pha 1 Chuyen dOI CaC dTa Em System Tools = (c Partition  Basic NTFS Healthy {System) 1.95GB
Event Viewer @NRMEVOL_EN (Di) Partition Basic CDFS Healthy 543 MB i

clng vat 1y trong hé théng
thanh Dynamic Disk. Trong

H Shared Folders

% Local Users and Groups
- Petformance Logs and Alerts
- Device Manager

E@ Skorage

cong  cy  Computer | “giztnr f—— ' o
Management \ Disk |o 8 e masoconons 5¥]=
Management, ban nhdp S

phdi chult trén cic G dia e e

ZPDisk 2 I

bén clUa sO bén phdi va
orive Unallocated

chon Convert to Dynamic

, =JCD-ROM O
Disk.... Sau d6 danh d&u
Véo tét Ca Céc dia Cung Vat 4 |L| B Unallocated [l Primary partition |

Iy can chuyén d0i ché do
1uu tr(r va chon OK d€ hé thOng chuy&n dGi. Sau khi chuyé&n dGi xong hé
thOng s€ yéu cau ban restart may d€ 4p dung ché d6 luu trlt mdi.

3.7.2 Tao Volume Spanned.
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Volume, sau d6 chOn New
Volume.

E Computer Management - | Ellﬂ
g File Action Yew Window Help | ===
le» a@ 2| Da &
@ Computer Management {Local) Yolume: | Layaut I Twpe I File S steml Status I Capacit: I
By System Taols ET Simple  Dynamic  NTFS Healthy (Boat) 1.95 &8
| {1 Evert viewer ZEINRMEVOL_EN (D) Parbtion  Basic CDFS Healthy 543 ME
Shared Folders
Local Users and Groups
: Performance Logs and Alerts 5 |
= Device Manager
E-@ Storage N
i Removable Storage @Dls_k o
) Dynamic {C:)
EiskiEefiagmenten 3.00 GB 1,55 GB NTFS 1.04 GB
. g Disk Management Cnline Healthy (Eook) Unallocated
& Services and Applications
Hpisk 1
Dynarmic
1023 MB 1023 MB I
Online Unallocar  Hew Yalume, . |
Eropetties
Hpisk 2 —
Dynarmic Help
1023 ME 1025 MB —
Online Unallocated
L£lco-RoMo &
CO-ROM NRMEYOL_EN {D:}
543 MB 543 MB COFS
online Healthy
«| | »| | W Unallocated I Frimary partition Bl Simple volume ﬂ

Ti€p theo, ban chon
Volume can tao. Trong trudng

loai

Select Yolume Type

X

S

There are five types of volumes: simple, spanned, striped, mirored, and RAID-5.

hgp nay chung ta chon Spanned.

Select the volume pou want to create:

 Simple & Mirmored
 RAIDS

€ Striped

Description

A spanned volume is made up of disk space on more than one dynamic disk.
Create a spanned volume if you need a volume that is too large for a single disk.
‘Y'ou can extend a spanned volume by adding free space from anather disk.

Ban chon nhiing dia cUng dung

Select Disks

d€ tao Volume nay, dOng thoi

< Back I Mext > I

Canecel |

X

S

‘You can select the disks and set the disk size for this volume,

ban ciing nhap kich thudc ma
mOi dia gianh ra d€ tao
Volume. Chi y dbi vdi loai
Volume nay thi kich thuGc cla
cdc dia gianh cho Volume c6 thé
khac nhau.

Select the dynamic disks pou want to use, and then click Add.

Ayailable:
Dizk 0

Selected:

Add | Dizk 1
< Bemowve |
< Remove Al |

Total volume size in megabytes (MB]: 150

1023
|1 od _IQ

1067 MB 50 ME

I axirum available space in MB:

Select the amount of space in ME:

< Back I Mext > I

Cancel
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Ban gin ky tu 6 dia cho

Volume.

Asszign Drive Letter or Path

For easier access, you can assign a diive letter or diive path to your volume.

X

+ hssign the following diive letter:

 Mount in the following empty MTFS folder:

€ Do nat assian a drive letter or drive path

F =
Browse... |

Ban dinh dang Volume ma ban
vlra tao d€ c6 thé chira dir liéu.

Pén diay da hoan thanh viéc tao
Volume, ban cé thé luu trlt dir
liéu trén Volume nay theo cO ché
da trinh bay & phan ly thuyét.

3.7.3 Tao Volume Striped

Cic budc tao  Volume
Striped cling tuOng tU nhu
viéc tao cic Volume khic
nhung chi y 1a kich thudc cla

< Back I Mest » I

Cancel

New ¥olume Wizard

Format Volume

To store data on this volume, you must format it first.

Choose whether you want ta format this volume, and if so, what settings you want to use.

" Do not format this volume

% Farmat this volume with the following settings:

INTFS 'l
IDefauIt 'l

File system:
Allocation unit size:
Wolume |abel:

¥ P

o

ISpanned

[~ Enable file and folder compression

< Back I Mest > I

Cancel |

New ¥olume Wizard

Select Disks

‘fou can select the disks and set the disk size for this volume,

X

Select the dynamic disks you want to uze, and then click Add.

Ayailable:

Disk 0 1067 MB s, |
< Remave |
< Remave All |

Total volume size in megabytes [ME]: 200
922

b aximum available space in ME:

Select the amount of space in MB:

100

=

< Back I Mest > I

Cancel
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cdc dia cUng gianh cho loai Volume nay phdi bang nhau va kich thuGc
cUa Volume bang tOng cic kich thudc cla céc phan trén.

3.7.4 Tao Volume Mirror.
zl
CéC bl'réc t.ao VOlume Mirror 5eIe‘::oluljc:i:r:(!s;xalec:tthet:lisksant:lsetthet:lisksizeforthis\u'olume.
cling tuong tu nhuU trén, chd y
. ’ - . s Select the dynamic disks you want to use, and then click Add.
kich thuOGc cua cic dia cuUng Ay Selectedt
gianh cho loai Volume nay phai E—— F: o
S < . z 2 < Remaove
bang nhau\v va k}ch tf/lU‘O'C clfa —I%WM
Volume bang chinh kich thudc

2 X . h A A Total volume size in megabytes [MB): 100
C u a m01 p a n tren. M aximum available space in MB: 922

Select the amount of space in MB: 100 _:I

< Back I Mext > I Cancel

3.7.5 Tao Volume Raid-5.

Cac budc tao Volume Raid-5 X
Cﬁng tUdng tu l’lhu trén l’lhung SEI?olchl:::electthedisksandsetthedisk size for this volume.
chi y la loai Volume yéu cau

Select the dynamic disks you want to uge, and then click Add.

tOi thiu dén 3 dia cUng. Kich — st
thudc cla céc dia cUng gianh —— T
cho loai Volume nay phadi _ <Bemove |
bang nhau va kich thudc cla [ oot |

S , 7 > Tatal volume size in megabytes [MEB]: 400
Volume bang 2/3 kich thudc cla -
x. A A . Mazimum available space in MEB: 922
InOl phan CQng l_a 1- Select the amount of space in MB: 200 _:I

< Back I Mest > I Cancel
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4. Quan ly viéc nén dir liéu
Muc tiéu:
- SU dung duoc coéng cU nén dit liéu.

Nén d(t liéu 13 qud trinh 1luu trlr d( li€u dudi mét dang thlc chi€ém it
khong gian hon dit liéu ban dau. Windows Server 2003 ho trQ tinh ning
nén cic tap tin va thu muc mot cich tu dOng va trong sudt. Cdc chuong
trinh Ung dung truy xudt céc tap tin nén mOt cich binh thudng do hé di€u
hanh tu dOng gidi nén khi md tap tin va nén lai khi luu tap tin 1én dia.
Khd niing nay chi c6 trén cdc partition NTFS. Néu ban chép mét tap
tin/thu’ muc trén mOt partition c6 tinh ning nén sang mOt partition FAT
binh thuGng thi hé di€u hanh sé gidi nén tap tin/ thu muc d6 trudc khi chép
di.

D€ thi hanh viéc nén moOt tdp tin/thu muc, ban s& dung chuong trinh
Windows Explorer va thuc hién theo cdc budc sau:

- Trong cUa sO Windows [T 2l
EXplOI’er, dUYét déIn tép tin/thu ﬂﬁ Chonse the settings you wank For this Folder

muc dinh nén va chon tdp tin/thy S gl e ke gt v
mu C dél . R ; —Archive and Index attributes

- Nhép phal Chuot lén dél [ Folder is ready For archiving

tUO'ng do va ChQn PI‘OpertieS. ¥ Far Fast searching, allow Indexing Service o indes this Folder
- Trong hOp thoai Properties,
nhdn nit Advanced trong tab

—Compress or Encrypt attributes

[ Compress contents ko save disk space

General. ™ Encrypt contents to secure data

- Trong hOp thoai Advanced — |
oK Cance

Properties, chon muc

“Compress contents to save disk space” va nhan chon OK.

Nhén chon OK trong hOp thoai Properties d€ xic nhan thao tic. Néu ban
dinh nén mOt thu muc, hOp thoai Confirm Attribute Changes xudt hién,
yéu cau ban lua chon hodc 1a chi nén thu muc nay thoi (Apply changes to
this folder only) hodc nén cd cdc thU muc con va tap tin ¢6 trong thU muc
(Apply changes to this folder, subfolders and files). Thuc hién lua chon
cUa ban va nhan OK.
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Confirm Attribute Changes =l
‘fou have chosen to make the Following attribute change(s):

COMPress

Do wou wank to apply this change ko this Folder only, or do wou want ko
apply it to all subfolders and files as well?

&+ apply changes to this Folder only:

" Apply changes to this folder, subfolders and files

OF I Cancel |

P& thuc hién viéc gidi nén mOt thu muc/tap tin, ban thuc hién tuong tu
theo cdc budc & trén va bd chon muc Compress contents to save disk
space trong hOp thoai Advanced Properties.

5. THIET LAP HAN NGACH DiA (DISK QUOTA).

Muc tiéu:
- Cap phdt dugc han ngach su dung dung lUOng dia clng cho nguoi st
dung.

Han ngach dia dugc diung d€ chi dinh luong khong gian dia t0i da ma
mOt ngU0i diung c6 thé s dung trén mOt volume NTFS. Ban c6 thé€ ap
dung han ngach dia cho tat cd ngudi dung hodc chi doi véi tUng ngudi
dung riéng biét.

MOt sO van dé ban phdi luu y khi thi€t 1ap han ngach dia:

- Chi c6 th€ 4p dung trén cac volume NTFS.

- Luong khong gian chi€ém dung dudc tinh theo cic tap tin va thU muc
do ngu0i dung s htu.

- Khi nguGi dung cai dat mOt chuong trinh, lugng khong gian dia con
tréng ma chuong trinh thdy dugc tinh todn dua vio han ngach dia cla
ngUdi dung, khong phdi 12 lugng khong gian con trOng trén volume.

- Dudc tinh todn trén kich thudc that su cUa tap tin trong triOng hQp tap
tin/thu muc dugc nén.

5.1. Cau hinh han ngach dia.

Ban cdu hinh han ngach dia béng hOp thoai Volume Propertise da
giGi thi€u trong phan trén. Ban ciing c6 th€ m3 hdp thoai nay bang cich
nhdp phdi chudt 1én ky tu G dia trong Windows Explorer vi chon
Propertise. Trong hOp thoai nay nhdp chon tab Quota. Theo mdc dinh
tinh ndng han ngach dia khong duQc kich hoat.
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Local Disk (C:) Properties 2xl
General I Tools | Hardweare | Sharing |
Security | Shadow Copies Quota

§ Status: Disk quotas are disabled

[¥ Enable quota management
¥ Deny disk space to users exceeding quota limit
Select the default guota limit for new users on this volume:

" Da not limit disk usage
& Limit disk space to [100 [E |

Set waming level ta ISS IMB j

Select the quata logging options for this volume:

[~ Log event when a user exceeds their quota limit

[~ Log event when a user exceeds their warning level

Huota Entries... |
QK I Cancel | Apply |

C4c muc trong hOp thoai ¢ y nghia nhu sau:

- Enable quota management: thuc hién hodac khong thuc hién qudn ly
han ngach dia.

- Deny disk space to users exceeding quota limit: ngUdi dung sé khong
thé ti€p tuc s dung dia khi vuQt qua han ngach va nhan dugc thong bio
out of disk space.

- Select the default quota limit for new users on this volume: dinh
nghia c4c gidi han s dung. Cic Iua chon bao gdm “khdng dinh nghia gidi
han” (Do not limit disk space), “gidi han cho phép” (Limit disk space to)
va “gidi han canh bdo” (Set warning level to).

- Select the quota logging options for this volume: c6 ghi nhan 1ai cdc
sU kién lién quan dén st dung han ngach dia. C6 thé ghi nhan khi ngudi
dung vugt qua gidi han cho phép hodc vugt qua gidi han canh bio.

Bi€u tugng den giao thong trong hdp thoai cé céc trang thdi sau:

- Peén d0d cho biét tinh ning qudn 1y han ngach khdng dugc kich hoat.

- Pben vang cho bi€t Windows Server 2003 dang xdy dung lai thong tin
han ngach.

- Pbeén xanh cho biét tinh niing quan 1y dang c6 tic dung.

5.2. Thiét lap han ngach méc dinh.

Khi ban thi€t 1ap han ngach madc dinh 4p dung cho cic ngu0i dung m&i
trén volume, chi nhirng ngu'0i diing chUa bao giO tao tap tin trén volume do6
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m&i chiu anh hudng. C6 nghia 1a nhitng ngu0i dung da s& hlru cic tap
tin/thtr muc trén volume nay déu khdng bi chinh sich han ngach quy dinh.
NhuU vay, n€u ban du dinh 4p dat han ngach cho tat ca cic ngudi dung,
ban phai chi dinh han ngach ngay ttr khi tao 1ap volume.
PE& thuc hién, ban m3 hOp thoai Volume Properties va chon tab
Quota. Pinh ddu chon muc Enable quota management va di€n vao cic
gid tri gidi han st dung va gidi han canh bdo.

5.3. Chi dinh han ngach cho tUng cd nhan.

Trong m&t vai truGng hgp, ban can phdi chi dinh han ngach cho riéng mot
ngU0di nao d6, chang han cé thé 1a cac 1y do sau:

- Ngu0i diung nay s€ gilt nhiém vu cai dat cdc phan mém mdi, va nhu
vay ho phdi c¢6 dugc lugng khong gian dia trOng 16n.

- Hodc 1a ngu0i dung da tao nhi€u tap tin trén volume truGc khi thiét
1ap han ngach, do vay ho sé khong chiu tic dung. Ban phai tao riéng mOt
gi®i han mdi 4p dung cho ngudi do.

D€ thi€t 14p, nhdn nit Quota Entries trong tab Quota cUa hOp thoai
Volume Properties. Clra s6 Quota Entries xudt hién.

“2 Quota Entries for Local Disk (C:) iy ] 4|
Quota  Edit  Wiew Help
OXE = qQ
8l BUILTIM} Administ. .. 0 £ 0 5
ok NT AUTHORITY!. .. Molimit  MoLimit RS
@OK T AUTHORITYIL... Z19KE Mo Limik Mo Limik MiA
@OK Tran YanThanh TWTHAMH Thanh 2,78 MB 100 ME 99 MB 2
@OK Tieu Dong Mhan TWTHAMHMRon 2,78 MB 100 ME 99 MB 2
|5 tatal ikemis), 1 selected. 4

Chinh stra thong tin han ngach clla mOt ngudi dung: nhan dip vao
muc cUa ngudi dung tuong Ung, hOp thoai Quota Setting xudt hi€n cho
phép ban thay d0i céic gid tri han ngach.
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General |

g User: TranWanThanh [TYTHANHAT hanh)

Quata used: 278 MB [2%) @

Quota remaining:  97.21 MEB

€ Do not limit dizk usage

" Limit disk spaceta | 00 e x|
Set waming level to | E IGB d

ok | Cancel | apph |
B& sung thém mOt muc quy dinh han ngach: trong clra s6 Quota
Entries, vio menu Quota chon muc New Quota Entry / xudt hién hdp
thoai Select Users, ban chon ngudi ding r6i nhan OK / xuat hién hOp
thoai Add New Quota Entry, ban nhap céc gi4 tri han ngach thich hgp va
nhan OK.

6. MA HOA DU LIEU BANG EFS
Muc tiéu:

- SU dung duoc céng cU ma héa dit liéu.

EFS (Encrypting File System) 12 mOt ky thuat dung trong Windows
Server 2003 dung d€ ma hod cdc tdp tin Iuu trén cidc partition NTFS.
Viéc mia hoi s& bd sung thém mot 16p bdo vé€ an toan cho hé thOng
tap tin. Chi ngudi ding c6 ding khoa mGi c6 thé€ truy xudt dudc cic tap tin
nay con nhing ngudi khdc thi bi tU chOi truy cdp. Ngoai ra, ngUOi
qudn tri mang con c6 th€ dung tic nhian phuc hOi (recovery agent) dé
truy xudt dé€n bat ky tap tin nao bi ma hoi. PE ma hod cic tap tin, ti€n
hanh theo cac budc sau:

MG clra sO Windows Explorer. Advanced Atributes 21X
Trong Ccra Sé Windows EXplOl'el', Chon ﬂﬁ Choose the settings vou want For this Folder

‘hen you apply these changes vou will be asked if you want the

CflC té p tln Va th UC muc Cé‘ n mﬁ hOé. changes to affect all subfolders and files as well.
Nhap phdi chudt 1én cdc tap tin va thu "‘r“h::d:ji o

muc, chOn Properties. W For fast sear;mg,_auow Ingdexing Service ta ndex this Foider
Trong hOp thoai Properties, nhan ndt .

Advanced. I~ Compress contents ko save disk space

e ;gn-:rvpt conterts bo secure datal

oK I Cancel |
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HOp thoai Advanced Properties xudt hién, dianh ddu muc Encrypt
contents to secure data va nhan OK.

Trd 1ai hOp thoai Properties, nhdn OK, xudt hién hOp thoai Confirm
Attribute Changes yéu can ban cho bi€t s& ma hoa chi riéng thu muc
dugc chon (Apply changes to this folder only) hodc mi ho4 toan b0 thu
muc k€& cdc cdc thu muc con (Apply changes to this folder, subfolders
and files). Sau d6 nhan OK.

Confirm Attribute Changes |

‘ou have chosen to make the Following attribute changeds):

encrypt

Do you want ko apply this change to this Folder only, or do wou want to
apply it to all subfolders and files as well?

" apply changes ta this Folder only

& apply changes to this Folder, subFolders and files:

a4 I Cancel |

PE& thoi khong mi hod cdc tap tin, ban thuc hién tuong tu theo céc
budc trén nhung bé chon muc Encrypt contents to secure data.

Bai 6: TAO VA QUAN LY THU MUC DUNG CHUNG
Ma bai: MD24-06
Muc tiéu:
- Trinh bay céc loai quyén truy cap dit liéu;
- Tao va quan ly c4c thU muc dung chung trén mang.
- Thuc hién céc thao tdc an toan vOi mdy tinh.

NOi dung chinh:

1. TAO THU MUC DUNG CHUNG
Muc tiéu:
- Chia s€ dugc thu muUc ding chung;
- Trinh bay dugc quyén truy thU muc ding chung.
1.1. Chia s thu' muc diung chung
C4c tai nguyén chia sé 1a cdc tai nguyén trén mang ma cic ngUdi dung c6
th€ truy xudt va s dung thdng qua mang. MuOn chia sé mdt thu muc
diing chung trén mang, ban phdi logon vio hé thdng v&i vai trd ngu0i qudn

tri (Administrators) hodc 13 thanh vién cUa nhém Server Operators, ti€p
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theo trong Explorer ban nhap phai chudt trén thu muc d6 va chon

Properties, hOp thoai Properties xuat hién, chon Tab Sharing.
Y nghia clla cdc muc trong Tab Sharing:

Muc 2%

Do not share { General sharing I Se-:urit_l,ll Eust-:umizel uy Cép cuc
folder [ == Y'ou can zhare thiz folder with other uzers on vour

netwark. To enable sharing for this folder, click Share this

folder.

: cap cuc bd
Share this folc " Do not share this folder P .

(% Share this folder
Share name Share name: | Dulieut =l |in thdy va truy
Diezcription: IDu Liew Dung Chung
Uzer limit:  Mazimurn allowed théng tin vé
Comment
& Allow this number of users: 100 _:I
fo To =t permizzions for uzers who Elerimifesf da tI‘lly Xuét
User Limit access thiz folder aver the netwark, e e |
click Permizzions.
.. To madify how people use the content Offline Seti én tI'lly Cép
Permissions while offine, click Dffine Settings. Offine Settngs.._|
MHew Share. . | st A © 1
: : = ai lieu khi lan
Offline Settin :
ak, I Cancel | Spply |
1.2. Cau hinh Share

Permissions
Ban mudn cdp quyén cho cic ngudi ding truy cdp qua mang thi
dung Share Permissions. Share Permissions chi c6 hi€u luc khi nguOi
dung truy cap qua mang ch& khong cé hi€u luc khi ngudi dung truy cap
cuc bO. Khic v6i NTFS Permissions 12 quan ly ngudi dung truy cap
dudi cdp d0 truy xudt dia. Trong hOp thoai Share Permissions, chlra
danh sidch cdc quyén sau: 2]

Share Permissions
- Full Control: cho phép ngu0i dung c6 o |
toan quyén trén thu muc chia sé.
- Change: cho phép ngu0i diing thay dGi
d{ liéu trén tap tin va xoéa tap tin trong

thu muc chia sé. bdd. | Bemove |
. e p ) N N . Permizzionz for Everyone Allow Deny
- Read: cho phép ngu0i dung xem va thi me—— I
N 7z A . 1 A Change a a
hanh cdc tap tin trong thU muc chia se. e =

Ok I Cancel Appli
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Ban mudn cap quy€n cho ngudi ding thi nhap chult vao nit Add.

HOp thoai chon ngudi dung va nhém xudt hi€n, ban nhdp ddi chubt
vao céc tai khodn ngu0i diing va nhém can chon, sau d6 chon OK.

Select Users or Groups el |

Select thiz object type:

IUsers, Groups, or Built-in security principals Object Types... |

From thiz location:

IDE2 Locations. .. |

Enter the object names to select [examples):

DC2thanh LCheck Mames I

Advanced.. | 0k | Carcel |

e

Trong hOp thoai xudt hi€n, mudn cap quyén cho ngudi dung ban danh
dau vao muc Allow, ngudc 1ai khéa quy€n thi danh ddu vao muc Deny.

Share Permissions I

Group or user names:
!ﬁ Everone
€ nhon [DC24nhon]
€ thanh [DC24thanh]

Remove |

PBemizzions for thanh Al Deny
Full Control a
Change a
Read a
ok | Cancel I Apply

1.3. Chia sé thu muc diing 1€nh netshare

ChUc niing: tao, x6a va hién thi cdc tai nguyén chia sé. Cu phdp:

net share sharename

net share  sharename=drive:path  [/users:number | /unlimited]
[/remark:"text"]

net share sharename [/users:number | unlimited] [/remark:"text"]

net share {sharename | drive:path} /delete
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Y nghia cdc tham sO:

- [Khong tham sO]: hi€n thi thong tin v& tat cd céc tai nguyén chia sé trén
may tinh cuc bd

- [Sharename]: tén trén mang cUa tii nguyén chia s, n€u diung 1€nh
net share v&i mOt tham s® sharename thi hé thdng sé hi€n thi thong tin
v€ tai nguyén diing chung nay.

- [drive:path]: chi dinh duGng dan tuyét d6i cUa thu muc cén chia sé.

- [/users:number]: dat sO lugng ngudi dung 18n nhat c6 thé€ truy cap
vao tai nguyén dung chung nay.

- [/unlimited]: khong giGi han s lugng ngudi ding cé thé€ truy cdp vao
tai nguyén dung chung nay.

- [/remark:'"text'"]: thém thong tin mo td v€ tai nguyén nay.

- /delete: x6a thuOc tinh chia sé cUa thu' muc hién tai.

2. QUAN LY CAC THU MUC DUNG CHUNG
Muc tiéu:
- Trinh bay dugc quyén truy thU muc ding chung.

2.1. Xem cdc thu muUc dung chung

Muc Shared Folders trong cong cu Computer Management cho phép
ban tao va quan 1y cic thu muc ding chung trén mdy tinh. Mudn xem céc
thu muUc ding chung trén mdy tinh ban chon muc Shares. Néu thu muc
diing chung nio c6 phan cudi cla tén chia s€ (share name) 1a dau $ thi
tén thu muUc ding chung nay dugc &n di va khong tim thdy khi ban tim
ki€m thong qua My Network Places hodc duyét c4c tai nguyén mang.
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E Computer Management = |EI|1|
g Fle Action Wiew ‘Window Help |_|ﬁ'|1|

e [B@E BB 2|6

@ Computer Management (Local) Share M., | Folder Path | Type | # Client Connections
&, System Tooks . aDMIg CHAWINDOWS windaows 0
" Event Viewer [Sila (e wWindows ]
=5 g Shard Folders gDuL\eu$ Ci\Data windows 1}
I ERES i) e windows 0

i g Sessions

o g Open Files

E]---& Local Users and Groups

[+ Performance Logs and Alerts

Device Manager

EI@ Storage
[-{agf Removable Storage

y Disk Defragrmenter

. 358 Disk Management

B & Srvices and Applications

2.2. Xem cdc phién lam viéc trén thur mUc diung chung
MuOn xem tat cd cdc ngudi dung dang truy cap dén cic thu muc ding
chung trén mdy tinh ban chon muc Session. Muc Session cung cap céc
thong tin sau:
Tén tai khodn ngudi dung dang k&t nOi vio tai nguyén chia sé.
Tén mdy tinh cé ngudi ding két ndi tU dé.
Hé di€u hanh ma m4y tram dang sU dung d€ két noi.
SO tap tin ma ngudi dung dang ma.
Thoi gian két ndi cla ngudi dung.
- Thai gian chO xUr 1y cUa két nOi.
- Phai 1a truy cap cUa ngu0i dung Guest khong?

=T
g File Action V¥iew ‘Window Help |_|- _Iﬁl ﬂ

e~ Bm BB 2

Computer Management (Local) User / | Computer I Type | # Open Files | Connected T
=iy System Tools € ADMINISTRA... 127.0.0.1  Windows 1 00:00:50

@ Event Yiewer

EIQ Shared Folders

) Shares

Sessians

4 Open Files

[]---ﬁ Local Users and Groups

&4 Performance Logs and Alerts

_.E..'.;. Device Manager

= Skorage

- Removable Storage
by Disk Defragmenter

Disk Management

[]--& Services and Applications

2.3. Xem cdc tap tin dang m& trong cdc thu muc diung chung

MuOn xem céc tap dang m& trong cic thU muc diung chung ban nhap
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chuOt vao muc Open Files. Muc Open Files cung cap céc thong tin sau:

- buoOng dan va tap tin hién dang dugc ma.
- Tén tai khodn ngu0i dung dang truy cap tap tin dé.

- Hé diéu hanh ma ngu0i dung st dung d€ truy cdp tap tin.

- Trang théi tap tin c6 dang bi khod hay khong.
- Trang thdi m& st dung tap tin (Read hodc Write).

E Computer Management

g File Action Wiew window Help

=101 x|

JRETE

e~ Bm BB 2

@ Computer Management {Local) Open File  #

| # Locks | Open Mode

[-{53] Event Wiewer
Elg Shared Folders
g2 Shares
g Sessions
4=l Open Files
[]---& Local Users and Groups
[+-&4] Performance Logs and Alerts
----- _.% Device Manager
EI@ Starage

- Removable Storage
R Disk Defragmenter

Disk Management
[]--& Services and Applications

E@ Syskem Toals D CiiData

< 3| KN

Read

|
3. QUYEN TRUY CAP NTFS
Muc tiéu:

- Phan dugc quyén truy cdp dir liéu ding trong hé thOng mang.

C6 hai loai hé thOng tap dugc dung cho partition va volume cuc
b6 12 FAT (bao gbm FAT16 va FAT32). FAT partition khong hoé trg
bdo mét ndi bO, con NTFS partition thi ngudc 1ai c6 hd trg bao mat; c6
nghia 12 n€u dia cUng cla ban dinh dang 12 FAT thi mQi ngudi déu c6 thé
thao tdc trén céc file ch(ra trén dia cUng nay, con ngudgc lai la dinh dang
NTEFS thi tuy theo ngu0i diing c6 quyén truy cap khong, n€u ngudi diing
khong c6 quyén thi khong th€ nio truy cdp dugc di liéu trén dia. HE
thOng Windows Server 2003 diung cic ACL (Access Control List) dé
qudn 1y cic quyén truy cap cla dOi tuong cuc bO va cic dbdi tugng
trén Active Directory. MOt ACL c6 th€ chra nhi€u ACE (Access
Control Entry) dai dién cho mOt ngudi dung hay mOt nhém ngu0i.
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ACL

Everyone
Sales

Managers

ACE ACL ACE
Read Everyone Change

Madify Sales Read
Full Control Managers Change

3.1. Cdic quyén truy c@p cta NTFS

Tén quyé€n

Churc niing

Traverse Folder/Execute
File

Duyét céc thu muc va thi hanh cdc tap tin chuOng trinh

trong thU' muc

List Folder/Read Data

Liét ké ndi dung cUa thu muc va doc d{r liéu cla cic

tap tin trong thu' muc

Read Attributes

Doc cic thudc tinh cUa céc tap tin va thu muc

Read Extended
IAttributes

Doc céc thudc tinh md rOng cUa cdc tap tin va thu muc

Create File/Write Data

Tao céc tap tin m&i va ghi d{t liéu 1&n c4c tap tin nay

Create Folder/Append
Data

Tao thu muc mdi va chén thém d{ li€u vao céc tap tin

Write Attributes

Thay dGi thulc tinh cla cac tap tin va thu muc

Write Extendd
IAttributes

Thay d6i thubc tinh m& rOng cUa cdc tap tin va thu muc

Delete Subfolders and
Files

X6a thu muc con va cdc tap tin

Delete

X6a cdc tap tin

Read Permissions

Poc cdc quy€n trén céc tap tin va thu muc

Change Permissions

Thay d&i quyén trén cic tap tin va thU muc

Take Ownership

Tudc quyén s h(tu cla céc tap tin va thU muc

3.2. Cdc mUc quyén truy c@p duoc diung trong NTFS

Tén quyén Full | Modify | Read& List Read | Write
Control Execute | Folder
Contents
Traverse Folder X X X X
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/Execute File
List Folder X X X X X
/Read Data
Read Attributes
Read Extended
Attributes
Create File X X
/Write Data
Create X X X
Folder /Append
Data

Write Attributes
Write Extended
Attributes
Delete X
Subfolders and
Files

Delete

Read
Permissions
Change X
Permissions
Take X
Ownership

olts
olie
olie
olte

X
X

olls
olle
olle

olle
olle
>~
=
=
=

3.3. Gdn quyén truy c@p NTFS trén thu muc diing chung

Ban mubn gin quyén NTFS, thong qua Windows Explorer ban nhap
phdi chult vao tap tin hay thu muc can cdu hinh quyén truy cap rdi chon
Properties. HOp thoai Properties xudt hién. N€u 6 dia cUa ban dinh dang
12 FAT thi hOp thoai chi ¢6 hai Tab 12 General va Sharing. Nhung néu dia
c6 dinh dang 12 NTFS thi trong hOp thoai s€ c6 thém mbt Tab la
Security. Tab nay cho phép ta c6 th€ quy dinh quyén truy cap cho tUng
ngU0Oi dung hoac mét nhém nguOi dung 1én cdc tap tin va thu muc. Ban
nhap chudt vao Tab Security d€ cdp quyén cho cic ngudi ding.
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Genelall Sharing Security | Eustomizel

EI’CIUD ar UEel names:
' u dm tar
€7 CREATOR OWNER
€7 SYSTEM

m Uszers [DC2\sers)

Add... | Remove |
Permizzions far Administrators Allow Deny
Full Comtrol o =
P odify O
Fead & Execute O
Lizt Falder Contents O
Read O
Wite O i

Far zpecial permizzions or for advanced settings, A |
click Advanced. =
0k I Cancel | Lpply |

Mu0n cdp quyén truy cap cho mOt ngU0i ding, ban nhap chult vao niit
Add, hOp thoai chon lua ngu0i ding va nhém xudt hién, ban chon nguoi
diing va nhém can cdp quyén, nhap chudt vao nit Add d€ thém vao danh
sach, sau d6 nhap chudt vao nit OK dé€ trd 1lai hdp thoai chinh.

Select Users or Groups i |

Select this object type:

ILlsers, Groupz, or Buil-in zecurity principals Object Types. ..

From this location:
IDEE Locations...

Enter the object names to select [examples);
DC24thanh; DC2nhon| Check Mamesz

R

Advanced... | ak. | Cancel |

A

HOp thoai chinh s& xudt hién cdc ngudi diing va nhém ma ban mdi thém
vao, sau d6 chon ngudi dung va nhém d€ cdp quyén. Trong hdp thoai da
hién san danh sich quy€n, ban mudn cho ngudi ding dé c6 quyén gi thi
ban dinh ddu vao phan Allow, con ngudc 1ai muln cdm quyén dé thi
danh ddu vao muc Deny.
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Generall Sharing  Security |Eustomize|

Group or user names:

fﬁ Adrministrators [DC2Administrators)
3 nhon [DC24nhon)

€7 5vSTEM

€ thanh [DC2\thanh)

Add...

Permiizzions for thanh Al Deny

Full Contral a o =

ki a a

Fead & Execute a

List Falder Contents O

Read a

ke a a =]
For special permizzions or for advanced settings, Aikerized |
click Advanced. =

QK | Cahicel | Apply |

3.4. K€ thtra va thay th€ quyén cla d6i turong con.

Trong hOp thoai chinh trén, chiing ta c6 th€ nhdp chult vao nit
Advanced d€ cdu hinh chi ti€t hon cho cdc quyén truy cdp cla ngudi
ding. Khi nhdp chult vao niit Advanced, hOp thoai Advanced Security
Settings xuat hién, trong hOp thoai, n€u ban dianh ddu vio muc Allow
inheritable permissions from parent to propagate to this object and
child objects thi thu muc hién tai dugc thra hudng danh sich quyén truy
cap tU thu muc cha, ban muOn xéa nhitng quyén thlra huéng tU thu
muc cha ban phai bé dinh dau niay. Néu danh sich quyén truy cap cUa
thu muc cha thay dGi thi danh sich quyén truy cdp cUa thu muc hién
tai ciing thay d6i theo. Ngoai ra n€u ban dinh ddu vao muc Replace
permission entries on all child objects with entries shown here that
apply to child objects thi danh siach quyén truy cap cUa thu muc hién tai
sé& dugc dp dung xudng cdc tap tin va thU mUc con c6 nghia 1a cdc tap tin
va thU muc con s€ dugc thay thé quyén truy cap gidng nhu cic quyén
dang hién thj trong hdp thoai.
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21|

Permissions |Auditing| Dwnell Effective Permissionsl

To wiew more information about special permissions, select a permission entry, and then click Edit

Permission entries:

Type | Mame | Fermissian | Inherited From | Apoply To I
Al Adriniztrators [DC2%... Full Cantrol <hat inkeriteds Thiz falder, subkalders...
Allaw nhan [DC24nhaon) Fiead & Execute <nat inherited: Thiz folder, subfolders...
Al SYSTEM Full Cartral <nat inkerited: This folder, subfalders...

Allaw thanh [DC24thanh] Fiead & Execute <nat inherited: Thiz folder, subfolders...

Add... Edit... Bemove

#Allow inheritable permizzions from the parent to propagate ta this object and all child objects. Include

¥ Replace permission entries on all child objects with entries shown here that apply to child objects

Learn mare about access contral.

oK I Cancel | Apply |
Trong hOp thoai nay, Windows Server 2003 ciing cho phép ching ta
ki€m tra va cdu hinh 1ai chi ti€t cic quyén cla ngudi dung va nhém, d€
thuc hién, ban chon nhém hay ngudi dung can thao tdc, sau d6 nhap chudt
vao nut Edit.

Permission Entry for Data e |

wm|

[EEN = thanh (D24 thanh)

Apply onto: IThis falder, subfolders and files ﬂ
Permiszions: Allaw Deny
Full Cartral =

Traverse Folder / Execute File
List Folder # Read Data

Read Attributes

Read Extended Attributes
Create Files /Wiite Data
Create Folders / Append D ata
it Attributes

“wirite E stended Atributes
Delete Subfolders and Files

|
u Apply theze permizzions to objects and/or Clear Al |

containers within this container only

,TI Cancel |
3.5. Thay d6i quyén khi di chuy€n thu muc va t8p tin.

Delete
Read Permissions

ot PR o THUE PR

13000000 EEEO
loOOooOoOooooooo

Khi chiing ta sao chép (copy) mOt tap tin hay thu muc sang moOt vi tri méi
thi quyén truy cap trén tap tin hay thU muc nay sé€ thay ddi theo quyén trén
thu muc cha chlra ching, nhung ngugc lai n€u chiing ta di chuyén (move)
mOt tap tin hay thU muc sang bat ki vi trf nao thi cdc quyén trén chdng van
dugc gilt nguyén.
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3.6. Gidam sdt nguoi ding truy c@p thu muc

Ban mubn gidm sit vad ghi nhdn 1ai cic ngudi dung thao tic trén
thy muc hién tai, trong hOp thoai Advanced Security Settings, chon
Tab Auditing, nhdp chudt vao nit Add d€ chon ngudi ding can gidm sit,
sau d6 ban muOn gidm sit viéc truy xudt thanh coéng thi dinh dau
vao muc Successful, nguQgc 1ai gidm sat vi€c truy xudt khong thanh cong
thi danh ddu vao muc Failed.

21x
Obiect |
Marme: |nhon [DC2%hon)] LChange... |
Apply onto: IThis folder, subfolders and files ;I
Access: Successful Failed
Full Contral O O =
Traverse Folder / Execute File O O
List Folder # Read Data O O
Fiead Attributes O O
Read Extended Attibutes O O
Create Files / Wiite Data O
Create Folders / &ppend Data O
wirite dttributes O O
“wiite Estended Attributes O O
Delete Subfolders and Files O
Delete O e
Fiead Permissions O O
e PVt - - LI
ml Apply these auditing entries to objects Clear all |
and/or containers within this container only

Ok, I Cancel |

3.7. Thay d6i nguwdi s& hirtu thur muc

Ban mubn xem tii khodn ngudi va nhém ngudi ding s& hira thu
muUc hién tai, trong hOp thoai Advanced Security Settings, chon Tab
Owner. DOng thOi ban ciing c6 th€ thay d0i ngudi va nhém ngudi s3
h(tu thu muc nay bang cach nh@p chudt vao niit Other Users or Groups.
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2l x]

Permissionsl Auditing  Dwher | Effective Permissionsl

“Y'ou can take or azzign ownership of this object if you have the required pemizzions or privileges.

LCurrent awner of this item:

|Administrators [METCLASS \Administratars]

Change awner ta:

Name
ﬁ Administrator [METCLAS S Administrator]
!ﬁ Administrators [NETCLASS\Administrators)

Other Users or Groups...

[~ Beplace owner on subcontainers and objects

Learn more about ownership.

Ok I Cancel Apply

4. DFS
Muc tiéu:
- Phan biét dugc cdc loai hé thOng DFS.
- Tri€n khai thuc hién duoc hé théng DFS.

DFS (Distributed File System) 1a hé thong t6 chlc sap x€p cic
thU muc, tap tin dung chung trén mang ma Server quan ly, & d6 ban c6
th€ tdp hop cic thu muc diung chung ndm trén nhi€u Server khic nhau
trén mang v&i mOt tén chia s duy nhat. NhO hé thOng nay ma ngudi
ding dé dang tim ki€ém moOt tai nguyén ding chung nio d6 trén mang...
DFS c6 hai loai root: domain root 13 hé thOng root gan két vao Active
Directory dugc chUa trén tat cd Domain Controller, Stand-alone root
chi ch(ra thong tin ngay tai may dugc cau hinh. Chd y DFS khong phdi 1a
mOt File Server ma né 1a chi 12 m&t “bang muc luc” chi dén céic thu muc
dd dugc tao va chia s€ san trén cic Server. D€ trién khai mOt hé thong
DFS trudc tién ban phdi hi€u céc khdi niém sau:

- GOc DFS (DFS root) 13 mOt thu muc chia s dai dién cho chung cho
c4ac thU muc chia s€ khéc trén cic Server.

- Lién két DFS (DFS link) 12 m0t thu mUc ndm trong DFS root, né 4nh
xa dén mOt thi nguyén chia s€ cic Server khic.
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4.1. So sanh hai loai DFS

Stand-alone DFS Fault-tolerant DF's

- La hé thong DFS trén m6t - La hé théng DFS dua trén
mdy Server Stand-alone, khong conén Active Directory nén c6 chinh
kha niing dung 10i. dung 10i cao.

- Ngu0i dung truy xudt hé thOng - Hé théng DFS sé& tu déng dbng
DFS thong qua duOng danho ojita cic Domain Controller va

4.2. Cai dat Fault-tolerant DFS

P& tao mOt hé thOng Fault-tolerant DFS ban lam theo cic budc sau:
Ban nhdp chult vao Start  Programs Administrative Tools
Distributed File System. HOp thoai Welcome xudt hi€n, ban nhan Next
dé ti€p tuc. HOp thoai Root Type xudt hién, ban chon muc Domain

Root, nhan Next d€ ti€p tuc.

New Root Wizard x|

Root Type ——
ou can create 5 domain or a stand-alone root,

Unilike stand-alone roots, domain roots support automatic replication and use Active
Directory to store the DFS configuration.

¢~ Stand-alone oot

¢ Back I Mest > I Cancel |

Hé thOng yéu cau ban chon tén mi€n (domain name) k&t hgp véi hé
thOng DFS can tao.
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x|

Host Domain —
A domain can host multiple DFS roots.

Type the domain to host the root, or select it from the list of trusting domains.

Domain narme:

Trusting domainz:

netclass edu.vn

< Back I Mext » I Cancel I

Ti€p theo ban khai bio tén clla Domain Controller chua root DFS can
tao.

New Root Wizard |
Host Server ——n
Enter the name of the host server for this roct.
Server name:

server2 netclass.edu.vn

< Back | Hext » | Cancel |

Pén day ban khai bdo tén chia s& gbc (Root Name) cUa hé thdng DFS,
day chinh Ia tén chia sé dai dién cho céc tai nguyén khéc trén mang. Ban
nhdp day dU céc thong tin chon Next d€ ti€p tuc.
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Root Mame
*r'ou must provide a unique name for each DFS roat.

Quan tri mang 1

Type a unique name for this roat.

Boot name:
IT aitlguyen

Preview of UMC path to the root:
I\\netclass.edu.vn\TaiN guyen

LComments:
ITap hop cac tai nguyen duoc chia ze ren mang

Share to be used:
IT aitl gupen

Cancel

< Back I Mest > I

Trong hOp thoai xudt hi€n, ban khai b4o t&n thu muc chia s gbc clla hé

thOng DFS.

New Root Wizard

Root Share
The zpecified share doez not exist. Create a new thare at the following location.

=

x|

Folder ta share:
C:MDuLiew

< Back | Mest > |

Cancel |

Sau khi cau hinh hé thOng DFS hoan tat, ti€p theo ban tao céc lién két
dén cdc tai nguyén diing chung trén cic Server khic trong mang.

-2 Distributed File System

=10 x|

File  Action Wiew Help

- | BanEFRE 2| - 0%

| DFS Referral | Skatus

Targek

.% Distributed File System
E@ Vinetclass. edu. vni TaiMguyen
: ThuMucl

Q Vserver2iT2 Enabled
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PE& s dung hé thOng DFS nay, tai mdy tram ban dnh xa (map) thu

muc chia s€ gOc thanh mOt 6 dia mang. Trong G dia mang nay ban c6 thé

nhin thdy tat cd cdc thUu muc chia s trén cdc Server khic nhau trén hé
thOng mang.

Map Network Drive |

Windows can help wou connect o a shared network Falder
and assign a drive letter ta the connection so that wou can
access the Folder using My Computer.

Specify the drive letter For the connection and the Folder
that wou want to conneck to:

Drrive: IH: j
Folder: | tnetelass Edu.vnifainguy | gromss... |

Example: Yiserverishare

¥ Reconnect at logon
Connect using a different user narme.

Sign up for online storage or connect ko &
network server,

< Back I Finish I Cancel |

Tuong tu nhu Fault-tolerant DFS, ban c6 th€ tao ra mOt Stand-
alone DFS trén mOt mdy Server Stand-alone, tat nhién 13 hé thOng d6
khong c6 khd niing dung 16i c6 nghia 1a khi Server chlta DFS Root hdng
thi cdc mdy tram s€ khong tim thdy cdc tai nguyén chia sé trén cic Server
khac. Nhung hé thOng Stand-alone DFS dudgc sU dung rOng rdi vi né don
gidn, tién dung.

Bai tap thuc hanh cUa hoc vién
1. Tao thu muc c6 tén Personal trén 6 dia bat ky.
2. Chia s€ va phan quyén truy cap thu muc nay.

Hudng dan tra 16i:
1. Tao thu muc c6 tén Personal trén © dia bat ky.

MG G dia can tao folder d€ share, & day t6i chon 12 6 C, cdc ban cé thé tuy
chon mét O dia khac bat kY, right click chon new, chon folder, va dat tén cho
folder nay 1a personal
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| Documents and Settings File Falder 11§09/2007 2:59 PM

i Program Files File Folder 11J09/2007 1:40 PM R
| WINDOWS File Folder 03092007 11:00 AM

| ywmpub File Falder 11/09/2007 1:43 PM
.ﬂhinh 28.bmp TZ3IKE EBitmap Image Q1012002 1220 8M A
:I personal File Falder 180092007 10:17 AM

2. Chia s@ va phan quy@n truy cap thu muc nay.
Ta s€ cdu hinh mOt s6 thuQc tinh cUa folder nay, right click vao folder nay,
chon properties, hOp thoai personal properties xuat hién:

personal Properties i 7=

General ISharingI Securit_l,ll Eustu:umizel

_’J Ipersu:unal

Tupe: File Faolder
Location: C:h
Size: 0 bytes

Size on dizk: 0 bytes

Containg: O File=, 0 Folders
Created: Today, September 18, 2007, 10:17:08 Ak
Attributes: Advanced...

[ Hidden

Click vao tab Securiy d€ cau hinh NTFS permission trén folder nay. Trén tab
Security, click nit Advanced
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personal Properties T 2] x|

Generall Sharing  Security | Eustn:nmizel

Group or user names:

€7 CREATOR OWNMER
€7 SvSTEM
€7 Users [HOCMANG sers)

Add... | Bemove |

Permizzions for &dministrators Aoy Deny

Full Control

b odify

Fead & Execute
Lizt Folder Contents
FRead

=l
For zpecial permizzions or for advanced zettings, Aharined |
click Advanced. —

10EHEEHER
1000000

Trong hOp thoai Advanced Security Setting for personal, ban ngdt quyén
thtra hudng bang cach loai bd dau check ra khdi muc Allow inheritable
permissons from the parent to propagate to this object and all child object.
Include these with entries explicity defined here.
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Advanced Security Settings for personal il 7] =]

Fermissions | Auditing | Qwner | Effective Permissions |

To wiew more information about special permizsions, select a permizsion entry, and then click Edit.

FPermizzion entrigs:

Type | Mame I Permizzion | Inherited From | Apply To |
Allow Adminiztratars [HOCKM...  Full Control <not inherited: Thiz folder anly
Allow Adminiztratars [HOCKM...  Full Control s Thiz folder, subfolders. ..
Allow SYSTEM Full Control Ch Thiz folder, subfolders. ..
Al CREATOR OWHER Full Cantrol Cih Subfolders and files only
Al Ugers [HOCKMAMGYY... Read & Execute Cih Thiz folder, subfolders. ..
Allowy Jzers [HOCMAMGHU...  Special C:h Thiz folder and =ubfal...
Add. . Edit... Bemove

v Allow inheritable permizsions from the parent bo propagate to thiz object and all child objects. Include
[}\Sthesewﬂhentnesexpllmtlv defined here. :

[ Beplace pemizzion enties on all child objects with entriez shown here that apply to child objects

Learn more about accesz contral.

s 1 P o P 1

Trén hOp thoai Security, click nit Remove d€ loai bd tat cd cic quyén thira
huéng

for person
x

Selecting thiz option meang that the parent permizzion entries that apply to
] child objectz will no longer be applied to thiz object.

-Tocopy the permizsion entries that were previouzly applied from the
parent ta thiz abject, click Copy.

-Tao remove the permizsion entries that were previougly applied from the
parent and keep only thoze permizsions explicitly defined here, click
Remove.

-Ta cancel thiz action, click Cancel,

Bemoue | Cancel |

Xong nhan apply, nhan OK d€ quay vé h0i hOp thoai personal properties
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1 oI oo B ST oy
Eenerall Sharing  Security |Eu$t|:|mize|

Group or uzer names:

ﬁ Adminiztrators [HOCMAM G Adminiztrators]

Add... | Bemove %

Permizzionz for Administrators Al Dery

Full Cantrol =
b odify

Read & Execute
List Folder Contents

Read

O
O
O
O
O
O
=

1000000

L« |

Cmmi =] Dlmrrmimmiman F

For zpecial permizzions or for advanced zettings,
click Advanced.

] I Cancel I Apply I

Trong hOp niy cic ban nhan add, sé xudt hién hp thoai Select user,
computer, or groups

Select Users, Computers, or Groups

Select thiz object tupe:

|L|ser$, Groups, or Built-in zecurity principals Object Types. ..

From thiz location:

|h|:u:mang.|:|:|m Locations. ..

Enter the object names to select %amgles]:

[Ehezk Hanes

T

Advanced... | [ I Cancel |

Nhap vao hOp text Enter the object names to select (examples): group
Domain Admins r0i click vao nit check names. Group Domain Admins sé
dugc gach dudi, click ok
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Select Users, Computers, or Groups e

Select thiz object tupe;

|L|$er$, Groups, or Built-in zecurnity principals Object Types. .

Erom thiz location:

|h-:u:mang. Com Locations. .

Enter the object names to select [examples]:

D omain Adming Check Mames

i

Advanced... | J})DK | Cancel |

&

Trong hOp thoai Personal Properties, cap quyén Full Control cho group
Domain Admins ban m&i thém vao. Click apply

Generall Sharing  Security | Eustu:umizel

Group or uzer names:

ﬁ Adrinistrators [HOCMAMGYNAminiztratars]
Q Damain Admins (H

OChARHGAD omain Admins]

Add... | Bemove |
Permizzionz for Domain Admins Al Deny
Full Cantral ]
b odify

Fead & Execute
Lizt Folder Contents
Read

hd
For zpecial permizzions or for advanced settings, Advanced |
click &dvanced. -

k. I Cancel | Apply ’\}J
L

IREEEEE
1000000

Sau d6 di chuyén qua tab sharing, trén tab sharing, ddnh ddu chon vio muc
share this folder d€ share folder nay. Click vio niit Permission d€ &n quyén
share cho folder

Trang 140



Quan tri mang 1

Geperal  Sharing | Seu:urit_l,ll Customize

P

| .~ ol can zhare this folder with ather uzers on your
netwark. To enable sharing for thiz folder, click Share thiz
folder.

" Do pot share this folder
— (% Share this falder

Share name: |DETSDHE|

LComment; I

L=er limit: & M aximum allowed

" Allow thiz number of uzers; l _I?

To zet permizsions for users who access thiz
falder over the netwark, click Permizsions.

To configure settings for offine accessz, click Caching I
Caching.

Wwihindows Firewall will be configured to allow thiz folder to be
zhiared with other computers on the network.

Wiew vour Windows Firewall zettings

)4 | Cancel | Apply |

Trong hOp thQai permission for personal, dinh ddu chon vio muc Full
Control trong cOt Allow d€ cap quyén full control cho everyone group. Click
apply r0i click ok.

Share Permizzionz I

Group of uzer names:

ﬁ Everpone
add... | Bemove |
Permizszions for Evervone Al Deny
Full Control (M|
Change O

Read O

] 8 Cancel |
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Click apply va r0i click ok d€ déng hOp thQai Personal Properties
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Bai 7: CAI PAT VA QUAN TRI DICH VU DHCP VA WINS
M3 bai: MD24-07

Muc tiéu:

- M0 ta dugc su hoat dOng cla dich vu DHCP va WINS;
- Cai dat va cdu hinh duoc dich vu DHCP va WINS.

- Thuc hién céc thao tic an toan v3i may tinh.

NOi dung chinh:

1. Dich vu cap phat dia chi IP dOng
Muc tiéu:

- Trinh bay dugc khdi niém DHCP.

- Cai dat duoc dich vu DHCP.

- C8u hinh duoc mdy phuc vu DHCP.

1.1. DHCP (Dynamic Host Configutation Protocol)la gi, tai sao phdi diung
DHCP?

MOt mdy tinh hay thié€t bi khdc phdi dugc cdu hinh theo mOt tham s
trudc khi c6 thé hoat dOng trén mOt mang. Ta phdi cdu hinh céc tham s nhu
tén linh vuc va dia chi IP cUa hé khdch, dia chi IP cUa hé phuc vu DNS dé
phan gidi tén cla hé chU va mat na con. Khong c6 cic tham sO cdu hinh nay,
mOt may tinh hay thi€t bi khdc khong thé tuong tac v&i cdc thi€t bi khac trén
mang. Ngay nay hdu hét cic mang TCP/IP déu si dung DHCP d€ tu dOng
cap céc dia chi IP va cdc tham sO cho hé khach. Khi di cai dat DHCP, ban sé
dua vao may phuc vu DHCP d€ cung cap thong tin cO ban can thi€t cho hoat
dOng ndi mang TCP/IP: dia chi IP, mat na mang con, bO dinh tuy&n mat dinh,
may phuc vu DNS chinh va phu, may phuc vu WINS chinh va phu, t€n vung
DNS.

DHCP dudgc thi€t k€ nham don gidn hod cic tic vu quan trj cla ving
AD. DHCP dugc diing d€ gan thong tin cdu hinh. cho mdy khiach mang, nhu
vay khong nhlng ti€t ki€ém dugc thOi gian trong giai doan 1ap cdu hinh. hé
thdng ma con cung cdp cO ché tap trung cap nhat cdu hinh.. DHCP cho phép
chi phOi hoat ddng gan dia chi IP tai di€m tap trung.
1.2. Cdc bu@c cai dat DHCP

a. Vao Start=> Settings> Control Panel ban nhan chult vao
Add/Remove Programs
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b. Trong hOp thoai Add/Remove Programs ban nhdn chult vio
Add/Remove Windows Components.

c.  Trong hOp thoai ta di chuy&n con trd t3i Networking Services va sau
dé ban nhan chudt vio nit Details....

d.  Ban nhdn chubt vao 6 Dynamis Host Configutation Protocol
(DHCP) r0i Ok cu0i cling 12 ban chon Next 2 1an.

e. Bay giO ban da cai dat xong dich vu DHCP.

1.3. C8u hinh dich vu DHCP

a. Vao Start-> Settings> Programs-> Administrative Tools=> DHCP.
HOp thoai xuat hién ban nhan chudt vio Action, ban chon New
Scope.... HOp thoai New Scope Wizard xudt hi€n, ban nhan Next.

b. HOp thoai xudt hi€n ban nhap tén mdy vio muc Name va nhan Next.

c. HOp thoai xudt hi€én ban nhdp dia chi s6 IP cap phat tU dOng cho céc
mdy tram vao cdc 6 sau: Start Address (dia chi IP dau tién), End Address
(dia chi IP cudi ciing) va Subnet Mask cho khodng IP tuong Ung. Nhén
Next d€ ti€p qu4 trinh cdu hinh. dich vu nay

New Scope Wizard x|

IP Address Range —
rou define the scope address range by identifying a zet of consecutive IF
addresses.

Enter the range of addreszes that the zcope distibutes.

Start |P address: I 192 168 1 . 1

End IP address: | 132.168. 1 . 100

A zubnet mask, defines how many bits of an IP addrezs to uze for the network./subnet
D= and how many bits to use for the host 10 ou can specify the subnet mask by
length or az an IP address.

Length: 24 =

Subnet mask; | 255,285 . 255 . 0

< Back I Hexst > I Cancel |

Trang IP Address Range, nhap pham vi cdc dia chi IP sé cung cap

d. HOp thoai xudt hién ban nhap dia chi s6 IP cdp phit cho nhiing mdy
ma ban dinh nhdp tinh loai ra trong s6 IP dOng nhu sau: Start Address
(dia chi IP dau tién), End Address (dia chi IP cuGi cting) rOi nhan Add va
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ban ciing co thé tUng dia chi vio muc Start Address sau d6 nhan Add
néu ban da nhap xong thi nhan Next.

New Scope Wizard |
Add Exclusions =
Excluzions are addrezzes or a range of addresses that are not distributed by the
TEMVEL

Type the IP addrezs range that you want to exclude. IF pou want to exclude a zingle
addrezz, tppe an address in Start IP addrezs anly.

Start IP addrezs: EndIP addre=s=:
192 168, 1 . 1 192.168. 1 . 10

Engcluded address range:

Add
Hemowve |

< Back I Hest » I Cancel

Pham vi c4c IP ddc biét khong dugc phan phoi

e. HOp thoai xudt hi€én ban nhap chi ra thoi gian ma dia chi IP dOng sU
dung, lic ddu mdy quy dinh cho ban 1a 8 ngay, ban c6 th€ sta ddi vao
cdc muUc sau: Days (sO ngay), Hours (giO) va Minutes (phiit). Néu ban
muOn khong gidi han thi chon tat cd 12 0. Chon rdi nhan Next.

New Scope Wizard |
Lease Duration T
The leaze duration specifiez how long a client can uge an IP addrezs from this
COpE.

Leaze durationsz ghould twpically be equal to the average time the computer iz
conhected ta the zame physical network. Far mobile netwarks that conzist mainly of
portable computers or dial-up clients, shorter lease durations can be uzeful.
Likewise, for a stable network that consists mainly of deskiop computers at fized
locations, longer lzaze durations are more appropriate.

Set the duration for zcope leases when distibuted by this server,

Limnited to:

Doays: Hours: Minutes:
=1 =1 |

=4 =1 o =1 u =1

< Back I Mext » I Cancel I

ThGi han mdy khéch c6 th€ st dung dia chi IP

f. HOp thoai xudt hién héi ban 12 mubn chi ra cic dich vu khdc cho céc
mdy tram nhu: DNS, WINS, ...n€éu ban muln thi chon Yes r0i nhan
Next d€ ti€p tuc cau hinh., ngugc 1ai thi chon No.
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g. HOp thoai xudt hién ban nhdp chi vao IP Address cla Router (Default
Gateway) rOi nhan Add, Next.

h. HOp thoai xudt hién ban nhap tén Domain va Server cla DNS vio hai
muc Parent Domain va Server name, dia chi IP cUa mdy DNS vao IP
Address, nhan Add, Next.

New Scope Wizard x|

Domain Mame and DNS Servers T
The Damain Mame Swstern [DMS] maps and translates domain names used by

clientz on pour network.

You can specify the parent domain you want the clisnt computers on your nebwark to use for
DMS name resolution.

Parent domain: ||

To canfigure scope clients ta use DMS zervers on your nebwork, enter the IP addreszes far those
SEMVErS.

Server name: P address:
Aidd

Up

|
Hesalve | | Eemove

i

Do

< Back I Mest » I Cancel |

i. HOp thoai xudt hién d€ ban nhdp tén server clla WINS viao Server
name, dia chi IP vao IP Address, nhan Add, Next.

New Scope Wizard

X
WwWIMS Servers S
Computers running “windows can uze WINS servers to convert NetBIOS computer

names to IP addresses.

Entering server IP addreszes here enablez “Windows clients to querny "IMNS before they use
broadcasts to reqgizster and rezolve NetBIOS names.

Semer name: IP address:
Feszolve | EBemaove

Ll

o

To change this behavior for \Windows DHCP clients modify option 046, WIMNS/HBET Mode
Tupe, in Scope Optionz.

< Back I Mest = I Cancel |

Tén mdy phuc vU (Server name) ¢6 cai dich vu WINS

j. Trong hQp thoai New Scope Wizard mudn khéi ddng DHCP ngay hiy
chon Yes, nhan Next va Finish..
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1.4. Kiém tra dich vu DHCP trén Server

PE ki€m tra dich vu DHCP cau hinh c6 bj 16i khdng ban md clra s6
DHCP 1én n€u ban thdy bi€u tugng c6 mau xanh 1a ban da cau hinh

ding.
= g =10l x|
| adion vew || & o Em|EE| 2| % |
Tree I Address Pool
DOHCP Start IP Address | End IP Address | C
= [ tankhoa.tam.com [192.168.1.8] | B192.168.1.1 192.165.1.20 i
EI@ Scope [192,168,1.0] khoa 1192.168.1.1 192,165,1,100 h
Address Pool
@ Address Leases
. -8 Reservations
[ Scope Options
“{_H Server Options

Address Pool ¢6 mau xanh 14 cay khi dat dich vu DHCP diing
1.5. Cau hinh IP déng cho mdy Client

Muc tiéu: ban di cdu hinh xong dich vu DHCP, phan nay s& hudng dan
ban cadu hinh. tat cd mdy client d€ nhan IP Address va ding ky v4i DHCP
Server.

1.5.1. Cdch c&@u hinh dia chi déng trong cGa s6 Local Area Connection
Properties

+ Budc 1: Ding nhap vao mOt mdy cai Win2kPro

+ Budc 2: Trong clta s6 Control Panel, chOn Network and Dial-Up
Connection.

+ Budc 3: Nhép phdi chudt vio muc Local Area Connection, chOn
Properties.

+ Budc 4: Trong hOp thoai Internet Protocol (TCP/IP) Properties, chOn
Obtain an IP Address automatically.

1.5.2. Cdch kiém tra dia chi IP duoc c@p phdt cho mdy tinh
Thuc hién ki€m tra dia chi ddng dugc cap phat nhu sau:
+ Budc 1: Vao Start-> Run, nhap cmd r0i Enter, c(ta sO DOS xuat hién.
+ Budc 2: Go ipconfig /all | more.
Go 1énh ping dia chi IP cUa mOt mdy bat ky d€ ki€m tra thong mang.
2. Dich vu WINS

Muc tiéu:
- Trinh bay dugc khdi niém dich vu WINS.
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- Cai dat duoc dich vu WINS.
- Cu hinh duoc mdy phuc vu WINS.

2.1. Gibi thiéu dich vu WINS

Microsoft Windows Internet Nameing Sevice (WINS) 1a dich vu phan gidi
tén, c6 chUc ning phan gidi tén mdy tinh thanh dia chi IP cho phép cdc may tinh
trén mang tim thdy nhau va truy€n tai thdng tin. WINS hoat dOng tOt nhat
trong mdi trudng mdy khdch /mdy phuc vu (Client/Server), n0Oi mdy khdch
WINS g6i yéu cau phan gidi tén mdy phuc vu WINS, dén phién minh mdy
phuc vu WINS sé& phan gidi yéu cau va hodi ddp. M4y tinh s& dung NetBIOS
d€ truyén tai yéu cau va hdi ddp. Mdy tinh s dung NetBIOS cung cdp API
cho phép mdy tinh trén mang giao ti€p v&i nhau. Khi cai dat giao thlic mang
TCP/IP trén may phuc vuU hay mdy khich, NetBIOS over TCP/IP (NBT) ciing
dOng th¥i dugc cai dat NBT 1a dich vu thubc tang Session, cho phép chuong
trinh Ung dung NetBIOS dua vao WINS hay tap tin LMHOSTS cuc b0 dé
phan gidi tén mdy tinh thanh dia chi IP. Trén mang chay h€ di€u hanh trudc
Windows 2000, WINS Ia dich vu phan gidi tén chU y€u. O mang Windows
2000, vai tro nay thuGc v€ DNS, WINS c6 vai tro khic, d6 1a cho phép hé
thOng trudc Windows 2000 duyét danh sich tai nguyén trén mang va cho phép
hé th6ng Windows 2000 dinh vi tai nguyén NetBIOS. Trong Microsoft
Windows 2000, WINS khong dugc tu dOng cai dat khi ban cai hé diéu hanh.
MuOn dung WINS ban phai cai dat .

2.2. Cai ddt WINS

Céc budc cai dat:

+ Budc 1: Nhap Stars->Setting->Control Panel

+ Budc 2: Nhap dip bi€u tugng Add/Remove Programs.

+ Budc 3: Nhap Add/Remove Windows Components,nhap next.

+ BuG 4: Trong phan Components Networking Services chon WINS.
2.3. Cau hinh mdy cht va mdy khdch v6i WINS

PE kich hoat cO ch€ phan gidi tén WINS trén mang, ban phdi 18p céu
hinh. mdy phuc vU va mdy khach WINS, nh& khai bdo dia chi IP cUa céc
mdy phuc vu WINS trén mang cho may khach bi€t. Dua vao dia chi IP nay
may khéach c6 th€ giao ti€p v&i may phuc WINS & bat c(r dau trén mang,
cho du mdy phuc dang thuOng tri trén mang con khdc. May khach WINS
con giao ti€p thdng qua phuong phap broadcast, trong dé may khach phat
rOng thong di€ép dén nhiing may khic trén doan mang cuc bd dang yéu
cau cap dia chi IP. Do thong di€p dudgc phat rOng nén mdy phuc vu WINS
coi nhu “ngdi chdi x0i nudc”. Mdy khich nao khong cai WINS nhung c6
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ho trg loai hinh phat rOng thong diép ciing c6 thé van dung phuog phap
nay phan gidi tén mdy tinh thanh dia chi IP.

Khi mdy khach giao ti€p v&i may phuc vu WINS, ching thi€t 1ap phién
giao ti€p c6 ba phién chl yéu:

+ Piing ky tén: Sult ti€n trinh ding ky tén, mdy khach cung cdp tén mdy
tinh va dia chi IP cQa n6 cho mdy phuc vU va yéu cau mdy phuc vu dua
thong tin nay vao cd s& d{t li€u WINS,

+ Gia han tén: Tén ding ky khong c6 hiéu luc vinh vién. Thay vio d6,
may khach chi dugc phép st dung tén trong mOt giai doan cu thé, goi 1a
thoi gian thué bao (lease). Mdy khéach con dugc quy dinh thoi gian bat budc
phdi gia han tén thué bao, g0oi 1a chu ky gia han (renewal interval). Mdy
khach phdi ding ky 1ai v&i may vGi may phuc vu WINS theo chu ky gia
han di an dinh.

+ Gidi phéng tén: Néu may khich khong th€ gia han tén thué bao, tén
ding ky s€ dugc gidi phéng, cho phép hé théng khdc trén cling mang c6 co
hoéi st dung tén mdy tinh hay dia chi IP nay. Tén ciing dUQc gidi phéng khi
ban déng may khach WINS bat ky.

+ Cac phuong phap phan gidi tén

Khi mdy khéch thi€t 1ap phién giao ti€p v6i mdy phuc vu WINS, mdy khéch
c6 th€ yéu cau cung cap dich vu phan gidi tén. Ap dung phuong phdp nio
d€ phan gidi tén may tinh thanh dia chi IP con tuy thuQc vao cau hinh mang.
C6 bOn phuong phéap phan gidi tén mdy tinh khd dung:

% B-node: Phit rOng thong di€p nham phan gidi tén mdy tinh thanh dia chi
IP. Nhiing mdy tinh can phan gidi tén s€ phat rOng thong diép dén tlng
may chU trén mang cuUc b0, yéu cau cap dia chi IP cho mdy tinh cu thé.

< P-node: Dung mdy phuc vu WINS phan gidi tén may tinh thanh dia chi
IP. Nhu da gidi thich trudc phién may khich gdbm ba phan: ding ky tén,
gia han tén, va gidi phéng tén. Khi can phan gidi tén mdy tinh thanh dia
chi IP, mdy khéch g@i thong di€p truy van mdy phuc vu, dén phién minh,
mdy phuc vU s& hOi d4p cho may khach.

< M-node (Modified Node): K&t hop gilta B-node va P-node, v&i M-node,
may khach WINS trudc tién sé th(r diing B-node phan gidi tén. Néu that
bai, mdy khach 1ai dung dén P-node. Do B-node dugc si dung trudc,
nén phuong phdp nay ciing gdp trd 1lai & mUc dd s dung ddi thong
mang, hét nhu B-node.
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< H-node (Hybrib Node): Ciing két hop B-node va P-node nhung & diy
mdy khach WINS sé th( 4p dung P-node phan gidi tén. TruOng hop that
bai, may khach s€& cO phdt rOng thdng di€p v&i B-node. Vi P-node 1a
phuong phdp chinh nén H-node cung cd@p hi€u sudt thi hanh t6i Uu trén
hau hét mang. H-node ciing 14 phuong phdp mdc dinh cho hoat dOng
phan gidi tén WINS.

2.3.1. Cau hinh mdy phuc vu WINS

Khi cai dat may phuc vu WINS may phuc dugc 1ap cdu hinh. véi cic xic

18p mdc dinh, ban c6 th€ thay ddi xac 1ap mac dinh:
1. Trong console WINS, nhap niit phdi chult vio mdy phuc vuU can lam
vi€éc,chon properties mé hOp thoai sau,

CADTHANHTAM [192.168.1.4] Properties 21l

General I Intervalsl D atabase Verfication I Advancedl

% wiMS Server

I+ isutomatically update statistics even:

Hours: Minutes:  Seconds:
II:I JE | 10 JE | a =

D atabasze backup
Default backup path:

I Browse... |

[~ Back up database during server shutdown

2. Thay doi gid tri thuOc tinh trén céc trang Genaral, Interval, Database
Verification, Advance(tim hi€u sau).

3. Nhap OK khi xong viéc.
2.3.2. Cau hinh mdy khdch WINS

1. Trén desktop, nhdp chudt phdi vio My Network Place choOn
Properties, nhap phai vao Local Connection chOn Properties.

2. Nhdp ddi vai Internet Protocol(TCI/IP), Nhdp vio Advance, chOn
WINS.

3. Chon ti€p Add, nhap vao IP cla WINS server, nhap Add..
2.4. B6 sung mdy chu WINS

Khi cai dat mdy phuc vu m&i, may nay dugc 1ap cau hinh. véi cic xic 1ap
mdc dinh. Ban c6 th€ xem va va thay d6i xdc 1ap mdc dinh bat c liic nao
thong qua console WINS. Console WINS truy cap tU thu muc
Adminitrative Tools (common), 12 n0i ban quan 1y cic may phuc vu
WINS trén mang. CUa sG chinh cUa console WINS; dugc chia thanh hai
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khung. Khung bén trdi liét k& may phuc vu WINS trong vung theo dia chi
IP, k€ cd mady tinh cuUc bO, n€u day ciing 12 may phuc vu WINS.

Bwmvs BN =1oIx
| Action ﬂew||{--b|@|||§ ‘
Tres | WINS
= JNg WINS

. Server Status ﬂ Server Status
8 B CAOTHANHTAM [192.166.1.4) | ] CAOTHANHTAM [192.168.1.4]

{ I 2
| | |

Néu mOt mdy phuc vu WINS can 1ap cau hinh khong c6 tén trong console
WINS, ti€n hanh b0 sung vao console nhu sau:

+ Budc 1: Nhap nit phdi chudt vao WINS bén khung trdi,chon Add
Server.

+ Budc 2: Go dia chi IP hay tén may tinh cUa mdy phuc vu WINS dugc
quan ly

+ Budc 3: Nhap OK.Khung bén trdi xudt hién thém muc nhdp danh cho
may phuc vu WINS nay.
2.5. Khoi dOng va ngting WINS

Cong tic quan ly mdy phuc vu WINS dugc thuc hién qua Windows
Internet Naming Service. TuOng tU moi dich vu khac, ban c6 th€ khdi
ddng, nglng han hay tam dUng ti€p tuc chay WINS trong thU muc
Servers cUa Computer Management hay tU dong 1€nh.

D€ quan ly may phuc vu WINS thong qua Computer Management nhap ntit

phdi chult vao WINS, chon All Task, Start, Stop, Pause, Resume, Restart

tuy tinh hudng. Ciing c6 thé qudn 1y WINS trong console WINS: Nhap niit

phai chudt vao “mdy phuc vu” s& dugc qudn Iy trong console WINS chon

All Tasks, chon ti€p Start, Stop, Pause, Resume, Restart, tuy tinh huOng.
2.6. Xem thOng ké trén mdy chu:

ChUrc ning thOng ké mdy phuc vU cung cdp thong tin tém tat cho WINS,
thudn tién cho viéc gidm sat va st 1y 161 & WINS, d€ xem chi can nhép
nit chubt vao may phuc vu WINS trong console WINS, chon Display
Server Statistics
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Server Start Time: ThOi di€m WINS khéi dOng trén mdy phuc vu.

Database Initialized: Thoi di€ém co sG d(t liéu WINS duogc khdi tao.

Statistics Last Cleared: ThOi di€m thong tin thOng k& mdy phuc vu
dugc xo4 1an cubi.

Last Piriodic Replication: Thoi diém co s d{f liéu WINS duoc sao
chép 1an cubi, dua trén tan sO sao chép quy dinh trong hOp thoai Pull
Prarner Properties.

Last Manual Replication: Thoi di€m co s d{t liéu WINS dugc nha
quan tri sao chép 1an cudi.

Last Net Update Replication: ThOi diém c0 s3 d{t li€u WINS dugc
sao chép 1an cudi dua trén thong tin v&€ hoat dOng day (push).

Last Address Change Replication: Thoi di€m c0 s d{r liéu WINS
dudgc sao chép 1an culi dua trén thong diép thay ddi dia chi.

Total Queries: TOng sO van tin (yéu cau ) mdy phuc vu nhdn dugc ké
tU 1an khd3i dOng culi cuing. Records Found cho bi€t s& yéu cau dugc
gidi quy€t thanh cong. Records Not Found chi ra sO yéu cau that bai.
Total Release: TOng sO thong di€p nhdn dugc,cho bi€t cé6 mOt chuong
trinh Ung dung NetBIOS da gidi phong tén ding ky cUa né va tU dong
lai. Records Found chi ra sO 1an gidi phong thanh cong. Records Not
Found bi€u thi sO 1an gidi phéng that bai.

Unique Registrations: TOng sO thong di€p ding ky tén nhan dugc tUr
mdy khach WINS (va di dugc duyét). Conflicts néu o sO truGng hop
tring tén gdp phdi doi v&i mOi tén mdy tinh. Renewals cho biét s 1an
gia han nhan dugc cho tUng tén mdy tinh khong trung 1ap.

Group Registrations: TOng sO thong diép ding ky tén nhan dugc tlr
nhém. Conflics chi ra sO 1an trung 1dp d0Oi v&i tén nhém. Renewals cho
biét sO 1an nhan dugc gia han cho tén nhém.

Total Registrations: TOng sO thong di€p ding ky tén nhdn dugc tlr
mdy khch.

Last Periodic Scavenging: Lan xo4 cudi ciing xay ra dua trén tan s
gia han an dinh trong hOp thoai WINS Sover Configuration.

Last Extintion Scavenging: Lan xo4 cu0i cling dUa trén tan sO xo4
trang quy dinh trong hOp thoai WINS Sever Configuration.

Last Verification Scavenging: Lan xo4 cudi cling xdy ra dua trén tan
sO ki€m tra dinh r5 trong hOp thoai WINS Server Configuration.
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2.7. Cap nhét thong tin théng ké WINS
Mac dinh, nhiing thGng k& WINS dudgc cap nhat c( 10 phit/ 1an. Néu
muOn ban cé th€ thay ddi tan sO cdp nhat hay ngltng han ddc tinh tu
dOng cap nhat:

1.

Trong console WINS, nhap niit phdi chudt vao mdy phuc vU can lam
viéc, chOn properties.

Nhap thé(tab) Genaral.

An dinh tdn s6 cdp nhdt: chon Automatically Update Statistics
Every, rOi go gi4 tri bi€u thi tan sO cap nhat.

NgUng tu ddng cap nhat: xod chon Automatically Update Statistics
Every. Nhap OK

2.8. Quan ly hoat dOng ding ky, gia han va gidi phéng tén
Tén may tinh duQc ding ky trong cO sG dr li€u WINS theo khodng thoi
gian cU thé€, goi 12 thdi gian thué bao. Bang cich quy dinh tan s6 gia han,
x04 trang va ki€m tra, ban s ki€m sodt dugc nhi€u phuong dién cla thué
bao tén.

1. Trong console WINS, nhap chudt phdi chon mdy phuc vuU can qudn

1y, chon properties.

2. Chuyén sang trang Interval

X3

X4

K/
L X4

Renewal Interval: Dinh r6 thOi gian c6 hi€u 1uc cUa tén thué bao,qua
d6 mdy khach WINS bat budc phdi gia han tén mdy tinh cla minh.
Thong thuOng may khach sé& cd gia han khi 50% thOi han thué bao da
trdi qua, gid tri tOi thi€u la 40 phit. Gia tri mdc dinh 13 6 ngay, c6
nghia may tinh s& cO gia han tén thué bao 7 ngay/lan. Tén mdy tinh
nao khong gia han s& bi ddnh ddu va dugc gidi phong (released).

Extinction Interval: Quy dinh thGi han tén mdy tinh c6 th€ bi danh
dau 12 bién mat (extinct). Khi tén mdy tinh da dugc gidi phéng, budc
k€ ti€p 1a danh ddu né da bi€n mat. Gia tri nay phdi 16n hon hay
bang gfa tri Renewal Interval, t(c 4 ngay.

Verification Interval: Dinh rd thOi han sau d6 mOt mdy phuc vu
WINS phdi ki€m tra nhling tén cii ma né khong s& hitu. N€u tén
khong con hoat dOng, ching c6 thé bi xo4, gid tri tOi thi€u 1a 24 ngay.
ThuOng thi, tén mdy tinh dugc ding ky & mdy phuc vu WINS kh4c sé
c6 chl sO h(tu khéc, vi thé ching dugc x€p vao hang muc nay.
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2.9. Ghi nh@n cdc swkién vao nhdt ky su kién cia Windows

Su kién WINS tu dOng dugc ghi nhan vao nhat ky su' ki€n hé thOng. Mac
di khong th€ vo hiéu hod ddc tinh nay, ban van dudc phép kich hoat tam
thOi ché d6 ghi nhét ky chi ti€t, nham gitp st 1y 161 WINS, cdch lam nhu
sau:

1. Trong Console WINS, nhdp nit phdi chult vio mdy phuc vU can
lam viéc, chon Properties.

2. MG trang Advanced, chon Log Detail Events To Thew Widows
Event Logs,
2.10. Chon s6 hiéu phién ban cho co'sé dirliéu WINS

SO hi€u phién ban (version ID) danh cho coO s& d{t liéu WINS tu dbng

cap nhat khi thuc hién thay d6i cho co s& df 1iéu. N€u co sG dit liéu

WINS d0t nhién bi hdng, bubc phdi phuc hoi co s& d{f liéu qua mang,

ban s€ can truy cdp may phuc vu WINS chinh, dinh version ID & gia tri

cao hon gid tri twong Ung trén moi dbi tac & xa, muOn xem va thay d6i sO

hiéu phién ban hi€n hanh:

1. Trong Console WINS, nhap phdi chult vao Active Registrations, chon
Find Owner m@& hOp thoai cung tén.

2. Trén trang Owners, cOt Hightest ID chi r5 sO hi€u phién ban cao nhat
dang duing trén may phuc vu. Gia tri nay dugc an dinh theo dang thic
thap Iuc phan v&i gi4 tri tOi da 1a 2°

21
Owiners | Record Types I
Dizplay records for:
Al
= ih ri
a T | Hame | Highest ID |
192.168.1.4 CAOTHAMHTARK 1F6

Thiz process is resource -intensive and might take a long time. [f pou want to
continue, click Find Mow

Find Mo I Cancel

3. Luu y gid tri version cao nhat, nhap cancel .

4. Nhap phai chudt vao muc nhap danh cho mdy phuc vu WINS chinh &
khung trdi, chOn Properties.

5. Trén trang Advance, go gia tri m@i vao truOng Starting Version ID.
Phai g6 gid tri nay cho diing thap luc phan va nhap OK.
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2.11. Luu va phuc héi cdu hinh WINS
Sau khi 1&p cdu hinh WINS can thi€t hay Iuu thong tin cdu hinh d€ sau
nay c6 th€ phuc hdi né trén mdy phuc vu WINS. MuOn thé, g& netsh
WINS dump>>winsconfig.dmp tai ddu nhac 1énh,

CEN 2

Type the name of & program, folder, documert, ar
Internet resource, and Windows will open it For wau,

Open: I METSH WING DUMP = =W INSCOMFIG, DMP j

Qo Cancel | Browse, ., |

O vi du nay, winsconfig.dmp la tén kich ban cu hinh sé& tao. Tao xong
kich ban, gb nesth exec winsconfig.dmp tai ddu nhac 1énh n€u can phuc
hoi cau hinh.

Ren 21|

Type the name of a program, Folder, document, or
Internet resource, and Windows will open it for yow,

Open: | NETSH EXEC WINSCONFIG.DMP| |

04 Cancel | Erowse, ., |

2.12. Quan ly co'sé dirliéu WINS

Ban phdi tich cuc quan 1y WINS hdu duy tri tinh hi€u qua cUa hoat ddng

phan gidi tén trén mang. Nhitng muc ti€p theo trinh bay cic tic vu qudn ly

thong thuOng.

2.12.1. Khao sdt két quad dnh xa trong co'sO dit liéu WINS

Khi thu muc Active Registrations dugc chon & khung bén trdi, khung bén
phai cla console WINS sé liét k& nh{tng mau tin ban da chon xem. MOi muc
nhép bi€u thi mOt mau tin trong c0 sG d{ liéu WINS. Bén trai muUc nhap xuat
hién moOt trong hai bi€u tugng. Bi€u tugng nhi€u mdy tinh néu ro két qud 4nh
xa la tén nhém, vung, nhom Internet. Anh xa con cho biét thém nh(ng thong
tin sau day:
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Record Name: Tén NetBIOS hoan chinh clla mdy tinh, nhém, hay dich
vU diing ky trong cO s& d{tliéu .
Type: Loai mau tin phdi hgp véi k€t qud 4nh xa nay, nhu 00h
Workstation.
IP Adress: Dia chi IP phdi hop vdi k€t qua 4nh xa.
State: Trang thdi clla mau tin, chang han Active (hoat dOng) hay
Released (dugc gidi phong)
Owner: Dia chi IP clla mdy phuc vu WINS s h(tu mau tin.
Version: SO hi€u phién ban cUa cd sG d{f li€u ngudn,tlfc nGi mau tin
tao thanh.
Expiration: Ngay/gi0 hét hiéu luc k€t qua 4nh xa,cdc 4nh xa tinh c6
xdc lap Expiration 1a Infinite, c6 nghia ching c¢6 hiéu luc vo thOi han
(trlr khi bi chOng hay xo4 di).

2.12.2. Kiém tra tinh nhét qudn cUa co's& dit liéu WINS

Ap dung céch sau d€ ki€m tra tinh nhat quan cla co sG d{f liéu:

+ Nhdp niit phdi chult 1én may phuc vU can s 1y trong console WINS,
chOn Properties,

CAOTHAMHTAM [192.168.1.4] Properties ?I Xl

General I Intervals  Databaze Verification I Advanced I

v 2fernify database conzistency eveny I24 hiours

Hours: kinutes: Seconds:

Beqgin verifuing at: |2 ﬁ ID ::l| IU ﬁ

I &=imum number of records werified each penod:
IBDDDD

Werify against:
' Dwner servers

" Bandomly selected parthers

Ok, I Cancel I Apply I

+ Trén trang Database Verification, chOn Verify Database Consistency
Every...G6 tan sO ki€m tra vi du 24 gi® /1an hay 48 gi0 /1an.

+ O trudng Begin Verify At, g6 thdi diém bat ddu ki€m tra, dUa vao chu

ky 24 gio.
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Néu can, dinh ro gid tri Maximum Number Of Records Verified Each
Priod. Gia tri mac dinh 1a 30000.
C6 thé ki€m tra mau tin dua vao cdc mdy phuc vu chl s& h{tu hay dua vao
nhimg d0i tic dugc chon ngau nhién. Phuong phap chon ngau nhién cho
k€t qua chinh x4dc nhat trén mang rat 16n, ngi ban khong thé ki€m tra toan
b0 mau tin trong chi mOt 14n. Con khong thi hay chon Owner Server dé
ki€m tra m3u tin trén may phuc vu dudc chi dinh 1 chU s& h{tu mau tin.
+ Nhap OK khi xong viéc.

2.13. Sao luu va phuc héi co sé dir liéu WINS
2.13.1. L@p c@u hinh cho WINS tw déng sao Iutu
Mac dinh co s& d{ liéu WINS khong dugc sao 1uu. Néu co sG dr liéu
gdp su cO, ban s€ vd phuong phuc hdi. Nham bdo toan co s& di liéu
trudc nhing su cO bat kY, hdy thi€t 1ap ché d0 sao luu tu dOng hay tu
minh thuc hién sao 1uu theo dinh ky.

+ Nhap phdi chult vio mdy phUc vU mong mudn trong console WINS,
chon Properties.

+ Trén General, go duOng dan thu muc sé& chlta ban sao IUu vio truOng
Default Backup Path. Nhap Browse n€u mu0On duyét tim thu' muc,
o

General I Intewalsl D atabasze Verificationl Advancedl

% WINS Server

v Automatically update statistics ewveny:

Hours: Minutes:  Seconds:
=1 e | =1
ID =1 I-I D =1 II:| =1

D atabaze backup
Default backup path:

|| Erowsze. .. |

v Back up database during server shutdown

OF I Cancel | Apply |

+ Chon Backup Database During Server Shutdown nham ddm bdo c0 s&
d{r liéu dudc sao 1uu mOi khi mdy phuc vu WINS nglng van hanh.

+ Nhap OK, c0 s& d{T liéu sé tu dOng dugc sao 1uu cU 3 gid/lan.
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2.13.2. Phuc héi co'sO dirliéu

Diéu kién d€ phuc hodi 12 phai c6 san ban sao Iuu hoan chinh cla co s@
dit liéu WINS,

+ Chon mdy phuc vU can lam viéc trong console WINS
+ Nhap menu Action, chon All Tasks->Stop.
+ Chon Retore Database ciing tU menu Action.

+ Trong Browse For Folder, chon thu muc con wins_back, vOn ch(fa ban
sao lUu md&i nhat, r6i nhap OK.

+ Néu phuc h0i thanh cong, co s& d{t 1iéu WINS sé& dugc trd vé trang thai
tai thoi di€m sao Iuu. Chon Action> AllTasks= Start.

+ Trudng hgp phuc hoi that bai, c¢6 18 ban phai xod moi tap tin WINS va
1ai tao dung tU dau.

2.13.3. Xod trang WINS va bat dau v6i co' sé dir liéu moi

Néu WINS khong phuc hbi tU ban sao 1uu hay khong khdi ddng binh
thuOng, gidi phap 1a xo4 trdng mOi mau tin va nhat ky WINS, sau d6 xay
dung tat cd tU co s& d{ 1iéu mdi. Theo cic budc sau:

1. Trong Console WINS, chon Properties tUf menu tat cUa may phuc
vU can lam viéc.

2. Trén trang Advanced, luu y duGng dan thu muc & trudng Database
Path, nhap OK déng hOp thoai 1ai.

3. Chon Action=> AllTasks= Stop ngUng van hanh may phuc vu.

4. MG Microsoft Windows Explorer, xo4 tat ca tap tin trong thu muc
cO s& dir liéu WINS.

5. Trong Console WINS nhdp niit phdi chudt vio miy phuc vu dang
dinh phuc hoi, chon AllTasks= Start khéi dOng 1ai mdy phuc vu
WINS,
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CAOTHANHTAM [192.168.1.4] Properties 2=l

Generall Intewalsl Databaze Verification Advanced I

[™ iLog detailed events to Windows event log
Detailed event logging can degrade sypstem performance and is
recommened only for troubleshooting WiIkS.

v Enable burst handling

Set the number of requests that the server can handle at one time
before clientz have to retry regiztration or renewal.

" Low " High

7+ pedium ™ Custom: I

D atabaze path:
I"/owindir"/o'\s_l,lstem32'\wins

Starting verzion D [hexadecimal]:

||:|

¥ Usze computer names that are compatible with L& M anager

Ok I Cancel Lpply

Bai tap thuc hanh cUa hoc vién
1. Cai dat va cau hinh dich vu DHCP.
2. Cai dat va cau hinh dich vu WINS

Hudng dan thuc hién:

1. Cai dat va cau hinh dich vu DHCP
a). CAI DPAT DHCP

Céc mdy khach s& nhan dia chi IP mOt c4ch tu dOng tU dich vu cap phat
dia chi ddng DHCP. Dic vU nay dugc cai dat trén may chU nhU sau:
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&, Accessibilty Options
== Add Hardware

.h" It i Tonl: 1.3
Adminisirator > DardInztal or remove programs and Windows companerks.
- - S Display
E Manage Your Server 58 My Computer ‘&‘ A
. W= Control Pansl =4 Fonts
;_\f Windows Enplorer Il Sl P ‘&= Game Contrallers
8 Administrative Tools » P Inkernet Options
Micrasaft Ward n @ Keyboard
E 12 Prinkers and Faxes
g Licensing
Command Prompt ) Mouse
Help and Support
@ Bele PP &, Metwork Connections 3
@ Natepad [ ) search [ie. Phone and Modem Options
<%, Power Options
CD) windaws Media Player T Bun... % Printers and Faxes 3
@ Regional and Language Options
é Internet Explorer 5 Scanners and Cameras »
I) Scheduled Tasks »
%ﬁ% AvRack Sound Effect Manager
gl
@, Sounds and Audic Devices
all Programs  » ¢ Spesch
% Stored User Mames and Passwards
L Bl E’] ShutDown g system

|#istare | [ @& & | & windows Medis Player | [ 5 Micros (g, Taskbar and Start Menu B e:1aprm

Start / control panel / Add or remove programs(Start/ Settings / control
panel / Add or remove programs), xudt hi€n hOp thoai Add or remove
programs click bi€u tuong Add/remove Windows Components. S€ xudt hién
hOp thoai sau:

Windows Components Wizard

Windows Components
“ou can add or remowve componsnts of Windows.

Ta add or remove a component, click the checkbax. A shaded box means that anly
part of the component will be ingtalled. To zee what's included in a component. click
D etails.

LComponents:

é Internet Explorer Enhanced Security Configuration 0.0 MB ;I
(| E:"J t anagement and MMonitaring Tools E.1 MB
= o1 Metworking 5ervices 2B MB
| E:,] Other Metwork File and Print Services 0.0 MEBE
[ ™ 5 ernnbe Installation S erices 21N kR LI

Description: Contains a wariety of specialized. network-related services and protocals.

Tatal dizk space required: 3.4 MB
Space available on disk: 1815.7 MB

< Back I MHewt > I Cancel I Helg I

Di chuy€n thanh siang d€n muc Networking Service va nhan nit Details
s& xudt hién clra s6 Networking Services.

Trong cUa sG Networking Services danh ddu chon muc Dynamic Host
Configuration Protocol (DHCP) va nhan OK.
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Networking Services : El

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.

[ Du:-main Mame Syztem [DMS] 1.6 MBE ;I
E Dynamic figuration Protocol [DHCF) 0.0 MB
| Internet Authentication Service 0.0ME
[ = RFC over HTTF Prosy 0.0 MB
[ Simple TCP/IP Services 0.0MBE
| Windows Intermet Hame Service [wNS] 0.9 MB

Subcomponents of Metworking Services:

Dezcription:  Sets up a DHCP server that automatically assigns temporary 1P
addrezzes to client computerz on the zame netwark.

Total dizk zpace required: 3.4 MB Ciisils I
Space available on dizk: 1815.8 MB
Ok I Cancel I

Tr& 1ai hOp thoai Networking Services chon Next d€ ti€p tuc.

Windows Components Wizard

Wwindows Components
Tou can add or remove components of windows,

To add ar remove a component, click the checkbax. A shaded box means that anly
part of the component will be installed. To see what's included in a component. click

D etails.

LComponents:

élnternel E=plorer Enhanced Security Configuration 0.0 kB ;I
(] Eﬁ] M anagernent and Monitoring Toals 6.1 MB
5 < 3

O g:.]Dther M etwork, File and FPrint Services 0.0 MEB

[ 1™ B emnte Installatinn S ervices s x|

Deszcriptior:  Containg a wariety of specialized. nebwork-related services and protocols.

Tatal dizk space required: 3.4 MB
Space available on digk: 1815.7 hE

< Back I Me=t > I Cancel I Helg I

Windows s& cdu hinh va cai dat cdc thanh phan cla dich vu DHCP. Trong
qua trinh cai dat Windows doi hdi phai Insert dia DVD Windows Server

2003 vao.

Windows Components Wizard

Configuring Components
Setup iz making the configuration changes pou requested.

I?—l_,;i Pleaze wait while Setup configures the components. Thiz may take
A F :l zeveral minutes, depending on the components selected.

Status:  Completing configuration of Cluster Service. ..

|

< Back Hewt = Help |
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Dén khi hdp thoai Completing The Windows Components Wizard, chon
Finish d€ hoan tat.

b). CAU HINH DICH VU DHCP
TU menu Start / Programs/ Administrative Tools / DHCP. Clta s DHCP
xudt hién.

IF7) Accessories
ACD Systems
[ #a certification Authority
b g8y Cluster Administrator
Micrasoft OFfice Tools » 3 component Services
PrintMe Internst Printing  » =) Computer Managsment
IF) Realtek Sound Manager  » # Configure Your Server Wizard
Startup » Data Sources (ODBC)
) Ao Feader 6.0

4% Internet Explorer afs Distributed File Swstam
g New Office Document A Lis= DHCF ko configure and manags the Dynamic Host

Event Yiewer | onfiguration Protocol (DHCP) service.

croseft Excel & Licensin
% B OfiEs Emumms E 9

crosoft FrontPage EP Local Security Policy

w ‘wWindows Catalog crosoft OuHook 1 Manage Your Server

crosoft PowerPoint e Microsoft NET Framework 1.1 Configuration
SRl U Microsoft Word Hp Microsoft .NET Framework 1.1 Wizards
(<31 Outlook Express @ retwork Load Balancing Manager
ograms

Ere Remote Assistance BF Performance

(22 Remote Desktops

B Routing and Remote Access
Settings B Server Extensions Administrator

8 Services

& Terminal Server Licensing

Documents

Search

Help and Support 1 Terminal Services Configuration

B Terminal Services Manager
Run...

Shut Dowr...

ft ward For wi... ~| ED DHCP | ,W
Trong cUa s6 DHCP. Chon menu Action / New Scope.

=10] x|

File Action  Wiew Help

= | B Xx2 R 2|3
H2 DHCP [192.168.1.5]
o @ [192.168.1.3] Contents of DHCP Server |E

There are no ikems ko show in this wview,

1| | 0
| | |

HOp thoai New Scope Wizard xudt hién chon Next dé€ ti€p tuc.
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MNew Scope Wizard

welcome to the MNew Scope
Ywizard

This wizard helpz you et up a scope for distributing 1P
addresses to computers on your nebwark.

To continue, click Hext.

< Back Cancel I

HOp thoai Scope Name xudt hién, nhdp tén va chi thich cho Scope. Sau d6
chon Next .

MNew Scope Wizard

Scope Mame =
“r'ou have to provide an identifying scope name. v'ou also have the option of

prowiding a description

Type a name and description for thiz scope. This information helps vou quickly identify
hiow the zcope iz to be uzed on vour network.

Mame: IHUAN

Drescription: IKTV

< Back Cancel I

HOp thoai IP Address Range xudt hién. Nhap dia chi bat dau va dia chi
két thiiccho day dia chi cdp phat, ddng thdi nhdp dia chi Subnet mask. ROi
chon Next d€ sang budc ti€p theo.

New Scope Wizard

IP Addresz Range —
“'ou define the scope address range by idenhifving a zet of consecutive IP

addresses,

Enter the range of addreszes that the scope distributes.
Start IP address: | 192,168, 1 . 4

End IP address: 192 168, 1 . &0

A zubnet mazk defines how many bits of an [P address to use for the netwark /subnet
1Dz and how many bits to use for the host ID. Y'ou can specify the subnet mask by
length or az an IP address.

Length: =i

Subnet mask: I 255 . 255 285 254

< Back I Mext > I Cancel I

HOp thoai Add Exculusions ding d€ xac dinh day dia chi can loai b0 ra
khdi danh sich dia chi cap phat cla budc trén.
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New Scope Wizard

Add Exclusions —
Ewcluzions are addreszes or arange of addrezses that are not distributed by the

SEMVEL

Tupe the IP addiesz range that wou want bo exclude. IF you want bo exclude a single
address, type an address in Start [P address only.

Start IP address: End [P address:
||. . S A

Eemnowe |

Ercluded address range:

< Back I Hext > I Cancel |

Trong hdp thoai Lease Duration, cho bié€t thdi gian ma cic mdy Client c6
th€ st dung céc dia chi IP nay. Mac dinh & day 12 8 ngay. Chon Next d€ ti€p
tuc.

New Scope Wizard

Lease Duration ——
The lease duration specifies how long a client can use an IF address from this

sCope.

Leagze durationz should typically be equal to the average time the computer iz
connected to the zame physical network. For mobile network s that consizt mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewize. for a stable netwark that conzsists mainly of desktop computers at fized
locations, longer lease durations are more appropriate.

Set the duration for scope leazez when distributed by this server.

Limited to:

Days: Hours: Mintes:
= = = |

122 ] o ] u — |

Cancel |

< Back

HOp thoai Configure DHCP Options xudt hién. Ta c6 th€ chon Yes, I
want to configure these option now (d€ thi€tt 1ap thém céac cdu hinh tuy chon
khéc), hodc chon No, I will configure these options later (d€ hoan tat viéc cau
hinh cho Scope). Chon No, I will configure these options later, nhan Next dé

ti€p tuc.
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New Scope Wizard

Configure DHCP Options —
“r'ou have to configure the moszt common DHCP options before clients can use the

SCOpE.

“When clientz abtain an addrezz, they are given DHCP optionz such as the [P
addresses of routers [default gatewaps), DMS servers, and WIS settings for that
SCOpE.

The settings you select here are for this scope and override settings configured in the
Server Optionz folder for this server.

Do pou want to configure the DHCF options for thiz scope now?
i ez, | want to configure these optiohs now

= Mo, | will configure these options later

< Back Cancel |

Trong hOp thoai Activate scope hdi ta c6 muOn kich hoat Scope nay
khoéng. Vi Scope chi ¢ thé cap phat dia chi khi dugc kich hoat. Chon Yes, I
want to activate this scope now. Nhan Next d€ ti€p tuc.

Mew Scope Wizard
Activate Scope —
Clients can obtain address leases only if a scope is activated.

Do vou want ko activate thiz scope now?

i+ “Yes, | want ko activate thiz scope now

= Mo, | will activate this scope later

< Back

Cancel I

HOp thoai Completing The New Scope Wizard thong bdo viéc thiét
1ap cau hinh cho scope di hoan tat, nhan Finish d€ két thic.

2. Cai dat va cau hinh dich vu WINS

a). Cai dat WINS
+ Budc 1: Click Stars->Setting->Control Panel
+ Budc 2: Click diip bi€u tugng Add/Remove Programs.
+ Budc 3: Click Add/Remove Windows Components, Click Next.

+ Budc 4: Di chuyén thanh siang dén muc Networking Service va nhan
nit Details s€ xudt hién clra s Networking Services.
+ Budc 5: Trong clta sG Networking Services danh ddu chon muc
Windows Internet Name Service(WINS) va nhan OK.
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+ Budc 6: Tré lai hOp thoai Networking Services chon Next dé€ ti€p tuc.

+ Budc 7: Trong qua trinh cai dat Windows doi hdi phai Insert dia DVD
Windows Server 2003 vao.

+ Budc 8: Pén khi hOp thoai Completing The Windows Components
Wizard, chon Finish dé hoan tat.

b). Cau hinh may phuc vu WINS

Khi cai dat may phuc vu WINS may phuc dugc 1ap cau hinh. véi cic xic
1ap mdc dinh, ban c6 thé thay d6i xac 1dp mdc dinh:

Trong console WINS, nhdp niit phdi chudt vio may phuc vuU can lam
viéc,chon properties m& hOp thoai sau,

21
General I Intervalsl Database Werification I Advancedl
% wiMS Server
I+ isutomatically update statistics even:
Hours: Mirutes:  Seconds:
|n = o= |t =
D atabasze backup
Default backup path:
I Browse... |
[~ Back up database during server shutdown

Thay doi gid tri thuOc tinh trén c4c trang Genaral, Interval, Database
Verification, Advance.

Click OK khi xong viéc.
¢). Cau hinh may khach WINS

Trén desktop, Click chult phai vao My Network Place chon Properties,
Click phai vao Local Connection chon Properties.

Click doi vai Internet Protocol(TCP/IP), Click vao Advanced, chOn
WINS.
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Internet Protocol {TCP/IP) Properties 2=

General |

ou can get IP zettings azsigned automatically if your netwark. supports
thiz capability. Othenwize, you need to azk your netwark, adrminiztrator for
the appropriate 1P settings.

" DObtain an IP address automatically

—{* Usze the following IP address:

1P address: KRR
Subnet mask: | 255 266 255 . 0
Default gateway: |

£ Obtain DHE server addiess automaticzally

—{*" Use the following DNS server addresses:

Frefered DMS zerver: I 192 1688 . 1 . 1

Alternate DMS server; I

ak. | Cancel I

Chon ti€p Add, nhap vao IP cla WINS server, Click Add..

WiNS server

fidd Cancel

d). B6 sung may chG WINS

Khi cai dat mdy phuc vu m&i, may nay dugc 1ap cau hinh. véi cic xic 1ap
mdc dinh. Ban c6 thé xem va va thay dGi xdc 14p mac dinh bat c( lic nio
thong qua console WINS. Console WINS truy cdp tU thu muc
Adminitrative Tools (common), 12 nGi ban quan ly cic may phuc vu
WINS trén mang. Clra sO chinh cUa console WINS; dudc chia thanh hai
khung. Khung bén trdi liét k& may phuc vu WINS trong vung theo dia chi
IP, k€ cd mady tinh cuc bO, n€u day ciing 14 may phuc vu WINS.
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Gus L
| action  iew “{- #|@|@t|@

Tree | WINS
2| M WINS
Server Status ﬂ Server Status

LB CAOTHANHTAM [192.168.1.4] ﬁ CAOTHANHTAM [192.168.1.4]

d | M
| | |

Néu mOt mdy phuc vu WINS can 13p cdu hinh khong c6 tén trong console
WINS, ti€n hanh b0 sung vio console nhu sau:

+ Budc 1: Click nit phdi chudt vao WINS bén khung trdi,chon Add
Server.

+ Budc 2: G6 dia chi IP hay tén mdy tinh cUa mdy phuc vu WINS ducc
quan ly

Tupe the MetBIOS name or [P address of the WINS server that pou
want o add to the list of servers.

WINS server:

|| Browse...

k. Cancel

+ Budc 3: Click OK.Khung bén trai xudt hi€n thém muc nhap danh cho
may phuc vu WINS nay

e). Khoi dOng va ngiing WINS:

Cong tic quan ly mdy phuc vu WINS dugc thuc hién qua Windows
Internet Naming Service. TuOng tU moi dich vu khdac, ban c6 thé khéi dOng,
ngUng han hay tam dUng ti€p tuc chay WINS trong thu muc Servers cUa
Computer Management hay tU dong 1€énh.

DPE& qudn Iy mdy phuc vu WINS thong qua Computer Management Click
nit phdi chudt vao WINS, chon All Task, Start, Stop, Pause, Resume, Restart
tuy tinh huOng. Cing c6 th€ quan ly WINS trong console WINS: Click niit
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phai chult vao “mdy phuc vu” s& dugc quan ly trong console WINS chon All
Tasks, chOn tiép Start, Stop, Pause, Resume, Restart, tuy tinh hu6ng.
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Bai 8: QUAN TRI MAY IN
Ma bai: MD24-08

Muc tiéu:

- M6 td vé md hinh va thudt nglt dugc s dung cho tic vU in an trong
Windows;

- Cai dat mOt mdy in logic trén mOt mdy chU in an;

- Chudn bj m0t mdy chU in an cho cdc mdy tram;

- K&t n6i mOt mdy tram in &n dén mOt mdy in logic trén may chU in dn;

- Quan tri hang ddi in &n va cdc ddc tinh mdy in;

- XUy su cO cdc 10i vé mdy in.

- Thuc hién céc thao tdc an toan vOi mdy tinh.

NOi dung chinh:

1. CAI PAT MAY IN
Muc tiéu:
- Cai dat duQc mdy in cho server va qua mang.

Trudc khi ban c6 thé truy xudt vao thi€t bi mdy in vat 1y thong qua hé
di€u hanh Windows Server 2003 thi ban phdi tao ra mOt mdy in logic.
Né&u mdy in cUa ban c¢6 tinh ning Plug and Play thi mdy in d6 sé duoc
nhdn dién ra ngay khi né dugc gan viao mdy tinh ding hé di€u
hanh Windows Server 2003. Tién ich Found New Hardware Wizard sé
tu dOng bat 1én. Tién ich nay sé hudng dan cho ban tlng budc d€ cai
dat mdy in. Néu hé di€u hanh nhan di€n khong chinh x4c thi ban dung dia
DVD dugc hing san xudt cung cap kém theo mdy dé€ cai dat.

Ngoai ra, ban ciing c¢6 th€ tu minh thuc hién tao ra mOt may in logic
bang céch st dung tién ich Add Printer Wizard. D& c6 thé tao ra moOt
mdy in logic trong Windows Server 2003 thi truGc hét ban phdi ding nhap
vao hé thOng v&i vai tro 1a mOt thanh vién cUa nhém Administrators
hay nhém Power Users (trong truOng hOp diy la mOt Server thanh
vién) hay nhém Server Operators (trong truOng hOp diy 1a mOt domain
controller).

Ban c6 thé€ tao ra mOt mdy in logic cUc bd tuong Ung v&i mOt mdy in
vat Iy dugc gan truc ti€p vao mdy tinh cuc b0 cla minh hodc tuong Ung
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vGi mOt mdy in mang (mdy in mang dugc gan vao mOt mdy tinh khic trong
mang hay mOt thi€t bi Print Server). MuOn thao tic bang tay d€ tao ra
mOt mdy in cUc bd hay mOt mdy in mang, ching ta 1an lugt thuc hién cic
thao tac sau day:

Nhap chudt chon Start, r0i chon Printers And Faxes.

Nhap chudt vio bi€u tugng Add Printer, tién ich Add Printer Wizard
s€ duoc khéi d0ng. Nhap chudt vao niit Next d€ ti€p tuc.

HOp thoai Local Or Network Printer xudt hién. Ban nhdp vao
tly chon Local Printer Attached To This Computer trong truGng hOp
ban c6 mOt mdy in vat Iy gan truc ti€p vio mdy tinh cUa minh. Né&u
trudng hQOp ta dang tao ra mOt mdy in logic Ung vO&i mOt mdy in
mang thi ta nhdp vao tuy chon A Printer Attached To Another
Computer. Néu mdy in dugc gan truc ti€p vao mdy tinh, ban c6 thé
chon thém tinh ndng Automatically Detect And Install My Plug And Play
Printer. Tuly chon nay cho phép hé thOng tu ddng quét may tinh clUa ban
dé€ phat hién ra cidc mdy in Plug and Play, va tu dOng cai dat cic mdy in
dé cho ban. Khi di hoan tat viéc chon Iua, nhap chult vao nit Next dé
sang budc ké tiép.

Né&u mdy in vat 1y da dugc tu ddng nhan dién bang tién ich Found
New Hardware Wizard. Tién ich nay s huGng dan ban ti€p tuc cai dat
driver mdy in qua tUng budc.

HOp thoai Print Test Page xudt hién. N€u thi€t bi mdy in dugc gan
truc ti€p vao may tinh cUa ban, ban nén in th& mOt trang ki€m tra d€ x4c
nhdn rang moi th(* déu dudgc cdu hinh chinh xdc. Ngudc 1ai, néu mdy in
12 mdy in mang thi ban nén bd qua budc nay. Nhdp chult vio nit Next dé
sang budc ké tiép.

HOp thoai Completing The Add Printer Wizard hién ra. HOp thoai
nay dem dén cho ching ta mOt co hdi d€ xdc nhén rang tat cd céc thudc
tinh mdy in di dudgc xdc 1ap chinh xdc. N€u ban phéat hién cé thong tin
nio khdng chinh x4c, hay nhdp chubt vio niit Back d€ quay 1ai stra chita
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thong tin cho dung.
Con n€u nhan thdy moi th( déu On ca thi ban nhap chudt vio niit
Finish.
MOt bi€u tugng mdy in mdi s€ hién ra trong clfa sG Printer And
Faxes. Theo mdc dinh, mdy in s& dugc chia sé.
2. QUAN LY THUOQC TINH MAY IN

Muc tiéu:
- Trinh bay dugc cdc thuOc tinh cla mdy in..

2.1. Cau hinh Layout

Trong hOp thoai Printing Preferences, chon Tab Layout. Sau d6
trong muc Orientation, ban chon cich thUc in trang theo chi€u ngang
hay chi€u doc. Trong muc Page Order, ban chon in tU trang dau dén
trang culi cUa tai li€u hodc in theo th(r tu ngudc 1ai. Trong muc Pages
Per Sheet, ban chon sO trang tai 1i€u s& dudc in trén mOt trang gidy.

2.2. Gidy va chat luong in

Ciing trong hOp thoai Printing Preferences, d€ qui dinh gidy va
chat lugng in, ching ta chon Tab Paper/Quality. Cic tuy chOn trong
Tab Paper/Quality phu thuOc vao ddc tinh cUa mdy in. Vi du, mdy in chi
c6 thé cung cdp mot tiy chon la Paper Source. Con d6i v&i mdy in HP
OfficeJet Pro Cxi, ching ta c6 cic tuy chon la: Paper Source, Media,
Quality Settings va Color
2.3. Cdc thong s6 mé réng

Nhap chult vao nit Advanced & géc dudi bén phdi cla hbp thoai
Printing Preferences. HOp thoai Advanced Options xudt hién cho phép
ban di€u chinh c4c thong sO m3 rOng. Ching ta cé th€ cé cac tiiy chon
cUa mdy in nhu: Paper/Output, Graphic, Document Options, va
Printer Features. Cic thong sO m& rOng cé trong hOp thoai Advanced

Options phu thubc vao driver mdy in ma ban dang sU dung.

3. CAU HINH CHIA SE MAY IN

Muc tiéu:
- Trinh bay dugc cdc thubc tinh cla mdy in..

Nhép phdi chult 1én may in, chon Properties. HOp thoai Properties
xudt hién, ban chon Tab Sharing. D€ chia s& mdy in niy cho nhi€u
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ngUudi dung, ban nhdp chult chon Share this printer. Trong muc

Share name, ban nhap vao tén chia s& cla mdy in, tén nay s€ dugc nhin
thdy trén mang. Ban ciing c6 th€ nhap chon muc List In The Directory
d€ cho phép ngudi diung cé th€ tim ki€ém mdy in théng qua Active
Directory theo mOt vai thuOc tinh ddc trung nao do.

Ngoai ra, trong Tab Sharing, ta c6 th€ c8u hinh driver h0 trg cho cdc mdy
tram sU dung may in trong trudng hgp mdy tram khong phai 12 Windows
Server 2003. Pay 12 mOt tinh ning can thi€t vi né cho phép chi dinh cic
driver hO0 trg in d€ cic mdy tram cé th€ tdi vé mot cich tu dOng.
Madc dinh, driver duy nhdt dugc nap vao la driver cUa hiang Intel
cho cic mday tram la Windows 2000, Windows Server 2003, va
Windows XP. D€ cung cdp thém cic driver cho mdy tram khdc, ban
nhap chudt vao nit Additional Drivers nam phia dudi Tab Sharing.
HOp thoai Additional Drivers xudt hién. Windows Server 2003 hO
trQ cic driver thém vao cho cic Client 12 mOt trong nhiing hé di€u hanh
sau:

- Itanium Windows XP hay Windows 20 x|
Server 2003 . You can install additional drivers so that users an the Fallowing systems
can download them automatically when they connect.
_ 3 1 Processar | Yersion | Installed I
X86 Wlndows 2000’ thdO-VVS XP’ hay O tranium  ‘Windows %P and Mindows Server ... Mo
WIHdOWS Server 2003 (ma C d!nh) . ) Windows 2000, Windows ¥P and Wi... Yes

O w86 windows 95, Windaows 98, and Win... Mo
O xss windows NT 4,0 Mo

- x86 Windows 95, Windows 98, hay
Windows Millennium Edition.

- x86 Windows NT 4.

an s

4. CAU HINH THONG SO PORT
Muc tiéu: )
- Trinh bay duQc y nghia cdc thong sO trong tab Port.

4.1. C&u hinh cdc thong s0 trong Tab Port

Trong hOp thoai Properties, ban chon Tab Port d€ c&u hinh tat ca
cdc port di dugc dinh nghia cho may in s dung. MOt port dugc dinh
nghia nhU mOt interface s& cho phép mdy tinh giao ti€p vdi thi€t bi mdy
in. Windows Server 2003 h0 trg céac port vat 1y (local port) va cic port
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TCP/IP chudn (port logic).

Port vat 1y chi dugc s& dung khi ta gan truc ti€p mdy in vio mdy

tinh.  Trong  truOng  hop 21
WindOWS Server 2003 dang Calar Management I Security | Device Settings I
General I Sharing Parts | Advanced

dugc trién khai trong mOt o

. jn
nhém lam viéc nh®, hdu nhu &=
ban phdi gan mdy in vio

Frrint ta the following portfz). Documents will print to the first free

checked port.
port LPTI Port | Description | Frinter :I
7 LI comi: Sernial Port
Port TCP/IP chuan O comz: Serial Port
. O coms: Senial Port
duo’c SU dqu khl méy 1n Cé O CoOm4: Serial Part
. ’ N - O FILE: Priett tar File
thé két nOi truc ti€p vao IP 1722914150 Standard TCP/IF Part
) x 1] |
mang (trén mdy in c6 hO trg :
) ) Add Paort... Dielete Part | LCaonfigure Part...

port RJ45) va mdy in nay

[™ | Enable bidirectionsl support

C(’) mét dla Chi IP dé nhén [” Enable printer pooling

dang. Uu di€ém cla mdy in
mang 1a t6c d0 in nhanh e )

hon mdy in cuc b0 va mdy in c6é thé dat bat ki n0i nao trong hé thOng
mang. Khi d6 ban can chi dinh mOt port TCP/IP va khai bdo dia chi IP

clla mdy in mang. Cung v&i viéc xod va cdu hinh 1ai mOt port di tOn tai,

ban ciing c6 th€ thi€t 1ap printer pooling va di€éu hudng cic cong viéc in
an dén mot mdy in khac.
4.2. Printer Pooling

Printer pool duoc s dung nham phGi hop nhi€u mdy in vat 1y véi
mOt may in logic, dUQc minh hQa nhu hinh bén dudi. Loi ich cUa viéc sUr
dung printer pool 12 mdy in rdnh dau tién sé thuc hién thao tic in an cho
ban. Tinh ning nay rat h{tu dung trong trudng hop ta c6 mOt nhém cac
mady in vat ly dudc chia s& cho mOt nhém ngudi dung, vi du nhu 12 nhém
céac thu ky
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Print Server
Printer - Sales

PE& c&u hinh mOt printer pool, ban nhdp chult vao tuy chon Enable
Printer Pooling nam & phia dudi Tab Port trong hOp thoai Properties.
Sau d6, ki€m tra 1ai tat cd céc port ma ta du dinh gan cic mdy in vat Iy
trong printer pool vio. N€u ta khong chon tuy chon Enable Printer
Pooling thi ta chi c¢6 mot port duy nhat cho mOi may in. Chd y tat cd cic
mdy in vat 1y trong mOt printer pool phdi s& dung cung mOt driver mdy
in.

Color b anagement I Securnty I Device Settings I
General I Sharing Ports | Advanced
1@
2
Frint ta the following part(s]. Documents will print ta the first free
checked port.
Port I D ezcription I Printer ﬂ
0l coMt: Serial Part
Serial Port
COM3: Serial Port
COb4: Serial Port
O FLE: Print ta File
IP_172.23.14150  Standard TCPAP Part v
4| | 3
Add Port... Delete Port | Corfigure Paort...

[~ Enable bidiectional suppart
¥ Enable printer pooling

Cloze I [Carcel | Lpply

4.3. Diéu hubng tic vu in dén mét mdy in khdc

Né€u mOt mdy in vat Iy cUa ban bi hu, ban c¢6 thé chuyén tat cd cic
tic vU in @n clUa mdy in bi hu sang mOt mdy in khéc. Pé lam dugc diéu
nay, trudc hét ban phdi ddm bdo mdy in mdi phdi c6 driver giOng véi
mdy in cii. Sau d6, trong Tab Port, ban nhdp chudt vao nit Add Port,
chon Local port r0i chon ti€p New Port. HOp thoai Port Name xudt
hién, g6 vao ttn UNC cUa mdy in mdi theo dinh dang:
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\\computername\printer_sharename.
21|

Color Management I Security | Device Settings
General I Sharing Parts I Advanced
-
S M HF

Available port bypes:

Standard TCP/IP Port

M Pork Type. .. | Mew Pork,.. | Cancel |

I Enter a port name:
|Wserver2iHP2 Cancel |

Cloze | Cancel | Apply |

5. CAU HINH TAB ADVANCED

Muc tiéu:
- Trinh bay duoc ¥ nghia cdc thong sO trong tab Advanced.

5.1. Cdc thong s6 cUa Tab Advanced

A - : 21 x
Trong hOp thoai Properties, ban . I I _I_II
A A « ) Color Management Security Device Settings
nhap ChuOt vao Tab Advanced de General I Sharing I Ports Advanced
di€éu khién cédc dac tinh cla mdy € Awaps avaiatle
) & Available from I 7:00 AM ﬂ Ta I 5:00 P ﬂ

in. Ban c6 th€ cau hinh céc thudc
tinh sau:
- Kha ning cUa mdy in

Priarity: I'I _l;
Driver: IHF' Business Inkjet 2250 [PCL5C) x| NewDiiver.. |

' Spaal print documents o pragran finishes printing faster

= D6 uu tlél’l CCIa méy il’l ™ Start printing after last page iz spooled
. . ~ > = Start printing immediately
- DI‘IVCI‘ mé méy 1mn Se SU dung = Print directly ta the printer
— Céc thuéc tl’nh déng téc I Hold mizmatched documents
. ' > . . [V Piint spooled documents first
(SPOOhng) Cua may m [™ Keep printed documents

[V Enable advanced printing features

- Cach thUc in tai liéu

Printing Defaults... | Print Processzor... | Separator Page. .. |
e A . v .
- Ché dO in mac dinh e |
0 Y H oze Cancel Apply |

- SO dung b0 xUr 1y in &n nao
- Céc trang dbc 1ap

5.2. Kha ndng san sang phUc vu cUa mdy in
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Thong thuOng, chiing ta can ki€m tra khd niing san sang phuc vu cUa
mdy in trong truGng hgp ching ta c6 nhi€u may in cling s& dung moOt thiét
bi in. Mdc dinh thi tiy chon Always Available luon dugc bat 1én. Do do6,
ngUdi ding c6 thé s dung may in 24 ti€ng mOt ngay. PE gidi han kha
ning phuc vu cUa mdy in, ban chon Available From va chi dinh khodng
thOi gian ma mdy in s€ phuc vu. Ngoai khodng thdi gian ndy, mdy in sé&
khong phuc vu cho bat ki ngudi diing nao.

5.3. DO uu tién (Printer Priority)

Khi ban dat d0 uu tién, ban sé dinh ra bao nhiéu cong viéc sé dugc
gUi truc ti€p vao thi€t bj in. Vi du, ban c¢6 th€ st dung tuy chon nay khi
2 nhém ngudi ding ciing chia s& mOt mdy in va ban can di€u khién dd
Uu tién dOi vGi cdc thao tic in an trén thi€t bi in nay. Trong Tab
Advanced cUa hOp thoai Properties, ban s& dat d0 uu tién bang cic gia
tri tU 1 d€n 99, v6i 113 ¢6 d6 uu tién thap nhat va 99 1a c6 d0 Uu tién cao
nhat.

Vi du: gid s ¢c6 mOt mdy in dugc phong k€ toan s dung. Nhiing
ngUOi qudn 1y trong phong k€ toin ludn luén mubn tai liéu clUa ho sé
dugc Uu tién in ra truGc cic nhan vién khdc. PE c8u hinh cho viéc sap
x€p th(r tu nay, ta tao ra mOt mdy in tén 12 MANAGERS gan viao port
LPT1 vGi d0 uu tién 1a 99. Sau d6, ciing trén port LPT1, ta tao thém molt
mdy in n(fa tén 12 WORKERS v&i d0 uUu tién la 1. Sau d6, ta s€& sU
dung Tab Security trong hOp thoai Properties d€ giGi han quyén s
dung mdy in MANAGERS cho nhiing ngudi qudn ly. P6i vGi cdc nhan
vién con lai trong phong k€ todn, ta cho phép ho s& dung mdy in
WORKERS (chiing ta s& tim hi€u 6 hon vé Security trong phan sau).
Khi c4c tdc vU in xuat phat tU mdy in MANAGERS, n6 s€ di vao hang dogi
clUa cUa mdy in vat ly v3i d0 Uu tién cao hon 1a cic tdc vuU xudt phat tUr
may in WORKERS. Do d6, tai li€u cUa nhing ngu0i quan 1y sé dugc uu
tién in trudc.

5.4. Print Driver

Muc Driver trong Tab Advanced cho phép ban chi dinh driver sé

diing cho mdy in. Néu ban di cdu hinh nhi€u mdy in trén mOt mdy tinh

thi ban c6 thé chon bat ki driver nao trong cic driver di cai dat. Thao
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tic thuc hién nhu sau: Nhdp chubt viao nit New Driver d€ khdi
dbng Add Printer Driver Wizard. Add Printer Driver Wizard cho phép
ban thuc hién cap nhat ciing nhu thém driver mai.

5.5. Spooling

Khi ban cau hinh tity chon spooling, ban can chi dinh 16 cic tic vu
in an sé dugc day ra dudng Ong mdy in hay dudgc gli truc ti€p dén thiét
bi mdy in. Spooling c6 nghia 1a céc thao tic in an s& dugc luu trt xulng
dia thanh mOt hang dgi trudc khi cidc thao tdc in nay dugc gli dén
mdy in. C6 th€ xem spooling giOng nhu 1a bd di€u phoi in an néu nhu
tai mOt thdi di€m cé nhi€u ngudi diing ciing lic gdi yéu cau dén mdy in.
Theo ch€ d6 mac dinh, tiy chon spooling sé& dugc bat 1én san.
5.6. Print Options

Phia dudi Tab Advance cé ch(ta bOn tity chon in an. D6 1a cic tiy chon:

- Hold Mismatched Documents: tuy chon nay hlu dung trong
truOng hop ban s dung ché db nhi€u bi€u mau trong mOt mdy in.
Mac dinh thi thy chon nay s€ khong dugc bat 1én. C4c tac vu sé dugc
in theo ch& d0 first-in-first-out (FIFO). Néu ban bat tuy chon nay
lén, hé thOng s€ chon uu tién in trudc nhitng tic vu c6 chung mot
bi€u mau.

- Print Spooled Documents First: tiy chon nay qui dinh rang céc tdc
vU in &n dugc diéu hudng xong trudc cic loai tac vu 18n khic. Piéu
ndy c¢6 nghia la cdc tdc vU in &n s€ c6 d0 Uu tién 18n hon cdc loai tic
vu khéc trong qué trinh di€u hudng. Mac dinh thi tiy chon nay ludn
dugc bat 1én gitip gia ting hi€u quad 1am viéc cla mdy in.

- Keep Printed Documents: tily chOn niy qui dinh rang cic tic vU in
an phdi dugc x6a khoi hang dgi di€éu hudng in an khi cdc tdc vu nay
da hoan tat qud trinh in. Thong thuOng, ban mubn x6a cic tic vU in
an ngay khi né bat dau in b3i vi n€u chiing ta ti€p tuc luu tr{t cic tic
vU nay trong hang doi di€u hudng va dgi cho dén khi ching dugc in
xong m0i x6a thi s€ phdi tOn dung lugng G dia cho viéc luu trlt. Mac
dinh thi tiy chQn nay s€ khong dugc bat 1én.

- Enable Advanced Printing Features: tuy chOn nay qui dinh rang

bat ki cdc tinh ning m& rdng nio ma mdy in cla ban c6 ho trg vi
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du nhu Page Order va Pages Per Sheet nén dugc bat 1én. Mac dinh
thi thy chQn nay luén dugc bat 1én. Chi trong truGng hQp xdy ra cic
van dé vé tuong thich thi ban cé thé tat tuy chon nay. Vi du nhu
ban dang s dung driver cho mOt thi€t bi mdy in tUong tU nhung né
khong hO trg tat cd cdc tinh ning clUa mdy in. Trong truGng hgp do,
ban nén tat tuy chon nay di.

5.7. Printing Defaults

Nit Printing Defaults nam & géc trdi phia dudi cla Tab
Advance. Néu ban nhdp chult vio nit Printing Defaults, hOp thoai
The Printing Preferences s xudt hi€n. DAy ciing chinh 13 hOp thoai sé&
xudt hién khi ban nhap chult vao nit Printing Preferences trong Tab
General
5.8. Print Processor

BO x( ly in an dugc s& dung d€ qui dinh Windows Server 2003
c6 can phdi thuc hién cic x 1y bl sung trong cdng viéc in an hay
khong. BO xU 1y in 4n WinPrint mdc dinh dugc cai dat va dugc
Windows Server 2003 s(f dung. BO xU Iy in &n WinPrint c6 th€ hb trg
mOt vai ki€u d{t liéu.

Theo mdc dinh thi hau hét cdc Ung dung trén nén Window sU dung
chudn EMF (enhanced metafile) d€ gGi cic tic vu dén mdy in. Chudn
EMF duing ki€u dit liéu RAW. Ki€u d{ liéu nay s€ bdo vdi b0 xU 1y in
an 1a tdc vuU nay khong can phadi slta dGi d0 uu tién khi in. Pi€u nay 1a do
nha sdn xudt phdn mém qui dinh.

Bang danh sach cac ki€u d{t liéu dugc b x(r Iy in an trong Windows
Server 2003 hO trgQ:

Ki€u d(t liéu M6 ta

RAW Khong 1am thay d0i tai li€u in an

RAW (FF appended) Khong 1am thay ddi tai li€u in &n ngoai trU viéc thém
vao moOt ki tU form- feed
Khong 1am thay dGi tai li€u in 8n ngoai trlr viéc ki€m

RAW (EF Auto) :
tra xem cé can thém vao moOt ki t1f form-feed hav
NT EMF 1.00x ThuOng di€u hudng céc tai li€éu dugc gUi tUr cadc mdy
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Phién dich tat cd céc ki€u d{ liéu vin bdn don

TEXT -
oian va mav in s€ thuc hién in bang cich sU dung
21x]
Color b anagement I Security I Device Settings |
3.9. Separator Pages separatorpage SETEY

eazy to find a document among athers at the printer.

tal thb’l dlém bét dé‘u CCIa m61 tﬁl Separator page: IC:\\-\-"INDDWS\system32\pcl.sep
liéu nhdm muc dich dinh dang ro oK
ngUdi dung nao di thuc hién viéc

Separator pages duo’c S Cr du ng Separator pages are used at the beginning of each document to make it

" Skart printing after last page iz spooled
. e . A N ~ P . o L .
in tai li€u nay. Néu nhU mdy in Stett pining immedilel

" Print directy to the printer

kh@ng duac Chla Sé thi Ché’ d6 I~ Hold mismatched documents

A ~ ~ ¥ Prirt zpooled documents first
Separator pages vo6 hinh chung sé i

I Keep printed documents

¥ Enable advanced printing features

gdy ra liang phi gidy in. N&u trong
truOng hOp mdy in duQc chia sé cho
nhi€u ngu®i diung thi ché db

Printing Defaults... Print Proceszar... | Separator Page. . |

Cloze | Cancel | Lpply |

Separator pages s€ h(tu dung trong vi€éc phan phOi cic tic vU in an da
hoan tat.

PE& thém mOt Separator page, ban thuc hi€n nhu sau: nhap chudt vao
nit Separator page nam 3 géc phdi phia duéi Tab Advance. HOp thoai
Separator page hién ra, ban nhap chudt vao niit Browse d€ chon tap tin

Separator page nao ban mu6n st dung.

6. CAU HINH TAB SECURITY

Muc tiéu:
- Phan dugc quyén truy cap 21x|
mdy ln d’bing yéu Cél/l Clja General I Sharing I Parts I Advanced
. > Color Management Security | Device Settings
ngUoi sU dung. .

€T CREATOR OWNER

6.1. Gibithiéu Tab Security € Evnone

7z z -~ . 2 7z
Ching ta c6 the ki€ém soat €7 Fiint Operators (NE TCLASS\Print Operators)
!ﬁ Server Operators [NETCLASSServer Dperators)

quyén truy cap vao mdy in
Add... | Bemove |

Windows Server 2003 cUa

PBemizsions for Administrators Allow Deny

Print
Manage Printers

ngU'(\n dl\]ng b\éng Céch Cé,u hinh tanage Documents

Special Permizsions

ngUoi dung ciling nhU cdc nhém

OREE
oooo

For special permissions or for advanced settings, Iﬂl;%gd IPC
click Adwanced. —
Cloze I Caneel | Apply |
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quy€n in dn. Chiing ta c6 th€ cho phép hodc khong cho phép ngu0i diing

truy xudt mdy in. Ching ta cdp quyén in an cho ngudi dung va nhém

ngUOi dung thdong qua Tab Security trong hOp thoai Properties cUa may

in.
Bang phan quyén in an cho nguoi diing
Quyén han Mo ta
Print CHO Rhég .ng/ubi ding hodc mOt nhém ngudi diung cé thé két
nO1 va gu1 tac vu
Cho phép thuc hi€n thao tic di€u khi€n, qudn ly mdy in.
V&i quyén nay, ngudi diing hodc nhém ngudi diing c6 thé
1;1?;2:: dl‘J‘\ng hodc khdi dOng 1ai mdy in, thay d&i cdu hinh cla bd
diéu tdc, chia sé hodc khong chia s& mdy in, thay d0i quyén
in an, va qudn tri cic thubc tinh cla mdy in.
Cho phép ngu0i dung quan ly céc tai li€u in qua céc thao tdc
Manage dUng viéc in, kh&i dOng 1ai, phuc hodi 1ai, hodc 1a xo4 tai
Documents |1iéu ra khdi hang dgi mdy in. Ngudi dung khong thé diéu
khié€n trang thai cUa mdy in.
lire)friliizlsions Bang cich chon Tab A7dvaflced trong h(f)\p thoai Print
IPermissions, ban c6 thé quan 1y cic quyén dac biét

Theo mdc dinh, bat ki khi nio mOt mdy in duQc tao ra, cic quyén in
an mac dinh sé& dugc thié€t 1ap. Bang cic quy€n in &n mdc dinh:

Nhém quyén | Pugc phépin | Quanlyin | Qudnly taili€u
in

Administrators X X X

Creator Owner X

Everyone X

Print Operators X X X
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X X X

Server
Operators

6.2. Cap quyén in cho nguoi ditng/nhém nguoi diing

Thong thuOng, ban cé th€ chdp nhdn quyén in 4n mdc dinh di duoc
thi€t 1ap san. Tuy nhién, trong mOt s6 truOng hgp ddc biét, ban can phai
hiéu chinh 1ai cdc quy€n in cho thich hop. Vi du: Coéng ty cla ban vUa
trang bi cho phong Marketing mOt mdy in laser mau dat ti€n, ban khong
muOn ai ciing dUgc phép sU dung mdy in nay. Trong truOng hop nay, trudc
tién ban phdi bod tuy chon Allow checkbox for the Everyone group. Sau
d6, thtm nhém Marketing vao trong danh sich clUa Tab Security.
Cudi cuing ban cdp cho nhém Marketing quyén Print. Mudn thém céc
quyén in an, ban thuc hién cic budc sau:

1. O Tab Security trong hOp thoai Properties cUla mdy in, nhap chudt
vao nit Add.
2. HOp thoai Select Users, Computers, Or Groups xudt hién, ban

nhdp vao tén cUa ngudi dung hodc nhém ngudi duing ma ban dinh cap
quyén in an rb6i nhdp chult vao nit Add. Sau d6, ban chon tat cd céc
ngUdi dung ma ban mubn cap quyén va nhap chult vio niit OK.

select Users, Computers, or Groups cd

Select this object type:

IUsers, Groups, ar Built-in security principals Object Types... |

FErom thiz location:

Inetclass.edu.vn Locations... |

Enter the object names to select [examples]:

Tuan Nauven [tuanGinetclass du vl Check Mames I
Advanced... | QK | Cancel |

A

3. Chon ngudi dung hodc nhém ngu0i dung tU danh sich cdc phan
quyén, sau d6 chon Allow d€ cdp quyén hodc chon Deny dé€ khong
cap quyén in an, cic quyén qudn ly mdy in hay cic quyén qudn ly tai
liéu in.

DE loai bd mOt nhém c6 san trong danh sich phan quyén, ta sé chon
nhém d6 va nhap chult vao nit Remove. Nhém vUa chon sé khong con
dugc liét ké trong Tab Security nlra va khong th€ duoc cap bat ki quyén
han in an nao.
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7. QUAN LY PRINT SERVER

Muc tiéu:
- Qudn Iy duoc mdy in mang.

7.1. HOp thoai quan ly Print Server
Print Server 12 mOt mOt mdy tinh trén d6 cé dinh nghia san cdc mdy

in. Khi ngu®i ding gli mOt yéu cau in dn dén mOt mdy in mang, thi
trudc tién, yéu cau d6 phdi dugc gli dén Print Server. Néi ciach khic
Print Server sé€ c6 nhi€ém vu qudn 1y tat cd cdc mdy in logic da dugc tao
ra trén mdy tinh. V&i tU c4ch 1a mOt Print Server, mdy tinh nay phdi du
manh d€ hd trg cho vi€éc dén nhdn cic tic vU in &n va né ciing phai dU

khong gian dia trOng d€ ch(fa c4c tdc vU in trong hang ddi.

Ban c6 th€ quan ly Print Server bang cich cdu hinh cdc thudc
tinh trong hOp thoai Print Server Properties. Ching ta m& hOp thoai
Print Server Properties bang cich: m3 hOp thoai Printers And Faxes,
chon File rOi chon ti€p Server Properties. HOp thoai Print Server
Properties bao gOm cic Tab: Forms, Ports, Drivers va Advanced.

7.2. C8u hinh cdc thu®c tinh Port cQa Print Server

Trong hOp thoai Printer Server Properties, ban m& Tab Port. Tab
nay ciing tUong tu' nhu Tab Port trong hOp thoai Properties cUa mdy in.
Su khdc nhau gilta hai Tab Port l1a: Tab Port trong hOp thoai Print
Server Properties dugc sU dung d€ qudn ly tat cd cdc port trén
Print Server. Con Tab port trong hOp thoai Properties cla mdy in quan
1y cdc port cUa thi€t bi mdy in vat ly.

7.3. C&u hinh Tab Driver

Trong hOp thoai Printer Server Properties, ban md tab Driver. Tab
Driver cho phép ban quan ly cic driver mdy in dia duQc cai dat trén
Print Server. DOi v3i mOi driver mdy in, Tab nay s& hi€n thi tén, mdi

truOng va hé diéu hanh ma driver h0 trg.

SU dung cic tity chon trong Tab Driver, ban c6 thé thém vao hay
loai bd hay cap nhat driver mdy in. D€ nhin thay cic thulc tinh cla mot

driver mdy in, ta chon driver can hi€n thi va nhdp chult vao nit
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Properties. Cic thuOc tinh clUa mOt driver mdy in gbm co6:

- Tén driver.

- Phién ban.

- BOxUly.

- Ngobn ng(.

- Loai dr liéu mac dinh.
- Puong dan cla driver.

8. GIAM SAT TRANG THAT HANG POI MAY IN
Muc tiéu: .
- Gidm sdt va xU' Iy 10i mdy in mang.

Chiing ta c6 th€ dung tién ich System Monitor d€ quan 1y
hang dgi mdy in. System Monitor dugc ding d€ theo ddi cic
counter lién quan dén thao tic thuc hién cho nhi€u d0i tuQng
may tinh. MuOn qudn ly hang dgi may in bang System Monitor, ta
thuc hién theo cdc budc sau:

: Chon Start \ Administrative Tools \ Performance.
2. HOp thoai Performance s& xudt hién. Mdc dinh
thi tién ich System Monitor s& duQc chon nhu hinh sau:

=olx
ISETE

ENGENEE R E R EE -

100

Last | 0.000 Average | 10,214 Minimum | 0,000
Maximumn [ 137.973  Duration | 1:40

[ \ \
3. Nhép chudt vio niit Add (cé bi€u tuong dau +) dé€

truy xudt vao hOp thoai Add Counters. Sau d6, nhap chon Print
Queue Performance Object.
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' |se local computer counters
¥ Select counters from computer:

WWTWTHANH =l

Perfarmance object;

Print ueue
Al counters 0 Al instances

¢ Select counters from list: ¢ Select jnstances from list:

Add Metwork, Printer Callz -
Bytes Printed/sec HF
Enumerate Metwork: Printer Call

Job Errors
Ll_l

E=plain |

Jnhs Snnnlinn

LClose |

4. Trong hOp thoai Add Counters, ban c6 th€ chi dinh ra mdy tinh ma
ban mudn gidm sit (cd mdy tinh cUc b0 va mdy tinh & xa). Performance
Object ma ban can theo ddi (trong trOng hOp nay la hang dgi - Print
Queue), cic counter ma ban muOn theo d&i, va ban ciing chi ra 12 ban
c6 muOn theo ddi tat cd cdc th€ hi€n hay 12 ban chi muOn theo ddi mot
sO th€ hién cUa counter dugc ban Iua chon. Néu ban chon tat cd cic
th€ hién dugc 1ua chon sé& cho phép tat cd dr liéu cla tat cd cic hang
doi in an da dugc dinh nghia trong mdy in. Con n€u ban chon chi theo
doi mOt s6 thé hién cla counter thi ban chi theo doi dugc di liéu tir
mOt sO hang dgi in an c4 nhan.

Bang danh sich cac hang doi in an da dugc dinh nghia:

Print Queue
Counter

rd

Mo ta

Add Network

Printer Calls

Counter nay s€ chi ra bao nhiéu Print Server da dugc
thém vao cdc mdy in dugc chia s€ trong mang. Con sO
nay duogc tich liy tU 14n khéi dOng culi cling cUa

SO byte trong thuc té€ da dudc in trén mOt hang dgi

Bytes Printed/Sec x. ..

trong mO1 giay
Enumerate Chi ra c6 bao nhiéu yéu cau da dugc g dén Print
Network Server tU cic danh sich duy€t mang. Con sO nay

Printer Calls

dugc tich luy tU 1an khdi ddng cubi ciing cla

Job Errors

TOng sO céc 10i thao tac da dugc tudng trinh bGi hang
dgi in an. Con sO nay dugc tich luy tU 1an khéi dOng
cudi cting cUa Server.
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Jobs

Chi ra con sO hién tai cdc thao tic in &n van con
trong hang dgi chua

Job Spooling

Chi ra con sO hi€n tai cic thao tic in an da dugc di€u
hudng dén hang dgi in an..

Max Jobs Spooling

Chi ra con s0O tOi da cac thao tic in an da duoc luu trlt
trong hang dgi in an k€ tUr 1an khéi ddng cudi cling cla
Server.

Max References

Chi ra con s0 t0Oi da cac tic vu m& (tham chi€u) da
dugc gli dén may in k€ tUr 1an khéi ddng cudi ciing

cUa Server.

Chi ra sO lugng cdc 16i mdy in “chua san sang
phUc vU” dia dugc phat sinh trong hang dgi in an.

Not Ready Errors ) : ;
Con sO nay dudgc tich luy tU 1an khdi dOng culi ciing
Chi ra s6 lugng cic 16i mdy in khong cé gidy da
Out of Paper dugc phat sinh trong hang dgi in an. Con sO nay
Errors duakc tich luy tUr 1&n khéi dOng culi cling cUa Server.
Pudgc s dung d€ hién thi bao nhiéu tdc vU in an da
Total Jobs Printed | dUgc thuc hién thanh céng. Con s nay dugc tich luy tU
1an kh&i dOng cudi cuing cla Server.
Total Pages Dl\,rc_jc sAl’J‘ dung déi,hi\é°n thi bao/ nhiéli tr?ngk da dl{(jc Ain
Printed thanh cong. Con sO nay duQc tich luy tu lan khGOi dOng

cudi cling cUa Server.

Bai tap thuc hanh cUa hoc vién

4 Cai dat 2 mdy in bat ky, chia s€ va phan quyén in an trén 2 mdy in nay.
;5 Tim ki€m mdy in trén mang bang dia di€m.

.6 Thié€t 1ap d0 uu tién va tinh san sang in.

Hudng dan thue hién:

1. Cai dat 2 may in bat ky, chia sé va phan quyén
in &n trén 2 may in nay

a). Caidat may in
Log on vao mdy v&i tai khodn administrator
Start \Settings\ Printers and faxes

% Printers and Faxes

File  Edit Toals

Wiew  Fawvorites

o Back = £3 - bld | o~ Search

Address |74 Printers and Faxes

Add Printer

— iCreate Shortcut |
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Chon Add Printer
Chon Next

Chon Local Printer, va chOn Next
Add Printerwizard |

Local or Network Printer
The wizard heeds ta khnow which bwpe of printer ta set up.

Select the option that describes the printer you want to use:

i i ocal printer attached to this computer

™ Automatically detect and install my Plug and Play printer

A nebwaork prinker, or a printer attached to anather computer

L] Ta set up a netwark. prinker that is hot attached to a print zerver,
“ll) use the "Local printer'' option.

< Back I Mext » I Cancel |

Chon port LPT1, va chOn Next

Select a Printer Port
Computers cammunicate with printers through ports.

Select the port you want pour printer to uze. |f the port iz not lizted, pou can create a
ey pork,

& Use the following port: | TR =y =

Mote: Mozt computers uge the LPT1: port to communicate with a local printer.
The connector for this port should look. gomething like this:

(" Create a new port:
Type af part: ILocaI Port :I

For more information about creating printer ports, see Printer Help.

< Back I Heut » I Cancel |

Chon hing sdn xudt va chon loai mdy in, va chon Next
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Install Printer Software
The manufacturer and model determing which printer zoftware to use.

Ly Select the manufacturer and model of wour printer. If your printer came with an installation
digk, click Have Dizgk. I pour printer iz not lizted, consult your printer documentation for
compatible printer software.

t anufacturer I:I Printers I:I

Fujitzu 5P HP Laser)et 2000

GCC —

Generic —

Gestetrier

HF

1IDkA LI LI
[EF This driver iz digitally signed. ‘windows Update | Have Disk... |

Tell me why driver siqning is imparkant

< Back I Mest » I Cancel |

Nhap tén cho printer, va chon Next

HName Your Printer
ou must aszign a hame to thiz printer.

Twpe a name far thiz printer. Becauze some pragrams da not support printer and server
name combinations of more than 31 characters, it iz best to keep the name az short az
pozzible.

Printer name:
|HF' 2200

< Back I Mext > I Cancel I

Tén share cho printer, va chOn Next

Trang 188



Quan tri mang 1

Add Printer Wizard

Printer Sharing
You can share thiz printer with other network uzers.

IF pou want ta share this printer. you must provide a share name. “rou can uze the
zuggested name ar type a new one. The share name will be vizible to other network
uzers.

" [no not share this printer
= Share name: IHF'22DE|

< Back I Mexst » I Cancel |

Nhap dia di€m cla may in(nhdp tén HCM trong khung Location), va chOn
Next. CUra sG xudt hi€n hdi ban c6 in test khong. Ban chon No va chon Next

Add Printer Wizard

Print Test Page
To confirm that the printer iz installed properly, you can print a test page.

Do you want ko print a test page?

Click vao Finish d€ két thic, ban doi vai gidy dé hé thOng cai dat

Completing the Add Printer
Wizard

T'ou have successfully completed the Add Ponter Wizard
S el Ih.ni-, .u.u'.\n.nf.iﬁfn.i Pl e
x|

Copying Files...

hpoemudil
To C:AWINDOWS vsyztem32hspoahDRIVERS. MT00R2024

To close this wazard, chck Finish

< Back Finish Cancel
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Chon port LPT2, chOn cung hdang HP va cuing loai mdy in, dat tén mdy in la
HP 2200 NEW, Share v&i tén 1a HP NEW, nhap dia di€ém cUa mdy in(nhdp
tén DN trong khung Location)

Hai Printers da duQc cai trén may

% Printers and Faxes M=l E3

File Edit

Viewy  Fawvarites

Tools

Help | l?

W Back = C3 - 1:" | ,'-:'Search

~ Folders | = X"HEI*

Address |2 Printers and Faxes

EBE

I

M

Add Printer

HP 2200
0
Ready

\_\ i 3500 e
=T )

b). Chia sé va phan quy@n duoc in an :

File  Edit

% Printers and Faxes

View  Fawvoribes

Tools

M[=] E3

Help | H

L Back ~ £3 - T?' | ,'-:'Search

~ Folders | B [ )(K)|E|v

Address |2y Printers and Faxes

BE

=N
2,

Add Printer

HF 2200
]
Ready

. HP 2200 MEW'
Open

Printing Preferences. ..

Fause Printing

Sharing. ..
Lze Printer OFfline

Creakte Shortcut
Delete
Rename

FPropetkies

Gén cho nhom Administrators Manage printers, Manage documents va print
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& HP 2200 NEW Properties 2]

Eenerall Sharingl Puartz I Advanced  Security | Device Settingsl

Group or user names:

ﬁ Evemone

ﬁ Print Operatorz [METCLASSYPrint Operators]
ﬁ Server Operatars [METCLASSServer Operatars]

Add... | Bemove |

Permizzions for Administrators Allow Derp

Print
tanage Printers
tanage Documents

OXEE
OoOooa

Special Permizsions

For zpecial permizzions or for advanced settings, Advariced |
chck Advanced. =
k. I Cancel | Apply |

Xo04 bd nhém Everyone
& HP 2200 NEW Properties BEE

Generall Sharingl FParts I Advanced  Security I Device SEttingsl

Group or uger names:

m Adrninistrators [NETCLAS S Adminiztrators)
€7 CREATOR DWNER

WEIIDHE
!ﬁ Print Operators [METCLASSWPrint Operatorz)
!ﬁ Server Operatorz [METCLASSYServer Dperators)

gt | _gewue |

Permizzionz for Evernyone Allo ( Dy )
Prink L1
Manage Printers | (|
tanage Documents | O
Special Permizzions O O

For special permizzions or for advanced zettings, Advanced |
click Advanced. =
Ok I Cancel | Spmly I

bua thém nhom KE TOAN vao ACL
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Select Users, Computers, or Groups ﬂ E

Select thiz object type:

ILlsers, Groupsz, or Built-in gecurity principals Object Types... |

FErarm this location:

Inetcla&s.edu.vn Locations. . |

Enter the object names to select [examples):

KE TOAM Check Mames |

Ldvanced. . | Ok I Cancel I

Y
G4n cho nhém KE TOAN dugc quyén Print

& HP 2200 NEW Properties [ =]

Generall Sharingl Fortz I Adwvanced Security I Device SEttingsl

Group or user names:
m Adrinigtrators [METCLAS S YA dministrators]
€5 CREATOR OWwWHNER
ﬁ EE TOAM [METCLASSYKE TOAM]
!ﬁ Print Operators [METCLASSAPrint Operatars]
ﬁ Server Operators [METCLASSYServer Operators]

Add.. I EBemowve I
Permizzions for KE TOAR Ll Drerny
Frint O
kil anage Printers (|
M anage Documents [ | (|
Special Permizzions [ | (|

For special permizzions ar for advanced settings, Adwvanced I
click Adwvanced. —

(] I Cancel I Apply I
Bay gi® chuy€n qua lam permission cho printer HP 2200. Cach thuc

hién tuong tu nhu trén

Cho nhém Everyone ra khéi ACL

Pua nhém NHAN SU vao ACL cUa printer HP 2200

Select Users, Computers, or Groups ﬂ

Select thiz object type:

ILlsers, Groupz, or Built-in gecurity principals Object Topes...

Erom thiz location:

Inetclass. edu. v Locations. ..

Enter the object names to zelect [examples]:
HHaAM SL Check Mames

FiG
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Cho nhém d6 dugc quyé€n print

2. Tim ki€m may in trén mang bang dia di€m

Vao Active Directory Sites Users and Computers
< Active Directory Users and Computers

@ File Action  Yiew ‘Window Help
«= | Hm B FRR 2E| g vE e

@ Active Direckory Users and Cormputer B ETE bt Tl o objects

-1 Saved Queries I—lﬁ-
E@ W Marne Type

&[] Buiti  Delegate Contral... builtinComain
&3 Com  Find... Container
(€3] Dom  Connect ko Domain. .. k... Organizational ...
#-[] Fore  Connect to Domain Contraller... ur...  Conkainer
~[JUser  Raise Domain Functional Level. .. Container
(€3] TPH  Operations Masters. .. Organizational ...
e
&l Tasks 3
= +

Mew \Window From Here

Refresh
Expork Lisk...

Propetties

Help

Click vao properties
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netclass.edu.¥n Properties Ed

Eenerall Managed By Group Palicy |

To improve Group Policy management, upgrade ta the Group Policy
b anagement Congole [GPMC]

™
Curment Group Policy Object Links for netclass
L

Eroup Policy Object Links | Mo Overide | Dizabled |
Default Domain Palicy

Group Policy Objects higher in the list hawe the highest prioriky.
Thiz lizt obtained from: dinhserver.netclass. edu.vn

New | agd. |

0

=
[E=

=

DOptions. .. | Delete... | Propertiez

[™ Block Palicy inheritance

k. | Canicel | Spply |

Group policyObject Editor m& ra

it Group Policy Object Editor

File  Action Wiew Help

&= | OEEF R @

j:‘j“ Default Domain Policy [dinhserver.)
EI@ Zomputer Configur ation

-0 Scfftware Settllngs Allow printers to be published
[_1 Windows Settings

EI[:I [.E\:dlmin?s:ative Templates Display Propertiss g allaw pruning of published printers
D '-Sp\nnt ows Components Requirements: @cally publish new printers in Acti@
[+ wstem : =g -
-] Metwork Ak least Microsoft Windows 2000 :@:ﬂ heck published state
4 Prinkers =4 Computer location
o Description: & - . ,
E@ User Confiquratian Determings whether the computer's :@:ﬂ C!.lstc-m suppnrt UF‘,L in the Printers folder's left pane
(L1 software Settings shared printers can be published in E\zﬂ Directory pruring interyal
D Windows Settings Active Direckary. :@:ﬂ Direckary pruning priarity
B-[_] Administrative Templates {7 Directory pruning retry

If vou enable this setting or do not .
coﬁfigure it Users can u?se the "List in (= Disallow installation of printers using kernelmode drivers
il

directary” option in the Printer's ;éil Log direct i vents
Properties' Sharing tab to publish shared Pre-populate prinker search location te

printers in Active Direckary, Prinker brovsing

If vau disable this setting, this ﬁ'.( Prune printers that are nok aukomatically republished
mEprlqtedrls shared printers tannglt be = Allow Print Spooler ta accept client connections
published in Active Direckary, an & | -

the "List in direckory” option is nok M wieb-based printing

available,

Mate: This settings takes priority over
the setting "Automatically publish new
printers in the Active Direckory”,

MG tinh ning Pre-populate printer search location text
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Pre-populate printer search location text Properties

Setting | E:-:plainl

@ Fre-populate printer search location text

i~ Mot Configured

™ Dizabled

Va tinh nang Printer browsing
Printer browsing Properties [ 2|

Setting | E =plair I

@ Printer browszing

™ Mot Configured

{* Enabled

et

" Dizabled

Refresh group policy
Run

— Type the name of a program, Folder, docurment, ar
Inkermet resource, and Windows will open it For waou,

Open: I gpupdate [Forcel j

Ik I Cancel | Browse, ., |

Ding 1énh Find dé€ tim printers
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-.‘!'_-; Active Directory Users and Computers

@ File  Action  Wiew  Window  Help

- oE e DR @

P lav Qo

@ Active Directory Users and Cormputer ST e EESEE IR T G o) e
-1 Saved Queries I—'—
@ netclass, edu, vi Mame T”"'F"_E _
Delegate Contral, ., wiltinCrarnain
Ca.
Connect bo Dormain. .. Drganizational ...
Connect ba Domain Controller, . Conkainer
Raise Domain Functional Level, ., Drganizational ...
Qperations Masters. .. Conkainer
[ 3
all Tasks 3

Pién vao 6 location

4% Find Printers
File Edit Yew Help

Find: IF'rinters j In: I@ netclass j Browse... |
Frinters | Featuresl .ﬁ.dvancedl
| ([ rarion 1)

Marne:

\/
Stap |
Location: IHCM| Browse, ., |
Clear All |
Madel: I

X

Click vao Find Now
3. Thi€t 1ap do uu tién va tinh san sang in.

Right click vao bi€u tugng may in HP 2200 chon properties d€ cau hinh
printer pool, vao thé Advanced d€ cdu hinh:
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& HP 2200 Properties EE
General I Sharing I Puortz D Security I Device Settingz I

0 Always available

“hvalablefiomy | 7O00AM = To | BOOPM =

/\F‘ru:-rit_lg: I _l? >
Driver: |HP Laser)st 2200 Series PCL ~|  Mew Driver.. |

" Spoal print documents so program finizhes printing Faster

" Start printing after last page iz spooled
" Start printing immediately
= Print directly to the printer

[~ Hold mizmatched documents
¥ Frint zpooled documents first
[™ Eeep piinted documents

[¥ Enable advanced printing features

Printing Defaults. . | Print Proceszor. .. I Separatar Page... |

(1] I Cancel I Apply I

Tuong tu Right click vao bi€u tugng mdy in HP 2200 NEW chon
properties, vio thé Advanced, thay dGi gi4 tri bang 50 tai khung Priority thi
khi in trén mdy in nay s€ c6 d0 Uu tién cham hon so v&i mdy in HP 2200.
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Bai 9: DICH VU PROXY
M3 bai: MP24-09

Muc tiéu:

- Trinh bay dugc khdi niém vé dich vu Proxy;

- M0 phOng dudc cich tri€n khai va khai thac tOt v€ dich vu Proxy.
- Thuc hién céc thao tdc an toan v&i mdy tinh.

NOi dung chinh:

1. Cac khai niém

Muc tiéu:
- Trinh bay duoc khdi niém vé dich vuU Proxy.
- Trinh bay dugc phuong thlrc hoat ddng cUa dich vu Proxy.
- Trinh bay duoc déc diém cta dich vu Proxy.

1.1. M6 hinh client server va mét sO kha ndng Ung dung

M6 hinh chudn cho cic Ung dung trén mang la mo hinh client-server.
Trong mo6 hinh nay mdy tinh déng vai trd 12 mOt client 12 mdy tinh ¢6 nhu cau
can phuc vu dich vU va mdy tinh déng vai trd 12 mOt server 14 mdy tinh c6 thé
d4p Ung dugc cic yéu cau vé dich vu dé tu céc client. Khdi ni€m client-server
chi mang tinh tuong d0i, di€u nay c6 nghia 13 mOt may c6 th€ lic nay déng vai
tro 12 client va ldc khéc 1ai déng vai tro 1a server. Nhin chung, client 1a mOt may
tinh c4 nhan, con cic Server 1a cdc mdy tinh ¢6 cdu hinh manh c6 chla cic cO
s& d{r liéu va cdc chuong trinh Ung dung d€ phuc vu mOt dich vu nio day tur
céc yéu cau cUa client.

Cach thUc hoat dOng clla mo hinh client-server nhU sau: mOt ti€n trinh
trén server khéi tao ludn G trang thai chd yéu cau tU cdc ti€n trinh client ti€n
trinh tai client dugc khdi tao c6 th€ trén cuing hé thOng hodc trén cic hé
thOng khic dugc két ndi thong qua mang, ti€n trinh client thudng dugc khdi
tao bdi céc 1énh tUr ngUGi dung. Ti€n trinh client ra yéu cau va gUi ching qua
mang t&i server d€ yéu cdu dugc phuc vu céic dich vu. Tién trinh trén server
thuc hi€n viéc xdc dinh yéu cau hgp 1€ tir client sau d6 phuc vu va trd két

Trang 198



Quan tri mang 1
qua tdi client va ti€p tuc chd ddi cic yéu cau khac. MOt sO ki€u dich vu ma
server c6 thé cung cap nhu: dich vu vé thoi gian (trd yéu cau thong tin vé
thdi gian tdi client), dich vU in &n (phuc vU yéu cdu in tai client), dich vu file
(gUi, nhan va céic thao tic v€ file cho client), thi hanh c4c 1€nh tU client trén
server...

Dich vu web 1a mOt dich vu c¢O ban trén mang Internet hoat ddng theo
mo hinh client-server. Trinh duyét Web (Internet Explorer, Netscape...) trén cac
may client s& dung giao thUc TCP/IP d€ dua ra cic yéu cau HTTP tGi mdy
server. Trinh duyé&t c6 th€ dua ra cic yéu cdu mOt trang web cu th€ hay yéu
cau thong tin trong cdc coO s& dit liéu. M4y server s& dung phan mém cUa né
phén tich c4c yéu cau tU cdc géi tin nhan dudc ki€m tra tinh hop 1€ cUa client
va thuc hién phuc vU céc yéu cau dé cu thé 1a gli trd 1ai client mOt trang web
cu th€ hay cdc thong tin trén coO s3 d{ liéu dudi dang mOt trang web. Server 1a
ndi Iuu tr(f n0i dung thong tin cdc website, phan mém trén server cho phép
server x4c dinh duQc trang can yéu cau va gli tdi client. Co s& dit li€u va céc
Ung dung tuong tu khdc trén mdy chU dudc khai thac va k&t ndi qua céc
chuong trinh nhu' CGI (Common Gateway Interface), khi cdc may server nhan
dugc yéu cau ve tra clu trong c0 sG dif 1iéu , né chuyén yéu cau tdi server c6
chlta co s& d{t liéu hodc Ung dung d€ xUr 1y qua CGI.

1.2. Socket

MOt két n6i dugc dinh nghia nhu 13 mOt lién két truyén thong gilra céc
ti€n trinh, nhu vy d€ x4c dinh mOt k&t ndi can phai xdc dinh cdc thanh phan
sau: {Protocol, local-addr, local-process, remote-addr, remote-process }

Trong d6 local-addr va remote-addr 1a dia chi cUa cdc may dia phuOng va
may tU xa. local-process, remote-process d€ xéac dinh vi trf ti€n trinh trén moOi
hé thOng. Chiing ta dinh nghia mOt nlra két nGi 1a {Protocol, local-addr, local-
process} va {Protocol, remote-addr, remote-process} hay con goi 1a mot socket.
Chiing ta da bi€t d€ x4c dinh mOt mdy ta dua vao dia chi IP cUa né, nhung trén
mOt mdy c6 v6 sO céc ti€n trinh Ung dung dang chay, d€ xdc dinh vi tri cic
ti€n trinh Ung dung nay ngUdi ta dinh danh cho moi ti€n trinh mOt sO hiéu
cOng, giao thlic TCP st dung 16 bit cho viéc dinh danh cdc cOng ti€n trinh va
qui UGc sO hiéu cOng tUr 1-1023 dugc s dung cho céc ti€n trinh chudn (nhu
FTP qui udc s dung cOng 21, dich vu WEB qui uGc c¢Ong 80, dich vu gUi
thu SMTP cOng 25...) sO hiu cOng t&r 1024- 65535 danh cho cic Ung dung
cUa ngudi ding. Nhu vay mOt cOng k€t hop vGi mOt dia chi IP tao thanh mot
socket duy nhat trong lién mang. MOt k&t ndi TCP dugc cung cdp nhG mot
lién két logic gilta mOt cap socket. MOt socket ¢ thé tham gia nhi€u lién két
vGi cic socket & xa khdc nhau. Trudc khi truyén dit 1i€u gilta hai tram cén
phdi thi€t 1ap moOt lién k&t TCP gilra ching va khi két thiic phién truyén dr
liéu thi lién két d6 sé dugc gidi phéng.
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Qua trinh thi€t 1ap mOt socket v&i cic 10i goi hé thOng dugc md td nhu
sau: server thi€t 1ap mOt socket v3i cic thdng sO ddc td cac thU tuc truyén
thong nhu (TCP, UDP, XNS...) va cédc kiu truy€n thong (SOCK_STREAM,
SOCK_DGRAM...), sau dé6 lién két t&i socket nay cac thong s v€ dia chi nhu
IP va c4c cOng TCP/UDP sau d6 server G ch€ d0 chO va chdp nhan két n0i
dén tur client.

1.3. Phuong thic hoat déng va dac di€ém cla dich vu Proxy

1.3.1. Phuong thirc hoat déng

Dich vu proxy dugc tri€n khai nham muc dich phuc vu cic két noi tUr
céc may tinh trong mang dung riéng ra Internet. Khi ding ky st dung dich vu
internet t&i nha cung cap dich vu, khach hang sé dugc cap hitu han s6 luong
dia chi IP tU nha cung cdp, sO luong IP nhan dugc khong dU d€ cdp cho cic
mdy tinh tram. Mat khac vGi nhu cau k&t nGi mang dung riéng ra Internet ma
khong muOn thay dGi 1ai cdu tric mang hién tai dOng thdi mudn gia ting kha
ning thi hanh cUa mang qua moOt k&t ndi Internet duy nhat va muOn ki€m soét
tat cd cic thong tin vao ra, muOn cdp quy€n va ghi lai cic thong tin truy cap
cla ngudi s dung... Dich vu proxy ddp Ung dudgc tat cd cic yéu cau trén.
Hoat dOng trén cO s@ mo hinh client-server. Qud trinh hoat ddng cla dich vu
proxy theo cac budc nhu sau:

1 Client yéu cdu mOt d6i tugng trén mang Internet 1 Proxy server ti€p nhan
yéu cau, ki€m tra tinh hop 1€ ciing nhu thuc hién viéc xdc thuc client n€u
thda min proxy server gUi yéu cau d0i tuong nay t&i server trén Internet. 1
Server trén Internet gUi dOi tUQng yéu cau v€ cho proxy server.

1 Proxy server gUi trd dOi tugng vé cho client

Ta c6 th€ thiét 1ap proxy server d€ phuc vu cho nhi€u dich vu nhu dich vu
truyén file, dich vu web, dich vu thu dién t(r...M0Oi mot dich vu can c6 mOt
proxy server cu thé dé phUc vU céc yéu cdu dac thi cUa dich vu dé tU céc
client.

Proxy server con c¢6 thé dugc cau hinh d€ cho phép quang b4 cic server thudc
mang trong ra ngoai Internet v3i mUc dd an toan cao. Vi du ta c6 th€ thiét 1ap
mOt web server thuOc mang trong va thi€t 1ap cdc qui tac quang bd web trén
proxy server d€ cho phép quang ba web server nay ra ngoai Internet. Tat cd cic
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yéu cau truy cap web dén dugc chap nhan bdi proxy server va proxy server
s& thuc hién viéc chuyén ti€p yéu cau tGi web server thubc mang trong.

Cic client dugc tO chlc trong mOt cdu triic mang goi 12 mang trong (Inside
network) hay con goOi la mang dung riéng. IANA (Internet Assigned Numbers
Authority) da danh riéng 3 khodng dia chi IP tuong Ung v&i 3 16p mang tiéu
chudn cho cdc mang dung riéng dé la:

10.0.0.0 - 10.255.255.255 (1Gp A)
172.16.0.0 - 172.31.255.255 (16p B)
192.168.0.0 - 192.168.255.255 (16p C)

Céc dia chi nay sU dung cho céc client trong mang dung riéng ma khong dugc
g4n cho bat c* mdy chl nao trén mang Internet. Trong viéc thiét k€ va cau
hinh mang dung riéng khuy€n nghi nén s dung cic khodng dia chi IP nay.

Khai niém mang ngoai (Outside network) 14 d€ chi viing ma cic server thulc
vao. Céc dia chi st dung trén mang nay la cac dia chi IP dugc ding ky hop 1€
cUa nha cung cap dich vu Internet. Proxy server sU dung hai giao ti€p, giao
ti€p mang trong va giao ti€p ngoai. Giao ti€p trong di€n hinh 14 cdc cac mang
sU dung cho viéc k€t ndi gilta proxy server véi mang dung riéng va c6 dia chi
dugc gén 1a dia chi thudc mang dung riéng.

Tat cd cic thong tin gilta client thuOc mang dung riéng va proxy server dugc
thuc hién thong qua giao ti€p nay. Giao ti€p ngoai thuOng bang cac hinh thiic
truy cap gidn ti€p qua mang dién thoai cong cOng vi qua cac mang bang két
nOi truc ti€p t&di mang ngoai. Giao ti€p ngoai dugc gin dia chi IP thubc mang
ngoai dugc cung cdp hop 1€ bdi nha cung cap dich vu Internet.
1.3.2. Pac diém

Proxy Server két ndi mang dung riéng v&i mang Internet toan cau va
ciing cho phép cdc mdy tinh trén mang internet c¢6 th€ truy cap céc tai nguyén
trong mang dung ri€éng.
Proxy Server ting cuOng khd ning két ndi ra Internet clla cdc mdy tinh trong
mang ding riéng bang cach tap hop cdc yéu cau truy cap Internet tUf cdc may

Trang 201



Quan tri mang 1
tinh trong mang va sau khi nhan dugc két qua tU Internet sé trd 10i 1ai cho
mady c6 yéu cau ban dau.

Ngoai ra proxy server con c¢é khd ning bdo mat va ki€m sodt truy cap Internet
clla cdc mdy tinh trong mang dung riéng. Cho phép thi€t dat cic chinh sich
truy cap tdi tung ngudi dung.

Proxy server 1uu tr(f tam thOi cic két qud da dugc 1ay tU Internet vé€
nham trd 10i cho cdc yéu cau truy cdp Internet vGi cuing dia chi. Viéc luu tr(r
ndy cho phép céc yéu cau truy cap Internet vGi cuing dia chi s& khong can phai
13y 1ai k&t qud tU Internet, 1am gidm thOi gian truy cap Internet, ting cUOng
hoat dOng cUa mang va gidm tdi trén dudng két ndi Internet. C4c cong viéc
Iuu tr(r nay goi 1a qud trinh cache.

1.4. Cache va cdc phuong thic cache

Nham ting cuOng kha ning truy cép Internet tU cdc mdy tinh tram trong
mang sU dung dich vU proxy ta st dung cdc phuong thUc cache. Dich vu
proxy s dung cache d€ luu trif bdn sao cla cic dOi tugng da dugc truy cap
trudc d6. Tat cd cdc doi tugng déu c6 thé dugc Iuu tr(f (nhu hinh dnh va cic
t€p tin), tuy nhién moOt s& dOi tuong nhU yéu cdu xdc thuc (Authenticate) va
st dung SSL (Secure Socket Layer) khong dugc cache. Nhu vay vGi cic doi
tuong da dugc cache, khi moOt yéu cau t& mOt mdy tinh tram tGi proxy server,
proxy server thay vi k€t ndi t&i dia chi ma mdy tinh tram yéu cau sé tim ki€m
trong cache cdc dOi tugng thod mén va gUi trd k€t qud vé mdy tinh tram. Nhu
vay cache cho phép cai thién hiéu niing truy cap Internet cUa cdc mdy tram va
lam gidm luu lugng trén dudng két nbi Internet. Van dé€ gdp phdi khi st
dung cache 1a khi cdc d0i tugng dugc cache c6 su thay dbi tl nguOn, cic may
tinh tram yéu cau mot dOi tuong t&i proxy server, proxy server 1dy doi tugng
trong cache d€ phuc vU va nhU vay thong tin chuyén tGi cdc mdy tinh tram 1a
thong tin cii so v8i ngudn, d€ gidi quy€t van dé niy can phdi c6 cic chinh
sach d€ cache cic dbi tugng dOng thOi cdc dOi tuong phdi lién tuc dudc cap
nhat m&i. Vi du: thdng thudng mOt dia chi WEB thi cdc dOi tuong v€ hinh
anh it c6 sU thay dGi con ndi dung text thuOng cé su thay ddi do dé ta c6 thé
thi€t dat chi cache nhling dOi tugng hinh dnh, nhitng dOi tugng c6 ndi dung
text thi khdng cache, di€u nay khong dnh huéng t&i hiéu sudt truy cap vi céc
tap tin v€ hinh dnh thudng c6 kinh thudc rat 16n so vGi cac dOi tugng cé ndi
dung text, vi€c cap nhat cidc dOi tugng nhu thé nido phu thuQc vio cic
phuong thlc cache ma ta s€ trinh bay dudi diy. Proxy server thUc thi cache
cho céc dOi tugng dugc yéu cdu mot cich c6 chu ky d€ ting hi€u sudt cla
mang. Ta c6 th€ thi€t 1&p cache d€ ddm bdo rang né bao gbm nhiing di liéu
thuOng hay cic client s& dung nhat.

Proxy server c¢6 th€ st dung cho phép thong tin gilta mang ding riéng va
Internet, viéc thong tin c¢6 th€ la client trong mang truy cap Internet-trong
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truOng hgp nay proxy server thuc hién Forward caching, ciing c6 th€ 1a client
ngoai truy cap t6i mang trong (t6i cdc server dUQc quang ba)-trong truOng
hQp nay proxy server thuc hién reverse caching. Ca hai truOng hop dé€u cé
dugc tr khd ning cUa proxy server 1a Iuu tr(t thong tin (tam thoi) 1am cho
viéc truy€n thong thong tin dugc nhanh hon, sau diy la cdc tinh chat cla
cache proxy server:

- Phén cache: khi cai dat mOt mang cdc mdy proxy server ta s& thiét 1ap dugc
vi€c phan phOi ndi dung cache. Proxy server cho phép ghép nhi€u hé thOng
thanh mOt cache logic duy nhat.

- Cache phan c8p: Kha ning phan phGi cache con c6 th€ chuyén sau hon bang
céch cai dat ché d0 cache phan cap lién két mOt loat cdc mdy proxy server v0i
nhau d€ client c6 th€ truy cap tdi gan chiing nhat.

- Cache dinh ky: st dung cache dinh ky n0Qi dung download d6i vGi cic yéu
cau thuong xuyén cUa cic client

- Reverse cache: proxy server c6 th€ cache cic ndi dung cUa céc server quang
b4 do dé ting hi€u sudt va kha ning truy cdp, moi ddc tinh cache cla proxy
server d€u c6 th€ dp dung cho n0i dung trén céc server quang bd. Proxy server
c6 th€ dugc trién khai nhu mOt Forward cache nham cung cép tinh ning cache
cho céc client mang trong truy cap Internet. Proxy server duy tri bO cache tap
trung cUa c4c dOi tugng Internet thuOng dudc yéu cau cé thé truy cdp tU bat
kY trinh duyét t& may client. Cdc dOi tugng phuc vU cho cic yéu cau tU céic
dia cache yéu cau tic vu xU 1y nhd hon ding k& so vdi cdc dOi tugng tUr
Internet, vi€c nay ting cuOng hi€u sudt cUa trinh duyé€t trén client, gidm thoi
gian hOi ddp va gidm vi€c chi€m bing thong cho két ndi Internet. Hinh vé sau
mo td proxy server xU' 1y cac yéu cau cla ngu0i dung ra sao:

Hinh trén md ta qué trinh céc client trong mang ding riéng truy cap ra ngoai
Internet nhung ti€n trinh ndy ciing tuong tU dOi v3i cdc cache reverse (khi
ngUdi dung trén Internet truy cap vao céc Server quang ba) cic budc bao gOm;

1 Client 1 yéu cau mOt dGi tugng trén mang Internet
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2 Proxy server ki€m tra xem dOi tuQng c6 trong cache hay khong. N€u dbi
tugng khong c6 trong cache cUa proxy server thi proxy server gUi yéu cau d6i
tuong tdi server trén Internet.

3 Server trén Internet gUi dOi tugng yéu cdu vé cho proxy server .

4 proxy server gilt ban copy cUa dOi tugng trong cache clla né va trd doi
tuong vé cho client]

5 Client 2 gli mOt yéu cau vé ddi tugng tuong tu

6 Proxy server gUicho client 2 d0i tugng tU cache cla né ch( khong phdi tur
Internet n{ta. Ta c6 th€ tri€n khai dich vu proxy d€ qudng b4 céc server trong
mang diing riéng ra ngoai Internet. VGi cic yéu cau dén, proxy server cé thé
dong vai trd nhu 12 mOt server bén ngoai, dap Ung cic yéu cau cUa client tU cic
n0i dung web trong cache cla né. Proxy server chuyén ti€p cic yéu cau cho
server chi khi nio cache clUa né khong th€ phuc vu yéu cdu dé (Reverse
cache).

Lua chon cidc phuong thic cache dua trén cdc y€u tO: khong gian O clng sU

dung, doi tugng nio dugc cache va khi ndo cic ddi tugng nay s€ dugc cap
nhat. V& c0 ban ta ¢ hai phuong thUc cache thu dOng va chl dOng. Phuong
thUc Cache thu dOng (passive cache): Cache thu dOng luu tr(f cdc d6i tugng
chi khi cdc mdy tinh tram yéu cau t6i doi tugng. Khi mét dbi tugng dugc
chuyén t&i mdy tinh tram, may chl Proxy x4c dinh xem d6i tugng nay c6 thé
cache hay khong néu c6 thé dOi tugng s€ dugc cache. Cac dbi tugng chi
dugc cap nhat khi c¢6 nhu cau. DGOi tugng s€ bi xod khoi cache dua trén thoi
di€m gan nhat ma cdc may tinh tram truy cap tGi dOi tugng. Phuong thlc nay
c6 10i ich 1a st dung it hon b0 xU Iy nhung tOn nhi€u khong gian § dia hon
Phuong thc Cache chl dOng (active cache): Ciing giOng nhU phuong thUc
cache thu dOng, Cache chU dOng luu tr{t cdc dOi tugng khi cac mdy tinh tram
ra yéu cau tdi mOt d6i tugng mdy chU Proxy ddp Ung yéu cdu va luu doi
tugng nay vao Cache. Phuong thlc nay tU dOng cap nhat cic doi tugng tUr
Internet duta vao: sO 1ugng yéu cau dGi vdi cic doi tugng, dbi tugng thulng
xuyén thay d0i nhu thé nao. Phuong thlc nay sé tu dOng cap nhat cic doi
tuong khi ma may chU Proxy dang phuc vu & mUc d0 thdp va do d6 khong
anh huéng dé€n hi€u sudt phuc vU cdc mdy tinh tram. POi tugng trong cache
s€ bi xod dua trén cdc thong tin header HTTP, URL.

2. Tri€n khai dich vu proxy

Muc tiéu:
- LUa chon duoc mé hinh mang d€ trién khai dich vU Proxy.
- Cai dat duoc dich vuU Proxy.
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2.1. Cdac mé hinh két n6i mang

DaGi tugng phuc vu cUa proxy server kh4 rOng, tU mang vin phong nho,
mang vin phong vUa t&i mang cla cic tap doan 16n. VGi mOi quy mé t6 chifc
s€ c¢6 mOt cdu tric mang sU dung proxy server cho phit hgp. Sau day chiing ta
s& xem xét mOt s& mo hinh ¢ ban d6i v&i mang c¢d nhd, mang c& trung binh
va mang tap doan 16n. Trong d6 chiing ta s& di sdu vao mo hinh th( nhat danh
cho mang vin phong nho bdi né phit hgp quy md t& chlic clia cc cong ty vUa
va nho tai Viét nam.

MOb hinh mang vin phong nho :
- Bao gbm m6t mang LAN dbc 1ap.
- SU dung giao thuc IP.

- K&t n0i Internet bang dudng thoai (qua mang dién thoai cdng cOng bang
céc hinh thUc quay dial-up hay sUf dung cong nghé ADSL) hodc duOng truc
ti€p (Leased Line).

- it hon 250 mdy tinh tram. M6 hinh k€t n6i mang nhu hinh vé:

L!, Intemet :
' service provider

Modem or
ISDM line

Weh
SErvVEr
Mail

SErver

Theo md hinh nay, véi mOi phuong thlic két ndi Internet Proxy server st dung
02 giao ti€p nhu sau:

- K&t n0i Internet bang dudng thoai qua mang PSTN:
* 01 giao ti€p v&i mang noi bd thong qua card mang.
* 01 giao ti€p v&i Internet thong qua Modem.

- K&t n6i Internet bang dudng truc ti€p (Leased Line)
* 01 giao ti€p v&i mang ndi bO thdng qua card mang
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* 01 giao ti€p v3i Internet thong qua card mang khdac. Liic nay bang dia chi n0i
b0 (LAT-Local Address Table) dugc xay dung dua trén danh sich dia chi IP
mang ndi bo.
M0 hinh k&t nGi mang c& trung binh
Dac trung cla mang vin phong c¢& trung binh nhU sau:
- Viin phong trung tAm v6i mOt vai mang LAN
- MOi vin phong chi nhdnh ¢c6 mOt mang LAN.
- SO dung giao thuc IP.
- K&t n6i bang dudng thoai tU viin phong chi nhanh t&i viin phong trung tam.
- K&t noi Internet tU vin phong trung tam t&i ISP bang duOng thoai hodc
duong truc ti€p (Leased Line).
- it hon 2000 mdy tinh tram M6 hinh mang nhu hinh 6.8. Theo md hinh nay,
vin phong chi nhanh s&* dung mOt mdy chl Proxy cung cap kha ning luu tr(r
thong tin ndi bd (local caching), quan tri k€t noi va ki€m sodt truy cap tdi viin
phong trung tAm. Tai viin phong trung tam, mOt s& may chl Proxy hoat dOng
theo ki€n tric mang (array) cung cap khd ning bdo mat chung cho toan mang,
cung cap tinh ning Iuu trlt thong tin phan tan (distributed caching) va cung cap
két ndi ra Internet.

Internet

Internet
service provider

Router

on T1 line
Pr oy
Server
array

iMa;I Weh
lservar SErver

LAaM

Modem or
1SDN ling
roxy Server

Department LAN

RFemote branch office

M0 hinh két ndi mang tap doan 16n
Mang cUa cdc tap doan 16n c6 ddc trung nhu sau:
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- Vin phong trung tim c6 nhi€u mang LAN va c6 mang truc LAN.
- C6 vai viin phong chi nhanh, mOi vin phong chi nhanh c6 mOt mang LAN.
- SU dung giao thUc mang IP.
- K&t n6i bang dudng thoai tir cdc vin phong chi nhanh t&i vin phong trung
tam.
- K&t n6i Internet tU viin phong trung tam tGi ISP bang dudng dudng truc ti€p
(Leased Line).
- C6 nhi€u hon 2000 m4y tinh tram.
Mo hinh mang nhu hinh dudi day:

Theo md hinh nay mang tai cdc vin phong chi nhdnh cling cdu hinh tUong
tU nhu d6i vGi mo hinh cdc vin phong ¢ trung binh. Cic yéu cau két ndi
Internet khong dugc d4p Ung bdi cache nbi b tai mdy chU Proxy cUa vin
phong chi nhanh s& dugc chuyén t&i mOt loat may chU Proxy hoat dOng theo
ki€n triic mdng tai vin phong trung tAm. Tai vin phong trung tAim cic may chU
Proxy s dung 02 giao ti€p mang (card mang) trong dé 01 card mang giao
ti€p v&i mang truc LAN va 01 card mang giao ti€p vGi mang LAN thanh

vien.
(o
:nlernib
A
T
Router

Prosy Server
array @

Proxy Sarver

= X arrd
Mail web L
server [ _lserver

Houter
an T1 line

{Gla]
SHErVEr

Department LAN Department LAMN
2.2. Thiét l@p chinh sdch truy c8p va cdc qui tac

2.2.1. Cdc qui tac
Ta c6 thé thié€t 1ap proxy server d€ dap Ung cic yéu cau bdo mat va van
hanh bang cach thi€t 18p cic qui tac d€ xic dinh xem li€u ngudi dung, mdy
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tinh hodc Ung dung c6 dugc quyén truy cdp va truy cap nhu th€ nao t&i mdy
tinh trong mang hay trén Internet hay khéng Thong thuGng mOt proxy server
dinh nghia cic 10a1 qu1 tac sau: Qui tac vé chinh sich truy nhdp, qui tac vé
bdng thong, qui tac vé chinh sich quang b4, cdc dac tinh 10c g6i va qui tac vé
dinh tuy€n va chubi (chaining). Khi mOt client trong mang yéu cau mot doi
tugng proxy server s€ xUr 1y cdc qui tac d€ xdc dinh xem yéu cdu dé c6 dudgc
x4c dinh ch@p nhan hay khong. Tuong tu khi mot client bén ngoai (Internet)
yéu cau mOt doi tugng tUr mOt server trong mang, proxy server clng xUr 1y cic
b0 qui tdc xem yéu cau c6é dugc cho phép khong.

Cdc qui tac cOa chinh sdch truy nh@p:Ta c6 th€ si dung proxy server dé
thi€t 1ap chinh sich bao gdm céc qui tac v€ giao thlc, qui tac vé ndi dung.
Cidc qui tac giao thc dinh nghia giao thlc nao c6 th€ st dung cho thong tin
gilta mang trong va Internet. Qui tac giao thlic s& dugc xU Iy ¢ mUlc Ung
dung. Vi du mOt qui tac giao thlc c6 thé cho phép cic Client st dung giao
th(c HTTP. Céc qui tac vé ndi dung qui dinh nhitng ndi dung nio trén céc site
nao ma client c6 thé€ truy nhdp. Céc qui tac nbi dung ciing dudc xU Iy & mUrc
Ung dung. Vi du mOt qui tac vé ndi dung c6 thé cho phép céc client truy nhap
tGi bat ky dia chi ndo trén Internet.

Qui tac bang thong: Qui tac bing thong x4c dinh k&t ndi nao nhan dugc
quyén Uu tién.Trong viéc di€u khi€n bing thong thuOng thi proxy server
khong gidi han dd rOng bing thong. Hon nlra n6 cho bi€t chat lugng dich vu
(QoS) dugc cap phat Uu tién cho ciac k€t nGi mang nhu th€ nao. ThuOng thi
bat ky két ndi nao khéng cé qui tdc v€ bing thong kém theo s€& nhan dugc
quy€n Uu tién ngdm dinh va bat ky két n6i nao c6 qui tac bing thong di kem
sé& dugc sap x€p vdi quyén Uu tién hon quyén Uu tién ngdm dinh.

Cdc qui tac vé chinh sdch quang bd: Ta c6 thé s( dung proxy server d€ thiét
14p chinh sich qudng b4, bao gdm céc qui tac quang bd server va qui tac
quang ba web. Céc qui tac quang ba server va web 10c tat cd cdc yéu cdu dén
tU cdc yéu cau cUa client ngoai mang (internet) t&i céc server trong mang. Cac
qui tac quang bd server va web s€ dua cic yéu cdu dén cho cic server thich
hOp phia sau proxy server.

Dac tinh 10c géi: Pac tinh 10c géi cla proxy server cho phép di€u khi€n
lubng cdc géi IP dén va di tU proxy server. Khi 10c géi hoat ddng thi moi géi
trén giao di€n bén ngoai déu bi rét 1ai, trr khi ching dugc hoan toan cho phép
hodc 12 mOt ciach c6 dinh bang cic b0 10c g6i IP, hodc 12 mbt cach dOng bang
cdc chinh sich truy cap hay qudng ba. Tham chi n€u ban khong d€ 1oc géi
hoat dOng thi truyén thong gilta mang Internet va mang cuc b0 dugc cho
phép khi nao ban thi€t 13p rd rang cic qui tac cho phép truy cp. Trong hdu
hét cédc trudng hdp, vi€c m@ cic cOng dOng thudng dugc s& dung hon. Do
d6, ngUdi ta thudng khuy€n nghi rang ban nén thié€t 1ap cac qui tac truy cdp
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cho phép client trong mang truy nhdp vao Internet hodc cédc qui tdc quang b
cho phép client bén ngoai truy nhap vao céc server bén trong. D6 1a do cic b0
loc g6i IP m& mot cich c6 dinh nhitng chinh sich truy nhdp va qui tac quang
b4 1ai m3 cdc cOng ki€u dOng. Gid st ban muln cap quyén cho moi ngUoi
diing trong mang truy cap tdi cic site HTTP. Ban khong nén thiét 1ap mOt bd
loc g6i IP d€ mG cOng 80. Nén thi€t 1&p qui tac ve site, nOi dung va giao thiic
can thi€t d€ cho phép vi€c truy nhdp nay. Trong mOt vai truGng hgp ta sé
phdi s dung cic 10c géi IP, vi du nén thiét 1ap céic 10c g6i IP n€u ta mudn
quang ba céc Server ra bén ngoai.

Qui tac dinh tuyén va c@u hinh chudi proxy (chaining): thubng 1a qui tac
dugc dp dung sau cung d€ dinh tuy€n céc yéu cau cUa client t&i mOt server da
dugc chi dinh d€ phuc vu cic yéu cau doé.

2.2.2. X Iy cdc yéu cau di
MOt trong cdc chUc ning chinh cUa proxy server la khd ning két ndi
mang dung riéng ra Internet trong khi bdo vé mang khoi nhling n0i dung c6 4c
y. D& thudn tién cho vi€c ki€m sodt k€t ndi nay, ta diing proxy server d€ tao
ra mOt chinh sdch truy cap cho phép cdc client truy cap tdi cdc server trén
Internet cU thé&, chinh sach truy cap ciing vGi cdc qui tac dinh tuyén quyét dinh
céc client truy cap Internet nhu thé nao.

Khi proxy server xu ly mot yéu cau di, proxy server ki€m tra cdc qui tac
dinh tuyen cdc qui tac vé ndi dung va cdc qui tac giao thlic d€ xem xét viéc
truy cap c6 dugc phep hay khong. Yéu cau chi dugc cho phep néu cd quy tac
g1a0 thiec, qu1 tac ndi dung va site cho phép va néu khong mOt qui tac nao tUr
choi yeu cau. MOt vai qui tac c6 thé dugc thiét lap dé€ ap dung cho céc client
cu thé. Trong truGng hgp niy, cic client c6 th€ dugc chi dinh hodc 1a bang
dia chi IP hodc bang user name.

Proxy server xU 1y cic yéu cau theo cach khac nhau phu thuOc vao ki€u
yéu cau cla client va viéc thi€t 1&p proxy server.V&i mOt yéu cau, cdc qui tac
dugc xU 1y theo th(r tU nhu sau: qui tac giao thic, qui tac nbi dung, céc loc
g6i IP, qui tac dinh tuy€n hodc cdu hinh chubi proxy.

Trudc tién, proxy server ki€m tra cic qui tac giao thlc, proxy server chap
nhan yéu cau chi khi mét qui tac giao thlc chéip nhan mot cich cu thé€ yéu
cau va khong mOt qui tac glao thUc nao tU chOi yéu cau dé. Sau do, proxy
server ki€m tra cic qu1 tdc vé nbi dung. Proxy server chi chdp nhan yeu cau
néu moOt qui tdc vé ndi dung chdp nhdn yéu cau va khong c6 moOt qui tac vé
n0i dung ndo tU chdi né. Ti€p d€n proxy server ki€m tra xem li€u c6 mot bo
loc g6i IP nao dudc thiét 1ap d€ loai bd yéu cdu khong d€ quyét dinh xem
liéu yéu cau c6 bi tUr chdi. Cubi cliing, proxy server ki€m tra qui tac dinh
tuy€n d€ quy€t dinh xem yéu cau dugc phuc vu nhu thé nao.
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Gid sU cai dat mOt proxy server trén mOt may tinh vGi hai giao ti€p két n0i,
mOt két ndi vGi Internet va mOt két nGi vao mang dung riéng. Ta s€ cho céc
chi dan dé€ cho phép tat ca client truy clp vao tat cd céc site. Trong trudng
hop nay, chinh sdch truy nhap chi 1a céc qui tac nhu sau: mot qui tac vé giao
th(c cho phép tat ca céc client s&r dung mOi giao thUc tai tat cd cdc thoi di€m
M6t qui tdc vé ndi dung cho phép tat cd moi ngUdi truy cdp t6i moi ndi
dung trén tat cd cic site & tat ca cdc thOi di€m ndo. LUu ¥ rang qui tac nay
cho phép céc client truy cap Internet nhung khong cho céc client bén ngoai truy
cap vao mang clUa ban.

2.2.3. X&' Iy cdc yéu c@u dén

Proxy server c6 thé dugc thi€t 1ap d€ cic Server bén trong c6 th€ truy
cap an toan dén tU cic client ngoai. Ta c6 th€ st dung proxy server d€ thi€t
1ap mot chinh sdch quang ba an toan cho cdc Server trong mang. Chinh sich
quang b4 (bao gbm cic b0 10c géi IP, cdc qui tdc quang bd Web, hodc qui tac
quang ba Server, cling vGi cdc qui tac dinh tuy€n) s& quyét dinh cic Server
dugc quang ba nhu thé nao. Khi proxy server x(f Iy mOt yéu cau xudt phat tir
mOt client bén ngoai, né sé ki€m tra cic bd 10c géi IP, cic qui tdc quang ba va
cdc qui tac dinh tuy€n d€ quyé€t dinh xem li€u yéu cau c6é dugc thuc hién hay
khong va Server trong nao s€ thuc hi€n cic yéu cau doé.

Gid sU rang da cai dat proxy server v&i hai giao ti€p két ndi, mOt k&t n6i
tGi Internet vd mOt k&t nOi vao mang dung riéng. Néu 10c géi hoat ddng va
sau d6, b0 10c géi IP tur chOi yéu cau thi yéu cau sé€ bi tUr chdi. Néu cic qui
tdc quang ba web tUr chdi yéu cdu thi yéu cau ciing bi loai bd. Néu mbt qui
tac dinh tuyén dugc thi€t 1ap yéu cdu dugc dinh tuyén tGi mot Server
upstream hodc mot site chU k& phién thi Server dugc x4c dinh d6 sé€ x(r 1y yéu
cau. Néu mot qui tac dinh tuyén chi ra rang cdc yéu cdu dudgc dinh tuyén tGi
mOt Server cu thé thi web Server trong s€ trd vé d0i tugng.

2.3. Proxy client va cdc phurong thirc nhan thuc

Chinh sich truy nhdp va cic qui tdc quang bd cla Proxy server c6 thé
dugc thi€t 1ap d€ cho phép hodc t&r chdi mOt nhém may tinh hay mOt nhém
cdc ngUudi dung truy nhép t&i mOt server nao d6. Néu qui tac dugc dp dung
rieng vGi cdc ngudi diing, Proxy server s€ ki€m tra cdc ddc tinh yéu cau dé
quy€t dinh ngudi ding dugc nhan thuc nhu thé ndo. Ta c6 thé thi€t 1ap cic
thong sO cho céc yéu cau thong tin di va dén d€ ngudi diing phdi dugc proxy
server nhan thuc trudc khi x 1y cac qui tac. Viéc ndy ddm bdo rang céc yéu
cau chi dugc phép néu ngudi ding dua ra cic yéu cau di dugc x4c thuc. Ban
ciing c¢6 th€ thiét 1ap cdc phuong phdp nhan thuc dugdc s& dung va cé thé
thi€t 1ap cdc phuong phap nhan thuc cho cic yéu cau di va yéu cau dén khic
nhau.

Vé co ban mOt Proxy server thuGng ho trg cdc phuong phdp nhan thuc
sau day: phuong thUc nhan thuc co ban., nhan thuc Digest, nhan thuc tich
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hop Microsoft windows, chUng thuc client va chUng thuc server. DPam bdo
rang cac chuong trinh proxy client phdi hd trg mot trong cdc phuong phap
nhén thuc ma proxy server da dua ra. Trinh duyét IE 5 tr& 1én hO trg hau hét
cdc phuong phdp nhan thuc, mOt vai trinh duyét khic c6 thé chi hO trg
phuong phap nhan thuc co ban. PAm bdo rang céc trinh duyét client ¢ thé
ho trg it nhat mot trong s6 cdc phuong phdp nhén thuc ma Proxy server hd
trg.

2.3.1. Phuong phdp nhén thuc co' ban

Phuong phép nhan thuc nay gUi va nhan cic thong tin vé ngudi dung la
cic ky tu text d& dang doc dudgc. Thong thudng thi cédc thong tin v& user name
va password s€ duQc ma hod thi trong phuong phdp nay khéng cé sU ma hod
nao dugc s dung. Tién trinh nhdn thuc dugc md td nhu sau, proxy client
nhdc ngudi diung dUa vao username va password sau d6 thong tin nay duogc
client gUi cho proxy server. Cu0i cling username va password dugc ki€m tra
nhU 1a mOt tai khodn trén proxy server.

2.3.2. Phurong phdp nhan thuc Digest

Phuong phdp nay cé tinh chat tuong tU nhu phudng phdp nhan thuc co
ban nhung khic @ vi€éc chuy€n céc thong tin nhan thuc. Céc thong tin nhan
thuc qua mot ti€n trinh xU 1y mOt chi€u thudng dugc bi€t vdi cdi tén la
"hashing". K&t qua cla ti€n trinh nay gOi 13 hash hay message digest va khong
th€ gidi mi ching. Thong tin gbc khong th€ phuc hoi tUr hash. C4c thong tin
dugc b sung vao password trudc khi hash nén khéng ai c6 thé bat dugc
password va sU dung chiing d€ gid danh ngu0i dung thuc. Cic gid tri dugc
thém vao d€ gitip nhan dang ngUdi dung. MOt tem thdi gian cling dUdc thém
vao d€ ngin can ngudi dung sU dung mOt password sau khi né da bi huy. Day
12 mOt Uu di€m 16 rang so vGi phuong phdp nhdn thuc co ban bi vi ngudi
dung bat hop phap khong thé chan bat dugc password.

2.3.3. Phuong phdp nhan thuc tich hop
Phuong phdp nay dugc s dung tich hgp trong cic sdn phdm cla
Microsoft. Pay ciing 13 phuong phdp chudn cla viéc nhdn thuc bdi vi
username va password khong dugc gi qua mang. PhuGng phép nay sU dung
hodc giao thUc nhan thuc V5 Kerberos hodc giao thUc nhan thuc
challenge/response cUa no.

2.3.4. Chumg thuc client va chlng thuc server
Ta c6 th€ st dung cdc ddc tinh clUa SSL d€ nhan thuc. Chiling thuc dugc
st dung theo hai cach khi mOt client yéu cdu mOt dOi tugng tU server: server
nhan thuc chinh né bang cdch gi di mot chling thuc server cho client. Server
yéu cau client nhan thuc chinh né (Trong truOng hgp nay client phdi dua ra
mOt chig thuc client phit hgp tGi server). SSL nhan thuc bang cédch ki€m tra
n0i dung cla mOt chUng thuc sO dugc ma hod do proxy client d€ trinh 1én
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trong qu trinh ding nhdp (Cac ngudi dung c6 th€ c¢é dugc cic ching thuc sO
tUr mOt t0 chlfc ngoai c¢6 d0 tin tudng cao). Céc chling thuc vé server bao gOm
cédc thong tin nhan biét vé server. Cic chlng thuc v€ client thudng gbm céc
thong tin nhdn bi€t vé ngudi dung va td chlc dua ra chlng thuc doé.

ChUmng thuc client: Néu chlng thuc client dugc 1ua chon 14 phuong thlic xac
thuc thi proxy server yéu cau client gl chlng thuc dén trudc khi yéu cau
mOt dOi tugng. Proxy server nhan yéu cau va gli mOt chlng thuc cho client.
Client nhan chUng thuc nay va ki€m tra xem c6 thuc 1 thuOc v€ proxy server .

Client g(ti yéu cau cla né cho proxy server, tuy nhién proxy server yeu cau
mOt chUng thuc tU client ma di dugc dua ra trudc d6. Proxy server ki€m tra
xem chUng thuc c6 thuc su thuQcc v€ client dugc phép truy cap khong.

ChUmng thuc server: Khi mOt client yéu cdu mOt dOi tuong SSL tUr mOt server,
client yéu cau server phdi nhan thuc chinh né. Néu proxy server két thic mot
két ndi SSL thi sau d6 proxy server s€ phdi nhan thuc chinh né cho client. Ta
phai thi€t 1ap va chi dinh cdc chUng thuc v€ phia server d€ st dung khi nhan
thuc server cho client
2.3.5. Nhan thuc pass-though

Nhan thuc pass-though chi dén khd ning cUa proxy server chuyén thong tin
nhan thuc cUa client cho server dich. Proxy server ho trg nhan thuc cho ca céc
yéu cau di va dén. Hinh v& sau md td trudng hgp nhan thuc pass-though.

SR s

A
A J

Client gUi yéu cau 1ay mOt doi tugng trén mOt web server cho proxy server.
Proxy server chuyén yéu cdu nay cho web server, bat dau tUr day viéc nhén
thuc qua céc budc sau:

1. Webserver nhan dugc yéu cau 1dy d6i tuong va dédp lai rang client can
phdi nhan thuc. Web server ciing chi ra cc ki€u nhan thuc dugc ho trg.

2. Proxy server chuy€n yéu cau nhan thuc cho client
3. Client ti€p nhdn yéu cau va trd céc thong tin nhan thuc cho proxy server
4. Proxy server chuy&n 1ai thong tin d6 cho web server

5. TU Iiic nay client lién 1ac truc ti€p v&i web server
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6. SSL Tunneling. Vi dudng ham SSL, moOt client c¢6 thé thi€t 1ap mOt dudng
ham qua proxy server truc ti€p tdi server yeu cau vGi cdc dOi tugng yéu cau
1a HTTPS. Bat c( khi nao client yéu cdu moOt dOi tugng HTTPS qua proxy
server né sU dung dudng ham SSL. Pudng ham SSL lam viéc bdi su ngdm
dinh cdc yéu cau di tGi cic cOng 443 va 563.

[Fl=]

I

Tié€n trinh tao dudng ham SSL dugc mo ta nhu sau:

1 Khi client yéu cau mOt d6i tugng HTTPS tU mOt web server trén
Internet, proxy server gUi mOt yéu cau két ndi https://URL name

)
)
o

Y

2 Yéu cdau ti€p theo dugc gUi tGi cOng 8080 trén mdy proxy server
CONNECT URL_name:443 HTTP/1.1

3 Proxy server k€t nOi t&i Web server trén cOng 443

4 Khi mOt két ndi TCP dugc thiét 1ap, proxy server trd 1ai két n6i da
dugc thiét 1ap HTTP/1.0 200

5 TUr day, client thong tin truc ti€p v&i Web server bén ngoai
7. SSL bridging.

SSL bridging dé cap dén khd ning cUa proxy server trong vi€c mi héa hodc
gidi mi cic yéu cau cUa client va chuyén cic yéu cau nay tdi server dich. Vi
du, trong truGng hop quang ba (hodc reverse proxy), proxy server c6 th€ phuc
vU mOt yéu cdu SSL cUa client bang cach chdm dit két n6i SSL vdi client va
ma 1ai mOt k€t ndi md&i vdi web server. SSL bridging dugc s& dung khi proxy
server két thiic hodc khdi tao mOt k€t ndi SSL.

Khi mot client yéu cau mOt d6i tugng HTTP. Proxy server mi héa yéu cau va
chuyén ti€p né cho web server. Web server trd vé ddi tugng dd ma héa cho
proxy server. Sau dé proxy server gidi mi dOi tugng va gUi 1ai cho client. N6i
mOt cich khic cic yéu cau HTTP dugc chuyén ti€p nhu cdc yéu cau SSL. Khi
client yéu cau mOt doi tugng SSL. Proxy server gidi ma yéu cau, sau d6 ma
héa 1ai mOt 1an n(ra va chuyén ti€p né t&i Web server. Web server trd vé doi
tuong ma hoa cho proxy server.
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Proxy server gidi ma d6i tugng va sau dé gUi n6 cho client. N6i mOt cach khic
cdc yéu cau SSL dugc chuyén ti€p nhu 1a cdc yéu cau SSL. Khi client yéu cau
mOt dOi tugng SSL. Proxy server gidi ma yéu cau va chuyén ti€p n6 cho web
server. Web server trd vé€ d0i tuong HTTP cho proxy server.
Proxy server ma héa d6i tugng va chuy€n né cho client. N6i cdch khac cic yéu
cau SSL dugc chuyén ti€p nhU cic yéu cau HTTP. SSL bridging c6 thé duoc
thi€t 1&p cho céc yéu cau di va dén. Tuy nhién v&i cdc yéu cdu di client phai
hO trg truy€n thong bdo mat v4i proxy server.

Bai tap thuc hanh cla hoc vién
1. Trinh bay c4c khai ni€m cd ban v€ dich vu Proxy.
2. Trinh bay céc qui tac trinh cap Proxy Server.
3. Trinh bay céc phuong thUc nhan thuc cUa mOt Proxy Server.
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