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MO PAU : GIOI THIEU WINDOWS SERVER 2008
I. GIOI THIEU VE WINDOWS SERVER 2008

Microsoft Windows Server 2008 1a thé hé ké tiép cta hé diéu hanh Windows
Server, c6 thé gitip cac chuyén gia cong nghé thong tin cé thé kiém soat toi da co s&
ha ting ctia ho va cung cip kha ning quan 1y va hiéu lyc chua timg c6, 13 san phim
hon han trong viéc dam bao do an toan, kha ning tin cdy va mdi truong mdy chi
vitng chic hon cac phién ban trude day.

Windows Server 2008 cung cap nhiing gia tri méi cho cac td chuc bang viée
bao dam tat ca ngudi dung déu c6 thé co dugc nhitng thanh phin bd sung tir cac
dich vu tr mang. Windows Server 2008 ciing cung cap nhiéu tinh ning vuogt troi
bén trong hé diéu hanh va kha ning chuin doan, cho phép cac quan tri vién ting
duoc thoi gian ho tro cho cac doanh nghiép.

Windows Server 2008 dugc thiét ké dé cung cip cho céc t6 chirc co duoc nén
tang san xuét tot nhat cho ung dung, mang va cac dich vu web tor nhom lam vi¢e
dén nhitng trung tdm dit liéu voi tinh ning dong, tinh ning mai ¢6 gia tri va nhiing
cai thién manh mé cho hé diéu hanh co ban.

Cai thién hé diéu hanh cho may chi Windows. Thém vao tinh nang moi,
Windows Server 2008 cung cap nhiéu cai thiém tot hon cho hé diéu hanh co ban so
v6i hé diéu hanh Windows Server 2003.

Nhiing cai thién c6 thé thiy duoc gom c6 cac van dé vé mang, cic tinh ning
bdo mat nang cao, truy cap ung dung tur xa, quan ly role may chu tdp trung, céac
cong cu kiém tra do tin cay va hi¢u suét, nhom chuyén doi du phong, su trién khai
va hé théng file.

1. Tinh nang vugt troi

Microsoft Windows Server 2008 1a hé diéu hanh may chu windows thé hé tiép
theo cta hdng Microsoft.

Cac tinh nang dugc cai thién manh mé so véi phién ban 2003:

+ An toan bao mat.

+ Truy cap &ng dung tur xa.

+ Quan ly server tap trung.

+ Cac cong cu gidm sat hiéu nang va do tin cay.

+ Failover clustering va hé thong file.
> HG tro trong viéc kiém soat mot cach toi wu ha ting may chu, ddng thoi tao nén
mot moi truong may chu an toan, tin cay va hiéu qua hon trudc rat nhiéu.

2. Cac phién ban cua Windows Server 2008
- Windows Server 2008 Standard Edition
- Windows Server 2008 Enterprise Edition
- Windows Server 2008 Datacenter Edition
- Windows Web Server 2008
3. Yéu ciu phan cirng dé cai dit Windows Server 2008



Duéi day 1a bang yéu cau phan cung dé cai dat windows server 2008:

Category Minimum / Recommended Requirements

Processor * Minimun: 1GHz (x86 processor) or 1.4GHz (x64 processor)
* Recommended: 2GHz or faster
Note: For tanium based systems an Intel kanium 2 processor is required.

Memory « Minimum: 512MB RAM
« Recommended: 2GB RAM o greater
« Maximum (32-bit systems): 4GB (Standard) or 64GB (Enterprise and Datacenter)
« Maximum (64-bit systems): 32GB (Standard) or 2TB (Enterprise, Datacenter and tanium-Based Systems)

Available Disk Space Minimum: 10GB
+ Recommended: 40GB or greater
Note: Systems with RAM in excess of 16GB will require greater amounts of disk space to accommodate paging, hibemation, and dump fles

Drive DVD-ROM drive

Display and Peripherals  + Super VGA or greater-vesolution monitor (800x600)
*Keyboard
* Microsoft Mouse or compatible pointing device

Il. CAC TINH NANG CUA WINDOWS SERVER 2008

1. Cong cu quan tri Server Manager

Server Manager 1a mot giao di¢n diéu khién duoc thiét ké dé to chirc va quan ly
mot server chay hé diéu hanh Windows Server 2008. Ngudi quan tri ¢6 thé sir dung
Server Manager v6i nhirng nhiéu muc dich khac nhau.

- Quan ly ddng nhat trén mot server

- Hién thi trang thai hién tai cua server

- Nhan ra cac van dé gip phai ddi véi cac role di dojoc cai dit mot cach dé dang
hon

- Quan 1y cic role trén server, bao gdm viéc thém va xoa role

- Thém va xo6a bo céc tinh nang

- Chan doan c4c dau higu bat thuong

- CAu hinh server: c6 4 cong cu ( Task Scheduler, Windows Firewall, Services va
WMI Control).

- Cau hinh sao Iuu va luu trit: cdc cong cu gitp ban sao luu va quan 1y 6 dia 1a
Windows Server Backup va Disk Management déu nam trén Server Manager.

2. Windows Server Core

- Server Core la mgt tinh nang mai trong Windows Server 2008. N6 cho phép c¢o
thé cai ddt véi muc dich h tro ddc biét va cu the ddi véi mot s6 role.

- Tét ca cac twong tac véi Server Core dugc thong qua cac dong Iénh.



Server Core mang lai nhiing l¢i ich sau:

+Giam thiéu duoc phan mém, vi thé viéc st dung dung luong 6 dia ciing duoc
giam. Chi tén khoang 1GB khi cai dit.

+ Béi vi giam thiéu duoc phdn mém nén viée cip nhat cling khong nhiéu.

+ Giam thiéu t6i da nhitng hanh vi xdm nhap vao hé thong thong qua cac port duoc
mé mac dinh.

+ Dé& dang quan 1y.

- Server Core khong bao gdm tit ca cac tinh ning co san trong nhirng phién ban cai
dat Server khac. Vi du nhu .NET Framework hoac Internet Explorer.

3. PowerShell

- PowerShell 13 mot tap hop 1énh. N6 két ndi nhitng dong 1énh shell v6i mot ngon
ngir script va thém vao d6 hon 130 cong cu dong Iénh(duogc goi 1a cmdlets).Hi¢n tai,
c6 thé str dung PowerShell trong:

+ Exchange Server

+ SQL Server

+ Terminal Services

+ Active Directory Domain Services.

+ Quan tri cac dich vy, xur Iy va registry.

- Méc dinh, Windows PowerShell chua dugc cai dat. Tuy nhién ban co thé cai dat
n6 mot cach dé dang bang cach sir dung céng cu quan tri Server Manager va chon
Features > Add Features

4. Windows Deloyment Services.

- Windows Deployment Services dugc tich hop trong Windows Server 2008 cho
phép ban cai dat hé diéu hanh tir xa cho cic may client ma khong can phai cai dat
tryc tiép. WDS cho phép ban cai dit tir xa thong qua Image ldy tir DVD cai dit.
Ngoai ra, WDS con hd tro tao Image tir 1 may tinh da cai dit sin Windows va day
da cac ung dung khac.

- Windows Deployment Serviece sit dung dinh dang Windows Image (WIM). Mét
cai tién dic biét vai WIM so voi RIS 14 WIM c6 thé 1am viée t6t voi nhidu nén tang
phan ctg khac nhau.

5. Terminal Services.

- Terminal Services 13 mot thanh phan chinh trén Windows Server 2009 cho phép
user cé thé truy cap vao server dé sir dung nhitng phan mém.

- Terminal Services gilp nguoi quan tri trién khai va bao tri hé théng phan mém
trong doanh nghiép mot cach hiéu qua. Nguoi quan tri co thé cai dat cac chuong
trinh phan mém 1én Terminal Server ma khong can cai dat trén hé théng may client,
vi thé viéc cap nhat va bao tri phén mém tré nén dé dang hon.

- Terminal Services cung cap 2 sy khac biét cho ngudi quan tri va ngudi dung cudi :
- Danh cho ngudi quan tri: cho phép quan tri cé thé két ndi tir xa hé thong quan tri
bang viéc sir dung Remote Desktop Connection hozc Remote Desktop.



- Danh cho ngojoi dung cubi: cho phép ngudi ding cudi co thé chay cac chuong
trinh tir Terminal Services server.

6. Network Access Protection

- Network Access Protection (NAP) 13 mot hé théng chinh sach thi hanh (Health
Policy Enforcement) dugc xdy dung trong cac hé diéu hanh Windows Server 2008.
- Co ché thyuc thi cia NAP:

+ Kiém tra tinh trang an toan cua client.

+ Gidi han truy cdp dbi voi cac may client khong an toan.

+ NAP sé& cap nhat nhitng thanh phan can thiét cho cac may client khong an
toan, cho dén khi client du diéu kién an toan.Cho phép client két ndi néu client da
thoa diéu kién.

+ NAP gitip bao vé hé thong mang tir cac client.

+ NAP cung cap bd thu vién API (Application Programming Interface), cho
phép cac nha
quan tri 1ap trinh nham tang tinh bao mat cho minh
7. Read-Only Domain Controllers
- Read-Only Domain Controller (RODC) 1a mét kiéu Domain Controller mdi trén
Windows Server 2008.V4i RODC, doanh nghiép c6 thé dé dang trién khai cac
Domain Controller & nhitng noi ma sy bao mat khong dugc dam bao vé bao mat.
RODC la mét phan dir lidu cua Active Directory Domain Services.

- Vi RODC la mot phén dit liéu cia ADDS nén né luu trit moi dbi tuong, thudc tinh
va céc chinh sach gidng nhu domain controller, tuy nhién mat khau thi bi ngoai tri.
8. Cong nghé Failover Clustering.

- Clustering 1 céng nghé cho phép str dung hai hay nhiéu server két hop véi nhau
dé tao thanh mot cum server dé tdng cuong tinh on dinh trong van hanh.Néu server
nay ngung hoat dong thi server khac trong cym sé ddm nhan nhiém vy ma server
ngung hoat dong d6 dang thuc hién nhdm muc dich hoat dong cua hé théng van
binh thuong. Qua trinh chuyén giao goi la fail-over.

Nhiing phién ban sau hd tro:

. Windows Server 2008 Enterprise

. Windows Server 2008 Datacenter

. Windows Server 2008 Itanium

9. Windows Firewall with Advance Security

- Windows Firewall with Advance Security cho phép ngudi quan tri c6 thé cau hinh
da dang va nang cao dé ting cuong tinh bao mat cho hé thong.

- Windows Firewall with Advance Security c6 nhitng diém méi:

+ Kiém soat chit ch& cac két ndi vao va ra trén hé thong (inbound va outbound)

+ IPsec duogc thay thé bing khai niém Connection Security Rule, gitp ban c6 thé
kiém soat va quan 1y cac chinh sach, dong thoi giam sat trén firewall. Két hop voi
Active Directory.



+ HO tro day du IPve.

I11. MOT SO TINH NANG MOI CUA WINDOWS SERVER 2008

1. Cong nghé 40 hoa Hyper-V

Hyper-V 1a cong nghé ao hoa server thé hé méi ctia Microsoft, su thay d6i 1on nhét
ma Microsoft mang lai so véi phién ban Windows Server 2003. Hyper-V hoat dong
trén nén hé didu hanh 64-bit. Vi Hyper-V, nguoi st dung co thé s& hitu mot nén
tang 4o hoa linh hoat, bao mat, tdi da hiéu suét va tiét kiém chi phi:
+ Hyper-V c¢6 thé thich nghi v6i doanh nghiép 16n véi hang nghin may tinh hoic
cac doanh nghiép nho hay van phong chi nhanh. Hyper-V hd tro b nhd 4o 1én dén
64GB, da b vi xu ly.
+ Kha ning bao mat gidng nhu cac server vat 1y. Két hop cac cong cu bao mét
Windows Firewall, Network Access Protection...do d6 tinh bao mat tdt nhu moi
truong that.
+ Hyper-V gilp khai thac t6i da hiéu suét str dung phan cting server. Bang viéc hop
nhat server, cho phép mot server vat 1y c¢6 thé dong nhiéu vai tro ctia nhiéu server.
Tir d6, tiét kiém dugc chi phi tir cac khoang mua server, dién, khong gian va bao tri.
Hyper-V chi c¢é thé hd trg dén 32 bo vi xtr 1y.
2. Processor Compatibility Mode
- Cho phép di tri cdc may do sang mot may chu vat 1y khac voi mdt phién ban CPU
khac (nhung khong phai 1a CPU cua nha san xuét khac). Trudce day, dé chuyén mot
may 4o Hyper-V sang mot phan cung khac, cac CPU phai gidng nhau, diéu dé6 yéu
cau nguoi dung thudng phai mua lai phan cimg méi.
3. File Classification Infrastructure
- FCI 1a mot tinh nang built-in cho phép cac chuyén gia CNTT phan loai va quan 1y
dir liéu trong cac may chu file. Dir liéu c6 thé duoc phan loai v6i tac dong doanh
nghiép murc thip, cao hodc trung binh, sau d6 ngudi dung cé thé backup cac dir lidu
quan trong nhat dé dang hon va hiéu qua hon.
4. Quan ly trong & dia va file:
- Cung cap kha ning thay dbi kich thuéc phan ving.
- Shadow Copy hd tro 6 dia quang, 6 dia mang.
- Distributed File System dugc cai tién.
- Cai tién Failover Clustering.
- Internet Storage Naming Server cho phép dang ky, huy dang ky tap trung va truy
XUat téi cac 6 dia cung iSCS.
5. Cai tién giao thirc va ma hoa
- Ho tro ma hda 128 va 256 bit cho giao thuc chirng thuc Keberos.
- Ham API ma hda mai hd trg ma hda vong elip va cai tién quan ly ching chi.
- Giao thuc VPN mai Secure Socket Tunneling Protocol.
- AuthlIP dugc st dung trong mang VPN Ipsec.
- Giao thirc Server Message Block 2.0 cung cap cac cai tién trong truyén thong.



6. Mgt s6 tinh ning khac

- Windows Deployment Services thay thé cho Automated Deployment Services va
Remote Installation Services.

- 11S 7 thay thé IIS 6, ting cuong kha ning bao mat, cai tién cong cu chuan doan, hd
tro quan ly.

- C6 thanh phan "Desktop Experience” cung cip kha ning cai tién giao dién.

IV. CAC LQI iCH CUA WINDOWS SERVER 2008

Windows Server 2008 mang dén loi ich trong bdn linh vuc:Web, Ao héa, Bio mat,
Nén tang vitng chic cho cac hoat dong cta to chirc

1. Web

-Windows Server 2008 cung c4p mot nén tang déng nhat dé trién khai dich vu Web
nho tich hop 11S7.0,ASP.NET,Windows Communication Foundation va Microsoft
Windows SharePoint Services.

- Loiichcua llS 7.0:

+ Tinh nang phan tich

+ Quan tri hiéu qua.

+ Nang cao tinh bao mat.

+ Giam chi phi hd tro.

+ Giao dién than thién va tién dung

+ H tro viéc sao chép gifra cac site.

+ Copy dé dang céc thiét 1ap cua trang web giita cdc may cha web khéc nhau ma
khong can phai thiét 1ap gi thém.

+ Chinh séch phan quyén quan tri cac (tng dung va cac site rd rang

2. Ao hoa :

- Phién ban 64 bit cia Windows Server 2008 dugc tich hop san cong nghé ao hoa
hypervisor :

+ Cho phép may ao tuong tac truc tiép véi phan cing may chu hiéu qua hon.

+ C4 kha ning a0 hoa nhiéu hé diéu hanh khac nhau trén ciing 1 phan ciing may chu
s& lam giam chi phi, ting hiéu suat st dung phan cang, t6i uvu héa ha tang, nang cao
tinh sin sang cia may chi.

+ Tiét kiém chi phi mua sim ban quyén phan mém.

+ Tich hop va tap trung cac tng dung phuc vu cho viéc truy cap tir xa mot cach dé
dang bang céach sir dung Terminal Services.

3. Bao mat:

- Céc tinh nang an ninh bao gém: Network Access Protection, Read-Only Domain
Controller, BitLocker, Windows Firewall... cung cap cac muc bao vé chua tirng c6
cho hé théng mang, dit liéu va cong viéc cua td chuc.

3.1. Network Access Protection (NAP):



- NAP dung dé thiét 1ap chinh sach mang d6i voi cac may tram khi may tram do
mudn két ndi véo hé théng mang cua té chic. Yéu cau an ninh dbi véi may tram
dugc két ndi véi hé théng mang:

- Da cai dat pham mém diét virus.

- Ba cap nhat phién ban mai.

- D cai dit cac ban va I8i hé thdng hoidc da cai dat phan mém firewall.

3.2. Read-Only Domain Controller (RODC):

La mot kiéu Domain Controller (DC).

- RODC chira mot ban sao cac dix liéu "chi doc™ cua dir liéu Active Directory (AD).

- User khéng thé ghi tryc tiép vao RODC.

- RODC khdng chira thdng tin vé mat khau trong AD, ma chi caching cac users
duoc phép sur dung ¢ do.

=> RODC thich hop cho viéc trién khai ¢ cac chi nhanh, noi c6 diéu kién bao mat
kém ciing nhu trinh do caa nhan vién IT con han ché.

3.3. BitLocker:

Bao vé an toan cho may chu, may tram, may tinh di dong.

- M4 héa noi dung cua 6 dia nham ngan can

- Nang cao kha ning bao vé dir liéu: két hop chirc ning ma hoéa tap tin hé théng va
kiém tra tinh toan ven cua cac thanh phan khi boot.

- Toan bo tap tin hé théng duoc ma hda, gom ca file swap va file hibernation.

3.4. Windows Firewall:

- Ngan chin céc luu legng mang theo ciu hinh va cac ung dung dang chay dé bao
vé mang khoi cac chuong trinh va ngudi dung nguy hiém.

-Hd tro ngin chin cac thong tin vao vara.

- Str dung MMC snap-in ( Windows Firewall with Adbanced Security) dé don gian
hoa viéc cau hinh, quan tri.

V. Cac Phién ban cia Windows Server 2008

Windows Server 2008: urng dung cho cac trung tdm data 16n, tng dung nghiép vu
riéng,... kha nang mé rong cao cho téi 64 bo xu ly.

Windows Server 2008 Standard Edition

Windows Server 2008 Standard 13 mot trong nhitng phién ban it ton kém nhat cia
cac phién ban khac nhau c6 sin. Windows Server 2008 Stardard hd trg t6i 4GB
RAM va 4 bd vi xu 1y.

Chu yéu nhim muc tiéu va cac doanh nghiép vira va nhé. Chi ¢ thé nang cép 1én
Windows Server 2008 Standard tr Windows 2000 Server va Windows Server 2003
Standard Edition.

Windows Server 2008 Enterprise Edition

- Windows Server 2008 Enterprise Edition cung cdp chtc ning 16n hon va c6 kha
nang mo rong hon so voi ban tiéu chuan. Ciing nhu phién ban Standard Edition thi



phién ban Enterprise cling c6 c4 hai phién ban 32-bit va 64-bit. H) tro 8 b xir Iy va
1én t&i 64GB bo nhd RAM trén hé thong 32-bit va 2TB RAM trén hé thong 64-Dit.

- Cac tinh ning khac ctia 4n ban Doanh nghiép bao gdm hd trg Clustering dén 8 nut
va Active Directory Federated Services (AD FS).

- Cac phién ban Windows Server 2000, Windows 2000 Advanced Server, Windows
Server 2003 Standard Edition va Windows Server 2003 Enterprise Edition déu c6
thé duoc nang cip 1én Windows Server 2008 Enterprise Edition.

Windows Server 2008 Datacenter Edition

- Phién ban Datacenter dai dién cudi cing cua loat san pham médy cha Windows
2008 va muyc tiéu 1a nhiém vu quan trong doi hoi cac doanh nghiép 6n dinh va murc
do thoi gian hoat dong cao. Windows Server 2008 phién ban Datacenter 1a lién hé
chit ch& v6i cac phan cing co ban thong qua viée thuc hién tuy chinh Hardware
Abstraction Layer (HAL).

- Windows server 2008 Datacenter ciing hd trg hai phién ban 32 bit va 64 bit. N6 hd
trg 64GB bd nhé RAM trén nén 32 bit va 1én t6i 2TB RAM trén nén 64 bit. Ngoai
ra phién ban nay con hd trg tbi thiéu 1a 8 bo vi xir 1y va t6i da 13 64.

- Pé nang cip Ién phién ban nay thi phai 14 cac phién ban Datacenter 2000 va 2003.
Windows Web Server 2008

- Windows Web Server 2008 1a mdt phién ban cua Windows Server 2008 duoc thiét
ké chii yéu cho muc dich cung cap cic dich vu web. N6 bao gom Internet
Information Services (IIS) 7,0 cung v&i cac dich vu lién quan nhu Simple Mail
Transfer Protocol (SMTP) va Telnet. N6 cling c¢6 cac phién ban 32-bit va 64-bit,
phién ban va hd tro 1én dén 4 b6 vi xu 1y. RAM duogc gioi han 4GB va 32GB trén
32-bit va 64-bit hé théng tuong tng.

- Windows Web Server 2008 thiéu nhiéu tinh niang hién dién trong cic phién ban
khac nhu phan nhém,ma hoa 6 dia BitLocker, Multi I/O,Windows Internet Naming
Service (WINS),Removable Storage Management va SAN Management.



CHUONG 1 : CAI PAT WINDOWS SERVER 2008
I. YEU CAU PHAN CUNG

Phin cirng Yéu céu toi thiéu Pé nghi

Bo vixu ly 1 Ghz (x86), 1,4 Ghz | 2Ghz hodc 16n hon
(x64)

RAM 512MB RAM 2GB

Dung lugng trong | 15GB 40GB

Il. CAIDPAT WINDOWS SERVER 2008

Enter your language and other preferences and click "Next” to continue.

Copymght & 2007 Microsoft Corporation. All nghts resenved.

Language to instalk : ngén ngit ban mudn hién thi.

Time and currency format : dinh dang thoi gian va tién té.

Keyboard or input method : dinh dang ban phim va phuong thitc nhap chir.Sau
khi Iwra chon, click Next dé tiép tuc cai dat




Click Install now dé bét dau cai dt.

Windows Server 2008 Standard without Hyper-V (Full Installa | 1/19/2008
Windows Server 2008 Enterprise withcut Hyper-V (Full Install,. X836 1/19/2008
Windows Server 2008 Datacenter without Hyper-¥ (Full Instal... X86 1/19/2008
Windows Server 2008 Standard without Hyper-V (Server Core... %86 1/19/2008
Windows Server 2008 Enterpnse without Hyper-V (Server Cor,..  X86 1/19/2008
Windows Server 2008 Datacenter without Hyper-V (Server Co... X86 1/19/2008

Description:

This option instells the complete instelletion of Win&ws Server, This instelletion includes the entire
user interface, and it supports all of the server roles,

Lua chon phién ban Windows Server thich hop, & day ching ta chon phién ban
Windows Server Standard without Hyper-V. Click Next dé tiép tuc.

Please read the license terms

MICROS0FT SOFTWARE LICENSE TERMS

MICROSOFT WINDOWS SERVER 2008, STANDARD WITHOUT HYPER-V
These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Flease read them. They apply to the

software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

updates,

supplements,

I

internst-based services, and

support services

¥ 1zccept the license terms:

Tai bang MICROSOFT PRE-RELEASE SOFTWARE LICENSE TERMS la
nhimg diéu khoan st dung san pham cua Microsoft. Panh diu chon vao |
¢

accept the license terms dé chip nhan nhiing diéu khoan dé va click Next d
tiép tuc.



Which type of installation do you want?

Upgrade
Keep your files, settings, and programs and upgrade Windows,
Be sure to back up your files before upgrading.

Custom (advanced)

—  Install a clean gopy of Windows, select where you want te install it. or make changes
to disks and plastions.
Thiz aption doet net keep your files_ settings, and programs.

&

Help me decide
Upgrade has been disabled

- To upgrade, start the installation from Windows.

Where do you want to install Windows?

I@' Disk 0 Unallocated Space 16.0 GB

3

#4 Refrech Diive optiens (advanced)
&4 | cad Driver

Tiép theo 1a chon 6 dia dé cai dat Windows. Tiép tuc click Next sau khi da chon &
dia cai dat.



27 Inztall Windows e

Installing Windows...

That's all the information we need night now. Your computer will restart several times during
installation.

'

W Copying files
Expanding files (0%) ..

Installing features

Installing updates

Completing installatier

Doi cho dén khi hoan tat cai dat Windows Server 2008

Sau khi hé théng hoan tat cai dat s& tu dong dang nhép voi tai khoan Administrator,
tuy nhién mat khau dang ¢ trang thai trong (blank) vi thé cin phai thiét 1ap mat khau
& lan dang nhap dau tién.

\
(x\) The user’s password must be changed before logging on the first time.

OK ' Cancel

" Windows Server 2008
Standard

Click OK dé tién hanh thay d6i mat khau.Sau d6 dang nhap vao bang mat khau vira
thay doi.
Dén day qua trinh cai dat két thuc.



CHUONG 2: NANG CAP DOMAIN
I. TAO DUNG DOMAIN CONTROLLER
Gidng nhu Windows Server 2003 s& van can chay dcpromo tir nhic 1énh Run, tuy
nhién can phai cai dit Active Directory Domain Controller role, du tién ban cai
dat role, sau do6 chay dcpromo.Vao Server Manager = Roles = Add Roles

E_ Server Manager =101 <]

Fle Acton View Heb '
= | >mH |
—__——

= e e O

> Roles

3 &gl Festures g

e Dinnoati )y View the heaith of the roles instalied on your server and add or remove roles and

- SRR ~ featres.

& gifi Configuration =

& &8 Storage

-~ Roles Summary B Roles Summary Help
~ Roles: 0of 17 nstated 36 Adc Roles
B3 Remove Roles

<] | 5] | <% tastRefresh: Today 21 5:56PM  Configure refresh

: i .'

Xuét hién trang Before You Begin, nhin Next dé tiép tuc.

Add Roles Wizard — x|
ﬁ“ Before You Begin
Before You Begn This wizard heips you nstal roles on this server, You determine which roles 1o nstal based on the tasks you
Secver Roles want ths server & perform, Such 85 sharing documents or hostng & Web sits.
Confirmaton Sefore you contrue, venfy that:
Progress o The Admicystrator account has & strong pessword
Renits o Network settings, suth as statc 1P addressas, ace configured

o The latest secunty updates Som Windows Lipdate are nstaled

If you have to compiete any of the preceding steps, Cance the wizard, complete the steps, and then run the
wizard agan,

To contrue, chok Next.

™ Siep this page by defacit

[ heas | e | cnce |

Chon Active Directory Domain Services »Add Required Features dé cai dit
thém cac tinh nang nay véi Active Directory Server Role.

Sau khi chon Active Directory DC Server Role, ban s€ théy cac thong tin vé Server
Role.

Kich Install dé cai dat cac file yéu ciu nham chay dcpromo



@ This server might need to be restarted after the installation completes.
(~! Active Directory Domain Services

{depromo.exe) to make the server a fully functional domain controler,

(A .NET Framework 3.5.1 Features
.NET Framework 3.5.1

’ Installation succeeded

(@) Use the Active Directory Domain Services Instaliation Wizard (dcpromo.exe) to make the server a
Close this wazard and launch the Active Directory Domain Services Installation Wizard (dopromo.exe).
The following features were installed:

NET Framework 3.5.1

Ldc nay vao menu Start, danh dcpromo vao hop tim kiém. Kich depromo.




Programs (1)

2 See more results

Id:prml Ed Logoff |»

Thao tac nay s€ khoi chay Welcome to the Active Directory Domain Service
Installation Wizard. Kich Next.

glAcﬁveDirectowDomahSeNks nstallatio Nizard x|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD DS) on this server, making the server an
Active Directory domain controller. To continue, click Next.

I Use advanced mode instaliation

Leam more about the additional options that are
available n advanced mode instaliation.

More about Active Directory Doman Services

< Back | Next > I Cancel l

Sau d6 tiép tuc nhan Next.
Trong trang Choose a Deployment Configuration =»Create a new domain in a
new forest..



rto sy existing domam

trallerin the new domain

Trong trang Name the Forest Root Domain, nhip vao tén cua mién trong hop
nhap liu FQDN of the forest room domaln Nhan Next dé tiép tuc.

mw
Mhmdhhﬂdﬂeluiﬂﬂinnwlmwm
mmm mbpdmhm

Nhén Next dé tiép tuc.



CHemeam Services Inslalasban ¥Wisard

Dicenain Mel BE0S Mames
Thio iz 1ha na=a that uesne of earier voraons of Windoee will usa o idanmify thea

ri=yy domsin.

Trong trang Set Forest Functional Level, chon Windows Server 2008. Nhan Next
dé tiép tuc.

= Inslalatmn YWiard

Sel Foves Funclicnal Level
Sgleci tha fpmset tunciicnal kel -

Trong trang Additional Domain Controller Options, Chon DNS server va kich
Next.



© | Active Directory Domain Services Installation Wizard I ] x|

Additional Domain Controller Options ‘ l

Select additional options for this domain controller.
IV DNS server
¥ Global catalog
IT Bead-only domas controller (RODE]
Additional information:

The first domain controlier in a forest must be a global catalog server and = |
icannot be an RODC.

We recommend that you install the DNS Server service on the first domain
icontroller.

" Sies ncidtional T iomes trol :

< Back | Next > I Cancsl

Mot hop thoai s& xudt hién noi rang khong thé tao dai biéu cho may cha DNS nay vi
khong thé tim thdy ving xac thuc hodc n6 khong chay Windows DNS server. Ly do

cho diéu nay 1a vi day 1a DC dau tién trén mang. Nhan Next dé tiép tuc.

©! Active Directory Domain Services

Additional Domain Controller Options ‘ El

Select additional options for this domain controller.
IV DNS server
¥ Global catalog

o A delegation for this DINS server cannot be created because the
L,:lg authoritative parent zone cannot be found or it does not run
“““ T Windows DNS server. If you are integrating with an existing DNS

infrastructure, you should manuslly create a delegation to this
DNS server in the parent zone to ensure reliable name resolution
from outside the domain “fflab.net”. Otherwise, no action is
required.

Do you want to continue?

R |

<Back | MNet> |  Cancel

Dé lai thu muyc Database, Log Files va SYSVOL kich Next.




@ ! Active Directory Domain Services Installation Wizard

Location for Database. Log Files. and SYSVOL
database. log files. and SYSVOL. )

Trong Directory Service Restore Mode Administrator Password, nhap mdt mat
khau manh vao cac hop nhap liéu Password va Confirm password.

e P VE hrectory Dhisnpam Serveoess Instalslbwn Vi Lcard

Xac nhén cac théng tin trén trang Summary va kich Next.



@1 Actmee Directory Gonsam Servioes Instollatsen Wieond =]
Soreniedy

Asvimes yor ealscione
Comfgure 1he server s o (et Acowe Deeciory domer contober iy s nege Soms. e

The mee domain remes istopbst ret. Thiz B alze the reme: of the: new fonsat.
The Mei B0 S name of e domain s TEIFEAT

Fosst hunclional Level: Wincors Sereer 2008

Domain Funcsenal Levsl: Windowe Sanar 2003

S Dedemd-Fesi-Sriefame

Ilhi[hl:rr.d Omns:

T [ =
Te changs an oofion. chok Back To bedin the oparstion. chick Fest
Thazs saitings can be =xpored 10 =0 arawer file for s ity

pein 5 Eoort s=ninps_ |
Fone about

-cE;-uIcI_thﬂ:IC:n::all

Active Directory sé& cai dit. Dat mot dau kiém vao hop chon Reboot on completion
de may tinh s€ tu dong khoi dong lai khi cai dat DC du’oc hoan tét.

x|

S E
==
i

from a few minutes to several hours depencimonyouretmmwtandtheopbons

that you selected.

=
&
VWaiting for DNS Serverserviceto start... 0
_ Ceneel |
¥ Reboot on completion
< Back I Next > l Cancel I

. Cai dit s& hoan tat khi dang nhap.

II. PANG NHAP MAY CLIENT VAO DOMAIN

bat dia chi IP.Click phai vao My Network places =»Properties.Chon Manager
network connections=>»Click phai vao biéu tuong card mang chon
Properties.Chon Internet Protocol Version 4 (TCP/IPv4) =»Properties



B Local Area Connection Properties

0™ Client for Microsoft Metworks
4=} 205 Packst Scheduler
4=l File and Frinter Sharing for Microsoft Networks
wia Imtemet Protocol Wersion & [TCP/IPwE)
B Irtemet Protocol "-.-"Eﬁi-:-n 4 (TCPA1Pw4)
wia Link-Layer Topaloqy Discovery Mapper 140 Diriver
=i Link-Layer Topology Discovery Responder

Lt

Click phai My Computer =»Properties =»Change Settings.
Nhén nat Change.

System Properties

Chon Domain =»Nhap tén domain



Compuler Rame/Domain Changes _EI

fou can change the name and the membership of thia
computer. Changes might 3fect access to networnk resources.
Mare information

Computar name:

]:I'.EE.

Full computer name:
th3a

- Member of
% Domain:

I'.alﬂ'lﬁ?ne:l

™ Worcgroup:
I.'".n":.'ll- HIG ROILIP

| OK I Cancel

Cong viéc thanh cong.
Nhan OK dé chip nhan Restart may.

Computer Name /Domain Changes

@ You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

l} K

Nhén Close.
Nhin Restart Now.

x

You must restart your computer to apply these changes

Before restarting, save any open files and close all programs.

FLEf{}.Jart Mow Restart Later

Sau khi restart, log on vao domain Administrator=» may tinh da tr¢ thanh 1 client
cua domain taiphat.net.



CHUONG 3 : XAY DUNG CAC
DICH VU

I. DICH VU DNS
1. Gié6i thiéu vé DNS
DNS (Domain Name System) Server 1a may chu dugc diung dé phan giai domain
thanh dia chi IP va ngugc lai. Vé cach thtrc hoat dong, DNS Server luu trir mot co
so dir liéu bao gdm céac ban ghi DNS va dich vu ling nghe cac yéu cau.Khi may
client giri yéu cau phan giai dén, DNS Server tién hanh tra ctru trong co so dit liéu
va giri két qua twong g vé may client.
2. Cai dat DNS
Vao Server Manager =» Roles =»Add Roles.Tai bang Select Server Roles, chon
DNS Server

Add Roles Wizard E l(]
ﬁ; Select Server Roles
Before You Begn Select onz or more roles to Instal an this server,
Server Roles Roles: Description:
DNS Server [ | Actve Directory Certificate Service Domain Name System [DNS) Server
R e N ECkN Y ST cai S provides name resolution for TCR/IP
Confirmation A ' ! networks. DNS Server Is asier to
SIS manage when it is installed on the
e y Lightweig y Services same server as Active Directory
Resuls y Rights Management Services Domain Services. If you select the

Active Directory Domain Services role,
you can install and configure DNS
Server and Active Directory Domain
Services to work together.

Fle Services

Network Policy and Access Services
| Print Services

| Tarming Services
| UDDI S
| webs

Windows Deployment Services

More about server roles

< Previous ' Nex(:hl Ists | Cancel |

- Sau d6 nhan Next dé tiép tuc
- Chon Instal. Tai bang Confirm Installation Selections xac nhan vi¢c cai dat.



Add Roles Wizard x|

ﬁ Confirm Installation Selections

R To install the folowing roles, role services, ar features, chok Install,

Server Roles =

——— (i) 1 informational message below

Confirmation I|J Thig gerver might need 1o be restarted after the iIngtalaton completes.
Progress | DHS Server

Results Domain Hame Server

Thee DS server role i being nstalled on & doman controler, and co DNS 2ones wil be integrated with
Active Directory Domain Services,

Print, e-mai, or save this nformation

« Previous Mext = | Cancel
- Chon Close dé hoan tat cai dat.

Add Robes Wizard x|

.*V? Installation Results

Before You Begin

The folowing roles, rale services, or features were installed successfully:
Server Roles

LBy 1 warning message below
DS Server

Confirmation v Windoves sutomatic updating is not enabled, To install the latest updates, use Windows Update in
Contral Panel to check for updates,
Progress

DHS Server '& Installation succecded

Print, e-mai, or save the installation report

< Previous | Next = I § I Canc |

3. Chu hinh DNS

- DP6i voi DNS Server,thong thuong nén xay dung dong thoi hai hé thong 1a DNS
Server chinh (Primary) va DNS Server du phong (Secondary) dung chung mot co
so dir liéu. Vi phuong phap nay,sé han ché kha niang dich vy DNS bi ngung khi ¢6
su ¢b xay ra trén hé thong.

- Vao Start =» Administrative Tools =»DNS.

- Nhép chudt phai vao Forward Lookup Zones va chon New Zone.



ELTTEEE—— o 2low

Action  View Help

Fie
ke A ] MEREAN ? NN =0
T os Hame [ Type [ status |
Bl _medecs, taiphat, net Active Direct...  Running
(] taiphat.net Active Direct,..  Running

k’.mnﬁanmm. I
- Tai bang Welcome to the New Zone Wizard ,chon Next.

New Zone Wizard } = =3 - ‘!l

Welcome to the New Zone
Wizard

This wizard helps you create & new zone for your DNS
seryer,

4 zone ranslates DNS names o reated cata, such 2 [P
30dresses or network services,

To contirwe, clck Next,

= Back L Cance! I
b

- Tai bang Zone Type chon Primary zone dé ciu hinh DNS Server chinh.




New Zone Wizard

Zone Type
The DNS server supporis various types of zones and storage., g

- Chon Next. Tai bang Zone Name gd tén domain vao.

New Zone Wizard

Zone Name
What is the name of the new zone?

- Chon Next. Tai bang Zone File, & mic dinh. Chon Next.



Rew Zone Wizard _)g

Dynamic Update
Yo can specify that this DNS zone accepts seoure, nonsecure, o No dynamic
upcates,

Dynamic updates enable ONS dient computers to regster and cynamicaly update ther
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

€ Allo only secure dynamic updates (recommended for Active Directory)
This option is availzble only for Active Directoryntegrated z2ones.,

" Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any clent,
- This option s a signficant security vunerabilty because updates can be
A accepted from untrusted sources,

" Do not allon dynamic updates
Dynamic updates of resource records are not accepted by this 2one, You must update
these records manually,

<m|_ue§_| cancel |

- Chon Next. Tai bang Completing the New Zone Wizard xem lai thong tin.
- Sau d6 chon Finish dé hoan tat.
- Nhap chudt phai vao Reverse Lookup Zones va chon New Zone.

File Action View Help

o7z HElE BE

| Type | status
Active Direct,,,  Running
F (i Glbal Lozt | yiew ’
Refresh
Expart List.
Help
Creste & new 200, | |
Oostart| | G M || £, pus Manager o ®mip 235em

- Tai bang Welcome to the New Zone Wizard chon Next.
- Tai bang Zone Type chon Primary zone dé cau hinh chiic ning reverse cho DNS

Server chinh.



Zone Type
The DNS server supports varous types of 20nes and storage.

- Chon Next.Tai bang Reverse Lookup Zone Name chon kiéu IP can phan giai. O
day chon IPv4.

New Zone Wizard

Reverse Lookup Zone Name
A raverse lookup zone ransates TP addressss nto DS names,

- Chon Next. Pién Network ID va chon Next.



Reverse Lookup Zone Name
A reverse lookup zone trangates TP addresess nto DS nameas,

- Tai bang Zone File d¢é mic dinh. Chon Next.
- Tai bang Dynamic Update chon Allow both nonsecure dynamic updates.

New Zone Wzzard

Dynamic Update
You can speafy that this DNS 20ne 3CCEDLS SECUre, NONSECure,

- Chon Next va xem lai thong tin thiét 1ap, va sau d6 chon Finish dé két thuc.
4. Ciu hinh dia chi DNS Server trén may Client



Internet Probocol Version 4 [TCP/IPv4) Properties

General I

You can get IP settings assigned automatically if your network supports
ez capability. Otherwize, vou need to ask your network administrator
for the appropriate IP settings.

" Obtain an IP address automatically
* Use the folowing IP address:

IP address: {192,188, 1 .12
Subnet mask: | 255 255 . 255, D
Default gateway: 192,188, 1 . 10

T abeain DN S server adrj[:%rs .al.tn_malrr:allp'
¥ Use the folowing DMNS server addresses:
Breferred DNS server: j1=2.196. 1 . ®

Alternate DNS server: |

e 1]

cancel |

5. B0 sung cac ban ghi DNS vao DNS Server
- Néu mudn tao céc record khac.Nhap chudt phai vao zone va chon Other New
Records.

=8| x|
File Acton View Help
LB ER SRR TSI REE
é, DS Hame I Type I Diata
B § WIN-CCBFHIFL745 (] _msdes
B [ Forward Lokup Zones [ _sites
@ & _msdos.taiphatnet |5 e
| —
& B Reverse Lo Uprate Server Data FHle L
# [ Conditonal ::a:mtu ) [
or AAAA)...
# (il Gzl Logs New Aliss {CNAME)... t fiokder) Start of Authority (SO4) [48], win-ccef1fi745.taiph...  &/15/2011 7:00:00 PI
Fiew Mail Exchanger (MX)... t folder) Hame Server (N5) winccdfh 1745 taiphatnet.  &/15/2011 7%:00:00 PI
Mew Domain. .. t folder) Host (A) 192,158, 1. 10 &/15/2011 8:00:00 P
3 Host (&) 192,168,1.10 6/19/2011 11:00:001
Other 'Lb Host (&) 192,168, 1.11 static
§ Host (4) 192.168,1.1
Al Tagks 4 Host (A) 192, 168, 1.1
View »
Delete
Refresh
Export List...
Properties
Help
€] | |
Create a new resource record, | [
."snﬂ| |Zm || % onsManager o Wi 1:04eM

- Vao Start =»Administrative Tools =»DNS. Nhéap chudt phai vao zone va chon
New



- GO tén host vao muc Name, gd dia chi IP vao muc IP address. Néu mudn tao ra
mot ban ghi DNS phan giai nguoc twong tng thi ddnh diu chon Create associated
pointer (PTR) record.

T x

Mame (uses parent domain name if blank):
| ans

Fully qualified comain name [FQDN):
I dns. taiphat.net.

1P address:
[ 152, 168.1. 1]

[V Create assocated pointer (PTR) record

[~ Allow any suthentcated user to update DNS records with the
SAME OWMET Name

Adtrﬁt Dione |

- Sau d6 chon Add Host.Xuét hién thong bao thanh cong.
DRS ﬂ

lﬁl The host record drs. taiphat, net was successfully created.

@

Chon OK. Bang New Host tiép tuc xuét hién, chon Done dé két thic tao ban ghi. bé
tao mot ban ghi Alias, nhép chudt phai vao zone va chon New Alias (CNAME).
Twong tu nhu trén, dién cac thong tin vao. Tai muc Fully qualified domain name
(FQDN) for target host, néu ban khong nhd, chon Browse dé tim tén may can thét.




New Resource Reoord EI

Aliae (CHAME) |

Alias name {uses parent domain if left blank):

Fully qualified domain name [FOOM):
| wivivi, taiphiat.net,

Fully qualified domain name [FQOM) for target host:
| Ehi taiphat.net Srowse, .,

™ Alow any authenticated user to update all DS records with the same
narme, This settng applies only to DNS records for & new name.

lﬁ.ﬁ J Carcel I
- Sau khi d4 dién thong tin ddy du. Chon OK dé hoan tat.
EIE

File Action \View Help

e r1EmX=HE 588

&, DNS Name Type | Data | Trrestamp
= j WIN-CCBFH LFL745 -d _msdcs
Bl [ Forward Lookup Zones [ _sites
H [zl _msdes.taiphat.net S tep
+ .| taiphat.net 7 _udn

B[] Reverse Lookup Zones
B[] Conditonal Forwarders

| DomanDnsZones

0 ([ Gobal Logs | ForestDnsZores

: - ] tsame a5 parent foider) Start of Authonity (S04) [45], wincc&fh1fi745.taiph...  &/19/2011 7:00:00 P
s_] {(same as parent foider) MName Server (NS) win-cc8f 16 745. tziphat.net. 6/19/2011 7:00:00 P
ﬂ (same as parent fosder) Host (4) 192,168, 1. 10 &/12/2011 8:00:00 P
£ t 192,168,110 €/19/2011 11:00:00

152, 188, 1. 11 static

4| I i
|
:'ﬂaﬂl | i. [ ] _I li DNS Manager b E% 11:05PM

I1. DICH VU DHCP

1. Giéi thiéu dich vu DHCP

- Dich vu DHCP cho phép ching ta cap dong cac théng sb cau hinh mang cho céac
may tram.(client).



- Co ché sir dung cac thong s6 mang duoc cip phat dong co vu diém hon so véi co
ché khai béo tinh céc thong sé6 mang nhu:

Khic phuc duoc tinh trang dung dia chi IP va giam chi phi quan tri cho hé thong
mang.Gitp cho cac nha cung cip dich vu (ISP) tiét kiém duogc sb luong dia chi IP
that (Public IP).Phu hop cho cac may tinh thuong xuyén di chuyén qua lai giita cac
mang.Két hop voi hé théng mang khong diy (Wireless) cung cap cac diém Hotspot
nhu: nha ga, san bay, truong hoc...

2. Hoat dong cuiia giao thirc

Giao thcc DHCP lam viéc theo md hinh client/server.Khi may client khéi dong,
may s& gui broadcast goéi tin DHCPDISCOVER, yéu cau mdt server phuc vu minh.
Goi tin nay cling chira dia chi MAC ctia may client.Cac may Server trén mang khi
nhan duoc goi tin yéu cau dé, néu con kha ning cung cip dia chi IP, déu gui lai cho
may Client goi tin DHCPOFFER, d¢ nghi cho thué mot dia chi IP trong mot khoan
thot gian nhét dinh, kém theo 13 mot subnet mask va dia chi cua Server.

3. Cai dat trén Windows Server 2008

3.1. Trén may Server

- Vao Server Manger = Roles =»Add Roles.

E. Server Manager =g
Fie | Acton View Help

&

=N et =396 Server Manager (WIN-FEUBQE3OGLE)
3 - ___________________________
:; = Remowve Feabures -
E Get an gverview of the status of this server, perform top management tagks, and add or remove server
:: Refresh I% roles and features,
- rep =
- Server Summary E Server Summary Help
=~ Computer Information & Change System Properties
& Connect
Full Computer WIN-FSUBQEISELG. taphat.net s L=t
Mame: ¥ Configure Remote Deskbop
Domain: taiphat.net
Local Area 10.0.0. 1, IPv6 enabled
Connection:
Remote Deskiop: Disabled
Product ID: 92594-082-2500331-76 134
™ Do not show me: this console at logon
~| Security Information fi G0 to Windows Firewal
Wirdows Frewal: On Bl
44 Check for New Roles il
L i e el
n
1] | [®] 5% Last Refresh: £/17/2011 4:15:37 AM  Configure refresh
|Add roles to this server, | [
."S-ultl_ . | || 52 server Manager o ®iln #15aM

- Nhéan Next =>trong muc Roles chon “DHCP Server”. Nhan Next.



- Trong bang nay gidi thidu vé DHCP va cac diém can luu y Thlngs to Note. Tiép
tuc nhin Next.

- Chon card mang st dung dich vu nay ¢ day chung ta chi c6 mét card mang nén
tiép tuc nhan Next nhan Next.



Add Roles Wizard x|

ﬁ. Select Network Connection Bindings

Before You Begin Qe or mare network connections having 2 static IP address were detected, Each nefwork connecbion can
Sarver Roles b u2ad to serviee DHCP chants on & separate subnet.
DHCP Server Select the network connections that this DHCP server will use for servidng dients,
Bindings
Metwork Connections:
IPv1DNS Settings 1P Address | rype
IPw4 WINS Settings M w001 Pvd
DHCP Scopes
DHCPv6 Stateless Mode
TP DNS Settings
DHCP Server Authorization
Confirmation
Progress
Residts
—Detals
Name: Local Area Connection
Network Adapter: Intel(R) PRO/ 100D MT Nebwork Cannection
Physical Address: 00-DC-29-43-72-A5

R
<Prer'n:-us| Next = I Instal I Cancel I

- Trong muc “Parent Domain” dién tén domain va dién IP DNS server & muc
“Preferred DNS...” va nhin Validate dé kiém tra va xac nhén ton tai va tiép tuc
nhén Next.

Add Roles Wizard x|
ﬁ. Specify IPv4 DNS Server Settings
Before You B
BuUBES When dients abtain an IP address from the DHCP server, they can be given DHCP options such as the IP
Server Roles ad_drﬂsu of DNS servers and the parent domain name. The settings you provide here wil be applied to dients
DHCP using IPv4,
Spedfy the name of the parent domain that dients will use for name resolubon. This domain wil be used for all
SCopes you areate on this DHCP server,
1Pv4 WINS Se Parent Doman;
|:a||:.ha[.r~et
DHOP Scopes
DHCPv6 Stateless Mode
Specify the IP addresses of the DNS servers that clients will use for name resolution. These DNS servers wil be
[Pw5 DNS Settings used for all scopes you create on this DHCP server,
DHCP Server Authorization
Preferred DMS Server Pvd Address:
¢ Jt0.0.0.1 yaidate
Progress
Resits @ vaie
Aternate DNS Server [Pv4 Address:
| Vatdate
More about DMNS server settings
< Previous | uextM Tristal Cancel

- Tiép tuc nhan Next.



Add Roles Wizard

ﬁ Specify IPv4 WINS Server Settings

- O bang Add or Edit DHCP Scopes, nhin Add dé thém scope, dién thong tin
scope can add va nhan OK.

Wiired {lease curaton wil be & days)

N
et
O
oo
s
e
ved fesse dratonvibes dag) 3]
x| o |




10.0.0. 10 - 10.0.0, 20

- Nhan Next va Tat chirc ning IPv6 ¢ day chung ta khong st dung IPv6, chon
“Disable IPv6 Stateless mode...” va Next.

Add Roles Wizard

- Chon user ¢6 quyén Author=> Next.



(@ This server might need to be restarted after the installation completes.
Network Connection Bndngs: 10.0.0.1 (IPv4)

IPv4 DAS Settings
taiphat.net
10.0.0.1
None

taiphat
10.0.0.245
255.255.255.0
10.0.0.10 - 10,0.0.20
Wired (lease duration wil be 6 days)
Yes
Disabled
th using credentials d with TAIPHAT \Administrator

- Nhén Install dé tién hanh cai dat.
- Cai d3t Role hoan tat, va nhdn Close
Kiém tra lai hé théng.



-|o) x|
Fle Action View Help
e[ H
Pt ocpserver
B B Roles
) Active Directory Domain Se 3 y
# ﬂw i Centrally manages and assigns [P addresses to network chents,
= DING Sery
IE_| |2 File Services =
2] ﬂ Features ) Summary i—
Diagnostics
= Configuration - X .
@ Storage (=) Bwents: Mone in the 25t 24 hours ? Go 1o Event Viewer
“F  0Events & Fiter Events
3 Properties
Level | Event1D [ Date and Time
<| | 3
~! System Services: Al Running L& Go to Services
Display Hame [Senicetiame |5 =] Preferences
(4, DHCP Server DHCPServer R stp
al I . =
| | [#]|£% Lastrefresh: 6/17/2011 4:31:11 AW Configure refresh

3.2 Trén may Client
-0 may client ciu hinh TCP/IPV4 cho nhén IP dong.
21
General | Alternate Configuration |
fou can get IP sethings assigned automatically if your network supports

thiz capabiity. Othervdss, vou need to sk your network adminstrator
for the appropriate I settings.

¥ Gbtan an 1P address automatically
—{” Use the following IP address:

IF address I
Submet mask I
Default gatewaw: I

¥ Obtain DMS server address automatically
—" Use the following DMNS server addresses:

Freferred DS server: I

Alternate NS servern: |

Advanced...

e 1o |

- M¢& Command Prompt, nhédp 1énh ipconfig /release (x6a IP dong hi¢n tai) va nhap
tiép 1énh ipconfig /renew (yéu cau cip IP dong moi) dé kiém tra viéc cAp phat ip
dong cua DHCP.

4. Chu hinh DHCP

4.1. Tao Scope

- Vao Administrative Tools =»DHCP.



Fie Action View Help

=10l x|

o | rmEeE=HEE

= : Ig. taiphat.
B 8 wn-feusqe3agl taiphat.net Contents of DHCP Server B

D5 e ——

Digs

3| Pvb There ane ng items 10 show in this view,

1] |

[ [
- Nhan chuot phai vao IPv4 va New Scope.

File Ackion View Help

L A I ERERENN * Nos il =

= - Ig. taiphat.
B g w?_‘n ftusBge 30glg. taiphat.net - — e

2= I

Display Statistics. .. I Scope [10.0.0.0] taiphat == Artiye ==

[ Server Options

MNew: Multicast Scope. ..

Recancile all Scopes. ..

Set Predefined Options...

1] == |

[create & rew scope [

- Hop thoai New Scope hién ra va Next.



Welcome to the New Scope
Wizard

Thiz wizand halps you s=t up & scope for distabiting P
addresses to computens on your network.,

To continue., click MNesg

I Mead » I Canca J

- Hop thoai Scope Name va Pién tén ctia scope vao myuc Name va nhan Next.

new soope wazand

Scope Name |
You have to provide an ideniifyrg scope name. You also have the opton of
providing & descrption

Type a name and description for this scope. Thia information helps you quickly identfy
how the scope is to be used on your network.

Name: l:a phat net]

Descrption I

< Back Neot > Cancal l

- Hop thoai IP Address Range, dién thong sb range IP cp phat va subnet mask=>
Next.



New Scope Wizard —H

IP Address Range
You defme the scope address range by dentifying 2 s&t of congscutive 1P
addresses.

Enterthe range of addresses that the scope distrbutes.

Stan IPaddress: [ 192168 1 . 1

-

End IP address [132.158 1 .10

A subnat mask defines how many bis of an 1P addeess to use for the network, subnet
|Ds and how many bits to use forthe host 1D. You can specify the subnet mask by
lergth or as an IP address.

Length: 24 -
Subnes mask: l 25

o
[

wn
wm
L
w
o
(<]

w50

- Hop thoai Add Exclusions: nhap range ip dic biét khong dung dé cap phat &>Add
=>Next.

New Scope Wizard

Add Exclusions
Exciusions are addrassss or a range of addressas that are not astnbuted by the
Server

Type the IP address range that you want to exciude. ¥ you wart to exclude a single
address, type an address in Stat |P address only.

Qtan IP address. End IP address:

BExgluded address range:

Ak
192.168.1 210 192.168.1.9 Remoye I

¢Bak | Nem> |  Cancel |
™~
- Hop thoai Lease Duration: thoi gian thué dia chi IP méc dinh 1a 8 ngay.




New Scope Wizard __

Lease Duration TQ-Q_;\I
The lease duration specfies how long 3 clent can use an |P addess from ths °\:1L
scope

Lease durations should typicaly be equal to the average tme the computeris
connected to the same physical network. For mobile networks that consist mainyy of
portable computers or dialup clients, shorter lease durations can be useful.
Likewise, for 3 stabla network that congists mainly of desicop computers = fived
locztions, longer =3se durations are more appropate.

Set the durstion for scope leases when distibuted by this server.
Limited to:

Days: Hours:  Minutes;

3/ F 4 F 4

<§ad<|§>|Cmod|

- Hop thoai Configuration DHCP Options yéu cau chung ta cau hinh thong s6
dich vu ctia scope ngay bay gio hoic dé sau. O ddy ta chon Yes, | want to config
these options now va nhan Next.

New Scope Wizard

Configure DHCP Options
You have to configure the most common DHCP options before clemts can use the
scope

When clerts obtain an address, they are given DHCP options such as the IP
addresses of routers {defaut gateways), DNS servers. and WINS settings for that
scope.

The sattngs you select here are for this scop= and ovemde sattings corfigured in the
Sasver Options folder for this server.

Do you want to configure the DHCP options for this scope now?
(% Mes. | want to configure these options now!
(" No, | wil configure these options later

o [ ]} o |

- Hop thoai Router (Default gateway): nhap dia chi default gateway cia scope nay
rdi nhan Add va Next.




New Scope Wizard BN

Router (Default Gateway) 5
You can specfy the routers, or defaut gateways. to be distrbuted by this scoge '} jL

To add an (P address for a router used by clients. enter the address below.
|P address:

3

<Back | MNew> | Cancel |

- Hop thoai Domain Name va DNS server : dién tén domain, ph?m IP Address dién
IP DNS server

New Scope Wizard

Domain Name and DNS Servers TIS\}:‘I
The Domain Name System (DNS) maps and translates doman names usad by i)

clients on your network.,

You can speciy the parent damain you want the cleri computers on your retwork to use for
DNS name resciution.

Pavert doman: [130nat.net

To corfigure scope clerts to use DNS servers on your network, enter the |P addresses for those

servers
Server name: |P acdress:
| | 152 . 168 . 1

- Nhén Next dé tiép tuc.
- Hop thoai Active Scope chon active scope va nhin Next.



New Scope Wizard :
o

Activate Scope

Clients can obtain address ieases only f 2 scope is actvated

Do you want to activate this scope now?
(% iYes, | wart to actvate this scops now!
" No. | wil activate this scope |ater

< Back ﬂmé I Cancal l
- Sau d6 nhén Finish dé két thuc.

- Xem két qua scope 192.168.1.0 da dugc tao:

o

Fie Action View  Helo
& 2n| X0 =R G

m DHCF Scope [192.168.1.0] taiphat.net
E B wn-fusge3dgig taiphat.net
E 2 pis Contents of Scope I
# (3 Seope [10.0.0.0] taipha (Daderess Poo

= £ Seope (192,168, 1,0] t | L Acrese Lesses
) ddress Pao (@Reservations

) AddressLenses | i Scope Opbans
+ gl Reservanons

4 Scope Options
(L3 server Options

e %wa

4.2. Thay déi options ciia Scope
- X6 scope can thao tac va chudt phai scope options = Configure Options.
- HOp thoai Scope Options hién ra, ¢ truong Available Options 1a nhiing thudc tinh

san sang ma ching ta c6 thé thay ddi véi nhitng thudc tinh da stick 13 nhitng thudc
tinh da duoc cau hinh trudce do.



General Ikhmcud]

d

Available Options

|_Diescription_a |

] 002 Time Cffs=t
b 00% Fouter

] 004 Time Server
[ 005 Nama Servers

4| |

UCT cffset i
Amay of mout
Amay of time

Aray of nar = |
[

— Data ertry

N

o ]

Cancal |

]
2 I

A

- Chung ta s& thir cau hinh default gateway lai cho scope nay, chon Router. Router
Options hién ta cho ching ta thém x6a va edit voi nhitng thudc tinh khac cling vay.

21
General Iﬁdum::ud [
Lvzilable Options | Description :l
[ 002 Time Offsat UCT ofiset if
(545003 Router Ay of rout

rirs

004 Time Server
[J 005 Name Servers

Amay of time

Amay of rirl:]
»

| |

— Diata entry
Server name
I Hesolve |
IP ddness:

|

Dioian

4]

Cancsl

Apcly

]

4.3. Thay ddi Server options
- Chudt phai Server options =»Configure Options.

- Ciing nhu cach thirc thay doi thudc tinh cua scope options chi khac 1a nhitng thudc
tinh thay ddi & day s& ap cho tat ca cic scope cua server.

5. Backup DHCP Server

- Vao Administrative Tools 1a DHCP. Nhan chudt phai tén may va Backup...



=10).%|
File Action Yew Helo
ke Sl cal E AERCIENN ? Noell=]=:
CE—

oot
= o . Bindings. ..

All Tasks
CE Viewe 3

H g pw Delete
Refresh
Export List...
Properties
Halp

4] i

[ackup the configuration and databass for this server [ [ _
- Hop thoai Browse For Folder hién ra yéu cau chon noi cét file backup, mic dinh
la trong C:\Windows\system32\dhcp\backup.

Browse For Folder X|

Select the folder where the DHCP server can find the
backed up filss.

. catroot? -
| Codelntegrity

£}

, Com

i
)
I
jy config
I
i
i
i

B H

| =7 -
J dadk
, de-DE

dhcp

E J. backup

 naw =

Make New Folder | @ I Cancel
T &

- Chiing ta ¢¢ mic dinh va OK két thuc qua trinh backup vao thu muc chtr bakup
kiém tra.

6. Remove DHCP Server

- Vao Server Manager=>» Roles = Chon Remove roles.

m




Server Manager

&3 DNS Server
&3 File Services

Mhhy&hmﬂmmnnhmbhemm-ﬂmm_hgn
processes, authentication, and directory searches,

Go to Active Dire y Domain
Messages: None
Syt Senvies: 8, 2topped [

- B6 du stick dich vu DHCP va Next, sau d6 chon Remove dé x6a dich vu DHCP



T x
B

- Remove Server Roles

L=

Before You Begin To remove one of more nstalled roles from the server, cear their chack boxes,
EI - S—
Confirmation TR T ST Dynamic Host ConfigurationProtocol
DR it 5 (DHCP) Server enables you to
Progress ¥ f‘-ﬂ:e j'reuom ?a'f‘-a!‘ Seri ices centrally configure, manage, and

providetemporary IP addresses and
related Information for dient
computers.

Rests

<Ercviousl Ext) I Remove Cancel
\3

- Sau d6 Restart lai hé thong.

I11.DICH VU THU MUC (Directory Services)
1. Chuan bi
Thiét 1ap dia chi IP cho card mang cua server hoac ban co thé thiét 1ap dia chi IP
ciia cac DNS Server trong hé thdng. Néu mudn cai dat mot Read-Only Domain
Controller,ban phai chuan bi forest bang lénh adprep /rodcprep.Xay dung cac DNS
Server trong hé théng mang néu co, trong qua trinh cai dat AD DS sé& ¢ cai dat
DNS Server.
2. Chu hinh
2.1 Trén may Server
- Vao Adminstrator Tool chon Server Manager
- Trong myc Roles chon Add roles.



Fle Acton View Heb

e 2™ H

= o View the health of the roles instalied on your server and add or remove roles and
ol Sk features.
® gl Configuration
= Storage
~ Roles Summary Roles Summary Help
~' Roles: 0of 17 nstaled B0 Add Roles

B3 Remove Roles

« I I _b_l {; Last Refresh: Today 21 5:56 PM  Configure refresh

| I
- Nhén Next, muc nay mé ta vé AD DS va nhitng cha y Things to Note.

Introduction to Active Directory Domain Services
Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the

colaboration between users, AD DS is also required for directory-enabled applications such as Microsoft
Exchange Server and for other such as Group Policy
Things to Note

i To help ensure that users can stil log on to the network in the case of a server outage, install 3 minimum of
two domain controllers for a doman.

i AD DS requires a DNS server to be installed on the network. If you do not have a DNS server installed, you
will be prompted to install the DNS Server role on this server.

i After you install the AD DS role, use the Active Directory Domain Services Installation VWizard
{dcpromo.exe) to make the server a fully functional domain controler.

i Ins@lngADDSwialsohstald\eDFSNamespaoes DFS Replication, and Flle Repication services which
are required by Directory Service.

Additional Information
Overview of ADDS
Instafing AD DS
Common Configurations for AD DS

- Tiép tuc Next, muc nay xac nhan lan cuoi trude khi cai dat dich vu.



Jo nstall the following roles, role services, or features, dick Install.
@ 2 informational messages below

(@) This server might need to be restarted after the installation completes.
- Active Directory Domain Services

After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
{depromo.exe) to make the server a fully functional domain controler,

A~ .NET Framework 3.5.1 Features
.NET Framework 3.5.1

- Qua trinh cai dit thanh cong. Click Close.

The follovang roles, role services, or features were installed successfully:
@ 1 informational message below

(~ ' Active Directory Domain Services @ Installation succeeded
The following role services were installed:
Active Directory Domain Controller
Use the Active Directory Domain Services Instaliation Wizard (dopromo.exe) to maks the server &
fully functional domain controller.
Close thes vazard and launch the Active Directory Domain Services Installation Wizard (dcpromo.exe).

[~ .NET Framework 3.5.1 Features @ Installation succeeded

The following features were installed:
.NET Framework 3.5.1

P § |l r T

< Previous I Next > I | Close I Caricel

- Tién trinh cai dat dich vu két thuc s€ hién ra cau thong bao yéu cau nang cap 1én

domain bang 1énh depromo nhu Windows Server 2003.
2.1, Cho Client vao Domain
Computer Name: danh tén may vao day néu mudn doi tén & day chon 1a th9a.



Compulter Rame/Domain Changes _EI

You can change the name and the membership of thia
computer. Changes might 3fect access to nefwork resources.
Mare information

Computar nama:

ih5a

Full computer name:
th3=a

Member of
i* Diomain:

I:.:.l&hﬁ?ne:

" Workgroup:
I.".' RS R P

[ ok | cance |

- Tiép theo stick vao phan Domain nhap tén Domain ,& ddy Domain cé tén la
taiphat.net.

- Nhan OK hé thong check DNS server DC cta domain taiphat.net, bang thong
bo hién ra yéu Xéac nhan hoan tat.

Windons Security x|

Computer Hame/Domain Changes
Enter the name and passwerd of an account with permission to join the domain.

'_‘ _I |pr|a'[ ]
| | Password |
Domain; taiphat.net

- Tiép theo chon OK va sau d6 dugc yéu cau Restart lai hé thong.

IV. DICH VU TAP TIN (File Services)

1. Trién khai File Sevices

File Server Resource Manager la mot tdp hop cac cong cu cho phép nguodi quan
tri c6 thé diéu khién va quan 1y dit lidu trén céc server chay hé diéu hanh Windows

Cancel |

Server 2008 mot cach hiéu qua.Vdi cong cu nay, co thé cAu hinh quota trén ca b dia
va thu muc,ngan cAm sao chép nhitng dinh dang ma ban chi dinh,déng thoi xudt ra
cac bao cdo giam sat hoat dong cua nguoi dung trén khong gian luu trir.

- Bé cai dit dich vu File Services vao Server Manager =»Roles = Add Roles

- Tai bang Select Server Roles,chon File Services.



- Chon Next. Tai bang File Services ,xem gi6i thiéu thong tin vé dich vu File
Services

- Chon Next. Tai bang Select Role Services chon File Server Resource Manager.



Addd Roles Wizard ®|
& Select Role Services
Befare Vou Begin Select the role services to install for Fie Servioss:
Server Rples Role sarvices: Ciescription:
File Services Tl Sarver Fil B Man
l'f: le Serve _ enables youte generate storage
a [l Ds':rjbpn;b\la;ﬂe System ?Wrts;mrrﬁiru? Bl taa o
e MESQCES le screeningpolicies.
Storage Manitoring [ OFs Repicazon
Confirmation [+ rver R
Rogress ] services for Metwork File System
[ ] windaws Search Service
el 3 [[] Windows Server 2003 Fie Services
|| Fie Reslcation Service
Indexing Service
Mere about role services
<previous |[ hext> | et | came |

- Chon Next. Tai bang Configure Storage Usage Monitoring ,chon 6 dia can theo
doi.

Add Roles Wizard x|

ﬁ Configure Storage Usage Monitoring

L You can monitor the amount of space on each volume on this computer and generate storage reports
Before You Begn the § used on each vol shis d
Server Roles when o volume reaches a speofied usage threshold, A usage threshold is a percentage of the total storage
capacity of & volume, Frst, select the volumes you want to manitor, Then, for sach voluns, define the
Fie Services usage tyeshod and dioose the reports to gensrats,
Role Services
volumes (NTFS volumes only):
torage Monitorng
MName
Report Options
Confirmation
Progress
AN
Results
Volume montorng options

Volume capaoty: 16.0G8

volume usage thresholc: B53%

Reports to generate at the threshold:

Fles by Ovwner Report

Files by File Group Report

Cotons...

< Previous " Next > I instal l Cancel I
- Chon Next. Tai bang Set Report Options, thay doi cac tiy chon lién quan dén
bao cdo s& xuat ra nhu vi tri luu trit bao cdo,guri bao cdo qua email.




Add Roles Wizard I x|

ﬁ‘,’ Set Report Options

Before You Begn Select 2 locaton o save the reports that are generated when volumes reach ther threshoid values, One
Server Roles report s generated each tme a volume reaches its threshold, Oid reports wil not be overwritten and must be
manualy defeted, You can slso choose to receive each report by e-mai.
Fie Services
Role Services Save reports at this locaton:
C:\StarageReports
Storage Monitonng fcss provse... |
Report Oplions
[T Recews reports by e-mail
Reports can be sent to one of mote 2-mail addresses. Type each 2-ral addoess where you want to
receve the reports. Use semicolons {(3) to separate mutiple addresses
E-mal addrasssy
Farmal: account Boomal
An SMTP server must e weed for sendng the r2ports by e-mad, Select the SMTP server to use
MTP sorer N
I b

<prevous |[ mext> ]| oot | coxe |
- Chon Next. Tai bang Confirm Installation Selections, xem lai cac thiét lap, sau
d6 chon Install.
- Sau khi cai dit hoan tat.Chon Close.
- Pé mo File Server Reource Manager vao Start & Administrative Tools >
File Server Resource Manager.

Ee. File Server Hesource Manager N I-1ES
File Achion Wew Helo

Resource Manager fLol) Tdame Actions
= Quota Management EQUDM Management File Server Resourc.. =
F o Fle Soresnng Management aFie Scresring Management
Storage Reports Management & storage Reparts Management Conrect o Anot...
Configurs Opto...
Vigi L
= ExportLst...
H =c
L Shart ] o ”i,ﬁlesewun.emma-.. & mln u20em

- Tai day co6 3 thanh phan chinh 13 Quota,File Screening,Storage Report .Dé cau
hinh cac tiy chon trén File Server Resource Manager nhap chudt phai vao File
Server Resource Manager (Local) va chon Configure Options.



H =0

Tai tab Email Notification, nhap thong tin vé Mail Server va dia chi email cua
ngudi nhan dé hé théng gui théng tin canh bao va cac bao céo.

File Server Resowurce Manager Op S

O tab Notification Limits, ban c6 thé giéi han s6 luong thong tin canh bao giri vé.



File Server Resource Manager Oplsens

Tai tab Storage Reports c6 thé thiét 1ap nhing théng s mic dinh trong cic bao
c4o s& xuat ra.0 mdi report c¢6 thé chinh lai bang cach chon Edit Parameters.

Tai tab Report Locations cho phép thiét 1ap vi trf luu trit cac bao céo.



Fraptemaree®s Sorgeepnte Scredsed || Gosa. |
|5
[raptomae's Storgorspmre roovie || s |

Chon OK dé hoan tit cac thiét lap.
2. Quan ly File Screen



File Screen 1 cong cu dung dé ngin chin nguoi sir dung luu trir mot so file khong
dugc phép 1én b dia hodc thu muc duge cép.

Khi tao mt file screen,cé thé chon mot trong 2 hinh thuc:

- Active Screening : khong cho phép nguoi st dung luu trit cac loai file khong
dugc phép 1én server

- Passive Screening : cho phép nguoi sir dung Iuu trit cac loai file khong dugc phép
Ién server,d(‘“)ng thoi dua ra cic canh bdo can thiét dé phuc vu cho muc dich kiém
soat.

Chu y : véi cac file da tdn tai trong b dia hodc thu muc trude khi file screen duogc
tao ra,nguoi st dung hoan toan co thé truy cdp duoc,cho du céc file d6 thudc vao
danh sach céc loai file bj cAm.

s Cac bwoc cai dat File Screen

- Pé tao mot file group,vao Start=>Administrative Tools=>File Server Resource
Manager Click vao File Screening Management Nhip chudt phai vao File
Groups chon Create File Group.

File Acion WVew Hebp

e A0

23 Fie Server Resource Manager {Loca)) | Fie Gro... | Include Fles | Exdude Fies Actions
=1 &5 Quota Management

Audio an... *.aac, “.af, *.aff, =asf, "... File Groups -
=] 4o Fie Screening Management
Fie Screens 4 Backup ... ".bak, ".bck, “.bcf, “.old reate Fis Gr.
ﬁ Fle Screen Templates Compres... *.ace, *.orc, *.arj, ©.bhx, *... ~ esh
Fie Groups - = i
- E-mai Files *.eml, ".icx, *.mbox, *.mbX... =
I Storage Reports Management Ve 3

Executa

=z Helo

Office Fles “.doc, *.dot, ".mad, “.maf,...

Image Fles

System .., ™.acm, *.dll, ¥.0cx, V.sys, *..

L. Tempora... *.temp, *.tmp, ~*

Text Fles *.asc, “.text, ".txt

WebPa... “asp, “.apx, *.cgi, ".css, .

Craate & fie growp, used to select groups of fles to biock in fie screens or to incuds N reports, | [

Cocraeel | = [ e St s s

- Tai bang Create File Group Properties,nhdp tén file cua file group vao muc File
group name.

- Nhap dinh dang file vao va chon Add,hodc bé thi chon Remove. File to include :
bao gdom céc loai file thudc groupFile to exclude : bao gdm cac loai file khong thudc

group.




fl Creote Hie Group Properbes T
——
File group name:

Iacl:-

To aslact a sat of fies, typa 2 fia nams pattam, and click Add.
Examples: “auwe or QLFT2002°°

Flaa to mchade:

I Add Remawve
|a'.'

Files to emcluda:
| £d3 Femave
fiv

| .

ka

Chon OK dé hoan tat.Luc nay group da xuét hién tai bang

Sle  Acton Yew geb

les s[=B=

23 Fie Secver Resource Manager (Local) Fle Gro... | Inchde Fles | Exdude Files Actions
= 59 Quota Management i .
=] &9 Fie Screening Management
¢ Fie Screens L Audioant. “.aac, "af, vaff, masf, .. ] Create Fie Grou...
ﬁ :: Screen Templates L Badwp .. *bak, %.bdk, *.bkf, *.0id G| Refresh
8 Storage Reparts Management o 5 SRSl b o ik I, el AN ven »

| | E-maiFiies ".eml, “.idx, *".mbox, *.mbx,..

ﬂrs‘eb

. Executa... *.bat, *.cmd, *.com, *.cpi, ...

Image Fles “.bmp, ".db, *.eps, *.gif, "...

.| Office Fles “.doc, ".dot, “.mad, ".maf,..

System ... *aom, %dl, *.0x, *.sys, *...

Tempora... “.temp, ".tmp, ~*
| | TextFles ".asc, ".text, ".txt

Ll WebPa... n<: oa.w :t;|

lzm,..u_a_- = [ | ;Ell?‘-_ canaw
- Pé tao mot file screen,tai File Server Resource Manager Nhip chudt phai vao
File Screens va chon Create File Screen
- Tai bang Create File Screen,tai muc File screen path,chon dudng dan thu muc
s& ap dung file screen.0 muc How do you want to configure file screen
properties,chon Derive properties from this file screen template dé sir dung céc
template sin c6 trén hé thong.




create e sereen

Fie screen path:
[C Windows ApoParch
File screen properties
You can ather use propadies from & file soreen tamplata or osfine custom
fie screen properties.

How do you want to configure file screen propanies?
(¢ Denve properdies from this file screen template fecommendad):
IElo:k Audo and Video Fies 3

T Defne custom fle screen properties
Costom Hrocertsy l

Summary of fie screen propd s
[= Fla soreen i
Source template: Block Audio and Video Fles
Screenng ype Active
Fle groupe: Audio and ideo Filee
Notficabons: Emai, Evert log

Heip | ceste | cance |
- Néu mudn thiét 1ap cac thudc tinh riéng biét do minh ty dinh nghia,chon Define
custom file screen properties,sau d6 click chon Custom Properties.
- Tai bang File Screen Properties ,;néu muén copy cac thudc tinh tir mot template
trén hé thong, chon mot template tir danh sach Copy properties from template va
chon Copy
- O muc Screening type,chon Active screening hodc Passive screening.

- O muc File group,chon céc file group tuwong tmg véi file screen.

e e e . =
Copy propedies from template foptional) |
|Block Audo and Video Fies =l Copy |

Setings | Email Message | Event Log | Command | Repon |
Fle screen path:

'f. \Program Fes\Windows Mal

Screening type:
& Acive screenng: Do nat alow users to save unauthonzed fies
" Passive screening | Allow users (o save files [us= for monitoring)

— Fle groupe

Select file groups to block:
0 =t = Mairtain file groups

% Backup Fles Create... |
O Compressed Fles Edt... |
O Emal Fies
8 :-:ec.:::de les T afle -

mage Fies edt, highlight s abef.

[ Offce Fles
) odee ria s
4 | »




- Sau khi thiét 1ap xong chon OK .
- Sau d6 chon Create .Tai bang Save Custom Properties as a Template,danh diu
chon Save the custom properties as a template va nhap tén template vao muc

Template name=>0OK.

Save Custom Properties as a Template i x|

i you plan to create other file screens with the custom propadies cf this file screen.
I8 recommended that you save the propartias ae a file screen tempiate
Do you wart to save a file sorsen tamplate?

(% Save the custom proparties as a tamplats

This oreates 2 naw fils soreen tamplate and than appies the terplaie 1o the
rew file screen,

Tempizte name:
|

" Save the custom file screen without creating 2 tempiate

I~ Do not ask me 1o save 2 2 template agan

Heo | 0K Cancel |

- Dé tao mot file screen exception ,nhdp chudt phai vao Files Screen va chon
Create File Screen Exception.

File Acton Vew Heb
e 5o H=
% :’e Zif‘,tr'::so\.r-:e Marager {Local) Fiter: Srow &l Jtems Actions
Juota Management -
=] 48 Fie Screening Management | File Screen Path | Screeni... | File Groups | Source Tem... | Me... PR o =
i : [ [§ CreateFieScre...
2| Fie Scre_ Create File Screen,.. 2 Template: abaa (1 tem) e
L) b defdoz.-s‘ﬁ... Passve Warn: Audio and... abaa No L9 ST ERC SR
4 Storage Ref | 0 Refresh
& 9 = Template: Block Audio and Video Files (1 item) =
View | & e »
idows\A... Passve Wam: Audo and... BlodkAudo ... No
| Hep | H o
=r—source Templ bhxsh (1 tem)
L C:\WrogramFl.. Actve Slock: Audio and ... sbhxsh fes
& fie screen exception to exclude specified file groups from fie screening on 8 path. [
» = | ENPN oy e sanaw

- Tai bang Create File Screen Exception,d muc Exception path ,chon dudng dan
dén thu muc s& ap dung file screen exception. Trong muc File groups chon cac file
group tuong tmg dé dua vao file screen exception



Create Fle Screen Fxceplion

Sdh'lgul
Bwcaption path:

[ Soraps Repors

- File groups

Select fle graups to exclude from screening:

O e -
Audio and Video Files

=
[0 Compressed Fies

O E-ral Files

[0 Execinabie Fies

O imaga Fias

O cfiice Files
| e BN

=
1|" - | »

Mairtain fie groups:
Create. . J

et |

To select a file group to
ot ngrlight g8 l25al.

x|

_ b |

QK

Cancsl

- Chon OK dé hoan tat.
3. Quén ly Quota

- Pé tao mot Quota vao Start=>Administrative Tools=>File Server Resource

Manager.

- Click vao Quota Management=>»Quota Templates
- O khung giita,nhdp chudt phai vao mot template va chon Create Quota from

Template

E-r._ File Server Resouroe Manager

Gi=  Achion Mew  Hep

ol

a2 FHE

Eg Fie Server Besource Manager (Local]

| Quota T... | Quotalabel

Harg

| Quote Template | Lmit
= 9 Quels Manzgement 3] 100 MB Limt 100 M8
Quotas
4] Quota Temalates B o
[ & File Sereaning Mansgement E‘ 3
ﬁ Storage Reports Managemeant E 24 T IR e
1 Delete Templates
3]
B wi Heo

k_‘rentsa ruets based on the selecbed quoks femplaks.

ACLOnS

Quola Templates &

B CreawQuotaT.
6] Refresh
i »
H =
Selected Quata Te... =
Create Quota ..
| Edit Tempiate Fr..
A, Delete Templates

H =



- Tai bang Create Quota,& muc Quota path chon dudng dan dén 6 dia hodc thu
muc can thiét bang cach click vao Browse.

- Banh dau chon vao Create quota on path

- O muc Derive properties from this quota template,chon mét template phu hop

- O muc Summary of quota properties,xem lai nhitng thudc tinh ctia template vira
chon.

x|
Quota path:

§<:\Users'\Pubic Erowse I

& Crest= quocts on path
T Ao appy teplate and creale quotas on xdsting and raw subfoldes

— Guota propenties

You can ether uss propertias from = quots template or define custom
QuUOia orooeneas.

How do you want to configure qusta propeties?
(% Dadve propattes from this quots template fecommended)

" Define cusiom quota prepetes

Brop=iiss I

Summary of queta proparies
= Quota: C\Users"Pubiic -
Souce template: 250 MB Exdended Limt
- Limit. 250 MB {Hard
= Notfication: 4
Waming(85%)y Emal
Waming(S5%) Emal, Evert log :‘
rep | [ cepe | canea |

W3
- Chon Create dé tao mot quota méi.Dé thay doi template ,nhap chudt phai vao mot

template va chon Edit Template Properties...Tai day co thé thay d6i cac tuy chon
cho pht hop vé6i yéu cau ctia minh nhu dung luong dia s& cip quota,hinh thirc quota
la hard quota hay soft quota



x|
Copy propertias from quota templats jootional):
| 250 MB Enenced Lme =] Copy
Settirge |
Templata Mame:
|250 MB Bzended Limt

Lehel (optiaral):

|

— Spoace Limi [}
2500000 ME "I

' Hard quota: Do not allow users o excesd lme

i~ Soft quota: Alow usare 1o excesad limit fjuss for menitering)

MNatfication thresholds
Threshald [ Email | Evert Log | commend | Bepaort |
Vilaming (A5% -
Vamirg (95% = h
Vilaming [100%) L -
Add I Edt I Hemove I

*.

s Tao mot Quota Template

- Pé tao mot quota template,nhdp chudt phai vao Quota Templates va chon
Create Quota Template

: Copy propermes from quota pamplate {optional):
|a:c j _ICgml

Tamolate Mams:

fpzc

Lebal {aptona):

"\-.h-.

Space Limi

Limi:
{100.500 [e =]

% Hard quota- Do ret allow uaers ta esxceed Imt

=i|

™ Eoft quota: Allaw veers to exceed kmk (uge for maniiorng)

Hotfieaton threshalkds

Threshaid | Emai | EvartLog | Command | Repoa |

amng @4 )
Waming (100%) L L

Bdd .. Edit Bomove

o | [ o, | conea |
- Trén bang Create Quota Template,néu mudn 4p dung thudc tinh cta template da
c6 vao template cia minh chon mdt template trong danh sach & muc Copy
properties from quota template (optional) va click chon Copy.Nhap tén template
vao muc Template Name.Nhap thong tin miéu ta vao muc Label(optional).0 muc
Space Limit,ban nhip dung luong can cip quota va chon kiéu hard quota hodc soft
quota.C6 thé bod sung cac ngudng canh bao mdi cho template cia minh bang cach




stt dung chtrc nang Add & muc Notification thresholds.Néu mudn tiiy chinh,chon
Edit.Sau d6 chon OK dé hoan tat tao template.

File Acton View Help

e | 5= HE

Actions

=5 File Server Resource Manager {Local) | Quota Template 4 | Limit | QuotaT... | Quota Label
B £9 Quota Management B3] 100 M8 Limit 100 MB Hard
@ Quotas
3| Quota Templates 3] 200 MB Limit Report... 200 MB Hard
B a8 File Screening Management 3] 200 M8 Limit with 50... 200 MB Hard
Seage REparke SemORTent 3] 250 MB Extended Limit 250 MB Hard
B abc 101 MB Hard bebc
B3] Monitor 200 GB Volu... 200 GB Soft
3] Monitor 500 MB Share 500 MB Soft

Quota Templates -
E Create Quota T...
|G| Refresh

view »
Help
Selected Quota Te... -

Create Quota fT...

[: Edit Template Pr...
X Delete Templates

A
Help

[

Pé tuy chinh cho quota template vira tao, nhap chudt phai vao quota template va
chon Edit Template Properties..Sau d6 thuc hién cac thay d6i can thiét va chon

OK.

Tai bang Update Quotas Derived from Template c6 3 sy lya chon :

Apply template only to derived quotas that match the original template : cap
nhat cho cac quota chua tirng dugc hiéu chinh ké tir khi dugc tao ra.
Apply template to all derived quotas : cip nhat cho tat ca cac quota st dung

template nay

Do not apply template to derived quotas : khéng mudn thuc hién tao tac cip nhat

quota

Update Quokas Derived from Templabe

Wher you apply 3 templabe 10 O N Quatae_ the cumend o pecies of e tempiae
o eratle &l propeties of the quotas. This owernriies any custom guota propertiss

x|

that pou hawe defined.

Howw dio you want 10 apohy the templata changes 1o essting guotas™
W Apole templebe oy 10 Sechead queat s st match he gl Tsnplats

™ Apole template 1o el denved quotaa

i Demet apoky templsle 4o deived quetas

I EUK I Careel
7

Nhin OK dé hoan tat.

4. Quan ly cac bao cao

- Vao Start - Administrative Tools = File Server Resoucre Manager..Righ-
click vao File Server Resource Manager va chon Configure Options.O tab



Storage Reports, muc Configure default parameters, click chon loai bao cao
mudn tiy chinh va click vao Edit Parameters.Sau d6 tién hanh thay doi va chon




- Sau d6 chon Close va chon OK dé hoan tat thiét lép.Dé lap lich Xudt ra cic bao
cao,trong File Server Resource Manager,right-click vao Storage Reports

Management va chon Schedule a New Report Task.
181X

E
| Ble Acton Vew bHep

== |2z HE

&3 :; Server Resource Manager (Local) | Report task | Target | Schedule | Status | Lest..  Llast.. | Nex... || Actions
3 Quota Managament
Storage Reports M. »
uotas ;-
A| Guots Templates B schecue anew
= ﬁ Fie Soreening Management At O R a sy
Generate Repor...
Add ar ve Reporis for a Report Tass...
G| Refresh
Generate Reparts Mow... e
Refrech view >
Ve » Hep
Hep

kanﬁgnmusea:ueamwm*rmtm. | {

rsten] | 5 m [ P Scrver Resource - Mo Wb wma
- Tai tab Settings,& muc Scope,click vao Add dé chon cac 6 dia hay thu muc can
Xuét thong tin bao c40.0 muc Report data,chon céc loai bao cdo tuong ting.Véi mdi
loai ,ban c6 thé su dung chic ndng Edit Parameters dé tuy chinh cac tham sb khi
can.O muc Report formats,chon cac dinh dang luu trir bdo cdo,mdc dinh la Dynamic
HTML (DHTML).
B

Settings | Dmivery | Schedue |
— E‘Dﬂl:ﬂ
Select volumes and folders to repart an:

CStoregeRepote Add... I

Aeport cate
Salect reporta to peneslEs;
] Duplicats Files - Enkt Parameters... I

E] Fie Screening Ausk

To coenfigure & report,

[l Files by Fie Gouwo Fmighlgint s labe aed
[F Fims by Crrer clhck Bdil Paramates.
B Lamge Fiss

[F esst Aecertly Accessed Fies

B Mox Recarty Accessad Fies LI

Feview Selected Aeports |

— Aepoit formata
FF DHTML [ HTML =ML T Ccsv M Test

| cacs

- Pé giri bao cao qua email,mé tab Delivery,danh ddu chon vao Send reports to the
following administrators va nhap dia chi email ctia nguoi nhan.




Storage Reports Task Properties

A

- O tab Schedule,click vao Create Schedule dé 1ap lich.Tai bang Schedule ,click vao

New.Sau d6 chon thoi gian,néu mudn thiét 1ap mé rong thi click chon Advance.
e heeriube I_ I_

- Chon OK dé hoan tét .

- Sau khi d3 thiét 1ap bdo cdo,gid ching ta s& xudt ra ciac bao cdo theo nhu
cau.Chudt phai vao Storage Reports Management va chon Generate Reports Now
O tab Settings,tai muc Scope,click vao Add va chon cac b dia hay thu muc cAn xuét
thong tin bao c40.0 muc Report data,chon loai bdo cdo tuong tng.Véi mdi loai, cO



thé str dung chirc nang Edit Parameters dé tuy chinh cac tham sb khi can.0 muc
Report formats,chon cac dinh dang luu trit bao céo.

Storage Reports Task Properties

- Tai tab Delivery,danh ddu chon muc Send reports to the following
administrator va nhap dia chi email ctia nguoi nhan

Sau d6 chon OK.Tai bang Generate Storage Reports,chon Generate reports in the
background dé luu cac béo cdo va xem tai thu muc luu trir chiing.



Gencerate Storage Reports -3 : )(_'

You have chosen ta Ma”dwm Cepencng on
the ypee of reports 2nd tha volumee and folders mpotmdon.mbcalum
= few mrutes
How co you want to proceed 7
{ Vatfor reports to be geneatec ard ther dapisy them

Salact this oplion 10 view the repons mmedatsty upon completion.

1% Genersie reports in the Secrg=und
gbamowontom savec or s-maled repors later.

[ ox |

Cancel l

Chon OK dé hoan tét

V. DICH VU IN AN (Print Services)

1. Cai dit

Print Services Tools khong duogc cai dit mac dinh, vi vay dé sit dung né céan phai
cai dat thanh phan nay trude.

- Chudt phai My Computer =»Server Manager =»Chon Features

E_Server Manager
Fle Acton Vew Heb

«If_ll

ager (THIA

~ =loix

r Mana

Server Manager (THI9A)

E = \ Roles

o g es =t

& < Dia fics Get an overview of the status of this server, perform top management tasks, and add or remove server
roles and features.

& it Configuration

# =5 Storage

~ Server Summary

(~ Computer Information

Full Computer Collectng data...

Name:

Domain: Collectng data...

Remote Desktop: Collectr g data...

Product ID: 92534.082-2500331-75862

™ Do not show me this console at lagon

(~ Security Information

Windows Firewall: Collectng data...
Windows Updates: Collecting data...
Last checked for Collecting data...

i mbm.

s Colecting Data...

Server Summary Help

1% Change System Properties
4? View Network Connections
% Configure Remote Desktop

P Go to Windows Firewal

& Configure Updates

43 Check for New Roles

F3 Run Security Configuration Wizard

& Configure IE ESC =

[

.’,‘Sartl | & == || 3, server Manager
- Chon Add Features.




E_ Server Manager ..I_u,l‘il
Flie Action Vew Hep

% 5= H

B o T
B §* Rales

e g

H Dingrastics Viese the status of features installed on this server aind 2dd or remove features,

M if} configuration

i2 Starage

~ Features Summary ﬂ Features Summary Help
~) Features: Collzctrg dats... = Adn%&etules
i Remdie Featres

: Colecting Data...

- Trong muc Add Features Wizard = Chon Print Services Tools=»Click Next.

H Add Features Wizard

é Select Features

Confirmation
Progress
Resuts

E3|

Select one or mare features to nstall on this server.
Features: Deascriphion:
[ Quaity Windows Audio Video Experience ~] Brink Services Tools includes the Print
[ Remote Assictance = Hansgem snecin.
[ Remcte Dferentisl Compression
= i Remote Server Administration Tooks (Installed)
= Robs Adrministration Tooks (Irstaled)
& [} Active Diractory Certificate Services Took
@[] Active Directory Domain Services Tools
[ Active Directory Lightweight Directory Services T¢
[ Active Dirsctery Rights Managsment Services Toc
s Tow Irst .',AJ’

Y DHCP Server T
[l DNS Server Tooks
[} Fax Server Tools
% [ ] File Services Tocls
L Network Policy and Access Services Tooks
¥
% [ Terminal Services Tools
[} UDOI Services Took
[ Web Server (115) Tools
[} vandows Deployment Services Tools

[] Hypar-¥ Tecls
0 ] Grabs i Acdemiomiobe abinm Yommle b
«| | »
More sbork features

< Previous "TI Istal I Cancel I

- Tiép tuc nhan Install dé cai dat.Va sau c6 nhan Close dé hoan tit viéc cai dat.



Audd Feal

ﬂ Confirm Installation Selections

Gm-uummﬂmmmumhmmm
Remote Server Administration Tools

2. Truy cap Print Sevices Tools
Chon Start =»Administrative Tools =»Print Management




TohFrint Planagemrent =] 3

Fia  Amion  Vew  Help
e lm| o Him

Acties
P — T Customtiers Frint Managrment -
Fl & Printers (%) 3 Pei S

7| & Dvrvers {5 1 Cieplayed Printers o s

= - L TISF L el
Drivers
w Forme
% Poits
= Printers
m Ceeploved Prtens

3. Quan ly cac may in trong mang

Pau tién Windows di dit cac muc All Printers va All Drivers mot cach tu dong
trong truong hop nay. Bén canh d6 méay chi ma chung ta da cai dat giao dién Print
Management 14 thanh vién ciia mién Active Directory. Mot diém nita 1a tén may chil
tuong (mg voi mdi may in. Mic du cic may in mang nam ¢ mot diém nao dé trong
mang nhung Windows s& ty dong tao mot hang doi cho mdi may in trén may chu.
Mot trong cac chirc nang chinh cua giao dién quan 1y Print Management la cho phép
quan 1y in 4n mang tap trung.

V1. DICH VU WEB

1. Gi6i thi¢u vé IIS 7.0

11S7 dugc thiét ké dé trg thanh mot nén tang Web va tng dung linh dong va an toan
nhat cho Microsoft. Microsoft di thiét ké lai IIS tir nhirng nén tang da co trudc do.
I1S co céc tinh nang

- Bao mat

- Kha nang mo rong

- Céu hinh va trién khai

- Quan tri va chuan doan

- Hiéu suét

2. CaidatIIS 7.0

- Dé cai dat 11S7.0 nhdp phai chuét Computer chon Manage.Chon Roles trong
Server Manager sau do click chon Add roles.



CRCRCHCHCY &

System Services: 8 Running, 2 Stopped
M. Events: 4 warnings, 15 informational n the last 24

€3 Lastretesh: 6/17/2011 11153:20 A Canfgurerefresh

- Chon Web Server (11S) trong man hinh Select Server Roles.

- Windows s& bat man hinh Add Roles Wizard nhip chon Add Required
Features.Chon cac dich vu can thiét cho Server .



GWmmmmmunWawuanm
() web Server (1I5)
@ ;}dmmﬂum&ummmﬂs&ﬁﬂhnmhﬁm
usage
Web Server

Common HTTP Features
Static Content

Qua trinh cai dat bat dau.



[

ﬁ-‘_‘ Installation Progress
- Wy

Before You Begin The fdlowing roles, role services, or features are beng instaled:

Server Riples

‘Web Server (I15)

Web Server (IIS)

Windows Process Activation Service
Role Servioes

Confirmaton

Results

=
2 rmalzng irstalation...

E ous | _test> | | gt || G |
- Sau khi cai dat hoan tit sé& thdy trong Administrative Tools xuat hién dén 2 dich
vu IIS d6 1a 11S6 va 11S7.

VIl. DICH VU FTP.
1. Giéi thi¢u vé FTP.
- FTP 1a chir viét tic cua File Transfer Protocol - Giao thurc truyén file. FTP 1a mot
giao thirc truyén file trén mang dya trén chuan TCP nén dang tin ciy.Giao thirc
truyén tai file - FTP 13 cong cu quan 1y files gitta cic may. FTP cho phép truyén va
tai files, quan 1y thu muc, va lay mail. FTP khong duoc thiét ké dé truy nhap va thi
hanh files, nhung no6 13 céng cu tuyét voi dé truyén tai files. Windows Server 2008
hd trg 2 version FTP servers 1a FTP 6.0 va FTP 7.5 . O version FTP 7.5 duoc hd
ting cudng tinh bao mat va cong cu cho nha quan tri dé quan ly.
Nhiing diém méi :
FTP Publishing Server méi gdm c6 rat nhiéu tinh nang va cac cai thién.
- Su tich hop véi IIS 7.0

- Hd trg cho céc chuan Internet méi

- Chia sé hosting

- Kha ndng mé rong

- Logging

- Céc tinh nang khic phuc sy ¢b
2. Cai dit va cau hinh.
2.1. Cai dat.
- Vao Server Manager =» Roles = Web Server(11S)=»phai chudt chon Add Role
Services.



Weh Server (T15)

Provides a relable, manageable, and scalable Veb spolcation infrasiructure.

Events: Mone in the last 24 hours

(4] System Services: 4 Running, 2 Stapped

54 Apdlication Host Helper Service  apphostsve
% ASPNET State Service aspret state
£ Last Refresh: 6/17/2011 17:36:55 FM  Configure refesh

: (Instaled)
|/| Stanc Content Comeressicn (Instaled)
[] Dynamic Content Comaression
B /] Management Teok (Instalied)

¥ os Consd (Instaled)

[ 15 Management Suriplsand Took (Installed)

[V Manzsgerment Seevice (Instabed)

= 7| 115 6 Management Compathiity (Tnsteled)

V] 115 6 Metabase Compatbiity (Instabed)
[¥] 15 6 WMI Compathiity (Installed)
[J] 115 6 Serpting Toaks (Irstalled)
(/] 115 & Manasgement Corsale (Instsled)

- Click Install dé cai dat.



Add Role Services

ﬂ Installation Progress

Raole Services

The following roles, role services, or features are beng irstaled:
Confirmation

Web Server (IIS)

Results

= N
=2 Inisalzng instalation. ..

- Qué trinh cai dat hoan tit. Sau d6 nhan Close.
2.2. CAu hinh : tao mot FTP site
- Trudc tién, ta tao thu muc can public :

G"\JF ' 1. v Public »
flle Edit View Toos Hep l
Organize v |=iviews v (s Cpen 33 Sharing Setungs 2]
s Name = | -| Dete modifes |-| Tyve |-lsee”  [-frage -]
Lth Publc Cocuments 1/15/2008 1:96 AM  Fie Folder
B Dscurents J. Publc Dowrloads 1/15/2008 1:96 AM  Fie Folder
E Petures {dllpuble Music f Sie Foider
B rusc (Bouwic Petres =te Foider
D Recertly limged (¥ousic vdeos v e Folder
I searches
i Pubic
Folders ~

- Vao Start=>Administrator Tools=>»Internet Information Services (11S) 6.0
Manager. Bam phai chuét vao FTP Sites hoic Default FTP Site»chon

New=>FTP Site..



|Eal &30 7 Ho:
d Internet Information Services | Comouter
= 0 THeA fozal computer) | W9 TH3A (ozal computer)
Bl (i) FTP Sites
) B

- bién tén goi nho.

FTP Site Creation Wizard

FTP Site Descripticn
Dz the FTP eta to help adminisEios demfy i

- Nhép IP may server va dung port mac dinh FTP la 21



FTF Sibe Creation Wizard

IP Addrees and Pomt Settinge
Lpecfy an IP addees and pon sstting for the FTP esta.

122.168.1.4

- Chon cac muc bao v¢ file va ngan chan truy cap:

Do not isolate users : cho phép tat ca user dang nhap vao FTP site.

Isolate users : mdi user sé& tu duoc dua vao thu muc chi dinh

Isolate users using Active Directory : Cho phép user dang nhap vao FTP site
nhung phai c6 account & Active Directory.

- Nhap duong dan thu muc can publish

FTP Site Creation Wizard

FTP Site Home Directory
Thee home directony & the reat of your FTP content subdireciones.

- Thiét 13p quyén han cho ngudi truy cap ddi vdi file.



FIP Site Creation Wizard

FTP Site Access Permissions
Sat the accses pamissions for thie FTF site.

- Sau d6 nhéan Finish dé hoan tat.



CHUONG 4: USER - GROUP
I. GIOI THIEU VE LOCAL USER VA LOCAL GROUP
Théng thuong mot may tinh khong phai chi c6 mot ngudi nao d6 sir dung duy nhat
ma trén thuc té ngay ca may nha déi van ¢ it nhat tir 2-3 ngudi sir dung. Tuy nhién
néu tat ca moi nguoi déu sir dung chung maot tai khoan thi nhitng dit liéu riéng tu
ciia minh khéng cho ngudi khac thiy. Nhung néu may tinh 1a may chung cua cong
ty va van dé dit ra 1a ta khdng mudn tai liéu ciia ngudi minh, ngudi khac co thé xem
tly tién duoc. Céch tét nhat 12 cap cho mdi nhan vién mot may nhit dinh va yéu cau
ho dat password 1én may ctia minh, nhung nhu thé thi rat tn kém va khong duoc ua
chuong. Chinh vi thé nguoi quan tri mang sé& sir dung cong cu Local Users and
Groups dé tao cac tai khoan ngudi dung trén cing moét may, khi do dir liéu cua
ngudi nay ngudi kia khong thé truy cap duoc.

II. TAO CAC LOCAL USER

- Pé tao duoc User local phai c6 quyén ngang hang vai Administrator cua hé
théng.

-Vao Start=»Programs=>»Administrative Tools =»Active Directory Users and
Computers.

=
File  Action View Help
L A NENE TENERENN ? Il SR
: Active Directory Users and Comput | Mame | Type | Description | :l
_ Saved Queries SE‘AIIO'.'-.'ed ROD... Security Group ... Membersin this group can...
B & taiphat.net 82, certPublishers  Security Group ...  Members of this group are. ..
'—_ Builtin .ia_"Denied ROD... Security Group ... Members in this group can...
.—_ Computers Sga_',DHCP Admini... Security Group ... Members who have admini...
::*. Domtain Contr.oller.s X .S:E‘DHCP Users Security Group ...  Members who have view-...
- Ezr:r'sgnsemr't"'p””“pals 2, Dnsadmins Security Group ...  DNS Administrators Group
- .SEJDnsUpdatePr... Security Group ...  DMS dients who are permi...
Sa_"Domain Admins  Security Group ... Designated administrators. ..
.ia_"Dumain Com... Security Group ... Al workstations and serve...
H2, Domain Cont... Security Group ...  All domain controllers in th...
° ADomain Guests Security Group ...  All domain guests
.S_E‘Domain Users  Security Group ...  All domain users
H2, Enterprise A... Security Group ...  Designated administrators. ..
SE,Enterprise R... Security Group ... Members of this group are...
Q‘Group Policy ... Security Group ... Members in this group can...
?_a Guest User Built-in account for guest ...
?_, phat User
S_E,Dhattai Security Group ...
.S_E‘RAS and IAS ... Security Group ... Serwversin this group can ...
SE‘Read-onI*,' D... Security Group ... Members of this group are...
.S_!,Schema Admins Security Group ... Designated administrators. ..
?_, tai User
?_, vantai User
5 I I _’I a_, xuanphat User z
|

- Chudt phai User = New User <> tai bang New Object — User dién day du cac
thong tin vao First Name, Last Name, Full Name.

- Chon Next d¢é tiép tuc.Xuat hién bang thiét lap password.Day 1a mat khau cua ban
g véi tén tai khoan di tao & trén,dung dé dang nhap vao domain.

- Pasword phai théa man cac chinh sach mac dinh cia Windows Server
2008.Password it nhat 1a 7 ki tyr va phai c6 cac thanh phén sau :



e Cac ki ty thuong : a,b,c,de.....
e Cac ki tr in hoa : A,B,C,D,E....
e Cic chirsd: 1,2,3,4,5....
e Cac ki tu dac biét : @,!,9,&.#....
- O day khong thiét 1ap password vi trong Group Policy Management Editor da

v0 hi¢u hoa password.
—ioix]

File  Action View Help

&= [ HIRE = H=

_Ej Default Domain Controllers Polic = | | Policy = | Policy Setting |
El % Computer Configuration [s] Enforce password history 0 passwords remembered
= = PC_"ICIES ltig] Maximum password age a
| Software Settings [t Minimurm password age 0 days

B [0 Windows Settings
|=i] Scripts (Startup
= Deployed Printe
= i Security Setting
= _:jfl Account Pol
;EI Passwo
_EEI Accoun
EC:I Kerberg
Gl Local Policie
f Ewent Log
& Restricted ¢
‘& System Ser’
‘g Registry
_;5 File System
F gof wWired Netw
| wWindows Fil

L5ig] Minimum password length 0 characters

Password must meet complexity requirements
|51z| Store passwords using reversible encryption Disabled

HEEHEEEA

| Metwork Lis
s_jﬂ Wireless MNe
| Public Key F

| Software Ri_|
| Network Ac
lg IP Security
wlly Policy-based qe

| Administrative Temp
- T° 3

-Luuy 4 dong :

e User must change password at next logon : bat budc user phai thay doi
password & 1an dang nhap ké tiép

e User cannot change password : user khdng cé quyén thay d6i password

e Password never expires : password khong c6 thoi han qui dinh

e Account is disabled : vo hi¢u hoa tai khoan.
- O day sé& khong chon muc nao hét. Nhan Next.




Hew Object - User

- Chon Next dé tiép tuc.O bang tiép theo 1a thong tin vé user chuén bi duoc tao.

Mew Object - User

- Chon Finish dé két thuc.
- Tiép theo,kiém tra thir user dd duogc tao .Click dup vao User va kiém tra.



B Active Directory Users and Computers

Dé gan cho User c6 thé ding nhap vao domain. Vao Group Policy Management
Editor. Chon Allow log on through Terminal Services.

I Alk

log on through Terminal Services Properties

[ —

Add User or Group = Browse = danh tén user réi Check Names = OK.



1%
Select this obiect type:
|Llum. (aroups, or Bulli4n sacurty principals Objsct Types...
From this location:
Feilhm.net Locations...
Entar tha objact namas to sabect (axamples):
i phat [}, Check Names
Advanced... | OK Cancel
A

User tai , phat da dugc chon dé logon. Va nhan OK
Vao Logon as a Service. Ciing gan quyén cho user nhu trén. User tai , phat da duoc
gan quyén duoc logon.
201
Securty Policy Setting | Explain |

Log on as a service

[+ Define these policy settings:

TAIPHAT \phat
TAIPHAT \tai
TAIPHAT wantai
TAIPHAT wuanphat

[ Add User or Group... I Remove I

ok | cance | ooy |

Xong sau d6 vao Start & Run =» g 1énh gpupdate /force dé cap nhat user.
Sau d6 Log off dé dang nhap user vao Administrator.Nhap tén user da duoc gan
quyén va nhan OK.(khong can password) vi khi nay ta da khong nhap password.

Vao Start dé xem user da ding nhap vao.



II1. TAO LOCAL GROUP
Dé tao mot group méi.Nhap chudt phai vao User va chon New = Group.

B Active Directory Users and Computers ’_‘—_-I—

Tai 6 Group name go tén group.Sau d6 chon OK



Hew Object - Group x|

% Create in:  taiphat.net/Users

Group name:
I phattai

Group name (pre-Windows 2000]):
I phattai

Group sCcope Group type
¢ Domain local % Security
% Global " Distribution
" Universal

[ERE] | |

Kiém tra lai group da duoc tao bang cach click vao User

B Active Directory Users and Computers [ =10 X
File Acton View Help
&9 2m F0/XDd = Bm3aurdh
. Active Drrectory Users and Comput | Name | Type | Description | =
= _:l Saved Queries TAdmmsbamr User Suilt-in account for admin...
B Mt.net Q,Allowed ROD,., Security Group ... Members in this group can...
@ - Builtin 83, Cert Publishers  Security Group ...  Members of this group are...
| Computers 8, Denied ROD...  Security Group ... Members in this group can...
%‘: Dok Controfers ) 82, DHCP Admini... Security Group ... Members who have admiri...
— ForeinsearityPrindpals %DHCP Users Security Group ...  Members who have view-...
= Hosti 82, Dnsadming Security Group ...  DNS Administrators Group
88, DnsUpdatePr.., Security Group ... DNS clients who are permi...
%Domain Admins Security Group ... Designated administrators...
88, Domain Com.,, Security Group ...  All workstatons and serve. ..
%Doman Cont.., Security Group ... All domain controllers in th...
%Domam Guests  Secunity Group ...  All domain guests
%Domam Users  Security Group ... All domain users
B Enterprise A...  Security Group ...  Designated administrators...
%Enterprrse R... Security Group... Members of this group are...
%Group Policy ... Security Group ... Members in this group can...
.!. Guest User Built-in account for guest ...
E, phat User
%RAS and IAS ... Security Group ... Serversin this group can ...
%Readon‘v D... Security Group ... Members of this group are...
88, Schema Admins  Security Group ... Designated administrators. ..
tai User )
9 1
FT— 1 S =

[ [

Dé dua user vao group phattai ,nhip chudt phai vao group va chon Properties. Tai
tab Member.Chon Add..

Tai 6 Enter the object name to select ban g& tén user mudn dwa vao group.

Sau khi g6 tén user,chon Check Names dé kiém tra.

Va két qua 1a ton tai user ndy trén domain.



Select Users, Contacts, Computers, or Groups

o Gope o Chotoas

Sau khi thém user vao group.Chon OK dé xac nhan



CHUONG 5: CHINH SACH BAO MAT (GROUP
POLICY)

I. ACCOUNT POLICY
1. Password policy

Vao Aministrator =» Local Sercurity Policy = Account policies.

ELocalSecuritv Policy o ] 4]
File Action View Help

o 2 sl Ea . SENN 7 N
EJ_;I Security Settings Policy =
B [ Account Policies

4 Password Policy

| Security Setting |
| Enforce password history 0 passwords remem. ..

£ | Maximum password age i}
Q Arcount Lockout Palicy | Minimum password age 0 days
r:) KEI’b.EI.'DS Palicy 15 Minimum password length 0 characters
2 LocPolices |55 Password must meet complexity r... Disabled
_| Windows Firewall with Advanced Security || == X i
. i o 15 Store passwords using reversible ... Disabled
Metwork List Manager Policies

| Public Key Policies
| Software Restriction Policies
lg IP Security Policies on Local Computer

HEHH

< |+

|
Trong nay bao gdm cac muc:
e Password must meet complexity ... : khi dat password cho wins phai c6 du
do phuec tap.(hoa, thuong, s0, ky tu dac biét). Mac dinh tinh nang nay s€ bi disable,
dé gia ting ché d6 bao mat nén chon Enable

e Minimum password age: mic dinh gia tri nay 1a 0 néu ta thay n6 bang con
s6 khac 0 VD 1a 3 chang han thi user chi c6 quyén thay d6i password 3 ngdy mét
1an ma thoi.

e Minimum password length: D6 dai t6i thiéu ctia password

e Enforce password history: nhé bao nhiéu password khong cho dat trung.

e Store password using reversible ... : ma hoa password.

2. Account lockout policy
e Account lockout threshold: dé khoa account khi dang nhap sai.
e Account lockout duration: khoa account trong 30 phut khi dang nhép sai.
e Reset account lockout counter after: xoa b nhéd danh pass.



File Action View Help

E Group Policy Management Editor

=101

CYEEIEN TS

=]

b‘;.- Computer Configuration
B2 [ Policies

| Software Settings

B [ windows Settings

|| Scripts (Startup/Shutdown)

= Deployed Printers
=] i Security Settings

Bl _EI Account Policies
;d Password Palicy
-:d Account Lockout Policy
;d Kerberos Paolicy
| Local Policies
[z§| Eventlog
'8 Restricted Groups
' System Services
‘g Redgistry
_g File System
f_Hf Wired Metwork (IEEE 802.3
| Windows Firewall with Adva
| Metwork List Manager Polici
Ej Wireless Network (IEEE 80:

HEEBHEHEBEEBE

1=

Il. LOCAL POLICY
1. User rights assignment:
Vao Administrator =» Local Sercurity=»Local policies.

_Ej Diefault Domain Policy [WIN-WP4XSEPPTIO. tai & | | Policy =

| Policy Setting

lois| Account lockout duration
lois| Account lockout threshiold

Lo Reset account lockout counter after

Not Defined

0invalid logon attempts

Not Defined

E. Local Security Policy =1al=l
File Action WView Help
e 2@(X=H
i Security Settings Policy = | Security Setting | o
Bl [& Account Policies 15s| Access Credential Manager as a tr...
;:g Password Policy ;E' Access this computer from the net... Everyone,Authentic. ..
;_5 Account Lackout Palicy lzis| Act as part of the operating system
[, Kerberos Policy Add workstations to domain Authenticated Users
=8 LEcaI Po.licies. 5 Adjust memory quotas for a process  LOCAL SERVICE,NE. ..
4 ”""'t °"c" — [:) llow log on locally *5-1-5-21-1737685. ..
Ti ;nmEnt Allow log on through Terminal Ser...  vantai,xuanphat,tai...
B E’indows Firewall with Advanced Security Back up files and directories Administrators,Serv. ..
=] Network List Manager Policies Bypass traverse checking Everyone, Authentic. ..
[ Public Key Policies jf_' Change the system time LOCAL SERVICE,Ad. ..
[ software Restriction Palicies ._?, Change the time zone LOCAL SERVICE,Ad. ..
&, 1P Security Policies on Local Computer 58 Create a pagefile Administrators
lts| Create a token object
lsis) Create global objects LOCAL SERVICE,ME. ..
lzls| Create permanent shared objects
lsis] Cre:ate symbalic links Administrators e
Eﬂ Debug programs Administrators
lsis) Deny access to this computer fro...
lzlz) Deny log on as a batch job
lsis) Deny log on as a service
5= Deny log on locally
Deny log on through Terminal Ser...
Enable computer and user accoun...  Administrators
Force shutdown from a remote sy... Administrators,Serv. ..
|} Generate security audits LOCAL SERVICE,ME. ..
« | e e T R o SN =l
| |

¢ Deny logon locally: chon user khong cho dang nhap vao may tinh.
e Change the system time: nhitng ngudi duoc thay dbi gio hé thong.

e Shutdown the system: nhiing nguoi c6 quyén tit may.

e Allow log on through Terminal Services: cho phép dang nhap.

e Log on as a Service: dang nhap nhu mot dich vu.
Va con rat nhiéu tinh ning khac



2. Sercurity options

E Group Policy Management Editor

File Action View Help

=10/ ]

e 2[E:=HE

HEEHBHBEBEBR

o]

¢ Interactive logon: Do not display last user name: Khi user logout may ctra

_EJ Default Domain Policy [WIN-WP4XSEPPTIO. tair & |
= @ Computer Configuration
B [ Palicies
[ Software Settings
B ] Windows Settings
|| Seripts (Startup/Shutdown)
= Deployed Printers
= i Security Settings
S Account Policies

_{d Password Palicy

_ﬁ Account Lockout Policy
_:d Kerberos Palicy

Local Policies

H  Audit Policy

UUser Rights Assignmeni
Security Options
Event Log

[ Restricted Groups

[[§ System Services

[C3 Registry

_‘5 File System

DiE @ =

S [F

Policy =

| Policy Setting

_:__gf Wired Metwork (IEEE 802, & |
] Windaws Firewall with Adva
[ Netwaork List Manager Polici
aj Wireless Network (IEEE 80:

1 Public Kev Policies

lgls| Accounts: Administrator account status

o) Accounts: Guest account status

otg| Accounts: Limit local account use of blank pa...
lols| Accounts: Rename administrator account

o] Accounts: Rename guest account

|oig) Audit: Audit the access of global system obj...

lois| Audit: Audit the use of Backup and Restore ...
gls| Audit: Force audit policy subcategory settin...

oig) Audit: Shut down system immediately if una...

lsig| DCOM: Machine Access Restrictions in Securi...
gls| DCOM: Machine Launch Restrictions in Secur. ..
sis) Devices: Allow undock without having to log on
) Devices: Allowed to format and eject remav. ..

lols| Devices: Prevent users from installing printe. ..
12ls| Devices: Restrict CD-ROM access to locally ...

lsls) Devices: Restrict floppy access to locally log. ..
lsis| Domain controller: Allow server operators to. ..
l2ls| Domain controller: LDAP server signing requi. ..
i) Domain controller: Refuse machine account ...

lsis| Domain member: Digitally encrypt or sign sec...
2ls| Domain member: Digitally encrypt secure ch...

sis| Domain member: Digitally sign secure chann...

sis) Domain member: Disable machine account p...

s0 dang nhap s& khong ghi lai account user vira logon.

e Interactive logon: Message text for users attempting to log on: Ban c6 thé
nhan géi mot ndi dung nao dé téi cac user trude khi ho logon vao may véi ndi dung

nhén goi & day.

e Interactive logon: Message title for users attempting to log on: Ban nhap

ti€u dé ctia hop ndi1 dung nhan goi vao day.

Not Defined
Mot Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Not Defined
Mot Defined




CHUONG 6: QUYEN TRUY CAP NTFS

|. KIEM SOAT QUYEN TRUY CAP HE THONG TEP NTFS
1. Phan quyén don giin
- Windows c6 mot co ché kiém soat truy nhap rat don gian 1a share dong thoi phan
quyén. Muébn share, chon 1énh Share..., 1an luot Add mot folder, hay click nat phu
ctia con chudt vao folder 4y, s& hién context menu tirng nhom ngudi dung (hay ting
ngudi dung), ctr mdi nhém chon Permission Level dé phan quyén cho nhom Ay.
Xong 4n niit Share.
- Theo cach nay, mdi nhom co thé c6 mot trong ba quyén truy nhap.
e Reader (nguoi xem). Xem toan bd ndi dung folder.
e Contributor (ngudi dong gop). Xem toan bd ndi dung folder, co thé tao
thém file va folder va stra file / folder ma ban than da thém.
e Co-owner (d6ng chu so hitu). Xem va stra toan bo nodi dung cua folder, ké ca
cac file/folder ma nguoi khac tao ra.
] x|
@ 2, File Sharing
Choose people on your network to share with

Type the name of the person you want to share with and then click Add, or click the arrow to find people
or share with everyone.

| e |

Name I Permission Level ]
L Administrator Owner v
) 4 phat Reader v Reader

= e~ I
‘ 0-owner

Remove

Tellm t different wavys to share in Windows.

@share | concel |

- Ba quyén nay khéng doc lap voi nhau. Co-owner bao ham Contributor, va
Contributor lai bao ham Viewer.

- Co ché nay rat dé dung va tién dung, nhung khong dung dugc trong nhiéu truong
hop. Hon nita, co ché nay khong co trén Windows Server 2003 ma chi c6 ¢
Windows Server 2008.

2. Phén quyén co ban

2.1. Gi6i thiéu co ché phian quyénNTFS

- Co ché kiém soat truy nhap co ban trén Windows Server 1 két hop giita hai co
ché phan quyén: phan quyén trén hé thong tép NTFS va phan quyén trén giao thic
chia xé tép CIFS (hay con goi la phan quyén share).

Phan quyén CIFS c6 ba quyén:



e Read (doc)
e Change (sua)
e Full Control (toan quyén).
%

Share Permissions I

GI’DLIP ar User names:

B2, Everyone
R phat phat@taiphat net)
Btz tzi@Etaiphat net)

Add... I Remove I

Permissions for phat Allowe Demy
Full Control O O
Change (| I |
Read O

Leam about access control and permissions

oK | cancel | Aoy |

- Ba quyén nay khong ddc 1ap v6i nhau. Full Control bao ham Change, va Change
bao ham Read.
- Phan quyén NTFS c6 6 quyén: Full Control (toan quyén), Modify (sira), Read &
Execute (doc t¢p va chay chuong trinh),List folder contents (hién ndi dung thu
muc), Read (doc), va Write (viét).
x|
Security |
Object name:  C:\Mew Folder

ISI'DLID ar user names:

52 CREATOR OWHMNER
B2 SYSTEM

3
2 phat (phat Etaiphat net)
;_ Administrator

LD

e
4| e
Add... I Remowve |
Permmissions for tai Al Dermy
Full control O =
Modify O
Read & execute [
List folder contents O
Fead O LI

Leam sbout access control and pemissions

QK I Cancel I Apply I




- Khi truy nhap server tir may tram, quyén truy nhap 1a giao gitta hai quyén CIFS va
NTFS. Do d6, trong thyc tién lam viéc, dé giam bt su phuec tap, khi tao nhiéu share
trén mot server, ¢ thé va nén tao cc share y theo cung mét quyén (CIFS) théng
nhét cho moi share va moi nguoi dung, cu thé:

e Trén moi share ty quan, Everyone c6 quyén Full Control.

e Trén moi share quan ché, Everyone c6 quyén Change.
- Su phén biét quyén truy nhap giita cac nhém khac nhau va trén cac share khéc
nhau khi d6 s& chi thé hién ¢ phan quyén NTFS.
2.2. Cic cong cu phian quyén NTFS
- T4t ca quyén truy nhap co sé cia NTFS 1a :

e Traverse folder/execute file (di xuyén qua folder / thi hanh file).

e List folder/read data (hién thu muc, doc dir liéu).

¢ Read attributes (doc thudc tinh).

¢ Read extended attributes (doc thudc tinh mo rong).

» Create files/write data (tao file, viét dir li¢u).

» Create folders/append data (tao folder, néi dit lidu).

e Write attributes (viét thudc tinh). Cho phép thay d6i cac thudc tinh cua file va
folder.

o Write extended attributes (viét thudc tinh mé rong).

e Delete subfolders and files (x6a folder con va file).

e Delete (x0a).

e Read permissions (doc quyén).

e Change permissions (d6i quyén).

e Take ownership (doat chu quyén).



I} rermission Entry for New Folder |

Object |
Mame: I tai {tai@taiphat.net) Change... |
Apply to: IThis folder, subfolders and files ;I
Permissions: Allaw Deny
Full contral =

Traverse folder [ executes file
List folder / read data

Read attributes

Read extended attributes
Create files / write data

Create folders [ append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

00000000000

=
r Apply these permissions to objects andfor Clear all |

containers within this container only

Managing permissions

)4 I Cancel |

- Khi phan quyén cho mot folder, quyén di phan s& co thé s& ap dung 1én ca céac

folder con va file bén trong, viéc nay goi la thira ké. Viéc thira ké thuc hién theo
mot trong sau kiéu sau day.

e This folder only (chi folder nay thoi). Quyén chi ap dung cho folder nay, khong
thira ké.

e This folder, subfolders and files (folder nay, cac folder con va cac file). Quyén
ap dung cho folder nay, cac folder con va céc file. Thira ké toan phan.

e This folder and subfolders (folder ndy va cac folder con). Quyén ap dung cho
folder nay va cac folder con. Céc folder con thira ké.

e This folder and files (folder nay va cac file). Quyén 4p dung cho folder nay va
céc file. Cac file thira ké.

« Subfolders and files only (cac folder con va cac file thoi). Quyén ap dung chi
cho cac folder con va cic file. Thira ké toan phan ngoai trir ban than.

e Subfolders only (chi cac folder con thdi). Quyén 4p dung chi cho cac folder
con. Cac folder thira ké ngoai trir ban than.



. Permission Entry for New Folder |

Object |
Mame: | tai (tai@taiphat.net) Change. .. |
Apply to: This falder, subfalders and files ;I
- This folder only
Permissions:

Read attr This folder and subfolders
Thiz folder and files

Read extdsubfolders and files only

Create fildSubfolders anly

Files only
Create folders T appeno oats

Write attributes

Write extended attributes
Delete subfolders and files
Delete

Read permissions

Change permissions

-

r Apply these permissions to objects andfor Clear all I

containers within this container only

RRERERERE
OO000000C

Take ownership

Managing permissions

| QK I Cancel |

2.3. Thuec hién cic quyén co ban ciia dir liéu doanh nghiép trén NTFS
- Trong hé thong tép NTFS, nim quyén co ban trén folder dit liéu doanh nghiép
duogc thuc hién theo nhitng cong thirc sau day:

e Quyén str dung = Read & Execute, List Folder Contents va Read this folder,
subfolders and files.

e Quyén dong gép = quyén st dung + Create files / Write data va Create
folders/Append data this folder and subfolders.

e Quyén bién tip = quyén sir dung + Modify va Write this folder, subfolders and
files.

e Quyén xem thu muc = List folder / Read data this folder and subfolders.

e Quyén xem quyén = Read Permissions this folder and subfolders.
e Quyén xem quyén = Read Permissions this folder, subfolders and files.



. Auditing Entry for New Folder |

Object |

Mame: Itai {tai@taiphat.net) Change... |

Apply onto: IThis folder, subfolders and files LI

Access: Successful Failed

Full contral

Traverse folder [ execute file
List folder / read data

Read attributes

Read extended attributes
Create files [ write data
Create folders f append data
wWrite attributes

Write extended attributes
Delete subfolders and files
Delete

00000000000
00000000000

[
Apply these auditing entries to objects
[~ andfor containers within this container Claar Al

only
Manaaging suditing

Ok I Cancel I

Il. NGUYEN TAC KHI AP DUNG QUYEN TRUY CAP

1. Nguyén tic hoach dinh thw muc chwong trinh

Duéi day 1a 1 s6 nguyén tic chung can ap dung khi chi dinh cac cap do truy cap
NTEFS cho thu muc:

- Bo quyén truy cdp NTFS mic dinh & cap d6 Full Control tir nhém Everyone va
dem cép cho nhém Administrators.

- Chi dinh cép do truy cap Full Control hodac Change dbi voi thu muc thich hop cho
nhitng nhom chiu trach nhiém nang cdp va xu 1i 16i phan mém.

- Néu céac chuong trinh mang thuong tri dung chung, cip quyén truy cap & cip do
Read cho nhdm Users.

2 Nguyén tic hoach dinh thw muc dir liéu

e Bo quyén truy cap NTFS ¢ cap d6 mic dinh Full Control tir nhém Everyone va
dem cip cho nhém Administrators.

e Chi dinh cap d0 Add&Read cho nhom Users va cdp do PC cho nhom
CreatorOwner. Viéc ndy s& cung cdp cho nguoi dung dang nhdp cuc bd kha ning
hiuy bo va sita chira chi nhitng thu muc va tap tin ho da sao chép hodc tao ra trén
may tinh ma ho dang nhap.

2. Nguyén tic hoach dinh thw muc ca nhén

e Tap trung moi thu muc ¢4 nhan trén 1 Volume NTFS riéng bi¢t voi Volume
chira hé diéu hanh va cac chuong trinh, nham hop li héa cong tic quan tri va sao luu
dir ligu



e Dung bién %UserName% dé tu dong gan tén tai khoan ctia ngudi dung cho

thu muc va tu dong chi dinh quyén truy cdp NTFS ¢ cip d6 PC cho ngudi tuong

ung.

4. Tao thu muc ca nhan (Home Folder) trén Volume NTFS

- Luu trit thu muc c4 nhan trén mdt Volume NTFES c¢6 thuan loi rat 1on, c¢6 thé td

chtre chung thanh hé théng phéan ting va gidi han kha nang truy cip & nhimng ngudi

dung twong Gmg ma khong can chia s& timg thu muc.

1. SHARE PERMISSION

- Pau tién ma trinh Windows Explorer ra chon Organize = Folder and Search

Options.

G(}v E, ~ Computer ~ Local Disk {C:) ~ ] I;-=E ch Lo
File Edit WView Tools Help
Organize = 155 views = €3 Burn (7]
Mew Folder Eme - |v| Date modified |v| Typs |v| Size |v| Tags |v|
_— . Mews Folder &f26/2011 12:52... File Folder
] -
e . PerfLogs 1719/2008 2:40 AM  File Folder
ARy | Program Files 1/18/2008 4:53 AM  File Folder
Baste | Users 6/25/20116:16 PM  File Folder
Y ) windows 5/25/20118:91PM  File Folder
Pade | |BOOTSECT.SAK 6/25/2011 :04PM  BAK File 8 KB
Select Al
ELayout
Folder and Search Options
25 Celete L\g
Renane
Remoye Prapetkics
Properties
Close

Control Panel

& Recycle Bin

- Chon Tab View sau do click bo chon muc Use Sharing Wizard (Recommended).



x|

Gereral  View ISearc:hI

— Folder views
You can z2pply the view [such as Details or lcons) that
|'. B you are using for this folder to all folders of this type.

| Apphy to Folders l Feset Folders |

Advanced settings:

Launch folder windows in a2 separate process ;I
Remember each folder's view settings

Restore previous folder windows at logon

Show drive letters

Show encrypted or compressed MTFS files in color

Show pop-up description for folder and deskdtop tems

Show preview handlers in preview pane

Use check boxes to select tems

O0RREREORAO

Sharing Wizard (Recommended)
VWhen typing into list view
) Automatically type into the Search Box
{2} Select the typed tem in the view ;I

Festore Defaults |

ok | camcel | Appl |

Trong Windows server 2008 dé chia sé mot thu muc nao d6 nhap chudt phai vao

thu muc can share chon Share. ..
BT
‘m &. - Computer + Local Disk {C:) ~ - m Iaear-:h @‘

File Edit Wiew Tools Help

Crganize + §§ Views v [B7]Explore |23, Share @ Burn @
Favarite Links e | -] Date modified || Type [-|sze  [-|7ege -]
(@) Mew Folder 626/2011 12:52,.. File Folder
[E| Documents @) Perflogs 1/18/2008 2:40 AM  File Falder
E Pictures | Program Files 1/15/2003 4:52 AWM File Folder
@ Music L Users 6/25/20116:16 PM  File Folder
Mare 2 Windows 6/25/20116:41PM  File Folder
| |BOOTSECT.BAK 6/25/2011 7:04PM  BAK File 8 KB
Eolders v . New Folder (2] 0 :52PM  File Folder
Explore
Bl Deskiop Cpen

E Adminigtrator

\i Public W
& Camputer Restore pre: 15 VErsions

= Floppy Disk Drive (4 Send Ta »
E Local Disk {C:)

5 Cut
&3 DVD RW Drive (D:)

Copy

&Y Metwork

@ Control Panel Create Shortout

& Recycle Bin Delete
Rename
Properiies

Lostart| | @ % m |[[7 Localisk () fo @ us2AM
- Nhap chon Advanced Sharing...




™ New Folder (2) Properties

- O 6 Share Name may sé tu lay tén default 13 tén thu muc hién hanh ban cé thé
chinh sira tén nay tuy y.

Advanced Sharing

pewFoldery %

| 167773

Y v
Apply

Véi cac tiy chon 1a Allow: User c6 quyén truy cap tai nguyén véi quyén han tuong
ung.



Véi céc tly chon 12 Deny: User khdng c6 quyeén truy cap tai nguyén véi quyén han
twong ung.

N Permissions for New Folder (2) x|
Share Pemissions |

IEI'IZILIIII ar User names:

ol

Add... I Remove I

Pemissions for Everyone Allow

Dieny
Full Contral O
Change O
Fead O

Leam about access control and permissions

Ok I Cancel | Apply |

Dé thuc hién phan quyén cho cac Group thi ta can Deny tat ca cac quyén caa Group
User nay.

Sau khi Deny tat ca cac quyén cua Group User nhap nit Add thé thém Group hoac
User vao.

Select Users, Computers, or Groups ilil

Select this object type:

ILlsers. (Groups, or Buitin secunty principals Object Types...

From this location:
Itaiphat.net

Locations...

Erter the object names to select jexamples):
tai ltai@tainhat.net); phat [ohat@aiohat net) Check MNames

Advanced... | Ok, Cancel

A

Trong nay gia sit Add thém User tai va ciing Set quyén cho User nay la Deny tit ca
moi quyeén.



N Permissions for New Folder {2) x|

Share Pemissions I

GI’DLII:I ar user names:

qﬂ; Everyons
b 4izi tai@taiphat net)
i_ phat {phat@taiphat.net)

Add | Hemowve |
Permissions fortai Allow Dery
Full Coritrol O
Change [} O
Head Ip

Leam about access control and pemissions

] I Cancel | it [0 |

Tuong ty Add thém User phat va Set quyén cho User nay la Allow tat ca moi
quyén.

M Permissions for NHew Folder (2) x|

Share Pemissions I

GI’DLII:I ar User names:

B2 Evenyone
& tai taiStaiphat net)
& phat (phat &taiphat .net)

Add I Remove I
Pemissions for phat Allow Clery
Full Control | (|
Change O
Fiead (|

Leam about access control and pemissions

[ ok | canca | roply |

Pé tao mot thu muc ma khdng mudn cho ai thay (chi c6 gb 1énh méi vao duoc) thi
thém dau $ vao ngay sau Share Name caa minh.




VD: May ¢o6 IP 1a 192.168.1.10 va thu muc Share cé tén la New Folder (2)$. Trong
nay gia sir ta Add thém User tai va Set quyén cho User nay la Allow tit ca moi

quyén. Khi d6 truy cap tir may khéac vao phai nhap 1a \\172.16.1.10\New Folder (2)$
thi mai vao duoc.

/B 192,168,110
| 4 W192.168.1.10\Mew Folder (215

R

4~ See more results

|"'J'k 3 | | Shut down | » |

Bay gio tir mot may Client khac, truy cap thu muc New Folder (2) vai User la tai
Metwork Error @
Windows cannot access \\192.168.1.10\New Folder (2)

You do not have permission to access Y\192,168.1.100New Folder (2). Contact your network
administrator to request access,

For more information about permissions, see Windows Help and Support

Cloze

May s& bao 1a khong c6 16i vao ly do 1a da Set cho User tai bj Deny tat ca.
User tai bi tir chéi truy cap New Folder (2) . Tuy nhién véi User phat thi c6 thé
xem dugc cac tai nguyén trong nay.



file://172.16.1.10/New%20Folder%20(2)$

#® New Folder (2) (\\192.168.1.10)

Documents
Pictures

& music

% Recently Changed
E Searches

J¢ Public

Folders ~

Pé xem cac thu muc Share an trong Windows, vao Administrative Tools=»Share
and Storage Management.




Trong nay sé liét ké toan bo cac thu muc da Share trude do.

¥4 Share and Storage Management =101 x|

4 Fle Acton View Window Help N ‘ —18(x
LY NG '
L Actions
T
Pending. .. (3 tems received) Connect to anot...
[ Sharelia... | Protocol | Local Path [Quota | Fiescr.. | Sado] | | OO SrES
B Protocol: SMB (9 items) BN |- Frovision Shaee:««
@s ADMINS SMB C:\Windows Manage Session,..
@ Cs SMB c:\ Manage Open Fi...
B Pcs SMB View »
B. V 7'&060#1 SMB C:\Windows'SY... New Window fro...
@] NewFolder SMB C:\New Folder G Refresh
@ NewFod., SmB C:\New Folder (2) el
@l NewFolde... SMB C:\New Folder (2)
g Perflogs SMB Ci\Perflogs
B ssoL S Cilindowsi.
«| | »
< |

| |
Dé tranh phai mat cong nhap dong Iénh \[IP may t6i]\[thu muc share] ching ta c6
thé &nh xa 6 dia d6i vé6i cac thu muc Share thudng xuyén truy cap bang cach nhap
phai vao thu muc di Share can &nh xa va chon Map Network Drive...

() [ s Network » 192168110 » v [ 43 ][ Search 1921681.10 ol
Organize v Search active directory Network and Sharing Center View remote printers _ij: + [ 0
W Favorites ’ netlogon New Folder

M Desktop cag Share calt Share
& Downloads = |
| Recent Places NewF 0 " perflogs
‘_ J * Share hare
= Open in new window
a;levanes | sysvol Restore previous versions
¢ Documents J o
o) Music 2 Map ﬁwork drive...
I/ Pictures Copy
B videos
Create shortcut
/% Computer Properties

& Local Disk (C:)

€l Network

J New Folder (2) (\\192.168.1.10) Offline availability: Not available
Share




Trong cira s6 Map Nerwork Drive hién ra ban chon tén 6 dia anh xa va click Finish.
@ &2, Map Network Drive

What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drivve: [;Z: l 1"]

Faolder '4192.168.1.10% New Folder (2) - Browse..
Example: \\server\share
Reconnect at logon m‘

[T Connect using different credentials

Connect to 8 Web site that you can use to store vour documents and pictures.

[ Fnish | Cancel |

Vao Computer s& thay xuat hién thém 6 dia méi (O dia anh xa). Nhap vao day sé& di
dén ngay thuy muc ma ban vira anh xa.

CE@[}!I » Computer » - | 3 I | Search Computer el |
Organize = System properties Uninstall or change a program Map network drive  » 3: * o
W Favorites 4 Hard Disk Drives (1)

B Desktop Local Disk (€:)
& Downloads r

%5 Recant Places 985 ME free of 6.89 GB
==

4 Devices with Removable Storage (2)

= Libraries
(%] Documents ¢ Floppy Disk Drive (A:) $ DVD RW Drive (D2)

J\ Music
=] Pictures 4 Network Location (1)
B videos B
? Mew Foln[} (2) (192.168.1.10) (F)
= Computer - =
& Local Disk (C)

3 New Folder (2) (\\19

€ Network

MRTAI-PC  Domain: taiphat.net Memory: 388 MB
Proceszor: Intel(R) Core(TM)2 Duo ...



CHUONG 7: XAY DUNG MO HINH MANG MQT CONG TY
I. CAU HINH DIA CHI IP, DHCP,DNS

1. Céu hinh dia chi IP

Server Client
IP address 192.168.1.10 192.168.1.11 =30
Subnet mask 255.255.255.0 255.255.255.0

Default gateway

192.168.1.10

192.168.1.10

Preferred DNS

192.168.1.10

192.168.1.10

2. C4Au hinh DHCP

x

A scopeis arange of possible IP addresses for a network. The DHCP server cannot
distribute IP addresses to cients until 3 scopeis created.

Scope Mame:

Starting IP Address:

Ending IP Address:

Subnet Mask:

Default Gateway (optonal):

Subnet Type:

¥ activate this aCope

IDHCF‘L.J.N

|192. 168.1. 11

|192. 168. 1. 100

|255.255.255.n

192,168, 1, 10
S

I'\‘Jired {lzase duration will be & days) j

[ ox ]

Cancel |

3.CAu hinh DNS

&1 Global Logs .
- {zame as parent folder)

& DNS Manager 1Ol x|
File Acton View Help
— = — = =
&= | HE(XE = |HFEd BE
é IZ)_NS Mame | Type | Data Timestamp
Bl F WIN-AWP4KSEPFTIO [ _msdes
] Cached Lookups ] sites
=[] Forward Loqu Zones A tep
[Z] _msdcs. tRphat.net j_udp
-E:-_J :?p:a: B j DomainDnsZones
‘E'J I f 'n; 5 ] ForestDnsZones
3 everse Lookup Zanes ) N . e
E: E— For.'“aru:iers £| {=ame as parent folder) Start of Authority (SOA) [34], win-wp4x5Sepptio. taip..,  &f25/20116:
o Q {same as parent folder) Mame Server (NE) win-wp<xSepptio, taiphat.net,  7/5/2011 9:0

Host (&) 152,168.1.10 7f5f2011 9

E maTarec
Q win-wp4x Sepptio

Host (a)
Host (&)

II. TAO OU,USER VA GROUP

192.168.1.11
192,168, 1.10

6/25/2011 7
Ff4j2011 10




Cong ty taiphat gém 4 phong : Phong Giam Poc , Phong Ké Toan , Phong Ky
Thuat , Phong Kinh Doanh.

B Active Directory Users and Computers

=10l xl
File Acton View Help

&3 rmalEc=HRE 385 Ta%
] Artive Directory Users and Comput | Name &«
5] saved Queries
Bl G5 taiphat.net

I Type I Description |
[2] phong giam doc  Organizational ...
[2] phong ke toan  Organizational ...

::l Builtin [2] phong ki thuat ~ Organizational ...
:_I Somenil=cs [2] phong kinh d...  Organizational ...
Bl [2] cty taiphat

2] phong giam dac
2] phong ke toan
2] phong ki thuat
[2] phong kinh doanh
[2] Domain Controllers
[ ForeignSecurityPrincipals
] Users

Phong Giam Dbc gom 3 user : gd1, gd2, gd3.

B Active Directory Users and Computers

=10/

File —Acton View Help

I EEIEEE R

j Active Directory Users and Comput | Name = | Type | Description |
|| Saved Queries 5 adi User
B 4 taiphat.net Lo User

[ Builtin ,S gd3 User

] Computers
[l [2] cty taiphat
5] phong giam doc
[Z] phong ke toan
[2] phong ki thuat
[2] phong kinh doanh
[2] Domain Controllers
|| ForeignSecurityPrincipals
|| Users

P&p giam doc Security Group ...

Phong Ké toan gom 4 user : kt1, kt2, kt3, kt4.



B Active Directory Users and Computers

File  Action View Help

o [ B
File Acton View Help
e |rmaHas BR(2 8570 %
j Active Directory Users and Comput | Name = | Type | Description |
] saved Queries 3) ktl User
2 33 taiphat.net L User
[ Buitin k3 User
"_j Computers 5 k4 Lser
B & ct_y taiphat . %ph ke toan Security Group ...
(2] phong giam doc
2] phong ke toan
[2] phong ki thuat
[2] phong kinh doanh
(=] Domain Contrallers
] ForeignSecurityPrincpals
[ users
Phong Ky thuat gom 3 user : kth1, kth2, kth3.
iojx
File Acton View Help
@m0 Bz 8 a:T7a%
] Active Directory Users and Comput | Mame = | Type | Description |
] Saved Queries 5 kth1 User
B ] taiphat.net L itz User
[ Builtin L kihs User
:_I Camputers gph ki thuat Security Group ...
B [2] cty taiphat
(2] phong giam doc
[ phong ke toan
2] phong ki thuat
[3] phong kinh doanh
2] Domain Controllers
[ ForeignSecurityPrincpals
] Users
Kinh Doanh gom 3 user : kd1, kd2 , kd3.
i

L EEIEEE =Y o

j Active Directory Users and Comput | Name = | Type | Description |
] saved Queries ;s kdi |Jser
= ﬁ taiphat.net 3) kdz User

[ Builtin ,?) kd3 |Jser

] Computers
B [2] cty taiphat
|2 phong giam doc
|21 phong ke toan
[2] phong ki thuat
|2 phong kinh doanh
(2] Domain Controllers
[ ForeignSecurityPrincipals
] Users

%ph kinh doanh  Security Group ...




I1l. GROUP POLICY,DICK QUOTA
1. Phong Giam Pdc : cac user cua phong giam ddc ¢ toan quyén trén domain va
dung luong 6 dia khong gidi han, khong qui dinh thoi gian vao mang.

Gerersl  Members | Member Of I Managed E'_.rI

Members:
Mame | Active Directory Domain Services Folder
?_3 Administrator taiphat.net/Users
?_3 gd (2 taiphat.net/Jsers

Add.. |

taiphat net /oty taiphat/phong giam doc

Remove |

ok |

Cancel |

Ppply

_(O] x|

Quota Edit View Help

DX - Q

Status | Mame | Logon Mame | Amount Used | Quota Limitl Warning Level | Percent Used | ;I
@OK kd1 kd 1@taipha... 0 bytes 100 MB 95 MB Ju]
@OK kdz kdz @taipha... 0 bytes 100 MB S5 MB u]
@OK kd3 kd3@taipha... 0 bytes 100 ME a5 Me [}
@OK kti kti@taiphat... 0 bytes 100 MB S5 MB u]
@OK kt2 kt2@taiphat. .. 0 bytes 100 ME a5 Me [}
@OK kt3 kt3@taiphat... 0 bytes 100 MB 95 MB u]
@OK kt4 kt4@taiphat. .. 0 bytes 100 ME a5 Me u}
@OK kth1 kth 1@taiph... 0 bytes 100 MB 95 MB u]
@OK kthz kthZ2@taiph... 0 bytes 100 MB a5 MB u}
@OK kth3 kth3@taiph... 0 bytes 100 MB 95 MB u]

Mo Limit Mo Limit
Mo Limit Mo Limit
e e e e b S e S B s s B
@OK MT ALITHOR. 25,25 MB 0.97 GB 250 ME 2
@OK TAIPHAT\Da... 7 KB 0.97 GB 950 MB o]
@OK MT ALUTHOR.... 11.43 ME 0.97 GB 250 ME 1
@OK tai tai@taiphat.... 2.02 MB 0.97 GB 950 MB a

20 total item(s), 3 selected,

|l




x

|J| J ;
122462101224 +5+8+10-12
Cancel

LH

* Logon Pemitted

|

" Logon Denied

Sunday through Saturday from 12:00 AM to 12:00 AM

2. Phong Ké Toan : cac user thuoc phong ké todn cé céc yéu cau la mat khau it
nhét phai 8 ki ty, thoi gian thay d6i mat khau 1a 30 ngay, ngudi dung dang nhap sai
3 lan s& bi khoa account, thoi gian khoa s& 1a 5 pht, user khdng phai an to hop
phim Ctrl+Alt+Del khi dang nhap, dung luong & dia toi da 1a 100 MB, thoi gian vao
mang tu 8h sang -> 14h céc ngay thi hai, tu , sau.

g

File  Action View Help

il 2 025 ] N
=] p ke toan [WIN-WP4KSEPPTIO & | | Policy ~ I Policy Setting I
B C_ompu‘oer Configuration o) Enforce password history Mot Defined
=R P0_|iCiES 51s] Maximum password age 30 days
_| Software Settings o] Minimum password age 29 days

B [ Windows Settings
|| Seripts {Startup
=l i Security Setling
=] j::j Account Pol
_:E_] Passwo
58 Accour
58 Kerberc
Local Policie
_I] Event Log
g, Restricted (
.3 System Sert
1_-;' Registry
’_31 Fil= System
I _ﬁj‘ Wi, =d\$m0||r IEEE 802, 3) Policies|
| Wind
| Metwork Lis
;gjj Wireless Me
| Public Key F
] Softwars R
] Metwork Ac
.g IP Security '
liy Policy -based Gc
| Administrative Temg

5| Pre‘erenc=s -
i _>l_I
Mat khau it nhat 8 ki tu, thoi gian thay ddi mat khau I1a 30 ngay

lzis| Minirmum password length 3 characters
11| Password must meet complexity requirements Mot Defined
l515| Store passwords using reversible encryption Mot Defined

EJ.'HH

IHHHHH




File

Action  View Help

E Group Policy Management Editor

=l0lx

da

S #El= H&E

4]

15[ pke toan [WIN-WP4X5EPPTIO. taiphat.net] Palicy ||
El &l Computer Configuration

Bl [ Palicies
[ software Settings
B [ Windows Settings
= Scripts (Startup/Shutdown)
= Ig Slecurit\f Settings

= Account Policies
5l Passwaord Palicy
Eé Account Lockout Palicy
Eé Kerberos Palicy

= Local Policies

ESUEIH Palicy
zer Rights Assignment

Security Oplions

Event Log

Restricted Groups

System Services

Registry

File System

Wired Metwork {(IEEE 802.3) Pc
Windows Firewall with Advance
Metwork List Manager Policies —J
Wireless Metwork {IEEE 802. 11
Public Key Policies

[ software Restriction Policies
7] Metwork Access Protection

g 1P Security Policies on Active Di
=, | A , _I

HHHEEEE

DEDOE R » e = = 5

FEHEBBE

Palicy =

I Policy Setting

o] Account lockout duration
[#1z] Account lockout threshold
sis] Reset account lockout counter after

30 minutes
3 invalid logon attempts
5 minutes

ngudi dung ding nhap sai 3 1an sé bi khoa account, thoi gian khoa sé la

5 phat

File

Action  View  Help

E Group Policy Management Editor

=101

@

$| 4 mIXE = HE

_EJ p ke toan [WIN-WP4X5SEPPTIO. taiphat.net] Policy |«
Bl il Computer Configuration

B [ Policies
] Software Settings
B[] Windows Settings
= Scripts {Startupy/Shutdown)
= Security Settings
= jé Account Policies
-i| Password Policy
_:d Account Lockout Palicy
;d Kerberos Palicy
Local Policies
Audit Palicy
IUser Rights Assignment
Security Options
iﬁ Event Log
[ Restricted Groups
L4 System Services
L4 Registry
;5 File System
g Wired Network (IEEE 802.3) Pc
] Windows Firewal with Advance
;| Metwork List Manager Policies —

m
HEEEE E E

Palicy ~

I Palicy Setting

ig| DCOM: Machine Access Restrictions in Securi...
l21z| DCOM: Maching Launch Restrictions in Secur...,
oig| Devices: Allow undock without having to log on
slz| Devices: Allowed to format and eject remav. ..

oig| Devices: Prevent users from instaling printe. ..
2lz| Devices: Restrict CO-ROM access o locally 1.,

loig| Devices: Restrict floppy access o locally log. ..
2lz| Domain controller: Allow server operators to..,
zig| Domain controller: LOAP server signing regui,..
1siz| Domain controller: Refuse machine account ...

lsig) Domiain member: Digitally encrypt or sign sec...
sls) Domain member: Digitally encrypt secure ch...

lnig| Damain member: Digitally sign secure chann, ..

1siz| Diomain member: Disable machine accountp...

ilg| Domain member: Maximum machine account ...
1siz| Diomain member: Require strong (Windows 2.
ilg| Interactive logon: Do not display last user ...
. Interactive logon: Do not require CTRL+ALT...
lig| Interactive logon: Message text for users at..,
17| Interactve logon: Message title for users at..,
sl Interactive logon: Mumber of orevious logon...

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Enabled
Mot Defined
Mot Defined
Mot Defined

user khong phai an t6 hep phim Ctrl+Alt+Del khi ding



=0l

Quota Edit View Help

0 XE - Q

Status | Mame | Logon MName | Amount Used | Quota Limit | Warning Level | Percent Used | ﬂ
@DK kd1 kd1@taipha... 0 bytes 100 MB 95 Me i
@DK kd2 kd?2 @taipha... 0 bytes 100 MB 95 Me i
@DK kd3 kd3@taipha... 0 bytes 100 MB 95 Me i

oK ; kti@taiphat... 100 MB

kt2@taiphat... 100 MB
................. ' U e S e T = N
. 100 MB
@DK kthi  kthi@taiph... 0 bytes 100 MB 95 Me i
@DK kth2  kth2@taiph... 0 bytes 100 MB 95 Me i
@DK kth3  kth3@taiph... 0 bytes 100 MB 95 Me i
If:\-‘ﬁﬁl.' la la =g = 1 L 1 (9] (IR | (9] (I | si1 il
dung luwgng o dia toi da 1a 100 MB
Logontiowrs ﬂ
[ : | Q2 '; (0]:4
12-2-4.-6-8-10-12-2-4-6-8-10-12 _k‘
Cancel
AT e
Sunday
1T .
T gon Pemmitte
Wednesday IIIIII r C e
Thursday
Friday
Saturday
Saturday from &:00 AM to 3:00 PM

thoi gian vao mang tir 8h sang -> 14h cac ngay thi hai, tw, sau
3. Phong Kinh Doanh : Khong cho phép user trén Client truy cap vao 6 chta hé
diéu hanh (& C), khong dugc cai dat chwong trinh, khong dugc truy cap vao
registry, khong dugc truy cap Control Panel trén may Client, dung luong & dia tdi
da la 100 MB, thoi gian dang nhap ti 8h -> 15h thir ba, nam , bay



Prevent access to drives from My Computer Prg d

Setting | Explain | Comment |

E} Prevent access to drives from by Computer

" Mot Corfigured
{* Enabled
{” Digabled

Pick one of the following combinations

Restrict C drive onby

Supported on: At least Microsoft Windows 2000
Previous Setting | Mext Setting |

0K &! Cancel | fpply |

Khong cho phép user trén Client truy cap vao & chira hé diéu hanh (6 C)

g

File Action View Help

&3 fnlzHET

2 ] Policies 4| [ setting =+ | State |
[ software Setings Always install with elevated privileges Enabled
:_I Windows Settings |iE] Prevent removable media source for any instal Mot configured
B f._dmlnlstrahue Templates: Policy definition [i2] Prohibit ralback Mat canfigured
[2] Control Panel |iE| Search order Mot configured

[ Desktop
[ Network
|| Shared Folders
[ Start Menu and Taskbar
[ System
[ windows Components
?5 | &pplication Compatibility
| Attachment Manager
| AutoPlay Policies
|| Backup %
|| Desktop Window Manager
|| Digital Lacker
| Impart Yideo
| Instant Search
] Internet Explorer
| Micrasoft Management Cansole
| MetMeeting

khong dugec cai dit chuwong trinh



Prevent access to registry editing tools Properties

Setting | Explain I Commerit I

E Prevent access to registry editing tools

2%

" Mot Configured
% Enabled
” Disabled

Disable regedit from running silerthy?

|Yes j

Supported on: At least Microsoft Windows 2000
Prewvious Setting | Mexdt Setting |

Ciklé I Cancel |

Appl

.

khong dwec truy cap vao registry

E Group Policy Management Editor

Fle Action View Hep

=0l

L Al el [EREY) el

[ Metwork
[ Shared Folders
[ Start Menu and Taskbar
] System
[ Cirl+Alt+Del Opfions
[ Driver Installation
[ Folder Redirection

[Elprchibit

acess to the Control Panel

khong dwgc truy cap Control Panel trén may Client

[i] Show anly specified Cantrol Panel items

|| Preferences j Setting * State
El ¢} User Configuration | Add or Remove Programs
| Palices  Disply
| Software Setings 5 Printers
[ Windaws Settings B rogans
B[ Au.ﬂministaﬁve Templates: Palicy definition I Regional and Langusce Dptions
|7 Control Panel - o .
. |i] Farce classic Canirl Panel view Mot configured
I Destiop |i2] Hide specified Cantrol Panel items Mot configured

Enabled
Mot configured




=0l

Quota Edit View Help

D XE - Q
Status [ Name | Logon Name Amaunt Used Cuota Limit Warning Level Percent Used | &
kd1@taipha... 5 100 MB
100 MB
@OK k1 ktl@taiphat.. 0 bytes 100 MB 85 MB i
@OH k2 kt2@taiphat.. 0 bytes 100 ME a5 ME i
@DH k3 kt3@taiphat.. 0 bytes 100 MB a5 ME i
@OK k4 kt4@taiphat., 0 bytes 100 MB 85 MB i
@OH kth1  kthi@taiph... 0 bytes 100 ME a5 ME i
dung lwong § dia toi da 1a 100 MB
x|
2 2 ]
12: 24681012245 8-10-12
Cancel
A ||||||||||||||||||||| TR
Sunday
Maonday
Tuesday IIIIIII I " Logon Pemitted
Wedresday |_ ¥ |ogon Denied
Thursday
Friday
Saturday
Friday from &:00 AM to 3:00 PM

thoi gian dang nhap tir 8h -> 15h thir ba, nam , bay
4. Phong Ky Thuat : mat khau ngoai viéc c6 8 ky tu tré 1én thi con phai c6 mat khau
kho, tirc 1a phai c6 thém cac ky tu (- 2/ ...). Khong cho phép Auto play tat ca cac
loai & dia ké ca USB. Dung lugng 6 dia t6i da 1a 100MB . Thoi gian vao mang tir 5h
->10h va tir 13h -> 18h cac ngay thir hai, nam , bay , chu nhat



o

File Action View Help

&0 FERE=HE

L=/ p kinh doanh [WIN-WPAXSEPPT & | | Policy = | Palicy Setting
ol Computer Canfiguration |iig| Enforce password history Mot Defined
B [ Policies 1oy) Maximum password age Mot Defined

:I Software Settings 51| Minimum password age Mot Defined

=N Windo'.?'s Settings oig| Minimum password length 8 characters

5] Seripts (Star_b-lp [ e Enabled

= Deploly'ed Pr"?tf lsis| Store passwords using reversible encryption Mot Defined

=] i‘ Security Setting

= fﬂ Account Pol

53 Passwo

:ﬁ Accour

_ﬁ kerbere

=] j Local Policie

= Audit Po

2 User Rig

zf Security
j Event Log

[4 Restricted ¢

[4 System Ser:

[3 Registry

[, File System

mat khau c6 8 ky tw tré 1&n, phai c6 mat khau kho

Setting | Explain I Comment I

word must meet complexity requirements

E} Tum off Autoplay

" Mot Configured
¥ Enabled
{” Disabled

Tum off Astoplay on: | All dives j

Supported on: At least Microsoft Windows 2000
Previous Setting | Mext Setting |

QK I Cancel | Apply |

Khong cho phép Auto play tat ca cac loai § dia ké ca USB




=101 x]

Quota Edit View Help
0 X& - Q
Status | Iame I Logon Mame I Amount Used | Quota LimitI Warning Level I Percent Used | ﬂ
@OK kdil kd1@taipha... 0 bytes 100 ME 95 MB 0
@OK kd2 kd2@taipha... 0 bytes 100 ME 95 MB 0
@OK kd3 kd3@taipha... 0 bytes 100 MB 35MB i}
@OK kt1 kt1@taiphat. .. 0 bytes 100 ME 95 MB 0
@OK kt2 kt2 @taiphat. .. 0 bytes 100 ME 95 MB 0
@OK kt3 kt3@taiphat. .. 0 bytes 100 MB 35MB 0
@OK kt4 kt4@taiphat. .. 0 bytes 100 ME 95 MB 0
3 100 MB
100 MB

0K 3 kth3@taiph... 100 MB 0
@OK gdi gd1@taipha. .. 0 bytes Mo Limit Mo Limit MfA
@OK gd2 gd2@taipha. .. 0 bytes Mo Limit Mo Limit T
@OK gd3 gd3@taipha. .. 0 bytes Mo Limit Mo Limit T
@OK MT AUTHOR.. .. 25,25 MB 0.97 GB 950 MB Z
@OK TAIPHAT'Do... TKE 0.97 GB 950 MB 0
@OK MT AUTHOR.. .. 11.43 MB 0.97 GB 950 MB 1
@OK tai tai @taiphat. ... 2.02MB 0.97 GB 350 MB i} =

Dung lwgng o dia toi da 1a 100MB

x

Al

_I.

+2-4-6-

Manday

Sunday

Tuesday

Wednesday

Thursday

Saturday

Friday

J

«10-12-2-4-6§ -

Friday from 5:00 AM to 7:00 PM

_M|L|

CR T
Cancel |

|

" Logon Pemitted
% Logon Denied

Thai gian vao mang tir 5h -> 10h va tir 13h -> 18h céc ngay thi hai, nam , bay ,

IV. CHIASE DU LIEU

- Thiét lip permission trén thw muc DATA :
Toén, phong Kinh Doanh, phong Ky Thuat, chi dugc phép doc dir liéu, nhung
khong dugc doc céc thudc tinh, va cac thugc tinh ma rong, cac user & phong Gidm

Déc thi toan quyén.

cha nhat

cho phép cac user &

phong Ké



I} Permission Entry for DATA x|

Object |
Mame: ke toan (TAIFHAT ke toan) Change... |
Apply to:  [This folder, subfolders and files -]
Permissions: Allowy Deny
Full contral 1=

Traverse folder [ execute file
List folder /f read data

Read attributes

Read extended attributes
Create files [ write data
Create folders [ append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

00000000 OO0
00000000000

[
I— Apply these permissions to objects andfor Clear all |

containers within this container only

Managing permissions

I} Permission Entry for DATA |

Object |
Mame: ki thuat (TAIPHAT \ph ki thuat) Change... |
Apply to:  [This folder, subfolders and files |
Permissions: Allaw Deny
Full control =

Traverse folder [ execute file
List folder [ read data

Read attributes

Read extended attributes
Create files [ write data
Create folders [ append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

OO0000000000
O00000XEOOO0

=l
r Apply these permissions to objects and/for Clear All |

containers within this container only

Managing permissions

QK I Cancel |




I rermission Entry for DATA x|

Object |
Mame: giam doc (TAIPHAT \p giam doc) Change... |
apply to: | This folder, subfolders and files =
Permissions: Allowe Deny
Full contral O =
Traverse folder [ execute file O
List folder / read data O
Read attributes |
Read extended attributes |
Create files [ write data O
Create folders [ append data O
Write attributes O
Write extended attributes O froemn
Delete subfolders and files |
Delete | LI
r Apply these permissions to objects and/for Clear all |
containers within this container only
Managing permissions

Ok I Cancel |

- Thiét lip permission trén thw muc DATA chung : cho phép cac user & phong
Ké Toan, phong Kinh Doanh, phong K§ Thuat, duge phép doc dir liéu va doc céc
thudc tinh, Pugc phép tao file va viét di liéu, nhung khong duoc phép thay doi cac
thugc tinh cua file va viét cac thuoc tinh mé rong, duge phép xoa nhung khong
duoc xoba file.

x|

Object |
Mame: I 1 kinh doanh {TAIPHAT '\ph kinh doanh) Change... |
Apply to: IThis folder, subfolders and files LI
Permissions: Allow Ceny
Full contral O O =
Traverse folder [ exscute file O O
Ligt folder / read data [ |
Read atiributes O
Read extended atiributes O
Create files / write data O
Create folders [ append data O O
Write atiributes O
Write extended attributes O
Delete subfolders 2nd files O
Delete
r Apply these permissions to objects andjor
containers within this container only
Managing permissions

Ok I Cancel |




- Thiét lip permission trén thu muc Ké Toan : cho phép céac user ¢ phong Ké
Toan duoc quyén doc, nhung chi duoc doc dit lidu khong duge doc cac thude tinh
cua file. Dugc phép tao file va viét dir liéu, va duoc quyén x6a sira. COn C4c user &
phong Kinh Doanh va K§ Thuat chi dugc phép doc dir liéu.

x|

Dhject |

This permission is inherited from the parent object. Make changes
here to create a new permission that overrides the inherited
Permissions.,

Mame: I ph ke toan (TAIPHAT'oh ke toan) Chanae, .,

I

Apply to: I'I'his folder, subfolders and files

Permis=sians: Allawy Ceny

L

Read attributes

Read extended attributes
Create files f write data
Create folders [ append data
Write atiributes

Write extended attributes !
Delete subfoldersz and files
Delets

EEEEEE

I000080O~”E
L

i

r apply Ehese permissions to abjects and)iaor Clear All
conbainers within this containes ol

Managing oermissions

Ok %I Cancel |

cho phép céc user & phong Ké Toan dwoc quyén doc, chi dwoe doc dir ligu
khéng dwoc doc cac thudc tinh cia file. Pwoc phép tao file va viét dix liéu, va
dwoc quyén xda stra




IR Permission Entry for KE TOAN =]
Object |
This permission is inherited from the parent object. Make changes

here to create a new permission that overrides the inherited
pErmissions.

Mame: I 1 kinh doanh {TAIPHAT\ph kinh doanh) Change, ..

]

Apply to; I'I'his faolder, subfaolders and files

Permissions: Allow Deny

Full control
Traverse folder [ exscute file
Lizt folder f read data

Read attributes

Read extended attributes
Create files / write data
Create folders [ append data

IHEREEORO
I

L

O
D-.
O
O
O
=
=

Write attributes

r Apply these permissions bo objects and/or Clear all |

containers wikhin this coptainer anly

Managing Dermissions

oK :5 I Cancel I

cac user ¢ phong Kinh Doanh va Ky Thuat chi dwgc phép doc dir li¢u.
- Thiét 1ap permission trén thw muc Kinh Doanh : cho phép céc user & phong
Kinh Doanh duoc phép doc dir liéu va céc thudc tinh. Pugc phép viét dir liéu,tao
file, folder. Pugc phép thay d6i cac thudc tinh cua file va folder nhung khong duoc
phép xoa file va folder. Con céc user & phong Ké Toan va phong K§ Thuat chi duoc
quyén doc dit liéu.
x|

Ohsiect |

This permission is inherited from the parent object. Maks changes
here to create a new permission that overrides the inherited
permissions.

Mame: I 1 kinh doanh {TAIPHAT ‘ph kinh doanh} Change; . |

Apply to: I'I'his faolder, subfolders and files

Permissions:

Read extended atiributes
Create files / write data
Create folders / append data
Write attributes

Write extended attributes
Delete subfolders and files
Delets

Read permissions

I0000REED|S

r apply Ethese permissions bo abjecks andfar
conbainers wikhin Ehis comtaimer anlsy:

Managing permissions




cac user ¢ phong Kinh Doanh dwoc phép doc dir lieu va cac thugc tinh. Pwoc
phép viét dir liéu,tao file, folder. Pwoc phép thay ddi cac thudc tinh caa file va
folder nhwng khong dwgc phép xoa file va folder

i

Ohiject |

This permission is inherited from the parent object. Maks changes
here to create a new permission that overrides the inherited
permissions.

Mame: I ph ki thuat {TAIPHAT \ph ki thuat) Chiange; . I

Apply to: I'I'his— folder, subfolders and files LI
Permiszions: Allow
Full control O -

Traverse folder [ exscute file O
List folder / read data i
Read attributes

Read extended atiributes
Create files § write data
Create folders f append data

jw]
IHEREEOEO)S

O
O
O
O

Wirite attributes

[
r Apply Ehese permiesions to objects and)iar: Clear all |

cantainers within Ehis container anly

Manaaging permissions

g1 cone |
cac user & phong Ké Toan va phong K§ Thuat chi dwec quyén doc dir liéu.
- Thiét lip permission trén thu muc Ky Thuit : cho phép céac user & phong K§
Thuat duoc phép tao file, doc dir liéu va doc cac thudc tinh mé rong, nhung khong
cho phép tao folder, viét cac thudc tinh mé rong va khong duoc xda file. Cac user o
phong Kinh Doanh va phong Ké Toan chi dugc phép doc va ghi dix lidu
x|

Ohsect |

This permission is inherited from the parent object. Maks changes
here to create a new permission that owverrides the inherited
permissions.

MHame: | ph ki thuat (TAIPHAT'\ph ki thuat) Change;. .

Apply to; I'I'his folder, subfolders and files

IL\_

Permissions: Allow

>

Read attributes

Read extended atiributes
Create files [ write data
Create folders f append data
Wirite attributes

Write extended attributes
Delete subfolders and files
Delete

r Apply Ehese permissione bo abjects and|ar Clear all I

containers within this coptainer anly

ID080RROO0
T

L

Manaaging permissions

Ok I Cancel| I




cac user & phong Ky Thuat dwgc phep tao file, doc dir liéu va doc cac thugc
tinh mé rong, nhung khdng cho phép tao folder, viét cac thudc tinh mé réng va
khong dwgrc x0a file

]

Ohsect |

This permission is inherited from the parent object. Maks changes
here to create a new permission that overrides the inherited
permissions.

Mame: I 1 kinh doanh {TAIPHAT \ph kinh doanh) Change, .

Apply to: IThis folder, subfolders and files

E\_

Permissions: Allow
List folder / read data [ | |
Read attributes O
Read extended atiributes O
Create files / write data O
Create folders f append data [ |
Write atiributes [ |
Write extended attribu O
Delete subfolders and file O |
r Apply these permissions bo objects and/or Clear all |

cantainers within Ehis container anly

Managing permissions

QK [_: I Cancel I

Cé4c user o phong Kinh Doanh va phong Ké Toan chi dwge phép doc va ghi dir
liu

V. KIEM TOAN
Thiét 1ap kiém toan nham dé ghi nhan lai nhitng truong hop truy cap trai phép.
Click phai thu muc daata =» Properties.

Organize v = Views v [17Explore |33 Share €9 Burn @
Favorite Links Tame |v| Date modified |v| Type |-| Size |v| Tags |-|
J Mew Folder 6/26/2011 12:52.., File Folder
[E Documents | New Folder (2) 5/26/2011 1:52PM  File Folder
EE Fictures J Mew Folder {3) 5/26/2011 %:20PM  File Folder
EB\ Music | Perflogs 1/19/2008 2:40 AM  File Folder
More » J Pragram Files 1/19/2008 4:53 AM  File Folder
, taiphat 7/5/20119:05PM  File Folder
alias v | Users 7j5/20115:22PM  File Folder
] Windows 6/25/2011 6:41PM  File Folder
Bl Desktop - P §
3 ) | |BOGTSECT BAK £/25/2011 T:04PM  BAKFile KB
B admnistator 30l DATA 7/6/2011 9:40PW  File Folder
, Public
1 Camputer Explore
= Floppy Disk Drive (4 Open
E Local Disk {C:) Share. ..
L—JLJ} DVD R Drive (D) Restare previous versions
¥ Network
B Control Panel =i ’
& Recycle Bin Cut
Copy
Create Shortout
Delete
Rename

1 item selected 2

Tab Security = Chon Advanced.



x
' General I Sharng Security I Prewious Wersions I Customize I

Object name: Cldaasta

ISI‘C\LIFI ar User names:

T CREATOR OWNER
B2 5YSTEM
& k01 iphatEtaiphat net)

i1 LAmimistrstore (T 415 H AT Sdmimistrst nra | _lLI
4 3

To change permissions, click Edit. Edit._
Permissions for CREATOR
OWHER Allaw Dierry
Full cartral -
Modify

Read & execute
Ligt folder contents
Read

Writs hd|

For special pemissions or advanced settings, obzemzo |
click Advanced. —_—

Leam about access control and pemissions

ITI Cancel I Ll I

Tab Auditing = Chon Edit.

Pemissions  Auditing |Owner| Effective Pemmissions |

Ta view or edit details for an auditing entry, select the entry and then click Edi.

Cbject name: Chdaata

Auditing entries:

Type | Mame | Arcess | Inherited From | Apply Ta

EHit...

4t
-

¥ Include infertable auditing entries from this ohijects parent

What are the requiremenits for auditing object access?

Chon Add.




P Advanced Security Settings for daata

Remaye:

Nhap Everyone = Check Names = OK.

Select User, Computer, or Group

taiphat net Lacations.. .

EHeck [Hames:

Sdvanced..

Chon tat ca cac chon lya = OK.



x|

Dhject |
Mame: | Everyone Change... |
Apply onto: |This falder, subfalders and files ;I
ArCcess: Successful Failed
Full contral =

Traverse folder [ execute file
List folder / read data

Rezd attributes

Read extended atiributes
Create files [/ write data
Create folders [ append data
Write atiributes

Write extended attributes
Delete subfolders and files

I[EEEEEEEEREER

Delats ;I
Apply these auditing entries to objects |
[T andjor containers within this container e
only

Managing auditing

0K Cancel |

Va nhan OK dé hoan tat.
M¢& Group Policy Management.
Click phai 1én Default Domain Policy =» Edit.

E Group Policy Management . ] ]
Sl File  Acton  View indow  Help -
sL il Acti i Wind Hell (= [t
ks AR T, W
_35 fg:‘f F'D"t':‘f’_ rﬂa;'a_ger“?”‘ Default Domain Policy
orest: taiphat.net
=) ) Dom;ns N Scope I Details I Settings I Delegation I
= Eg taiphat.net Links
E_EI Display links in this location: Itaiphat.net j
Eil Domaill'u Comtrol|  Enfeeiad The following sites, domains, and OUs are linked to this GPO:
% Group Policy Gff v Link Enabled - =
= WM Fiters Save Report... Loc:ai.lon I Enforced I Link Enabled I Péi
E e — ﬁlalpha{.ne{ Na Yes taip
o b View L3
[ Sites Nle“ e,
58 Group Policy Modeling =i Hindowiram fiers ull | _'I
1) Group Policy Results Delete 1
Renarne Lyl
Refresh The settings in this GPO can only apply to the following groups, users, and computers:
- Name
= 82 Athenticated Users
4] | B
Add... Remowve | Froperties |
J
WHMI Filtering
This GPQ is linked to the following YWMI fiter:
I <None > j [Hper |

Click phai Audit object access =» Properties.
Chon Define these policy settings =» Chon Success , Failure.



Audit object access Properties

Ma Run nhap 1énh GPUpdate /Force.

% Kiémtra:
Trén may client = log on KT1 = truy cip vao thu muyc daata =» béo 16i khéng c6
quyén truy cap.

Favorite Links
Daocurments
Pictures

l‘ Music

[y Recently Changed
n Searches

i Public

Trén may Server = Mo Event Viewer.



% Server Manager

Coh

Command Prompt

j Motepad

@ ase of Access Center

Paint

j WordPad
i
i

. I’ ;. Terminal Services 3
E % Active Directory Domains and Trusts
ﬁﬂ Active Directory Sites and Services
administratar | Active Directory Users and Computers
Somments _g ADSI Edit
~= LComponent Services
Canmus é Computer Management
g Data Sources [QODBEC)
MNetwork Qﬁ DHCP
2 DNS
Control Panel m t Viewer

1
-

GI’Dli’,;-'l:O"CY Management
ISCSI Initator

Local Security Policy
Memory Diagnostics Tool
Reliability and Perfarmance Monitor
Security Configuration YWizard
Server Manager

Services

Share and Storage Management
Storage Explorer

System Configuration

Administrative Tools »
Help and Support
Run...

3 All Pragrams

IitaltSear-:h [g] (0] | [ | * |

Task Scheduler

Wirdnwe Firewall with Advanced Semority

bOEH M 0@ e S

Mo Windows Logs =» Security =» Mo cac event Audit Failure (& event id

5140).

Fle Action View Help

=181

YRR E

E Event Viewer {Local)
‘_—} Custom Views
=] g'\‘!indo'h's Logs
&5 Application
] Seaurity
Q Setup
§.—=| System
Q Forwarded Events
£ Anplications and Services Logs
d Subscriptions

Security 11,433 Events (1) New events avaiable

7 ’8;2011 12:47:26 AM

Microsaf, .

Actions

Security

File She

%!\udn Slccess ?@2011 12:47:26 &M Microsof,., 515  Filtering
Q._.ﬁ.udit Success 7faf2011 12:47:26 AM Microsaf... 5156  Filtering Import Custo...
'El“.ﬁ.udit Success 7/8/2011 124721 AM Wicrosaf..,, 5140 Fie She o :
n_l | Clear Log. .,
1
T Filter Current...
Event 4656, Microsoft Windows security auditing, X D E—
Propertiss
General |Dr:tai|5| ® Find...
- = H Save Events ...
A handle to an object was requested,
AttachaTas. .
Subiect: o
Log Mzme: Security G Refresh

= (pen Saved ...

F Create Custo..,

N

Quan sat thay truong hop truy cap trai phép cua KT1 vao thuy muc daata da duoc

ghi nhan lai.



£E Event Properties - Event 5140, Microsoft Windows security auditing. x|

General | Details I

A network share object was accessed. -
Subject:
Security ID: TAIPHAT phat
Account Mame: phat §
Account Domain: TAIPHAT
Legen ID: (21 6l115
|
Log Mame: Security & |
Source: Microsoft Windows security  Logged: /872011 12:47:28 AM
Event ID: 5140 Task Category: File Share
Level: Infarmation Keywords: Audit Success
Uzer MAA Cormputer: WIN-WP4X5EPPTIO taiphat.
CQpCode: Info
kore Information:  Ewent Log Online Help

Copy | Close |

VI. QUAN LY MAY IN
Tao 4 may in c6 tén la ph giam doc, ph ke toan ,ph kinh doanh, ph ki thuat
twong ung cho mdi phong .

File View Play Mavigate Favorites Help

6(} I.a;_.la » Contral Panel = Printers - @ IsEé.-;h lQJ

Organize + ig Views - %Addaprint&r j Server propertes @
Favarite Links ame : |-| Documents I'l StafLIIS - I'l iZomments I'l Location I
E@!!ph kinh doanh a Ready
El Documents @R oh ki thuat 0 Ready
E Pictures (R ph ke toan 0 Ready
@ Music [i¥Enh giam doc 0 Ready
Idars  *
Folders b
Bl Dzsktop I
B administrator
} Public
& Computer
B¥ Netwark
E Control Panel o
Administrative T/
[5g AutaPlay

@ Default Program
@ Ease of Access (
A Fonts

L+ Metwaork and She
E’ Personalization
5 Power Oplions
= Printers

[ Pragrams and Pz
1Bl System

Gan quyeén cho céac user & phong Giam Ddc dugc quyén in trén may in tén “ ph
Giam Pdc”. Va cho may in ndy luén & trang thai san sang, gan d6 vu tién cho may
innay la 2.



x

Color Management I Security I Optional Settings I
General I Sharing I Parts Advanced

¥ Always availabls M

 Avalablefrom  [lz00AM = To [1zooam =

Priority: | _|:;‘
Driver: |Epson AL-2600 >|  MNew Driver... |

i¥ Spool print documents so program finishes printing faster

i~ Start printing after |=:* page is spooled
% Start printing immediately
i~ Print directly to the printer

™ Hold mismatched documents

¥ Prirt spocled documents first

™ Keep printad documents

¥ Enable advanced printing features

Printing Defaulis... | Prirt Processar... | Separatar Page... I

ok | caneel | Ay | Hen |
Riéng user gdl dugc quyén thay d6i cac cAu hinh va duoc quyén xoda tai lidu da
duogc sir dung trén may in “ph Giam Dbc”.

BB Permission Entry for ph giam doc |

Ohsect |

Mame: | gd 1 {gd 1 @taiphat.net) Change... |

Apply to; ITh|s- object only ;I

Permissions:

Print

Manage printers
Manage documents
Read permissions
Change permissions

Take ownership

Clear All |

Managing permissions

e ’“-'i—l Cancel I

Trén may in “ ph Ké Toan” cac user & phong Ké Toan dugc quyén in trén may in
nay, thoi gian duoc in tir 7h sang dén 18h chiéu . Muc d6 uu tién 1, cac user &
phong Giam DPdc dugc phép in trén may in nay, riéng user gdl dwoc phép toan
quyén.



:'_:'; ph ke toan Properties |

Color Managemert I Security I Optional Settings I
General | Sharing | Ports Advanced
 AMways availzble
& Available from [ 7o0pm =l Te |EooPm =

Priority: |1 _:I

Driver: |Epson AL-C1000 | MNew Driver... |

{* Spool prirt documents so program finishes prrting faster

™ Stan printing after l2st psge is spooled
* Start printing immediztely
¢ Print directly to the prirter

[~ Hold mismatched docurnents

[V Print spooled documents first

[T Keep printed documents

[¥ Enable advanced printing featurss

Printing Defaulis... I Print Processor. .. | Separator Fage... I

ok | cancel | Popty | Hep |

g:_::; ph ke toan Properties x|

General I Sharing I Poris I Advanced
Color Management Security | Optional Settings

GI'DLIFI ar User names:

B2, Everyone -

8% CREATOR OWMNER

3

82 ph ke toan (TAIPHAT ph ke toan)

3:., administrator (gd 1)

82 Administrators (TAIPHAT  Administrators) hd
Add... I Remove I

Permissions for gd1 . Allow Dierny
L
Print > O
Manage prirters O
Manage documents O
Special permissions O O

For special pemissions or sdvanced settings, click e |
Advanced.

Leam about access control and pemissions

ok | camcel | meph | Help |

Trén may in “ph Kinh Doanh” cic user & phong Kinh Doanh dugc quyén in trén
may in nay, mic do uu tién cho may in nay la 1, thoi gian dugc in tir 9h sang dén
14h chiéu. User gd1 duoc toan quyeén.



=y ph kinh doanh Properties x|

Color Management | Security | Optional Settings I
Generzl | Sharing | Parts Advanced

" Always available E:*:

~ Avalablefom | S00PM = To  [BooPM 2

Prionty: m

Driver: |Epson ALC1100

j Mew Dirver... |

{* Spool print documents so progrem finishes printing faster

" Start printing after last page is spooled
{* Start printing immedizately
£ Print directly to the prirter

[~ Hold mismatched documerts

¥ Print epooled documents first

[T Keep printed documents

[+ Enable advanced printing features

Printing Defaulis... |

Print Processor... |

Separstor Page... |

o |

Cancel

Help

Apply

=y ph kinh doanh Properties

Color Management

Gererzl

Sharing

Securty

Ports

Group ar User names:

I Advanced
Optional Settings

B3, Everyore

.'EJJCHE%TOH CWHER

ﬂ; administrator {gd1)

82, Administrators (TAIPHAT Administrators)
& odi2d1Etaiphat net)

82 poh kinh doanh (TAIPHAT oh kinh deanh)

[

Add... | Remove |
Permissions for gd1 Alow Deny
Print O
Manage printers a
Manage documents (|
Special permissions O |

For special pemissions or advanced settings, click
Advanced.

Leam about access control and permissions

Advanced |

x|

Cancel

o]

Apphy Help

Trén may in “ph K§ Thuat” cac user & phong Ky Thuét dwoc quyén in trén may in

nay, thoi gian duoc in tir 8h sang dén 16h chiéu, muc d6 uu tién 1a 1.




-y ph ki thuat Properties




