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Tuyén bd ban quyén

Gido trinh nay sU dung lam tai li€u gidng day ndi b0
trong trudng cao dang nghé Cong nghiép Ha Noi

Trudng Cao dang nghé Cong nghiép Ha NOi khong sUr
dung va khong cho phép bat ky cd nhan hay t6 chlc nao s
dung gido trinh nay v&i muc dich kinh doanh.

Moi trich dan, st dung gido trinh nay v&i muc dich khéc
hay & n0i khac déu phdi dugc su dong ¥ bang vin ban cla
trudng Cao dang nghé Cong nghiép Ha N6i




LOI GIOI THIEU

Gi4o trinh “Quan tri mang 2~ dugc bién soan dua vao Chuong trinh khung
Quan tri mang mdy tinh di dugc BO Lao dOng — Thuong binh va Xi hdi ban
hanh. Gido trinh dugc bién soan nham tao di€u kién thudn 10i cho cdc cO s&
day nghé trong qua trinh gidng day.

PE thudn 10i trong qua trinh ti€p thu cdc ki€n thlc va k¥ ning mOt cich day
dU, ngu0i hoc can trang bj ki€n thUc cO ban theo gido trinh “Qudn tri mang
1” thuOc chuong trinh khung Qudn tri mang may tinh.

Gi4o trinh gdbm 10 chuong dugc chia 1am 2 phan:

Phan 1 - tU chuong 1 dén chuong 5 — cung cép kién thlc va kY ning
lién quan d€n cong tic giam sit mang, tri€n khai va quan tri hé& thOng tl xa;
Ngoai ra, kha niing phat hi€én va khoi phuc khi server bi hOng héc ciing dugc
dé cap dén. Chlc ning cla Group Policy trén Domain Controller mang tam
quan trong rat 16n d6i véi hé thdng; Do vay, tao va qudn 1y cic dOi tugng
trong Group Policy Object 12 k¥ ning khong th€ thi€u doi vGi ngudi quan tri
mang.

Phan 2 — tir chuong 6 dén chuong 10 — gitp ngudi hoc 6 kién thic va
k¥ ning bdo vé hé thGng mang vdi cic tinh ning quan trong trén ISA Server;
Bén canh d6, vi€c tri€n khai hé thdng mang riéng Ao cho phép truy xudt tai
nguyén khi ngu0i ding khong & trong mang n0i b0 1a cong cu t0i Uu dOi vGi
ngUdi diing. Khi khong & trong mang, van d€ s dung thi khodn cUa minh d€
gUi nhan mail trong mang cUc bo ciing 12 cong vi€c cap thi€t. Su' cO xAy ra
d0i vGi mdy ISA Ia di€u khé tranh khoi; thao tdc phat hién va khac phuc kip
thdi gitp hé thOng hoat ddng mbt cdch hoan hdo.

Trong qud trinh bién soan gido trinh, ching tdi d4 tham khdo mot sO gido trinh
va tai liéu cla dOng nghi€p. Xin chan thanh cdm On vA mong dugc lugng th(r
khi trich dan chua dugc phép.
Gi4o trinh xuat bdn da ddp Ung kip thdi nhu cau cla ngu0di hoc; Tuy nhién,
khé tranh kh@i nhing khiém khuy&t. Nhém bién soan rat mong nhan dugc
g6p ¥ tU ngudi doc d€ hoan thién.

Thdng 05 nam 2012
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MO DUN: QUAN TRI MANG 2

Ma mo6 dun: MD 36
Vi tri, tinh chat, ¥ nghia clla mé dun:

- Vi tri: M6 dun dugc b0 tri sau khi sinh vién hoc xong mon, md
dun: Mang mdy tinh, Qudn tri mang 1.

- Tinh chat: La md dun chuyén nganh bat bubc.

- Y nghia: 12 md dun gidp sinh vién Quan trj chuyén sau hé thOng
mang; cai dat, tri€n khai va cdu hinh ddm bdo an toan cho hé
th&ng mang.

Muc tiéu cua mo dun:

- C6 kha ning tinh chinh va gidm st mang Windows Server;

- Trién khai dugc dich vu Routing and Remote Access (RRAS);

- C6 kha niing phat hién va khoi phuc Server bi hOng;

- C6 kha ning cai dat va quan Iy mdy tinh tU xa thong qua RAS;

- Xay dung dugc mOt mang riéng do VPN;

- Trinh bay dugc cdc tinh nidng va nhing nét dac trung cla ISA
Server;

- Cai dat va cau hinh dugc ISA Server trén Windows Server;

- Thuc hi€én dugc cic Rule theo yéu cau;

- Cai dat va cau hinh dugc cdc chinh siach mac dinh cUa Firewall,
thuc hién chinh xdc thao tic sao 1Uu cdu hinh mdc dinh cUa
Firewall;

- Trinh bay dugc cdc cO ché sao Iuu, phuc hoi toan bd may ISA
Server;

- Thuc hién dugc thao tic xudt, nhap cdc chinh sach cla Firewall
ra thanh file;

- Hiéu dugc céc loai ISA Server Client dOng thOi cai dat va cdu
hinh ding qui trinh cho tUng loai ISA Server Client va nh{ing tinh
ning riéng trén moi loai.

- BO tri 1am viéc khoa hoc ddm bdo an toan cho ngudi va phudng
tién hoc tap.
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NOi dung chinh clla mé dun:

Thoi luong
M3 bai Tén céc bai trong mé-dun | Tén thféé, Tl;‘-’ Kié
g so ¢ hanh m tra
MBD 36-01 | Dich vu Windows terminal 10 3 7
services
MD 36-02 | Tinh chinh va gidm sdt mang 10 3 7
Windows Server
MD 36-03 | Khoi phuc server khi bi hOng 5 2 2 |
MD 36-04 | Cai dat va quan ly remote access 10 6 4
services (RAS) trong Windows
Server
MD 36-05 | Group Policy Object 10 2 7 1
MD 36-06 | Gidi thi€u vé ISA Server 4 4
MD 36-07 | Cai Bat va cau hinh sU dung céc 13 2 11
Rule trong ISA
MD 36-08 | Dich vu Virtual Private Network 8 3 4
MD 36-09 | Publishing 13 3 9
MD 36-10 | Monitor ISA Server 7 2 5
TOng cOng 90 30 56 4

YEU CAU VE PANH GIA HOAN THANH MO PUN

- VE&Kkién thc:
C6 khd niing phat hién cic su cO;
Thuc hi€én dudc cdc bién phédp sao 1uu du’ phong;
Panh gid dugc cic thong luong duOng truyén;
C6 kha ning cai dat, cau hinh k&t ndi Internet;
Trinh bay dugc céc tinh ning va nhitng nét dac trung cla ISA Server;
Trinh bay dudgc cédc cO ché€ sao 1uu, phuc hoi toan bd mdy ISA Server;
Hi€u dudgc céc loai ISA Server Client dOng thQi cai dat va cau hinh
ding qui trinh cho tUng loai ISA Server Client va nhiing tinh ning riéng
trén mOi loai.

- VEKY ning:
Cai dat, g& bo dugc cac phan mém yém trg Terminal service;
Xdc dinh dugc céc nguyén nhan giy ra hong;
S’ dung dudc céc bién phdp sao Iuu dir liéu;
Gidi quyét dugc céc sU cO trén mang;
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C6 kha ning cai dat, quan ly cdc dich vu RAS;
C6 kha niing k&t nOGi mOt mang riéng do VPN;
C6 kha ning ti€p nhan cic cudc goi G xa;
Cai dat va cdu hinh dugc ISA Server trén windows Server;
Thuc hién dugc cic Rule theo yéu cau;
Cai dat va cau hinh dugc cic chinh sich mdc dinh cla Firewall, thuc
hi€n chinh x4c thao tdc sao l1Uu cdu hinh mdc dinh cUa Firewall.
- V& théi d6: Can than, thao tic nhanh, chudn xdc, tU gidc trong hoc tap.



13

BAI 1: DICH VU WINDOWS TERMINAL SERVICES

Ma bai: MD 36-01
Gigi thiéu:

Bai hoc nay cung c8p cho ngU0i hoc cdch thUc cai dat, cdu hinh va g&
r6i vOi dich vu Terminal Service cla Windows Server. Trong do, cé th€ quan
tri server tU xa v0i bang Terminal Service; C&u hinh Terminal Service va quan
Iy cdc phién lam viéc cUa Terminal Service.

Muc tiéu cUa bai:

- C6 kha niing cai dat va g& bo cac phan mém ho trg;
- C6 kha niing tao mdy khich Terminal Services;

- Quadn Iy dugc céc dich vu cla Terminal Services;
Thutc hién céc thao téc an toan vOi mdy tinh.

1. Tai sao phdi dung Terminal Services

Muc tiéu: GiGi thiéu cho ngudi hoc vé chlc ndng cUa dich vu Terminal
Services cung vOi cdc 10i ich dat duQc khi sUf dung dich vU nay.

Terminal Services 12 dich vu qudn tri tU xa (remote administration). Thong
qua Terminal Services, ngu0i qudn tri c¢6 thé€ thuc hién céc tic vu qudn tri tUr bat
ky mOt client nao.

Terminal Services doi hdi mdy tinh dung lam Terminal Services Server du
manh d€ gidi quyét tat cd cic ngudi ding k&t ndi tdi né va cic client c6 thé chay
cdc phan mém khich (client software) trén n6. Khi chay Terminal Services can
phdi mua va cau hinh tat cd cic ding ky mOt cach chinh xdc.

Sau khi cau hinh Terminal Services, ching ta c6 th€ bat dau trién khai cic
phan mém khich va chl. Terminal Services bao gdm mot tién ich cdu hinh, mOt
tién ich quan tri va mOt cong cU tao client d€ quan 1y cic server va client.

Trong bai hoc nay, ngudi hoc s biét Terminal Services 1am viéc nhu thé
ndo, cach cai dat, cdu hinh va qudn ly mdy chU va mdy khich clUa Terminal
Services.

Terminal Services

Terminal Services c6 th€ chay bang mOt trong hai ché d0 sau:

e Trong ch€ d0 quan tri tU xa (remote administration mode), ngudi quan tri
c6 th€ thuc hién céc tac vu quan tri tU bat ky may khach nao trong mang.

e Trong ché d6 chuong trinh Ung dung cla may chU (application server
mode), ngudi dung phdi truy cap tU xa dén cidc chuong trinh Ung dung cé trén
server. Dung ché d0 nay, Terminal Services phan phit moi truGng Windows
Desktop cho cdc mdy tinh c6 th€ khong chay dugc Windows bGi cic han ché vé
phan clng hay 1y do khdc.
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Trong ché d0 application server mode, cic giao dién dd hQa cla mdy chU
dugc truyén cho cidc may khach & xa; cdc may nay gUi cdc tin hi€u ban phim va tin
hi€u chudt cho mdy chU. C4c mdy khach goOi la cdc thin client. NguOi ding ding
nhdp vao thong qua bat c mdy khach ndo trén mang va chi nhin thdy cdc phién
lam viéc (session) cUa riéng ho.

Terminal Services quan 1y c4c session duy nhdt cUa client mOt cich trong
suOt. Rat nhi€u loai thi€t bi phan clng c6 th€ chay trén cic phan mém cla thin
client, gdm cad cic thi€t bi dau cudi va mdy tinh nén Windows.

Loi ich cUa Terminal Services

Terminal Services cung cap nhi€u 10i ich 1am cho né trd thanh gidi phap Uu
viét nhat cho mang:

Su phat tri€n réng hon clla Windows Server - Thay vi cai dat mOt phién
ban day du clUa Windows Server trén cdc mdy, c6 th€ tri€n khai Terminal Services.
Céic mdy tinh c6 phan clUng khong dung dudc phién bdn day du cla Windows
Server hO trQ van c6 thé st dung nhiéu ddc tinh cla Windows Server.

Su hoat dong dong thoi clla cd phan mém thin client va cic hé diéu
hanh ddc 1@p - V4i Terminal Services, ngudi ding mang c6 thé ti€p tuc st dung
hé thOng c6 san trong may cla ho, va c6 thé ding cdc 10i ich clla mdi trudng
Windows Server.

Su phat tri€n cic Ung dung dudc don gidn hoa - Thay vi cai dat va cdp
nhat cdc Ung dung trén tat cd cdc mdy trong mang thi ngudi quan tri c6 thé cai
dat mOt ban sao trén Terminal Services server. Di€u nay ddm bdo rang moi ngudi
diing déu truy cap dugc vao phién badn mdi nhat cla Ung dung.

Viéc quan tri tif xa cla may chu - Terminal Services cho phép quan tri
server tU xa. Di€u nay rat hitu ich n€u ngu0i qudn tri can phdi rdi xa mdy chu
trong mOt khodng thGi gian nao do.

2. M6 hinh xtr Iy cUa Terminal Services

Muc tiéu: Gi0i thiéu cdc thanh phan cUa Terminal cing v0i chlc nédng cla
mOi thanh phdn. Ngoai ra, ngudi hoc s€ bi€t duoc yéu cdu xdc dinh Ung
dung nao s€ duoc chia x€ va loai phan clng nao sé dugc su dung.

2.1. C4c thanh phan cGa Terminal Services

Terminal Services bao gdm 3 thanh phan: Terminal Services server, giao th(fc
Remote Desktop, va Terminal Services client. Terminal Services server giao ti€p v&i
Terminal Services client bang cich st dung giao thfc Remote Desktop.

- Terminal Services server

Hau hét cdc hoat dOng cUa Terminal Services xdy ra trén Terminal Services
server (hay g0i la Terminal server). Khi Terminal Services & trong ch& d0 Ung dung
cUa may chu, tat cd cic Ung dung déu chay trén server. Terminal server s& gUi cic
thong tin vé man hinh tGi client va chi nhan cic input tU chudt va ban phim. Server
phdi theo ddi cdc session dang hoat dOng.

- Giao thirc Remote Desktop
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Khi cai dat Terminal Services, giao thUc Remote Desktop (RDP) dugc tu
dOng cai dat. RDP 1a mOt két nGi duy nhat can phdi cau hinh d€ client c6 th€ két
n0i t&i Terminal server. Ching ta c6 th€ cdu hinh chi mdt k€t n6i RDP trén moi
card mang.

C6 th€ s dung codng cuU cdu hinh cla Terminal Services d€ cdu hinh cic
thudc tinh cla két nGi RDP; c6 thé thiét 1ap mat ma va quy€n, va han ché luong
thQi gian ma céc session cla client c6 th€ con hoat dOng.

- Terminal Services client

Terminal Services client (hay Terminal client) st dung cong nghé thin client
d€ phan phOi Windows Server Desktop t&i nguOi dung. Client chi can thiét 1ap
mOt két nbi tGi server va hi€n thi thong tin v€ giao dién d6 hoa ma server gUi tdi.
Qua trinh nay can chay mOt phan trén mdy khich va n6 c6 th€ chay trén cic mdy
tinh cti khong thdm chi cd nhirng may khong th€ cai Windows Server.

2.2. Lap k& hoach cau hinh Terminal Services

Trudc khi st dung Terminal Services, can phdi x4c dinh Ung dung nio sé
dudgc chia x& va loai phan clng nio sé& dugc s dung. Nhitng yéu cdu nay dé
chay Terminal Services quan trong hon nhi€u so vGi chay Windows server binh
thuOng, dac biét 1a n€u ngU0i dung dang s dung ché dd Ung dung cUa server.

Céan phdi xem xét pham vi va gid thanh cUa viéc ding ky cdu hinh Terminal
Services. MOi client két n0i t&i Terminal server phdi c6 mOt chling nhan ddc biét
cUa Terminal Services client.

X4c dinh Ung dung client

Céc Ung dung s dung cling v@i Terminal Services duQc cai dat trén cO s@
mOi mdy (per-computer) thay vi trén cd sG mOi ngUdi dung (per-user). Ching phai
c6 san vOi moi ngudi dung truy cdp Terminal Services truc ti€p hay tU mot
session & xa.

Terminal Services thuOng doi hdi thém tai nguyén hé thOng d€ quan tri tat
cd céc 1uu thong cla client. Can phdi bi€t dugc cdc ddc tinh cla cdc chuong trinh
niao dé ma cé th€ yéu cau nhi€u tai nguyén tU server. Cdc chuong trinh trén nén
Intel chay trén mady Apple, cdc chuong trinh c6 nhi€u hinh anh video, cdc chuong
trinh MS-DOS, va lién tuc chay cac bit ma (nhu 1a cic b ki€m tra 16i chinh td) c6
th€ 1am can tai nguyén hé thOng. Can phdi han ché cic truy cdp tbi cic loai
chuong trinh nay chi cho nh{tng nguGi ding that su can chiing va tat tat ca cic
dac tinh tuy chon cla chuong trinh ma cé thé dé ndng 1én hé thOng mOt cich
khong can thiét.

Windows Server 1a mOt mdi truOng 32 bit. P& chay mOt chuong trinh 16 bit,
Windows Server can phdi ding dé€n hé thOng “Windows trén Windows” (WOW),
s€ rat tOn tai nguyén hé thOng. SU dung cic Ung dung 16 bit lam gidm s lugng
ngUdi ding ma mot b0 x( 1y don 1& c6 th€ gidi quyét khodng 40% va c6 thé ting
lugng bd nhé cho mOi ngudi dung khodng 50%. R6 rang, tOt nhat 1a nén st dung
Ung dung 32 bit mOi khi c6 thé.
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3. Yéu cau doi vdi Server va Client

Muc tiéu: cho phép xdc dinh cdc yéu cdu vé phdn clng doi v0i server va client
d€ dam bao hi€u sudt hoat ddng dich vu Terminal Services.

3.1. Cac yéu cau doOi v@i Terminal Services server

Céc yéu cau phan clng cho mOt Terminal server phu thuQc vao sO client sé&
k€&t nOi cuing lic va nhu cau s dung cUa client. Sau day 12 mOt s6 hudng dan:

» MOt Terminal server can it nhat mOt b0 xU 1y Pentium va 128MB RAM dé
hoat dOng dugc ddy dl. Ngoai ra, can cung cap thém 10 hay 20MB RAM cho
mOi két nbi cUa client, tuy thulc vao Ung dung ma client s& dung. Terminal server
chia x& céc tai nguyén c6 tinh kha thi gilta cdc ngu'di ding, do vay b0 nhd can cho
cdc ngudi ding bl sung chay ciing Ung dung it hon bd nhd can cho ngudi ding
dau tién tai chuong trinh.

e Nén st dung moOt kién tric bus hoat dOng cao nhu 1a EISA, MCA, hay
PCIL Bus ISA (AT) khong th€ chuyén day du di liéu cho ki€u Iuu thdng mang
sinh ra do mOt céch cai dat Terminal Services thong thuOng.

e Phai cin nhac viéc st dung 6 dia SCSI, hay loai t6t hon 1a FAST SCSI
hay SCSI-2. P& hoat dOng tOt nhat thi nén ding loai dia SCSI vGi RAID sé ting
thOi gian truy cdp dia bang cach dat d(r liéu Ién trén nhi€u dia.

* Vi nhi€u ngudi diing c6 thé truy cdp vao Terminal server ciing mOt lic; Do
d6, can st dung bd di€u hgp mang tOc dd cao. Gidi phdp tOt nhat 12 cai dat 2 bd
di€éu hop trong may va danh mot cdi cho 1uu thong mang RDP.

3.2. Cac yéu cau doi voi Terminal Services client

Terminal Services client chay tOt trén nhi€u mdy khic nhau k€ cd cic mdy
16i thoi va céc thiét bi dau culi da cii khong thé cai dat hay chay Windows Server.
Phan mém phia client phdi chay trén cic mdy sau:

e Céc thi€t bi dau cubi nén Windows (nhiing)

» C4c mdy nén Intel va Alpha chay Windows for Workgroup 3.11, Windows
95, Windows 98, Windows NT 3.51, Windows NT 4.0, Windows 2000

 Cdc may Macintosh va Unix (v&i cdc phan mém cUa cic hing th(r 3)

3.3. Xac dinh yéu cau diing ky chinh xac

Terminal Services sUf dung phuOng phdp ding ky riéng cUa né. MOt Terminal
client phdi nhan dugc mot ding ky hgp 1€ tU Terminal Services licence server
trudc khi logon vio Terminal server. Di€u nay chi 4p dung cho application server
mode. Khi sU dung ch€ d0 qudn tri tU xa, hai session cUa client ddng thGi dugc
cho phép mOt cich tU ddng ma khong can phdi nhan moOt ding ky t mOt server
cap ding ky (license server).

C6 th€ tao quyén cho Terminal Services Lisensing ngay khi cai dat Windows
Server hay sau d6 thong qua bi€u tuong Add/Remove Program trong Control Panel.
Khi kich hoat Terminal Services Lisensing, c6 th€ chon gi(ra hai loai license server:

» MOt enterprise license server c6 th€ phuc vu Terminal server trén bat ky
mi€n nio cla Windows server, nhung khong th€ phuc vu cdc nhém lam viéc hay
cdc mi€n cUa Windows NT 4.
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» MOt Domain license server chi ¢6 th€ phuc vu Terminal server trong cling
mién.

Trong cdc mi€n cla Windows server, cic Domain license server phdi dugc
chi dat trén mOt mdy diéu khi€n mién (domain controller). Trong cidc nhém lam
vi€c hay trén mi€én clUa Windows NT4, domain license server c6 thé dugc cai dat
trén bat cf server thanh vién nao.

4. Cai dat Terminal Services

Muc tiéu: Trinh bay cdc thao tdc cai dat Terminal Services Server, thém ngU0i
diing vao danh sdch ngu0i ding dugc phép sUf dung Remote Desktop.

4.1. Cai dat Terminal Services Server

Terminal server c6 th€ dudgc cai dat tU Server Manager. Trong Server
Manager, bam vao Roles trong ngin bén trdi va nhap vao Add Roles trong man hinh
két qud d€ goi Add Roles Wizard. N€u man hinh gidi thiéu xudt hién, bam vao
Next dé€ 1iét ké céc roles c6 san. Trén man hinh Select Server Roles , chon Terminal
Services va bam vao Next d€ chon céic dich vu dugc yéu cau.
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Sau khi nh@p vao Next, man hinh cdnh bdo s& xudt hién dé xuat rang bat ky
Ung dung nao nham muc dich dugc truy cap bdi ngudi si dung Terminal Services
khong dugc cai dat cho dén khi céc quy tac cla Terminal Services role dugc cai
dat. Sau khi doc thong tin, bam Next dé ti€p tuc d€n man hinh 1ua chon xéc thuc.
Chon Require Network Level Authentication s€ ngin chan ngudi ding chay trén hé
thOng cii hon ma khong can x4c thuc mUc mang truy cap vao Terminal Services.
Viéc xdc thuc dugc thuc hién trudc khi phién 1am viéc t&r xa dugc thanh 1ap. N&u
x4c thuc it nghiém ngdt 1a chdp nhan dugc, hodc moét sO ngudi ding dang chay hé
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thdng cti hon. Chon tity chon Do not require Network level Authentication ri nhap
vao Next d€ ti€n hanh.

Man hinh Specify Licensing Mode cho phép chi dinh phudng dn c@p phép.

- Configure later: cho phép st dung 120 ngay ma khong can cung cap license
(st dung cong cU Terminal Services hodc Group Policy d€ cdu hinh)

- Per Device: cho phép chi dinh sO thi€t bi k€t nOi bat ky lic

- Per user: han ché ngUoi ding truy nhdp
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Add Roles Wizard

Specify Licensing Mode

Before You Begn The Terminal Services licensing mode determines thetype of Terminal Services client access licenses (T5
P CALs) that a license server will issugto clients that connect to this terminal server,
Terminal Services Specify the Terminal Services licensing mode that you want this terminal server to use,

Role Services

(" Configure ater
fion Compatibili
At (it Remind me to use the Terminal Services Confiquration tool or Group Policy to configure the licensing mode
Authentication Method within the next 120 days.

Licensing Mode
User Groups
Confirmation

Progress

Results

& Per Device

ATS Per Device CAL must be avalable for each device that connects to this terminal server,
" Per User

A TS Per User CAL must be avalable for each user that connects to this termingl server,

[ij The licensing mode that you specify must match the TS CALs that are availzble from your Termingl
Services license server,

< Previous MNext » | Instal | Cancel |

Fne

2

~

Lua chon license de sU dung

Cu0i cling, ngu0i diing va nhém dugc phép truy cap vio terminal server phdi
dugc xdc dinh, mac di ngudi ding c6 thé dugc thém vao va loai bd bat ky lic nio
bang céch thay d6i céc thanh vién cla Remote Desktop Users Group. Nhap vao
Add... d€ thém bat ky ngu0Oi dung. Nhap vao Next d€ chuy€n dén man hinh
Confirmation, chon Install bat dau tién trinh cai dat.

Sau khi cai dat, khéi dbng lai hé théng va ding nhdp vGi quyén

administrator.


http://www.techotopia.com/index.php/Image:Windows_server_2008_terminal_services_licensing_mode.jpg
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4.2. Thém nguOi dung vao nhém Remote Desktop Users

Mac dinh, tat cd céc thanh vién cUa nhém Administration déu duoc két noi
tUr xa. D€ thém hay loai bd ngudi ding dudc phép truy cdp tlr xa, m& Control Panel
-> System and Maintenance -> System -> Remote settings, chOn Select Users. Trong
hOp thoai Remote Desktop Users, chi dinh nhiing ngudi diing can thém vao hay x6a
b khdi danh sich.

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

nas already has access.

Add... Remove |

To create new user accounts or add users to other groups, go to Contral

Panel and open User Accournts.
OK I Cancel

HOp thoai liét ké ngu0i diing dugc phép truy cap tU xa

Luu y: mdc dinh ngudi ding vGi quyén quan tri c6 thé truy cap tU xa viao mdy tinh
nay nén khong can thém vao danh sich.

5. Cau hinh va truy c@p tu client vao Terminal Server

Muc tiéu: Trinh bay cdc buOc thuc hién truy c@p vao server thong qua Remote
Desktop, cdch thodt khGi phién lam viéc d6i vOi server tUf mdy client. Bén canh
dé, ¥ nghia cUa cdc tiry chOn c8u hinh ciing duOc gidi thich.

5.1. Truy cap tu client vao Terminal Server

Sau khi dugc cai dat va cdu hinh trén server, c6 th€ truy cdp tU client vao
Terminal Server bang mOt trong hai cich:
- Start -> All Programs -> Accessories -> Remote Desktop Connection
- Start -> Run, gd mstsc


http://www.techotopia.com/index.php/Image:Windows_server_2008_select_remote_desktop_users.jpg
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't_! Remote Desktop Connection

ﬁ: Remote Desktop

Connection

Computer:  [192.168.2.19 ~|

User name:  WINSERVER-2\Bill
You will be asked for credentials when you connect.

HOp thoai chi dinh tén hay dia chi mdy server can két n0i

5.2. Tuy chon cau hinh may khach Remote Desktop

Trong hOp thoai Remote Desktop Connection, chon Options:
General: Luu tr(r thong tin ding nhap va thong tin section.
Display: st dung cdc thi€t 1ap trén server v&i may client.
Local Resources: chi dinh tai nguyén cuc b0 dugc sU dung trong sult
phién Remote Desktop.
Programs: cho phép cic chuOng trinh cu thé duoc tu dOng kich hoat
mOi khi mOt phién tUr xa dugc thiét 1ap.
Experience: di€u khién cic tinh ning dugc kich hoat hodc vo hiéu
ho4 cho phién lam vi€c tU xa. Tai ddy ciing cung cap céc tuy chon dé€
c6 thé tu dOng tai 1ap k&t noi khi phién 1am viéc bi ngat.
Advanced: kich hoat hodc vd hi€u ho4 x4c thuc tU xa.

5.3. Thoat kh@i phién truy cap tu xa

Khi nhan vao bi€u tugng “X” trén bang di€u khi€n tai may client, phién truy
cap tUr xa van con ti€p tuc chay trén server; nghia 13 n€u ngudi dung két n6i trd 1ai,
phién truy cdp tU xa van ti€p tuc. PE két thic phién truy cap tU xa, chon Start ->
chon Log Off d€ déng phién truy cap tU xa niy.

6. Thuc hién da két noi truy cap tu xa

Muc tiéu: Trinh bay cdch quan Iy cdc phién két n6i dén cdc server dOng thOi
qua cong cU Remote Desktop.

P& thuc hién ddng thdi nhi€u két nbi truy cdp tU xa trong cling mOt cfa sO,
s dung MMC Remote Desktops. TU Start -> Run, gd tsmmc.msc, chOn Remote
desktops & khung trai, chon Add a new connection tU menu.


http://www.techotopia.com/index.php/Image:Windows_server_2008_remote_desktop_connection.jpg
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nddnew comection ST
—Connection
Computer name or IP address:

| Browse. . |

Connection name:

¥ Connect with /admin option

— Logon information

|Iser name:

The computer name field is blank. Enter a full remaote computer
name.

Settings will take effect on the nesd connection to this computer.

[ ok | cancel |

Thém két ndi truy cap tU xa (dOng thoi)
Sau khi thém két ndi, phién k&t n0i truy cdp tU xa s€ xudt hién trén clra s6
chinh.

@ File Acton View Favorites Window Help | &l =l

e FzlHE
| L] Console Root
| B EB Remote Desktops

B winserver-2
] winserver-3

| Oostart| | Mm@ | Sl |
i| ' '
;‘."Startl J S EE J i mnitial Configurati... | BN 2 Windows Co... v| =k, Server Manager "ﬁa“ﬁmﬂtﬁﬂﬁ“t— |“ Ryl 11:34AM

P& chuyén dGi gilta cic phién, chon tén cUa phién bén cla s tréi, giao dién


http://www.techotopia.com/index.php/Image:Windows_server_2008_remote_desktops_new_connection.jpg
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tuong Ung s& dugc hién thi.

Céu héi
1. Terminal Services Ia gi ? Trinh bay céc 10i ich cUa Terminal Services.

2. Trinh bay cdc thanh phan cla Terminal Services va chifc ning cUa mOi thanh
phan.

Bai tap thuc hanh
1. Cai dat Terminal Services.
Céc budc thuc hién:
- Cai dat Terminal Services Server
- Cai dat Terminal Services Licence Server

- Cho phép account c6 quyén sUf dung Terminal Services
- Cai dat Terminal Services Client

2. Cau hinh va quan 1y Terminal Services.

Céc budc thuc hién:
- KhGi dOng Terminal Services Manager
- Theo ddi va qudn 1y cdc user dang connect

3. Thuc hién Remote Desktop tU client.
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BAI 2: TINH CHINH VA GIAM SAT MANG WINDOWS SERVER

Ma bai: MD 36-02
Gigi thiéu:

Trén mOt hé thGng mang, mdy chU déng vai tro rdt quan trong. Trong
do viéc gidm sdt hé thdng va quan 1y dir liéu dugc xem la phan khong thé
thiéu trong qud trinh quan tri hé thong.

Bai hoc nay s€ cung cdp cdc van dé lién quan dén cdc cong cU chinh
d€ gidm sdt la System Monitor va cdc phUuong dn gidi quyét cdc van dé bang
Event Viewer va Performance.

Muc tiéu cUa bai:

- Hiéu dudgc vai trdo chlc ning cla cdc cdng cU System Monitor, Performance
Logs and Alerts;

- Gidi quy€t dugc cic su' cd mang thong qua Event Viewer;

- Kiém tra dugc tan sudt hoat dOng cla hé thOng tai tUng thoi di€m khac
nhau Task Manager;

- Thuc hién céc thao tdc an toan v&i mdy tinh.

1. Téng quan vé cong cu tinh chinh

Muc tiéu: Gibi thiéu so luQc vé cdc cong cU ding dé quan sdt va tinh chinh
hé théng v0i hé diéu hanh Windows Server.

La mOt nha quan tri mang v&i hé thdng mang bao gdm mOt mdy chU chlra
dr liéu rat quan trong. M4y chU c6 th€ chay lién tuc, nhung khi ngudi quan tri truy
cap vao mdy chU thi bao 16i ttr chdi dich vu do khong thé két ndi. Khi xem xét tinh
hinh thi thay mOt s6 d{r 1iéu di bi mat, lic nay can xem ai di giy ra van dé trén,
viéc ghi 1ai log cUa hé thOng ngoai viéc cho phép ngudi qudn tri phat hién ra céc
16i trong qua trinh hoat dOng cUa hé thOng con cho phép phat hién ra nhimg truy
cap bat hop phép.

Toan b0 cdc van dé lién quan tGi log hé thdng dugc tich hgp trén Windows
v0i hai cong cU chinh d6 1a Event Viewer va Reliability and Performance Monitor.

2. Quan sat cic dudng bi€u di€n hi€u ning bang Reliability and
Performance Monitor (perfmon.msc)

Muc tiéu: Trinh bay chi tiét cdch ding cong cU Performance Monitor d€ gidm
sdt cdc counter chi tiét cla nhitng dOi tUOng; cong cU Reliability Monitor d€
gidm sdt dO tin cdy cla mOt hé théng.
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Khi néi dén giam sit hé thOng ngudi ta sé nghi ngay t&i cong cu chl yéu 1a
Performance Monitor va Reliability Monitor cla Monitoring Tools trong Reliability

and Performance Monitor.

D€ st dung cong cU Reliability and Performance Monitor, tU' menu Start,
chon Run; khi hOp thoai Run xudt hi€n, g perfmon.msc

2.1. Performance Monitor

Performance Monitor 12 m0t cong cuU rdt manh dé gidm sit cic counter chi
ti€t cla nhiing d6i tugng khac nhau, vGi tinh ning thém bt rat linh hoat cho phép
ngUdi ding c6 th€ chi can nhan vao ddu + d€ add thém cic counter khac, hodc cé
th€ nhan X d€ khong gidm sat nhitng counter khong can thi€t. Mdc dinh hé thOng
s€ giam sdt ba dOi tugng 13: Memory, PhysicalDisk, va Processor. Cac thulc tinh dac
trung cUa mOi dbi tugng 1a: Memory véi thuOc tinh Pages/sec, PhysicalDisk v&i
thubc tinh AVG Disk Queue Length, v&i Processor ¢6 thuOc tinh % Preccessor Time
(hinh 2.1)

{5 Reliability and Performance Monitor @] x|
G File Acton View Favorites Window Help | I =0 |
% 2ED=H=

(@ Reliability and Performance EEERR Y IEEELNT

[l g Monitoring Tools
Performance Monitor
== Reliability Monitor 100
-_r Data Collector Sets
|] Reports

a0

a0

40
] ﬁﬂ /\
Lo RN | A]\ A
1:33:01 AM 1:31:55 AM 1:32:25 AM 1:33:00 AM
Last 2,842,000 Average | 2,342,000 Minimum | 2,842,000
Maximum | 2,342,000 Duration | 1:40
Show | Color | Scale | Counter | Instance | Parent | COhject | Computer |
v 1.0 % Processor Time _Total — Processor YWVIN-110QSUL 2BDG
i 1.0 Pages/sec — — Memory YWWIN-110QSUL 2BDG
v ——— 100.0  Awg. Disk Queue Le... _Total = PhysicalDisk WWIN-1J0QSUL2BDG
H: 1.0 Processor State Flags  PPM_Pr... — Processor Perf... \WIN-JJOQSUL2BDG

Hinh 2.1 — Giao dién Performance Monitor

Khi muOn thém céc counter cla mOt object cu th&, nhan vao nit + s& sudt
hién clta cUfa s6. Hinh 2.2 minh hoa viéc add thém thudc tinh %user time cUa

Processor.
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ff- Reliability and Performance Monitor ;lilil
@ e x|lal
o=  Available counters - Added counters
@ Reli :
= el Select counters from computer: Counter | Parent | Inst... | Computer |
= I <Local computer = j Browse... | Processor =
- BTSSR T ;I % User Time - _Total
5 ] % User Time
@ C1 Transitions fsec
C2 Transitions/fsec
C3 Transitions/sec
DPC Rate
DPCs Queued/sec -
Interrupts/fsec
Processor Performance |
Instances of selected object:
<All instances >
0
AM
2,000
1:40
= e
Add »> I REMGYE = DG
DG
. DG
™ Show description Help | oK Cancel | E

Hinh 2.2 — Thém céc counter vao theo doi
Sau d6 loai bo toan b0 cic counter khic cla cic dOi tugng khac va chi gidm

sat mOi counter % User Time cUa processor ma thdi — xem hinh 2.3

=1 Reliability and Performance Monitor 18] x|
@ File Acton View Favorites Window Help | -8 x|
€| 2E|Em|
@ Reliability and Performance e - B B ]
=1 [ Monitoring Tools ’_’ - |EE;*J| ;DD.‘lll .I|
BE& Performance Manitor
== Reliability Monitor 100
[} Data Collector Sets
;ﬁ Reports
so_
&0
40
m-
[¥] T {\_\ 1
1:39:29 AM 1:40:00 AM 1:40:30 AM 1:41:07 AM
Last ——— MAverage | e Minimum| e
Maximum | -———— Duration | 1:40
Show | Color | Scale | Counter | Instance | Parent | Ohject | Computer |
v 1.0 %% User Time _Total — Processor YWWIN-110QSUL 2BDG

Hinh 2.3 — Gidm sat counter % User Time cUa d0i tuQng Processor
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Khi can xem lai, nhap chult phai vao clra s6, chon Save Settings As... d€ luu vGi
dinh dang html. V&i dinh dang nay c6 thé view truc ti€p hodc c6 thé xem céc qud
trinh da dudgc ghi 1ai trong hé thOng (hinh 2.6.)

,._é C:\Users\Administrator\Documents\theodoi.htm - Windows Internet Explorer - [Waorking Off - |ﬁ' |1|

-
mec - X7 B PP HE
100
80+
60-
404
20
0 : .
1:44:29 AM 1:45:00 AM 1:45:30 AM 1:44:28 AM
Last| 0.000 Average| 2.992 Minimum | 0.000
Maximum | 78.125 Duration | 1:40
Show | Color | Scale | Counter Instan... | Parent | Object Computer
1] [
[~

Hinh 2.6 — Xem 1ai cé4c thiét 1ap da dugc ghi lai bdi dinh dang file html
2.2. Reliability Monitor

PO tin cdy cla mOt hé thdng 13 thudc do mlc d0 thuOng xuyén hé thOng
hoat dOng nhu 1 cdu hinh va du ki€n sé thuc hién. DO tin cdy c6 thé gidm khi Ung
dung ngling dép Ung, dUng va kh3i dOng 1ai cac dich vu, khdi tao cic trinh di€u
khién bj 16i, hodc trong truOng hgp x&u nhat, khi hé di€u hanh bj 16i.

Reliability Monitor cung cdp thong tin tGng quat mOt cich nhanh chéng. Ngoai
ra, n6 theo doi sU kién sé& gitp xdc dinh nhiing gi gy ra 10i. Bang céch ghi lai cic
16i (bao gbm cd 16i b0 nhd, dia clng, Ung dung va hé di€u hanh), nhung ciing ¢
cdc su kién quan trong v€ cdu hinh cla hé thOng (bao gdm cd viéc cai dat Ung
dung m&i, cap nhat hé diéu hanh.

Reliability Monitor Udc tinh chi s6 On dinh hé thOng (System Stability Index)
vGi mOt bi€u db chi sO On dinh d€ xdc dinh mOt cach nhanh chéng cic van dé cé
thé€ xdy ra. Cic bdo cdo kém theo cung cdp mOt céch chi tiét gitip xdc dinh va khac
phuc su cO céc nguyén nhan xay ra 10i. Khi xem céc thay d6i trén hé thOng tU bdo
cdo (cai dat / loai b cic Ung dung, cdp nhat hé di€u hanh hay 16i phan clng)
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ngU0i qudn tri c6 th€ c6 chi€n lugc d€ gidi quyét cic van dé mOt cich nhanh
choéng.

;'_'g- Reliability and Performance Monitor - |ﬁ||£|
@ File Acton VWiew Favorites Window Help | _|ﬁ||5|
ke ARSI 7

@ Reliability and Performance Reliability Monit |
El - Monitoring Tools

B8 Performance Monitor System Stability Chart Last updated: 10/5/2012
== Reliability Monitor 10
—h Data Collector Sets
|] Reports
5
4]
Software (Un)Installs
Application Failures
Hardware Failures
Windows Failures
Miscellanecus Failures
kel
System Stability Report

Software (Un)Installs for 10/5/2012
Application Failures for 10/5/2012
Hardware Failures for 10/5/2012
Windows Failures for 10/5/2012
Miscellaneous Failures for 10/5/2012

3. Ghi lai su ki€n hé théng bang cong cu Event Viewer

Muc tiéu: Quan ly hé théng mang khong th€ thi€u phdn gidm sdt hé thOng.
Ngoai viéc ghi @i cdc tién trinh trong hé thOng, ngU0i quan tri con phdi biét
diéu chinh thiét 1&p chi ghi lai nhilng yéu 16 can thiét. Chdng han mOt mdy
chU File Server chi can gidm qud trinh truy cdp tai nguyén, mdy chU Active
Directory gidm sdt qud trinh log on vao hé thOng. Trong phdn nay s€ gidi
thiéu cong cU Event Viewer - mOt cong cU ghi l@i cdc event cla hé thOng.

Event Viewer 12 m6t cong cuy tich hgp trong Windows cho phép xem lai cdc
su' kién dd xdy ra trong hé thdng mot céch chi ti€t v4i nhi€u tham s6 cu thé nhu:
user, time, computer, services... Cac su’ kién r0i rac dugc 10c 1ai thanh nhing su
ki€n giOng nhau gitip ching ta 18y dugc nhiing thong tin can thi€t mOt cdch nhanh
nhat.

Trong Event Viewer di phan ving cdc su ki€n riéng biét cho tUng Ung dung,
mOt mdy chU cai dat mac dinh s€ c6 cac phan ving trong Event Viewer: Application,

Security, System

P& md Event Viewer, mG cong cu Server Manager bang cdch nhdp phai
chu0t vao bi€u tugng Computer chon Manage r0i truy cap vao Event Viewer.
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E_server Manager P ] |
File Action View Help
L A sl 7|

v 0 =

.y
y
o Roles . .

Features Overview and Summary L ast refashed: 10/3/2 .
[= Diagnostics ~|| = OpensavedLog...
= i Sl ¥ Create Custom View...

= [ Custom Views

? Administrative Ever To view events that have occurred on your computer, Import Custom View...
] server Roles select the appropriate source, log or custom view
node in the console tree. The Administrative Events LI View 4

B __E Windows Logs

El Application i “ I — | l. i | )] Refresh
Security
%Semp H nep »
FY
El System Event.'l-'g,rpe | Event ID | Source | Log j
) Q Forwarded Events Critical - -
E Applications and Servia Error - - -
_,3 Subscriptions Warning R R _ =
@ Reliability and Performance 4| | 5

s Device Manager
Configuration
Storage | Recently ViewedNoges -] |
MNarme | Description | Medified
Windows Logs\Applicati..  N/A 10/8/2012 2:44:08 PM

N o =l
| | |

Hinh 2.8 — Event viewer chia cdc viing log riéng biét cho cdc Ung dung

3.1. Application log

Application log ghi 1ai su ki€én cUa céc Ung dung khac tU c4c nha sdn xudt
khac nhU symantec hay cdc Ung dung mail... ThuOng thi€t 13ap trong application 12
mdc dinh cUa cic Ung dung nén chiing ta chi c6 th€ doc né ma khong thi€t 1ap
duagc.
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x ol

General | Details |

E. server Manager -0l x|
File Action View Help
&= | 2|
Zhy, Server Manager (WIN-1I0QSUL2BE RN T S S PN Actions
= 2
o Roles - -
2 Fostures Level Date and Time Source Even... | TaskCat... | | | Application ==
5 3w Diagnostics (i)Information  10/8/2012 2:43:02 ... LoadPerf 1000 None | = opensaved...
=] @ Event Viewer @Inf‘ormat’on 10/8/2012 2:42:02 ... LoadPerf 1001 Mone
p ) ) ¥ Create Custo...
= [ Custom Views (i)Information  10/8/2012 2:48:01 ... VS5 8224 None '
? Administrative Ever @Information 10/3/2012 2:45:45 ... Certificate... 1 None Import Custo...
[ server Roles (i)Information  10/8/2012 2:45:45 .., DesktopW... 9003 None Clear Log
B [my Windows Logs (i)Information  10/8/2012 2:45:45 .., Wirlogon 5000 None
{=] Application () information  10/8/2012 2:45:45 ... Wirlogon 4101 None T Filter Current...,
=] security (D)information  10/8/2012 2:45:22 ... Certificate. . 1 MNene [ Properties
i setwp (i)Information  10/8/2012 2:45:06 ... VMUparad... 271 None _
i= SVSE“‘d ; ()Information  10/8/2012 2:45:06 ... VMUpgrad... 270 None #8 Find..
iqa r‘”;‘a’ = dE‘;E”t‘," (i)Information  10/8/2012 2:44:59 .., MSDTC 2 4202 ™ [ saveEvents...
-
L0 Applications and Servict lf Gy e otion  10/8/2012 2:44:58 ... TPAutoCo... 0 None
|4 Subscriptions ) Attach a Task...
e (i)Information  10/8/2012 2:44:57 ... WMI 5617 None
@ Reliability and Performance @ ) vi ,
5 Device Manager Information  10/8/2012 2:44:57 ... Complus 781 MNone = iew
® i Configurati
£ s Cofiguration Event 1000, LoadPerf x || [ Refresh
Storage
Help 3

-

Performance counters for the WmiApRpl (WmiApRpl) service were Ioad;J
Record Data in the data section contains the new index values assigned

Log MName:
1

Application

b

D Ewvent Proper...
B] attach TaskT...

Bz Copy
L—] Save Selecte...
|~

=l
MNeafemnk

Hinh 2.9 — céc sy kién dugc luu l1ai trong application log

Trong vi du trén application log chi dugc phan mém symantec st dung.

3.2. Security log

Day 12 mOt trong nhiing log quan trong nhat trong hé thOng, né ghi 1ai toan

b0 cdc thi€t 14p audit trong group policy. Nhung trong cic thi€t 1&p group policy

quan trong nhat 1a thi€t 1ap gidm sat qua trinh login vao hé thdng, truy cap dit liéu.
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E,: Server Manager ;|g|5|
File — Acton \View Help
&= | 7m|
i Server Manager (WIN-1J0Q3UL2E0 Security 318 Events Actions
= 2
o Roles - -
2 Fostures Keywords Date and Time Source Event ID | Task Categor o] | Secunty - —
[l J Diagnostics gﬁﬁudit Success  10/8/2012 3:20:24... Micosoft ... 4572 Special Logon 7= Open..
=] @ Event Viewer ':T{.‘Audit Success  10/8/2012 3:20:24 ...  Microsoft ... 4524  Logon ¥ Creat
=l [ Custom Views @ audit Success  10/8/2012 3:20:24....  Microsoft ... 4543 Logon r Lreat.
'_? Administrative Ever ':'-f—‘\.‘nudit Success  10/8/2012 3:10:20 ...  Microsoft ... 4572  Spedial Logon Impor...
N | Server Roles *7{ Audit Success  10/8/2012 3:10:20 ...  Microsoft ... 4524 Logon Clear
B [my Windows Logs ©l, AuditSuccess  10/8/2012 3:10:20... Microsoft ... 4543 Logon
{5] Application “l, AuditSuccess  10/8/2012 3:09:52... Microsoft ... 4534 Logoff T Fiter ...
E| '-;—L Audit Success  10/8/2012 3:09:52 ... Microsoft ... 4572  Spedial Logon B Prope. ..
i setp O, auditSuccess  10/8/2012 3:09:52... Microsoft ... 4624 Logon _
i= SVSE“‘d ; @, Audit Success  10/8/2012 3:09:52...  Microsoft ... 4543 Logon £ Find.
= i\'.\.a ror;\ar = jéent,s '?{.‘Audit Success  10/8/2012 3:09:52... Microsoft ... 4776 Credential Validatior H Save ...
+ 3 :
3 SEE;E:DEE:” EVIO @ auditSuccess  10/8/2012 2:56:19 ... Microsoft ... 4672 Spedal Logan Atac
Fi @ : e "
@ Reliability and Performance :;\\.‘Audllt Success 1[],,'.8,{2[112 2:56:19 ... Mlcrosoft 4524 Logon - .
ﬁ Devi 4 | | » View ]
evice Manager
= Ff} Configurati - - - —
&1 ffi; Configuration Event 4672, Microsoft Windows security auditing. x |G| Refresh
Storage
Help 3
General | Details |
- Event 467... =
Special privileges assigned to new logon. D Event...
Subiect: E Attac...
== Copy b —
Log MName: Security - =
4 | | » I-.-l Save ..
| | W 2 ooeos M

Hinh 2.10 — Thiét 1ap audit trong group policy

Trong thi€t 1ap nay chi thi€t 1ap gidm st qud trinh truy cap login - logoff hé
thOng. N€u v4i thi€t 1ap nhU trén toan bd ngUdi ding logon hay logoff vao hé thOng
déu dudc ghi 1ai sau khi thi€t 1ap trong group policy, chiing ta nén logoff hodc

restart 1ai may bdi cdc thong tin chinh trong group policy ban chat 1 tiiy chinh céc

thong sO trong registry.

Sau khi logoff ra va login vao sé& thdy ghi 1ai trong security log (hinh 2.11).
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General | Details |

An account was successfully logged on.
Subject:
Security 1D SYSTEM
Account Mame: WIN-JOQaULZBDGS
Account Domain: WORKGROUP
Logon ID: 037
Log Mame: Security
Source: Microsoft Windows security  Logged:
Event IC: 4624 Task Categony:
Level: Information Keywords:
User: MNSA Computer:
OpCode: Info

More Information:

Event Log Online Help

10/8/2012 3:10:20 PM
Logen

Audit Success
WIN-JOQAUL2EDG

Copy |

Cloze |

e |»

Hinh 2.11 — Xem 1ai event logon vao hé thOng cUa céc user

Sau khi logon vio mdy tinh m& event viewer ra xem, chiing ta c6 th€ phat hién

ra hé thOng d3 Iuu 1ai username: vangtrang computer: vnexperts, event: success audit,

time: 8:10:06 PM

3.3. System Log

System log dugc thi€t 1ap mac dinh cla hé thOng gitp ching ta xem 1ai cdc
su' kién: Bat, tat, pause, disable, enable cdc services cla hé thOng.

Chang han, mOt service bat bj 16i trong thdi di€m nao né sé ghi lai trong

system log cUa event viewer.
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E Event Properties - Event 2505, Server

| Details |

not start.

Log Mame:
Source:
Event ID:
Level:
Uzern
OpCode:

More Information:

Systern
Server
2505
Error

MSA

Event Log Online Help

Logged:
Task Categony:
Keywords:

Computer:

The server could not bind to the transport \Device\NetBT_Tcpip_{9140E613-272F-4346-B9A5-
BAE1I4FBGBOES} because another computer on the network has the same name. The server could

10/8/2012 2:44:55 PM
Mone
Classic

WIN-1OQaUL2BDG

Copy

Close |

Hinh 2.12 — Xem mOt event trong system log (v&i thong tin 1 Server da bi 16i do

trong mang LAN c6é mdy tinh triing tén hodc trung dia chi IP)

Log Properties

Log properties gidp chiing ta cu hinh dung 1ugng file log, céch xo4 cic event

cii di nhu thé nao, va nhitng tinh ning 10c cdc su kién.
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Log Properties - Security (Type: Administrative) 5[

General |
Full Name: Security
Log path: %SystemRoot %\ System32\Winevt\Logs\Security.evix
Log size: 1.07 MB(1,118,208 bytes)
Created: Saturday, October 06, 2012 3:58:09 AM
Modified: Monday, October 08, 2012 2:44:09 PM
Accessed: Saturday, October 06, 2012 3:58:09 AM

¥ Enable logging

Maximum log size [ KB J: Eﬂdﬂlﬂﬁ
When maximum event log size is reached:

¥ Owverwrite events as needed (oldest events first)

" Archive the log when full, do not overwrite events

" Do not overwrite events ( Clear logs manually )

Clear Log |

Ok I Cancel Apply |

Hinh 2.13 — Tab General cUa Security Properties

Pay 1a thi€t 1ap cho security properties: V&i file log tén 1a gi va & dau:
90SystemRoot%\System32\Winevt\Logs\Security.evtx

Dung 1ugng t0i da cho file log nay 13 20480 KB; tuy nhién,ching ta c6 thé cau
hinh 1ai 16n hon hodc nhd hon, néu dung 1ugng file log 16n hon 20480 KB hé thdng
s€ tU xo04 céc su ki€n cii theo thuat todn First in First out (vao trudc - ra trudc).

4. SU dung Task Manager

Muc tiéu: Windows Task Manager cho phép ngu0i dimg ki€m tra cdc Ung
dung, qud trinh (process) va dich vU (service) dang chay trén mdy tinh. NgU0i
ding cé th€ st dung Task Manager d€ khGi chay, dlng cdc chuOng trinh va
dlmg qud trinh; Ngoai ra Task Manager con cung cdp cdc thOng ké hltu ich vé
hi€u sudt mdy tinh va mang.

P& st dung, m3 Task Manager bang mOt trong cic cch sau:

e Nhan Ctrl-Shift-Esc.
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« Nhap phai vao viing trOng trong taskbar va chon Task Manager.
* Nhan Ctrl-Alt-Delete, sau d6 nhap Task Manager.
Céc tab trong Task Manager sau khi dugc ma:

4.1. Applications
_ioix

File Options View Windows Help

Applications IF‘rm:esses I Services I Performance | Metworking I Users |

:Internet Explorer Enhanced Security Configurati... Nyt

_E,_L_,e, Server Manager Running

End Task | Switch To I Mew Task. ..

|Prm:esses: 43 |CPL.I Usage: 15%: |Physi:3| Memory: 0% 4

Tab Applications liét ké danh sich cdc chuong trinh dang chay trén mdy tinh.
Céc Ung dung chay trong System Tray s€ khong xudt hi€n trong danh sich nay.
Chiing ta c¢6 th€ sU dung tab nay d€ thodt cic chuong trinh bj treo ma khong thé
thodt theo céch thong thudng.

1. Néu muOn thoat mOt chuong trinh, chon chuOng trinh va chon nit End
Task. Tinh ning nay rat h(tru dung khi ¢6 mOt chuong trinh nao dé dang dugc mé
nhung khong ddp trd cic 1énh dau vao. Task Manager c6 th€ gitp thodt cdc chuong
trinh nhu vay; Tuy nhién, céch thodt nay c6 th€ lam mat nhiing thong tin chua dugc
luu.

2. D€ m& mOt chuong trinh, chon chuong trinh va chon niit Switch To.

3. D€ khGi chay mOt chuong trinh m&i, nhap New Task... Sau d6 danh vao
1énh hodc nhap Browse d€ duyét dén Ung dung. Chlc ning nay lam viéc tuong tu
nhU Run trong menu Start.
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4.2. Processes

Tab Processes li€t ké danh sdch cdc qué trinh (process) dang chay. Viéc két
thic mOt qud trinh s& 1am cho d{t 1iéu chua Iuu bi mat. Mdc du vay, viéc két thic
qué trinh cUa Ung dung khong ddp trd 1a cich duy nhat d€ thoat khdi chuong trinh
d6. Can phdi hi€u muc dich cla qua trinh mudn két thiic; vi€éc két thic cic qud
trinh cUa hé thOng c6 th€ gy ra truc trdc cho hé thOng.

_io/x]
File Options View Help
.Applimﬁons Processes |Ser'u'ices I Performance | Metworking I Users |
Description

C . . Client Ser...
CErss.exe SYSTEM 0o 1,036 K Client Ser...
dllhost.exe SYSTEM oo 4,976 K COMSurr...
dwm.exe Administ... 00 216K Desktop ...
explorer.exe Administ... 00 7,852K Windows ...
iexplore. exe Administ... 00 6,664k InternetE...
iexplore.exe Administ,.., 00 3,232 K InternetE...
Isass.exe SYSTEM oo 2,983 K Local Secu...
lsm.exe SYSTEM oo 1,124K Local Sess...

M. EXe Administ... 00 42,408 K Microsoft ...
msdtc, exe METWO... (i} 2,152 K MSDTCco...
SETVICES.EXE SYSTEM 0o 1,640 K Services a...
Slsvc.exe METWO... oo 3,940 K Microsoft ...
SMss.2XE SYSTEM 00 208 K Windows ...
spoolsy,exe SYSTEM 00 4,156 K  Spooler 5...
sychost.exe SYSTEM 00 1,704 K HostProc,,, =

[¥ Show processes from all users End Process |
|F‘rm:esses: 44 |CF‘L.I Usage: 7% |Physi:3| Memory: 41% v

1. D€ két thic mOt qua trinh cUa mdt Ung dung dang chay, nhap phdi vao
entry Ung dung trong tab Applications va nhdp Go To Process. Qué trinh Ung dung
s& dugc danh dau trong tab Processes.

2. D€ két thic mOt qud trinh di dugc déanh ddu, nhap End Process. C6 thé
két thic mOt Ung dung theo cdch nay khi viéc nhdp End Task trong tab Applications
khong c6 tdc dung.

3. Nhap phai vao qud trinh va sau d6 nhdp End Process Tree d€ két thiic qui
trinh do6 cling nhU céc qua trinh c6 lié€n quan.
4.3. Services

Services la cac chuOng trinh ho trg chay & ché dd background. Hau hét cic
chuong trinh nay s€ khdi chay tu dOng & thGi di€m khdi dOng mdy tinh.
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_ioix
File Options View Help
.Applimﬁuns I Processes SErvices IPerﬁ:rman::e | Metworking I Users |

Mame | PID | Description | Status | Group = | =

SamSs 532 Security Ac... Running

RSoPProv Resultant 5... Stopped [

ProtectedSt. .. Protected 5... Stopped

Metogon Metogon Stopped

Keylso CMG Key Is... Stopped

FlugPlay 200 Flugand Play Running DcomLaunch

DeomLaunch 800 DCOM Serv... Running DeoomLaunch

WinHttpAut... WinHTTP W... Stopped LocalService

W3ZTime 1052  Windows Time Running LocalService

upnphost IUPnP Devic,.. Stopped LocalService

THREADOR... Thread Ord... Stopped  LocalService

TES TPM Base 5... Stopped  LocalService

SetpSwe 1052 Secure Soc... Running  LocalService

SSDPSRY SS0DP Disco...  Stopped  LocalService

SLUIMotify SLUI Motifi,.. Stopped LocalService

SCardSwr Smart Card Stooped  LocalService j
Services. .. |

|F‘rm:esses: 44 |CPU Usage: 0% |Physiml Memory: 41% o

1. BE khGi chay mOt dich vy, nhdp phdi vao dich vu di bi ding va

chon Start Service.

2. PE dimg moOt dich vu, nhap phdi vao dich vu dang chay va chon Stop

Service.

3. D& xem qud trinh c6 lién quan v&i dich vu, nhdp phdi vao dich vu dang
chay va chon Go To Process. Thao tdc nay s€ cho phép phat hi€n ra dich vu c6 ngdn
nhiéu tai nguyén hay khong.

4.4. Performance

Tab nay hi€n thi thong tin v€ hiéu sudt hé théng

1. Trong CPU Usage hi€n thi tham sO hiéu sudt CPU va d0 thi s& dung CPU.
CPU da 16i s€ c6 nhi€u duOng d0 thj hié€n thi.

2. Memory hié€n thi tham s& hiéu sudt CPU va d0 thi hiéu suat.

3. Phia dudi 1a cic thOng ké khic nhau vé sO handle, thread va process dang
chay ciing nhu hiéu suat st dung b0 nhd.
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File

Options  View Help

=10l x|

—CPU Usage —

Applications I Processes I Services

~ CPU Lsage Histary

I Metworking I Users |

—Memaory

— Physical Memory Usage History

4.5. Networking

File Options

— Physical Memory (MB) System
Total 1022 Handles 10009
Cached 275 Threads 435
Free 432 Processes 44
Up Time 0:59:08
~ Kernel Memary (ME) Page File 351M [/ 2303M
Total 62
Paged 36
Monpaged 75 Resource Manitor...
|F‘ru::u:esses: 44 |CPU sage: 7% Physical Memory: 41%G o
i) Windows Task Manager -10| x| Tab  Networking
View Help chlta cdc doO thi
..ﬁ.pplicatinns I Processes I Services I Performance NEt'ﬂDFk"'IEI _____ | Lzers I dilng hién thi hiéu

~Local Area Connection

Adapter ...

il

| Metwork Utiliza... | Link Sp... |

State |

Local Area Conn...

0 %

1 Gbps

Connected

Processes: 44

CPU Usage: 5%

Physical Memory: 41%

sudt  sU  dung
mang. Bén dudi
cic dO thi s€ c¢6
nhiing thOng ké
b0 sung.



40

4.6. Users
W=
File Options WView Help
.Applimﬁons I Processes I Services | Perﬁ::rmanl::el Metworking
ser = | (] | Status | Client Mame | Session |
_%Administratnr 1 Active Console
1| [+
Disconnect | Logoff | | Send [Message, ., I
|F‘rm:esses: 44 |CPL.I IUsage: 5% |Physiml Memory: 41%G o

Trong tab Users hi€n thi danh sich tat cd user c6 trang thdi tich cUc (active)
trong hé thOng.

1. Banh dau user va nhap Logoff d€ két thiic phién lam viéc cla ngudi diing
do.

2. Panh ddu user va nhap Disconnect d€ két thic phién lam viéc cla ngudi
dung nhung van du tr{f trong b0 nhd, sau d6 ngudi diing c6 thé ding nhép trd 1ai va
ti€p tuc cong viéc cla ho.

Két luén

Event Viewer 1a mOt cong cU quan trong trong vi€c gidm sat hé thOng. Dua
vao coéng cU nay ngUdi quan tri s€ phat hi€n ra cdc truy cap bat hgp phép vao nhiing
thdi di€m cu thé, véi tinh niing 10c gitip ngUdi qudn tri gidi han nhitng sy kién can
thi€t gidm sit.

Cau héi
1. Trinh bay chUc niing cdc cong cu: Counter Log, Trace log, Alert log trong System

Monitor.
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2. Cho biét ¥ nghia cla cdc phan viing trong event viewer: Application, Security,

System.

Bai tap thuc hanh
Thiét 1ap gidm sat mOt folder d(F li€u: gidm st toan b0 cdc qud trinh truy cap
cdc action cU th€ vGi folder. Trong 6 E c6 thu muUc quan trong (VNEDATA) viéc
can thiét 1a dua ra cdc thi€t 1ap gidm sit toan bd truy cap vao folder nay.

Khi can luu 1ai qué trinh truy nhdp trén moét folder d{f li€u, can phai thiét
1ap auditing trén folder dé. Céc thiét 1ap dugc thuc hi€n nhu sau:

- Nhap phai chudt 1én folder can thi€t 1&p auditing (chang han folder
VNDATA), chon Property;

- TU clra s6 (VNDATA) Properties, chon tab Security, chon Advanced;
- Trong cUa sO Advanced Security Settings for (VNDATA), chon niit Edit...;

- Khi xudt hién hOp thoai mdi, chon nit Add...

B Auditing Entry for VNDATA x|

Object |
Mame: I Everyone Change... |
Apply onto: IThis folder, subfolders and files j
Access: Successful Failed
Full control (=
Traverse folder f execute file

List folder / read data

Read attributes

Read extended attributes
Create files [ write data
Create folders [ append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

IHEEEEEREEE
| EEEEEREEREEREEE

[
Apply these auditing entries to objects |
[ and/or containers within this container sl

only
Managing auditing

QK I Cancel |

- Panh dau chon céc d0i tugng can thié€t 1ap, chon OK.
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Sau khi thi€t 13p, restart 1ai mady va th(r ding mOt user khac d€ ding nhdp va

truy xudt vao folder VNDATA.

Sau d6, tr& 1ai user qudn tri, nhap dip chubt vao su kién. Khi hOp thoai
Event Properties xudt hi€n, sé thdy dugc cdc thong tin lién qua dén qud trinh truy

nhap.

{F? Event Properties - Event 4634, Microsoft Windows security auditing.

An account was logged off,
Subject:
Security ID: WIN-JOQaUL2EDG dungtng
Account Mame: dungtng
Account Domain: WIN-1IOQAULZBDG
Logon ID: Dl dchdd
Log Mame: Security
Source: Microsoft Windows security  Logged:
Event ID: 4634 Task Category:
Level: Information Keywords:
Uzern M/ A Computer:
OpCode: Info

More Information:  Event Log Online Help

10/8/2012 7:14:56 PM
Logoff
Audit Success

WIN-1OQIUL2BDG

e |»

Copy

Cloze |

Hinh 2.17 — Xem lai audit object access

Nhin vio event ta nhan thdy vao lic 7:14:56 PM ngay 08/10/2012, user v{i tén
12 dungtnq tU mdy tinh c6 tén WWIN-JJOQ9UL2BDG da ding nhp vao. Ung dung
cUa tinh ning audit va xem 1ai céc event cho ta phat hi€n nhiing k& truy cap bat hop

phép va quy trach nhi€m cu th€ cho nhiing k& ph4 hoai.
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BAI 3: KHOI PHUC SERVER KHI Bl HONG
Ma bai: MD 36-03

Muc tiéu cUa bai:

Bai hoc cung cdp ki€n thUc vé cic bién phap gil cho server an toan,
phu’dng phap luu du phong cO ban hay vGi cdc tuy chon chuyén siu; khi ¢c6 su
¢6 ngudi quan tri ¢6 thé khoi phuc hé théng bang cic phuong an phit hop.

1. Cac bién phap phong nglra
Muc tiéu: Trinh bay mOt sO bién phdp phong ngla ddi vOi server trdnh cdc
rdi ro dGi vOi hé thong.

DE gilr cho server an toan, can thuc hién cic yéu cau sau:

- Duy tri nhi€u bdn sao d6i v&i df 1iéu quan trong, cic server c6 vai trd quan
trong (chang han Domain Controller).

- Bdo vé mang vé€ mat vat ly.

- Bao vé dit liéu hé thOng va d{F liéu nguoi ding bang chi€n lugc luu du
phong hop 1y.

- Chudn bi k& hoach khdi phuc tlng thdi di€m.

- Tim hi€u cich server hoat dOng d€ c6 th€ gidi quyét truc trdc va cé thé
ngin ngUa phat sinh vé sau.

- Cai dat cdc hotfix, patch, va service pack do nha cung c@p phat hanh.

1.1. C6 du phong

Trén server, bdo vé d{t liéu quan trong bang cdc volume dia c6 tinh chiu 104,
bang phan mém, hodc bang phan cling. PE bao vé dir liéu khdi t6n hai do céc
hong héc cla server — khong chi hdng héc vé€ dia — c¢6 th€ sao chép ra nhi€u n0i trén
mang.

Nguyén tac du phong ciing c6 thé 4p dung cho mang; cu thé&, khi c¢6 nhi€u
Domain Controller ¢6 th€ s& don gidn qu4 trinh khoi phuc ma ngudi quan tri s tién
hanh n€u mOt may bi hdng. Thay vi khoi phuc cdu triic mi€n tU cic ban du phong
hodc xay dung 1ai hoan toan, c6 th€ d€ quy trinh sao chép ddm trach viéc khoi phuc.
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1.2. Bao vé di€n ning cho server

SU dung UPS bat ky khi nao d€ bdo vé dién ning cho cic server va céc thiét
bi phan cUing cUa mang. Pay 1a cich bdo v& mang khdi cac tGn hai do su thay doi
di€én 4p mOt cach dOt ngdt. Bdo vé dién niing ciing 1a ciach bdo vé dit liéu khdi su
mat mat.
1.3. Quan tAm vé méi trudng

Lam gidm céc hdng héc do méi trudng sinh ra bang cach tranh xa mdi trudng
“c6 van dé€”. Pam bdo rang, phong chlfa server phdi dugc di€u hoa khong khi,
trdnh 4nh ndng truc ti€p. Tranh xa moi th(r ¢ thé giy 6 nhi€m, c6 thé giy hai cho
server.

1.4. Han ché tiép can server

Nhitng ngu0i dang s& dung mang, hodc khong cé phan su thi khdong dugc
phép ti€p can server. Di€u d6 nghia 13, mOt ngudi dung thong thuOng thi khong

dugc thuc hi€n cédc thao tic sau tai server:
- Reboot hodc tat cdc server.
- LAy dia cUng c6 chlra d{¥ li€u ra khoi server khi chua dugc phép.
- Cai d3t 1ai hé diéu hanh mdy.
- Han ché& quyén truy cap vio server.
1.5. SU dung hiéu qua password

- Khong cho mao danh 1an nhau d€ s( dung tai khodn va mat khau trén tai
khoan.

- SO dung mat khdu c6é d0 phlc tap cao - n€u phdi crack thi can phdi c6
nhi€u thdi gian d€ thuc hién.

- Ngin nglra vi€c ti€p can tai khodn cla nguoi khéc.

2. Cac phuong phap sao luu du phong va khoi phuc dir liéu

Muc tiéu: Trinh bay cdc phuOng phdp phong chOng sU' mat mdt dir liéu mOt
cdch c6 hi€u qud bang cdch st dung cong cU Backup va Restore. Day la cdch
thic d€ khdc phUc cdc hOng héc cUa server.

Windows Server Backup cho phép tao ban sao luu d€ khéi phuc l1ai Ung dung
va dit liéu nham khdi phuc 1ai hé théng khi c¢6 su c6 dbi v6i server.

DE thuc hién sao U, can phai:
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- Xéc dinh vi trf d€ Iuu tr(f ban sao; ban sao phdi dugc Iuu trlf trén dia dinh
kém hodc thu muc dugc chia sé tir xa. PAm bdo rang bat ky dia clng d€ luu tr(r
bdn sao 1Uu cla ban c6 kém theo va truc tuyén. Pia nén c¢6 dung lugng 16n hon it
nhat 1a 2,5 1&n dung 1ugng can luu trlt. Mac dinh, néu luu trlt ban sao trong mot
thu muc dugc chia s€ tU xa, sao luu sé dugc ghi d& moi khi tao ban sao luu mdi.
Né&u mudn 1uu tr{f nhi€u bdn sao 1uu, khong nén chon tuy chon nay.

- Cai dat cong cu Backup, bang cich:

+ M& Server Manager, nhap phdi vao Features, chon Add Features;

+ Trong clta sO Add Features Wizard, danh ddu chon muc Windows
Server Backup Features; chOn Next; chOn Install.

2.1. Cach luu du phong

1. M3 cong cu Backup: Start -> Administrative Tools -> Windows Server
Backup; hodc tU clta sO Server Manager, chon Storage, chon Windows Server
Backup

2. Tai khung Actions, chOn Backup Schedule...

3. Khi hQp thoai Backup Schedule Wizard — Getting started xudt hi€n, chon
Next;

4. Trong trang Select backup configuration, chon ki€u backup, chon Next

ke Backup Schedule Wizard x|

»

*31"' Select backup configuration
|_-\-\_.1 r |

Getting started What type of configuration do you want to schedule?

Select badkwp configur... &+ Full Server {recommended)
I want to back up all my server data, applications, and system state.
Backup size: 8.19 GB

Spedfy badkup time
Select destination disk

i~ Custom
I want to exdude some volumes from scheduled backups.

Label destination disk
Confirmation

Summary

Backing up only the system state of the server using the command line

Cancel

1T
il

< Previous I Mext =

Trong do:
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+ Full server: sao IUu tat cd cic volume trén server. Pay 1a tily chon
dugc khuyén cdo nén chon.

+ Custom: sao 1Uu volume dudc chi dinh. Khi chon tily chon nay, can
chi dinh: Trén trang Select Items for Backup, chon Add Items. Trong Select Items
chon volume can sao 1Uu; chon OK.

5. Trong hOp thoai Specify Backup Time, chon tan sudt va thOi di€m thuc
hi€n backup r6i chon Next;

i Backup Schedule Wizard x|
)

3-1_‘-'! Specify backup time

l‘_:__;i |

Getting started How often and when do you want to run backups?
Select backup configur,..  * Once a day

Spedfy backup time Select ime of day: 537 py j
Select destination disk " Mare than once a day

Label destination disk

Click an available time and then dick Add to add it to the backup schedule.

) Available time; Scheduled time:
Confirmation
[a] P
Summary ﬂ . il
Add| =
= Remave |
hd =

Learn about advanced scheduling options using the command line

< Previous | Mext = I

FEimish | Cancel

6. Trén trang Specify Destination Type, chi dinh vi trf 1Uu tr(f ban sao:
- Back up to a hard disk that is dedicated for backups: Chi dinh Iuu ban

sao trén mOt dia cUng danh riéng;
- Back up to a shared network folder: Chi dinh 1uu ban sao trén mOt thu
muc dugc chia xé.

7. Trén trang Confirmation, xem céc thong tin chi ti€t r&i chon nit Finish d€
hoan tat.
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2.2. Khoi phuc dir liéu
a. Khoi phuc file va Folder

C6 th€ s dung Recovery Wizard trong Windows Server Backupd€ khoi phuc
céc file va Folder tUr bdn sao 1uu. Trudc khi ban bat dau, can phai:

- Pam bdo tOn tai it nhat mOt sao Iuu trén moOt dia ngoai hodc trong Folder
dugc chia xé tU xa.

- Hay chac chan rang dia ngoai hodc Folder dugc chia xé& tir xa dang 1uu trr
bdn sao 1Uu 1a truc tuy€n va c6 san cho may chu.

Xdc dinh céc file hodc Folder muOn khdi phuc.

PE khdi phuc file hodc Folder, s&t dung giao dién Windows Server Backup:

1. Tu Start menu, chOn Administrative Tools, chon Windows Server
Backup.

2. Trong khung Actions chon Recover dé€ m3 Recovery Wizard. Trén trang
Getting Started chon mOt trong céc tiy chon This server hodc Another server dé
chi dinh vi trf ngudn, sau d6 chon Next.

3. Trén trang Select Backup Date , chon thGi di€m khoi phuc, rdi chon Next.
4. Trén trang Select Recovery Type , chOn Files and folders, chOn Next.

5. Chon thu muc v6i c4c nOi dung can khoi phuc trong trang Select Items to
Recover, chon Next.

6. Trén trang Specify Recovery Options, chon vi tri d€ chlta cic d0i tuong
khoi phuc.

7. Chon phuong thUc khoi phuc (tao bdn sao / Ghi de ...) rOi chon Next:

8. Lua chon cdc thi€t 1ap lién quan dén file hay Folder dugc khdi phuc,
chon Next.

9. Chon Recover trén trang Confirmation d€ khoi phuc cic dOi tugng dugc
chi dinh.

b. Khéi phuc Ung dung va dir liéu

C6 thé st dung Recovery Wizard trong Windows Server Backup d€ khoi phuc
Ung dung va d{t liéu lién quan dé€n tU ban sao 1uu.

Trudc khi bat dau, can chac chan rang, cé it nhat mOt ban sao 1uu cla céc
Ung dung tOn tai trén may cuUc b0 hodc trong mOt thU muc dudc chia sé tU xa, va
dia ch(ra file backup 1a truc tuyén hodc thU muc dugc chia x& tU xa la c6 san.

Céch thuc hién:
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1. T Start menu, chOn Administrative Tools, chon Windows Server
Backup.

2. Trong khung Actions chon Recover d€ m3 Recovery Wizard. Trén trang
Getting Started chon mOt trong cdc tity chon This server hodc Another server dé
chi dinh vi trf ngudn, sau d6 chon Next.

3. Trén trang Select Backup Date , chon thGi di€m khoi phuc, rdi chon Next.
4. Trén trang Select Recovery Type , chon Applications, chOn Next.
5. Lua chon céc thi€t 1ap lién quan dén Ung dung can khdi phuc, chon Next.

6. Trén trang Specify Recovery Options, chon vi tri d€ chlta cic d0i tuQng
khoi phuc.

7. Chon phuong thlc khoi phuc (tao ban sao / Ghi d¢ ...) rOi chon Next:

8. Lua chon cic thi€t 1ap lién quan dén file hay Folder dugc khdi phuc,
chon Next.

9. Chon Recover trén trang Confirmation d€ khoi phuc cic doi tuong dugc
chi dinh.

¢. Khoi phuc dia

C6 thé st dung Recovery Wizard trong Windows Server Backup d€ khdi phuc
lai dia. Khi ban khoéi phuc day dU moOt dia, tat cd nli dung cla dia sé dugc khoi
phuc
Cach thuc hién:

1. TUu Start menu, chon Administrative Tools, chon Windows Server
Backup.

2. Trong khung Actions chon Recover d€ m& Recovery Wizard. Trén trang
Getting Started chon mOt trong cic tuy chon This server hodc Another server dé
chi dinh vi trf ngudn, sau d6 chon Next.

3. Trén trang Select Backup Date , chon thOi di€ém khoi phuc, r0i chon Next.
4. Trén trang Select Recovery Type , chOn Volumes, chOn Next.
5. Lua chon céc thi€t 1ap lién quan dén dia can khoi phuc, chon Next.

6. Chon Recover trén trang Confirmation d€ khoi phuc cic d0i tugng dugc
chi dinh.

d. Khoi phuc hé diéu hanh va server

C6 thé€ khdi phuc Hé thOng di€u hanh mdy chl hodc mdy ch( bang céch st
dung Windows Recovery Environment vd mOt ban sao luu da tao ra trudc dé véi
Windows Server Backup.
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C6 thé truy cdp cong cu phuc hoi va xU 1y su cO trong Windows Recovery
Environment thong qua hOp thoai System Recovery Options trong Install Windows
Wizard. Trong Windows Server 2008 R2, d€ khGi dOng cong cU nay, st dung dia cai
dat Windows hodc khdi dOng lai mdy tinh, nhan F8, va sau d6 chon Repair Your
Computer tU danh sich céc tiy chOn kh&i dOng.

Cach thuc hién:

1. Pat dia cai dat Windows vao khay dia, khéi dOng 1ai mdy, chd xudt hién
clra sG Install Windows Wizard

2. Trong Install Windows, chon ngdn ng(f cai dat r&i chon Next.
3. Chon Repair your computer.

4. Trén trang System Recovery Options , chon System Image Recovery sé
m@ trang Re-image your computer.

5. Lua chon phuong thic khoi phuc rdi chon Next.
6. Chon niit Finish d€ hoan tat.

3. Cong cu System Information
Muc tiéu: SU dung coéng cu System Information cho phép xem cdc thoéng tin hé
thdéng bao gOm:

- Tém tat thong tin hé thOng.

- Tai nguyén vé phan clng hé thOng.

- Thong tin cdu hinh danh cho phan clng cla Server d6i v&i thi€t bi dang
dugc st dung.

- Phan mém dang dugc thuc thi trén hé thOng.
DE sU dung System Information, m& menu Start -> Run, gd msinfo32.exe

3.1. Trang System Summary

System Summary hi€n thj thong tin vé& hé thdng mOt cich tém lugc.
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-10] x|

File Edit View Help

) Itemn I Value 1=
#-Hardware Resources 05 Mame Microsoft® Windows Server® 2008 Enterprise
" Components Versian 6.0.6002 Service Pack 2 Build 6002
& Software Environment Other 05 Description Mot Available
05 Manufacturer Microsoft Corporation
System Mame WIN-KX 04T AP
System Manufacturer Viware, Inc.
System Model Vhware Virtual Platform
System Type HBO-based PC
Processor Intel(R) Core(TM) i5-2410M CPU @ 2.30GHz, 2296 1—
BIOS Version/Date Phoenix Technologies LTD 6.00, 12/31,/2009
SMBIOS Version 24
Windows Directory ChWindows
System Directory ChWindowshsystem32
Boot Device yDevice\Harddiskvolumel
Locale United States =
. il
Find what: Fird Close Find |
[~ Search selected category only [ Search category names only

Hinh 3.15 — Thong tin tU System Summary

3.2. Folder Hardware Resources

Folder Hardware Resources hi€n thi thong tin v€ tai nguyén cla hé thOng.

_(o] x|

File Edit View Help

Systern Summary Resource I Device | Status |‘
EI Hardware Resources RGO System timer QK
- Conflicts/Sharing IRQ 1 standard PS/2 Keyboard oK
-~ DMA IRQ 3 Communications Port (COM2) oK
~ Forced Hardware IRQ 4 Communications Port (COMZ) oK
/o IRQ& Standard floppy disk controller oK
IRQ 8 System CMOS/real time clock QK
~Memory IRQ 12 Viware Pointing Device oK
- Ccmpcnents_ IRQ 14 ATA Channel 0 oK
[+ Software Environment
IRQ 15 ATA Channel 1 oK
IRQ 16 Viware WMCI Bus Device QK
IRQ 16 Vhiware SVGA 3D (Microsoft Corporation - WDDM) QK
IRQ 16 Wiviware Viaudio (VMAUDIO) (WDN) QK
IRQ 17 Standard Enhanced PCI to USE Host Controller oK
IRQ 15 Intel(R} S2371AB/EB PCI to USE Universal Host Controller QK
IRQ 19 Intel(R} PRC,/1000 MT Metwork Connection oK
IRQ 81 Microsoft ACPI-Compliant System OK hd|
Find what: | Firigl Close Find
[T Search selected category only [~ Search category names anly

Hinh 3.16 — Thong tin tU Folder Hardware Resources



3.3. Folder Components

Folder Components hi€n thi thong tin vé tai nguyén cla hé thOng cling vGi
céc thi€t bi dang dugc sUr dung.

'-_:,3 System Information

File Edit WView Help

=] 3

System Summary

-- Hardware Resources
=t Components

B Multimedia

- CO-ROM

- Sound Device

- Display

- Infrared

- Input

- Modem

- Metwork

- Protocal

- Winsock

- Ports

H- Storage

- Printing

- Problem Devices

T
)

s

[ |

tem | Value

MName [00000000] WAN Miniport (SSTFP)
Adapter Type Mot Available

Product Type WAMN Miniport (SS5TP)

Installed Yes

PMP Device ID ROOTWWS_SSTPMINIPORTYO000
Last Reset 10/10/2012 8:28 PM

Index 0

Service Name RasSstp

IP Address Mot Available

IP Subnet Mot Available

Default IP Gateway Mot Available

DHCP Enabled Mo

DHCP Server Mot Available

DHCP Lease Expires Mot Available

DHCP Lease Obtained Mot Available

MAC Address Mot Available

Find what: I

[ Search selected category only

Firnd

Close Find

[ Search category names only

3.4. Folder Software Environment

Hinh 3.17 — Thong tin t& Folder Components

Folder Software Environment hi€n thi thong tin vé cic phan mém dang dugc

thuc thi trén hé thOng.
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-i0x]
File Edit View Help
System Summary MName | Description | File IT}.rpe j
" Hardware Resources acpi Microsoft ACPI Driver chwindows\s... Kernel
" Components adp9dux adp9dix chwindows\s... Kernel C
= Software Environment adpahci adpahci chwindowsys..  Kernel C
adpuléOm adpul60m chwindows\s.. Kernel C
~ Signed Drivers adpu320 adpu320 chwindowshs.. Kernel C
- Environment Variables afd ancilliary Function Driver for W... ciwindows\s.. Kernel C
-~ Print Jobs ] agp440 Intel AGP Bus Filter chwindowshs..  Kernel C
Nemr.ork Connections aicT8nx alcT 8y chywindowsis.. Kernel C
- Running Tasks aliide aliide chywindows\s.. Kernel C
- Loaded Modules ] ] )
- Services amdagp AMD AGP Bus Filter Driver chwindowshs.. Kernel C
- Program Groups amdide amdide chwindowshs..  Kernel C
- Startup Programs amdk7y AMD K7 Processor Driver chwindowshs..  Kernel C
- OLE Registration amdks AMD K8 Processor Driver chywindowsis.. Kernel C
- Windows Error Reporting | @€ arc chywindows\s.., Kernel C
arcsas arcsas chwindowshs..  Kernel Oe
1] | _’l_I
Find what: | Firgl Close Find |
[~ Search selected category only [ Search category names only

Hinh 3.18 — Thong tin tU Folder Software Environment

Cau hoi
1. Trinh bay sO 1UQc cic bién phép phong nglra d6i v&i Server.
2. Cho biét c4c phuong phdp sao lIuu dU phong Server.

Bai tap thuc hanh

1. Luu du phong d(t 1iéu dia C: gOm cic thu muc: Documents and Settings, Program
Files, Windows (tén file du phong: BACKUP, 1uu vao dia D:\LUUTRU)

Céc budc thuc hién:

- M@ cong cu Backup, chon Back up files and settings

- Chon d0i tugng can luu du phong (cic thu muc: Documents and Settings,

Program Files, Windows)
- Chi dinh vi trf va tén file Iuu tr(r.

2. Khoi phuc d{t liéu tur file du phong BACKUP

C4c budc thuc hién:

- M@ cdng cu backup, chon Restore files and settings

- Lua chon d6i tugng d€ khoi phuc di li€u (Documents and Settings,
Program Files, Windows)

3. Thuc hién luu dy phong va khoi phuc Active Directory trén server dang quan tri.
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Céc budc thuc hién:
- M3 cong cu Backup, chon Back up files and settings
- Trong cUa sO Items to Back Up ddnh d&u vao muc System State

4. Xem thong tin vé hé théng bang cong cU System bao gOm:
- T6ém tat thong tin hé thOng.
- Tai nguyén v€ phan clng hé thOng.

- Thong tin cdu hinh danh cho phan clng cla Server d6i v&i thi€t bi dang
dugc s dung.

- Phan mém dang dugc thuc thi trén hé thOng.
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BAI 4: CAI PAT VA QUAN LY REMOTE ACCESS SERVICES (RAS)
TRONG WINDOWS SERVER

Ma bai: MD 36-04

Muc tiéu cUa bai:

Cung cdp cho hoc vién kién thUc v€ dich vu truy cap tU xa, cho phép
mdy tram O xa c6 th€ quay sO k&€t nOi vao cong ty thong qua duOng day di€én
thoai, chia x& Internet don gidn...

1. Cac khai ni€m va cac giao thuc

Muc tiéu: Cung c8p cdch nhin tOng quan vé€ dich vu truy cp tUr xa, phuong
thic két n6i va cdc giao thlc st dung trong truy cap tU xa.

1.1. Téng quan vé dich vu truy cap tir xa

Dich vu truy nhap tU xa (Remote Access Service) cho phép ngU0i dung tU xa
c6 thé truy cdp t& mOt mdy tinh qua mOt moi truOng mang truy€én dan (vi du mang
dién thoai cong cOng) d€n mOt mang dung riéng nhu th€ mdy tinh d6 dugc két nbi
truc ti€p trong mang d6. Ngudi dung tU xa k€t ni tdi mang d6 thd ng qua mOt mdy
chU dich vu goi 1a mdy chU truy cap (Access server). Khi d6 ngudi dung tUr xa c6
th€ st dung tai nguyén trén trén mang nhu 1a mOt may tinh két ndi truc ti€p trong
mang dé. Dich vU truy nhdp tU xa ciing cung cdp kha ning tao 1dp mOt két noi
WAN thong qua cdc mang phudng tién truyén dan gid thanh thdp nhu mang thoai
cong cOng. Dich vu truy cdp tU xa ciing 13 cdu nOi d€ mOt mdy tinh hay mOt mang
may tinh thong qua né dugc ndi d€n Internet theo cich dugc coi 1a hgp 1y vGi chi phi
khong cao, phit hgp v&i cdc doanh nghiép, t6 chlc qui mé vUra va nhd. Khi 1ua chon
va thi€t k& gidi phdp truy cap tU xa, ching ta can thi€t phdi quan tim dén cic yéu

cau sau:
— SO Iugng két nGi t0i da c6 thé d€ phuc vU ngudi ding tUr xa.
— Céc nguOn tai nguyén ma ngU0i ding tU xa muén mubn truy cap.

— Cong ngh&, phuong thic va thong 1uong két ndi. Vi du, cac k€t ndi c6 thé
s& dung modem thong qua mang dién thoai cong cOng PSTN, mang s6 hod tich hgp
cdc dich vu ISDN...

— Céc phuong thUc an toan cho truy cap tU xa, phuOng thUc xdc thuc ngudi
dung, phuong thUc ma hoa dit liéu
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— Céc giao thlrc mang s dung d€ két ndi.
1.2. Két ndi truy cap tu xa va cac giao thtic sir dung trong truy cap tu xa
a. Két néi truy cép ttr xa

Ti€n trinh truy cap tU xa dugc md ta nhu sau: ngudi dung tI xa khdi tao mOt
két n6i t&i may ch( truy cdp. K&t n6i nay dugc tao 1ap bang viéc st dung mot
giao thUc truy cap tU xa (vi du giao thUc PPP- Point to Point Protocol). Mdy chU truy
cap xdc thuc ngudi dung va chap nhan két nGi cho tdi khi két thic bdi ngudi ding
hodc ngudi quan tri hé théng. Mdy chU truy cap déng vai trdo nhu' mOt gateway
bang viéc trao dGi d{F liéu gilta ngudi dung tUr xa va mang ndi bO. Bang viéc st
dung két ndi nay, ngudi ding tU xa gUi va nhan d{ li€u tU mdy chU truy cap. DI
liéu dugc truyén trong cdc khudn dang dugc dinh nghia béi cic giao thlic mang (vi
du giao thic TCP/IP) va sau d6 dugc déng géi bdi cic giao thUc truy cap tU xa. Tat
cd cdc dich vU va c4c nguOn tai nguyén trong mang ngUdi dung tU xa déu c6 thé sur
dung thong qua k€t ndi truy cap tU xa ny.

Hinh 4.1 — K&t noi truy cap tU xa

b. Cdc giao thitc mang st dung trong truy cap ttrxa

Khi tri€n khai dich vu truy cap tU xa, cic giao thlfc mang thuOng dugc st
dung 1a giao thic TCP/IP, IPX, NETBEUI. TCP/IP 12 mOt b0 giao thfc gOm c6 giao
thfc TCP va giao thUc IP cling lam vi€c vGi nhau d€ cung cap phuong tién truyén
thong trén mang. TCP/IP 12 mOt b0 giao thlc cO bdn, 1am nén tdng cho truyén
thong lién mang 1a b0 giao th(fc mang dudgc sU dung phG bi€n nhat hién nay. Vi
kha ning dinh tuy€n va md& rOng, TCP/IP hd trg mOt cach linh hoat va phit hgp cho
cdc tat cd cdc mang. IPX (Internet Packet Exchange) 12 giao thUic dugc st dung cho
cdc mang Novell NetWare. IPX 1a mOt giao thUc c6 khd ning dinh tuy€n va thuOng
dugc st dung vGi ciac hé thGng mang trudc diy. NetBEUI 1a giao thUc dung cho
mang cUc b0 LAN cUa Microsoft. NetBEUI cho ta nhiéu ti€n ich va hau nhu khong
phdi 1am gi nhi€u v&i NetBEUI. Thong qua NetBEUI ta c¢6 thé truy cdp tat cd cic tai
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nguyén trén mang. NETBEUI 1a mét giao thUc khong c6 khd ning dinh tuyén va chi
thich hgp v4i m6 hinh mang nhd, don gidn.
1.3. Modem va cic phuong thitc k€t ndi vat 1y
a. Modem

Mdy tinh 1am viéc v&i d{ li€u dang sO, khi truyén thong trén mdi trudng
truyén dan vGi cic dang tin hiéu khic (vi du nhu véi mang dién thoai cong cOng
lam viéc véi céc tin hi€u tuong tU) ta can moOt thiét bi d€ chuyé&n dGi tin hiéu sO
thanh tin hiéu thich nghi vi méi truOng truyén dan, thiét bi d6 1a goi 1a Modem
(Modulator/demodulator). Nhu' vdy Modem 1a mOt thi€t bj chuyén d6i tin hiu sO
sang dang tin hiéu phit hop v&i méi trudng truyén dan va ngudc 1ai. Hinh 4.2 md ta
két n6i st dung modem qua mang di€n thoai.

— —t

Hinh 4.2 — K&t ndi s dung modem qua mang di€n thoai

Cac modem sU dung cdc phuong phap nén dif li€u nham muc dich ting tOc
do truyén dr liéu. Hi€u sudt nén dr li€u phu thubc vio dit liéu, c6 hai giao thlrc
nén thudng dugc s dung 12 V.42bis va MNP 5. hiéu sudt nén cUa V.42bis va MNP
5 ¢6 thé thay d6i tUr 0 dén 400 % hay cao hon phu thudc vao dif liéu tu nhién Chudn
modem V.90 cho phép cidc modem nhan d{f liéu véi tdc dd 56 Kbps qua mang dién
thoai cdng cOng (PSTN). V.90 xem mang PSTN nhu 12 mOt mang s va ching sé
mi héa dong d{f li€u xuOng theo kY thudt sO thay vi di€u ché d€ gl di nhu céc
chudn di€u ché truGc day.

Trong khi d6 theo huéng ngugc 1ai tU khach hang dén nha cung cdp dich vu
dong dir liéu 1én van dudc diéu ché theo cic nguyén tac thong thudng va tdc do tOi
ta dat dugc 1a 33.6 Kbps, giao thUc hudng 1én nay dua trén chudn V.34. Su khic
nhau gi(ta tin hi€u sO ban dau vdi tin hiéu sO dugc phuc hdi tai dau nhan goi 1a
tap Am lugng t héa (nhi€u lugng tl), chinh tap 4m nay di han ché tdc dd truyén
d(r 1iéu. Gilra cdc modem dau cubi c6 mOt cau tric ha tang cho viéc két ndi dé 1a
mang thoai cong cOng. Cac chudn modem trudc day déu gid st ca hai dau cla két
nOi giOng nhau la c6 mOt k&€t ndi tuong tU vao mang dién thoai cong cOng, cong
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nghé V.90 di 1gi dung Uu di€m cla t6 chlic mang ma mdt ddu két ndi gilta hé
thOng truy cdp tU xa va mang thoai cong cOng 1a dang sO hoan toan con dau kia van
duoc két ndi vao mang PSTN theo dang tuong tU nhd d6 tan dung dudc cic Uu
di€m cUa lién két sO tOc dd cao, vi chi c6 qua trinh bi€n d6i A/D mdi giy ra tap Am
v0i cdc két nbi sO thi khong c6 lugng U héa do d6 nhi€u Iugng t{ rat it trong cu

tric mang nay.

b. Cdc phuong thitc két ndi vat Iy co ban

MOt phuong thic phG bi€n va s& dugc dung nhi€u dé 1a k€t nGi qua mang
dién thoai cong cOng (PSTN). M4y tinh dugc ndi qua mOt modem 1ap dat bén trong
(Internal modem) hodc qua cGng truyén sO 1iéu noi ti€p COM port. TOc dO truyén
t0i da hién nay c6 thé c6 dugc bang phudng thitc nay c6 thé 1én dén 56 Kbps cho
chiéu 18y d{ liéu xubng va 33,6Kbps cho chi€u truyén d{I li€u hudng 1én vGi céc
chudn di€u ché tin hi€u phS bi€n V90, K56Flex, X2. Ta ciing c¢6 th€ s dung
modem c6 yéu cau v€ ha tang c0 sG thap hon v3i chudn di€u ché V.24, V.32Bis,
V.32...

Phuong th(c th( hai 1a s& dung mang truy€n s li€u s da dich vu ISDN.
Phuong th(c nay doi hdi chi phi cao hon va ngay cang dudc ph bi€n rOng rii. Ta
c6 dugc kha nhiu cdc 10i ich tUr viéc st dung mang ISDN ma mot trong sO d6 1a
tOc d0. Ta c6 th€ sl dung cic Iua chon ISDN 2B+D BRI (2x64Kbps d{f liéu +
16Kbps dung cho di€u khi€n) hodc 23B+D PRI (23x64Kbps + 64Kbps) thong qua
thi€t bi TA (Terminal Adapter) hay cdc card ISDN. MOt phuong thUc khic nhung it
dudgc st dung 12 qua mang truyén s6 liéu X.25, tOc dO khdng cao nhung an toan va
bdo mat cao hon. Yéu cau cho ngudi st dung trong truOng hop nay 1a phdi c6 sUr
dung card truyén sO li€u X.25 hodc mOt thi€t bi dugc goi 1a PAD (Packet
Asssembled Disassembled). Ta ciing c6 th€ s dung cic k€t ndi truc ti€p qua cdp
modem, phuong thUc nay cho ta cic k€t n0i tOc dd cao nhung phadi thong qua cic

modem truyén s0 li€u c6 gid thanh cao.

2. An toan trong truy cap tU xa

Muc tiéu: An toan trong truy cap tU xa phu thuOc vao qud trinh nhan thuc va
xdc thuc khi ¢é yéu cdu két nbi; Bén canh do, viéc ma hoa dir liéu vOi cdc
phuong thUc sé cung cdp co ch€ an toan trong truy cap tU xa.

2.1. C4ac phuong thic xac thuc két ndi

a. Qud trinh nhan thuc

Tié€n trinh nhan thuc v&i cic giao thlc xdc thuc dugc thuc hién khi nguoi
dung tU xa c¢6 cdc yéu cau xac thuc t&i mdy chU truy cdp, mOt thda thudn gilta
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ngU0i ding tUf xa vd mdy chU truy cdap d€ xic dinh phuong thlc xdc thuc sé sir
dung. Néu khong c¢6 phuong thlc nhan thuc nao dugc st dung, ti€n trinh PPP sé
khdi tao két n6i gilta hai di€m ngay 1ap tlc. Phuong thic xdc thuc c6 thé dugc st
dung vGi cic hinh thlc ki€m tra cd s& dit liéu dia phuong (Iuu tr(f cdc thong tin vé
username va password ngay trén may chU truy cap) xem céc thong tin vé€ username va
password dugc gUi d€n c6 tring vdi trong cO s& d{F 1i€u hay khong. Hodc 1a gUi cdc
yéu cau xdc thuc t&i mOt server khdc d€ xédc thuc thuong st dung 1a cic RADIUS
server (s€ dugc trinh bay & phan sau)

Sau khi ki€m tra cdc thong tin gUi trd 1ai tU co s d{ liéu dia phuong hodc tU
RADIUS server. Néu hgp 1€, ti€n trinh PPP s& khéi tao mOt két ndi, n€u khong yéu
cau két n0i clia ngudi dung s€ bi tUr chOi.

b.Giao thurc xdc thuc PAP

PAP 12 m0t phuong thlc xdc thuc két ndi khdng an toan, n€u s dung mOt
chuong trinh phan tich g6i tin trén dudng két ndi ta c6 th€ nhin thay céc thong tin
v€ username va password dudi dang doc dugc. Pi€u nay c6 nghia 13 cdc thdng tin
gUi di t&r ngudi diing tU xa tGi mdy chu truy cap khong dugc ma héa ma dugc gl di
dudi dang doc dugc d6 chinh 1a Iy do PAP khong an toan. Hinh dudi mé td qud trinh
x4c thuc PAP, sau khi th@a thudn giao thUc xac thuc PAP trén lién két PPP gilta céc
dau cubi, ngudi dung tUr xa gUi thong tin (username:nntrong, password:ras123) t&i
may chU truy cdp tU xa, sau khi ki€m tra c4c thong tin nay trong c0O s& d{t liéu cla
minh, mdy chU truy cap tU ra s€ quyét dinh xem li€u yéu cau két nbi c6 dugc thuc
hién hay khong.

c.Giao thirc xdc thuc CHAP

Sau khi thda thudn giao th(c xdc thuc CHAP trén lién k€t PPP gilta cdc dau
cudi, mdy chU truy cap gli mOt “challenge” tGi ngudi dung tUr xa. Ngudi diing tU xa
phic ddp 1ai mot gid tri dugc tinh todn sU dung ti€n trinh x(r 1y mOt chi€u (hash).
mdy chU truy cdp ki€m tra va so sanh thong tin phiic dap vGi gid tri hash ma tu né
tinh dugc. N&u céc gid tri nay béng nhau vi€c xdc thuc 13 thanh cong, ngugc 1ai két
n0i s€ bi hlly bd. Nhu' vady CHAP cung cap cO ché an toan thdng qua viéc sU dung
gia tri challenge thay dGi, duy nhat va khong th€ doin dugc. Céic thong tin vE
username va password khong dugc gUi di dudi dang doc dugc trén mang va do dé
chOng 1ai cic truy cap trdi phép bang hinh thiic 18y trOm password trén dudng két
noi.
d.Giao thitc xdc thuc mo&'réng EAP

Ngoai cdc giao thlc ki€m tra tinh x4c thuc cO ban PAP, CHAP, trong
Microsoft Windows h0 trg thém mot s giao thlfc nhdm nang cao d6 an toan, bdo
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mat va da truy nhap, d6 1a giao thUc xdc thuc m& rOng EAP (Extensible
Authentication Protocol). EAP cho phép c¢6 dugc mOt cO cdu xdc thuc tuy y d€ cong
nhan mot k€t n6i goi vao. Ngudi s dung va may chU truy nhdp tU xa sé€ trao dbi
d€ tim ra giao thUc chinh xdc dugc st dung.

EAP ho tr0 cdc hinh thic sau:

— SU dung céc card vat Iy dung d€ cung cap mat khdu. Céac card nay ding
mOt sO cdc phuong thlc xic thuc khic nhau nhu s& dung cdc doan ma thay d6i theo
mOi 1uot s dung.

— HO trg MD5-CHAP, giao thlic mi hod tén ngudi s& dung, mat khau sUr
dung thuat todn ma hoa MD35 (Message Digest 5).

— HO trg s dung cho cdc thé théng minh. Thé théng minh bao gdm thé va
thiét bi doc thé. C4c thong tin xdc thuc v€ c4 nhan ngudi dung dugc ghi lai trong
céc thé nay.

— C4c nha phit trién phan mém ddc 1ap st dung giao dién chuong trinh Ung
dung EAP c6 th€ phit trién cdc module chuong trinh cho c4c cong nghé 4p dung cho
thé nhan dang, thé thdong minh, cdc phan cUng sinh hoc nhu nhan dang véng mac,
cdc hé thOng st dung mat khau mot 1an.

2.2. Cac phuong thttc ma héa dir li€u

Dich vu truy cép tU xa cung cdp cO ché an toan bang viéc ma héa va gidi ma
d(r liéu truyén gilra ngudi diing truy cap tU xa vad mdy ch truy cap. Cé hai phuong
th(rc ma héa dr liéu thudng dugc st dung d6 13 ma héa dOi xUng va ma héa phi doi
xUng.

Phuong thlUic ma ho4 dOi xUng: thong tin & dang doc dugc, dugc ma hod sUr
dung khéa bi mat (khod ma chi ¢c6 ngudi ma hoa mdi bi€t dugc) tao thanh thong tin
da dugc ma hoa. & phia nhan, thong tin ma hod dugc gidi ma cung vdi khéa bi mat
thanh dang gbc ban dau. Pi€m chi y cla phuong phap ma hoa nay 1a viéc st dung
kho4 bi mat cho ca qud trinh ma hod va qu4 trinh gidi ma. Do dé, nhugc di€m chinh
cUa phuong thlc nay 1a cdn c6 qud trinh trao dGi khod bi mat, dan dén tinh trang dé
bj 16 khod bi mat.

Phuong phap ma hod phi d0i xUng, d€ khac phuc di€ m han ché cla phuong
phép ma hod d6i xUng 12 qud trinh trao dGi kho4 bi mat, ngudi ta da s& dung phuong
ph4p ma ho4 phi d0i xUng s& dung mOt cdp khod tuong Ung v&i nhau goi 1a phuong
th(rc ma ho4 phi dOi xUng diing khod cong khai. Phuong thUc mi héa nay sU dung
hai khéa 1a khéa cong khai va khoa bi mat c6 cdc quan hé toan hoc v&i nhau.
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Trong d6 khéa bi mat dugc gilr bi mat va khong c6 kha ning bi 160 do khong
can phadi trao d6i trén mang. Khéa cong khai khong phdi gilt bi mat va moi ngudi
déu c6 th€ nhan dugc khod nay. Do phuong thltc ma héa nay sU dung 2 khéa khac
nhau, nén ngU0i ta g0i n6 1a phuong thUic ma héa phi dOi xUng. Mac dit khéa bi mat
dugc gilr bi mat, nhung khong gibng vGi “secret Key” dugc s dung trong phuong
th(fc ma héa d6i xUng st dung khod bi mat do khéa bi mat khong dugc trao dGi trén
mang. Khéa cong khai va khéa bi mat tudng Ung cla né c6 quan hé todn hoc véi
nhau va dUQc sinh ra sau khi thuc hién cdc ham toan hQc; nhung cic ham todn hQc
nay ludn thda man di€u ki€n 1a sao cho khong th€ tim dugc khéa bi mat tir khéa
cong cOng va ngugc lai.

Do ¢6 mOi quan hé toan hoc vGi nhau, thong tin dugc ma héa bang khéa cong
khai chi ¢6 th€ gidi ma dudc bang khéa bi mat tuong Ung. Giao thlc thudng dugc
s& dung d€ ma héa dit li€u hién nay la giao thUc IPsec. Hau hét cic mdy chl truy
cap dua trén phan clng hay mém hién nay déu ho trg IPSec. IPSec 1a mOt giao
thfc bao gOm cac chudn m& bdo ddm cic van dé bao mat, an toan va toan ven d{F
liéu cho cic két ndi qua mang st dung giao thlc IP bang cic bién phip ma hoa.
IPSec bdo vé chOng lai cic hanh dOng pha hoai tUr bén ngoai. Cic client khdi tao
mOt mOi lién quan bdo mat hoat ddng tuong tu nhu khod cong khai d€ ma hoa d{r
liéu. Ta c6 th€ s dung cic chinh sich 4p dung cho IPSec d€ cdu hinh né. Céc chinh
sich cung cap nhi€u mUc dd va kha ning d€ bdo ddm an toan cho ting loai dit
liéu. Céc chinh sich cho IPSec s& dugc thi€t 1ap cho phu hop véi tUng ngudi diing,
tUng nhém ngudi ding, cho mOt Ung dung, mOt nhém mié€n hay toan b0 hé théng

mang.

3. Tri€n khai dich vu truy cap tir xa

Muc tiéu: Trinh bay cdc phuong thtc két nbi, cdc di€u ki€n va cdc thiét dat
cho phép ngU0i quan tri gdn cdc quyén truy cdp va mUc dd s’ dung cdc
nguln tai nguyén trén mang doi vOi ngu0i ding tU xa.Viéce két ndi st dung
dich vu truy cap tU xa vOi Mang riéng do (VPN) la gidi phdp cho phép ngudi
ding thuc hién mét k€t nbi t&i tru sO chinh bang viéc st dung ha tdng mang
la mOt mang coéng cOng nhur Internet.
3.1. K&t ndi goi vao va két ndi goi ra

Cau hinh mdy chU truy cap d€ tao 1ap cac két ndi g0oi vao cho phép ngudi
dung tU xa truy cdp vao mang. Cic thong sO cO ban thuOng dugc cau hinh khi tao
1ap céc két nOi g0oi vio bao gOm x4c dinh cic phudng thlic xac thuc ngUdi ding, ma
héa hay khong ma héa dit liéu, cic phuong thic mi héa d{f li€u néu yéu cau, cic
giao thUic mang s& dugc s dung cho truy nhdp tU xa, céc thi€t dat vé chinh sich va
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cdc quyén truy nhap cUa ngudi dung tU xa, mUc dd dugc phép truy nhap nhu thé
ndo, xdc dinh phuong thlc cap phat dia chi IP cho mdy truy nhap tU xa, cic yéu cau
cau hinh d€ tao 1ap cac két nGi VPN... K&t n0i g0i ra c6 thé dugc thi€t 1ap d€ goi
ra t6i mOt mang dung riéng hodc tdi mot ISP.

Windows server hO trg céc hinh thic két noi sau:

- NGi téi mang dung riéng, ta s& phdi cung cap sO dién thoai noi s& ndi dén.
C6 th€ 1a sO dién thoai cUa ISP, clla mang dung riéng hay cla mdy tinh phia xa. X4c
dinh quyén sU dung két n0i nay.

- NOi t&i Internet, hai 1ua chon c6 thé 1a st dung truy cap qua duOng thoai va
st dung truy cap qua mang LAN. SU dung duOng thoai, cdc van dé ta can quan
tam 12 sO dién thoai truy nhdp, tén va mat khau dugc cung cdp bdi ISP. SU dung
LAN, ta s€ phdi quan tAm dén proxy server va mOt sO thi€t dat khac.

- Tao 1ap k€&t ndi VPN, VPN 1a m6t mang st dung cic két ndi dung giao
thlc tao dudng hdm (PPTP, L2TP, IPSEC,...) d€ tao dugc céc két ndi an toan, bdo
ddm thong tin khong bi xAm pham khi truyén tdi qua cdc mang cong cOng. TUOng
tU nhu khi tao 1ap mét két n6i goi ra, Néu can thiét phdi thong qua mot ISP trung
gian trudc khi n0i t&i mang dung riéng, 1ua chon mOt két nbi goi ra. Cung cdp dia
chi mdy chU, dia chi mang nGi ma ta dang mubn noi tGi. Cac thi€t 1ap khac 12 thiét
dat cdc quyén st dung két noi.

- Tao 1ap két noi truc ti€p vGi mdy tinh khéc, Iura chon nay dudc si dung dé
két ndi truc ti€p hai mdy tinh v&i nhau thong qua mOt cdp dugc thiét k€ cho noi
truc ti€p hai mdy tinh. MOt trong hai mdy tinh dugc 1ua chon 1a chU va mdy tinh kia
dudc 1ua chon 1a t&. Lua chon thi€t bi cOng ndi hai mdy tinh ndi v4i nhau.

3.2. K&t ndi st dung da ludng (Multilink)

Multilink 14 su' k€t hgp nhi€u lién két vat 1y trong mOt lién két logic duy nhat
nham gia ting bing thong cho k&t ndi. Multilink cho phép s dung hai hodc nhi€u
hon cdc cOng truyén thong nhu 1a mOt cOng duy nhat cé tOc dd cao. Pi€u nay c6
nghia 1a ta ¢6 th€ s dung hai modem d€ két ndi Internet v3i tOc d0 cao gdp ddi so
vGi viée s dung mOt modem. Multilink gia ting bing thong va gidm do0 tré gilra
cdc hé thOng bang cO ché chia cdc géi diF liéu va gUi di trén cdc mach song song.
Multilink s dung giao thlc MPPP cho vi€c qudn 1y cic k€t ndi cla minh. DE sUt
dung, MPPP can phai dudc ho trg & ca hai phia cla két noi.
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Hinh 4.3 m6 ta két ndi s dung Multilink, khi ngudi dung tU xa st dung hai
modem va hai dudng thoai két ndi véi may chl truy cdp, mobi két nbi 1a viéc theo
chudn V.90 c6 tdc dd 56 kbps st dung k¥ thudt Multilink cho phép dat tdc dd 112
Kbps gilta mdy truy cap tU xa va may chU truy cap.

3.3. Céc chinh sach thi€t 1ap cho dich vu truy nhdp tir xa

Chinh sach truy nhap tU xa 1a tap hgp céic di€u ki€n va céic thi€t dat cho phép
ngUdi quan tri mang gan cho moOi ngudi ding tU xa cdc quyén truy cdp va mlc do
sU dung cdc nguln tai nguyén trén mang. Ta c6 th€ dung cdc chinh sich d€ c6 dugc
nhié€u cé4c Iua chon phit hop vGi ting mUc dd ngudi ding, ting tinh mém déo, tinh
ning dOng khi cdp quy€n truy nhap cho ngudi ding.

MOt chinh sich truy nhdp tUf xa thong thuOng bao gOm ba thanh phan nham
cung cap cic truy nhap an toan cé ki€m sodt d€n mdy chU truy cap. Cac di€u kién
(Conditions): 12 mOt danh sich cdc tham sO nhu ngay thdng, nhém ngudi diing, ma
ngUdi goi, dia chi IP phit hgp v&i mdy tram dang nGi dén mdy chU truy cap. BO
chinh sich di€u kién dau tién nay tudng Ung v4i céc thdng sO cla yéu cau két nbi
g0i dén dugc xU 1y d6i vdi su cho phép truy cap va cau hinh.

Su cho phép (Permission): C4c k€t ndi truy nhdp tU xa dugc cho phép va gin
truc ti€p tGi mOi ngUdi diing bai cac thi€t dat trong cdc chinh sach truy nhdp tU xa.
Vi du mOt chinh sich c6 th€ gin tat cd ngudi dung trong mOt nhém nao ddy quyén
truy cap chi trong gi® 1am viéc hanh chinh t 8:00 A.M dén 5:00 P.M, hay dOng th&i
gan cho mOt nhém ngudi ding khic quyén truy cdp lién tuc 24/24. Profile: MOi
chinh siach déu bao gdm moOt thiét dat cUa profile 4p dung cho k€t ndi nhu 1a céc
thU tuc xdc thuc hay ma héa. Céc thi€t dat trong profile dugc thi hanh ngay t&i céc
k€t ndi. Vi du: n€u moOt profile thi€t dat cho mOt k€t ndi ma ngudi dung chi dugc
phép s dung trong 30 phit mOi 1an thi ngudi ding s€ bi ngat két ndi téi may chl
truy cap trong sau 30 phut.
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Cic diéu kién dugc gUi tGi d€ tao mOt két n0i, néu cac di€u kién gUi t&i
nay khong thich hgp truy cap bi tir chOi, n€u thich hgp cdc di€u ki€n nay dugc sUr
dung d€ xéc dinh su truy cap. Ti€p theo mdy chU truy cap ki€m tra cic cho phép
quay sO vao ngU0i dung sé€ bi tU chGi néu thi€t dat nay 1a Deny va dugc phép truy
cap néu la Allow, n€u thiét dat 1a s& dung cic chinh sich truy cdp d€ xic dinh
quyé€n truy cap thi su' cho phép cla cic chinh sich s& quy€t dinh quyén truy cap cla
ngUdi ding. N€u céc chinh sich nay tU chdi truy cap ngudi diing sé bi ngat két nbi,
néu la cho phép sé€ chuyén tGi d€ ki€m tra cdc chinh sich trong profile 12 budc cudi
cling d€ x4c dinh quyén truy cap cla ngudi ding.

3.4. St dung dich vu gan dia chi d0ng DHCP cho truy cap tUr xa

Khi thiét 1ap mdt may chU truy cap d€ cho phép ngudi dung tUr xa truy cap
vao mang, ta c6 th€ 1ya chon phuong thlfc ma cac mdy tU xa c¢6 th€ nhan dugc dia
chi IP.

Vi phuong thlc cdu hinh dia chi IP tinh ngay trén cdc may tram, ngudi diing
phai cdu hinh bang tay dia chi IP trén m0i mdy truy cap. SU dung phuong thirc nay
phadi ddm bdo rang cdc thong tin cdu hinh dia chi IP 1a hop 1€ va chua dugc sir
dung trén mang. POng thOi c4c thong tin v€ default gateway, DNS...cling phdi dugc
cau hinh bang tay mdt cich chinh xdc.Vi Ii do nay khuy&n nghi khong nén st dung
phuong phap nay cho viéc gan IP cho cdc mdy truy cap tU xa. Mdy chU truy cap c6
th€ gan dOng mOt dia chi IP cho cdc mdy truy cap tU xa.

Dia chi IP nay thuQc trong khodng dia chi ma ta da cau hinh trén mdy chU truy
cap. SU dung phuong phdp nay ta can phdi ddm bdo rang khodng dia chi IP nay
dugc danh riéng d€ cap phat cho cdc mdy truy cdp tU xa. Phuong thUc st dung
DHCP server, mdy chU truy cap nhan dia chi IP tr DHCP server va gan cho cdc may
truy cap tU xa. Phuong thlc nay rat linh hoat, khong can phdi danh riéng mot
khodng dia chi IP du tr(f cho mdy truy cap tU xa va thuOng dugc sU dung trong mOt
mang c6 t0 chlic va da dang trong céc hinh thiic k&t ndi. Pia chi IP dugc cap phat
cho cdc mdy truy cap tU xa mOt cach tu dOng, cdc thong tin cdu hinh khic (Gateway,
DNS server...) ciing dUgc cung cap tap trung, chinh xdc t&i ting mdy truy cap dong
thQi cdc mdy truy cdp ciing khdng can thi€t phdi cu hinh lai khi c¢6 céc thay d6i vé
cau tric mang.

Hoat dOng clla DHCP dugc md ta nhu sau: MOi khi DHCP client khGi dOng,
né yéu cau mot dia chi IP tU DHCP server. Khi DHCP server nhan yéu cau, né chon
mOt dia chi IP trong khodng IP di dugc dinh nghia trong co s@ d{ li€u cla né.
DHCP server cap phit dia chi IP t&i DHCP client Néu DHCP client chdp nhan dia
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chi IP nay, DHCP server cho thué dia chi IP nay trong mOt khodng thQi gian cu thé
(ty theo thiét dat).

Céc thong tin v€ dia chi IP dugc glri t DHCP server t&i DHCP client thuOng
bao gbm cic thanh phan sau: dia chi IP, subnet mask, cdc gid tri 1ua chon khéc
(default gateway, dia chi DNS server).

3.5. SU dung Radius server d€ xic thuc két ndi cho truy cap tu xa
a. Hoat dong cla Radius server

Radius 12 mOt giao thUc 1am vi€c theo md hinh client/server. Radius cung cap
dich vu x4c thuc va tinh cu@c cho mang truy nhdp gidn ti€p. Radius client 12 mOt
may chU truy cdp ti€p nhan cic yéu cau xdc thuc tU ngudi dung tU xa va chuyén
cdc yéu cau nay tdi Radius server. Radius server nhan céc yéu cau két ndi cla
ngUdi ding xdc thuc; sau d6, trd v€ cic thong tin cdu hinh can thi€t cho Radius
client @€ chuy€n dich vu tGi ngudi s& dung.
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Hinh 4.4 — Qua4 trinh hoat dOng cUa Radius server
Qua trinh hoat dOng dUgc mo tad nhu sau:

1. Ngudi st dung tU xa khdi tao qua trinh x4c thuc PPP tGi may chU truy

cap;

2. M4y chU truy cdp yéu cau ngu0i ding cung cap thong tin vé€ username va
password bang cic giao thlfc PAP hodc CHAP;

3. Ngu0i dung tU xa phic dap va gUi thong tin username va password t&i mdy
chU truy cap;

4. My chU truy cap (Radius client) gUi chuyén ti€p céc thong tin username va
password da dugc ma héa tGi Radius server;

5. Radius server trd 10i v&i cdc thong tin chap nhan hay tU chOi. Radius client
thuc hién theo cic dich vu va cdc thdng sO dich vu di cling vGi cdc phiic dap chap
nhan hay tU chdi tU Radius server.
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b. Nh@n thuc va c@p quyén

Khi Radius server nhan yéu cau truy cap tU Radius client, Radius server tim
ki€m trong cO s& d{I liéu cic thong tin v€ yéu cau nay. Néu username khong cé
trong cO s& d{f liéu nay thi hodc mot profile mac dinh dugc chuyén hodc mot thong
bdo tlr chdi truy cap dudc chuyén tGi Radius client.

Trong RADIUS nhan thuc va cdp quyén di doi v&i nhau, n€u username cé
trong cO sG d{ liéu va password dUgc x4dc nhan la ding thi Radius server gUi trd vé
thong bdo truy cdp dugc chdp nhan, thong bio nay bao gOm mOt danh sich cic cap
ddc tinh- gid tri mo ta céc thdng sO dugc sU dung cho phién 1am viéc. C4c thong sO
di€n hinh bao gdm: ki€u dich vu, ki€u giao thlc, dia chi gin cho ngudi ding (ddng
hodc tinh), danh sach truy cap dugc d4p dung hay mot dinh tuy€n tinh dugc cai dat
trong bang dinh tuy€n cla may chU truy cap. Thong tin cdu hinh trong Radius server
s x4c dinh nhiing gi s€ dugc cai dat trén may chu truy cap. Hinh 4.5 dudi diy mo
ta qud trinh nhan thuc va cap quyén cUa Radius server.

=
e |
iy

Hinh 4.5 — M6 ta qu4 trinh nhan thuc va cap quyén cUa Radius server
c.Tinh cuéc

Céc van dé vé xU ly cudc cla RADIUS hoat ddng d0c 1ap vGi nhan thuc va
cap quyén. Chlc ning tinh cUdc cho phép ghi lai dif 1iéu dugc gUi tai thdi di€m
bat ddu va két thic cla mOt phién 1am viéc va dua ra cdc con sO v€ mat st dung tai
nguyén nhU (thdi gian, sO géi, sO byte...) dudc s& dung trong phién lam viéc dé.

3.6. Mang riéng do va k&t ndi si dung dich vu truy cap tlr xa
VPN (Virtual Private Network) 12 mOt mang riéng dugc xdy dung trén nén

tang ha tang mang cdng cOng (vi dUu mang Internet), st dung mang cong cOng cho
vi€c truyén thong riéng tu.

Gidi phdp VPN cho phép ngudi dung lam vi€c tai nha hodc dang di cong tac
G xa c6 thé thuc hién mbt két ndi téi tru sG chinh bang viéc s& dung ha tang
mang 12 mOt mang cong cOng nhu 1a Internet, NhU' vay thay vi phdi thuc hién mot
két nGi duong dai t&i tru s& chinh ngudi s dung chi can tao 1ap mOt két ndi ndi
hat t6i mo6t ISP khi d6 bang cong nghé VPN mot két ndi VPN sé duoc thiét 1ap
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gi(ta ngudi ding v&i mang trung tim. K&t n6i VPN ciing cho phép céc t0 chlc két
nOi lién mang gilta cic dia di€m & xa khéac nhau thong qua cic k&t ndi truc ti€p
(leased line) tU cdc dia di€ém d6 tGi mOt ISP.

Nhu vay két nGi VPN cho phép mOt tG chlc gidm chi phi goi duGng dai qua
Dialup hay chi phi thué duOng leadline cho khodng cich xa thay vi nhu vay chi can
cac k€t ndi nOi hat va di€u nay 1a ti€t kiém dugc chi phi. VPN gUi di li€u gilra cic
dau cubi, d{r liéu dugc déng géi, v6i cac Header cung cdp thong tin dinh tuy€n cho
phép chuyén dit li€u qua mot lién k&t hodc moOt lién mang cong cOng tGi dich. D
liéu chuyén di dugc ma hod d€ ddm bdo an toan, cic géi dit li€u truyén thong trén
mang 12 khong th€ doc ma khong c6 khod gidi ma. Lién k€t ma trong d6 dit liéu
dugc déng géi va ma hod 13 mOt két ndi VPN.

Céc hinh thUc két noi:

C6 hai ki€u k€t n0i VPN, két n6i VPN truy cap tU xa va két n0i Site-to-site.
MOt két ndi VPN truy cap tU xa dugc thi€t 1ap bdi mOt mdy tinh PC t&i mOt mang
diing riéng. VPN gateway cung cap truy cap tdi céc tai nguyén cla mang dung riéng.
Ciéc g6i d{r 1iéu gl qua két ndi VPN dugc khdi tao tU céc client. VPN client thuc
hién viéc xdc thuc t&i VPN gateway. K&t nGi site-to-site, dugc thi€t 1ap bdi cic
VPN gateway va k&t nOi hai phan cla mOt mang dung riéng.

Hinh 4.6 — Gidi phdp k&t ndi VPN

Tunnel: 12 mOt phan quan trong trong vi€c xay dung mOt mang VPN. Cic
chudn truyén thong s dung d€ qudn Iy céc tulnnel va déng g6i d{f liéu cla VPN
bao gOm céc giao thUc lam viéc & 18p 2 nhu PPTP (Point-to-Point Tunlling Protocol)
dugc phat trién bdi Microsoft ho trg trong moi truiGng mang Windows, L2TP (Layer
2 Tunnelling Protocol) dugc phit trién bdi Cisco. IPsec 1a mot giao thlc 1am viéc &
18p 3, IPsec duQc phat trién bdi IETF va ngay cang dugc st dung rOng rdi. L2TP va
PPTP c6 muc dich 1a cung cdp cdc dudng ham d{t li€u thong qua mang truyén d{r



67

liéu cong cOng. L2TP khic vGi PPTP & chd né tao 1ap dudng ham nhung khong ma
hod dit liu. L2TP cung cap cic duOng ham bdo mat khi cung hoat ddng v4i cic
cong ngh€ ma hod khic nhu IPSec. IPSec khong yéu cau phdi ¢cé L2TP nhung céc
chlic ning ma ho4 cla n6 dua dén cho L2TP kha niing cung cdp cdc kénh thong tin
bdo mat, cung cap cic gidi phdp VPN. L2TP va PPTP cung s dung PPP d€ déng
g6i, thém bét thong tin ti€p dau va truyén tdi dit liéu qua mang. Cic két n6i VPN
c6 céc dac trung sau: déng gbi (Encapsulation), xac thuc (Authentication) va ma hod

d(r liéu (Data encryption)

Doéng géi dif liéu: Cong nghé VPN s dung mOt phuong thUc déng goi dir
liéu trong d6 cho phép d{t li€u truyén dugc qua mang cong cdng qua cic giao thlic
tao dudng ham.

Xdc thuc: Khi mOt két ndi VPN dugc thiét 1ap,VPN gateway s€ xic thuc
VPN client dang yéu cau két ndi va néu dugc dugc phép két nGi dugc thuc hién.
Néu su xéc thuc k&€t n0i 1a qua lai dugc s dung, thi VPN client s€ thuc hién viéc
xé4c thuc 1ai VPN gateway, d€ ddm bdo rang ddy chinh 1a server ma minh can goi.
Xéc thuc dif 1iéu va tinh toan ven cla d{t liéu: d€ x4c nhan rang d{t liéu dang dugc
gl t&r mOt ddu cla két ndi khac ma khong bi thay doi trong qud trinh truyén, dit
liéu phai bao gdbm mot trudng ki€m tra bang mat ma du' trén mOt khod ma hod da
biét chi gilta nguGi gUi va ngUGi nhan

M3 héa dif liéu: d€ ddm bdo d{f liéu truyén trén mang, df liéu phdi dugc
ma hod tai dau gUi va gidi ma tai ddu nhan. Viéc ma hod va gidi ma d{ liéu phu
thuOc va nguGi gUi va ngudi nhan dang sU dung phucng thlic ma hod va gidi ma

nao.
3.7. S dung Network and Dial-up Connection

Network and Dial-up Connection (NDC) 1a mOt cong cu dugc Microsoft phat
tri€n d€ ho trg viéc tao 1ap céc két noi trong d6 bao gdm cic két nbi cho truy cép
tUr xa. V&i viéc s&t dung NDC ta c6 th€ truy cdp tGi cic tai nguyén du dang & trong
mang hay & mOt dia di€m & xa. Cac két nOi dudgc khdi tao, thi€t 1ap cdu hinh, luu
gi(r va quan 1y bGi NDC. MOi mOt két ndi bao gdbm mOt bd cédc dac tinh dugc sir
dung d€ thiét 1ap lién k&t gilra mOt may tinh tGi mdy tinh hodc mang khic. Cic két
n0i goi ra dudc lién lac véi mOt may chll truy cdp G xa bang céc hinh thiic truy cép
gidn ti€p thuong 1 qua cdc mang truyén dan mang thoai cdng cOng, mang ISDN.

NDC ciing ho trg viéc thiét 1ap cic k€t nOi goi vio c6 nghia 1a déng vai trd
nhU mOt mdy chU truy cdp. BGi vi tat cd cdc dich vU va ciac phudng thlc truyén
thong déu dugc thiét 1ap trong k&t ndi nén khong can phdi s& dung cic cong cu
khéc d€ cdu hinh cho két ndi. Vi du d€ thi€t 1ap cho mOt két ndi dial-up bao gdm
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cdc ddc tinh dugc st dung tru@c, trong va sau khi két ndi. Céc thong sO nay bao
gOm: modem s& quay sO, ki€u ma héa password dudc st dung va céc giao thlc
mang s€& s dung sau két ndi. Trang thdi k€t ndi bao gdm thOi gian va tOc d0 ciing
dudc chinh k&t ndi hi€n thi ma khong can bat c(r mOt cong cU nao khéc.

3.8. MOt s6 van dé xu Iy su c6 trong truy cap tlr xa
Céc van dé lién quan dén su cO trong truy cap tU xa, thudng bao gom:

- Giam sdt truy cdp tU xa: gidm sat mdy chQ truy cap 1a phuong phdp tOt nhat
thudng sU dung d€ tim ra ngubn gbc cla cdc van dé xay ra su c6. MOi mot
chuong trinh phan mém hay thi€t bi phan clng may chU truy cap bao gi0 ciing ¢
cdc cong cU st dung d€ giam sat va ghi 1ai cac su'ki€n xdy ra (trong céc file log) doi
vGi mOi phién truy cap tur xa.

- Theo dbi c4c k€t nOi truy cap tU xa: khad ning theo doi cdc k€t ndi truy cap
tUr xa cla mOt Mdy chU truy cap cho ta x( 1y cdc van dé phUc tap vé€ su’ cO mang.
Céc thong tin theo ddi mOt két nOi tU xa thuGng rat phlc tap va kha chi ti€t do dé
dé€ phan tich va x(r 1y can thi€t ngudi quan tri mang phdi c6 kinh nghiém va trinh
d0 vé hé thGng mang.

- XU 1y cdc sur cO vé phan clng: bao gOm céc thi€t bi truy€n thong tai ngudi
dung va tai may chU truy cap. POi v4i cdc thi€t bi tai nguOi dung (thudng 1a cic
modem, cac mang...), hdy xem tai li€u v€ sdn phdm d6 hay hdi nha cung cap thi€t
bi vé sdn phdm cla ho v€ cédc cdch ki€m tra va xdc dinh 16i clUa sdn phdm nay.
Néu két nbi st dung modem, hay ki€m tra rang modem da dugc cai dat ding chua.

Trong Windows server, cdc budc kiém tra nhU sau:

o Trong Control Panel, chon Phone and Modem Options; Trong trang modem,

nhap tén modem, sau d6 chon Properties

o Chon Diagnostics, sau dé chon Query Modem. Néu modem d3 dugc cai dat
ding, b0 cic thong sO vé modem s& dugc hién thi, ngudc 1ai hiy ki€m tra va cai
dat 1ai modem, trong truOng hop cudi ciing hidy hdi nha san xudt thi€t bi nay. D&
nhan thém cdc thong tin v€& modem trong khi dang cO gang tao 1ap mOt két nbi, hay
xem thong tin trong log file d€ tim ra nguyén nhan gap su cO.

D& ghi cdc thong tin vao log file thuc hién theo cic budc sau:

o Trong Control Panel, chOn Phone and Modem Options

o Trong trang modem, chOn t€n modem, sau d6 chOn Properties

o Chon Diagnostics, 1Ua chOn Record a log, sau d6 nhép OK. D6i v6i thiét bi
truy€n thong tai mdy chU truy cdp: Ki€m tra cdc thi€t bi phan clng tudng tU nhu
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trong truOng hop thiét bi tai ngudi diing, dOng thdi ki€m tra log file v€ céc su kién
xdy ra vOi hé théng d€ tim ra nguyén nhan su cO. MOt cich khic d€ kiém tra
modem tai may chU truy cap la s& dung mOt dudng di€n thoai va goi téi modem dé
sau d6 nghe xem modem d6 c6 trd 10i va c6 gang tao mOt két nOi hay khong. Néu
khong c6 tin hiéu tao két ndi t& modem dé thi c6 th€ két ludn rang dang c6 mOt
van dé 10i vé modem tai mdy chU truy cap.

XU 1y cédc sur cO vé dudng truyén thong: ThuOng 1a do cdp dugc dau sai hay
vi nguyén nhan tU nha cung cap dich vu dién thoai. Hay ki€m tra dudng dién thoai
tUr nguoi ding téi mdy chl truy cdp bang cich goi dién thoai thong thuGng, thong
qua chat lugng culc goi ta ciing c6 th€ phan nio du doin dugc chat lugng cla
duong truyén.

XU 1y cac thi€t dat vé cdu hinh: Sau khi xdc dinh rang cdc van dé vé phan
cUng ciing nhu dudng truyén thong déu toOt, budc ti€p theo ta ki€m tra céc thi€t dat
v€ cau hinh, bao gdm: Cic thi€t dat vé mang: 10i cdu hinh vé mang xay ra khi da
tao két nbi thanh céng nhung van khong thé truy cdp dudc cic ngubn tai nguyén
trén mang, céc 10i thudng xdy ra nhu viéc phéan gidi tén chua hoat ddng, céc 10i vé
dinh tuy€n... khi 16i vé cdu hinh mang xay ra, trudc tién ta ki€m tra rang cic mdy
két noi truc ti€p (khong thong qua dich vu truy cdp tU xa) c6 th€ truy cdp dudc vio
céc nguOn tai nguyén trén mang. Sau d6 ki€m tra cdc cdu hinh vé TCP/IP bang viéc
s dung 1énh ipconfig /all trén mdy client. Ki€m tra rang cc thong s6 nhu DNS, dia
chi IP, cé4c thong sO v€ dinh tuy€n da dugc thi€t dat ding chua. SU dung 1énh ping
d€ ki€m tra k€t nGi mang da lam viéc.

Céc thi€t dat mdy chU truy cap: Céc thi€t dat trén may chU truy cap vOi cic
thong so sai khi tao 1ap k€t n6i c6 th€ 1a nguyén nhan ngudi dung khong thé€ truy
cap vao cic ngudn tai nguyén trén mang. D& ho trg cho viée xdc dinh nguyén nhan
iy 10, ki€m tra cic su kién di ghi log trén mdy chl truy cdp va client, trong mot sO
truOng hop can thié€t phdi theo ddi (tracing) cic k&t ni trén mdy chU truy cap. Céc
thi€t dat trén mdy ngu0i dung tUr xa: ki€m tra cdc giao thUc mang lam viéc trén
client, cdc giao th(fc mang lam viéc trén client phdi dugc hO trg bdi may chl truy
cap. Vi du, néu ngudi diung tU xa thi€t dat trén client cdc giao thUc NWLink,
IPX/SPX va mdy chU truy cdp chi hd trg st dung TCP/IP, thi k&t nGi s& khong
thanh cong.

Cau hoi
1. Trinh bay y nghia cUa dich vU truy nhap tU xa.
2. Cho biét c4c phuong thlc xic thuc két noi.
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3. Mo ta cdc phudng thUc ma hoa dr liéu.

Bai tap thuc hanh
1. Xay dung mOt Remote Access Server.

Céc budc thuc hién:
- Cau hinh RAS server
- C&u hinh RAS client

2. Cai dat va cau hinh dich vU truy cap tU xa cho phép ngu0i ding tU xa truy cap
vao mang trén hé di€u hanh Windows Server.

Céc budc thuc hién:

- Cai dat mdy chU dich vU truy cap tU xa

- Thiét dat tai khodn cho ngudi dung tU xa. Thi€t 1ap mét tai khodn c6 tén
RemoteUser

- Ki€m tra cdu hinh da thi€t 1ap

- Cau hinh cho phép tai khodn RemoteUser truy cdp viao mang dugc di€u
khién truy cdp bdi cic chinh sich truy cap tU xa (Remote access policy)

- Ki€ém tra cdu hinh da thi€t 1&p & budc trén bang viéc thuc hién mot két
n0i quay sO t&i mdy chU truy cdp tU xa v3i tai khodn c6 tén 12 RemoteUser. Thong
b4o 101 xuat hién, két ndi khong dugc thiét 1ap.

- SU dung RRAS d€ thi€t 1ap mOt chinh sich m&i doi vGi ngudi ding tlr xa,
tén chinh sich nay la Allow RemoteGroup Access cho phép nguGi dung trong nhém
RemoteGroup truy cap.

- Ki€m tra cdu hinh di thi€t 1&p & budc trén bang viéc thuc hién mot két
n0i quay s0 t&i mdy chU truy cap tU xa v&i tai khodn c6 tén 1a RemoteUser, két noi
dugc thi€t 1ap sau d6 dong két noi 1ai.

- Cau hinh d€ default policy dugc thi hanh trudc

- Ki€m tra cdu hinh da thi€t 1ap & budc trén bang viéc thuc hién mot két
n0i quay sO t&i mdy chU truy cap tU xa v&i tai khodn c6 tén 12 RemoteUser. Thong
bdo 101 xuat hién, két ndi khong dugc thiét 1ap.

- Cau hinh cho phép truy cép st dung Properties clla RemoteUser

- Ki€ém tra cdu hinh da thi€t 1&p & budc trén bang viéc thuc hién mot két
n0i quay sO tGi mdy chU truy cap tU xa vGi tai khodn c6 tén 12 RemoteUser, k€t nOi
duogc thi€t 1ap sau d6 déng két nbi 1ai.
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BAI 5: GROUP POLICY OBJECT
Ma bai: MD 36-05

Muc tiéu cUa bai:

- Hi€u dugc chlc ning cla Group policy;

- Tao va qudn ly céc dOi tuong trong GPO;

- Thuc hién céc thao tdc an toan v&i mdy tinh.

1. GiGi thi€u Group Policy

Muc tiéu: Trinh bay cdc chUc ndng chinh ca Group Policy, phdn biét dugc
sU khdc nhau cO ban gilta System Policy va Group Policy.
1.1. So sanh gilra System Policy va Group Policy

Trong md dun Quan tri mang 1, ching ta di tim hi€u vé chinh sich hé thOng
(System Policy), ti€p theo chiing ta s& tim hi€u v€ chinh sach nhém (Group Policy).
Vay hai chinh sich nay khac nhau nhu thé nao.

- Chinh s4ch nhém chi xudt hién trén mién Active Directory, n6 khong tOn tai
trén mién NT4.

- Chinh sdch nhém 1am dugc nhi€u di€u hon chinh sich hé thOng. Tat nhién
chinh sach nhém chira tat cd cic chlc ning cUa chinh sach hé thOng, hon thé n(ra,
c6 th€ diing chinh sach nhém d€ tri€n khai mOt phan mém cho mOt hodc nhi€u mdy
mOt cdch tu ddng.

- Chinh sich nhém tu ddng hly bd tic dung khi dugc g& bd, khong gidng
nhU cdc chinh sich hé thOng.

- Chinh sich nhém dugc 4p dung thuOng xuyén hon chinh sdch hé thdng. Céc
chinh sach hé thOng chi dugc 4p dung khi mdy tinh ding nhap vao mang. C4c chinh
sach nhém dugc dp dung khi bat mdy 1én, khi ding nhap vao mOt c4ch tu ddng vao
nh(rng thOi di€m ngdu nhién trong sudt ngay lam viéc.

- C6 nhiéu mUc d6 d€ gin chinh sach nhém nay cho ngudi titng nhém ngUdi
hodc tUng nhém dOi tuong.

- Chinh sich nhém tuy c6 nhi€u Uu di€m nhung chi 4p dung dugc trén may
Win2K, WinXP va Windows Server 2003.

1.2. Chuc niing cUa Group Policy
- Tri€n khai phan mém Ung dung: c¢6 th€ gom tat ca céc tap tin can thiét dé

cai dat mOt phan mém nao d6 vao trong mOt gbi (package), dat né 1én Server, roi
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duing chinh sich nhém hudng mOt hodc nhi€éu may tram dén gé6i phan mém dé. HE
thOng s€ tu dOng cai dat phdn mém nay dé€n tat cd cdc may tram ma khong can su
can thi€p nao cUa ngudi dung.

- Gén c4c quyén hé théng cho ngu0i ding: chlc ning nay tuong tu v&i chlic
ning cUa chinh sich hé thdng. N6 c6 thé cdp cho mOt hodc mOt nhém ngUdi nio d6
c6 quyén tat server, d6i gid hé thdng hay backup dir liéu. ..

- Gi6i han nhitng Ung dung ma ngUdi dung dUQc phép thi hanh: ching ta c6
th€ ki€m sodt mdy tram cla mOt ngUdi ding nio d6 va cho phép ngudi ding nay chi
chay dugc mdt vai Ung dung nao dé thoi nhu: Outlook Express, Word hay Internet

Explorer.

- Ki€m sodt cdc thi€t 1ap hé thOng: Ngudi qudn tri ¢ thé dung chinh sich
nhém d€ qui dinh han ngach dia cho m0t ngudi dung nao dé. Ngudi dung nay chi
dudgc phép luu tr(r t6i da bao nhiéu MB trén dia cUng theo qui dinh.

- Thi€t 1ap cdc kich ban ding nhdp, ding xudt, khGi dOng va tat mdy: trong
hé théng NT4 thi chi h® trg kich ban ding nhdp (logon script), nhung Windows
Server hO tr@ cd bOn su kién nay dugc kich hoat (trigger) mOt kich ban (script).
NgUdi quan tri c6 thé ding cic GPO d€ ki€m soat nhlng kich ban nao dang chay.

- Pon gidn héa va han ché cic chuong trinh: ¢6 th€ ding GPO d€ gd bo
nhiéu tinh ning khoi Internet Explorer, Windows Explorer va nhiing chuong trinh
khéc.

- Han ché tOng quét man hinh Desktop cUa ngu0i dung: ¢ th€ g& bd hau hét
cdc dé muc trén menu Start clla mOt ngUdi dung ndo dé, ngin chdn khong cho ngudi

dung cai thém mdy in, s(fa d6i thong sO cu hinh cla mdy tram...

2. Tao va té chirc cac d6i tuong trong Group policy

Muc tiéu: Trinh bay cdch thUc d€ xem chinh sdch cuc bd cia mdt mdy tinh O
xa, tao va dp dung cdc chinh sdch trén mién.

Ching ta cdu hinh va tri€n khai Group Policy bang cich xay dung cic doi
tugng chinh sich (GPO). C4ac GPO 1a mOt vat ch(ra (container) c6 thé chlta nhi€u
chinh sich 4p dung cho nhi€u ngudi, nhi€u mdy tinh hay toan b0 hé thdng mang.
Ngu0i qudn tri c6 thé diing Group Policy Object Editor d€ tao ra cic ddi tuong
chinh sach. Trong cUta s6 chinh cUa Group Policy Object Editor (hinh 5.1) ¢6 hai muc
chinh: cdu hinh mdy tinh (computer configuration) va cdu hinh ngu0i dung (user

configuration).
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H Local Group Policy Editor =10 x|

File Action Vew Help

o= |mE= H
_: L|:||:E|||:|:|r|||:|IJtEFF'|:||||:'.l Mame I
= A Computer Configuratio | A4 Computer Configuration
; Software Settings ‘ﬁ’_:"_; IUser Configuration
| Windows Settings
| Administrative Tem
= #* User Configuration
| Software Settings
| Windows Settings
| Administrative Tem
1] | »| Extended 3 Standard i

| |
Hinh 5.1 — Clta sO chinh cUa Group Policy Object Editor

Diéu k€ ti€p can chd y khi tri€n khai Group Policy 12 cdc cdu hinh chinh sich
cUa Group Policy dugc tich liiy va k€ thUra tUr cdc vat ch(a (container) bén trén cUa
Active Directory. Vi du cdc ngudi ding va mdy tinh vlra @ trong mi€n vUra & trong
OU nén s& nhan dugc cdc cau hinh tUf cd hai chinh sich cdp mién 1an chinh sich
cap OU. Céc chinh sich nhém sau 90 phiit s& dugc “lam tugi” va 4p dung moOt 1an,
nhUng cdc chinh nhém trén cac Domain Controller dugc “lam tUoi” 5 phit mot 1an.
Céc GPO hoat dOng dugc khong chi nhG chinh sta céc thong tin trong Registry ma
con nhd céc thu vién lién két dOng (DLL) lam phan md rOng dat tai cic mdy tram.
Chi ¥ n€u ding chinh sach nhém thi chinh sich nhém tai chO trén may cuc bd sé xUr
ly truGc cic chinh s4ch danh cho site, mi€n hodc OU.

2.1. Xem chinh sach cuc b0 clla mOt may tinh & xa

DE xem mOt chinh sich cUc b trén cdc mdy tinh khac trong mi€n, ngudi xem
phdi c6 quyén qudn tri trén mdy d6 hodc quan tri mién. Lic d6, c6 th€ dung 1énh
GPEDIT.MSC /gpcomputer:machinename; vi du khi muOn xem chinh sich trén mdy
PCO1, g6 1énh GPEDIT.MSC /gpcomputer: PCO1. Chii y: khong th€ diing cich nay
dé€ thiét 1&p céc chinh sach nhém & mdy tinh & xa (do tinh chat bdo mat Microsoft
khong cho phép nguGi dung G xa thi€t 1ap cdc chinh sdch nhém).

2.2. Tao cac chinh sach trén mién

Chung ta dung snap-in Group Policy trong Active Directory User and
Computer hodc g0i truc ti€p ti€n ich Group Policy Object Editor tUf dong 1€nh trén
may Domain Controller d€ tao ra cic chinh sich nhém cho mi€n. Néu m& Group
Policy tU Active Directory User and Computer, trong khung cUfa sG chinh cUa chuong
trinh, nhdp chult phdi vio biéu tUgng tén mi€n (vi du: danavtc.edu), chon
Properties. Trong hOp thoai xudt hién, chon Tab Group Policy.
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netclass.edu.yn Properties ed |

Generall Managed By Group Paolicy |

i
g Current Group Policy Object Links for netclass
S

Group Policy Object Links Mo Owverride | Dizabled

=

=¥ D efault Darmain Palicy

Group Paolicy Objects higher in the list have the highest priority.
Thiz lizt obtained from: tvthanh. netclazs. edu vn

New | add.. | Edi | s |
Options... I Dielete. .. I Properties I Crowm I

[ BElock Palicy inheritance

(0] 4 | Cancel I Lpply I

Hinh 5.2 — CUra s6 thuQc tinh v&i chinh sdch mac dinh

Néu chua tao ra mOt chinh sich nao thi c(fa s6 chi hi€n thi moOt chinh sach tén
Default Domain Policy (xem hinh 5.2). Cudi hOp thoai c6 mOt checkbox tén Block
Policy inheritance, chlc ning cUa muc nay 13 ngin chdn cic thiét dinh cla moi
chinh sich bat ky & cép cao hon lan truyén xubng dén cap dang xét. Chi y rang
chinh sach dugc 4p dung dau tién & cap site, sau dé6 d€n cap mién va culi cling 12
cap OU. Chon chinh sach Default Domain Policy va nh@p chudt vao nit Option d€
cdu hinh céc 1ua chon viéc dp dung chinh sich. Trong hQp thoai Options (hinh 5.3),
né€u d4nh ddu vao muc No Override thi cdc chinh sich khic dugc 4p dung & dong
dudi sé khong phU quyét dugc nhling thi€t dinh cUa chinh sich nay, cho du chinh
sach d6 khong d4anh ddu vao muc Block Policy inheritance. Ti€p theo, n€u danh dau
vao muUc Disabled thi chinh sich nay s& khong hoat dOng & cap nay; viéc disabled
chinh sdch & mét cap khong 1am disabled ban than dOi tugng chinh séch.

Default Domain Policy Options 2=

Link Options:

- Mo Overide: prevents other Group Policy Objects fram
ioveriding palicy zet in thiz one

- Dizabled: the Group Folicy Object iz nat applied to this
contaiter

ak, I Cancel |

Hinh 5.3 — HOp thoai cdu hinh c4c 1ua chon viéc dp dung chinh sich

PE tao ra mOt chinh sidch mdi, nhdp chudt vio nit New, sau dé nhap tén cla
chinh sach mGi. D€ khai bdo thém thong tin cho chinh sich nay, nhap chult vao nit
Properties, hOp thoai xudt hién c6 nhi€u Tab, vao Tab Links d€ chi ra céc site,
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domain hodc OU nao lién két vGi chinh sich. Tab Security nhu hinh 5.4 cho phép
cap quyén cho ngudi diing hodc nhém ngudi diing trén chinh sich nay.
21|

General | Links  Security | wil Filter |

Group or user names:

ﬂ Authenticated Lsers -~
€T CREATOR OWHNER
D omain Adminz (METCLAS S D omain Adminz)
ﬁ Enterprize Admins [ME T CLAS SMEnterprize Admins]
ﬁENTEF!F‘FHSE DOMalN CONTROLLERS Ll
D s
Add. I Bermowe I
Permissions for D omain Admins Allow Drerny

Full Contral [ | [ | -

Fead (|

W rike (|

Create All Child Objects (|

D elete All Child Objects [ |

Apply Group Policy (| (| ;I

For special permizzions or for advanced zettings. Advanced I
click Advanced. —
(n] 4 I Cancel I Apply I

Hinh 5.4 — Cap quyén cho ngudi ding hodc nhém ngUQi diing
Trong hOp thoai chinh cla Group Policy thi cdc chinh sich dugc dp dung tUr
dudi 1én trén, cho nén chinh sich nam trén ciing s& dugc 4p dung cubi ciing. Do d6,
cdc GPO cang ndm trén cao trong danh sich thi cang c¢6 d0 uu tién cao hon, néu
chiing ¢6 nhing thi€t dinh mau thudn nhau thi chinh sich niao nam trén sé& thang.
Ntit Up va Down gitip thay dGi th( tu cdc chinh sach.
21 x|

Generall Managed By Group Palicy |

i
g Current Group Policy Object Links for netclass
L—

Mo Overide | Dizabled

Group Policy Object Links
L= ChinhS achHanChePhantem
Default Domain Policy

Group Policy Objects higher in the list have the highest priarity.
This list obtained from: tvthanh.netclass. edu.vh

Mew | Add. | Edic | |

Optionz... | Delete... | Eroperties I D owar |

I Block Policy inheritance

Close | Cancel I Apply |

Hinh 5.5 — Th( tu cdc chinh sich
Nt Edit cho phép thi€t 1ap céc thiét dinh cho chinh sich nay; Dua trén cic
kha niing cUa Group Policy, c6 th€ thi€t 1ap céc thi€t dinh theo yéu cau.
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3. Thi€t 1&p cac chinh sach trén Domain Controller

Muc tiéu: Trinh bay cach thiét 18p cdc chinh sach nhoin chin nguoi dung cai
dat phan mém Ung dung, hay chdn ngUoi dung sU dung cdc chuong trinh
duoc chi dinh.

3.1. Thi€t 1ap chinh sich nhém “chan nguoi dung cai dat phan mém Ung
dung”

Cong cU nay cho phép han ché ngudi diing cai dat cdc phdn mém Ung dung.
Thuc hién:

- Tao mOt Group Policy Object (GPO) dbc 1ap:
+ Start 2> Administrative Tools = Group Policy Management

+ Tai clra s6 Group Policy Management, nhdp chudt phai 1én muc Group
Policy Objects va chOn New

i
=L File Acton View Window Help |-|E’|5|

e A= NN 7 Ne:
_'=’£| Group Policy Management
= _ﬁ Forest: danavtc.edu

Group Policy Objects in danavic_edu

= [ Domains Conterts | Delegation |
B g danavteedy Name = [GPO | W.. | Modfied | Owner |
ag/ Defauit Domain Policy =] Defautt Domain Cortrollers Policy Enabled None 10/13/2072 .. Domain Admin..
= E:-D,;“ ain Controlers =] Defaut Domain Policy Enabled None 10/12/2012.. Domain Admin...
2| Vidu
553 Group Policy Objec——
& WMI Filters
5] Starter GPOs Back Up Al...
F’ Sites Manage Backups...
564 Group Policy Modeling Open Migration Table Editor

|4 Group Policy Results View N
Mew Window from Here

Refresh |L|
Help | |

+ Tai hOp thoai Name GPO nhap tén GPO (Chdn Sinh vién cai dat Ung
dung), chon OK

newero x|

Name:

Create an unlinked GPO

IChan Sinh vien cai dat ung dung

Source Starter GPO:

I {none) j
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+ Trd lai clra sG Group Policy Management, nhdp phai chuft 1én GPO vira
tao, chon Edit. Khi xudt hién clta s6 Group Policy Management Editor, chi dinh
Polices can cau hinh cla Computer hodc user (chon Computer Configuration /

Policies / Administrative Templates / Windows Components / Windows Installer).

+ SU dung thi€t 1&p Prohibit User Installs: Nhap phai chubt vao Prohibit User
Installs (3 khung phdi), chon Properties rOi thuc hi€n cac thi€t 1ap: Chon Enabled va
1ura chon hanh vi tuong Ung 1a Hide User Installs. Chon Apply, OK d€ déng clra s6
Prohibit User Installs Properties.

- Lién k&t GPO vao cdc loai doi tuong trén Active Directory (Luu y: mOi GPO c¢6
thé lién k&t d€n nhi€u dOi tuong trén Active Directory):

+ Tao cdc dOi tugng trén Active Directory: Server Manager = Roles =
Active Directory Domain Services = Active Directory Users and Computers. Nhap

chudt phai vao tén domain va chon New = Organization Unit.

E:,: Server Manager

+ Khi xudt hién c(ra s6 New Object, gd tén dOi tUgng vao (Sinh vien)

File Acton View Help
s 2028 e = RRERERENN 7 e
= D+ Roles —
= f Active Directory Domain Se h!a_lme. _ WF"‘_E _ Description |
= : Active Directory Users T,;I!imlhn - bmlh;l-:'nmam Defauit container fo
o == P nmnuters ontainer efault container for upar. ..
ﬁ fﬁue Delegate Contral... Drganizational ... Default container for dom...
% DMNS Serve Find... _ Container Default container for secu...
i Features Change Domain... Container Default container for upgr...
i Diagnostics Change Domain Controller. .. Drganizational ...
jﬁ Configuration Raize domain functional level...
Eﬂ Storage Operations Masters. ..
MNew » Computer
All Tasks » Contact
View 5 Group
InetOrgPerson
Refresh MSMQ Queue Alias
Export List... Organizational Linit
) Printer
Properties User
Help Shared Folder
]
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Mew Object - Organizational Unit x|

-—'j:f Create in:  danavitc.edus

Mame:
ISinh wien

¥ Protect container from accidental deletion

ok | canca | Help

+ Tao user va computer trong OU nay (user SV1, V2)

+ Lién k€t GPO vao OU: Vao Start = Adminitrative Tools = Group Policy
Management; Nhap chuOt phdi vao OU va chon Link an Existing GPO

ol
Z, File Action View Window Help |-|E’|5|

&= 7m0 XEcHE
_%5 Group Policy Management

= Faorest: danavtc.edu . : .
—S = Domains Linked Group Policy Objects | Group Policy Inheritance I Delegation I

= Ej danavic.edu

Sinh vien

Link Order =~ | GFO | Enforced | Link Enabled |
i Default Domain Policy
2 | Domain Controllers
Rl Sinh vien
3| Vidu Create a GPO in this domain, and Link it here...
Ef Group Po Link an Existing GPQ...
Efp WMIFilte  Block Inheritance
] Starter G
E Sites Group Policy Modeling Wizard. ..

567 Group Policy Mad MNew Organizational Unit
|4 Group Policy Resy

View »
Mew Window from Here

Delete I LI

Rename
|Se|ect an existing GPO and ink  Refresh | |

+ Trong hOp thoai Select GPO chon tén domain & muc Look in this domain;

POng thOi chon GPO tuong Ung (Chan Sinh vien cai dat ung dung) & muc Group
Policy objects.
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select GPO x|
Look in this domain:
Idanavb:.edu j

Group Policy objects:

Marme  * |
Chan Sinh vien cai dat ung dung

Default Domain Controllers Policy

Default Domain Policy

6] I Cancel

+ Chon OK dé€ hoan tét.
3.2. Thiét 1ap chinh sich nhém “chan ngudi dung st dung Internet
Explorer”

Cong cuU nay cho phép han ché€ ngudi dung st dung cdc chuOng trinh dugc
chi dinh.

Thuc hién:
- Tao mbt Group Policy Object (GPO) dbc 1ap:
+ Start = Administrative Tools = Group Policy Management

+ Tai clta s6 Group Policy Management, nhdp chudt phdi 1én muc Group
Policy Objects va chon New

i
L File  Action View Window Help |_|E’|1|

&= 7= acHE

/5 Group Policy Management Group Policy Objects in danavic_edu
= _ﬁ Forest: danavtc.edu

= [ Domains R | Delegation I

B #j danavtc.edu Name ~ [Gro .. [w.. [ Modfied [ Cwner |
i/ Default Domain Policy =/ Defautt Domain Cortrollers Policy Enabled Nome  10/13/2012 .. Domain Admin...
- E:’;‘Lai” Controllers =/ Defautt Domain Policy Enabled None 10/12/2012.. Domain Admin...
_'=.'.|l Group Policy Objecis
S WMI Filters
] Starter GPOs S
-E'E Siteg Manage Backups...
564 Group Policy Modeling Open Migration Table Editor

% Group Policy Results View N

Mew Window from Here

Refresh |L|

Hel
Create an unlinked GPO P | |

+ Tai hOp thoai Name GPO nhdp tén GPO (Chdn ngu0i dung s dung
Interrnet), chon OK
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newero x|

Name:

IChan nguai dung su dung Intemet

Source Starter GPO:

I {none) j
ok | cancel |

+ TrG 1ai clra s6 Group Policy Management, nhdp phdi chudt 1én GPO vira
tao, chon Edit. Khi xudt hién clta s6 Group Policy Management Editor, chi dinh
Polices can cdu hinh cla Computer hodc user (chon User Configuration / Policies /
Administrative Templates / System).

+ SU dung thiét 1ap Don’t run specified Windows applications: Nhap phai
chudt vao Don’t run specified Windows applications (& khung phdi), chon Properties
rOi thuc hién céc thiét 1ap:

Setting | Explain I Comment I

E Dion't run specified Windows applications

" Not Configured
% Enabled
" Disabled

List of disallowed applications |

Supported on: At least Microsoft Windows 2000
Previous Setting | Mext Setting |

ok | canced | mopy |

Panh dau chon Enabled; Chon nit Show...

Khi man hinh xudt hién hOp thoai Show Contents, chon nit Add... d€ chi dinh tép
tin chuOng trinh Ung dung khong dugc phép thi hanh.
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x
List of disallowed applications QK |

I[EXFLORER.EXE

Eemove |

- Lién k&t GPO vao cic loai dOi tugng trén Active Directory (Luu y: mOi GPO c6
thé€ lién két dén nhi€u d6i tugng trén Active Directory):

+ Tao cdc d0i tuong trén Active Directory: Server Manager = Roles =
Active Directory Domain Services = Active Directory Users and Computers. Nhap

chudt phai vao tén domain va chon New - Organization Unit.

E.._ Server Manager

File  Acton View Help
&= 278 Ee= HE
i EEWEF EUERC RTINS e ElY danavitc.edu 6 objects [Filter Activated]
[ ¢t Roles N = — |
= ﬁ Active Directory Domain Se fme. . ype . SCripaon
= : Active Directory Users || Builtin builinDomain
= | Comnuters ontainer Default container for upar. ..
H &F‘j Delegate Contral... Drganizational Default container for dom
ﬁﬂ Active g
i} DNS Serve Find... Container Default container for secwu. ..
= Features Change Domain... Container Default container for upgr...
= Diagnostics Change Domain Controller. .. Drganizational ...
7 Configuration Raise domain functional level. ..
]
% Storage Operations Masters..,
Computer
All Tasks b Contact
Group
Vi k
= InetOrgPerson
Refresh MSMQ Queue Alias
Export List... Organizational Unit
. Printer
Properties User
Help Shared Folder
]

+ Khi xudt hién clra sG New Object, go tén dOi tugng vao (Sinh vien)
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Mew Object - Organizational Unit x|

-—'j:f Create in:  danavitc.edus

Mame:
ISinh wien

¥ Protect container from accidental deletion

ok | canca | Help

+ Tao user va computer trong OU nay (user SV1, V2)

+ Lién k€t GPO vao OU: Vao Start = Adminitrative Tools = Group Policy
Management; Nhap chuOt phdi vao OU va chon Link an Existing GPO

ol
Z, File Action View Window Help |-|E’|5|

&= 7m0 XEcHE
_%5 Group Policy Management

= Faorest: danavtc.edu . : .
—S = Domains Linked Group Policy Objects | Group Policy Inheritance I Delegation I

= Ej danavic.edu

Sinh vien

Link Order =~ | GFO | Enforced | Link Enabled |
i Default Domain Policy
2 | Domain Controllers
Rl Sinh vien
3| Vidu Create a GPO in this domain, and Link it here...
Ef Group Po Link an Existing GPQ...
Efp WMIFilte  Block Inheritance
] Starter G
E Sites Group Policy Modeling Wizard. ..

567 Group Policy Mad MNew Organizational Unit
|4 Group Policy Resy

View »
Mew Window from Here

Delete I LI

Rename
|Se|ect an existing GPO and ink  Refresh | |

+ Trong hOp thoai Select GPO chon tén domain & muc Look in this domain;

POng thdi chon GPO tuong Ung (Chan nguoi dung su dung Internet) & muc Group
Policy objects.
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x

Look in this domain:

Idanavb: .edu j

Group Policy objects:

MName = |
Chan nguoi dung su dung Internet

Default Domain Contraollers Policy
Default Domain Policy

| Ok I Cancel

+ Chon OK d€ hoan tat.
4. St dung GPO dé tri€n khai MS Office

Muc tiéu: Viéc cai dat cdc phdn mém (MS Office) trén tling mdy lap di ldp lai
1o mOt cong viée hét stc nham chdn; A€ trdnh di€u nay, cé th€ st dung GPO
d€ trién khai phdn mém (bao gOm cd Product Key) trén Windows Server.

C4ch thuc hién:
Budc 1: Sao chép dia cai dat MS Office (2007) vao server va share (gid sU server 1a
serverl.
Budc 2:Tao file Office2007.bat vGi ndi dung (xem hO trg tU

http://technet.microsoft.com/en-us/library/cc179134%?28v=office.12%?29.aspx):

setlocal

set ProductName=Enterprise

set Deployserver=\\serverl\0ffice2007

set Configrile=\\serverloffice2007'\Enterprise.ww'\config. xml

set Loglocation=\\serverl\share\ 0ffice2007Logs

IF NOT “%ProgramFiles(x86)%"=="" SET WOWG6432NODE=WOWE432ZNODE",

Reg query HKEY_LOCAL_MACHINE'SOFTWARE'’%WOW64 32NODEM 1 crosoft\windows'\Curentversion\Uninstall\%Producthame’;
If %errorlevel%==1 (goto Deployoffice) else (goto End)

:Deployoffice

start /wait %DeployServer%\setup.exe /config %ConfigFilek

echg %date® %time% Setup ended with error code %error level®. >» %loglocation\%computernamek. txt
'EN

Endlocal

Budc 3: M4 file config.xml (trong notepad) va sta cdc thong tin d€ cai dat tu dOng
(xem ho trg tur http://technet.microsoft.com/en-
us/library/cc179134%28v=office.12%?29.aspx):



<Confiquration Product="enterprise’
<pisplay Level="none" CompletionNotice="no"
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Suppresshiodal="yes" Accepteula="yes" />

<!-- <logging Type="standard” Path<"teng’t’ Tenplate="icrosoft office Enterprise Sewp(*).vt” /> --»

<PTDKEY Value="KGFVY7733BBUCKIKTGR4RCTDE" />
<l <[SERNAME Value="Customer” /5 --»
<! == <COMPANYNAVE Value="MyCompany" /> --

<l INSTALLLOCATION Vaﬂue=“%ﬁnrogramﬁ19%\M1’crosoft office" /5 --»

<l-- <LI5 CACHEATION="Cacheonly" /> --»

¢l <SOURCELIST Value="serverl\share\office12;\\server2\share\officel" /> --»
<l-- <pistributionpoint Location="server\share\officel?" /> --»

<!-- <Optionstate Id="optionID" State="ahsent” Children="force" /> -

- {Settina Id="Reboot" Value="TfNeeded" /> --»

<! == <Conman
</Configuration:

Path="nsiexec.exe” Args="/1 \\server\share\my.ms1" QuietArg="/q" ChainPosition="after" Execute="install" /> --»

Budc 4: Tri€én khai GPO: Start -> Run, g6 gpmc.msc

E;:Group Policy Management _|- _||:| El
=L Flle  Action View Window Help | o ol |
= |7 o]
\5h Group Policy Management Group Policy Objects in danavic_edu
= _-é_ Forest: danavtc.edu Contents | :
=1 [ Domains Delegation |
B denavicedu Name ~ [GPO_ [W. [Modfied | Owner
ET::I DE{E“_It Dornain Policy \E[ Chan nguoi dung su dung Inter . Frabled None  10/13/2012 . Domain Adn
= DF’:E'!“ Controllers =/ Defautt Domain Cortrollers Policy Enabled None 10/13/2012... Domain Adm
21 Sinh vien \=] Default Domain Policy Erabled MNone 1041272012 ... Domain Adn
| Vidu
=t Group Policy Objects
% WMI Filters
] Starter GPOs
[ Sites
5E% Group Policy Modeling
|+ Group Policy Results
1| i

Tai clra s6 Group Policy Management, nhdp chudt phdi 1én muc Group

Policy Objects va chOn New

Tai hOp thoai Name GPO nhap tén GPO (Trien khai Office), chon OK
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E Group Policy Management

i [m]
3 File Action View Window Help |;Ii|£|
o Aa el = AR ¢ N
_%; Group Policy Management

= _ﬁ Forest: danavtc.edu
= (£} Domains
=l &3 danavtc.ed
i Default
2] Domain
2] Sinh vie
2] vidu
_E__r Group P
[5 wMI Fil
[5] starter
[ @ Sites
5B Group Policy Mo

AP [ = I

Group Policy Objects in danavic_.edu

X
MName:
ITrien kchai Cffice]
Source Starter GPO:
I{nnne} j
ok | caneel |

Hified | crmer

1372012 ... Domain Adm
1372012 ... Domain Adm
122012 ... Domain Adm

[ Group Policy Results

| B

+ Trd 1ai clra s6 Group Policy Management, nhap phdi chut 1én GPO vUra
tao, chon Edit. Khi xudt hién cla s6 Group Policy Management Editor, chi dinh

Polices can cdu hinh cla Computer (chon Computer Configuration / Policies /
Windows Settings / Scripts).

File  Action View Help

E Group Policy Management Editor

=10l x|

&= | 2=E =] A

= [ Policies

[ Preferences
= 4%, User Configuration
[ Polides

1 [ | Preferences

a

_EJ Trien khai Office [WINHKXOAI1XOWAP. danavtc.e & |
= A Computer Configuration

[ Software Settings
B 7 Windows Settings
= Srripts (Startup/Shutdown)
E Security Settings
wlly Policy-based Qos
[ Administrative Templates: Policy defir

=] Shutdown

3 Extended », Standard /

Nhap phdi chult tai Startup (& khung phdi), Properties
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Startup Properties

%

Chon Show Files, copy file Office2007.bat, chon Add

Add a Script

.

I

Chon Browse
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Scriptz |
Office007 bat Up
(o
Add..
Edit... |
Remowve |
T view the soript files stared in thiz Group Palicy Object, press
thie button below.
Show Files...
k. Cancel Apply
-> Apply / OK

* Chinh th@i gian chO cho group policy scripts:
Computer Configuration / Administrative Templates / System / Scripts /
Maximum wait time for group policy scripts, chOn Enabled va Seconds = 0

Maximum wait time for Group Policy scripts E 2=

Setting | Explain I Comment

Ef Maximum wait time for Group Policy scripts

i~ Mot Configured
{*' Enabled
™ Disabled

Seconds: Iﬂ _Ij

Range is 0to 32000, use O for infinite wait time

Supported on: At least Microsaoft Windows 2000
Previous Setting | Nest Setting |

[ ok | cancel | mopy
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* Tri€n khai cai dat Office cho OU Ketoan:

- Di chuy€n céc computer can cai dat Office 2007 vao OU Ketoan.
- Chon OU Ketoan va Link an Existing GPO...

E Group Policy Management
| 5elect GPO
3 File Action View Window

& 25 0| RE | Cookn s dman:

I x

_%L Group Policy Management danavtc.edu
= _ﬁ Forest: danavtc.edu i )
_ Group Pali ects:
= [ Domains B
= g3 danavtc.edu Name ~ |

1.~ 1

i/ Default Domain Poli

L) Chan nguoi dung su dung Internet
|2 | Domain Controllers

Default Domain Controllers Policy

# |2 Ketoa
= :I ) r'| Default Domain Policy
2 | Sinh vien ————
- o khet (e
j. '|.|"|du ren 1al U e

[} Group Paolicy Objec
[ WMI Filters
| 5] starter GPOs
[z Sites
g6 Group Policy Modeling
[, Group Policy Results

[Jl(lEanceIlJ

Lac nay, tai clra s6 Group Policy Management, trong OU Ketoan, sé& xuét hién GPO Trien

khai Office tuong Ung da thiét lap.

=101

Z File Action View Window Help

JAEIES

L EEETEEE =

_?;L Group Policy Management Ketoan
= _ﬁ Forest: danavtc.edu . ) . : : :
=) _‘% Diomaine Linked Group Policy Objects | Group Policy Inhentanc:&l Delegation I

= &g danavtc.edu Link Order = | GPO | Erforced | Link Enabled | GPO ¢

@/ Default Domain Policy 1
|2 Domain Controllers
&
(2] Sinh vien
(2] vidu
[t Group Policy Objects
[ WMI Filters
[[5] Starter GPOs
[ sites

§E§ Group Policy Modeling

[+, Group Policy Results

2/ Trien khai Office Mo Yes

HEHEHBHEEB

Enable
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Cau hoi
1. So sanh System Policy va Group Policy.

2. Trinh bay cé4c chlc ning chinh cUa Group Policy.

Bai tap thuc hanh
1. Xem chinh séch cuc b0 clla mOt may tinh & xa (PCO1)

D€ xem mOt chinh sich cuUc b trén cic may tinh khac trong mi€n, ngudi xem
phadi c6 quyén quan tri trén mdy d6 hodc quan tri mién.

- Xem chinh sdch trén may PCO1, gd 1énh GPEDIT.MSC /gpcomputer: PCO1.
2. Khai bdo logon script dung chinh sdch nhém
Tao mOt logon script
Céc budc thuc hién:

- M@ Group Policy Object Editor, vao User Configuration\ Windows Setttings\
Scripts.

'fi Group Policy Object Editor 10l =|

File  Action Yiew Help
& = | @] |2

_=:_j ChinhSachHanChePhantMem [bvthar B Scripts (Logon/Logoffy
E| Computer Configuration
(] Software Settings

-7 Windows Settings

Logon

Scripts (Startup/Shutdo Display Properties
-5 Security Settings
[E-[C]) Administrative Templates Description:
E@ User Canfiguration Contains user logon scripts,
D Software Settings
EID Windows Settings

-4l Remate Installation Ser
Scripts {LogonLogoff)
Security Settings
[-[_]) Folder Redirection
@ Inkernet Explorer Maint
[-[Z7] Administrative Templates

4 {2

K [ | Extended A4 Standard 7
| | |

- Nhap diip chult vio muc Logon bén cUa sG bén phdi. Trong hOp thoai xuat
hién, nhap chudt vao niit Add d€ khai bdo tén tap tin kich ban can thi hanh khi ding
nhap. Chd y tap tin kich ban nay phdi dugc chlra trong thu muc c:\windows\
system32\ grouppolicy\ user\ script\ logon. ThU muUc nay cé th€ thay dGi, tOt nhat
nén nhap chudt vao nit Show Files phia dudi hOp thoai d€ xem thu muc cu thé
chla cic tap tin kich ban nay (NOi dung tap tin kich ban c6 thé thay doi tuy theo

yéu cau)
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Logon Properte 20

Scripts |
&l add a Script x|
—r Script Hame;

I\Ugin.bal Browse... |

Script Parameters:

|f’|oggind

Cancel
Eemove |

Ta wiew the script files stored in this Group Palicy Object, press
the button below

Show Files...

ok | Cancel | Apply |

- D€ ki€m sodt qud trinh thi hanh cUa tap tin kich ban, can hiu chinh chinh
sach Run logon scripts visible @ trang thai Enable. Trang thdi nay gidp phdt hién ra
cdc 10i phat sinh khi tdp tin kich ban thi hanh ttr d6 ching ta c6 th€ stra chita. D&
thay dGi chinh sich nay, nhdp chudt vao muc User Configuration\ Administrative
Templates \ System \ Scripts, sau d6 nhdp dip chult vio muc Run logon scripts
visible d€ thay d6i trang thai.

i Grou Polcy Objectbator =

Eile Action ¥iew Help

= | amEE @

::j’ Lacal Computer Policy Setking ‘ State |
E @ Computer Configuration ﬁ Run logon scripts synchronously Mot configured
-] software Settings £ Run legarcy logon scripts hidden Mat configured
- B Windows Settings S —————— Erahled
- Administrative Templates @ Run logoff scripks visible Mot configured

- User Configuration
--[Z1] Software Settings
(2 Windows Settings
=+ Adrministrative Templates
(- (2] Windows Components
“-[1] Start Menu and Taskbar
(-] Deskiop
-3 Control Panel
+-(] Shared Folders
- (L Metwork
-2 System
~{Z1] User Profiles
42 Seripks
~{Z7 Ctrl+Ak+Del Options
= [:l Logon
{21 Group Policy
= [:l Power Management:

Extended >\ Standard
\ I

3. Han ché chlc niing cUa Internet Explorer

P& ngudi ding may tram khong dugc phép thay ddi bat ki thong sO nio trong
Tab Security, Connection va Advanced trong hOp thoai Internet Options cUa cong cu
Internet Explorer.

- Trong cdng cu Group Policy Object Editor, vao User Configuration\
Administrative Templates\ Windows Components\ Internet Explorer\ Internet Control
Panel ; chuOng trinh s€ hién ra cdc muc chlc ning cUa IE c6 th€ giGi han, chon
khéa cdc chlc ning can thiét.
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"fif Group Palicy Object Editor =l
Fle Acton Wew Help
& 5 | | =S
=§ Default Domain Policy [tvthanh.netclass.sdu.vn] Policy | [ Setting | State |
- Computsr :nnﬁgu_ramn 3 Disatle the General page Hok configured
[ Softwars Settings 54 Disable the Security pags Enabled
8 mnd_owts stettngs " {54 Disabl the Content page Not: configured
rinistrative Templates }yousable the Connections page Enabled
B4l User Configuration
ﬁ(ousable the Programs page Mot configured

<

E1-[1] Software Settings
- Software installation
(20 Windows Settings
E1-[2] Administrative Templates
£ (2] Windows Comporents
(-] MetMeeting
= D Internet Explorer
423 Inkernet Control Panel
- [ offline Pages
+ [ Browser menus
+ [ Toolbars
+[[1 Persistence Behavior
%[ Administrator Approved Controls
~[Z7] Application Compatibility
~{Z7 Help and Support Center
#-{ windows Explorer
-] Microsoft Management Console
-] Task Scheduler
-] Terminal Services
-] Windows Inskaller
-] Windows Messenger

(2 Windows Update =
et I_»lJ

Nok corfigured
Enabled

o

%, Extended A Standard /

4. Chi cho phép mOt sO Ung dung dugc thi hanh

Trong cdng cuU Group Policy Object

Editor,

vao User Configuration\

Administrative Templates. Sau d6 nhdp dip chult vio muc Run only allowed

windows applications d€ chi dinh cic phdn mém dugc phép thi hanh.

'iiii Group Policy Object Editor
File  Action Yiew Help

;|

IR

| &2

EI @ Computer Configuration
H -] Software Settings
#-[L] Windows Settings

EI@ User Configuration
=3 [:l Software Settings

I 7] Windows Settings

__j Default Domain Policy [kvthanh,netclass, edu.vn] Policy

-2 Administrative Templates

------ e Software installation

Setking

| State

[(Auser Profiles
DScripts
CACtr+Alk+Del Options
DLDQDI‘I

[(AGroup Policy
DF‘-:-wer Management
ﬁ} Don't display the Getting Started welcome screen at logon

=- [:l Adrinistrative Templakes
D Windows Components
-[27 start Menu and Taskbar
-] Deskrop

- Control Panel

-7 shared Folders

[ Metwork

45 System

@ Century interpretation For Year 2000
@ Configure driver search locations

ﬁ} Code signing For device drivers

ﬁ} Customn user interface

@ Prevent access bo the command prompt
@ Prevent access bo registry editing tools

Ey Don't run speuﬁed ‘Windows applications
E‘ﬂ Turn off &utoplay

ﬁ} Download niissing COM conponents
EW Windows Automatic Updates

Eﬁ Restrict these programs from being launched from Help

Mak configured
Mok configured
Mok configured
Mak configured
Mak configured
Mok configured
Mok configured
Enabled
Mak configured
Mok configured
Mok configured
Mak configured
Mot configured

Extended >\ Standard
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BAI 6: GIOT THIEU VE ISA SERVER
M3 bai: MD 36-06

Muc tiéu cUa bai:

- Trinh by dugc tdm quan trong cUa ISA Server trong viéc bdo vé hé thOng
mang;

- Hiéu dudc cic tinh ning trén ISA Server;

- Hiéu dudgc khai quat cc kha ning va nét ddc trung cUa ISA Server;

- Thuc hién céc thao tdc an toan v&i mdy tinh.

1. Pinh nghia Firewall

Muc tiéu: Trinh bay khdi niém vé Firewall va chUc néng cUa Firewall.

Firewall - TuOng 1(ta dung d€ ngdn chdn va bao vé& nhlng thong tin va chOng
vi€c truy cap bat hop phép cUa cic hacker. Firewall 12 mOt gidi phdp dua trén phan
cUng vh phan mém diing d€ ki€m tra d{t li€u di tU bén ngoai vao mdy tinh hodc tUr
may tinh ra ngoai mang Internet. C6 th€ néi Firewall 1a ngudi bdo v€ c¢6 nhiém vu
ki€m tra “gidy thong hanh” cla bat ki géi d{t liéu di vao hodc di ra. N6 chi cho phép
nh(ng géi d{r 1iéu hop 1€ di qua va loai bo tat cd cic goi dir liéu khong hop 1€. Vi
vay, Firewall rat can thi€t cho hé thOng mang.

2. Phan loai Firewall

Muc tiéu: Trinh bay cdc loai firewall va mOt sO firewall thong dung.

2.1. Firewall phan mé&m

Firewall phan mém dudgc s& dung cho cdc hé di€u hanh Windows. Firewall
phan mém thudng khong dat bang phan clng. So v&i Firewall phan clng, Firewall
phan mém linh ddng hon, né c6 th€ chay tot trén nhi€u hé di€u hanh khic nhau.
MOt trong nhiing Firewall phan mém phs bién 1a Zonealarm, ISA.
2.2. Firewall phan cling

Firewall phan clng c6 mUc dd bdo vé cao hon so véi Firewall phdn mém,
dé bdo tri hon va khong chi€m dung tai nguyén hé thOng nhu Firewall phan mém.
MOt trong nhitng hing chuyén cung cap Firewall phan cUng 12 Linksys va NetGar.
2.3. BO dinh tuyén khong day

B0 dinh tuyén khong day dugc si dung cho mang khong diy. N6 dugc xem
nhU mOt Firewall va ciing dugc tich hgp mot s chlfc ning tuong tU nhu Firewall.

3. Chuc niing cUa Firewall

Muc tiéu: GiOi thiéu dén ngudi hoc cdc chlc ning chinh cUa firewall.
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- Ki€m sodt ngu0n thdng tin gilta mang Internet va mdy tinh;
- Cho phép hodc khdng cho phép cic dich vu truy cap tU hé thOng ra bén

ngoai;
- Cho phép hodc cam cho phép cic dich vu truy cap tUf ngoai vao hé thdng;
- ChUc niing theo doi lubng d{t li€u mang gilra Internet va mdy tinh n6i mang;
- Ki€ém sodt dia chi truy cdp cla ngudi dung va ndi dung nhan dugc tU
Internet;

- ChOng 1ai nhilng dot truy cap bat hgp phap cla cic hacker.
4. Cac ki€n tric Firewall co ban

Muc tiéu: Trinh bay cO sO xdy dung cdc lai firewall, ki€n triic, cdch hoat ddng
cUa cdc firewall cO bdn cing vOi cdc Uu, nhugc di€ém cla cdc firewall cO
ban.

Khi n6i dén viéc luu thdng dt 1iéu gilta cdc mang v&i nhau thong qua
firewall thi di€u d6 c6 nghia rang firewall hoat ddng k&t hgp chat ché vdi giao thic
TCP/IP. Vi giao thUc nay lam viéc theo thudt todn chia nhd cac d{t li€u nhan dugc
tU c4c Ung dung trén mang, hay chinh xdc hon 1a cdc dich vu chay trén céc giao thUc
(Telnet, SMTP, DSN, SMNP, NFS,...) thanh cic géi d{ liéu (data packets) r0i gin
cho cdc packet nay nhiing dia chi d€ c6 th€ nhan dang tai 1ap 1ai G dich can gli
dén; Do dé, céac loai firewall ciing lién quan rat nhi€éu dén cic packet va dia chi cla
ching. Ngay nay, Firewall dugc xay dung dua trén c0 s3 b0 10c gébi (packet filter) va
Firewall xay dung trén cOng Ung dung (Application gateway) va mOt sO firewall khac
Bastion Host Firewall (phdo dai phong ngu)

4.1. Tuong 1tra bO 10c¢ géi tin (Packet filtering firewall)

Loai firewall nay thuc hién viéc ki€m tra sO nhan dang dia chi cla cic
packet d€ cho phép chiing c6 th€ 1uu thdng qua 1ai hay khong. Cac thong sO c6 thé
loc dugc clla mOt packet nhU sau:

* Dia chi IP nGi xudt phit (source IP address);

« Dia chi IP noi nhan (destination IP address);

 COng TCP nai xudt phit (TCP source port) ;

 COng TCP ndi nhan (TCP destination port).

NhO vay ma firewall ¢6 th€ ngin can dudgc cic két ndi vao nhitng may chl
hodc mang nao d6 dugc xac dinh, hodc khéa viéc truy cap vao hé thOng ndi bo tir
nh(tng dia chi khong cho phép.

Hon nita viéc ki€m sodt cdc cOng 1am cho firewall c6 khd ning chi cho phép
mOt sO loai két n6i nhat dinh vao mdy chl nao dé, hodc chi ¢6 nhiing dich vu nao
dé (Telnet, SMTP, FTP,...) dugc phép mdi chay dugc trén hé thOng mang ndi bo.
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Application
Level

Packeis Kernel Level Pass

MNet 1 [ { }—»{ Filter Router J—+—l — —— Mot 3

L

Drop

Net 2

Hinh 6.1 — TuOng 10ra bl 10c géi

4.2. COng tang Ung dung (Application gateway)

Cdng tang uhg dung la'mdt thiéf bi binh phong bao mat duhg dé phan tich cac
goi duliéu dugc chuyén vao. Khi ca¢ goi du’liéu tu'bén ngoai déh cong, chuhg dugc
kiém tra va'lugng gia’dé xa¢ dinh xem chinh sach bao mat co’cho phep chuhg vao
mang hay khong. May phuc vu khong chi dinh gia’tri ca¢ dia chi IP ma'con xem xef
du'liéu trong ca¢ goi dé tim 161 va'sUa sai.

Mot cong tahg Uhg dung dién hihh co’thé cung cap ca¢ dich vu Uy quyén cho
cac ung dung va'giao thuc nhu Telnet, FTP (File Transfer Protool), HTTP (HyperText
Transfer Protocol), va'SMTP (Simple Mail Transfer Protocol). COng Ung dung nay
khong cho phép bat ky mot géi tin nao di thang truc ti€p gilfa hai mang, ma loai
Firewall nay dugc thi€t két d€ ting cuOng khad ning ki€m soat thong qua dich vu
Proxy. Khi m6t tram bén ngoai mudn két nOi vdi cic tram bén trong tUOng 10ra
thong qua mOt dich vu nio dé thi tram bén ngoai phai thong qua dich vu Proxy. N&u
dich vu bén ngoai khong thudc dién cam thong qua dOi véi Proxy thi dich vu Proxy
s€ di tim tram dich bén trong tuOng I0ra d€ tao két ndi v&i tram bén ngoai; ngUdc
1ai cdc tram bén trong muOn két nOi ra ngoai ciing vay. V&i cach thlic nay s€ ngin
chdn dugc mot s6 loai tan cong cO bdn nhu gy tran bd dém cUa tudng 10ra.

Tuy nhién ciing c6 m6t s6 han ché d6i v4i dang tuGng 10ra loai nay 1a: Pay 1a
loai tudng 1ra dugc cai dat cho tUng loai dich vuU riéng ré trén mang vi du nhu
Telnet, Mail, FPT... Néu ching ta mufn ho6 trg mot dich vu nao d6 cho mang cUa
minh thong qua tuOng 1Ua thi ching ta nhat thi€t phdi thém vao proxy cho loai dich
vU d6. Vi vay néu trén mang bén ngoai c¢6 thém mot dich vu mdi nio d6 thi ngudi
quan trj tUGng 1Cra phdi x4y dung chinh sich dai di€n thich hop vdi dich vu dé. C6
hai nguyén tac d€ tao ra chinh sich dai dién mac dinh & day d6 12 hodc tir choi tat
cd nhitng th khong dugc dai di€n, hodc 1a chap nhan tat cd nhing dich vu khong
c6 dich vu dai dién trén tuOng 10a. Nhung c@ hai cdch nay d€u giy ra nhling nguy
cO an ninh va bat ti€n m&i cho hé thOng mang bén trong tuGng 1(ra.
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4.3. Bastion Host Firewall (Phao dai phong ngu)

Bastion Host Firewall 12 mOt tram dugc cdu hinh d€ chan dtng moi cudc tan
cong tUr phia bén ngoai vao. Pay 1 di€m giao ti€p truc ti€p v&i mang khong tin cdy
bén ngoai, do d6 dé bi tan cdng nhat. C6 hai dang clla may phong thu:

Bastion Host
Insicle "Choke™ Ouiside
Router [ 1 Router
| Internal cersssusrnnanns ; S Fxternal
: I [ b [
| Network . —— | Network

Perimeter Network
“Screened Subnet”

Hinh 6.2 — Bastion Host Firewall

May phong thU c6 hai card mang, mOt n6i v&i hé thOng bén trong (mang ndi
b0) va card con 1ai n6i v&i bén ngoai mang Internet. DAy 1a dang tuOng 10ra c6 tU rat
sOm, né yéu cau ngudi st dung bén trong phai k€t ndi v&i tuOng 1Ura trude khi 1am
viéc v6i mang bén ngoai. V&i gidi phdp nay tuOng 1lta da co 1ap dugc mang bén
trong v&i mang bén ngoai bang nhitng mdy phong thu (host) nhung né ciing tao ra
mOt sU thi€u tu nhién trong viéc két ndi gilta ngudi st dung bén trong v&i mang
bén ngoai.

Dang th( hai cUla cO cdu phong thU nay 14 mdy phong thU c¢6 mOt card mang
dugc nli truc ti€p dén moét hé riéng biét trén mang — gateway mlc Ung dung.
Gateway nay cung cdp di€u khi€n vao ra. BO dinh tuy€n (rounter) cé nhi€u chifc
ning trong cdu hinh nay. No khong chi dinh huchg ca¢ goi déh hé nodi bd, ma'con cho
phep caé hé thohg ndi mG kéf ndi voi Internet hozic khong cho phep kéf noi. Kién triic
screening subnet con b6 sung thém tang an toan d€ tich mang ndi bO vGi Internet.
Ly do d€ lam viéc nay la tranh cho mang ndi bd khdi bi tan cong n€u nhu bastion
host bi d4nh sap.

5. Gi6i thiéu vé ISA server

Muc tiéu: Trinh bay cdc hoat dOng chinh cUa tuOng lUa: diéu khi€n truy
nhdp (Access control), quan Iy xdc thuc (Authentication) va ghi nhat ky truy
nhdp (activity logging)

NhU trén di giGi thi€u c6 hai loai tuGng 10ta vGi 2 cach di€u khi€n truy nhdp
khic nhau 13 quy ché b0 10c géi (packet filter) va chinh sich ngudi dai dién Ung
dung. Pi€u khién truy nhdp phu thudc vao su nhén dang ding dan cla céc yéu cau
ddi khi con phu thuQc vao dinh nghia quyén x4c thuc cla ngudi st dung.
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5.1. Pi€u khién truy nhap (Access Control)

5.2. Vi tri xdy ra qua trinh x@ 1y géi

P& hi€u dugc firewall hoat dOng nhu thé nao, trudc hét hiy quan tim dén
duong di cla cic g6i tin dan dén firewall d6. C6 3 dudng dan phd bi€én ma mot géi
tin c6 th€ di qua tuy thudc vao dang tulng I0a dudgc cai dat. MOt géi tin c6 thé
vUOt qua mOt tudng 10ra 6 mUc tang Ung dung, 3 mUc nhan hé di€u hanh hodc 1a
mUc card giao ti€p mang. Hau hét cdc tuOng 10ta d€u ki€m soét va cho phép cic gbi
di qua 3 mUc nay.

Packet Processing Location
within a typical Firewall

Proxy |
vl

Application

A Possible Firewall Processing
Location

= (T
N Kernel | 2
i Metwork Card i
i
]
i
]
]

1
Rz
1:
.-L. ,'i I i
Application Lewel | i
1
Kernel Lewl

Network ©ard Lewvel

Hinh 6.3 — 3 du0ng di phG bi€én ma mot géi tin c6 thé di qua

PE c6 dugc tOc dd xU 1y cao hon & cic router, b 10¢ g6i dugc thi€t 1ap trén
phan m& rOng cUa thié€t bi trén card giao ti€p mang vGi mOt bO xU 1y dac biét tdi
Uu qud trinh xU 1y cdc g6i. PE 1uu chilta & day v4i tOc d cao bd xUr 1y trén card giao
ti€p mang chi hO trg nhling ludt x(r 1y don gidn nhu cdc phép so sanh nhi phén.
Nh{ng dich vu khdc khong dudc ho trg & day.

Nhitng router va nh{ing tram luin chuy&n géi khéc thi qu4 trinh 10c céc géi tin
thudng dién ra & mUc nhan hé di€u hanh hon 13 mlc card giao ti€p mang. Thong
thuOng qué trinh 10c dugc thuc thi trén cdc b0 xU 1y chuyén dung cho phép tudng
1ra c6 th€ thuc hién qua trinh 10c va ki€m dinh mOt cach chudn xéc, tinh x30 hon 1a
trén cdc card giao ti€p mang tich hop tinh 10c. Hon n{ta qu4 trinh x(r 1y céc gébi tai
mUc nhan hé diéu hanh nhanh hon & mUc tang Ung dung bGi vi qua trinh 1ap lich va
tran b0 nh& dugc trdnh. Tuy nhién qud trinh xU 1y nhan thudng doi hdi tat cd céc
thong tin can thi€t cho vi€c 1oc géi phdi dugc chlfa trong b0 nhG thay vi trén dia.
MOt géi phdi dugc xU Iy va dugc cho qua ma khdng can phadi doi trén dia di€u nay
s& 1am han ché€ céc dang géi va sO 1ugng céc géi dugc xUr 1y & mUc nay.

Quad trinh xUr 1y & mUc tang Ung dung c6 thé cung cdp mOt chinh sich an ninh
tOt nhat. Mc Ung dung c6 th€ truy cap dé€n tat cd céc tai nguyén hé thOng bao
gOm dia, card mang, b0 nh&, thu vién cdc chuong trinh va cd nhiing ti€n trinh khéc.
Tang Ung dung 1a tang trén cling trong cdu tric phan tang cla giao thlfc mang, do
dé né khong bi gidi han bdi cc tang thap hon né.
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Hoat dOng 1oc géi (Packet Filtering)

Hoat dOng 10c céc géi c6 thé dién ra 3 mOt trong 3 mUc x( 1y g6i nhu trén da
trinh bay nhung né thudng dugc ho trg & miic card giao ti€p mang hodc mUc nhan
hé di€éu hanh. MOt bd 10c géi s€ cin c vao phan dia chi IP ch(fa trong géi tin dé€
quyét dinh xem géi d6 c6 dugc cho phép vuot qua hay bi chan 1ai. Géi dugc cho
qua s& dugc chuyén dén tram dich hodc router ti€p theo. G6i bi chdn 1ai s€ bj loai
bo.

5.3. Luat loc (Filtering Rules)

B0 10c s€ kiém tra 5 mang thong tin trong khOi IP & phan dau cla géi tin.
Céc thong tin d6 dugc md ta nhu trong bang 6.1:

BANG 6.1: théng tin trong khoi IP & phan dau cla géi tin

Field Purpose
Source IP address Dia chi IP cUa tram ngu0n gUi géi tin
Destination IP address Dia chi IP cUa tram dich géi tin sé di t0i

Upper level Protocol (d6 1a TCP | Cho giao thitc khac va dich vu khac
hoac UDP)

TCP or UDP source port number S6 hiéu cOng cUa tram ngulOn gUi gbi ra

TCP or UDP destination port number | SO hi€u cOng cUa tram dich s& nhan géi tin

Khi c6 dugc céc thong tin trén cUa céc géi, bd 10c s& so sdnh chiing v&i mot
tap hop cic ludt d€ dua ra quy€t dinh. MOt ludt 10c 12 su két hgp mOt gid tri hodc
mién gid tri clla mOi truOng thong tin trén va quyét dinh s& dugc dua ra néu tat ca
céc thong tin cla géi dugc so kh&p véi cic thong tin cla céc luat. MOt b0 10c géi sé
thuc hién viéc ki€ém tra su hgp 1€ cla céc géi rat don gidn va rat nhanh chi bang
cdc phép so sanh nhi phan. Quyét dinh (cho phép hodc cdm) sé& dugc dua ra ngay
sau khi b 10c tim thdy mOt ludt nao d6 hoan toan so khdp v4i thong tin ma né cé
dugc vé géi tin do d6 trat tu sdp xEp céc ludt ciing rdt quan trong né gép phan lam
cho qud trinh 10c duQc nhanh hon.

C6 mOt di€u ddng quan tAm G diy d6 1a danh sach ludt 12 htu han va ta khong
th€ 1udng hét dudgc cic tinh huGng d€ dua ra tat cd cic ludt dugc vi vay phdi ¢
mOt ludt mac dinh & day d€ néu nhu khi xem xét hét tat cd cic ludt trong danh sach
luat r6i ma bd 10c van khong thé dua ra dugc quyét dinh thi ludt mac dinh nay sé
giip b0 10c dua ra quyét dinh. C6 2 y tuéng chl dao trong vi€c tao ra luat mac
dinh nay d6 1a hodc 1a tr chOi tat cd hodc chap nhan tat cd, c6 nghia la tat cd céc
g6i ¢6 thong tin khong thda man tap ludt thi bi t& chdi cho qua hodc chdp nhan cho
qua hét.
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5.4. Hoat dOng cUa tuong Itra nguoi dai di€én Ung dung (Proxy
Application)

Autorization

Application level 2
T Dt baase

a7

2 Priosy

A 3
3 e

/':;Inﬂ \\‘-"“-\_

E-I: g—fﬂ/ Dlestination C..]
| g Host ! j

Hinh 6.4 — Hoat dOng cUa tuOng 1Uta ngU0i dai dién Ung dung (Proxy Application)

NhU md td trén hinh 6.4, nguGi st dung truGc hét phdi thi€t 1ap mot két noi
dén ngu0i dai dién Ung dung trén tuOng 10ra (1). Pai di€én Ung dung nay sé tap
hgp céc thong tin lién quan dén moi lién k€t va yéu cau cla ngudi st dung (2).
TuOng 10ra s€ s dung thong tin nay d€ quyét dinh li€u yéu cdu c6 dugc cho phép
thuc thi hay khong. N&u yéu cau tU phia ngu0i dung 13 thda dang thi ngudi dai dién
trén tuOng 10ra s€ tao mOt két ndi khac tU tuOng 10a dén dich du ki€n (3). Sau d6
ngU0i dai dién s& déng vai trd nhu mOt con thoi d€ truyén tdi dit liu gilta 2 moi
k&t nGi (4).

C6 2 di€m can luu y G day la:

 Th( nhat, k&t ndi dau tién phdi dugc thi€t 1ap dén ngudi dai dién trén
tUOng 1(ra thay vi nOi truc ti€p dén tram mong mudn két noi.

e Th hai, ngu0i dai dién trén tUOng 10ta phdi c6 dugc dia chi IP cla tram
dich.

Trudc khi ngudi st dung hodc mdt Ung dung nio dé6 mubn két nOi dén
ngU0i dai dién Ung dung thi phdi thi€t 1ap két nOi dén tuOng 1Ura, k€t nOi nay phai
sU dung phuong phép chudn d€ cung cap tén hodc dia chi IP cla tram dich mong
mu®n. Pay khong phai 12 mOt cong viéc dé dang vi giao thlc tang Ung dung ludn
cO dinh va thudng khong hO trg su vugt qua cla nhimg thong tin dugc thém vio.
P& khac phuc ddc di€ém nay c6 rat nhi€u gidi phap bat budc ngudi st dung va céc
Ung dung phai tuan theo.

K&t noi truc ti€p

Day 1a gidi phdp dau tién cho phép ngudi st dung thi€t 1ap két nOi truc ti€p
dén tudng 1(ra thong qua dia chi va s6 hiéu cOng ngudi dai dién sau d6 ngudi dai
dién s€ hoi ngudi s& dung d€ bi€t dugc dia chi cla tram mong muOn két noi. Pay
12 mOt phuong phdp thd dugc si dung bdi nhung tuOng 10ra sO khai vi thé khong
dugc ua dung.

S dung chuong trinh ho tro may khach

Gidi phép ti€p theo s dung trong vi€c cai dat ngudi dai dién 1a phdi c6 mot
chuong trinh hO trg dat trén may cla ngudi st dung. Ngudi st dung sé chay Ung
dung ddc biét d€ tao két ndi dén tudng 10ra. Ngudi st dung chi viéc cung cép dia

Users
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chi hodc tén cla tram dich cho Ung dung b8 trg. Pia chi tudng 1(ra sé dugc Ung
dung b6 tro nay 1y ra tur file cdu hinh cuc b0 sau dé né sé thi€t 1ap k&€t nbi dén
ngUdi dai dién trén tudng 10ta. Gidi phdp nay td ra h{tu hi€u va trong sult doi vdi
ngUuoi s dung; tuy nhién, han ché cla né 1a moi chuong trinh hd trg may khéch chi
thuc hi€én tuong Ung v&i mOt dich vu nao dé cla mang ma thoi.
SU dung nguoi dai dién tang hinh

MOt phuong phap nira dugc s& dung hién nay cho viéc két ndi dén dai dién
Ung dung trén tuOng 10ra 13 s& dung dai dién tang hinh (&n). V&i gidi phap nay thi
ngUoi sU dung khong can dén chuong trinh ho trg may khach hodc két nbi truc
(i€p dén tudng 10ta. O ddy ngUdi ta s& dung phuong phdp do dudng cin ban, moi
k€t nGi dén cdc mang bén ngoai d€u phdi dinh huéng thdng qua tudng 10ra. C4c géi
khi vao trong tuOng Ilta tu dOng s€ d0i hudng dén mot dai dién Ung dung méng
mudn. Ung dung dai dién c6 dudc dia chi tram dich mOt cich chinh xdc bang cich
18y dia chi tram dich cUa phién. Trong truOng hQp nay tuong Ita gid mao thanh
mOt tram dich va chdn cdc phién lai. Khi m6t két n6i dugc thiét 1ap dén dai dién
trén tuOng 1(fa thi trinh Ung dung may khach s€ nghi rang né dang két ndi dén mot
tram dich that su. Néu dugc phan quyén thi dai di€n Ung dung trén tudng 1Ura sé
ding mOt ham dai dién d€ tao ra lién két th(r hai dén tram dich that.

5.5. Quadn Iy xac thuc (User Authentication)

Pay 12 chlc ning ngin cdn viéc truy cap trdi phép viao hé thOGng mang nbi
b0. Cic hé diéu hanh quan 1y mang chi ki€m sodt mOt cich khong chdt ché tén
ngU0i s dung va password dUQc ding ky, va doi ldc chinh ngu0i st dung dugc Uy
nhiém 1ai v6 y d€ 10 password cUa minh. Hdu qua cUa viéc nay c6 khi 1a rat nghiém
trong. N6 cang trG nén quan trong hon d6i v&i nhiing hé thOng mang 16n c¢6 nhi€u
ngU0i st dung. C6 hai giao thUc chudn thong dung nhat hién nay d€ két hgp lam
viéc v6i LAN.

* RADIUS (Remote Authen-tication Dial-In User Service)

* TACAS+ (Terminal Access Controller Access Control System Extended)

Thong thudng chlc ning authentication dugc thuc hién vGi sy phdi hgp cla
mOt thi€t bj phan clUing hodc phdn mém dugc tich hgp san bén trong cic phan
mém (gidi ma theo thudt toan va tiéu chudn khéa ma dinh trudc). Khi mOt thao tic
truy cdp vao mang dudc thuc hién (ki€m tra ding User Name va Password), hé
qudn 1y x4c thuc s& gi dén mdy tinh cla ngudi dung dang xin truy cdp vao mang
mOt chubi cdc ky tu goi 1a Challenge (cau thich d0), ngudi ding nay s€ nhdp vao
Token chudi Challenge va s& nhan dugc mOt chudi ky tu mdi goi 1a PIN (Personal
Identification Number - sO nhan dang c4 nhan). NhO PIN ma ngu0i dung c6 thé truy
cap vao hé thOGng mang. Pi€u ddc biét 1a Challenge va PIN thay dGi tlng phit mOt,
cdc Token c6 thé dugc dinh va thay doi Cryptor Key (khéa mi) tiiy ngudi st dung
nén vi€c bdo mat gan nhu 12 tuyét doi.

5.6. Ki€m tra va Canh bdo (Activity Logging and Alarms)

a. Activity logging
P& cung cdp thong tin vé nhimg hoat ddng clia mang t&i ngudi quan tri hau hét
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céc tUOng 1Ura ghi chép cdc thong tin vao files (log files) va luu gilr trén dia. MOt
tuOng 1Ura hoan chinh phdi ghi chép day dU cac thong tin vé cic két ndi thanh cdng
vaca khong thanh cong. Céc thong tin nay rat hitu ich cho viéc phdt hién kip thoi
nh(ing 160 hGng trén tuGng 10ra. MOt log file chudn phdi c6 céc thong tin sau:

* ThOi gian bat ddu va két thic cla mOt phién;

* Dia chi tram nguln;

* Dia chi tram dich;

e Giao thUc sU dung (TCP hay UDP);

* COng dugc m& trén tram dich;

K&t qud cUa viéc két n0i (thanh cong hay bi tU chdi);

* Tén ngudi st dung néu xdc thuc dugc st dung.

Ngoai ra con c6 thé cé thém céc thong tin vé€ s géi dudc chuyén qua, sO 1an
13p 1ai clia k&t ndi dé. ..
b. Alarm

Hoat dOng bdo dOng ciing rat quan trong d6i vGi ngudi quan tri. Khi c6 mOt
két nOi dén mang thi tuOng 1(ra s€ phat tin hi€u d€ ngudi quan tri bi€t. POng thoi
hoat dOng cdnh béo cling duUa ra tinh trang 16i cla cic goi.

Khi mOt géi bi chan lai khong qua dugc tuOng 10ra thi hoat dOng canh bdo
cUa tuOng 10ra ciing gli mOt cdnh bdo dén tram ngudn thong bdo vé€ nguyén nhan
loai bd g6i do.

6. Cac mo hinh Firewall co ban va phuc tap

Muc tiéu: Trinh by cdc mo hinh firewall c0 ban va phUc tap thuOng duoc sU
dung trong cdc doanh nghiép.

6.1. M6 hinh Firewall co ban thudng dudc st dung dén:

S

P AT 005
E 3 ONS 10,002
e Server m—@
P 10004 L0 S
DHS 10002 IF4A000.7 IP 40008
ONS 10002 | DNS 10002
S =t
Mail Server TCH SWITCH
P 10.003
DNE 10.0.0.2
= b~ P 10002 % i
Firewall DNS 10.00.2 IP000.9 P 15.0.0.10
ModemADSL 1k cross 10.0.0.100 RADIUS ONS 10002 | ONS 10002
IP 192.162.1,900 DNSserver 10.00.2 Server: DNS
OHCP
IP Lan 192.168.1.113
DF 192.158.1,100 1P 40,000, 10 IP 0o 11
ONS 0002  DNS 10.002
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6.2. Mo hinh Firewall phtc tap thuong st dung trong cac doanh nghiép

lon

N6 c6 th€ chOng d€ cic dot tan cong va xAm nhdp blc hop phap cd bén
tréng lan bén ngoai Internet

PETH
S & &
ol 2 P 10.0.0.2 i‘ﬁ;
Modom ADSL Firawrail DNS 10.0.0.2 1P Y0,0,0.9 P 10.0,0.10
IF eross 10.0.0.100 RADIUS DMNS 10.0.0.2 DNS 10003
P 1921681100 DMNS server 10.0.0.3 Sorver : DNS
DHCP G ]__G |
IF Lan 192.168.1.113 o
DF 192 1081, 700 (1] 0.0.10
DNS 10.0.0.2

Firewall Cross IP 10.0.0.100 Server IP 10.0.0.2 Clien IP 10.0.0.3
SM 255.0.0.0 SM 255.0.0.0 SM 255.0.0.0

DF khéng DF 10.0.0.100 DF 10.0.0.100

DNS 10.0.0.2 DNS 10.0.0.2 DNS 10.0.0.2

Lan IP 192.168.1.113

SM 255.255.255.0

DF 192.168.1.100

DNS khong
7. SO Do hoat dOng clia ISA

Muc tiéu: Trinh bay sO dO hoat dOng cUa ISA theo dang so dO khOi. Trong do,
cdc tién trinh cing v0i trinh tU s€ duoc bi€u dién.
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Begin
B Wait
Ling nghe cac
két noi dén Start

trimg liva

Kiém tra IP ciia goi
tin co thuge quyén
truy nhip khing ?

G thﬁ;ﬁg hém
hiy két noi.

Kiém tra cong yéu
ciu clia goi co duge
cho phép mé hay
khing ?

Chuyen doi dia chi IP, mé& két
nioi thir hai truyén goi vao mang = End
hén trong

Cau hoi
1. Firewall 1a gi? Hay phan loai Firewall.
2. Trinh bay cdc ki€n triic Firewall cO ban.
3. Trinh bay qué trinh hoat dOng cUa firewall.

4. Theo sO d6 cho dudi diy, cho bi€t qua trinh hoat dOng cla tuOng 1lra Ung dung
(Proxy Application).
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BAI 7: CAI PAT VA CAU HINH SU DUNG CAC RULE TRONG ISA
M3 bai: MD 36-07

Muc tiéu cUa bai:

- Cai dat dugc ISA Server trén Windows Server theo diing qui trinh;
- Thié€t 1ap dudc cé4c rule d€ bdo mat cho hé thOng;

- Thuc hién céc thao tdc an toan v&i mdy tinh.

1. Cai dat ISA

Muc tiéu: Trinh bay yéu cdu d6i v0i mdy cai dat ISA, trinh tU cdc budc thuc
hién cai dat va c8u hinh ISA. Ngodi ra, trinh tU thUc hién cdc luét ciing dugc
néu ro.
My cai ISA phdi c¢6 2 card khi d6 ta cdu hinh IP nhu trong mé hinh coO ban

- Card trong n0i b0 dat tén 1a Cross

- Card di ra ngoai internet té€n la Lan
Céc budc thuc hién:

+ BA dia ISA 2006 vao rbi nhap dip vao file setup

=B

_-.]"-J Microsolt
/) Windows Server System

Micrasoft

Internet Security &

Acceleration Server 2006
Standard Edition

Fead Release hotas Install ISA{%ewerEDDE
Read installation Guida Read Upgrade Guide
Read Guick Start Guide Exit

180-Day Evaluation

@ 2006 hdicrosoft Corporation. All rights resened, Microsoft

+ ChOn Install ISA Server 2006
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{i Microsoft 1A Server 2006 - Installation Wizard x|

License Agreement
Please read the Fallowing license agreement: carefully,

MICROSOFT EVALUATION SOFTWARE f’
LICENSE TERMS

MICROSOFT INTERNET SECURITY AND
ACCELERATION SERVER 2006, STANDARD
AND ENTERPRISE EDITIONS

These license terms are an agreement between Microsoft Corooration (or LI

(& T accept the karms in the license agrﬁmenté

" 1 do ot accept the terms in the licerish agreement

= Back I Mext = I Cancel

+ Chon Next

Customer Information
Please enter wour cuskomer details,

User Mame:

Iphu:unghp

Qrganizakion:

Iniit_gu:n:nhinviet

Product Serial Number;
|MDE-W9 |-|F?M3‘f |-|E.3D22 |-|RP6DF |-|295uu:; |

+ Back I (= ]2{ I

Cancel

+ Dién c4c thong tin va sO sdn pham, chon Next
fi Microsoft ISA Server 2006 - Installation Wizard

Setup Type
Choose the setup bype that best suits your needs,

Main program Features will be installed.

i Custom
ﬁ Choose which pragram Features you wark installed, Recommended

for advanced users.,

Zancel

< Back I Mexk = [‘T:: i

+ Chon ki€u cai dat, chon Next
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ji Microsoft 1SA Server 2006 - Installation Wizard

Internal Metwork

Specify the address ranges wou want included in the ISA Server Internal
niekwork,

Click &dd to specify the netwaork address ranges,

Inkernal Metwark Address Ranges (Fram-Ta):

-
@ For details, see the Installation Guide.

= Back | [EmE = | Cancel

+ Chon Add d€ dinh nghia viing Internal Network

pddresses L R

These are the IP address ranges included in this nebworl,

Skart Address |Eru:| Address | i Addpadapter. ..

Edit...

Eemave

add Private

Add Range...

(] 4 Canicel

+ Chon Add Adapter d€ khai bao viing dia chi card IP Internal
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Select Metwork Adapters

Select the network adapters associated with the network you are configuring.

Metwork adapters;

MName

O E@eternal

Metwork adapter details:

w

Mame: AMD PCMET Family PCI Ethernet Adapter
IP Addresses; 10,10,10,100
Route InFarmation:

10.10.10.0 - 10,10,10.255 , 10.255.255.255 - 10,255,255, 255

=l

(0] I Zancel

+ Chon card lan 1a card bén trong mang n0i b

x
These are the IP address ranges included in this nebworl:,
Start Address I End Address I Add Adapter...
10.10,10,0 10,10,10,255
2 Edit...
Rn\amwe
M
Add Private
Add Range...
K, Cancel |
+ Chon Remove
fig Microsoft ISA Server 2006 - Installation Wizard x|
Internal Network
Specify the address ranges wou want included in the 154 Server Internal
netwarlk,
Click Change to edit or add the address ranges., hiriae. .,

Internal Metwark Address Ranges (From-Ta);

10.10.10.0-10,10.10.255

-
@ For details, see the Installation Guide.

< Back

Zancel |
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Firewmall Client Connections

Specify if 158 Server 2006 will accept conneckions From Firewall cients For which
_ encrypion is not supported

ISA Server 2006 encrypks traffic exchanged with Firewall clients over the Firewall client
control channel For compukers running Firewall Client 4,0 and later,

154 Server 2006 does not encrypk traffic exchanged with Firewall clients running earlier
wersions of the Firewall Client software, or installed on computers running Windows 93
SE, Windows ME, or \Windows MT 4.0,

v Allows nen-encrypted Firewall client connections!

For best security practice, we recommend that sou deploy the |atest version of the
Firerall client software,

< Back I Hext = I Cancel I

+ Next
i Microsoft ISA Server 2006 - Installation Wizard x|

Services Warning

Curing installation, some services running locally on this computer may be
restarted or disabled,

Services that will be restarted during installation:

SMMP Service

FTP Publishing Serwvice

Metwork Mews Transfer Protocol (MRTR)
115 Admin Service

Wiatld ‘Wide Web Publishing Service

Services that will be disabled during installation:

Internet Conneckion Firewall (ICF) | Internet Conneckion Sharing {1C5)
IP Metwork Address Translation

< Back

+ Man hinh xudt hi€n mOt s6 cdnh bdo d0i vGi cic dich vu dang hoat dOng,
chon Next
fiz Microsoft 1SA Server 2006 - Installation Wiz : i x|

Ready to Install the Program

The wizard is ready ko begin inskallation,

Click Install ko begin the installation,

If wou wank ko review or change any of waour installation settings, click Back, Click Cancel to
et the wizard,
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+ Chon Install d€ thuc hién cai dat
i Microsoft ISA Server 2006 - Installation Wizard — =] x|

Installing Microsoft ISA Server 2006

The program Features you selected are being installed,

Flease wait while the Installation Wizard installs Microsaft 154 Server 2006
This maw take several minutes,

Skakus:

= Bach | Mext =

+ Chon Finish d€ két thic qu4 trinh cai dat
Khi ISA dugc cai vao, viéc dau tién ISA s& cdm moi ngUdi ping t&i né va
khong cho ra Internet; vy muOn ping hay ra Internet, phdi tao ra rule va Allow

cho nd.

MG ISA, chon Firewall Policy, nhin vio clta sO & gilta n6 sé& 1iét ké 1 rule
trong Policy. Rule nay c6 tén la Last Default rule; DAy la rule mac dinh nén ta
khong thé nao xo4 dugc.

Rule nay néi 1én 1a dang thuc thi 1 hanh déng 12 cdm dodn “Deny”. N6 cam
dodn tat cd moi hanh dOng “All Traffic’. Va cam tat cd moi ngudi & ving
Network nao “All Network (and Local Host)”. Di dau ciing cam “All Network (and
Local Host)”. B6i v&i ngudi ndo ciing cam “All Users”

ISA hé thOng dugc sap x€p theo th(r tu rule tU trén xubng thda rule nao thi
dugc Ung xU theo hanh dOng rule do6
ey T e— o

Cls  fctson e (e
== MRS
1} Microsalt Brdmerast Sansiy Snd Aocsler
L e e
1] Mewsiwrs)
# Prswwill Policy
Yrtusl Freoste Hebroria (ePR0
2dn o i

e | e Jd
Do I

Hinh 7.10 — Rule mac dinh trong Firewall Policy
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2. Tao Rule cho Admin di ra ngoai Internet st dung tat ca cic giao thlic

Muc tiéu: Sau khi cai dat, ISA server 1ap tUc ngdn cdch gilla Internal Network
va External Network bOi chinh né, khi dé cdc mdy trong Internal Network
khong thé truy cdp duOc ra ngoai (mang Internet) va ngudc lai. Néi cdch
khdc ISA Server dd khéa t4t ca moi Port ra vao hé thOng.

Trong phdn nay s€ trinh bay cdch thltc m0 cdc Port d€ ¢ th€ truy cdp
Internet. LUu y: Khong nén mo cdc cOng mOt cdch tity tién ma chi mo khi thuc
sU can thiét.

Nhép chuOt phai vao Firewall Policy, chon New r0i chon ti€p Access rule

=101

oe = | G ED R A i 8
1§ Ficioualt Brderart Sy s Aoccalee
L HOSEEHLITERS
T Mo ceirey
o

ey
W Condwpuraton Espaet,,

| Peoem [ Lisharas |t | Gore
(5 By Lyl Tagti 1 Al etk [ L Pioa) = 2. A Himtveorta (ar Eocaliical s A

Hinh 7.11 — Tao rule m&i

HOp thoai Access rule name: Ta di€én Amin ra Internet rOi chon Next
- Rule Action (Hanh d0ng)

- Action to take when rule condition are met:

- Allow: (cho phép)

- Deny: (Cam)

Rule G diy 1 ra Internet nén ta chon Allow r&i bam Next
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Hew Accoss Bube Wieard x|
Fuln Action |

L aleci Fuoww chent iemguesis o cordent icorm the apecdind desimation are dealt vk I
o ihe corditpons specilied i bhee nuls ane med

Achon to take when rule condiliones ane met;

- E
= Dy

< Back I Mot = I Carncal
Hinh 7.12 — Cho phép Admin ra Internet

Protocols (GOm nh{ing hanh d&ng nao di ra ngoai)
This rule applies to:

Chon hanh dOng All outbound trafic: hanh dOng nay di ra ngoai sUf dung
dugc tat ca cac Protocol. Chon Next

Selected protocols: MuOn Protocol nio di ra ngoai thi chOn muc nay

All outbound traffic except selected: Cho phép sU dung tat cd Protocol
nhung mu®n khong diing Protocol nio thi chon muc nay

Miw Access Rube Wizard =]

Protocols |
Select the protocols thes wle apples o |

Jhis s apphes toc

[E-ﬁlndnd prolocols il
|Sﬂlr,n:lm,1 protacoils
Al outbouind rafhc except selectad -
R S— |
Fogts....

e e L
Hinh 7.13 — Chon giao thUc 4p dung

Acces Rule Sources (nguOn xudt phat tUr dau)

Ta chon Add xudt hién 1 c4i bAng Add Network Entities
Ta chon muc Network: Internal la bén trong
External 1a bén ngoai

Local Host 1a may ISA
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Ta muOn ra ngoai Internet nén ta chon nGi xudt phat tU Internal roi Close

At Metwork Entities =

Fatveor i artities

Blevide = Echit... [oelabe

: Pulimbwrorbon

W C<torral

-

—lee LeaCal Host

e aErANEiImeEd YR e s
OWPR Clents

Pimbveork Semba

L

CarmipEabors
Acicirerss 12 armgos
Siibireers
Computer Seks

VULEL

I &1

| A | Close |
Hinh 7.14 — Chi dinh vi trf xuat phat

Lic nay Access Rule Sources c6 Internal ta bAm Next

Access Rule Destinations (Pich dén)

Ta ti€p tuc bam Add. Mubn di dau, ra ngoai Internet ta chon External r0i
Close

T TTTe— <

Plestisrorb esnbities

Py = Echic... Chemlete

=1 L= Nebtwork=s
L
walls Trbesrrisl
~ales Local Host
e i pmrmnitiresd VPR Clieniks
WER Clherikbs
Ll Mebwsork Sets
e Computers
e address Rangss
— Subreks
C

= Computer Seks

At | s |
Hinh 7.15 — Chon dich dén (ra Interrnet)

Lic nay, ngoai Access rule Destinations c6 External ta bAm Next

User Sets (Ai dira)

Ta muOn Admin di ra thi bd All Users bang cdch bam vao All Users bam niit

Remove
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mew Access Rule Wizard = x|
Uzne Sols |
“viom o sppdy Hre e o iequessty beoms sl users. D, pois can bmé scosss o
spescific wper seln
This mulls apples bo raguesais hom s Followsng usar sebs
u:“,,&.l U ers | Add..
£ Bk Hest s Concel |

Hinh 7.16 — GiGi han ngudi dung
ROi bAm Add: Man hinh Add Users xudt hién, chon New
[Addusers =]

Lisor Sots:
Pdeeer it ., Cebebes

_F"j Al St Fhenticatecd Lisers
e, Al Users

el e
Hinh 7.17 — Thém ngu0i dung chiu tdc dOng

Man hinh New User Set Wizard xuat hién: Ta dién 12 Admin rOi chon Next

Khi d6 ta chon Add sé xudt hién 1én 3 Iua chon, chon Windows users and

groups
reve ser Set Wizard 2|
WUzars ‘ l
Salect uberz 1o wclude irn the usai zal
Mamesspace | Groug | Drormmin |
E_-E_--_"'
irrdows sers sr
FADTILIS. .,
SecuriiDia..
<Back | hew | Cancal |

Hinh 7.18 — P0i tuong tic dOng bao gdm ngUdi diing va nhém ngudi diing
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Chon nit Location chon Entire Directory rOi chon “tén mi€n” roi OK, sau
d6 bam vao Advanced rdi bam nit Find Now ta sé thdy muc Search results c6
Administrator ta chon r6i OK r0i Next sau dé Finish.

Select Users or Groups ] d |
Sedect this object type:
IUm, Groups, or Built-in secuty principals Dbject Types...

From this location:

[HOANGPHUONG Locations... |

Entter the object names to select [examples)

Chechk Memes

Advanced... if Cancel |
7

Hinh 7.19 — Chi dinh ngu'Gi ding va nhém ngu0i dung
BAy gi0 ta thdy c6 Admin do ta 1am hOi niy ta chon Admin roi Close

Aallad Ui sa=r= .—‘H

Useor sobs;

ey ok, .. o=l e

a4
Ty Al Authenticated Lisers

0. Al Users

e Sestem and Robwork Service

[ aaa ] close |
Hinh 7.20 — B6i tugng dugc thém vio 12 Admin
Bay gi0 User Sets khong phdi 1a ch(r All Users ma 1a ch{t Admin ta bam
Next ti€p rOi Finish roi Apply

-""h e L e e e e ey 1 ; m _dmm
[l Acton e pe
HE i s - R R TR S

B MR | Brd sermd T e By el el o mne
-l L Mo

e —

. Fip vl Py

Wl Prreat e aebeart s (9101
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Hinh 7.21 — D6i tuong chiu tic dOng 14 Admin
K€ tUr by gi® admin c6 thé truy cdp dugc Internet
Bay gi0 Client b DF 10.0.0.100 di thi khong vo Internet dugc

M4y Client m& IE 1én chon Tab Menu Tool chon Internet Options

o B slsmplampanad - PV comaall Dol et Enilor sy =T |
r_l- :pll. Wi -wl-u | Tocks = Hsls |
Hd::dﬂ-w‘ * | o Mocke £ e o 4 |
-q#m Iﬁ] FEp .l,lu.m.-,-u.m. M' h =] 3 ee | veks |
Sheows Holated Links =
Thes pegger cannol e
Emplanation: There is & problem swoth the page you are Srying to
réasoh and it gannot be diaplaysd
Try the following:
- I-l-l-l'rrluh prIqr '\-uuq ohy for the page aga by chicking the
Y WS DUt PRy PEVE Dopurred dus (O
Ink
= Ches ks AT s T D s pragae
addras he addrsss ay b = mr ety pad
= Accoss frons o link: 0F there s 5 Ak o the page you are
teaking for, vy acosssing the cage from that ik, :I
Enatdes youd To chwngs settngs,
~ .’ A ~. e
Hinh 7.22 — Thiét lap doOi vOi IE
A . A, .
ROi chon Tab Connection rOi chOn Lan Setting
Eestamwwnask LFgrtiasmnms i =i

G mrems ol | S ecominge | Poecascss | S orveen

0 oy vy oy boCmr I Frrosp s | sucihe s |
. T mamk wry Db remt codreeeDioery, sibcb I P q b= .i& g ]I
b ! e i # T el ain

5 bl awrred S ltudmd Forecanten Fdasivecnie masiiriaas

l I.n;r-:l... | I

hecrmmes Sebtarega i -_wn-u n--:l Eor ool Hgar e s e e W LR
e e

P | adiee) e
£ T il sy
i T

it l
Lol o wiy Pl l s b [l ) settirags {
Ll T bk aclir reok gl ol s [ e i
e . :\';:?:lr\-u- b e e e i:llunl =L -.ﬁ:{’nu-‘ S —

(w1 | el 1 sgagul |

Hinh 7.23 — Thiét 1ap k€t nOi Internet
Muc Proxy server

- P4nh dau chon Use a proxy server for your LAN (These setting will not
apply to dial-up or VPN connections)

- Address ta ddnh dia chi IP cla mdy ISA 10.0.0.100 Port 8080 roi OK

Lic nay ta lai vo dugc Internet
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Local Area Metwork (LAN) Settings - |

~ Automatic configurakion

Automatic configuration may owerride manual settings. To snsures bhe
use of manual settings, disable automatic configuration.

I gutomaticalty detect settings
I Use sutomstic configurstion geript

Proscy Server

7 Use aprogy server For your LAMN {These sattings will not apply bo
dial-up or YPN connections).

Addrass: I 10.0.0, 100 Park: Iﬂﬂﬁﬂ Advanced.,. I

[T Bypass proxy server for local addresses
[ ex | cancel |
Hinh 7.24 — Dia chi IP cUa may ISA

Ta khong can c6 DF van ra Internet, 2 kiéu di ra Internet khéc nhau 1a:
- M4y Client ta d€ DF dén ISA lic d6 may ISA dang déng vai trd NAT

- Con liic Client trong trinh duyét IE ma cdu hinh Proxy lic d6 may ISA déng

vai tro Proxy Server

Ta m& IE 1én vio Proxy bO hét cic thong sO ta sé khong di bang ki€u NAT hodc
Proxy nita ma di bang ki€u 3

M4y Client m& hOp thoai RUN Ién danh dia chi IP cUa mdy ISA file://A\10.0.0.100
ta s& thay bén may ISA c6 1 thu muc dit tén 1a mspelnt ta nhap dip vao d6 rbi chay

file Setup ta c(r vi€c Next rOi Next thém cdi n(ta. Man hinh ISA server Computer
Selection xudt hién

Ta chon Connect to this ISA Server computer ta danh IP cla ISA 10.0.0.100 r6i
Next

r{ Microsoft Firewall Client - Install Wizard

15/ Server Computer Selection
Sonciy the E58 Server compuber bo which Firessall Client wall connect.

Vil £y spcily' Ehay 54, Server computier sl Freewall Chert vall connect ko, or Finevesl
Chent can dabect the sppropeiste [54 Sarver computer.

(%) Corrmct o this [SA Server cofputer:
Tyvpe the 158 Sarver host name or 7 address:

00000, 1600
Exampls: lka microsolt.comoor 157.54,001

() rustomatically debect the appropriste 154 Server compuber

hioke: Thess sattings may b changed |ater using the Firewall Clent mansgement
b

[ cBack [ metx || cowed |

Hinh 7.25 — Chi dinh IP cUa ISA
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Bam Install r0i bam Finish va khi cai xong mdy client s& c6 bi€u tugng va lic nay

ta khong c6 DF va Proxy nhung van truy cap dugc Internet
K&t ludn: M4y Client khi ma d€ DF thi g0i 12 Secure NAT
Miy Client khong d€ DF nhung st dung Proxy goi 1a Proxy Client
Khi Client khong dung DF va Proxy ma di cai Tool ISA Client goi 1a Firewall
Client
MOi céch s€ c6 1 Uu nhugc diém riéng:
- Néu diing Secure NAT thi Client c6 thé€ ra Internet va diing bat ki Protocol

nao ma ISA allow cho cii rule cUa né

- Néu diing Proxy chi di ra dugc Internet bang HTTP va FTP bat chap mdy
ISA c6 allow mQi Protocol nhung bui 1ai phudng phép di bang Proxy tan dung
dugc CACHING bdi vi lic d6 may ISA di dung. Néu c6 mdy Client khac hoi 1ai 1
trang web nao ma ISA nhd@ né c6 nam trong cache liic d6 may ISA trd 10i 1ai lién.
Firewall Client 13 dang tOng hgp cla 2 dang trén va né sé€ tu bi€t 1a khi ndo nén

dung Secure NAT va khi nao dung Proxy.

3. Cau hinh cho céc client ra Internet nhung chi st dung giao thttc HTTP,
HTTPS

Muc tiéu: Trinh bay cdch tao cdc rule d€ cdc client ra internet nhung chi st
dung giao thtc HTTP, HTTPS

Nhap chudt phai vao Firewall Policy, chon New rOi chon Access rule
- Acces rule name ta dién: Users ra Internet (HTTP va HTTPS)
- Rule Action: ta chon Allow

- Protocols: Ta chon Sellected protocols rOi chon Add
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MNew Access Rule Wizard == . |

Protocols |
Salect the protocols thas ule apphes (o |

< Back Mewt > Cancel |

Hinh 7.26 — C&u hinh cho client bdi rule m&i
Al Protocols |

Probocols:

Mave = Edik... [risleite

¥ [ Cemmon Brotocals
Ll Infrastractures

=8 maail

|l Inskant Messageimng
8 Remobe Termires
el Srreanndrig Peeclies
— YWPM arvd IPSec

; 75 +

+

1 &

B2l
LA HTTPS Sercver
i User-Chasfined
# [ Avithasbieatss
= — 8 Sepwer FProtoooks
= i Aldl Proatccols

[ & ] T
Hinh 7.27 — Chi dinh giao th(c HTTP, HTTPS

Chon muc web r6i chon 2 giao thic HTTP va HTTPS - Close - Next

Access Rule Sources: ta bAm Add rdi bam vao Network chon Internal roi
Close rOi Next

Access Rule Destinations: ta chon External rOi bAm Next ti€p
User Sets: mac dinh 12 All Users ta ti€p tuc bam Next rOi Finish Va Apply

Lic nay User chi s& dung dugc c6 2 giao thU'c HTTP va HTTPS.
4. Cau hinh DNS phan gidi tén

Muc tiéu: Trinh bay cdch c8u hinh thiét 18p d€ phan gidi tén mién trén ISA
server.

B&m vao Firewall Policy nhap chudt phdi chon New rdi Access Rule
Access rule name: DNS

Rule Action: Allow
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Protocols

This rule appiles to: ta chon Selectes protocols r0i bam Add ta chon
Comomn Protocols r6i chon DNS rdi Close rOi Next

Access Rule Sources: Internal
Access Rule Destinations: External
User Sets: All Users r0i Next rOi Finish ta Apply

Trong cUa sG Run, g6 CMD / OK. Trong cUta sG DOS, g nslookup r0i danh
www.google.com.vn ta thdy phan gidi tén dugc 1a 64.233.189.104

NOOWS system 32 omd.ese - nslookup - =101 x|

KHIRGEO > niz Loo kup
LB

Hinh 7.27 — Phan gidi tén mién
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BAI 8: DICH VU VIRTUAL PRIVATE NETWORK (VPN)
Ma bai: MD 36-08

Muc tiéu cUa bai:

- Trinh bay dugc ban chat va 1gi ich clla VPN;
Mo td dugc md hinh VPN to site;

Mo phOng dugc md hinh site to site;

Thutc hién céc thao téc an toan vOi mdy tinh.

1. Gi6i thiéu vé VPN

Muc tiéu: Trinh bay chUc ning cla VPN va cde dang VPN ciing vOi cdch hoat
dbng va cdc ich 10i dat dugc ddi vdi VPN.

- VPN nhu 12 mOt mang LAN do mang trong mdi truGng Internet.

- Cong dung cla VPN la nham truy xudt dugc tai nguyén cla mang nbi bd
khi ngu0i muln truy cap khong & trong mang ndi b0. Ta truy xudt dugc thong qua
dudng internet. Cho phép ngudi diing ngoai Internet diing mOt account c¢é san trong
n0i b d€ truy cdp vao mang ndi bd (client to Site);

- VPN c6 hai dang Client to Site va Site to Site.

+ Client to Site: MOt ngu0i & nha c6 k€t ndi internet muOn truy xudt
dudgc tai nguyén & cong ty nhur 1a dang ng0i & cong ty. MOt nhin vién khi di cong tic
c6 lic can 1ay dir liéu, hay can trao d6i d{ liu trong cO quan,... D& d4p Ung dugc
nh{ing yéu cau thuc t& nay trong cO quan, cong ty,... phdi xdy dung md hinh VPN
theo ki€u Client to Site: cho phép mOt két nbi tIr xa qua dulng truy€n internet dé
truy xudt, trao d6i dugc tai nguyén cla mang ndi bo.

+ Site to Site: MOt cong ty c6 nhi€u chi nhianh & xa c6 k€t ndi 1én
dulng internet. Yéu cau thuc t€ 1a cdc chi nhdnh cla cong ty tuy & xa nhung can
phai 18y d{t liéu cla nhau, can phdi c6 nhu cau trao dGi d{t liéu qua lai gilra cdc chi
nhénh,... d€ dap Ung yéu cdu nay, md hinh VPN theo ki€u Site to Site can dudc xiy
dung G céc chi nhdnh cUa cong ty.

Khi VPN dugc xay dung bat ki thanh phan nao bén mang LAN nay ciing truy
xudt dugc bat ki thanh phan nao & mang LAN bén kia va ngudc 1ai. moi chuy€n
déu dugc xdy ra mOt cach tu dbng, dién ra mOt cich trong subt ma khong can
ngUdi Admin dUng ra lam di€u gi cd.
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1.1. Ban chat hoat ddng cila VPN

Gid st ¢6 géi tin dugc truy€n theo VPN d€n ngudi can truy xudt, co ché géi
tin dugc xU 1y nhu sau:

+ Pau tién géi tin (ta xét 3 truGng chinh trong mOt header cUa géi tin 1a
Source Address, Destination Address va truOng Data) dugc truy€n cé Source Address
1a dia chi clla mdy nguOn, Destination Address 1a dia chi cUa mdy can gi, va truGng
chlra d(t liéu can gdi.

+ Khi géi tin di qua mot router, géi tin ndy dudgc router hién thOi bao 1ai bdi
mOt gobi tin khdc c6 Source Address 1a dia chi card ngoai cUa router hién thdi, géi tin
mdi c6 Destination Address van 1a Destination Address cUa g6i tin dugc boc 1ai, con
truOng Data cUa g6i tin m&i chfa toan b géi tin cii, c nhu thé trong dudng truy€n
khi g6i tin di qua moi router déu dugc 4p dung tinh chat tuong tu.

+ Khi géi tin di dén dich, & day géi tin m&i dugc thdo ra tUng 18p nhu khi da
bi boc 1ai khi trong dudng di qua mOi router, lic ndy dit liéu di dugc truyén dén
dich nhu mong mudn. Giao thlc dlng bao boc va ngugc 1ai thuc hién 10t tlng 16p
cho géi tin nay 1a giao thic PPTP (Point to PointTunneling Protocol) hodc giao
thUc L2TP (Layer Two Tunneling Protocol).

« PPTP (Point to Point Tunneling Protocol) cung cap mat d0 bdo
mat t0t dua trén mUc d0 phlc tap cla Password dugc dung d€ tao PPTP
connection. Nhitng thudn 10i khi 4p dung PPTP cho VPN la khong yéu cau
certificate cho qua trinh chUng thuc va client c6 th€ dat phia sau NAT Router.

* L2TP (Layer Two Tunneling Protocol) 13 su két hgp cla PPTP va
Layer 2 Forwading; POng thOi cung cdp mUc dd bdo mat cao hon béi vi s dung
giao thUc IP SEC d€ bdo mat két ndi. Ciing c6 thé diing computer va user certificate
d€ cung cdp mlc dd0 bdo mat cao hon nita khi thuc hién ké&t nGi dung
L2TP/IPSEC. Trén hé thOng Microsoft, L2TP dugc két hgp vGi IPSec
Encapsulating Security Payload (ESP) cho qud trinh md héa d{t li€u, goi la
L2TP/IPSec. Su k€t hgp nay khdng chi cho phép chlng thuc dOi v&i ngudi dung
PPTP ma con cho phép chUng thuc d6i vdi cidc mdy tinh thong qua cdc chling chi,
nang cao hon d0 an toan cla d{ li€u khi truyén.

 ESP (Encapsulating Security Payload): NOi dung thong tin dUQc ma
héa, ngin chdn cic truGng hop hacker ddt chuong trinh nghe 1én va chan bat d{r

liéu trong qud trinh truyén
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1.2. Loi ich clla VPN

- M6 rOng vung dia ly c6 thé két nGi dugc

- Ting cuOng bdo mat cho hé thGng mang

- Gidm chi phi van hanh so v&i mang WAN truy€n thOng

- Gidm th0i gian va chi phi truyén dit 1iéu dén ngudi dung & xa

- Ting cuOng ning sudt

- Gidm don gidn ho4 cdu tric mang

- Cung cap thém mOt phuong thUic mang toin cau

- Cung cap kha niing ho trg thong tin tU xa

- Cung cap kha niing tuong thich cho mang bing thong rdng

- Cung cap kha niing sinh 1¢i nhudn cao hon mang WAN truyén thOng
MOt mang VPN dugc thiét k€ tOt sé€ dap Ung dugc cdc yéu cau sau:

- Bdo mat (Security)

- Tin cay (Reliability)

- D& m& rOng, nang cap (Scalability)

- Quan tri mang thudn tién (Network management)

- Quadn tri chinh sdch mang tOt (Policy management)

2. M6 hinh VPN client to site dung giao thifc PPTP

Muc tiéu: Trinh bay cdch c8u hinh VPN trong moi truOng cé ISA Server.

IP 1321821 2 IF 192 6215
OF 19218212

IF 100z IF1000900 1P 15201631100
OF 1000100 ONS 10002 OF 19296212
ONS 100102

Hinh 8.1 — M6 hinh VPN client to site dung giao thUc PPTP
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Mo hinh Client to site ta can 3 mdy tinh: 1 mdy lam Domain, 1 mdy cai ISA
va join vao Domain va 1 “mdy tinh ngoai mang”.

% Tai Domain ta tao 1 Group tén 1a Admin (hinh 8.2) va bat Allow access cho

Administrator va cho Administrator tham gia vao Group Admin; Administrator
c6 Password 1a 123456

Céch tao group: Nhap chudt phai, chon New, chon Group

mlef] xl
ek e Achon Ve Wedess  ieip =0l =]
- - M D P DT
[ Actres tmacmiry Lmsrs ared Comgenor: | Lipars 30 obpecta
- 3; S sy [ I
-+ Lok i ) OO PO

£l st L u o hes groai
mEmCars B3 At et et gt
[ T T .
LT
B ok B ooses e Fomcri.
[ el P i . findpe
Eridel_p T [ i e P BT S
A e B4 STy A v ) P
Schema Advers Securiy G0 Lt et
ST ... L Thes s & wanckons Scooad
%IHM-.&I’L Ere Fassitares of then groags hu
e —| |
Fereatn & foevd olrietl,
Hisaen| | L0 [ Axtive Dmeztoay User— L T
~
Hinh 8.2 — Tao Group
N BN 3 ~r « A
Man hinh New Object — Group xuat hi€n
Group name: ta dieén Admin roi OK.
T AR e— =i
ﬁ remmte By Ehmarleo , o isor
CRF i e TS |
| Actrnen
CRroL Duaies (Ore- Wadinckonss BGea
I Acirner
R AL DO G oy By e
T Dorvasiry ko sl Ll e ST e
=" Gl 7 st i sticrs
€ Liri '
I e 1 = armzel |

Hinh 8.3 — HOp thoai chi dinh tén group cling v&i céc tiy chon

Bat Allow access cho Administrator
Ta chon Administrator rdi bam chuOt phdi chon Properties
Man hinh Administrator Properties xuat hi€n (hinh 8.4), chon tab Dial - in.

Trong Remote Access Permission (Dial —in or VPN), chOn Allow access / OK
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| Administrator Properties T =i
Femots oontiol | T =rninal Sarvioss Profils I C0A
Gereral | Addiess | Accourt | Profle | Telephones | Organization
bl il T Crral-ars I E erwrirarrm et | p=g T TS T e

- RBemole Access Permissicrs [Dial-iry on %WEMJ
| T Dery access
| €7 Cortral access Baouiot Femote S

= S i el A0 I
- Calback Dipticrs
l = Mo Calback
| Set by Caller [Fouting sl Hmlﬁ&cea a2 SaEivice crls]

i Aheaps Collbock to; [
=i T T P | N e I
=T Aoy GEatic ot
| Define routes ba enable for this Dialin s bebics Ficde I
conrecbicr.
I oK 1 Cancel | Apeh |

Hinh 8.4 — Giao dién Administrator Properties — Tab Dial-in

Cho Administrator vao trong Group Admin

Ta chon Group Admin roi nhap chult phdi chon Properties. Chon Tab
Members bam Add

Man hinh Select Users Contacts or Computers xudt hi€én (hinh 8.5); trong
khung “Enter the object name to select”, g& administrator rOi bAm Check Names r0i

bam OK

2
Sedect thiz abject ype:

|l.lm of Other objects Object Types... |
Erom this location:
|!<.hnpbo. com Locations... |

Erder the object names to select [examples)

Auchminiztr ator] [ Check Mames ]

Advancad... | oK ! Cancel l
5

Hinh 8.5 — Man hinh Select Users Contacts or Computers

Lic nay ta quay lai s& thdy man hinh Admin Properties c6 Administrator

xudt hién ta bAm OK.

U# Tai ISA, chon Vitual Private Networks: khi d6 ta nhin bén VPN Clients Tasks,
chon Enable VPN Client Access, chon Apply.
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Hinh 8.6 — Kich hoat VPN Client

Lic nay ta nhin lai VPN Client Tasks khong phdi la Enable VPN Client
Access n(fa ma 1a Disable VPN Client Access

Ta ti€p tuc chon Configure VPN Client Access. Khi man hinh VPN Client
Properties xuat hi€n, chon tab General

Ta d4dnh d@u vao Enable VPN client access vi Maximum number of VPN

client allowed: 10

e e e T

B e nerd ol I hicsimes | Fioaceoois | Llass s |

= Ersbles TR ohsmt aoosss

Bl svmiigemaren Fmareniliees oo %FPRS oclirmesl s o

| BIE

rTl o mirwic el l By EpELe I
Hinh 8.7 — SO két nGi truy nhap t0i da cling liic

Chon tab Group r0i nhap vao nit Add. Trong khung Select group, chon niit
Locations r0i chi dinh tén mi€n; chon Users rdi OK
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Locations

Select the location you want to search,

2| x|

Location:
=73 khungbo.com |
F-{] Builtin
#-[&) Computers
# (& Domain Controllers
-] ForeignSecuityPrincipals
& LostAndFound
-2 Program Data
[#-1sd] System

AR e —
I oK I

Hinh 8.8 — Chi dinh vi trf tim ki€m

Quay lai Select Groups, ltic nay khung From this location dugc chi dinh 1a

Users

Chon niit Advanced. Khi hOp thoai xudt hi€n, chon nit Find Now. Liic nay
khung Search rerults xudt hién Group Admin ta chon r0i bam OK

Seloct Graups kI
bt i olbsol lyges
|G Obimct Typess,
Erom tkas kool
ll.l'lrrl it i,
Cosrnare Qusnes |
Pl v [Srasts wab =] | _ Cobumns_ |
Desorption: [Stats wah =] | [ b
= D aatshed o _I'I ;
| R e e e
T s 20
Somch roayils Lo I - I
Pl arveem [FEDNEY | Dioacikption iy il |

bhureglaos, ool

sl
Faa Ol oty
Fad O caminir Suddmins
o O csirumiry Conms
Faa D cammiry oty
Fas O camimir Givimale
fdd Dicarmumirs Llzare
Fad Lolmpsine Sl
Fad Laroogs Frokoy

e Schimrnem Sudimain

CiH S oborits v
Dlosgriabod e
Al ok sl e iorae
Al chormimin oonk
Al chormmir gramain
Al chormmiry Lo
Dozegriated adrm
Mambsoan i s
LDozegriated adrmi

Ekhursgbo. corml
Ehursgbe. cormdill
kEhursgbo. corml]
khursgbo. corml]
khFursgbo cormL]
khFursgbo. cormL]
khursgbo. cormLl
khursgho. cormL]
khursgho, cormL]

Hinh 8.9 — ChOn tén nhém
Lic nay VPN Client Properties s& xuat hi€n Group Admin, chon niit OK

Tab Protocols: ddnh ddu vao Enable PPTP va Enable L2TP/ IPSec d€ chi
dinh giao thUc két n6i (hinh 8.10). Chon Apply d€ chdp nhén thiét 1ap.
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Ve Cliencs Prooartias i =)

General | Giowss Piotocols | Ussr Mapping |

Ernabls tha tunnshing protaeals avsilaisa o rameshs acomes
S s

¥ Epabls FRTP

FPPTP piovideas a secuied ormrmmo bicory melbsod e foirssle
ELCEl LR

= [Enabls LETEAPE e

L.!'I"F'.J'IF'!..A: providss a highly secusd conmachion meatbod for
Ly =l R T=bl e T

| T | Careal | Sl |

Hinh 8.10 — Tab Protocols chi dinh giao thlc k&t ndi

Quay lai clra sG Configure VPN Client Access, chon Select Access Network
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Hinh 8.11 — Cua sO Configure VPN Client Access v0i tily chOn Select Access

Network
Man hinh Virtual Private Network (VPN) Properties xudt hién

- Tab Access Network: Ta danh dau vao External

wirtasal Private Metworkbs (WP Propaeebies e i ==l
Arcess Matworks Inw-" Assigrment | Authontication | RaDius |

Foar wrn clisrst conmmctions, salace the natveorks From wwhich cliests cac
= connections bo thes WA server,

For sita-ta-site commsctiomns, select the aoal petiar b wihose sdapter =
Elm VPR gatswgass used For conmscting bo e remoba site.

These sottings are common B ol VRPN clients and site-to-site

EI s S Tt e il N-‘I:vmrk rnpru“nklng rh- h'ﬂ-.rru-ﬂ r
[ - e ol petwyorks (arod Local ... This predelined netssork cet irechocds
—_ =i AN Probachad Fabveassks Thig predefined rastvark 2ot irchsds
a | | =]

[ e 1] Cancal | Ay |
Hinh 8.12 — Tab Access Network v&i tily chon External

- Tab Address Assignment: Danh dau vao Static address pool rOi chon Add
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Wirkwiml Privats MNoetesorks VPN PropseerbBloms =)
Accomss Mobworbs Ao oss Assiormeent ]Ammntntm | macnus |
Select tha IF address assigrmeasnt st b
= Eratie addross pool
IF sdhdress rares]

Skt Achcvmss | God ocddress | gl .. |

7 Dymaernic Host Configurabion Probocol (D0 )
Line b Followsirig rustveoirk bo obtaim DR, DRSS amcd WIS sorwicoms s

II Fiterral e I

Achormmcmo kbl ol e alsbe P L P e
i Bt o |

[ =x 1] Caneal | By |
Hinh 8.13 — Tab Address Assignment vGi tiy chQn Static address pool

Ta cung cap khi moOt ai két n6i bang VPN d€ truy cdp mang ndi bd sé& phit
sinh ra 1 dia chi IP (LuUu y: dia chi IP c@p phét nay khong duoc trung vGi Internal)

Internal da 18y dia chi IP 10.0.0.2 dén 10.0.0.200 thi & day phai cap phat dia
chi IP 12 10.0.0.201 dén 10.0.0.250

20

Specify the range of IP addrasses:

Starting address: Ending address:

| 10 .0 .0 .201 M 10 . 0 .0 .20
Ok Cancel |

Hinh 8.14 — Vang dia chi IP dugc cap phit cho cic k€t ndi bang VPN
Quay lai cla s6 Virtual Private Network (VPN) Properties (hinh 8.15),
trong IP address ranges sé& hién thj IP vira dugc cap phat, chon OK r6i chon Apply

[ o tas ol B rie ol el e s (WIS Sroprerties i =i
Access Matworks Address Assigrament | Aothentieation | Bacoas |
Select the TP address assignment msthod;
= Siatkc eadoress poaol
P sddress ranges:
sxe____ lend Address 1 ...

JEo 1 D e e L
[E L] (LR

T DOy DS o g stior Protosol (Ce-esE )

Lizas bha FPollowsing mstveork o obbaim DECP, DG snd WIRNS sssvicoss:

[tk sreumt =]

Alvmmces] sSUiFgs aee oy applcalbbe For Pachramricsd, . . |
ramEata YiFT o L

I—ll::lc'—l el I Al |
Hinh 8.15 — Hién thi IP vira dugc cap phat

Khi cdu hinh Virtual Private Network (VPN) xong, ti€n hanh tao ra 1 rule
d€ cho moi ngudi khi k€t ndi VPN c6 thé xam nhap vao mang ndi bO duoc.
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Luu y: n€u khong tao rule cho cac VPN Client thi cho dit k€t n0i VPN thanh
cong cling khong th€ nao truy xudt df li€u trong mang ndi bo dugc.
Céch tao rule cho VPN Client truy xuat dir li€u duoc
Chon Frewall Policy nhap chudt phai chon New roi Access Rule

| == | (MR ) A

_;| Fuadinrs)
ft e -
H;J E.? ""m““'-"'e'“ Firasweall Paolicy
e Tasks
s e
. S
System Pollcy Tasks
B Tl " ibwes Py
g Wy ot =
T T
FT | 2=t I =l o =
Hinh 8.16 — Tao rule m&i
Man hinh Wellcome to the New Access Rule Wizard xuat hién
Trong Access rule name: dién VPN Client rOi Next
. |
wWelcome to the New Access
et - Rule Wizard
Thiz varaid Fuelps o creals & fee aceass rube. Ascess
rudes dafine the action thast iz aken, and thie profocols that
may be used, wihen specifisd chents From ores metsodk
allempd o acces: specihc destmation: o comntent o
aretbme retvaork
Sccess ke P
E\TFN Clior
To cardivuim, click Mea:xa
Bart Howt > Cancal |

Hinh 8.17 — Tén rule can tao

Rule Action xudt hién; Trong Action to take when rule condtions are met:

Ta chon Allow rOi Next
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Fazant Aocess Rube Wi ard HI
Flulo Action
Sobact howe chent meguests or content irom the specified destmation are dealt st
¥ the conditicns specilied in the e are me q

Aotion bo takoe wien rule conditions are mat:
o o
T Darm

<Back [ pems | Cancel |
Hinh 8.18 — Cho phép VPN Client k&t nGi va truy xudt d{t liéu trong mang n0i b0

Trong cUa sG Protocols, chon All outbound traffic trong This rule applies
to, rOi chon Next.

Khi clra s6 Access Rule Sources xudt hién (hinh 8.19), chon nit Add rOi
bam vao Network chon VPN client r0i Close liic nay This rule applies Clients xuat
hién VPN Client r0i bam Next

ew Access Rule Wigaed |
Aecaze Ruln Sourcoas
Thiz nas sl spply bo trallic onginsting fiom the sowwces speoiled in this pags
Thiz rude apphes bo balihic from thess sounces!
WIFM Clerts Al |
cgack [ Hewm> | Cancal |

Hinh 8.19 — C(ra sO Access Rule Sources — thém rule mdi

Access Rule Destinations: Ta ciing bAm Add r6i bam vao Network chon
Internal i Close liic nay ta ciing sé thay This rule applies to traffic sent to these

destinations xudt hi€én Internal rOi bAm Next.

Users Sets: Lic nay da c6 san All Users, chon Next rOi Finish, Apply.

$ Cau hinh méy client d€ s&t dung VPN

MG clra s6 Netwwork Connection: Nhap phdi chult vao My Network Places,
chon Properties; sau d6, nhap phdi chudt vio New Connection Wizrad, chon New
Connection (Xem hinh 8.20).
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= =101l
Edn £t Yow Fgeorke: Jooh  Advagood  Helo | o ]
Gionck - o9 = ¥ | 57 Soach Folders | (o L 2 W) | [3- |
| Address [& retwork Connactions =l i
LAN or Migh-Speed Internet
_—r Eras — tan
T L i i, T e

-j Ehark b Mew Conresciiod Wirand, which halps vou creste o connection to the Intenmet, b ancther compoters, o bo =

Hinh 8.20 — Tao moét két n6i mdbi

Man hinh Wellcome to the New Connection Wizard rOi bAm Next

Khi man hinh Network Connection Type xudt hién, chon Connect to the
network at my workplace (hinh 8.21), chon Next
[Mew Connectionwizard

MHotwork Conmmction T ppe
Wbl dio poln wand o daT

7 Connect bo the Inbernet
Conneect tor the Inteinet 50 you can browss the YWeb and read smad

= trrnnut o I'll-n nntlnnlt .ul lny mf‘:pln-nﬂ
Conpssct tn-ahutr-n:u r-ntwndt [using deaf-up of WPH] 80 v can work fiom home,
a field office. or anothes location

7 Sgt up an advancod connection

Ciorrssct dvscily to arnofbes coampter wusing your sarial, pasalisl oo infrared port, or
ol g thee computern 2o thal ol compulens can connact ba i,

<gack [ Hem> | Cancel |
Hinh 8.21 — Chon ki€u két nbi

Network Connection: Ta chon Virtual Private Network connection rOi Next

Mew Connection Wizard

Metwork Conneclion
Huoive do o whant 1o cormedct fo the nelveailk al your workplaces™

Create the Iollowing conrmection
7 Dialup connection

Corirssct Lis amﬂmﬂnrmﬂuﬂmhmmlw&ﬂﬁﬂm&!ﬂw
Metweork (150 gl

C;:nnur_'l o the reetwork Lsing & viltual private netwsorik (VPR ] conmection over the
Interret.

< Back e Cancel |

Hinh 8.22 — Thuc hién két n6i VPN
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Trong man hinh Connection Name, dién PPTP trong Compary Name (hinh
8.23), rOi chon Next

Khi man hinh VPN Server Selection xudt hi€n (hinh 8.23), dién dia chi cUa
server (192.168.1.100) trong Host name or IP address, chOn Next

WPH Server Seleolion
What is the name or adders of the YFN server?

Tpe thes hiost narms of Intemst FProfocol [IP] sddiees of the computer to wimoh pow s
correching.

Host names or 1P sddiess [for esampls. microsoft. com os 15754007 )
rlge 161, Vo0

<Back [ Hewms | Cancal |
Hinh 8.23 — Dia chi server ISA

Man hinh Connection Availability xudt hién, chon My use only, r0i chon
Next

Man hinh Completing the New Connection xudt hi€n, ddnh ddu vio muc

Add a shortcut to this connection to my desktop d€ tao mOt shortcut trén Desktop.
Nhap diip chult vao shortcut PPTP d€ thuc hién két noi
- User name: ta di€n Administrator

- Password: 123456 r6i bam Connect

Llser name: F'udmlruﬂratuq

Fassword: I'---'-

T Saws this user name snd passwsond for ths Folowing ussns:
= e ol
e e L e L

e e e |
Hinh 8.24 — K&t n6i PPTP
MG clra s6 Commandline trong giao dién DOS, thuc hién 1énh ipconfig /all
(xem hinh 8.25) s& thdy xudt hién thém 1 dia chi IP (do két n6i VPN t&i mang cuc
b0 va dugc ISA cung cap).
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\WINDOWS system32 omd.exe

Ethernet adapter lan:

« = & AAD FCHET Family PCI Ethernet Adapter
. ¢ BB-BC-29-8C-48-80

» PPIP:

n=gpecific DHS Suffix
P} Interface
HE-BR

stnDocuments and Settings™Administrator?

Hinh 8.25 — Cau hinh dugc cap phat véi IP 10.0.0.203
Va ta ti€n hanh Ping d€n mang cuc b0 th(r 12 10.0.0.2 thi thay né trd 10i lai
tfn hiéu 127

Va k€ tU lic nay ta c6 th€ truy xudt dugc d{f li€u trong mang cuc b0

3. M6 hinh VPN Client to Site dung giao thtirc L2ZTP/IPSEC

Muc tiéu: Trinh bay cdch c8u hinh VPN trong méi truOng cé ISA Server.

IF 15921881 2 IF 13216315
OF 15216212

5
ey 4
A0 158
IP10.002 IF0,00400 P 192.162.1.100
OF 10.0.0.100 OMS 100.0.2 DF 192,168 1.2
OHS 40.0.0.2

May AD cai dich vu IIS va Enterprise CA

Ta bam vao Start rOi chon Setting rOi chon Control Panel
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Man hinh Control xudt hién: Ta chon Add or Remove Programs
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Man hinh Add or Remove Programs xudt hién

Ta bam vao Add\Remove Windows Components

Man hinh Windows Components Wizard xudt hién

Ta chon Application Server r0i bam vio nit Detals
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Windaws Camponanis
o can add or iemove camporesnts o wWinddowes

To add od remove & component, chok the checkbox ﬁomdbmmm:lhdnﬁr
padt of the componsnt will be natalled To see whal's included in & compansnt, chek

Dstails
Components:
L Aecmzearims aned Llnhises
- ‘l' A pplicatson S erver
| |88 Centificale Services 1.4 MB
| M E -rinail Seivices 1.1 MB
P e a0 nan =l

Description: Inchades ASP.HET. Interrst Informalon Semnices (115 arnd the
Apphcation Server Comaols.
Total chrk space redguined 2.5 MB

T T B0, 2 MEB Eentaie

< Back Meut > Carvcisl F Help 1

Man hinh Application Server xudt hién

Ta chon Internet Information Service (IIS) r0i bam niit Details

[Application Server =)

T o add or remowve & componsnt, click the check box & shaded bos means that onlys et
of the componant will be installed. To see wdat's included i s component, chick Detads.

Sulbgomponents of Appheaton Server:

[ 'ﬂj Application Server Console 0.0 MEB ;I
[ Mo aSP.HET 0.0 ME
[ ] {g8% E nable retwork COM+ access 0.0 ME
] %1 E nable rnebwork DTC access 0.0 M
F aifnet Infcimation Ssivices [115)
[ ] ol M szzage Dusuing 5.5 MB
=
D e pcnpticr: HE Includes Weab,. FTF. SMTF, and MMNTF supsport,. alorsg with, suppot
fon FrontFPage Setver Extonsions and Active Server Pages [55F]
Total disk space requirsd: 2.5 MB Cretaits I
Space available on digh; 53047 MB

[ ok ] Cancel |

Man hinh Internet Information Services (IIS) xuat hién

Ta chon World Wide Web Service rOi bAm Details

Internet Information Services (II5) HI

T o add or remove a componant, chck the check box. & shaded box mesns that only parit
of the componert will be installed. To see what's included i a component, click Detads,

| & FrontFage 2002 Server Extensions 51 MMB ;I
| - 'ﬂ. Internet Infarmation Services M ansdges 1.2mMB
[ o Inteiret Parbing 0,0 bAE
[] S5 HMNTP Sarvice

| nEE SMTF Servics

Diesciption: A core compornent of 115 that uses HT TP to exchangs indormation with
Wweb clisnts on a TOP/F fetword,

Total disk space required: 2.5 MB D etails I
Space available on disk; 59040 MB

| Ok | Carcel |

Man hinh World Wide Web Service

Ta chon World Wide Web Service r0i bam OK r0i bam 2 1an OK n{ra
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World Wide Web Service :H:I

To add or remove a component. click the check box A shaded box means that only part
of the component will be installed. To see whal's included n a component. click Detadls

St.lagumpnnaﬂt of Wwarld wWide web Seivice:

_1 Intermnet Data Connecton 0,0 MB ;I
[ L Fiemmaote Adminiztration (HTL) 5.7 MB
] g} Remote Deskiop Web Connection 0.4 MB
[C] [#] Server Side Includss 0.0 MB
[ [%] webDad Publizhing 0.0 MBE

Description: A core component of 115 that uses HT TP to exchange mformation with
Web clients on a TCP/IF netweorl,

T otal dizk space mequirsd: 1.8MB D atsile I
Space available on disk: SS03.9 MB
[ (=T | Cancel |

Thi ldc ndy ta tré vé man hinh Windows Components Wizard

Ta thdy Application Server c6 danh ddu va ta bam Next

Vhinrduws Components Wizard =l
whirrdows Compronenl s i
Yow can add or femove components of Windowes | 5 dh

To add od (oo o compananl, ehel he chackbos Aﬂudtdbwmﬂ!hﬂw
Eﬂ!oﬂhﬂcmwﬂbunllm To ses whst's nchaded i a component. click

L ormpoErile.
[B Coinficats Sarvicas 1.4 MB
| ) E-mad Services 1.1 MB
) ol e S sz nmr =]

Description:  Inchsdes ASP.MET ., Intermesd Infosmalaen Seraess [15 ) and the
SApphication Server Consola

Totad chisk space roguinsd: 1.8 MB
Space avalable o disk: SOOI & ME
<Bock |  Hews | Cancel | e |
Man hinh cai IIS chay
Wigpelinirs I aadpyiresiatil s WLE ol =]
e T i o e ien sy sdows s oot ||":E-.

i Pl s vl whu-l- Tabuip CordnELines e coanporeents. T Fes dnayg Laks
A;J gawaral mirAs s, depandirsg on The compaaenits peleclodd

Sitatus  Duslcleg e Bat,

v | [CESES]) e |

Sau khi cai IIS xong thi ta ti€p tuc cai Enterprise CA

Ta chon Certificate Services rOi bam Details
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Windows Components Wizard

whindows Componasnis
“row can add or remove componenits of Windowes,

To add of remove a c . ehek, chechkbes nmmmlmw
Eﬂlﬂp‘:-lmw'ﬂbunalm To sea whiat's ncluded iy & component. chok

=
Componerits:
ol uﬁhﬂ.’.enmm& ared L hilikies 4.5 MBE il
5 A= Apphcstson Semver 24.6 MB

[ ] E-rnail Services 1.1 MB

(il Fame Sanwicms sznmn =l

Description:  Instals a cortiication suthonty [CA) to ssue cetilficates for use with
pubihc ey secuity progeams:,

Total chsk space raguirad: 1.8MB Clatads.,

Space avalable on disk: 503 9 MB

cgack [ Mew> | Cancel | H el I

Man hinh Certificate Services xuat hién

Ta chon Certificate Services Ca

Windows Components Wirard

[Cortifivate Services x|
To add of ramans & comgonan. ﬂm.mﬂmmmﬂ*wh“mm*mwm' |
ol the componant vall be installed. To see whsl's nchided & campoanant, cbel Datails,
Subcomponents of Cetiicate Services:

[] 88 Cestihcate Services Web Ervollment 5 wappsoat 1.2 MB
=]

Desciption:  Sets up a CA that izaues and manages digital cedtilicates

Total dizk ipace iecuirned: 1.8 MB i thile I I

Space avalable on dish: 53037 MB

c<Bock | Hews» | Carcel | Help |

Man hinh hién ra Microsoft Certificate Services: Ta chOn Yes

Microsoft Certificate Services i ]

' After irstalling Certificate Services, the machine name and domain membarship may not

,3 be changed due to the binding of the machine name to CA information stored in the
Active Directory, Changing the machine name or domain membership would invalidate
the certficates issued from the CA. Flease ensure the proper machine name and
domain membership are configured before instaling Certificate Services. Do you want
ta conkinue?

Lic nay, ta thdy Certificate Services CA va Certificate Services Web
Enrollment Support di dugc dianh dau ta bAm OK
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Certificate Services |

To add o remowve & component, chck the check box, A shaded box means that onde part
af the component will be installed To ses what's included in a component, click Details

arits of Catificate Semicess:

onzme E

Deschption:  Set: up a CA that issues and manages dgital certificates.

Total dizk space raquaad: 35 MEB
Space avalable on dizhk: 59036 MEB

[ ok ] canca |

Lic nay ta thdy man hinh Windows Components Wizard

Ta thdy Certificate Services Itic ndy dugc d4anh ddu va ta bam Next

Windows Components Wizard

‘Windows Components
o car add of iemosae comorente of Wirndkowss

To add o temove & chck the checkbos. A shaded box means that only
E:‘u:;hucmm be nstaled  Toses what's inchsded in 8 componant,. chok
Componisnts:
M =) Accessones and Utilbes A45ME =
e Apphcabon Setver 24.6 MB
= r Catifcate Sarvices
ﬂ E-msl Services 1.1 MB
s P mct 5 v snmr =)

Descrption:  fratalls a certfication authonty [CA) to iszue cotificates for use with
publc kay secuiity progams.

Tolal disgk space requinmd: 35 MB
Space availsbls on disk: SA035 MB

<Back | Hea> |  Concel | e |

Man hinh CA type xudt hién: Ta chon Enterprise root CA r6i bam Next
[\ isvdows Components wizard —

A T e
Sebeot the ype of G wou want 1o 8t U

& [Eniarpins ook CA

i Erteppries suksorcdinate S
7 Siared-alores (ool T

7 Srandstors subbofdmate T8,

| Draecaptce of A bypa
The mast inssted C8 i an enterpaise. Should be estaled belome ang ot 55,

I Uss customn ssitings ho penarsts Uhs kep pair snd O, cstilicsts

< Back Meod > Cancel | Hele

Man hinh CA Identifying Information xudt hi€n

Common name for this CA: ta dién Certifities rOi Next
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Windows Components Wizard

CaA identilying Infomation
Ertes nformation bo sdentdy thas T

Comerars ramse fod this CA:
iE-ml'h‘Iie:

Distinguished name sulfo:
D=k burgbss D D=cdm

Biierviows of distinguizhed narms:
CH=Certifities, D C=khungbo D C=com

Walidity pead: E=piration date:
B [Vese: =] B/2/2017 5:38 4M

cgack [ Mew> | Cancel | Help |

Man hinh Certificate Database Settings xudt hién: Ta ti€p tuc bam Next

e =|
Ceitific ate Database Seltings ol
Erited Inq_:abmu For bhes cettilicate database, datshsse log, snd condigurabion
i
Certificate datsbsse:
B e R DTS S sty 2 e b o Browess.,
Caitificate database kog
IC SN D OMWS Sepstema 2 W el og Brogpae.,

I Store condiguration irdormation i a shaed lolder
Shared Ickdar:

<Back [ Hem» | Carcel | Holp |

Man hinh Microsoft Certificate Services xuat hién: Ta bAm Yes

Microsoft Certificate Services x|

! To complete the installation, Certificate Services must kemporarily stop the Internet
" Information Services, Do you want to stop the service now?

Man hinh Configuring Components xudt hién va bat dau cai Enterprise CA
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indows Components Wieard x|
Configuring Compamnants T L
Tatiuap @ making the conimpu slion Charfmged yoa ieguedled

e Flarase wal whils Satup cordigunas the cornpornents. T has fnay Lakos
i) several rnirutes. depancg on he oomponents selectsd

Stabtus;  Bosiclrg e bl

|| fiee T | i |

Trong qué trinh cai Enterprise CA né s& nglng 1ai va xudt hién man hinh

Microsoft Certificate Services

Microsoft Certificate Services =

Active Server Pages (ASPs) must be enabled in Inbermet Information Services (115) in

! '3 arder bo sbow Cartificats Sarvices bo provide web enroliment services. Enabling ASPs is
a potential security risk and must be carefully evalusted. You can enable ASPs later iF
you choose ot to do it now. 115 miost be manually reconfigured lster bo snabls this
Functionality.
Do you want to enable Active Server Pages now?

ves |

Ti€p tuc chon Yes dé chuong trinh ti€p tuc cai

Caoelaagasremay Caoemgaoersiesd s
Lombian an rnadkonc Phes ool sguw sl o Chasnges s poad esoies ol ed

ot Flosgs wailt whiles Sebup configunes e oompeorents. T hes may takoes
) revaral minudes, depending on b components selocted

Status  Complating conligur aticn of Irdesing Seracs,

{ tieas | .

Sau khi cai xong chon Finish. Vay 1a di cai xong IIS va Enterprise CA

wetievallinirs Lo vl s Wi aed 3 o

Completing the Windows
O orieer s Wit sl

Vod hiave sucosssfully complstad e Wheckonsss
Cormormed o e adcd

Tiv cloaes Hes sszsicl, chok Firmsis
| - | i

Maiy ISA
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Biy gi0 ta di xin chUng nhdn CA cho may ISA. PE xin chling nhan
Certificate d& dang ta can phdi tao ra 1 rule d€ cho Local thong v&i Internal. Vi
sau khi chUng nhan Certificate thanh cong ta phdi xo4 rule nay di.

Ta chon Firewall Policy rOi nhap chudt phai chon New rOi Access Rule

=0 =

] P T, Bl S B e
4 L pos et P weall Pte

L Ty Tk, T

Flrewall Polloy
Tasks

21 Crmabe P A com Buin
3 Pualblbuhy o s S

1 Pabiliahy 5 S

3 Panlslinhy & Hladl S e
1 Eraplin Fimaa S
Pty B
Hymterm Polloy Tasks
A Dl Srines Py
Jm..-..-.:...._.. o
() Eagermt® e 0
Lol A e e

TR =

Man hinh Wellcome to the New Access Rule Wizard xudt hién

2l 1 = 4]

Access rule name: Ta di€n All Open from Local Host to Internal r6i Next

E |

Welcome to the New Access
Rule Wizard

AT e, S0

This vazard helps you create a new access nde. Access
rdles defre the action that i laken, and the protocols that
may be used, when speciflied chand s from ore rebecek
atiempt to acoess specific destinaiions os content on
arsothier netesork.

= i

k‘n.l- Opern from Local Host 1o inberns]

To cantivuie. chek Maxd

© Bl Mot > Cancel |

Man hinh Rule Action xudt hién: Ta chon Allow
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Mew Access Rule Wieard — =

Flule Action
Salect bowe chent ieguests lor coment liom the apecillied destemation are dealt st
o e corsditions speecifed i the puls ane met

Acton to take when rule conditions are met:

< Back HMeut > Cancel |

Man hinh Protocols xudt hién: Ta chon All outbound traffic r6i bAm Next
e =]

PFrotooois
Select the protocols tha: ade spplies o

Thes s apphes bo

Sl oo trafle

< Back | et = I Carceal T

Man hinh Access Rule Source xudt hién: Ta bam nit Add r6i chon network
ta chon Local Host r0i Close sau d6 Next

e Access Rule Wirard |

Acoess Aule Sowoss
Thiz nae will apply to trafhc: orgiratirg iom the sources spacild in thiz page

Thes rute apphes to braliss from these sources:

Cocario

cBack | Mewms | Cancel |

Man hinh Access Rule Destination xudt hién: Ta bAm Add chon Network
r6i chon Internal sau d6 Close rOi Next ti€p tuc
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Mew Access Rule Wieard = :I'CI

Accoss Rule Dostinations
This rude will apply to traffic: sent from the rule sources to the destinations specified
" this page.

Thiz nae apphes to balle tanl o these deslinations:

o interal i i |

< Back i Mewt> | Cancel |

Man hinh User Sets xuat hi€n: Ta chon All Users rOi Next

Mew Access Rule Wieard

*rou camn apply the rulbs o reguests from all eeers. Or, you can bmil access to

User Sets
s g 3ols,

T hiz nuds apphes to reguests from the followang uses sels:

";‘*_,MLI:urs Add .. I

« Back Hewt > Cancel |

Man hinh Completing the New Access Rule Wizard xudt hién: Ta bam
Finish r0i sau d6 Apply
= =

Completing the New Access Rule
Wizanrd

thcrouoie

l'l'lt:lTlﬁQ Stl:l,m 'ou have successiuly completed the Mew Access Flule

Acceleration fron i ] wn:fdu.d ;hﬂ reve Actess Fule will have the fallovang
comilgueation:

H e -
Al Open from Locsl H oot b | rdesnasl

Sctior
Al

T raffec:

A1l outbound tralfic
T ouncr
Loscal Host
D estnation:
Irlenral
Accapled usel sels -
il _I_I

To chloze the wizand, click Feiak

< Back Firarh Cancel |

Sau khi tao xong rule All Open from Local host to Internal

Ta bam vao rule All Open from Local Host to Internal r0i nhap chubt phai
chon Configue RPC protocol



144

.,l"‘"\. orEt Iritieregt S By arwl Scopie
e
T Hankowreg
£ P ounall Pobcy
Wi bl Prevafe Hedvarts CT84]
L1 Cimdu e

Lasks ' P

et

Firaweall Paolicy
L] e e il ik -

Copry 3 Crmshe Pes: fiidd. Tabe
Bt ke 3 Panbibinly @ it Sy
Lot ho Salected. ,m am 'web
Lo 4§ Prabliuly o Had S e
Confapars {{TFF 4 EPmkE P i vt
Cordupem FIF P ni——

A Bl St B
P Dlaaw Satected b
PR T ¢ Eape Y p— =

Syraterm Policy Tasks

- ol L ERET
s i - o

L | =i

: . =
e L e | [

Man hinh Configure RPC protocol policy xudt hién: ta bd ddu Enforce
strict RPC compliance di r0i bam OK sau d6 Apply

o A |

Frovecal |
OeFirse S protoeo] rolated roles
— =

ey Ehis < Bl [ T=23 Ehien Filtor weill
wthosy sadolitiorasl PG Dy prn-t.-a-:n-rs.masncm

e | aecty |

Ta chon ti€p Configuration r0i chon Add-ins

Chon RPC Filter nhdp chudt phdi va chon Disable

B e e A r s S ur il ol a1 el ol G Ser e JEERD = L =l
(= L
e mim |.'i" A X al
I“!-' -\.-I-ﬂ' EJ‘—'rH "-l— :Fr b‘b?ﬁ-“"i“h
L@ red e T
J (ST T
P drrildl POy
vt el v i (AR
ST ey P
o et L — N e | H's'lm L
o g A i e 5 g 1 e -
s ks
S arsaria AT s Pl Erumiiag F1id po phaenis (oisnd e s v BTy,
A, R Pl e i, [ o Al W
R Fllar e da Pl et i P Bt 50 sy et o st B ey
(R 22 P Frustles FesPiet vew bs Wresvaray Mechs pe o ol Py ol LN
i O bl me Deredd e Filler O Faewbs Por P08 Bl e orreelowe o8 b ey el ® LX)
iPFEIF Pl Frualdes P TF furemliesy Seon e FiéA Serees . el ¥ + %
T e aldes Feml Tere THimeerw o) Prodan ol
I Pl i TP I el P i N LN
||"-.-.|'|'i|-| T vl TECRCFE 4 Ol e RS e
I PRSP Erdaldss I T D8 e e deTes BT,
4 i [ |
£ ks | |

Man hinh ISA Server Warning: chOn Save the change and restart the

services
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IS/ Server Waarrelindg

g owall b sppled onbe alter e Tollowng seivioss ames

Blscromclt Firavaall

T Save the ohanges. bl don't iestae he secvioes

The charges wall be apphiod ordy after o mareasllys ietat
v S s,

Charnges will be sappled slied the sendoes iesta, This may
Eake sorcoral mirnstes. Aoy stopped sorvices should b

marisatly statod
Ta bam vao Start r0i chon Run hOp thoai Run xudt hién ta bAm mme

21|

Type the name of a program, folder, document, or
Intermnet resource, and Windows will open it For wou.

=l

[ ok | concal | growse.. |

Man hinh Console xudt hién ta bam vao File rdi chon Add/Remove Snap-in

‘14 Console 1 - [Consale Root] =10 x|
| =18] x|

Dpen: Irnmcl

|
There are ro Rems bo show in this view.

fadds or removes individual snap-ins, | [

Man hinh Add/Remove Snap-in xudt hién: Ta bAm Add
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O —— #1.3¢)
Standalore | Extension: |
Lise this page to add of iemonnn & standalons Snsp-in rom the coriscls,
Gnap-ing added o r‘;il:,ungﬁgﬁm =] EHI
Inmm
O [T = |
0K | Concel |

Add standalone Snap-in

Avvslable Standalons Snap-ns;

Snapen I Merdea = J=
-:?_-’j MET Framework 1.1 Configuration ticionoft Cospoaation
"d':EAa:l'Ne Crvectoay Dormams ard Trusts  Miciosoft Cospsosstion
U Active Ditecton Sites and Serdices  Miciosolt Cosponation

Active Dinechon Lisers and Comgat ticiesolt Codpsedation

Aciver Comtrol Micaoeaft Codpsd stice
i fvsthcuization M anager Microsoft Cofporation
!EE:IH'H:-HU Tamplstes Miciosoft Cospsosation
E Miciegoll Codpeed slior
%Cmﬂ.cﬂm.ﬂ.umﬂy Micioeoft Cospsodaltion
Componert 5ervices Micamzoft Coapsoastion :I

shotes fod powisell, & tervice, o & Computed,

‘I'Il::‘gti‘nm i allowes e b lher cortants of Lhe
o R wou [ *

[ada ]  gowe |

Man hinh Certificates snap-in: Ta chon Computer account r&i Next

Crtdicaten snmpin x|

Ther wnaper will abasgn marags cerhiicates for
. My e aooount

S

7 {omgaites acomnd

B > Cancel
[ = ] |

Man hinh Select Computer xudt hién: Ta chon Local compurter rOi Finish
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e EEE— x|
Slech thn compuies o waand s srosp-an Lo g
Tl irsafos vl bty afage.
™ Aniher comprilen | Sécrmre l
I Aoy the 1y o iz heraged e Lssarcarg roaw thee Corvaned b This

ek apepdenn i pods naren Bhe consols

cBock [ Femh | Canest' |

Lic nay ta thdy man hinh Add/Remove Snap-in da c6 Certificate (Local
Computer)

(Al Remnwe S i ml

Srancinicne | Emnsions |
Ll o 1 i b kO mieees o elarbalor s Tonies eos e oo ke
Ervapine added io] . [ 29 Conscls Floo =] E.""'-I

[ Condicates [Local Comprte )|

I 06 o o apt by

aga- || pemcoe [ | mbwn. |

oK 1 Cancat |

BAy gi0 ta thdy Console Root di c6 Certificate (Local Computer)

Ta chon Personal nhap chudt phai chon All Task r0i chon Request New

Certificate

.:n‘!-:-'l'nllk'l [Console Rool | Certific ab e (Local Cormgeter ) Persomal] _-j_ﬂ_l!l
(1 B g e Favrtes Wede b el x
== OE® BE &

] Cownde Rl Dbt Type

= [ Cerficates [Locel Computer)

4 There are rg kemms bo sho in thes vew,

fer orag
& ) Tniod | oA Covtficatit...

'—'“‘“”“_| Corticate.

o (] Inkermmes e it

W] Thsted Yew 3

o ] uriruste e indow from Hers et

¥ ] Thed#a

¥ ] Truteg | N eskpad Viewr..
R L

v ] Ceititaca
& E1 Export s,
o

Piepues & rew corthicate Inom a contiicstion mathenty {CA) I o doman:
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Man hinh Welcome to the Certificate Request Wizard xudt hi€én: ta bam
Next

= |
Welcome to the Certificate
- Request Wizard
This wizaed bhelps you request & e certificats Ffrom &
cortification authority (CA) In your domain.
& certificate, which is issusd by & certification authority,
i= & confrmeation of your kdentity and conkains
information used to protect data or Eo establish secure
netwaork connsctions.
B private key is the secret half of & public and private
kay par associated with a cestificate, It = used to
digitally sign or decrypt daba ancrypted with the
corraspondng public ey,
o continue, click Reck.
Carcel
Man hinh Certificate Types xuat hi€n: ta bam Next tiép tuc
Certificate Reguest Wizard H
Cartificate Typex
A certificate bype conktaing praset properties for certificates.
Sedack a cartificate bype For your request. You can acomss onby certificabe bypes that
youl have permissions For and that are available from a brusbed CA,
Corkificabs bypes;
Ta seleck & cryptographic service provider and & CA, sslect Advanced.
I agvanced
= Back Hexk = Cancel
Man hinh Certificate Friendly Name and Description
Friendly name: ta dién Firewall Computer Certificate
|

Cerlificale Friendly Mame and Descoriplion

Woa can provide & name ard description that belp you guickly identify & specific
certificate,

Type a Frendly name and descrption For bhes new certficabs .

Dhefer iRl

« Back I [ 0 I Cancel ]
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Man hinh Completing the Certificate Request Wizard xudt hién, chon
Finish

Certificate Reguest Wizard T :-|:|

Completing the Certificate
Reguest Wizard

You have successiully completed the Certificate
Feguest wizard.

¥ou have specified the Followdng settings:

Fireweall Compauber Cartificate
Codnpuiter Mame HERARNGEHLKGMNG
Certificabe Templste Cormpiter

< Eack Firush cancel |

Man hinh Certicate Request Wizard xudt hién bdo da xin Certificate thanh
cong ta bam OK

Certificate Request Wizard

\lj) The certificate request was successful,

on Comsnbed - [Console Boot' Cevtiicabes Lo ol Consgster 1 Parwinsl ), Cont ot o =12
M Gle foton ey Faevgries  Wedee s i ]
g = | MW B [HE P

o T e e T e
T T [E— I

i [ |

Parsoral shor s cond a8 cortificaks.

BAy gi0 thi ta c6 thé xo4 rule All Open from Local host to Internal

Nhap chubt phai 1én All Open from Local Host... chon Delete; chon Apply
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e s
Cls At P el
B

VT Py e bt (VTR

T e | ]
e

il |

ROi chon Configuration chon Add-ins r6i chon RPC Fiter nhap chubt phai

chon Enable

B et e el
= = | EAD O
B PRk Gl T Bt i Wy e Aot
L pove s
I} Hemitinwny

HCH brdr sy Dol baint T

| 2
s

L T e e e e

rembing FETE e S g ik Saems

3 Py Filt s DA v T Bcross
I A Pl Erumtdes TP o i (s beed smind e et} i 8
49 B Pl e Erusbley = 50D ol ool Bcramol
4L Filler Wiusds P | Bl T poarrars pass i sd

A Wrusbdas i st s by vy Hads paoroood Moo

Man hinh ISA Server Warning: chon Save the Changes and restart the

service

T e | a2

Firamwall Policy
Tawsbis

Sy Palicy Tasks
T
T R
) Wt e i
R

P —

=

Ta di chUng nhdn Certificate cho may ISA xong r0i bay gi0 ta chUng nhan

cho mdy VPN Client 12 bang céch:

Mu6n ching nhdn cho mdy VPN Client ta thuc hién VPN két ni bang

PPTP truGc (Xem lai cach cdu hinh Client to Site béng PPTP)

“May tinh ngoai mang” thuc hién k&t ndi VPN bang PPTP tGi may ISA

Khi két n0i thanh cong VPN bang giao thltc PPTP thanh céng, mG chuong
trinh Internet Explorer. TU Desktop nhap dip chu0t vao Internet Explorer
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1|
Welcome to the Mlew Accoess
pcroson — FRule: Wizard
Thiz verasd Falps g cresie & e access rubs Socess
rules define the action that iz taken, ard the protocols that
ey e wsed, wihen specified chends From ores neteoak
allempd o accest: specile destmalions ol cordent or
arvctber netvsark
=% ——
T cardivuin, click Me:xa
Barizh Mot > cancal |
A ~ L rd
Trén thanh Address: ta gd dla chi http://10.0.0.2/certsrv
L
Fiule Action
Solact hiow chant ieguentts ol contant fom the specified destnation are deaslt vtk
¥ the condilicons zpaciliod in the nals are msl

Aotion to take when nile conditions ane mat:

= o

- [

< Back Heut > Cancal |

Man hinh Connetcting to 10.0.0.2 xudt hién:

Users name: ta dién mi@n\administrator

Password: ta dién 123456 r6i OK

M Access Rule Wizard = Hl

Protocols
Salect the profocols Bhas s apphes (o

< Back Mot > Cancel |

Trang web xin Certificate s& hi€n ra: Ta bam vao Request certificate
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rew Access Bulewizard =1

Mccons: Rualn Sowuwrsos
This nules sl spaply Eo bralfic onginstineg omn the souwcss specileed in this peges,

T hiz rule apphes to talhic from these sources:

VWIPM Cherits ] Bl I

cBock [ Hems | Cancel |

Trong man hinh Request a Certificate, chOn advanced certificate request

Trong man hinh Advanced Certificate Request, chOon Create and submit a

request to this CA
[New Acerss Rule Wizard =]

Aocoss Aule Dostinstions

Thiz e wall apphy Bs alflc senl from tha hude scurces 16 the destinatons specifiad
N this pages

Thas rule appbes to bralies sent bo Heese deslmabions:

st | e earial | Ayl I

< Back Mlesit > Carcsl T

Mew Access Rule Wieard = =

o coan apply the ruls bo regusssts from all wsers. Or, pou can it acosss ko

Usar Sots [
apecific el aels.

This nads appbes b pegquests from the following utes Sets:

-F:.ﬂ Lizars el .. I

<Back [ HMem> | Cancel |

Certificate Template: Ta chOn Administrator

Key Options: Ta dianh ddu vao Store certificate in the local computer

certificate store rO6i bAm Submit
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atssen] | ) B e | W etk o | o Wb 00t ] B seets crack Sos. | (G R s e

Trong hOp thoai Potential Scripting Violation, bam Yes

=101 2]
Efe  Edt  Werr Fovorkes  Jooh  Aduenced  Heke | s
Donck - 63 - [ F | 5 Swach rosdars | 4 s < D | C3- |
| Address [RE. retuork Conractons = | s |
Lar or High-Specd Tnterncet
e eroas - aw
- h | racrom. ™ ke B AMC PCRET

proe

Creste Shortout i

S Shart the hew Connection Wizand, wihich helos you croate & connection to the Intenmot. (o amther compter, of 1o

Man hinh Certificate Issued xuat hi€én: Ta bAm vao Install this certificate

Mew Conmection YWizard

Welcome to the New Connection
wWizanrd

This wazard helps pou;
= Corweect bo thee Irtesmet

= Corwect bo s peieate estosork, such sz pou woskplace
rembvao k.

T o continue, chck Flexd.

Hotwork Connoction T g
bt e s s e de T

T Conmect to the Inbermet
Connect et 5

Ciorrssct ] up o8 WM B0 wou can work liom Feome.
a field office, or anothes locstion.
© Sgt up an advanced connection

Cionnect divectly o ancthes computer using wour serial. poessliel. o infraced port, or
et e this Compates S0 that obher Compters can conmect bo i

< Back Bt > Carcel |

Man hinh Certificate Installed xudt hi€n v&i thong bdo Your new certificate
has been successfully installed, nghia 1a da xin thanh cong
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Metwork Conmeclion
Huove o pou wiant 1 cormect 1o e netveoik b pour ssarkplacs?

Craate the lollowing conrection

7 Dialup connection

i ] b rvovcenn and phioree e ] adesd S - Drigi
N:'I.I"bﬂl’.‘ m‘]‘ it a regulas of an Iregr ervices Digital

::nrnucl o the reebwiork Ligireg & vilual private netwsorl (VPR ] conmection owver the
nbaErreet

< Back I Hest > | Cancel I

Ta ti€p tuc vao Run rdi ddnh mme ti€p

Man hinh Consolel xudt hién: Ta bam vao File r6i Add/Remove Snap-in
[Few Connection wizaed

Conmsction MNams
Specily & nams (o thiz corrmecisor o pour wotkplace

Typs & name for this conmection n tha Followdsng bos
Comparg M arme
IF"F"TH,

For ecampls, pou could ppes he names of pow workplace o the nams of & sesyver pou
wall cornect ta,

<Bock | Mew: ] Cancel |

Man hinh Add/Remove Snap-in xudt hién: Ta bAm Add

lAdd fiemove Snap-n X1 =
Standalore | Extensions |
Llae ikhn page o add of (amove a standatlore S oo [horm e corsoke.
Snap-ins added to; [ Console Root =] =al
| o e et iy
Agdd I Fl e=ripraes I Pl mTe R L] I
[ ok 1 Cancel |

a i — s ]

Man hinh Add Standlone Snao-in xuat hién: Ta chon Certificate rOi Add
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O 8 | T | giwes.. | @vee. | Do | @us-.. | dwo.. | [FTeBB b0,

Man hinh Certificate Snap-in xuat hi€n, chon Computer account rOi Finish

I PRI
| e E e  Fpvosies  Jook  pele g
- 3 = WL Seudh Foldeen | 4 > | T
L | pEr—p—— =] B3 e
= Tz I -
o [T per—
L ki ke cherde Sl e tecadtda
et o 4 wvesree
P - [ e e
B e st e e
Al wred T ]
e Dy g the oo
] o thes dapd
wliFordn At charags, arsd
L e ol s Rk e, mred
et Ot Cordugre yous Inde.
s CianOres s hivy
w - e - Foin el e e} .
i R .
DY Bt b e i 6 B P
R Pt ] M e <y oA i Fe
B P S o v -
« LyPrirdees wred Faves e sl ke £a
P g el Barsgpoage Ondee Cusbormce settrge
T S ey e e ke, reryve, et
Schuhdmed Tk Sk e comde
Sen iy et Raschs Eewurcmn g ihas wourd §
'i‘f Apmach Charge sattmrgs for..
A S el L kel e P g o o s |
b s o ity b
Fimskiiar mrad Sy P Cusosmie thee St =]

T R e T ]

Man hinh Select Computer xudt hi€n: Ta chon Local computer rOi Finish

T Aol or Wesnervr Peoag e =B =]
Ciarardily avitled f oy aes Foad - m -I

Il am s biver

Furkd {1 o
lervdoem
Coargawsidn

BAiy gi0 ta thdy man hinh Add/Remove Snap-in c6 Certicate (local Computer)
r6i OK



156

whindows Componants
o ean add of iemove comporsnts ol Wirdowes

To add oo remave & component, chck the chackbox. Amdbmmm:lhduﬁ
Bﬁ!ﬁlhmﬂhﬂﬂm To ses what's inciuded n & componsnt. chok
ek

Companenits:

A.l:r;r-: Fofies ared Llhises 45 ME =

] C-q.-lllflcalll.- SGrMaa 1.4 ME
[] M E-rail Services 1.1 MB
Ak Foin & arwirimm sommn =

Description:  Includes ASP.HET. Interrst Informalson Sendices [IISL and the
Applic sk Caormols.

ation 5 erver

Totad chek space redguinsc 5 MB

2
Space avalable on disk: B4, 2 ME Dintods:.l

< Back Dot > Carnceal ¥ Help 1

Bay gi0 man hinh Consolel c6 Certificate (Local Computer)

Ta nhap vao Personal r0i Certificate rOi nhap d6i chult vao Administrator

[Application Server 2

To add or rermmowve a component, chok the check bow & shaded bos means that onbe et
of the componamnt will be installed. To zee what's included i s component, click Datads,

Subcomponents of Appheaton Server:

[ “h Application Server Console 0.0 MB _=|
] B ASP.MNET 0.0 BB
[ {5 E nable retwork COM+ access 0.0 ME
i ?' Enable netwark DTC access 0.0 MB

[ ol b eszage Qusuing 5.5 ME

=4

Descnption: 15 Includes: Wab, FTF. SMTF, and MNTF support, alorng with suppoit
for FrontPage Seirver Extensons and Scthee Server Pages [A5F]

Taotal disk space required: 2.5 MB Doestaits I
Space available oo digh; 53041 MEB

[ OF | Cancal |

Man hinh Certificate xuat hi€n: Ta chon Tab Certification Path

Intermet Information Servicoes (IIS5) > |

T mdd or rEmosrs & compormrt,. chok tha check bax. 8 shaded box meeans that onlys ot
of the componsrt will be installed. To sss wihet's included s component, click Detsds.

| = 51 mMB =]
] "ﬁ] Intermet Infomnation Sermvaces b ansge 1.3 MB
[ s Ietmrret Paasling 0.0 ke
] €58 HNMNTP Service
| gl SMTF Service

Crascripticr: A oo comporent of 1S that uses HT TR o axchangs mdormmation with
w-uh ﬂ-ntt orya TOPAP Pt
Totsd disk space reguirsd: 2.5 MB Details I
Space available on disk; 53040 MB
| Ok | Cancel |

Ta thdy Certification path né van c6 dau chéo dd

Ta chon Certifities: rOi bAm View Certificate
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(World Wide Web Service x|

To add or remove a component, click the check box & shaded box means that onby gt
of ther component will be installed To see what's included inoa component, click Detalls,

Subcomponants of Warld YWwWide web Senvice:

i‘l Internat Dats Connschor 0.0 MB :I
] _,j Fiemote Sdminiztraton (HTML) 57 MB
] g Aemote Deskiop Web Connection 0.4 MB
[%] Server Side Includes 0.0 MB
| [w] webDads Fublizhirg 0.0 ME

Descnption: A core component of 115 that uges HT TF to exchange mformation with
Web clients on a TCF/IF network,

Total dizk zpace pequinsd: 1.8MB O atsils |
Space available on disk: 58039 MB
I [n] 2 I Canasl I

ROi ta chon Tab Details rdi bam Copy to File
[windows Components Wizard

whirrdows Componanta
r'ows can add or remove components of WwWindowes

To add od (oo o compananl, ehel he chackbos Athadtdbwm-a!huw
Eu!dlhﬂcmw“ﬂbanllm To ses whst's nchaded i a component. click

[B Coinficats Sarvicas 1.4 MB
. E il Sorvices 1.1 MB
) Mk e B sz nmr =]

Description:  Inchsdes ASP.ME T, Intermst Irdamation Somiess [15], ard ke
Apphcation Secver Coneols

Totad chisk space roguinsd: 1.8 MAB

Space avalable o dick: SH0TE ME

<Bock |  Hews | Cancel | e |

Man hinh Welcome to the Certificate Export Wizard xuat hién, chon Next

Whirpdiws Cormpanesnls Wi ard

Cordiguring Compaomnanis
Limbugs iz makung e conlgur afion changoe pou iscpuosisd

= i Flaaie wial wihils Seluip Cordaiies he oommeoienii. T e may 1ake
‘J_ F } dmvwaral mirdss, depandirg on The compananils aoleaciod

Status:  Disldeg fls R,

| e | [CEERES e |

Trong cla sG Export File Format, chon Cryptographic Message Syntax
Standard — PKCS #7 Certificate va ddnh ddu vao Include all certificate in the

certification path if possble, chon Next
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whindows Components Wizard

safirvel P =
ow can add or femove comporssnts of "Wirndowes,

T sdd o0 remove a component, chek the chechbos hmmmlhﬂw
past of the component will be nstalled. To see what's included in & companent. chck

Details.
Cofmporarnts:
L -_ﬂ.-h-nr_egemlak ared Lltlikiss 45 ME = I
o - apphestsen S e 24 .6 MB
3 S R L=t =}
1 M} E-rall Sarvices 1.1 MH
VA Fam S maicems = nran =l

Dezcription:  Inztals o cetiication authorty (Ca) to izsue condicates for uee with
prudtahe: Key secuity B Gudeadr

Toksl chsk spaces raguinsd 1.8 ME
Space avalable on dislc: 59039 MB Loalats
<Back [ Mews> | Cancel | Hetm |

Man hinh File to Export xudt hién; trong File name, dién C:\CA_Certificate
rOi Next

wirndows Components Wizard

[

To add or remane & componant. click the check boot A shaded box reans that onbe pen
ol the component vall be nstalled. To zee whal's nchaded i a companant, chck Detals,

Sub ponents of Cetiicate Services:

|| __F Cmtrllcate- Services Wab Ervollrreent S uppsoat 1.2 B

Description:  Sels up a DA That izsues and manasges digital cedtilicates

Total disk space ieguined: 1.8 MB athile I I

Space avalable on dizk: 5303.7 MB

<Back | Mews» | Cancel | Help |

' After installing Certificate Services, the machine name and domain membership may not

A be changed due to the binding of the maching name to C4 information stored in the
Active Directory, Changing the machine name or domain membership would invalidate
the certificates issued from the C4, Please ensure the proper maching name and
domain membership are configured before instaling Certificate Services. Do you want

o conkinue?

HOp thoai Certificate Export Wizard bio 1a The export was successful ta
bam OK; R6i ta bam OK may lan nirta
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=i

To add or remowve a component. chick the check box. A shaded box means that onde part
of the component will be installed To ses what's included in & component. click Details

Certificate Services

vices Web Enroliment Suppott e 2 MB

D azcriphion: Setz up a CA that issuess and manages dgital cartificates.

Total disk space requised: 3.5 MB
Space avalable o disk: 5903 6 MB

[ 0K | Cancel |

Ta lai chon 1ai Trusted Root Certificate Authorities r0i chon Certaficate
bam chudt phdi chon All Tasks rOi Import

Windows Components Wieard

Windows Components
"o cae Aokl OF [afmoss Comatrenls of Wirdkoves

Taﬂdmuwwnﬂcomowkﬂckﬂ'ﬂd‘wkbm Aﬁwdndbmmﬂ'-utmw

pat of ke staled  To see whal's incheded in a8 component. chek
Dretailz.

Comgpeonants:

M =) Accessones and Utities 4.5 MB E
[l Apﬂ-hcal-n-ﬁ Setver 246 MB

= F artificate S arvice

[ 1 E -mad Services 1.1 MB

[T i F o St >R T

Descaiption:  Irstalls & cedtification authority [CA) Ko izsue cetificabes for use with
publc: ke secunty Do ams.

Total dish, space nequined: 25 MB
Space svaisble on disk: 58035 MB

cgack | Hea> | Cancel | Hem |

Man hinh Welcome to the Certificate Import Wizard roi bAm Next

Windows Compomnents Wieard

Gt T i
Salent e ppes of T o0 wand 1o 8el U

& |Enteipries oot CA]

T Erterpriss subordnate Co
£ Stand-alors 1861 A

7 Srand-slorne subordrate DA

i Deecnplicn of CA wpa
Ths rost Brussted CA 6 an entepaiee. Should be nslalled belone s o 58,

I~ Ll cusiom seibings bo genaats he key paic snd G4 cetilicate

< Back et » Cancel | Helps

Man hinh File Import xuat hi€n ta bAm Browse
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Whirndows Components Wisoard

A Identilying Inloimalioemn
Enrtes mfodmation bo adenitdy thes T

oo ruarmee fos this Co:
;—C-e-llifﬂie:

Distanguished msme sulfia
D Ok busrglbo D= oo

Mahichty persodt E mpiration date:

[5  |[vess =I B42/2017 5:38 .4
<Back [ Hexx ] Carcel | Helo |

HOp thoai Open xudt hién khung Files of type ta chon la All Files (*.¥) roi
chon dudng dan dén C: ta sé thdy CA_Certificate (do da tao ra) ta bam vao d6 roi
Open sau d6 ta bam Next

windowe s Components YW ord

Certific ats D atabases Seltinogs
Ertes locatiomns hor the cedtilicate databese, datsbase oo, snd condigunation
Enforrnstiorn

Cotiicate database:
[T IC LW S ———

fi 2 C3 005 % oyt 2 Errgperse
Cortiicate gatabass kog
[ D oS s temIZ W CertLoa Erogess.,.
I Sroes { Ercrs i o shumtec Polcher

Shyared fobder:
s L I 1

<« Back 1 Plecd > I Carvcel T Homlg 1

Man hinh Certificate Store xuat hién

Ta chon Place all certificates in the following store rOi bam Next

Microsoft Certificate Services | X

! To complete the instalation, Certiicate Services must bempararly stap the Intemet
o | Information Services, Do vou want to stop the service now?

Man hinh Completing the Certificate Import Wizard ta bam Finish
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cate Import Wiicard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Irmport

witzard.

¥oi have spacifed the following settings:

Cerbificate Store Selec
Coibert
File Mame

4]

Trusted Root Certific.
PHCS &7 Cartificates
CiyCa _Certificate.p’

| |

= Back

e ]

Carceld

Lic nay ta thdy trong Trusted Root Certificate Authoritoes\Certificate thay

co Certifities

T Lonenliel - [Lonsobe Root, Certificates (Locasl Computer) Trusted bl ol ]
M Ble  fction  Mew  Favgrites  Window  Help =g x|
= = @@ % B X R P

5] Cormehs Rook Eemued T [issued ey =]

=1 [EJ Certficates (Locsl Compaiter)

1 Personal
L) Certifates

] Trumtedd Rock Contilication Autice
i Cortificates

P -] Enderprise Tius

(1 Iriteerasiintes Corid icaliody Aithu
] Trustied Prtsdiskurs

2 -] Windnusted Certficates

| Third-Party Rosod Ceitaication A
] Tinmked Pasiapsls

s Cemtificabe Ervolment Eecuests

=] S

[Edcaw FET Securetiet CA SGC Rook

Elctass 1 Primary C&
[Elcrate 3 Primary C&
Eliiass 3 Primary Ca&
(=] ciass 3 Frimary CA

[Elchass 3TS Primnary CA

[l et sche Telabom Rook CA 1

[El cortinigr - futoridade Canficados,,
ECH'.FJ"I Sagtoriclads Catlfcadors ...
[El Cetision Atoridecs Cetilicacors ...

[El s 1 Publc Primany Certification, .
[Elchass 1 Publc Primarny Certiication,

[l thais 2 Pubsbe Primany Cortfication. .
(Bl ciass = Pubde Primary Certification. ..

[Elciass 3 Publc Primary Certfication, .
[Elclass 3 Publc Primany Certification,

Bl Coprrright (e 19707 Moot Conp,

R HET Sefurefied ©A SGC Root
Certifi

Car

tizigh - Audcridide Certficadors ...
Cartisign - Autoridade Cortficadors ...

Cartiign Autoridede Cortificadora A, ..
Certisign Autorisde Certificadors 4.

Class | Primnary Tl
Class | Publc Primary Cetifcsbion &
Class | Publc Primery Cortification &
Class T Primary CA

Clidd 2 Puble Privasey Coitifaabish A,
Clags 2 Puble: Primery Coitilficabion b ..

Class 3 Pasmary Ch
Clarss 3 Pubic Primary Cortification o

Clagz 3 Publc Promary Cartification .,

s 3 Primaary T4

Class 315 Prienaey £
Copryright (<) 1997 Microsolt Corp,
Dheitschie Telshon Root CX 1

o

Va ta bam lai Personal rOi Certificate r0i nhdp dip chuOt

4] | gLl | ET]

h’lm!ﬂ] ook Certifacation Autheitiss stone contains 104 certficates,

Administrator

“ia Comandel - [Console Root) Cortificatos (Local Conp ':":-'-':._._ =] =]
[ Blo  Acton  Wew Fovgrtes  Window bl =l
= = @E| % & X FE &

o Cormols ook Iipued T Isgued E

- ﬁ Cortficaten (Local Compasbar]
- ] Porpcnal
—d Cortficates
L] Troriad Pt Coetilfasabice Avkiee
L Certifiates
w1 ] Enderprise Tiust
w ] Irivesorescishs Carbl ioathon St

] Trumhed Pubdshees

el Wirtrupsbod] Cortfcsbes
-] Third-Pawty Roob Ceviaficsbion fu
=] Truskesd Pocple
# ) Comtifacate Ervolmont Recquasis
sy 20 =

Li| |
W s conbaind | certifala.

s J X1 |

Liic nay ta khong thdy dau chéo d0 nita. Sau d6 ta déng lai hét
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P B Ess ke WiTaerd i |
Acreas Fube 5 oamwces
Thham nule welll apol 1o bathc crgenatrg firom the seueces apecilied o e oage
Thaz sulle spplies ba raffic from thoze sounces
L | S |
o
< Bk e Cancel |

Khi d6 Ta Disconnect

......

e P | E.E-ET BT FRS

isnan] | G a8
Sau khi dd chlng nhan diing bang Certificate cho may ISA va VPN Client

xong, ta ti€p tuc chling nhan cho User cho VPN Client

Ta ti€p tuc Vao Run danh mmc ti€p

Man hinh Console xudt hi€n: Ta chon File r0i chon Add/Remove Snap-in

T e Acton  Wew Favgrtes  Wndew  Hel |l 2l
= e (=1 12 ) |
] L= L T o . -
=1 cwe Crrss |

Save @50 There &0 Mo Lems 00 dhiw i ths view,
[T e

B CIMIMERCAASL s
.g_q_-xmk...lmm;
Ext

R e T wad e s T r

Man hinh Add/Remove snap-in xudt hi€én Ta bam Add
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Ghmrdalors | Catessicns |
Lism this peages o add of remnoss o standalons Gome-a fom thes o ore ol
Snap-ns sdded b0 [[Z8 Coreole Floo =1 m=m|
i 8 v ek ey
el | I Eres | e |
—cancer |
- — —_— -

Man hinh Add Standalone Snap-in xuat hién ta chon Certificate rOi Add

rew Accosn Bule Wizard x|

Fiotocols
Salect the prolocols B e applies 1o

This nule apphes o

Frotoools

Poghe.,
< Back Hent » Cancel |
Ta chon My user acccount rOi Finish
ew Accrss Bule Wicard |
Aoosss Auls Souwoss I
Thiz nule wil apply to traffic arginasting liom the sowces specifed in thiz page

Thea fubs sppbes to bralles from b ss souross:

- LocalHot R —

« Back ’ J_gm:- I: Carncel I

Ta lai ti€p tuc chon Certificate 1 1an n{ra r6i bam Add
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Mew Access Rule Wieard

Access Rule Destinations

This rue will apply to traffic sent frorm the (ule sources to the destinations specified
i this page

Thiz nae apphes to balle sant 1o these dostinations:

c<Back |  Mews> | Canost

el [

Nhung 1an nay Ta chon Computer account

Select Users or Groups B ﬂﬂ

Select this object lype:
IUm, Groups. or Built-in secuiy principals Dbiect Types. .
Erom this location:

[HDANGFHUGME Locations... |

Erttes the object names to select [examples)

Mew Access Rule Wizard

*ou can apply the rule o regqueste from all eeere. O, pou can bmil access bo

User Sets =
Epecific wear aels,

This ruds apphes to regquests iom the followang used sels:

?_,M Uisers Sdd .. I

< Back Hewt > Cancel

Man hinh Select Computer: Ta chon local computer rOi Finish

Lic nay ta thdy man hinh Add/Remove Snap-in c6 2 Certificates
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Mew Access Rule Wizard x|
Completing the New Access Rule
o Wizard

I:I'IWTM B ou have successiuly completed the Mew Acoess Fluls
Acce -mﬁus.ﬁﬁ.-m Wizaed, The rew Access Rule will have the fallovang
conlis sl

M aime; -
Al Open from Local Host B rdemrmasl
Action:
Bl
T raffec:
Al cnthourd tealfic
5oLt
Loecal Host
D estnation:
Inlemal

Apcapled uael el =
Al ;Fl

To chogs the wizand, elick Felah
cpack [ Fish |  Cancel |

Ta bam vao Certificate (local Computer) r0i bdm vio Personal rOi

Certificate ta Copy Administrator

Ly :""“"' '_l‘m"""' el el Taute Yy Lasks Y e
Flirawall Pol iy
LT Tarikis
p Eraile Pee Ao Fabn
=3 Prasituly sty Sam v
| =l ! . ; =
B L a e rrp w— = |

Chon lai Certificate —Curent User r0i chon Personal nhép chudt phai, chon

Paste
=]
Prokescal .
CiwmFirve FPRS Broaboaec] relatadd rodoas
eFeeble
achcitioral RPC Dy D proboesols, soch as Dok
o= 1 cancel | aeety |

Lic nay ta thay Certificate — Curent User
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Personal\Certificate c6 Administrator sau dé ta déng 1ai tat ca

B L el Bed et B e il g sl B el ol e Sevver TERMD = 580 =]
(= LU )
et b e = Y
e L et i
b PRI, BT S R e S
L ke

J Fros e
L il Pl

hihirdisaianisane Lins U PPt ST A

S Crrdepe e
o Hetrerts L NS N T . SR
= - Jimi iy g g R [

3 K :

M BT A F Ty remdins B pe s che (ekand sl ses s [ro— T ]
A A3 FEas rembins B b g g [rere—
A Flar Wrasddms Pt | e Sy ssmarg 1ol - T ]
e n— st Rt et b g Sy prid ol Mrepeit
40 lrd s Dme e fuary Filler Farwbs Bra Pld® bu d¥er creeerlboore adf acbs e e d'® LE ]
APPEAP Pl W rushders P T fure mie ey Slame, a1 Mo Terew L) L= ]

PV e ey Feml Ve s o) Peosan o

B Pl i SERTE 1 e [LEE R ]
f Somcaen v Py L T e e iR, &8
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Bay gi0 may ISA xdc lap EAP

Ta chon Virtual Private Network (VPN) rOi ta chon Select Access Network

I5di Spa=rwasr YWroarrsireag

- Cheareges will he sppleed ool alter e [ollowsng seervions aie
‘-.__T'.} o B e el

BArcromclt Firawasl

T Save this obarges. bl oa't sl e ssivioss

Tl charypes wall e apphod ordy after e musreasdiy cootaet
LUt Bttt

g il be appled slied thes services restadl, This anag
Emboas senssral miiradss. Sy stopped sereicas B v

T PN |

Man hinh Virtual Private Networks (VPN) Properties xuat hi€n

Ta chon Tab Authentication: Ta ddnh dduvao Extensible authentication

protocol (EAP) with smart card or other certificate r6i OK sau dé6 Apply
2%

i Type the name of & program, folder, document, or
T Intermet resource, and Windows will open it for you.

Qpen: |rrm|:| ﬂ

oK cancel | prowse... |

Ta chon Monitoring rOi chon tab Service

R6i chon Remove Access Service nhap chudt phai va chon Stop
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(B2 E#e  fetion  Wew  Favgrites  Window  Help =l x|
| 4= Hew Chriet |
—  Open.. Chrio T
o Ctriss
Sawe AS... There are no Rems bo show in this view.

{Adds or removes individual snap-ins. | |

ROi chon 1ai Remove Access Service nhap chult phdi chon Start 1ai
Add Bemove Snapn

Standolore | Extonsions |
Lipe thiz page to add of semonns o standadons Snap-n from the corsobs,
Sinag-ns added 10 [ Consele Foot =] &=

i =i

T |

Bay gi0 ta tao k&t ndi VPN bang L2TP/ IP Sec

Trén “mdy tinh ngoai mang”, nhap chudt phdi vao Icon My Network Places
rOi chon Properties
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ROi ta nhap dip chudt vao New Connection Wizard
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Cortdicatos anapm i |
Thar g sl ssbossary rrosers s ol piep foi
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et o Carced I

Man hinh Welcome to the New Connection Wizard xudt hién ta bam Next
3¢

Gelaer it 1 corcopast ew
Ll Bha cosmpdee g wened Hhes: srusp- s L e i
T e drasiows vl dlrgnd rSrage
2 R computer_the: conspustes Mis conecle B naeing ol
I Al v pabeernaad ODeraDamer 1o bes Chemregesd wiresrs Ly srer Fared (100w thes Dorvevesesd bres. T s
ey apeplien F gos sarew B consols

cBack [ Fomm || Cancel ||

Man hinh Network Connection Type xudt hi€n: Ta chon Connect to the

network at my workplace r0i chon Next

 Achl Remnes Snan-an i =l
aF A Bnby I L slsmrimbor s .
Ll g il pemape o dedhal oo diieeneee a0 sl adebabores Goruee s Teoen Bhee ooery s
=] mal

Brvapcine added o] |3 Cosunols Floos

"mf.ill‘n'..hlil. [ S o e N |

I i I el e

| RTETI
[ or ] Cance |

Man hinh Network Connection xudt hién: Ta chon Virtual Private Network

connection rOi bam Next
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w0 ) Certiea
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Man hinh Connection Name xudt hi€én

Compary Name: Ta dién L2TP r0i bAm Next

Certilicate Heguest Wisard : .’_t.l

Welcome to the Certificate
Request Wizard

This wizard helps you reguest & reve cartificats From &
cartification suthaority (CAY in yoisr domaim.

A certificate, which is issusd by a certification authority,
iz & confirmstion of your identity and conksine

il armation used to protect data or Eo eskablish secure
netAor b Connesctions.

A private key s the secrat half of a poblic and private
kay par associated with a cestificate, It = used to
dligitally sign or decrypt data encrypted with the
Ccorraspondng public key.

To continue, click Next,

Certificate Reguest Wizard

Cartificate Typas
A certificate bype contains proset properties For certificates.

Sedect a certificate bype For your reguest, You can acoess onby certificate bypes that
yiou hawve permissions for and that ace ayvadable from a rusted CA,

Cerkilficabe bype

To select a cryptographic service provider and a Ca, select Advanced.

I agvanced

= Back Bevck = Carcel

Man hinh VPN Server Selection: Ta dién 192.168.1.100
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|

Cerlificale Friendly Mame and Descoriplion

Yo cars provide & nane ard description that halp vou quickly identify s specific
o bificate,

Twvipe & Frerndly nanne and descrgption For bhee news certificate .,

= Back Mext > Carcel |

Man hinh Connection Availabilily xudt hi€n: Ta chon My use only rOi Next

Certificate Reguest Wi aed 5 :H:I

Complating the Certificate

(= |
Recguest Wiz

¥ou have successfuly complsted the Certificate
Rlenguisst wizard.

¥oui have specified the Following settings:
Firewsall Compuber Cartificate

Cosnpaater Mame HCRAN G LM NG
Certificabe Templeste  Cornpiiters

< Back Firdsh Carveal |

Man hinh Completing the New Connection Wizarrd xudt hién: Ta danh dau

vao Add shortcut to this connection to my desktop

................................

.................................

Ta ra man hinh Desktop sé& thdy c6 L2TP dugc tao ra va ta bAm nhap dip
vao L2TP
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Man hinh Connect L2TP xudt hién ta bAm vao Propertiess
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Man hinh L2TP Properties xuat hi€n Ta chon Tab Security

Ta chon Advanced (Custom settings) rOi bam vio Settings
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Man hinh Advanced Security Setting xudt hién: Ta dianh ddu vao Use
Extensible Authentication Protocol (EAP) roi Properties



172

[ Advanced Security Settings | |
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| Ok 1 Cancel |

Man hinh Smart Card or other Certificate Properties xudt hién: Ta danh

dau vao Use a certificate on this computer va Use simple certificate selection rOi
OK
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Man hinh L2TP xudt hién: Ro6i ta chon Tab Networking

Type of VPN: Ta chon L2TP IP Sec VPN rdi OK

S E— i d
General | Optiens | Secwity  Metworking IMvwad ]

Bl o Interrest Frotocal [TEPAP]
=1 E File= ard FPrinters Shanirg for BMicrosoft Betveork s
H et Food Bbonooclb B esbveorib s

Install. . | Linirstall | Frropertie |

D e s oript s

Metmonrn Packet captune dibcer that allowves the Fetroors LT b
acaquine packets Irom the local rmeteeork.

[ (5] i Cancel |

Man hinh Connect L2TP xuat hién va ta bAm vao nit Connect
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Connmnect L2ZTF

Va né sé€ di ki€m tra quyén chlng thuc va ta bdm OK

¥Yalidate Server Certificate i

You have reached server named: hoangphuong.khungbo.com ;'
The Root Certification authority For the server's certificate is: Certifities
IF this is the correct server and a good certificate, click OK bo connect

and you will not see this message again. Click CANCEL to drop the
connection,

=
View Server Certificate |
_ Concel |
Vay 1a ta da Connect thanh cong VPN diung bang L2TP/IP Sec diing bang
phuong thlc bdo mat EAP thanh cong

21

General Details ]

| value |
Wwoal Mimiport [LZ2TF)

Device Tvpe WP
Server bype FFF
Transports TCPAP
Authertication EAF
IPSELC Encryption IPSec. ESP 3DES
Compression [rore)
FPPF multilink framirg mlij
Server |IF address 10.0.0.201
Chlent IP address 10.0.0.203
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4. M6 hinh VPN Client to Site sif dung chuong trinh No-IP

IP 1521681 2 IPAF2 162315
OF 152.168.1.2

3
by i
oD 154
IP10.002 IP 10,0000 1P 152 952, 1.100

DF 10 0.0.100 ONS 100.0.2 OF 192.168.1.2
OHS 10002

No-IP 1a gidi phap cho nh{tg IP dOng ma van sai dugc nhitng gi vé tinh
Khi ta k€t ndi dugc Internet rOi mac dinh Router ADSL sé c6 2 IP

IP lan 12 cUa Router 192.168.1.2 va IP Wan 13 IP cUa Internet khi két n®i Internet
thanh cong s€ c6 IP lic nay 1a 201.134.24.157

Khi 1 ngu®i & HANGi c6 nhu cau dUng tU Internet c6 dia chi IP 12 158.38.197.79
muOn ping vio may 192.168.1.100 duoc

Thi truGc tién ta phdi NAT trén Router IP 201.134.24.157 v€ m4dy 192.168.1.100

Thi 1 ngudi & HaNOi Ping vao IP 201.134.24.157 1a dang ping vio mdy
192.168.1.100

NAT la cO ché dan ta di di€ém nay qua di€m kia nghia 12 ta ping 201.134.24.157
thuc chat 1a ta dang ping 192.168.1.100

Néu Router bi mat dién d0t nglt thi ldc nay IP khong con 1a 201.134.24.157 n(ra
ma la 1 IP khac 205.189.79.79

Liic d6 1 ngudi 6 Ha NOi ta Ping 201.134.24.157 s€ khong dugc nita Vi Router lic
nay da thay dGi IP

Muln Ping dugc 192.168.1.100 Ta phdi bi€t dia chi IP cUa Router lic nay 1a s
may khi biét duoc TP da d8i 1a 205.189.79.79 ta tién hanh ping 205.189.79.79 1a
ping vé may 192.168.1.100

Két ludn: Nhu vay mbi 18n dia chi IP cla Router bi dGi ta phai bi€t 1a dia chi lic
dé 1a IP gi thi mGi ping dugc vé may 192.168.1.100
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Bay gi0 tai mdy c6 IP 192.168.1.100 ta sU dung chudng trinh c6 tén la No-IP n6 cho
phép tao ra 1 tén mdy vi du tén la kiemthan.no-ip.info r6i cho 1 phan mém va ta
chay phdn mém nay trén mdy c6 IP 192.168.1.100 thi n6 s& tim cich cap nhat IP
hién tai ma Router c6 v&i tén mi€n ma minh da ding ki

Nhu vay & ngoai HN thay vi mOi 1an ping 192.168.1.100 ta phdi bi€t Router IP
hién nay 12 gi thi biy gi0 khong can biét hién gi® IP Router 12 IP gi ma ta chi can
ping kiemthan.no-ip.info la dang ping v6 192.168.1.100

Nhu vay ta da c6 gidi phap ta dang s dung IP dOng nhung ta lai lam viéc nhu 1a
tinh, nghia 1a thay vi ta 1am vié€c trén IP thi ta lam vi€c trén tén may.

Ta s€ cau hinh ding VPN trén ISA thong qua No-IP d€ 1 ai khi di cong tdc muln st
dung VPN ma khong can ban tam IP lic nay 12 IP gi ma can biét tén ding ki trén
No-IP luc nay 1a gi

May ISA ta cau hinh VPN diing giao th'c PPTP nhu binh thuOng (xem 1ai md hinh
Client to Site dung giao thUc PPTP)

Sau khi cdu hinh VPN s dung giao thUc PPTP xong
Ta ti€n hanh ding ki dich vu No-ip

Ta vio trang web http:// www.no-ip.com Ta bam vio Sign up Now d€ ding ki No- ip

P T ]

[ [- ] 23]

B e =
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Ta bat dau dién cac thong tin d€ ding ki

First Name va Last Name: Ta dién phuong (ta dién gi ciing dugc)

Email: Ta dién hOp mail cUa minh hoanghaiphuong @ gmail.com

Password va Confirm Password Ta di€n pass gi cling dugc ta dién123456

How did you hear about us: Ta chon Other va ta danh ddu vao I have read and
agree to the following terms of service r0i ta bAm SIGN UP NOW
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Version History ﬂ

2adasl
- Password protected copys of DUC can again be
successfully restored from the system tray.

2.2.0

- Fixed all known bugs from 2.1l.x series.

- Improved remote ip detection when using client
in a NAT environment.
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Ta s€ cau hinh Site Saigon trudc
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- | 1 =
I = 1 Cancel 1 gy |
N ~ . . o~ < A o
Man hinh Local Authentication xuat hién ta bam Next
Wirbasol Privoats Mebwsorbs W) FPropraerbime i =]
Accemss Metwoarks G Addross Assignment | acthenteation | Racios |
Soloct thae [P addreoscs assignmessnt rmmk b
= Ee st addross Eocl
IF sddress racges)
_ Tkt Actcvmss 0000 | Gnd Address | . . |
EAiED I
I f THoA I, I
T Dyl Fost Configuration Probocol (CResP )
Lime bhos Folllonssirvg rumteacrk bo obbaim DbCP, DS o] WP TR s wicoms =
[irearmal |
Achvanced cettinge are only applicable For Al arsea . ..
reobs VIET cliarts. 'I
[ = ] Sancal | Bty |

Man hinh Network Addresses xudt hi€n Ta bAm Add
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1P Address Range Properties i{ﬂ

Specify the rangs of IP addresses:
Starting addrass: Ending addrass:
| 10 0 0o .200 | 10 0 o . 250

Lic nay ta sé nhap IP Internal cUa ISA site hanoi 12

172.16.2.5 dén 172.16.2.100 r6i OK

virtual Privale Nelworks {(VPN) Propertiss ﬂ_ﬁ'

Accoss Notworks  Address Assignment | Athentieation | RAGIUS |

Soloct the 1P address assignmant mathod;
& ghatic address pool
[P acldrats rangss
I ml 1 |
(LR A | LEfTe A e i
| it |
|Jr||“.'\.u', |
" Dynamic Most Configuration Protocol (DHER)

Usa the following netwark to obtain DHCP, DAE and WING services;

I[ntlrnil ll

Advantad settings afe applicabils for dyancad, ..
ramabe PR clm-ﬂ ool . I

|TI Cancal I fipnly I

Lic nay ta s€ thay Address ranges s& xudt hién IP r0i bam Next

| B mten e e :
| == | O MA (F 3 )

| Frurscall Brmerest Sy sl fucemin

ke
it lrvba Sacurity & :
- T LT A B
it i
! P —
2 Cronows SR ey
T‘ﬁ o r Flrasweall Paol oy
y - v Locs i) Tarsks
-.";'.-u'h..._. 3 Ermabe s foonsa s
3 Pashliah, o ks Sa v

2 Ealilbaly o Sl Ce e
A

Eyatenm Pollcy Tasks
3 T s ke

Jm o . il ke =
i Wl "o, vl
[ L

1 =
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Man hinh Completing the New Network Wizard xudt hién ta bdm Finish rOi

x|

wWelcome to the New Access

bdicroalt Rule Wizard

Inw

Acce L] P i
Thit vaEaid Fualps yoni cleale & resw access iule. Acceis
rdas dafine the action thal iz talken, and the protocols that
may be used, when specified chents from one nebsork
atlempld by access specihe destmalions o comlent o
arsothes neltvsark

= al
=E ACCasE Nile e
To cortiruie, click Fexd
B Host > Cancel |

Ta chon Vitual Pritave Network (VPN) bam chu0t phdi chon Properties
= =

Fuln Action
Lplect hiowe chant ieguosts o contant irom the specifisd destnation are dealt vtk

¥ the conditicns specilied in the nde are msl

Auchion to take wien nile conditions ane met:

< Back Tent 5 Carsal ]

Man hinh Virtual Private Network (VPN) Properties xudt hién

Ta chon tab Access Networks va danh dau vao External va hanoi

M Access Rule Wisard ,_,’_'E_l

Protocols
Salect the profoools Bhas mwils appliss o

< Back Hext > Cancel {

ROi ta chon tab address Assignment
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Ta ddnh dau vao Static address pool rOi bAm Add
T

Mecnze Rule Sowens
This nis s spply to traffc onginsting fom the sowces speciled in this pags,

Thiz rule apglies to traflic from these sources:

UVIPM Cherits | Sy |

Ta cap phat IP cho site hanoi

LUu ¥ dia chi cdp phat hong dugc trung vGi Internal ndi bO
Internal cUa site saigon 12 10.0.0.2 dén 10.0.0.200

nén bay gi0 ta cap 10.0.0.201 10.0.0.250 r6i OK

= Fhaabes

e e ] l

et

P |

e | Flewr > 1

Thi ldc nay IP address ranges c6 IP rOi ta bAm OK sau d6 ta apply

Mew Access Rule Wieard

Ugor Sots
“r'ou can apply the rubs o requessts from all users. Or, you can mit acoezs to
specific wee sl

This nile apghes to regquests iom the Following use sels:

« Back Heut >

Cancel

-F:.-ﬁl Lisars dyld.. I
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.imnun] = BN e Mmcg"m_"m_;_l__taﬁuu (L) IE‘.-;‘”—.‘!.-."F‘"‘""""! o AR
Ta chon ti€p Configuration roi chon Network Nhap chudt phdi chon New roi
Network Rule

Man hinh Welcome to the New Network Rule Wizard xuat hién

Network rule name: ta dién hanoi to internal rOi Next

gl x|

| Efe  Edt  Yew Favorkes Jook  Advaoced el | & |
0k = & = (¥ | 5 Seanch Folders o - M L
Q@MIﬁmwhEm =] E'G“‘

Lk or High-Speed Internet

3 cros - Lan

|___d_.l shtpts sopbich ivtaphen a1 AME: FRIET Fammily FC1 Ethern

Wizard

sl Shortout

o SEart the Mew Conneckios Wikand, wihich helps vou e £ by b Chs Dk b, o arther REr, of b o

Man hinh Network Traffic Sources: ta bAm Add r6i bam vao Network rOi chon

hanoi roi Close.
Cau hoi

1. VPN Ia gi? Trinh bay ban chat hoat dong cUa VPN.
2. Hay cho biét céc 1gi ich clla VPN?

Bai tap thuc hanh
1. Thi€t 1ap VPN client to site duing giao thlc PPTP.
May Domain:
- Tao group admin

- Bat Allow access cho Administrator
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May ISA:

- Kich hoat Enable VPN Client Access

- Thiét 1ap sO két noi tdi da

- Chi dinh t2n mi€n va nhém ngU0i diing

- Chon giao th(c két noi

- Cap phét dai IP d6i vGi ngudi dung khi két n0i

- Tao rule d€ VPN Client truy xudt df liéu duoc

May tinh ngoai mang:

- Tao két nOi PPTP

- Chi dinh dia chi server

- Thuc hién két n6i

2. Thi€t 1ap VPN Client to Site diing giao thlic L2TP/IPSEC
- Cai dich vu IIS va Enterprise CA trén miy AD

- Chltng nhan CA cho may M4y ISA (Tao rule, cdu hinh giao thUic RPC, x6a rule)
- ChUng nhan cho mdy VPN Client

3. Thi€t 1ap VPN Client to Site s dung chuong trinh No-IP
- Mdy ISA: cau hinh VPN diing giao thic PPTP

- Pédng ki dich vu No-ip va active

- Khéi dOng va cau hinh No-IP

- Cau hinh router

- Cau hinh d€ st dung VPN cho “mdy tinh ngoai mang”

4. Thit 18p VPN Site to Site

- C&u hinh Site 1 v&i IP 13 192.168.1.100, tao user 1a userl, pass 123, bat Allow

Access

- Cau hinh Site 2 v6i IP 1a 192.168.1.200, tao user la user2 pass 123, bat Allow

Access
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BAI 9: PUBLISHING
Ma bai: MD 36-09
Muc tiéu cUa bai:
- Thié€t 1ap dugc hé thdng st dung mail server;
- Cau hinh 10c dugc mail trong hé thOng;

- Thi€t 1ap dugc web va FTP dugc ching thuc tU xa;
- Thuc hién céc thao tic an toan v3i may tinh.

1. Cai dat hé théng Mail Mdaemon va gUi mail qua lai
Muc tiéu: Trinh bdy cdc buOc cai dat hé thOng Mail Mdaemon, tao mail

POP3 cho account kiem va thUf gUi mail gilta cdc Account.

% Tai may ISA account administrator ta tién hanh gUi mail cho account kiem

m May AD cai Mail Mdaemon:

- Nhap diip chudt vao chuong trinh d€ cai dat. Khi man hinh cai dat mail
Mdaemon xudt hi€n, chon niit I Agree;

- Man hinh Select Destination Diretory xuat hi€n, chon Next;
- Man hinh Registration Infornation xudt hién Ta bam Next;
- Trong hOp thoai Select Components To Install, chon Next;

- Chon Next trong Ready to Install; Lic nay ta thdy chuOng trinh mail
Mdaemon bat dau cai dat.

Sau khi cai dat xong, trén thanh Taskbar xudt hién s€ thdy hinh 14 thu, nhap
didp vao 14 thu dé.

Trén clra s6 Mail Mdaemon, chon tab Setup / chon Primary domain. ..



199

T [Tee] |
|+ “r :‘g_mm — fmw o= | o@me
¥ ¥ an
& g RAC bz MCkamce FH w7 1
- g WY Remote condigee stion, ., BEAR Lo ek o cordiges stion TBsls] =
4 P i ol Bert Rl o .. P E._-h“n?“"'“”“”’""“‘“'""“.o.., i
3F Lo< m Ak SettEgs, .. RE e “._-*:m mrr-pul.ulu-'mrq:
L it aranal h.-Dﬂ-D-ﬂ
—‘ijhﬂwﬁdﬂmmm... B A e sk o all hcamusiss
LAr =] St [MAF fokiers ... AL il [ aT B e
_"l-’l R Sty St [ :-- AR f hrJ\-I:‘I\.dI‘M .,.m’n.um P
=1 S Sew T L 1]
: .:M E Eiamides Lranalation., B st WhriS ek 20
P IF cacha. , BRSPS FMTF pernoss I Dbased. com sng 10,000
POk amvvicas hor phassrg com wang TR0
:m 2, Perfonm a mm'" FOF parvices 108 phasesd cdnms use 1'F|:|U|:|Dn:
FUAF seracon Ton plhacng com wsng
A T Event schnchling. .. P uo..u;-_l.@.m?_c“ . ke cg;\l:a.-hp'g 1
O g S wary 00 1 £
P T e R AT P2 o phwong.coen 100.0.2] i
2 A e et OR mdl collaction, . ro -
=1 A & conmes ree... TP Ll
Tools j st ¥ e 2 & PEe LDAaP § RAW f CFG § MPOP e
Echt purimmaey chor (2 | e opdiar. . AEFT

Hinh 9.1 — C4c thiét 1ap d6i vGi Primary domain
Man hinh Primary Domain Configuration xuat hién, chon Tab Domain/ISP;

- Domain name va HELO domain: dién tén Domain

- Domain IP: dién IP cUa mdy Domain 13 10.0.0.2

M i 3=
1 Pro-piocessing | Directardes | POP Check | Unkowen BMail
DMEP 1 Postz | DMs I Timers | Sessions | Deaguewse |  Acchival
i
o Darmass e [Khongbo. com

E rnumdl sacdafiers sea vl thns dormaim aames are coresacdesed boc.al ool
HELO domsen  [idwangba. com
Saduers seredeg e use thviz domain in ST F HE LD /E HLD vstoosctbiorn

Dogerenis 1P |ll:|1302 I Bind hebeniereg sockoets bo s 1P ol
(1] Berwervs vz mm.rc IP addrmss thars ardes e doloul walas
oi}‘l-azf’.?u.b.1 o past leances it

ISF or sreaet hosl propeerties
A IS F" of snnadt beost’s 1P o domain names |

A, pabue specified hare ix twpically the domain name of your ISP or thei
SMTF' e o geonar LA s autgoing il gakescsase

T Sered evesy outbound email message to this host
€7 Sand onde wnrdsliveratles cutbound mail to this Feost
= AEbernt bo sered Sl il direct wwithout esireg s i neecliste baost

Feine PSP pempuines e Vo lo@in Belore el meal) I Fialnye cueues sellings ]

[ ok 1 Cancal | gl |

Hinh 9.2 — Thiét 1ap Primary domain
Tab DNS:

- Primary DNS server IP ta di€n 10.0.0.2 r6i OK
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1Py Doamaio Canfigaration =i
Frining |  Peepioosssing | Dieciones | POP Cheok | Lisknowen Mai
DomaindSE | Pois DNE Timeis | Sessions | Degueus | Solbival

DHE saived aatings
= i H.H' by e S wervers delinsd iR W indows T‘EFHF;-Tli-Eq
ﬂ Fiuirnaiy DRHS ssres 1P |1|:| SN
Backup DMHE servel P |
Flativ Laled looloap allemsts thls many mas I a

& Backup DS 1 i specilisd, batl will bs sllampled ones pe s,
B feaond protola

I+ Quss DS servers Ton W= rscords when delieaning madl
¥ Use A iscod IP addissses found within W= imooid packets
MHota W' iecord 11"s are not cached when bakan rom WS ecord packets
¥ Serd s iane 1o nesl M= host when an ST aiiol Goous
™ |rwnedistals iotuim mail when DS saye domain doas ot et
Logel lookun: [sbiss
: HOSTE e | 0wHDOWS s spstem T2 diivensheich hosts "EE"" I

Bt MECACHE | Edit HOSTS | (rmstan MDasmon i iegister changes)
ok 1  conco | aeon |
Hinh 9.3 — Chi dinh IP cho Primary DNS server IP
MG trinh don Accounts, chon Account Manager

& AN-MN MDaemon PRO for Windows - [Message Router - phuong.coon {1IIM.Z]I - =loj x|
&5 Bl Edt Setup | Accounks Lists  Gotoways  Cokob [t Windows  Help  =le
SE = I?ﬂ deFanits ARAFIO - I.'ZT?|®E§§
Ty T— L E D, RO 607 T =i
= Quevedmall ([Pl Address skases. .. F3 “E“".\_EDW“W‘*""“““ -
Resmoive: caie ~a [ sermorB AR aesmon. ind
o Lol £ Suto responders. .. BEHFR g-eﬁ:hw.-dnuasﬂ_
3 Retry croecs 40 Mo accourt... ARt fernsd suppoet e
Bod quewse: aee  [ERTONE™ maiiog ksts for all domains
S LAN quewue: = Kecit account: ?m
I RAW queue Deisbe account... AeD B~ RFC-822 stabes that you must defire a1
=1 i Servers T > b
= SMTP serve Erslemn WiriSock 2.0
- POP seneen Exporting * BT services fon phasong wesirvg 10.00C
u: MaP T ™o r MR sevices phrscng com wzing TOUOLL
i 4 Server(s Sun Z006-06-04 10 23 22 [INIT | lnstiakzirg POP services fo mwmmm ooz
LDAP: dosble- Sun S006-06-04 102322 NITlrmIMAP phuong com usng 10,000
Artivirus: Sury 2006-06-04 102322 JINIT ) hrs hn(pl-namgcnmuung'l
DomairPoP: ir S S0050EDE 1023 27, {IMIT 1 Serves stosmo: Sum. DA Jury SO0S 1023 57 0700
% 5:..« 20060604 ll12:3 2?- [IMIT | Ready useg phausng com [100000.2)
% Phror: Inac B i Z006-06-048 102327, ————
a| = v P |
Tooh}Slmii [ s Flouts SMTP FDPFIHAP}LD.&PIW,‘G—'G?MFUP? iil]
[Mbwsong com (100,021 [Aictive: O [ Buk: /0 | SMTP invout: 0/0 | POF mviout: OV0 | IMAP- 0 [ T

Hinh 9.4 — Qudn ly tai khoan

Khi man hinh Account Manager xudt hi€n, chon niit New;

(Accowt Manager =i
@ Dhrdy sk socenad wiech | match =1 |in e malea hetd = =] Gl I
ﬂ-ml..llll 'IM'IM‘H
_Compm [ e I Sl chesapy
L ) |ph.lunp L D andren D aevrer G e C A DAE MOIH YU e e crmeang, imad 4D an
i | i |
Sheire ok aconEd s Trom hus domnain |48 domaens =] How | [ " R |
i PP e Y l Lop | | ivepsnit I Hu-w!u-amdﬂﬂl I ok I

Hinh 9.5 — Giao di€én Account Manager
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Trong cUa sG Account Editor:
- Full name va Mailbox name: dién administrator

- Account password: ta di€n 123456 r6i OK

A it it - adiviadatatar X =i
Flastictions | wsh | ot Flase | I8P Mail Fluoles | MulkiPoe
Accownt | Maibos | Fowssiding | Options | sdmin | Guobss
Mem monal el osrmation
E Full parna e stianod aW Frank Thomas)

Thin R T 1 oy e

This sooourd wwas sl acosssed o < unknsassans

PP A RS oot i alion

@ el dlbnine Faiee rﬂl:lrﬂll'lllll."l.'" o Ihlhljr.ahﬁ . ;I
This valls slsa doubhss s ths PORARMAF ko msrnas
= Allowy this acoouint 1o e acoessed Witk PO PARAP iail olierds
Amcourt prmeavecro] F""""‘I’
The scoount s FHOT commently aseg O gnemmes BT Aobbesodiostion

Them Vi miliios myare'' aeed P assvsoda’’ values i wesd fod sutbemrdsostioe,
Bl itma Ao il o e oo

<> |

Aliammn
Chak hers 1o sdil ang skases oonfgiaed for theae scooes i el Ll I

[ or ] cancel |
Hinh 9.6 — Khai bdo thong tin Account

Liic nay man hinh Account Manager xuat hi€n account administrator (hinh 9.7)

— =]
AComd managemerd — E
@ Dhindy shwe scctmard whuehs | march =" [ the madbexheid =] Gol i
doocard List - 2 kobal. 2 dsplagped [1 uies accounts. 1 syslesn account
Do | M adto | Fresl name | Mad dwecton
T khungbo com achmaragitsios achrerasirabos 1T DA Pl DN L o S g, ornhaclmin
D khungba eom  MDaemon M aevrr S etve CAMDAE MOIH L e ecsguangs. mad D ae
4] 1 ]
Shyows only socounts Iom this domain [A8 doenm: =] Hew “ o e |
Sy rrvcr e B n i ! Top I Arespeget I Mewe goooind ded sy E (a1 I
Hinh 9.7 — Account Administrator sau khi duQc khai bao
Ta ti€n hanh tao thém 2 account n{ta (kiem va hp).
Accound Fansger ]
Moo Mgl
@ ey 1oy ssooourd wduch | melch =1l | # the madtson fetd = | Gl |
Ao Lt - 4 iokal, 4 deaplaed
| Do T Madteon [ Feal name [ Mad dascron
3 [kt magben coem izhe it E o © L MDIAE MO sk brangho, o cmusdran
L khngbocom b [ CAMDAE MO s\ nangbo, coming',
B ket com L] Ry CEMMDAE MICRMSLE ot 5 s, CooanbBoasin
ﬂ b rwgben coum MALr asstviry MDD s Sotver T AADAE W DM AL 2 2 e estragsares. irumd A D ae
Ll | | >
Showe cnky accinats lrom this daman [28 domasr = | How [ Ear ] D |
Bt midte socours | Top I ot I Hew gocount defaults | Ok I

Hinh 9.10 — Cac account sau khi duQc khai bao
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Sau khi tao cic account trong MDaemon. Ti€n hanh gUi mail ki€m tra hoat dOng.
D€ gUi mail gilta 2 may ISA va may AD, trén may ISA can tao ra 1 rule d€ cho
Internal thong vGi Local Host.

Ta chon Firewall Policy nhap chudt phdi roi chon New rOi chon Access rule

[ B i acnalt fotrert s iy ard A coberalim Sereer 0 =10 =i
= || EE O | el
H
a e
e all Pl Wy L Ty ik, Ty .
x p ot Dond et rude Doy J A Tl A Pt =
[V — = e .} Firewall Faolicy
| e ¢ Toests
: ety Sand vy PLbShang P, . B e
g S s Terver Elsinturg e
e ek 3 Puabslish 3 i S
S v Pubdnbare Fube . 5 Pualah 5 S e
H N e —
g ]
P
Sgmbern Polloy Toasks
LT P ——
2 Sl St ey Tt e
e
Y L T T
| o I - N =
- I

Hinh 9.11 — Tao Access rule m&i
Man hinh Welcome to the New Access Rule Wizard xudt hién, dién internal to
local rOi Next

Miew Access Rule Wieard — 2

Welcome to the New Access
Rule Wizard

BT

e

Accelera L] 00
Thizs vezard helps you creats a new access nule. Access
fidles delryd tha action thal s laken, ard the prolacols thal
fhay Be eedl, wihen specliad chants o one etk
attempd bo scosss specific destinstions o content o
arenithier netveork.

= el
- |.='nl Chpsers Friom Local Host to Intermal

Ta earibirwie_ chek Plad

T |
Hinh 9.12 — Chi dinh tén cUa Access rule

Man hinh Rule Action xudt hi€n, chon Allow rOi Next
Chon All outbound traffic trong This rule applies to, chOn Next

Trong man hinh Access Rule Souces, chon niit Add roi Network roi chon Internal

va Local, sau d6 Close rOi Next
Man hinh Access Rule Destination: chon Internal va Local rOi Next

Man hinh User Sets Ta chon All Users rOi Next sau d6 Finish r0i Apply.

$ Tai mdy ISA, m& chuong trinh Outlook Epress
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Khi m& chuong trinh Outlook Express, n€éu chua tao mail POP3 1an nao thi

Outlook Express yéu cau tao. Lic d6 man hinh Your name xudt hién
- Display name: di€én administrator
Trong man hinh Internet E-mail Address:
- Email address: di€n administrator @khungbo.com
Trong man hinh E-mail Server Name:
- Incoming va Outgoing: di€én IP cUa mdy cii mail Mdaemon 13 10.0.0.2

Man hinh Internet Mail Logon xudt hi€én, bd ddu chon Remember password, chon
Next

Nhu vay mail POP3 da duoc tao trén mdy ISAxong ; tat Outlook Express.
m May AD cho account kiem la tao mail POP3 cho account kiem trén may AD

% Tai may ISA account administrator ta ti€n hanh gUi mail cho account kiem

M3 Outlook Express man hinh logon xudt hi€n, ding nhdp v&i User Name
(administrator) va Password (123456) tuong Ung.

Man hinh mail xudt hién, chon muc Inbox; lic nay sé& thdy mail do MDaemon gUti
tGi Ta bam vao Create Mail.

Bay gi0 ta s€ gUi mail cho account kiem

- To: dién kiem @khungbo.com

- Subject: di€n test mail, n0i dung 13 abc r6i bam Send
% Tai May AD, ki€m tra account kiem nhdn dugc mail do account admintrator
g(ri dén chua

MG chuong trinh Outlook Express v&i account kiem sé nhan dudc mail do

administrator gUi dén

Khi mail trong mang chay tOt, ti€n hanh Publishing Mail d€ ngudi si dung ngoai
mang sU dung account cUa minh van c6 thé gl mail.

2. Publishing Mail

Muc tiéu: ...
MG Firewall Policy, nhap chudt phdi chon New, chon Mail Server Publishing Rule.
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Man hinh Welcome to the New Mail Server Publishing Rule Wizard xudt hién,
dién Publishing Mail rOi Next

Khi man hinh Select Access Type xudt hi€n, chon Client access: RPC, IMAP,
POP3, SMTP roi Next

Trong man hinh Select Services, danh dau vao POP3 va SMTP rOi Next
Man hinh Select Server xuat hi€n: dién IP 1a 10.0.0.2
Man hinh IP Addresses xudt hi€én: dinh dau vao External rOi Next

Khi man hinh Completing the New Mail Server Publishing Rule Wizard xuat hién,
chon Finish.

Trén “mdy tinh ngoai mang”, m& chuong trinh Outlook Express

Sau khi m& chuong trinh Outlook Express n€u ta chUa tao mail POP3 1an nao thi

Outlook Express yéu cau tao. Liic d6 man hinh Your name xudt hién:
- Display name: di€n hp
Man hinh Internet E-mail Address:

- E-mail address: dién hp @khungbo.com rOi chon Next

Man hinh E-mail Server Names:

- Incoming va Outgoing, dién IP 13 192.168.1.100 (khong dién IP cla may
cai Mdaemon 10.0.0.2), chon Next

Khi man hinh Internet Mail Logon xuat hi€n, bd chon Remember password, Next
Vay Ia ta da tao xong Mail POP3 cho account hp.

M@ chuong trinh Outlook Express 1ai v&i account hp

Man hinh Outlook Express xuat hi€n, bAm vao Create Mail

Th(r g(ti mail cho administrator khi dang 3 ngoai mang (ki€m tra Publishing Mail
c6 thanh cong khong)

- To: dién administrator @khungbo.com
- Subject: text mail ngoai mang, ndi dung: admin. Chon niit Send d€ glri

Tai mdy ISA, ki€m tra account hp gUi mail dén cho administrator c6 nhan dugc
khong


mailto:hp@khungbo.com
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M3 Outlook Express cUa administrator sé thdy c6 mail gUi tU hp g&i téi; nhu vay
12 Publishing mail thanh cong

3. Cau hinh loc mail

Muc tiéu: Trinh bay cdc buGc c8u hinh l10c mail, cU thé:
- Cai IIS va SMTP NNTP
- Cai dat dich vu Message Screener
- C8u hinh SMTP
- Kiém tra b0 10c¢ mail

Cau hinh 10¢ mail khi mail dugc gli d€n c¢6 nhimg tlr do admin 10c san sé tu dOng
chuy€n dén cho administrator.

Mu0n ti€n hanh 10¢ mail ISA phdi c¢6 dich vu Message Screener

MuOn cai dugc Message Screener trong ISA phai cai IIS va SMTP, NNTP

% Tié€n hanh cai IIS va SMTP NNTP:
- MG Control Panel, chon Add or Remove Programs
- Chon Add\Remove Windows Components
- Chon Application Server, chOn nit Details

- Trong man hinh Application Server, chOn Internet Information Service
(IIS) rOi bam niit Details. Khi man hinh Internet Information Services (IIS) xuat
hi€n, chon World Wide Web Service r0i bAm Details.

- Trong man hinh World Wide Web Service, chon World Wide Web Service
rOi bam OK.

- Tr@ vé man hinh Internet Information Services (IIS), dinh ddu vao SMTP
va NNTP, chon OK.

- Tré vé man hinh Windows Components Wizard, lic nay Application
Server di dugc danh dau, chon Next.

Luc nay ta da cai dugc IIS, SMTP va NNTP.

% cai dat dich vu Message Screener:

Khi cai IIS, SMTP va NNTP xong thi ta ti€p tuc cai dich vu Message Screener
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M@ chuong trinh cai ISA, chon Modify / Next. Chon cai thém dich vu Message
Screener cho ISA (hinh 9.13), chOn Next.

i Microsoft ISA Server 2004 - Installation Wizard ] x|

Custom Sebup
Sedect the program Feabures you want bo install,

Chick ory an koo in the st belowr bo select how a Feature is iInstallsd.

- =3 ~ | Firewall Services Z FB"‘: ek Dﬂﬁfﬁk:;
= = | ISA Server Management e Wmm::'ﬂm o
=3 = | Firewall Client Installation Share an 158 Server. The featurs can
=R e ssage Screener be installed onby & SMTP Wirtual

Server is instaled.

This Festurs requires 0 KB on
wour hard drive.

Hinh 9.13 — Cai thém dich vu Message Screener

weo | e e e

m Ti€n hanh cdu hinh SMTP sau khi cai xong dich vu Message Screener

- Vao Start / Program / Administrator Tools / Internet Information
Services (IIS) Manager

- Khi man hinh Internet Information Service (IIS) Service xuat hién (hinh
9.14), bam vao dau + cla Default SMTP Virtual Server r0i chon Domain nhap
chut phdi chon New rdi Domain
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Hinh 9.14 — Chi dinh Domain m&i
- Trong man hinh Welcome to the New SMTP Domain Wizard (Hinh 9.15),

chon Remote / Next
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Hinh 9.15 — Chi dinh ki€u Domain 12 Remote

- Man hinh Domain Name xudt hién, dién domain tucng Ung
(khungbo.com)
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Bay gi0 trong mUc Domain di c6 tén Domain (Khungbo.com), chOn tén

Hinh 9.16 — Chi dinh tén Domain

s 8 el g

Domain d6 (khungbo.com), nhap chudt phdi chon Properties

Chon tab General trong man hinh khungbo.com Properties

s |G o el [ g ] e | ge ] BB | sge [[TRems w@v | e c---!!f‘;af!;‘.n‘cltl# o e

P TET
(Mo e atin e ek gk L e ] Pl TR
| = |0 (0 | > o (D O R
e e e (T — 1] i :
1 R SRR AL (o Cove e e T
Frpreramaleg e L Lot Dot R}
fErr - ;
B0 Wk v s Rarssnrs ‘:3 gl woen
L
I, Exnmn
oy F———— Teadncf B apgengeads aetirgga for pos s isenokn Cloresy
e Tl MNTP Vit Sewves T b ivwocverg e 40 pebaged b i domsan
T Sermt HELD wtaad o TRILE
[ |
Flimits iiavears
R T R —
- ol i . st Pt
(LTI §
¥ G | [ | dowke | et |

3 e O] | S| e [ v e e | TS S HST v
Hinh 9.17 — Thiét lap cdc thuQc tinh cho Domain tuGng Ung
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DPanh dau vao Allow incoming mail to be relayed to this domain

Chon Forward all mail smart to the Domain, di€n dia chi 10.0.0.2, chon
OK.

Nhap chudt phai vao Default SMTP Virtual Server, chon Properties

Trong hOp thoai Default SMTP Virtual Server Properties (hinh 9.18), chon
IP 14 10.0.0.100 cho IP address, chon nit OK.
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Hinh 9.18 — Thié€t 1ap d6i v&i Default SMTP Virtual Server Properties

Quay lai rule Publishing Mail SMTP Server ma ta di Publishing Mail, nhap
chuOt phai, chon Properties

Trong man hinh Publishing Mail SMTP Server Properties (hinh 9.20), Tab
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Hinh 9.20 — Chi dinh dia chi mang cUa server da Publishing Mail
Chon Configuration r0i Add -ins

- Nhap chult phai 1én SMTP Fiter, chon Properties
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Trong man hinh SMTP Filter Properties, chOn Tab Keywords, chOn nit Add
(hinh 9.21)
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Hinh 9.21 — Thém rule de€ 10c¢ mail

Trong man hinh Mail Keyword Rule, danh ddu vao Enable this rule

Keyword (hinh 9.22)
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Hinh 9.22 — Kich hoat rule v&i tU chi dinh 1a virut

- Keyword: dién virut
- Apply action if keyword is found in: chOn Message subject or body
- Action: chon Forward message to

- E-mail address: dién administrator @khungbo.com / OK

Lic nay & hOp thoai SMTP Filter Properties (hinh 9.23), trong setting c6
muc virut (dUgc tao trong Keyword), chon Apply, r6i OK.
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Hinh 9.23 — Thiét 1ap thuQc tinh 1oc vGi SMTP
% Kiém tra bd 1oc mail:
Tai “mady tinh ngoai mang”, m& chuong trinh Outlook Express bang account hp

Khi man hinh Outlook Express xudt hién, chon Create Mail d€ ti€n hanh gUi mail

cho account kiem (n0i dung 12 virut)

Tai may AD ta ti€n hanh ki€m tra c6 nhan dugc mail do hp glti d€n kiem khong
- M& Outlook Express v&i account kiem thi thdy khong c6 mail cUa hp

Tai mdy ISA ta ti€n hanh ki€m tra mail

- M& Outlook Expreess bang account administrator sé thdy c6 mail cUa hp.
Mail nay dugc chuyén dén administrator do cdu hinh 10c mail vGi tUr khod 12 Virut
s& tur dOng chuy&n dén administrator

4. Publishing Web

Muc tiéu: Trong cdc phdn 4 (Publishing Web), 5 (Publishing FTP), 6
(Publishing Terminal Services) s€ trinh bay cdch thifc d& m0 cdc Port sao cho
cdc mdy tUr External Network cé th€ truy c8p vao mang. Cong vi€c nay con
g0i la Server Publishing.

MuOn tao ra trang web, may AD can phai cai chuong trinh IIS. Khi Mdy AD
da cai IIS ta ti€n hanh tao ra 1 trang web:

- Vao 6 dia C:\Inetpub\wwwroot, tao file Text Document
- Sau khi tao file Text Document, d6i tén thanh default.htm

- Nhap chudt phai vao file default.htm chon Edit. Nhap ndi dung file: chao

mung den trang web va luu tr(F.
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Sau khi tao trang web, m& chuong trinh IE r6i nhap http:/10.0.0.2; Néu thdy trang
web xudt hi€n 12 diing.

Publishing Web tai may ISA:

Chon Firewall Policy, nhdp chubt phdi chon New, roi chon Web Server
Publihing Rule. Trong man hinh Wellcome to the New Web Publishing Rule
Wizard xudt hién:

- Web publishing rule name: dién Publish Web, chon Next
Trong hOp thoai Select Rule Action: chon Alow / Next
Tai man hinh Define Website to Publish:

- Computer name or IP address: di€n 10.0.0.2 / Next

Trong Public Name Details: Accept requests for: chon Any domain name /
Next

Khi man hinh Select Web Listener xudt hi€n, chon niit New

Man hinh Welcome to the New Web Listener Wizarrd xudt hién: Web

listener name: dién Listener2 / Next
Trong man hinh IP addresses: d4nh dau vao External / Next

Khi man hinh Port Specification xudt hi€n, danh dau vao Enable HTTP va
nhap: 80

Sau khi hoan tat, ki€m tra th( trén “mdy tinh ngoai mang”: m& chuong trinh
IE va nhap dia chi: http://192.168.1.100: N€u trang web hién thi la ding.

S. Publishing FTP

Trudc tién ta phdi cdu hinh FTP.

% Cai dat FTP: Start / Setting / Control Panel / Add or Remove Programs

Trong clfa sO Add or Remove Programs, chon Add\Remove Windows

Components

TU man hinh Windows Components Wizard, chon Application Server, chon nit
Detals. Khi clta sO Application Server xudt hién, chon Internet Information
Service (IIS) rOi bam niit Details.


http://192.168.1.100/
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Man hinh Internet Information Services (IIS) xudt hi€n, chon File Transfer
Protocol (FTP) Service, OK.

Tré vé man hinh Windows Components Wizard, ta thdy Application Server dugc
danh d&u, chon Next.

Chuong trinh bat dau cai FTP; Khi qu4 trinh cai dat FTP hoan tat, chon niit Finish.
% Vao Start / Program / Administrator Tools / Internet Information Services
(IIS) Manager

Chon FTP Site, nhap chult phdi 1én Default FTP Site chon Properties. Khi man
hinh Default FTP Site Properties xuat hi€n:

- Tab FTP Site: IP address Ta chon IP 10.0.0.2
- Tab Home Directory: dinh dau vao 6 Write

- Tab Security Accounts: chOn nit Browse, khi clta s6 Select User xudt hién
chon niit Advanced; chon nit Find Now dé chi dinh administrator, chon OK.

Lic nay ta thay User name: TUANH\administrator, Password: dién 123456, OK.

Tai Confirm Password, xidc nhan Password.

Khi cdu hinh FTP xong, chép cic file hay thu muc vao FTP (& diy minh hQa chép
cdc file trong C:\Program Files\NetMeeting).

Chép cic file trong C:\Program Files\NetMeeting r0i din vio C:\Inetpub\ftproot

% Ki€m tra hoat ddng cla FTP: Sau khi chép céc file vao FTP, kiém tra FTP coi
c6 hoat ddng khong:

Tai mdy ISA, m& IE nhap ftp://10.0.0.2. Khi man hinh Log On xuat hién:
- User name: dién administrator
- Password: 123 (Password 123 12 password cUa administrator)
Khi Log on dugc vao FTP thi sé thdy dugc cic file
% Sau khi truy cdp thanh céng FTP, ti€n hanh Publicshing FTP d€ miy ngoai
Internet ciing c6 th€ truy cap dugc FTP:
Chon Firewall Policy / New / Server Publishing Rule.
Dién Publiching FPT / Next; trong hOp thoai, dién 10.0.0.2 / Next

Chon FTP Server / Next
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Chon External / Next
Nhan Finish d€ hoan tat / Apply.

Chon Configuration / Network / Network Rules / nhdp chu0t phai 1én Internet

Access, chOn Properties
- Tab Network Relationship: chon Network Address Transtation (NAT) / OK
Nhu vay la ta da Publishing FTP xong

$ Kiém tra Publishing FTP: Sau khi Publishing FTP xong, kiém tra Publishing
FTP trén “mdy tinh ngoai mang” c6 thanh cong khong: mé IE nhap
ftp://192.168.1.100. Khi man hinh Log On xudt hién:

- Users name: dién administrator
- Password: dién 123
Néu thdy dugc céc file trong FTP nghia 12 da Publishing FTP thanh cong.

Lic nay, c6 thé Download dugc cic file trong FTP (copy vé dugc nhung khong
Upload file 1én FTP duoc, néu copy file rdi Paste vao FTP thi thdy bi bdo 16i)

Y Mubn Upload file 1én dugc FTP, tai mdy ISA nhdp chult phai lén Publishing
FPT chon Configure FTP

B0 dinh dau Read Only / OK / Apply.
Lic nay, m& IE trén “mdy tinh ngoai mang” nhap ftp://192.168.1.100, copy 1 sO file
rOi Paste vao FTP sé& khong bi 16i.

6. Publishing Terminal Services

$ Midy AD: Nhip chudt phai Icon Computer, chon Properties

- Tab Remote: dinh ddu vao Allow users to connect remotely to this

computer, chon Select Remote Users / Add / Advanced.

- Chon Find Now dé€ chi dinh administrator / OK
% May ISA:ti€n hanh Publishing Terminal Services
- Chon Firewall Policy / New / Server Publishing Rules.

- Bién Remote Desktop Connection / Next

- Dién IP 10.0.0.2 / Next
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- Chon RDP (Terminal Services) Server / Next
- Chon External / Next

- Chon Finish d€ hoan tat / Apply. Nhu vay, Publishing Terminal Services
da dugc thuc hién.
% Tai “mdy tinh ngoai mang”, ti€n hanh ki€m tra Publishing Terminal Server c6
thanh cong khong

Vao Start / Programs / Accessories / Communications / Remote Desktop

Connection
- Computer: IP 192.168.1.100
- User name: administrator
- Password: 123

- Chon nit Connect
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Hinh 9.24 — Remote Desktop Connection
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Man hinh Connect thanh cong va ta c6 th€ di€u khién dugc
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] | [ B saTam

Cau hoi
1. Mail Mdaemon 12 gi? Tai sao phai dung Mail Mdaemon?

2. Cho bi€t muc dich va y nghia cUa cic ti€n trinh Publishing Mail, 10c mail,
Publishing web, Publishing FTP.
Bai tap thuc hanh
1. Cai dat hé thOng Mail Mdaemon va gUi mail qua lai
May AD cai Mail Mdaemon
M@ chuong trinh Outlook Epress trén may ISA, tao mail POP3
Tao mail POP3 cho account trén mdy AD
TU mdy ISA (account administrator), ti€n hanh gUi mail cho account trén miy AD

Tai Mdy AD ta ki€m tra account kiem nhan dugc mail do account admintrator gUi
dén chua

2. Ti€n hanh Publishing Mail d€ cho 1 ai d6 & ngoai mang st dung account cUa
minh van c6 thé gUi mail dugc
3. C&u hinh 10c mail:

- Cai IIS, SMTP va NNTP
- Cai dat dich vu Message Screener
- Cau hinh SMTP

Ki€m tra tinh ning 10c mail

4. Xuat ban web:

- Tao mOt trang web
- Xudt ban web

5. Publishing FTP:
- Cai dat FTP
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- C4u hinh Internet Information Services (IIS) Manager

- Ki€m tra hoat ddng cla FTP

- Publicshing FTP d€ may ngoai Internet c6 thé truy cap dugc FTP
- Ki€ém tra Publishing FTP
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BAI 10: MONITOR ISA SERVER
Ma bai: MD 36-010

Muc tiéu cUa bai:

- Trinh bay duQc céac Tab trong Monitor;

Phit hién va khac phuc dugc céc dich vu thdong qua cdc tab trong Monitor;
Thuc hién sao Iuu va khoi phuc 1ai mdy ISA.

Thutc hién céc thao téc an toan vOi mdy tinh.

1. Trinh bay cac tab trong Monitor

Muc tiéu: Gi6i thiéu chUc ndng cUa cdc tab trong Monitor Isa Server
1.1. Tab Session

- Cho biét dang c6 bao nhiéu Session dién ra thong qua ISA

- MOi Session thong qua dang nio (SecaureNAT, Web Proxy, Firewall
Client) d€ bi€t dugc mdy tinh dang di ra ngoai mang thong qua ISA bang dang nao
1.2. Tab Services

- Trinh bay nhiing dich vu nao cUa ISA dang chay tOt.

- Khdi dOng tUng dich vi khi ISA c6 truc trac.

Vi du khi ta 4p dung 1 rule nao dé ma né khong chay, thay vi khdi dOng lai may
tinh, ta c6 thé restart 1ai dich vu 12 Microsoft Firewall (bang cich chon Microsoft
Firewall, r6i nhap chudt phdi chon stop; sau d6 ti€p tuc restart 1ai)

1.3. Tab Report

Tab Report dung d€ tao bio cdo thOng ke, giip thOng ké 1ai trong khodng
thOi gian nao d6 mdy nao trong mang Lan di ra web nhi€u nhat chi€m nhi€u bing
thong nhat va 18y dung 1ugng nhi€u nhat...

1.4. Tab Connectivity

Tab Connectivity cho phép tao ra cic két ndi phuc vu cho viéc ki€m tra.
Chang han, néu trang web ngoai internet thudng xuyén truy cap gap truc trac, thay
vi phdi ra ngoai CMD d€ ping ki€m tra né c6 hoat dOng khong,cé thé thuc hién &
day dang Connectivity. MOi khi mubn ki€m tra, chi can kich hoat Connectivity sé&
thdy thong bdo 16i.
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1.5. Tab logging

Tab logging cho phép bi€t o tUng chi ti€t IP nio ra internet va chi€m dung
lugng bao nhiéu, di ra béng Rule nao va bi Rule ndo chan lai .v.v...

2. Phat hién cic dot tan cong giti mail cho admin

Muc tiéu: Trinh bay cdch theo déi, phdt hién cdc dot tdn cong bang cdch gUi
mail cho admin.

Chon Configuration / General / Enable Intrusion Detection and DNS
Attack Detection

Khi man hinh Intrusion Detection xudt hi€n, danh ddu vao Port scan
Chon Tab DNS Attack: dianh ddu vao DNS zone trransfer / OK / Apply
Chon Monitoring / Tab Alerts / Configure Alerts Defintions

Khi clta sO Alerts Properties xudt hién, tim va chon Intrusion detected /
Edit

Trong man hinh Intrusion detected Properties, dinh ddu vao Send —e-mail
(bdo dOng khi c6 tan cong s€ gUi mail thong bdo cho admin)

- SMTP server: dién IP 10.0.0.2

- From va To: dién dia chi mail cUa admin (administrator@khungbo.com),
chon nit Test n6 sé gli 1 mail dén administrator; n€u ki€m tra thdy c6 mail 13
ding.

- Pdnh dau vao Run a program: ding khi c6 chuong trinh nao dugc viét ra
d€ bao vé mady tinh, n€u khi c6 tan cong thi chuong trinh nay s€ chay va bdo vé)

o) day minh hoa ding th(f bang chudng trinh notepad. exe d€ xem chUfc ning
hoat dOng cla no)

Sau d6, m& Outlook Express s€ thdy c6 1 bUc mail

“M4y tinh ngoai mang” th(f tdn cdng bang cich Scan Port.

Bat chuong trinh SuperScan4 Ién

Khi man hinh SuperScan xuat hién, Hostname/IP dién IP 192.168.1.
Chon Tab Host and Service Discovery, bd ddu chon Host dicovery

Chon tab Scan, bam niit Play thi chuong trinh tu' dOng thuc hién scan port
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Lic nay, chuong trinh Scan dugc 10 Port; MuOn biét ro tUng port dé mOt
céch chi ti€t, nhan vao View HTML Results sé& thdy trinh bay chi tiét tUng Port ma
n6 Scan duQc

Quay lai M4y ISA thi thdy Notepad dugc bat 1én do c6 ngudi dang tan cong

Ki€m tra mail thi thdy c¢6 1 blc mail bdo c¢6 1 dia chi IP 192.168.1.5 dang ti€n

hanh tan cdng.
3. Network Templates (md hinh mau céc thong sd cau hinh mang)

Muc tiéu: Trinh bay cdc loai Network Templates va cdch sU’ dung tUng lo@i
cung v0i cdc lUa chon chinh sdch Firewall.

ISA Server firewall mang d€n cho chiing ta nhitng thudn 10i to 16n, mOt trong
nhitng s6 d6 1a cac Network Templates. V&i su hO trg cac Templates, ching ta ¢6 thé
cau hinh tu dOng c4c thong sO Network, Network Rule va Access Rules.

Network Templates dudc thi€t k€ nhanh chéng tao dugc cdu hinh nén tang
cho nhiig gi ma ching ta c6 thé xay dung.

Céc loai Network Templates:

- Edge Firewall: dugc st dung khi ISA gdn 2 card Network. C6 mOt Network
interface k&t nOi dén Internet va mOt Network interface két nOi v&i Internal

Network.

- 3-Leg Perimeter dugc st dung khi Firewall gan 3 Card Network. C6
Network interface (k€t nOi Internet) va Internal interface (k€t nGi mang n0i bO) va
DMZ interface (k€t n6i mang vanh dai — Perimeter Network).

- Front Firewall: Dong vai trd mOt front-end firewall trong md hinh back-to-
back. Back-to back 12 mo hinh két n6i 2 Firewall 1am vi€c vi nhau theo ki€u trudc
(front) sau (back); Phia ngoai Front Firewall c6 th€ 1a Internet gi(ta Front va back
firewall c6 th€ 1a DMZ network va phia sau back firewall 1a Internal network.

- Single Network Adapter: dugc 4p dung khi muOn loai chlc ning Firewall.
Dugc dung trong nhling tr'Ong hgp khi ISA chi c6 1 card Network déng vai trd 1a hé
thOng 1uu gilr cache — Web caching server.

Nh{rng 1ua chon cho chinh séch Firewall khi diing Network Edge Firewall Templates
(bdng 10.1)

Firewall Policy M6 Ta

Block All (ngidn chdn tat | Ngin chdn tat cd truy cap qua ISA
cd)
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Block Internet Access, allow
access to ISP network
services (Ngin chdn truy
cap ra Internet nhung cho
phép truy cap dén dich vu
cUa ISP)

Ngin chdn tat cd truy cdp qua ISA ngoai trlt nhiing
truy cap dén cic Network services nhu' DNS services
Lua chon nay dugc dung khi céc ISP cung cap nhiing
dich vu nay

Lua chon nay sé x4c dinh chinh sdch Firewall nhu

1. Allow DNS from Internet Network and VPN Client
Network to External Network (Internet) - cho phép
Internal Network va VPN Client Network dung DNS
cUa ISP d€ xéc dinh Host names bén ngoai

Allow Limited Web access
(cho phép truy cap web c6
gi6i han)

Chi cho phép truy cap Web dung cdc giao thic HTTP,
HTTPS, FTP con lai cdc truy cap khic s€ bi ngin
chan Céc Rule sau sé dugc tao

1. Allow HTTP ,HTTPS ,FTP from Internal Network to
Exterrnal Network — Cho phép céc truy cap dang
HTTP, HTTPS, FTP tU Internal Network ra bén ngoai
2. Allow all protocol from VPN Client Network to
Internal Network — cho phép tat cd cic giao thUc tUr
VPN Client Network (tUf bén ngoai) truy cap vao bén
trong mang nOi bO

Allow Limited Web access
and access to ISP network
services (cho phép truy cap
Web c¢6 giGi han va truy
cap dén mot sO dich vu
ISP)

Cho phép truy cap Web c¢6 gidi han dung
HTTP,HTTPS,FTP va cho phép truy cap ISP network
services nhu' DNS con 1ai ngin chdn tat ca céc truy
cap network khac

Céc Rule sau s€ dugc tao ra:

1. Allow HTTP, HTTPS, FTP from Internal Network
and VPN Client Network to External Network
(Internet) — Cho phép truy cap HTTP, HTTPS, FTP tuU
Internal Network va VPN Client Network ra External
Network (Internet)

2. Allow DNS from Internal Network and VPN Client
Network to External Network (Internet) — Cho Phép
Internet Network va VPN Client Network truy cap dich
vU DNS gidi quyét cac Hostname bén ngoai (Internet)
3. Allow all protocol from VPN Client Network to
Internal Network — cho phép tat cd cic giao thUc tUr
VPN Client Network (tU bén ngoai) truy cap vao bén
trong mang nOi b

Allow unrestricted access
(Cho phép truy cap khong
gidi han)

Cho phép khong han ché truy cap ra Internet qua ISA
Server

1. Allow all Protocols from Internal Network and VPN
Client Network to External Network (Internet) — Cho
phép dung tat cd giao thlc tU Internal Network va
VPN Client Network tdi External Network (Internet)

2. Allow all protocol from VPN Client Network to
Internal Network — cho phép tat cd cic gaio thlc tU
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VPN Client Network (tU bén ngoai) truy cap vao bén
trong mang nOi b

Cau hinh Edge Firewall

Chon Configuration / Network / Templates trong Task Pane r&i nhdp vio
Edge Firewall / Next

Chon Allow unrestricted access / Next / Apply

Chon lai Firewall policy, lic nay s€ thdy xudt hién 2 Rule dugc tao ra bdi
Edge Firewall.

2 Access Rule cho phép Internal network va VPN Client truy cap ra Internet va
VPN Client ciing duQc quy€n truy cap vao Internet network

4. Backup va Restore
Muc tiéu: Trinh bay cdch sao IUu va phc hGi ISA nham khac phuc khi xudt
hién cdc 10i.

Backup:

- Chon tén may ISA, nhap chudt phdi chon Backup. ..

- Chi dinh 6 C: d€ 1uu backup ISA véi tén 1 backup; chon niit Backup

- Man hinh Set Password xudt hién: Password va Corfirm password: dién
12345678 / OK.

Vay la qu4 trinh Backup da xong.
Restore: Khi ISA gap 10i, c6 thé ti€n hanh Restore:
- Chon tén mdy tinh ISA, nhap chubt phadi chon Restore.

- Vao 0 dia C sé& thdy File Backup di duoc luu, chon file backup rdi nhan
Restore.

- Bién password: 12345678 / OK.

Cau héi
1. Néu chlc niing va y nghia cla mOi tab trong Monitor.

2. Trinh bay m6 hinh mau cic thong s& cdu hinh mang.
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Bai tap thuc hanh
1. Ki€m tra va phat hién cdc dot tan cong gUi mail cho admin.

2. Thuc hi€én Backup cho mdy ISA; sau d6, restore 1ai.
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CAC THUAT NGU CHUYEN MON
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PHUONG PHAP VA NOI DUNG PANH GIA:

Vé kién thirc:
C6 kha niing phat hi€n cic su cO.
Thuc hién dugc cdc bién phép sao 1uu du’ phong.
Panh gia dugc c4c thong lugng duOng truyén.
C6 kha ning cai dat, cau hinh k&t ndi Internet.
Trinh bay dugc céc tinh ning va nhiing nét dac trung cUa ISA Server.
Trinh bay dudgc cic cO ché sao 1uu, phuc hoi toan bd mdy ISA Server.
Mb td dugc cac loai ISA Server Client dOng thdi cai dat va cdu hinh
ding qui trinh cho tUng loai ISA Server Clien va nh{ing tinh ning riéng
trén mOi loai.
Vé kY ning:
Cai dat, g& bo dudc cic phan mém y€ém trg Terminal service.
Xéc dinh dugc c4c nguyén nhan giy ra hOng.
S’ dung dugc céc bién phép sao luu d{f liéu.
Gidi quyét dugc céc sU cO trén mang.
C6 kha ning cai dat, quan 1y céc dich vu RAS.
C6 kha ning két n0i mOt mang riéng do VPN.
C6 khd niing ti€p nhan cic culc goi G xa.
Cai dat va cdu hinh dugc ISA Server trén windows Server.
Thuc hién dugc cic Rule theo yéu cau.
Cai dat va cau hinh dugc c4c chinh sidch mdc dinh cla Firewall, thuc
hi€én chinh x4c thao tic sao Iuu cdu hinh mdc dinh cUa Firewall.
Vé thai do:
Cdn thadn, thao tic nhanh, chudn xdc, tU gi4c trong hoc tap.
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