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Tuyén bd ban quyén

Gido trinh nay sUf dung lam tai liéu gidng day n0i b0 trong truOng cao
dang nghé Cong nghiép Ha Noi

Trudng Cao dang nghé Cong nghiép Ha NOi khong si dung va khong
cho phép bat ky cd nhan hay t& chlc nao st dung gido trinh nay v&i muc dich
kinh doanh.

MOoi trich dan, s dung gido trinh nay v4i muc dich khac hay & noi khic
déu phdi dugc su dong y bang vin ban cla trudng Cao dang nghé Cong
nghi€p Ha NOi




LOI GIOI THIEU

Trong nhitng nim qua, day nghé da c6 nhiing budc ti€n vuot bac cd vé
sO 1ugng va chat luong, nham thuc hién nhiém vu dao tao ngudn nhan luc
ky thudt truc ti€p ddp Ung nhu cau xa hdi. Cuing v&i sy phat tri€n cla khoa
hoc cong nghé trén thé€ gidi, linh vuc Cong nghé thong tin néi chung va nganh
Quan tri mang & Viét Nam néi riéng di c6 nhitng budc phat trién dang k€.

Chuong trinh day nghé Quan tri mang da dudc xay dung trén cO s3 phan
tich nghé€, phan ky ning nghé dudc két cdu theo cic mddun. DE tao diéu
kién thudn 10i cho cdc cO sG day nghé trong qua trinh thuc hi€n, viéc bién
soan gido trinh theo cdc modun dio tao nghé 12 cap thiét hién nay.

M6 dun 34: Cu hinh va quan tri thiét bi mang 1a md dun dio tao chuyén
moén nghé dugc bién soan theo hinh thlc tich hop 1y thuyét va thuc hanh.
Trong qué trinh thuc hi€n, nhém bién soan da tham khdo nhi€u tai li€u Qudn
tri mang trong va ngoai nudc, k€t hop vdi kinh nghiém trong thuc té.

Maéc dau c6 rat nhi€u c6 gang, nhung khong tranh khdi nhlng khiém
khuyét, rat mong nhan dugc su déng gép v ki€n cla dOc gid d€ gido trinh
dugc hoan thién hon.

Xin chan thanh cam on...

Thang 02 ndm 2012
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MO PUN CAU HINH VA QUAN TRI THIET Bl MANG

Ma mé dun: Mb 34

LVI TRi, TINH CHAT, Y NGHIA VA VAI TRO CUA MO PUN

- Vi tri: Md dun dugc b0 trf sau khi sinh vién hoc xong mon, mdé dun: Mang
mdy tinh va Quan tri mang 1.

- Tinh chat: La md dun chuyén nghanh bat budc.

- Y nghia: Pay 12 m6 dun dao tao chuyén mon nghé, cung cap cho sinh vién
cdc kY niing cO badn nhat cla ngh€é Quan tri mang.

II. MUC TIEU MO PUN:

- Gidi thich su khac nhau gi(ta LAN va WAN;

- Xéc dinh dugc cic thanh phan bén trong Router;

- Chuyén dGi gilta cdc ché d6 cau hinh router;

- Thiét 1&p két nbi bang HyperTerminal vao router;

- SU dung tinh ning trg gidp trong giao ti€p bang dong 1énh;

- Nam dugc n0i nao ma router 1Uu cac loai tap tin khac nhau;

- Phan biét céc loai giao thUc dinh tuy€n;

- SUr dung dugc céc 1énh dinh tuy€n cho router.

- BO trf lam viéc khoa hoc ddm bdo an toan cho ngudi va phuong ti€n hoc
tap.

III. NOI DUNG MO PUN:

1. NOi dung tOng qudt va phan phdi thdi gian :

Thoi gian
5 Tén cac bai trong mé6 dun | TOng Ly . | Thuc Kieém Tra
TT - | thuye |
SO ¢ hanh

1 | WAN va Router 3 3
2 | Gidi thiéu v€ Router 3 3
3 | Cau hinh Router 18 4 13 1
4 C.ap r/1h&_lt thong tin tU cac thiet . 3 7 |

bl khac

Quan 1y phan mém 10S 13 3 9 1
6 D.!nh tu;:len va cdc giao thuc 17 5 12

dinh tuyén



7 | Giao thUc dinh tuyén theo
Vector khodng céch
8 | Thong diép di€u khién va bio

21 6 15

10i cUla TCP/IP 4 3 :
COng 90 30 56 4
BAI 1: WAN VA ROUTER
Ma bai: MP34-01
GiGi thiéu:

Mang dién rOng (WAN) la mang truy€n d{ li€u qua nhimg vung dia ly
rat 16n. WAN c6 nhi€u ddc di€m quan trong khiac véi LAN. Trong chuong
nay, trudc tién cic ban s€ c6 mOt cdi nhin tOng th€ vé cdc kY thudt va cic
giao thUc clla mang WAN. DOng thdi trong chuong nay ciing s€ gidi thich
nh(ng ddc di€m giOng nhau va khic nhau gilta LAN va WAN.

Bén canh dé6, ki€n thlc vé cic thanh phan vat 1y cla router cling rat
quan trong. Ki€n thlc nay s€ 1a nén tdng cho cic kY niing va ki€n thUc khic
khi ban cau hinh router va qudn tri mang dinh tuy€n. Trong chUGng nay, cic
ban sé& dugc khdo sit thanh phan vat 1y bén trong va bén ngoai cla router va
cdc kY thiat k€t nOi v&i nhi€u cOng khic nhau trén router.

Muc tiéu:
- X4c dinh dugc t6 chlic qulc té chiu trach nhiém vé cic chudn clia WAN.
- Gidi thich su khé4c nhau gilta LAN va WAN.
- Mb ta vai trd cUa Router trong WAN.
- X4c dinh dugc céc thanh phan vat 1y bén trong Router.
- M6 ta cédc dac di€ém vat 1y cUa Router.
- X4c dinh céc loai c6ng trén Router.
- Thuc hién cic két nOi dén cOng Ethernet, cOng noi ti€p WAN va cOng
Console trén router.
- Thuc hién céc thao tdc an toan v&i mdy tinh.
NOi dung:
1. WAN
Muc tiéu:
- X4c dinh dugc t6 chlic qulc té chiu trach nhiém vé cic chudn clia WAN.
- Gidi thich su khé4c nhau gilta LAN va WAN.
- M5 ta vai trd cUa Router trong WAN.
1.1. Gi6i thiéu vé WAN

WAN 14 mangtruyén d{ li€u qua nhiimg ving dia 1y rat rOng 16n nhu
cdc bang, tinh, quOc gia... C4c phuong ti€n truyén d{ li€u trén WAN duogc
cung cap bGi cic nha cung cap dich vu, vi du nhu céc cong ty di€n thoai.



Mang WAN c6 mOt sO dac di€ém sau:

WAN ding d€ két n0i cic thiét bi & cdch xa nhau bGi nhiing dia 1y 16n.

WAN s dung dich vu cla cdc cdng ty cung cdp dich vu, vi du nhu:
Regional Bell Operating Conpanies (RBOCs), Sprint, MCI, VPM internet
servies, Inc., Altantes.net.

WAN st dung nhi€u loai lién k&t ndi ti€p khac nhau.

WAN c6 mOt sO di€m khac v&i LAN. Vi du nhu: LAN dudc st dung
d€ két nOi cac mdy tinh don 1€, céc thi€t bj ngoai vi, cdc thi€t bi dau culi va
nhi€u loai thiét bi khac trong cung mOt toa nha hay mOt pham vi dia 1y nhod.
Trong khi 46 WAN dudgc sU dung d€ két ndi cdc chi nhanh cUa minh, nhG d6
ma théng tin duQc trao d6i dé dang gilra cic trung tam.

Mang WAN hoat dOng chl yéu & 18p Vat Iy va 16p Lién két dit 1iéu
mo hinh OSI. WAN két ndi cdc mang LAN 1ai v&i nhau. Do d6, WAN thuc
hién chuyén dGi cac g6i d{F li€u gilra cdc router, switch va cic mang LAN ma
n6 két ndi.

Sau ddy 1a cdc thi€t bi dugc st dung trong WAN:

Router: cung cap nhi€u dich vu khéc nhau, bao gbm Internet va cic
giao ti€p WAN.

Loai switch dugc s dung trong WAN cung cap k€&t n0i cho hoat
dbng thong tin lién lac bing thoai video va dir li€u.

Modem giao ti€p v&i dich vu truyén thoai; CSU/DSU (Chanel service
units/ Digital service units) d€ giao ti€p v&i dich vu T1/E1; TA/NT1
(Terminal Adapters /Network Terminal 1) dé giao ti€p vabi dich vu
ISDN (Integrate Services Digital Network).

Server thong tin lién lac: tap trung xU' 1y cudc goi clla ngU0i dung.

4

Router Warkgroup hModem ar Communication
Switch CsUDsU Sarver

Hinh 1.1 Cdc thiét bi WAN
Céc giao thUc & 16p Lién két d{F li€u clla mang WAN md td v€ cich
th(c ma g6i df liéu dugc van chuyén gilta cic hé thOng trén mOt dudng
truy€n dit liéu. cdc giao thlic nay duoc thi€t k€ cho cic dich vu chuyén mach
di€m-dén-di€m, da di€m, da truy nhdp, vi du nhu: FrameRelay.
Céc tiéu chudn cla mang WAN dugc dinh nghia va quan 1y bdi céc tG
chlc quOc té sau:
Lién hiép vién thong qulc t€ - linh vuc tiéu chudn vién thong — ITUT
(International ~ Telecommunication Union-Telecommunication
Standardization Sector), tru@c day 12 Uy ban cO dién thoai va dién tin



quOc t€ - CCITT (Consultative Committee for International Telegraph
and Telephone).

TG chlc qulc t€ ve tiéu chudn - ISO (International Organization for
Standardization).

TG chlc dac trach vé kY thudt Internet - IETF (Internet Engineering
Task Force).

Lién hiép cong nghi€ép di€én t - EIA (Eletronic Industries
Association).

1.2. GiGi thiéu vé router trong mang WAN

Hinh 1.2: Cdc thanh phdn Router

Router 12 mOt loai mdy tinh dac bi€t. N6 ciing ¢ cdc thanh phan cO bdn
gidng nhu mdy tinh: CPU, b0 nhd, system bus va cic cOng giao ti€p. Tuy
nhién router dugc két 1a d€ thuc hién mot s6 chlc ning ddc biét. Vi du:
router duQc thi€t k& 1a d€ thuc hién mot sO chlc ning ddc biét. Vi du: router
k€t nGi hai hé thdng mang vGi nhau va cho phép hai hé thOng nay c6 th€ lién
lac v&i nhau, ngoai ra router con thuc hi€n viéc chon lua duOng di tOt nhat
cho d{r liéu.

Ciing giOng nhu mdy tinh can phai c6 hé di€u hanh d€ chay céc trinh
Ung dung thi router ciing can phdi c6 hé di€u hanh d€ chay cic tap tin cdu
hinh. Tap tin cdu hinh ch(fa cdc cAu 1€nh va c4c thong s6 d€ di€u khi€n ludng
d(r liéu ra vao trén router. Ddc biét 1a router con st dung giao thUc dinh tuyén
d€ truyén d€ quyét dinh chon dudng di tOt nhat cho cic géi dir liéu. Do do,
tap tin cAu hinh cling ch(fa c4c thong tin d€ cai dat va chay cic giao thUc dinh
tuy€n trén router.

Gi4o trinh nay s€ gidi thich 1d cdch x4y dung tap tin cau hinh tU cic ciu
1énh IOS d€ router c6 thé thuc hién dugc cic chlc ning c0 ban. Liic ban dau
c6 th€ ban thay tap tin cdu hinh rat phlc tap nhung d€n cudi gido trinh nay
ban sé& thdy né dé hi€u hon nhiéu.

Céc thanh phan chinh bén trong router bao gbm: bd nhG RAM,
NVRAM, b0 nhd flash, ROM va cic cOng giao ti€p.

RAM, hay con g0Qi 1a RAM d0ng (DRAM-Dynamic RAM) c6 dac di€m
va chUc ning nhU sau:

Luu bang dinh tuyén.
Luu bang ARP.



C6 vung b0 nh& chuy€n mach nhanh.

Cung cap vung nhGd dém cho cic géi dt li€u

Duy tri hang dgi cho céc g6i dr liéu.

Cung cap b0 nh& tam thGi cho tap tin cdu hinh cla router khi router
dang hoat dOng.

Thong tin trén RAM sé& bi xod mat khi router khdi dOng 1ai hodc bi
tat dién.

Dac di€m va chlc ning clla NVRAM:
Luu gilt tap tin cdu hinh khéi dOng cla router.
NOi dung cla NVRAM van dugc luu gilt khi router khéi dOng lai
hodc bj tat dién.

Pac di€m va chlc ning cla b0 nhd flash:
Luu hé diéu hanh IOS.
C6 thé cap nhat phan mém luu trong Flash ma khong can thay d6i
chip trén b xUly.
NOi dung cUa Flash van dugc luu gilr khi router khoi dOng 1ai hodc
bi tat dién.
Ta c6 th€ 1uu nhi€u phién ban khic nhau clla phan mém IOS trong
Flash.
Flash 12 loai ROM x04 va lap trinh dugc (EPROM).

Pac di€m va chlc ning cla cic cOng giao ti€p:
Ké&t n0i router vio hé thOng mang d€ nhan va chuyén géi dif liéu.
Cidc cOng c6 thé gan truc ti€p trén mainboard hodc dudi dang card
r0i.

1.3. Router LAN va WAN

Segment 2 Segment 1

Segmant 3 Sagment 4

Hinh 1.3a: Phdn doan mang LAN vOi router
Router vUfa dugc sU dung d€ phan doan mang LAN vUa la thiét
bi chinh trong mang WAN. Do dé, tén router c6 cd cOng giao ti€p LAN va
WAN. Thuc chat 1a cic kY thudt WAN dugc st dung d€ két ndi cic router,



router nay giao ti€p v&i router khiac qua duOng lien k&t WAN. Router 1a
thi€t bi xuong sOng cUa mang Intranet 16n va mang Internet. Router hoat
dOng & LOp 3 va thuc hién chuyén géi d{t li€u dua trén dia chi mang. Router
¢6 hai chlc ning chinh 1a: chon duOng di tOt nhat va chuyén mach géi dir
liéu. PE thuc hién chlc ning niy, mobi router phdi xdy dung mot bang dinh
tuy€n va thuc hién trao d6i thong tin dinh tuy€n v&i nhau.

Cabla Modem Modem

Hinh 1.3b: Két nbi router bang cdc cong nghé WAN
NgUudi qudn tri mang cé th€ duy tri bang dinh tuyén bang cdch cdu
hinh dinh tuy€n tinh, nhung thong thuOng thi bang dinh tuy€n dudc luu gilr
dOng nhO cic giao thUc dinh tuy€n thuc hién trao d0i thong tin mang gilra cac

router. .
=

Hinh 1.3c

Vi du: n€u may tinh X muOn thong tin lién lac véi may tinh Y & mOt
chau Iuc khéc va v&i may tinh Z & mOt vi tri khac n(ra trén thé€ gidi, khi d6 can
phdi c6 dinh tuyén d€ c6 th€ truyén dit liéu va dOng thOi ciing can phai c6



cdc duOng du phong, thay thé d€ ddm bdo d0 tin cdy. Rat nhi€u thiét k&
mang va cong nghé dugc dua ra d€ cho cdc mdy tinh nhu' X Y, Z ¢6 thé€ lién
lac v6i nhau.
MOt hé thOng mang dudc cdu hinh ding phdi c6 day dU cic dac di€m
sau:
C6 hé thOng dia chi nhat quan tU ddu cudi dén dau cudi
C4u tric dia chi phdi th€ hién dugc cdu tric mang.
Chon dugc duGng di tOt nhat.
Dinh tuy€n dOng va tinh.
Thuc hién chuy€n mach.

1.4. Vai tro cUa router trong mang WAN

Mang WAN hoat dOng chl y€u & 16p vat 1y va 18p lién két dr liéu.
Diéu nay khdng c6 nghia 14 nim 18p con 1ai clla md hinh OSI khong c¢6 trong
mang WAN. Piéu nay don gidn c6 nghia 12 mang WAN chi khic vGi mang
LAN & 16p Vat 1y va 10p Lién két d{f li€u. Hay néi cach khdc 1a céc tiéu chudn
va giao thUc sU dung trong mang WAN & 18p 1 va 10p 2 1a khac v&i mang
LAN.

Lép Vat ly trong mang WAN md ta céc giao ti€p thiét bi d{t li€u dau
cudi DTE (Data Terminal Equipment) va thi€t bi dau cudi mach d{t liéu DCE
(Data Circuit- terminal Equipment). Thong thuGng, DCE 12 thiét bi & phia nha
cung cap dich vu va DTE la thiét bi két nGi vio DCE. Theo mo hinh nay thi
DCE c6 thé€ 1a modem hodc CSU/DSU.

ChUc ning chU y€u cUa router 13 dinh tuy€n. Hoat dOng dinh tuy€n
dién ra & 16p 3 - 18p Mang trong khi WAN hoat ddng & 16p 1 va 2. Vay router
Ia thiét bj LAN hay WAN? Cau trd 13i 12 c& hai. Router c6 thé 12 thiét bj LAN,
hodc WAN, hodc thi€t bi trung gian gilta LAN va WAN hodc c6 th€ 1a LAN
va WAN cung mOt lic.

MOt trong nhitng nhiém vu cUa router trong mang WAN 1a dinh tuyén
g6i d{r liéu & 16p 3, diy cing 1a nhi€ém vu cUa router trong mang LAN. Tuy
nhién, dinh tuy€n khong phdi 13 nhi€m vu chinh y€u cUa router trong
mang WAN. Khi router s dung cic chudn va giao thlrc cla 16p Vat Iy va
16p Lién két d{r liéu d€ két ndi cdc mang WAN thi ldc nay nhi€m vu chinh
yéu cUa router trong mang WAN khong phdi 12 dinh tuy€n n{ra ma 13 cung cap
két nbi gilta cdc mang WAN v&i cdc chudn vat 1y va lien két dir liéu
khdc nhau. Vi du: mot r(é%c;gﬁ Jgpugglg ) 1co mot giao ti€p ISDN s dung
ki€u déng g6i PPP vil4né Tho 1 s& dung ki€u déng géi
FrameRelay. Router ph1 c6 kha nﬁng chuyén dg' i luQng, bit tU loai dich vu
nay sang dich vUikhag - Ldich vU ISDN sang T1, dOng thoi
chuyén ki€u dong g01 10p Llen ket d( liéu tur PPP sang-FrameRelay.
Chi ti€t vé céc giao thUc 18p 1 va 2 trong mang WAN sé& dugc dé cap &

DTE

Data Terminal Equipment
User device with interface
connecting to the WARN link

DCE

Data-Circuit Terminating Equipment
End of the WAN provider's side of
the communication facility




tap sau cUa gido trinh nay. Sau day chi liét ké mOt sO chudn va giao thirc
WAN chU yé€u d€ cic ban tham khao:

Hinh 1.4a: Cdc chudn WAN G 10p Vat Iy

CauDsy CsU/DsU

Modem Maodem
I

= HOLC — High-Lewel Data Link Coniral

= Frama Ralay — Successor of X.25

= PPP - Paint-te-Paint Protosal

= |SDON = |Integrated Senvice Digital Network (data link signal)
= Oihars

Hinh 1.4b: Cdc ki€u dong gdi dir liéu WAN G LOp lién két dir liéu

Céc chudn va giao thilc WAN 18p vat 1y: EIA/TIA-232,449, V24, V35,
X21, EIA- 530, ISDN, T1, T3, E1, E3, Xdsl, sonet (oc-3, oc-12, oc-48, oc-192).

Cic chudn va giao thUc WAN 1&p lién két dir liéu: HDLC,
FrameRelay, PPP, SDLC, SLIP, X25, ATM, LAMB, LAPD, LAPF.

1.5. Cac bai thuc hanh mo phong

Trong céc bai thuc hanh md phdng trong phong lab, cdc mang dugc két
nOi bang cdp serial trong thuc t€ khong két nGi truc ti€p nhu vay dugc. Vi
du: trén thuc t€, mOt router & New York va mOt router & Sydney, Australia.
NgU0i quan tri mang G Australia phdi k&t n6i vio router 3 New York thong
qua ddm may WAN d€ xUr 1y su cO trén router 3 New York.

Trong céc bai thuc hanh mo6 phdng, cic thiét bi trong dim miy WAN
dugc gid 1ap bang cap DTE-DCE két noi truc ti€p tir cGng SO0/0 cUa router
nay dén cGng S0/1 cla router kia (ndi back-to-back).

2. Router
Muc tiéu:



- X4c dinh dugc céc thanh phan vat 1y bén trong Router.
- M6 ta cédc dac di€ém vat 1y cUa Router.
- X4c dinh céc loai cOng trén Router.
- Thuc hi€n cdc k€t nGi dén cOng Ethernet, cOng noi ti€p WAN va cOng
Console trén router.
2.1. Céc thanh phan bén trong router

Cdu triic chinh xdc cUa router rat khic nhau tuy theo tUng phién bdn
router. Trong phan nay chi gidi thi€u vé cic thanh phan co ban cla router.

CPU — bon vi x( 1y trung tAm: thuc thi cdc cAu 1énh cla hé di€u hanh
d€ thuc hi€n cdc nhi€m vu sau: khdi dOng hé thOng, dinh tuy€n, di€u khién
cdc cOng giao ti€p mang. CPU 1a mOt b giao ti€p mang. CPU 1a mOt b0 vi
xU 1y. Trong cdc router 18n ¢ thé c6 nhiéu CPU.

RAM: Pugc st dung d€ 1uu bang dinh tuy€n, cung cap bd nh& cho
chuy€n mach nhanh, chay tdp tin cdu hinh va cung cdp hang doi cho cic géi
d{r liéu. Trong da sO router, hé di€u hanh Cisco 10S chay trén RAM. RAM
thuOng dudgc chia thanh hai phan: phan bd nhG x(r 1y chinh va phan b0 nhé
chia s& xudt/nhdp. Phan bd nhd chia sé xudt/nhdp dugc chia cho cic
cOng giao ti€p lam noi luu trlt tam cac géi dit li€u.Toan bO ndi dung
trén RAM sé& bi xo4 khi tat dién. Thong thuOng, RAM trén router 12 loai RAM
ddng (DRAM — Dynamic RAM) va c6 th€ nang thém RAM bang cich gan
thém DIMM (Dual In-Line Memory Module).

Flash: BO nh& Flash dugc st dung d€ 1uu toan b0 phan mém hé diéu
hanh Cisco I0S. Mdc dinh 1a router tim IOS cUa né trong flash. Ban c6 thé
nang cdp hé diéu hanh bang cdch chép phién ban mdi hon vao flash. Phan
mém I0S c6 th€ & dudi dang nén hodc khong nén. POi vdi hau hét cic
router, IOS dugc chép 1én RAM trong qud trinh kh&i dOng router. Con c6 mOt
sO router thi IOS c6 th€ chay truc ti€p.

NVRAM (Non-volative Random-access Memory): La b0 nhG RAM
khong bi mat thong tin, dugc s& dung d€ luu tap tin cdu hinh. Trong mot sO
thi€t bi a flash NVRAM 1a ciing mOt bd nhd. Trong cd hai truOng hgp, n0i
dung cla NVRAM van dugc luu gilr khi tat dién.

Bus: Phan 16n cic router d€u c6 bus hé thdng va CPU bus. Bus hé
thOng dugc s dung d€ thong tin lién lac gilta CPU vdi cic cOng giao ti€p va
cdc khe m3 rOng. Loai bus nay van chuy€n d{t li€u va cdc cau 1énh di va dén
céc dia chi cUa 6 nhd tuong Ung.

ROM (Read Only Memory): La ndi luu doan mi cUa chuong trinh ki€m
tra khi kh3i dOng. Nhiém vu chinh clla ROM 12 ki€m tra phan cUng cUa router
khi khGi dOng, sau d6 chép phan mém Cisco 10S tU flash vio RAM. MOt s
router ¢ th€ c6 phién ban I0S cii dung lam nguOn khdi dOng du phong.
NOi dung trong ROM khong th€é xod dugc. Ta chi c6 th€ ning cdp ROM



bang cdch thay chip ROM mdi.

Céc cOng giao ti€p: La noi router k€t nOi v4i bén ngoai. Router ¢6 3 loai
cOng: LAN, WAN va console/AUX. C6ng giao ti€p LAN c6 thé gan cO dinh
trén router hoac dudi dang card roi.

COng giao ti€p WAN c6 thé€ 1a cOng Serial, ISDN, cOng tich hgp don vi
dich vu kénh CSU (Chanel Service Unit). Tuong tu nhu cOng giao ti€p LAN,
cdc cOng giao ti€p WAN ciing cé chip di€u khi€n ddc biét. COng giao ti€p
WAN c6 thé€ dinh trén router hodc 3 dang card roi.

COng console/AUX 1a cOng nbi ti€p, chl yéu dugc dif dung d€ cau
hinh router. Hai ¢Gng nay khong phai 12 loai cOng d€ két ndi mang ma 1a d€
k€t n6i vao mdy tinh thong qua modem hodc théng qua cOGng COM trén may
tinh d€ tU mdy tinh thuc hién cau hinh router.

NguOn dién: Cung cdp di€n cho cic thanh phan cla router, mOt s
router 16n c6 th€ sU dung nhi€u bd ngudn hodc nhi€u card ngudn. Con & mOt
sO router nh®, ngudn dién c6 thé€ 12 bd phén ndm ngoai router.

[ Tawe [_]Conscle
IWIiCs
ngar Ilnlj;ﬁ.e | MBEDAD - WIE:iSIDls am
ua| Procassor 2624 2625
= Asnyc Porls
PCMCIA et Systarn L) Managemeant
CPU Bus Biis 2509-2512 =i
2517-2519
Flash | Systemn —  Huh Pors
: Control 2505, 2507, 2516 | | Daughter and
ASIC Huk: Cards
NWRAM - DRAM —| ElhemeuTR
SIMM
On Board WAN Power
il DRAM = Faris Supphy
Hinh 1.5a
Network Modules
Main Board Drher Nis |
4B ISDH MM
= M nakog -[
= g AnakgH]
Hast = = L {
MPC360 £Cl [2¢] Bl |[E AinakgH]
PowerQuick Bridge % -
w| Y
WIC slot 0 i d =
SCCs
WIC slat 1 .
= — Lan o R “LAN Variants
1e2x@wiEXP
Cbus 182x@wWIEXP
— LAN 1* H 1e2x@wiEXP
1e2x@wlEXP
Boat B | NVRAMY 1e2x@wi1ExXF
rom || FEASH (| DRAM |l eonsoie || Cookie | | am
Sockel
A7W  [=+5V
Power [»=+12V
N Supply 12V
Hinh 1..5b >




2.2. Pac di€m vat Iy cla router
Khong nhat thi€t 12 ban phai bi€t vi tri cUa cic thanh phan vat 1y trong
router m&i c6 th€ s& dung dugc router. Tuy nhién trong mot s truGng hagp, vi
du nhu nang cdp bd nhG chang han, nhimg ki€n thlc nay 1ai rat h{ru dung.
Céc loai thanh phan va vi trf cUa ching trong router rat khac nhau tuy
theo tUng loai phién ban thiét bi.

Power Supply Flash SIMM  Boot ROM RARM DIMMs CPU

Hinh 1.6a: Cau triic bén trong cUa router 2600

LF.:uilEll'lrm'nr:zl Consobz Auiliary Fower Powar Cond
Fona Port Fart Swilch Connaclion

Hinh 1.6b: Cdc loai két nbi bén ngoai cla router 2600
2.3. Cac loai k&t ndi ngoai clia router

Router c6 ba loai k€t nOi c0 ban 1a: cGng LAN, WAN va cOng quan ly
router. COng giao ti€p LAN cho phép router k€t n0i vio moi triGng mang cuc
b0 LAN. Thong thuOng, cOng giao ti€p LAN 1a cOng Ethernet. Ngoai ra ciing
c6 cOng Token Ring va ATM (Asynchronous Tranfer Mode).

K&t n0i mang WAN cung cap két ndi thong qua cic nha cung cap dich
vU dén cic chi nhanh & xa hodc két n6i vao Internet. Loai k&t noi nay c6 thé
12 nOi ti€p hay bat kY loai giao ti€p WAN, ban can phdi c¢6 thém mot thiét bj
ngoai vi nhur CSU chang han d€ nbi router d€n nha cung cap dich vu. Béi vGi
mOt sO loai giao ti€p WAN khdac thi ban c6 th€ két nli truc ti€p router cla
minh d€n nha cung cap dich vu.

ChUec ning cla port quan 1y hoan toan khic v&i ai loai trén. két nbi



LAN, WAN d€ két n0i router va mang d€ router nhan va phat cac géi d{f liu.
Trong khi d6, port qudn 1y cung cdp cho ban mOt két ndi dang vin ban dé€
ban c6 th€ cdu hinh hodc xU 1y trén router. COng quan ly thudng 1a cOng
console hodc c6ng AUX (Auxilliary). Pdy 1a loai cOng ndi ti€p bat dOng
b0 EIA-232. Cic cOng nay két ndi vao cOng COM trén mdy tinh. Trén
may tinh, chiing ta s& dung chudng trinh mo phOng thi€t bi dau culi d€ thiét
1ap phién két ndi dang vin

ban vao router. Thong qua ki€u k&t ndi nay, ngUdi quan tri mang c6 thé quan
ly thié€t bi cUa minh.

WaN Connections

LAN Connections  Management Port
Cannections
Hinh 1.7: Cdc loai k€t nGi bén ngoai cla router
2.4. K&t nbi vao cOng quan 1y trén router

COng console va cOng AUX la cOng qudn ly trén router. Loai
cOng noi ti€p bat ddng bO nay duoc thi€t k€ khong phdi d€ két ndi mang
ma 13 d€ cdu hinh router. Ta thuOng s dung cOng console d€ thi€t 1ap cdu
hinh cho router vi khong phdi router nao ciing c6 cOng AUX.

Khi router hoat ddng 18n dau tién thi chua c6 thong s mang nao dugc
cau hinh ca. Do d6 router chua thé giao ti€p vGi bat ky mang ndo. PE€ chudn
bi khéi dOng va cdu hinh router, ta ding thi€t bi ddu cudi ASCII két ndi vao
cOng console trén router. Sau d6 ta c6 th€ ding 1énh d€ cau hinh, cai dat cho
router.

Khi ban nhdp cdu hinh cho router thong qua cOng console hay cOng
AUX, router c6 th€ két ndi mang d€ x( Iy su cO hodc theo ddi hoat dOng
mang. ban c¢6 thé cdu hinh router tUf xa bang cich quay sO qua modem két n6i
vao cOng console hay cOng AUX trén router.

Consale Port RJ-45

Rallavar R.J-45 o DB-9 Compuler
Cabha Adapter



Hinh 1.8: Két n6i modem vao cOng console hay cong AUX

Khi x(t 1y su’ cO, ban nén s& dung cOng console thay vi cOng AUX. Vi
mdc dinh 14 cOng console c6 th€ hién thi qud trinh kh3i dOng router, thong
tinhoat dOng va cic thong di€p bdo 10i cla router. COng console dugc st
dung khi ¢c6 mOt dich vu mang khong khGi dOng dugc hodc bj 16i, khi khoi
phuc Iai mat ma hodc khi router bi su' cd nghiém trong.

2.5. Thiét 1ap k&t ndi va cOng console

COng console 1a loai cOng quan 1y, cung cdp dudng két ndi riéng vao
router. COng nay dugc st dung dé€ thi€t 1ap cau hinh cho router, theo ddi
hoat dOng mang va khoi phuc router khi gdp su cO nghiém trong.

P& k&t ndi PC vao cOng console ban can cé cap rollover va bO chuy&n
d0i RJ45- DBY. Cisco c6 cung cdp b0 chuyén d6i nay d€ nbi PC vao cOng
console.

PC hay thi€t bi dau cudi phdi c6 chuong trinh md phdng thi€t bi dau
cubi VT100. Thong thudng phan mém nay 1a HyperTerminal.

Sau déy 1a cic budc thuc hién két nOi PC vao cOng console:

1. C&u hinh phan mém gid 1ap thi€t bi dau culdi nhu sau:

Chon diing cOng COM.
T6c d6 band 12 9600.
Data bits: 8

Parity: None

Stop bits: 1

Flow control: None

2. Cadm mOt ddu RJ45 cla cép rollover vao cOng console trén router
. Cam dau cdp con 1ai vao bd chuyén d6i RJ45-DB9.

4. Gan dau DB cla b0 chuyén d6i vio cOng COM trén PC.

(O8]

RJ-45
Connector

Console Por ——

Rollowar RJ-45 o DB-9 Compulier
Cable Auclapber



Hinh 1.9a: Két n6i PC vao cOng console trén router

COM1 Praperties E1ES
Pms-nrnrm5|
Bits par s=cond: {9606 =]
Dats bis: |2 =]
Banty: INl:ﬂ: :]
Siop bis! || j
Flow control R ~ |
Resiore Dafsuls E
| oK | Cancel | |

Hinh 1.9b: C4u hinh hyper terminal d€ két n0i vao console
2.6. Thuc hién két n6i v6i cong LAN

Trong hau hét cdc moi truOng mang LAN hi€n nay, router dugc két nOi
vao LAN bang cOng Ethernet hodc Fast Ethernet. Router giao ti€p v&i mang
LAN théng qua hub hodc switch. Chiing ta st dung cép thang d€ n6i router va
hub/switch. DOi vGi tat ca cac loai router ¢ cOng 10/100BaseTx chiing ta déu
phdi st dung céap UTP CATS5 hodc cao hon.

Trong mOt sO truOng hop ta c6 thé két ndi truc ti€p cOng Ethernet trén
router vao mdy tinh hodc vio router khac bang cp chéo.

Khi thuc hién két ndi, ching ta phdi luu y cap ding cOng vi néu cdm
sai c6 th€ giy hu hdng cho router va thi€t bi khadc. Trén router c6 rat nhi€u
loai cOng khic nhau nhung hinh dang cOng lai gibng nhau. Vi du nhu:
cOng Ethernet, ISDN BRI, console, AUX, cOng tich hgp CSU/DSU, cOng
Token Ring déu sU dung cOng 8 chan la RJ45, RJ48 hodc RJ49.

2.7. Thuc hién két ni v6i cOng WAN

K&t ndi WAN c6 nhi€u dang khic nhau. MOt két ndi WAN s dung

nhi€u ky thudt khic nhau d€ thuc hién truyén d{t li€u qua mbt vung dia ly



rOng 16n. Cic dich vu WAN thuOng dugc thué tU nha cung cap dich vu.
Chiing ta c¢6 3 loai k€t n6i WAN nhu sau: k€t n6i thué kénh riéng, két
nOi chuyén mach - mach, két nOi chuy&n mach géi.

Synchronous Serial e
Leased Line H

Asynchronous Serial,
1SDM Layer 1

Circuit-Switchad Telephcl-ne . T 'ﬁ
Comp-an}r _,,

Synchmnnus Serial

Packet-Switched Een-ll:e al
rO'-fIder J

Hinh 1.10a: Cdc loai két n6i WAN

P6i véi tung loai dich vu WAN, thi€t bi thuOc s& hlu cUa
khiach hang (CPE - Customer Premises Equipment), thong thudng la router,
duoc goi 1a thi€t bi dF liéu dau cudi DTE (Data Terminal Equipment). Thiét
bi DTE nay dudc k€t ndi vio nha cung cdp dich vu thong qua thi€t bi két
cubi mach dit liéu DCE (Data Circuit- terminating Equipment), thong
thudng 12 modem hay CSU/DSU. Thiét bj DCE nay dugc st dung d€ chuyén
d0i d(t liéu tU DTE sang dang phit hgp vGi dich vu cla nha cung cép dich vu.

Hau hét cic cOng WAN trén router déu la cOng Serial. Cong
vi€c chon lua cho ding loai cdp s€ rat dé dang khi ban trd 10i dudc 4 cu
héi sau:

Loai k&t nGi trén thi€t bi Cisco 1a loai nao? Cisco router s dung
nhi€u loai ddu ndi khac nhau cho cGng Serial. Nhu trong hinh 1.2.7b, cOng bén
trdi 12 cOng Smart Serial, cGng bén phdi 1a cGng DB-60. Lua choncdp Serial d€
két n6i hé thdng mang 12 mOt phan then chdt trong qua trinhthi€t 1ap WAN.

Serial Porty —————
L_ - fﬂ;- T e [ —
. :
] =
— !
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Hinh 1.10b: Cdc loai dau ndi cho cOng Serial

Hé th6ng mang dudc két ndi va thi€t bi DTE hay DCE? DTE va DCE
12 hai loai cOng serial khac nhau. Pi€m khac nhau quan trong gilta hai loai nay
1a: thi€t bi DCE cdp tin hi€u xung ddng hO cho qud trinh thong tin lién lac trén
bus.

Thiét bj doi hdi chudn tin hiéu nao? moi loai thiét bi khic nhau sé& sUr
dung loai chudn Serial khdc nhau. MOi chu@n s€ quy udc tin hiéu
truy€n trén cap va loai ddu ndi & 2 dau c4p. Ban nén tham khdo tai liéu cla
thiét bi d€ x4c dinh chudn tin hiéu cla thiét bi.

- r
EREric Router Connections

OTE

Provider 8  EiaMIA-232 EIATIA448 V.35 xa E|A-630
Metwork Connectlons at the CSU/DSU

Hinh 1.10c: Két n0i cdc thiét bi DTE va DCE



BAI 2: GIOI THIEU VE ROUTER
Ma bai: MD34-02
Gigi thiéu:

Céc kY thuat cla Cisco déu dugc xiy dung dua trén hé di€éu hanh
mang Cisco (ISO). Phdn mém IOS di€u khi€n qua trinh dinh tuy€n va chuyén
mach trén céc thi€t bi két noi lién mang. Do d6 ngudi qudn tri mang phai
ndm vimg vé I0S. Trong chuong nay, ching toi s€ gidi thiu co ban va khdo
sat cac dac di€m cla IOS. Tat cd cic cong viéc cdu hinh mang tUr don gidn
nhat dén phlc tap nhat déu dua trén mOt nén tdng cO ban 12 cau hinh router.
Do d6 trong chuong nay ciing gidi thi€u vé cic kY thudt va cong cU cO bdn
d€ cau hinh router ma ching ta sé st dung trong sult gido trinh nay.

Muc tiéu:
-Nam dudc muc dich cUa IOS.
- M5 ta hoat dOng cad ban cla IOS.
-Nam dudc cdc dac diém cla IOS.
-Nam dugc phuong thiic thi€t 1ap phién giao ti€p bang dong 1énh véi
router.
- Chuyén d0i gilta cac ch€ d0 cdu hinh router.
- Thiét 14p k&t nGi bang HyperTerminal vio router.
- Truy cap vao router.
- SU dung tinh niing trQ gitip trong giao ti€p bang dong 1énh.
- Thuc hién céc thao tdc an toan v&i mdy tinh.
NOi dung:
1. Gi6i thiéu hé diéu hanh I0S
Muc tiéu:
-Nam dudc muc dich cUa IOS.
- M5 ta hoat dOng cd ban cla IOS.
-Nam dudc cdc dac diém cla IOS.
-Nam dugc phuong thiic thi€t 1ap phién giao ti€p bang dong 1énh véi
router.
1.1. Muc dich cla phan mé&m Cisco 10S
TuOng tU nhU may tinh, router va switch khong thé hoat dOng dugc
n€u khong c6 hé diéu hanh. Cisco g0i hé di€u hanh cUa minh 13 hé di€u hanh
mang Cisco hay g0i tat 1a Cisco IOS. Hé di€u hanh dugc cai trén cic Cisco



router va Catalysst Switch. Cisco I0S cung cap céc dich vU mang nhU sau:
Dinh tuy€n va chuy€n mach.
Bao dam va bdo mat cho vi€c truy cap vap tai nguyén mang.
MG rOng hé thOng mang.

1.2. Giao dién ngudi ding cUa router

Phan mém Cisco sU dung giao dién dong 1énh (CLI - Command - line
interface) cho mdi truOng console truy€n thOng. I0S 1a mét kY thudt co ban,
tUr d6 dudgc phit tri€n cho nhi€u dong sdn phdm khéac nhau cla Cisco. Do dé
hoat dOng cu thé€ cla tUng I0S sé rat khac nhau tuy theo tUng loai thi€t bi.

Chiing ta c6 nhi€u cdch khdc nhau d€ truy cdp vao giao dién CLI cla
router. Cach dau tién 13 két nOi truc ti€p tU may tinh hodc thi€t bi dau cudi
vao cOng console trén router. Cach th( hai 1a s& dung duOng quay sO qua
modem hodc két ndi null modem vio cOng AUX trén router. Ca hai cach trén
déu khong can phdi cdu hinh trudc cho router. C4ch th(r ba 1a telnet vao
router. D€ thi€t 1&p phién telnet vio router thi trén router it nhat phdi c6 mot
cOng di dudc cau hinh dia chi IP, cic duOng vty di dudc cdu hinh cho phép
truy cap va dat mat ma.

1.3. Céac ch€ dd cau hinh router

Giao di€n dong 1énh cla Cisco sU dung cdu trisc phan cap. Cau triic
ndy doi hdi ban muOn cdu hinh cdi gi thi phdi vio ché d6 tuong Ung. Vi du:
né€u ban mulOn cdu hinh cOng giao ti€p nao cUa router thi ban phai vio ché
do cau hinh cOng giao ti€p d6. TU ch€ d0 nay tat cd cdc cau hinh dugc nhap
vao chi c6 hiéu luc d6i vdi cOng giao ti€p tuong Ung ma thdi. Tuong Ung vai
mOi ch€ d6 cau hinh c6 m6t ddu nhac dac trung riéng va mOt tap 1€nh riéng.

IOS ¢6 mot trinh thong dich goi 1a EXEC. Sau khi ban nhap moOt cau
1énh thi EXEC sé thuc thi ngay cau 1€énh do.

Vi ly do bdo mat nén Cisco I0S chia phién ban lam viéc cla EXEC
thanh hai ch€ d6 1a: ch& d0 EXEC ngudi dung va ché d6 EXEC ddc quyén.
Sau day 12 cdc dac di€m cla ch€ d6 EXEC ngu0i ding va ché d0 EXEC dac
quyén:

Ché d0 EXEC ngudi dung chi cho phép thuc thi mOt sO cau 1€nh
hién thi cdc thong tin cO ban cla router ma thoi. Ché d0 nay chi dé
xem chf khong cho phép thuc hién cic ciu 1€énh l1am thay dGi cau
hinh router. Ch€é d6 EXEC ngu0i ding ¢6 dau nhac 1a “>”.

Ché d6 EXEC ddc quy€én cho phép thuc hi€n tat cd céc ciu 1€nh cla
router. Ban c6 th€ cdu hinh d€ ngudi ding phdi nhdp mat ma truGe
khi truy nhdp vao ch€ d0 nay. Ngoai ra, d€ ting thém tinh bdo mat
ban c6 th€ cdu hinh thém userID. Di€u nay cho phép chi nhiing
ngUdi nao dugc phép mdi c6 thé truy cap vao router. NgUdi quan tri
mang phdi & ché d0 EXEC dac quyén mdi c6 thé st dung cic ciu



1énh d€ cdu hinh hodc quan 1y router. TU ché d0 EXEC dac quyén
ban c6 th€ chuyén vao cic ch€ d0 ddc khic nhau nhu ché d0 cau
hinh toan cuUc chang han. Ché d6 EXEC dac quyén dugc xdc dinh
bdi ddu nhac “#”.

P& chuyén tUr ché d0 EXEC ngudi ding sang ch€ d0 EXEC ddc quyén
han ding 1énh enable tai ddu nhdc “>”. N€u mat mi di dugc cai dat thi
router s€ yéu cau ban nhap mat ma. Vi 1y do bdo mat nén céc thi€t bi mang
Cisco khong hi€n thi mat ma trong ldc ban nhdp ching. Sau khi mat ma dugc
nhdp vao chinh xdc thi ddu nhac *“>” chuyén thanh “#” cho biét ban dang &
ché d6 EXEC dac quyén. Ban go ddu cham hoi (?) ¢ ddu nhac nay thi sé
thdy router hi€n thj ra nhi€u ciu 1énh hon so vGi & ché ¢ EXEC ngudi dung.

Sk User EXEC

SAaDenable

A

Passw rd:

Y
SADN Privileged EXEC
shDfdisable

r User EXEC

Hinh 2.1 Cdc ch€ db c8u hinh router
1.4. Céc dac di€m cia phan mem Cisco I0S

Cisco cung cdp rat nhi€u loai IOS cho céc loai sdn pham mang khéc
nhau.

PE t0i Uu hod phan mém IOS cho nhiéu loai thiét bj, Cisco da phat
tri€én nhi€u loai phan mém Cisco I0S. M6i loai phan mém I0S phir hgp v6i
tUng loai thi€t bi, véi mUc dung 1ugng b0 nhé va vdi nhu cau cla khich
hang.

Mac dui ¢6 nhi€u phan mém I0S khac nhau cho nhi€u loai thiét bi v&i
nhi€u ddc tinh khic nhau nhung cdu tric 1énh cdu hinh c¢0 ban thi van gilng
nhau. Do d6 kY ning cdu hinh va xU 1y su' c6 cla ban cé thé Ung dung cho
nhi€u loai sdn phdm khéc nhau.

Tén cla Cisco I0S dugc quy Udc chia ra thanh ba phan nhu sau:

Phan th(f nhat th€ hién loai thi€t bi ma phan mém IOS niy c6 thé sU
dung dugc.

Phan th(r hai th€ hién cdc ddc tinh cla phdn mém IOS.

Phan th( ba th€ hién noi chay phan mém IOS trén router va cho biét
phan mém nay dugc cung cap dudi dang nén hay khong nén.

Ban c6 thé lua chon cic ddc tinh ddc biét cla I0S nhO phan mém
Cisco Software Advisor. Cisco Software Advisor 124 mOt cong cU cung cap céc
thong tin hi€n tai va cho phép ban chon lua cdc dac tinh cho phu hgp vdi yéu
cau cla hé thGng mang



The name has three parts, separated by dashes: e.g. Xxx-yyy-ww:

xxxx = Platform
yyyy = Feature
ww = Format — where It execute from if compressed

Name Codes
E’ latform (Hardware) (Partial list)

C1005 | 1005

C1600 | 1600

C1700 | 1700, 1720, 1750

C2500 | 25xx, 3xxx, 5100, AO (11.2 and later only)

C2600 | 2600

C2800 | Catalyst 2800

C2900 2910, 2950

C3620 | 3620

C3640 | 3640

C4000 [ 4000 (11.2 and later only)

C4500 | 4500, 4700

| Feawre (Partial sy |

B Appletalk

Boot | Boot image

C Commserver file (CiscoPro)

Drag | IOS based diagnostic images

G ISDN subnet (SNMP, 1P, Bridging, ISDN, PPP, IPX, Atalk)

I IP subnet (SNMP, IP, Bridging, WAN, Remote Node, Terminal
Services)

N IPX

Q Async

T Telco return (12.0)

v Reduced IP (SNMP, IP RIP/IGRP/EIGRP, Bridging, ISDN, PPP)
(C1003/4)

Z Managed moderns

40 40 bit encryption

56 56 bit encryption

F Flash

M Ram

R Rom

L Rebcatable




Compression Type
Z Zip compressed (note lower case)
X M zip compressed
W “STAC” compress
Hinh 2.2: Tén cUa Cisco 10S

Khi ban chon mua I0S mdi thi mOt trong nhiing di€u quan trong ban
can phdi chi y 13 su tuong thich gilra I0S v&i bd nh& flash va RAM trong
router. Thong thuOng thi cic phién ban mdi c6 thém nhi€u dac tinh mdi thi l1ai
doi hdi thém nhi€u b0 nhd. Ban c¢6 thé dung 1&nh show version d€ ki€m tra
phan I0S hién tai va dung lugng flash con trOng. Trén trang web hO trg cla
Cisco c¢6 mOt sO cdng cU gitip ban xdc dinh dung 1uong flash vi RAM céan
thiét cho tUng loai 10S.

Trudc khi cai dat phdn mém Cisco I0S mdi 1én router, ban phdi ki€m
tra xem router c6 dU dung 1uong bd nhd hay khong. PE xem dung lugng RAM
ban dung 1énh show version:

...<output omited>.. cisco 1721 (68380) processor (revision c¢) with
3584k/512K bytes of memory.

Dong trén cho bi€t dung 1ugng cUa b0 nhd chinh va b0 nhd chia sé trén
router. C6 mOt sO thi€t bi s& dung mOt phdn DRAM Iam b nhd chia sé.
TOng hai dung 1ugng trén 1a dung luong that su clla DRAM trén router.

P& xem dung 1ugng cla b0 nhd flash ban dung 1€nh show flash:
GAD#show flash

...<output omitted>...

1599897 bytes total (10889728 bytes free)

EHM#show flash
PCMCIA flash directory:
File Length Mame/status

1 eD0723z  ci7 sy
(6007296 bytes used, 234160 available, (251456
total]
61448 bytes of processor board PCMCIA flash (Read
CQHLY)
BHM#

Hinh 2.4b: Xem dung lUOng b0 nho flash
1.5. Hoat dOng clla pham mém Cisco 10S
Thiét bi Cisco I0S ¢6 3 ché d0 hoat dOng sau:
ROM monitor
Boot ROM



Cisco IOS.

Thong thuOng trong qué trinh kh&i dOng router, mOt trong cic ché do
hoat dOng trén dudc tdi 1én RAM d€ chay. Nguoi qudn tri hé thOng cé thé
cai dat gid tri cho thanh ghi d€ di€u khi€n ché d6 khdi dOng mdc dinh router.

Ché d0 ROM monitor thuc hién qua trinh bootstrap va ki€m tra phan
cUing. Ché d0 nay dudgc st dung d€ khoi phuc lai hé thOng khi bi 16i ngiém
trong hodc khi ngu0i qudn tri mang bi mat mat mi. Chung ta chi c6 thé truy
cap vao ch€ d0 ROM monitor bang dudng két nbi vat 1y truc ti€p vao cOng
console trén router. Ngoai ra ching ta khong thé€ truy cdp vio ché dd niy bang
bat ky cOng nao khic.

Khi router & ch€ dd boot ROM, chi c6 mOt phan chlc ning cUla Cisco
I0S 14 hoat dOng dugc. Ché d6 boot ROM cho phép ban chép dugc 1én bd
nhd flash, nén ch€ d0 nay thuOng dugc si dung d€ thay th€ phan mém Cisco
IOS trong flash. Ban ding 1€nh copy tftp flash d€ chép phdn mém IOS trén
TFTP server vao b0 nhd flash trén router.

Operating Environment ~ Prompt Usage

ROM manitar > Or ROMMOH> Failura or password recovary
'Boot ROM ‘Router(boot)>  Flash image upgrade

: Cisco 105 Router> Marmal operation

Hinh 2.4a: Router O ché d) boot ROM

Router muOn hoat dOng binh thuOng thi phdi chat dugc toan b0 phan
mém I0S trong flash. O mOt sO thiét bi, phdn mém I0S dugc chay truc tiép
tUr flash. Tuy nhién, hdu hét cdc Cisco router déu chép phan mém IOS 1én
RAM r0i chay t& RAM. MOt s6 phan mém IOS 1uu trong flash dudi dang
nén va dugc gidi nén khi chép 1én RAM.

Ban dung 1énh show version d€ xem céic thong tin vé phan mém IOS,
trong d6 c6 hi€n thi gia tri cdu hinh cUa thanh ghi. Con n€u ban muOn xem hé
thOng con bag fitifélieddfigitlong bO nhd d€ tai phan mém Cisco I0S mdi thi

n Cisco I tk €perating System Software
ban dﬁng leénh showflashy scftware (Cc1700-EMSY-1), Version
’ ) 12.2(11}P, RELEASE SOFTWARE (fcl)
. coutput omitteds,
System image £ile is "flash:cl7)0-y7-mz", booted wia

flash

cisco 1721 (&8380) processor (revision C)] with
A5B4K/5312K bytes of memory.

Processor board ID 12014633, with hardware revision

0oaadoon

Bridging software.

%.25 software, Version 2.0, NET2, BFE and GOSIP
compliant.

1 Ethernet/IEEE 802.3 interfaceis)

2 serial (sync/fasy

nz) network interface(s)

System/I0 memory with parity disabled

f CEAM on S1MM

f processor board PCMCIA flash (Read ONLY)
Configuration register is Ox210J
BHM ¥




Hinh 2.3: Xem thong tin phdn mém 10S

2. Bat dau vdi router
Muc tiéu:

- Hi€u dugc qu4 trinh khdi dOng cla router.
- Chuyén d0i gilta cac ch€ d0 cdu hinh router.

- Thiét 1&p két nGi bang HyperTerminal vio router.
- Truy cap vao router.
- SU dung tinh niing trQ gitip trong giao ti€p bang dong 1énh.

2.1. Kh@i dOng router

Router khéi dOng bang cich tai bootstrap, hé di€u hanh va tap tin cdu
hinh. N&u router khong tim thdy tap tin cdu hinh thi s& tu dOng viao ché do
cai dat. Khi ban hoan tat viéc cau hinh trong ché d0 cai dat thi tap tin cdu

hinh d6 sé& dugc 1uu trong NVRAM.

DE cho router bat dau hoat dOng, qué trinh khdi ddng phdn mém Cisco

IOS thuc hién 3 cong doan sau:

Ki€m tra phan clng cUa router va bdo ddm 1a ching hoat ddng tOt.

Tim va tdi phdn mém Cisco 10S.

Tim va thuc thi tap tin cdu hinh khdi ddng hodc vao ché do cai dat

né€u khong tim thay tap tin nay.

ROM 4’1 Boolstrap | Load boolsirap
Flazh - Cisco
Internetwork Locate and load
EEE—
TFTP Server Oparating operating system
Syslam
ROM
EEE——
MW RLAR Locate and load
Confi ticn il tion fil
TFTP Server [——————_ IlgliIIJE:EI ° - El'-";: o
enter "setup” mode
Console  |———————|

Hinh 2.5a: Cdc bu@c khOi dOng router

Khi router m&i dugc bat dién 1én thi né thuc hién qua trinh tu ki€m tra




POST (Power on self test). Trong qué trinh nay, router chay mOt trinh t ROM
d€ ki€m tra tat cd cdc thanh phan phan cUng trén router, vi du nhu ki€m tra
hoat déng cla CPU, b0 nhG va cic cOng giao ti€p mang. Sau khi hoan tat qué
trinh nay, router bat dau thuc hién khdi ddng phan mém.

Sau qué trinh POST, router s€ thuc hi€n céc budc sau:

Budc 1: Chay chuong trinh nap bootstrap tr ROM. Bootstrap chi don
gidn 13 moOt tap 1€énh d€ thuc hién ki€m tra phan clUng va khdi dOng
I0S.

Budc 2: Tim 10S. Gi4 tri khéi dOng trén thanh ghi cdu hinh s& quyét
dinh viéc tim I0S & dau. N&€u gid tri nay cho biét 1a tdi I0S tU flash
hay tU mang thi cic cau 1é€nh boot system trong tap tin cdu hinh sé
cho bi€t chinh x4c vi trf va tén cla IOS.

Budc 3: Tai hé diéu hanh di duoc tdi xudng va bat dau hoat dbng
thi cdc ban s thay hién trén man hinh console danh sich cédc thanh
phan phan cling va phdn mém c6 trén router.

Budc 4: Tap tin cau hinh 1uu trong VNRAM dudgc chép 1én bd nhG
chinh va dugc thuc thi tUng dong 1énh mOt. Céc ciu 1énh cdu hinh
thuc hién kh3i dOng qud trinh dinh tuy€n, dat dia chi cho cic cOng
giao ti€p mang va thiét 1ap nhi€u ddc tinh hoat ddng khic cho router.
Budc 5: Néu khong tim thdy tdp tin cdu hinh trong VNRAM thi hé
diéu hanh sé di tim TFTP server. Néu ciing khong tim thdy mOt TFTP
server nao thi ch€ d0 cai dat sé dugc khdi dOng.

Trong ch€ d0 cai dat, cic ban khong th€ cdu hinh cho cic giao thiic
phUc tap cUa router. Muc dich cUa ché d6 cai dat chi 1a cho phép nguGi quan
tri mang cai ddt mOt cau hinh t0i thi€u cho router khi khong thé tim dugc tap
tin cdu hinh tU nh{ing nguon khic.

Trong ch€ d0 cai dat, cau trd 10i mac dinh dugc dat trong ddu ngodc
vuong [] ¢ sau mOi cau hdi. Ban c6 thé nhdn phim Ctrl-C bat kY lic nao dé
k€t thic qua trinh cai dat. Khi d6 tat cd cic cOng giao ti€p mang trén router s&
doéng 1ai.

Khi ban hoan tat cau hinh trong ché d0 cai dat, ban s& gdp cic dong
thong bao nhu sau:

[0] Go
[1] Return back to the setup w1thop_t saving this config.
[2] Save:this qaenfﬂgmauanat@&wram andrexiti i1 for hein.

configuration dialog at any prompt.

Enter YQWAS¢1CPIFPHI?1 e in sguare brackets '[]1°.

Continue with configuration dialeg? [ves].

First, would you like to see the current interface summary?
[ves]

Interface IP-Address OK? Hethod Status Protocel
TokenRingl unassigned (L[] not =set down down
Ethernetl unassigned (L[] not set down down
Seriall unassigned MO not set down down

Fddi unassigned MO not set down down




Hinh 2.5b: Ché dd cai dat cUa router
2.2. Dén LED béo hi€u trén router

Ethernet/ Senal 0 Senal1 BRI Ok
Token Ring

Hinh 2.6: Bén LED bdo hiéu trén router

Cisco router sU dung dén LED d€ béo hi€u cic trang thai hoat dOng cUa
router. C4c loai den LED nay s€ khdc nhau tuy theo céc loai router khéic nhau.

Céc den LED cla cdc cOng trén router s€ cho bié€t trang thai hoat dOng
cUa cdc cOng. Néu den LED cla mOt cOng nio d6 bi tat trong khi cbng d6
dang hoat dOng va dugc két ndi ding thi chling t6 1a di c6 su cO doi véi
cOng d6. N€u mOt cOng hoat dOng lién tuc thi den LED cla cOng d6 sang lién
tuc. Con den LED OK & bén phdi cOng AUX s€ bat sang sau khi router hoat
dOng tOt.
2.3. Khdo sit qua trinh kh@i dOng cUa router

Vi du & hinh 2.7a cho thdy ndi dung cdc thong di€p dugc hié€n thj trén
man hinh console trong sult qud trinh kh&i dOng cla router. C4c thong tin nay
s€ khdc nhau tuy theo céc loai cOng cé trén router va tuy theo tUng phién ban
Cisco 10S. Do d6 hinh 2.7a chi 1a mOt vi du d€ tham khdo ch( khong pdn dnh
chinh x4c toan bO nhing i dugc hién thi.

Router

System Boptstrap, Version XK. X (XXXX) [XXXXX XX], RELEARSE
SOFTWARE

Copyright (<) 198&-188Y% by Cisco Systems

2500 processor with 409& Kbytes of main memory

Motice: MWVRAM invalid, possikly due to write srase,
F3: 5707928 +1462396+258800 at Ox30000&0
Festricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(e} of the Commercial Computer Software - Restricted
Eights clause at FAR sec. 532.227-189 and subparagraph

{z) (1) {ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.




Hinh 2.7a: Théng tin hi€n thi trong qud trinh khGi dOng router

Trong hinh 2.7b, cau “VNRAM invalid, possibly due to write erase” cho
bié€t router nay chUa dugc cau hinh hodc 13 NVRAM da bi xo4. Thong thudng
khi router d3 duQc cdu hinh thi tap tin cdu hinh dugc 1uu trong NVRAM, sau
d6 ta phdi cdu hinh thanh ghi d€ router s& dung tap tin cdu hinh nay. Gia tri
mdc dinh cUa thanh ghi cdu hinh 13 0x2102, khi dé router s& khdi dOng v&i
Cisco IOS tai tU bd nh& flash va tap tin cdu hinh tdi tr NVRAM.

Hotice: HVRAM invalid, possikbly due to write erase,
-—— Bystem Configuration Dialog ---

P

At any point you may enter a question mark for help.
Fefer to the 'Getting Started' Guide for additional help.
Use ctrl-c to abort configuration dialeg at any prompt.
befault settings are in sguare brackets '[]'.

Would ywou like to enter the initial configuration dialog?
|yes]:

Hinh 2.7b: Théng tin hi€n thi trong qud trinh khGi dOng router
Dua vao thong tin nhu hinh 2.7¢c, ching ta c6 th€ x4c dinh dudc phién
bdn cla phan mém boottrap va I0S dang dugc si dung trén router. Ngoai ra
ban ciing x4c dinh dugc phién ban cUa router, bd xUr 1y 1a loai gi, cung 1Uong
cUa bl nhé i
SO 1L |J'Ung> caceOng' glao t1ep

Nast Tasman

Cac ]ea1 &Qng glaeataep 06 B
Du ngIU‘Gﬁgbo nhd ﬂash

—

{1||
ompiled F 20=-0ct-8X '.":'. by XXX

Image text-basa: 0x03030FCD, data-base: 0x00001000

Cisco J5KX (88030) processoc revision A) with 4082K/2048K

bytas of mamory.

Processor board ID 00000000 X.25 software, Version X.X;
NET2, BFE and GOSIP any::ar'

TH3270 Emulation software ::;}y:;;:t 1884 by TGV Inc).
Basic Rate ISON softwa X.X

X Ethernet/IEEE BD2Z
2 Serial netwoz
2 Serial network interf

1 ISON Basic Rate

32K I\'I.'I-:'_. of non-volatile configuration mamory.

81%2K bytes of processor board System flash (Read CHLY)




Hinh 2.7c: Thong tin hién thi trong qud trinh khOi ddng router
2.4. Thiét 14p phién két ndi bang HyperTerminal

Tat cd céic Cisco router déu c6 cOng console nli ti€p bat ddng bd
TIA/EIA-232 (RJ45). Chiing ta can phadi c6 cdp va b0 chuyén d6i d€ két nOi
tUr thi€t bi dau culi console vao cOng console trén router. Thi€t bi dau culi
console c¢6 th€ 12 mOt thi€t bi dau cubi ASCII hodc 12 mdt PC cé chay
chuong trinh mé phdng HyperTerminal. D€ két ndi PC c6 cOng console chiing
ta dung cdp rollover va b0 chuyé&n dGi RJ45- DBI.

Thong sO mac dinh cla cOng console 1a: 9000 baud, 8 data bits, 1 stop bit, no
flow control. COng console khong c6 ho trg di€u khi€n lubng bing phan clng.
Sau day 12 budc thuc hién d€ k&t ndi moOt thi€t bi dau cudi vao cOng console
trén router:
K&t noi thiét bi ddu cubi vao cOng console trén router bang cdp
rollover va bd chuyén d6i RJ45-DB9 hodc RJ45-DB25.
Cau hinh thiét bi dau culi hodc cdu hinh phan mém mo phdng trén
PC v@i cac thong sO sau: 96000 baud, 8 data bits, 1 stop bit, no flow
control.
2.5. Truy cap vao router

PE cdu hinh router ban phai truy cdp vao giao di€n ngudi ding cla
router bang thi€t bi dau cudi hodc bang dudng truy cap tU xa. Sau khi truy
cap dudc vao router thi ban mdi c¢6 th€ nhdp cic ciu 1&nh cho router.

Vi ly do bao mat nén router c6 2 mUc truy cap:

MUc EXEC ngu‘dl ding: chi c6 mOt sO ciu 1énh ding d€ xem trang
théi cUa router. O mUc nay, ban khong thé thay d6i dugc cau hinh
cUa router.

MUc EXEC dac quyén: bao gOm tat cd cidc ciu 1énh d€ cdu hinh
router.

Ngay sau khi truy cdp dugc vao router ban sé gdp dau nhac cla ché dd
EXEC ngu0i ding. D€ sU dUIlg dugc toan bd tap 1€nh ban phai chuyen vao
ché dd EXEC déc quyén. O dau nhac “>” ban g6 1énh enable. O d&u nhic
password: ban phdi nhap mat mi ding v4i mat mi di dugc cdu hinh cho



router trudc d6 bang 1énh enable secret hodc enable password. Néu méat ma
cUa router di dugc cdu hinh bdi cd 2 1€énh trén thi mat mi cla cau 1€énh
enable secret s& dugc 4p dung. Sau khi hoan tat cic budc trén ban s& gdp
ddu nhac “#” cho biét 13 ban dang & ché d0 EXEC dac quyén. TU ché do
nay ban mdi c6 thé€ truy cap vao ché dd cdu hinh toan cuc rdi sau dé 1a cac
ché& d0 cau hinh riéng bi€t hon nhu:

Ch€ d0 cau hinh cOng giao ti€p.

Ch€ d0 cau hinh cOng giao ti€p con.

Ché d6 c&u hinh dudng truy cap.

Ché€ d0 cau hinh router.

Ché d6 cau hinh route-map.

TU ché d6 EXEC ddc quyén, ban gd disable hodc exit d€ tré vé ché
d0 EXEC ngudi dung. D€ tré vé ché d6 EXEC ddc quyén tU ché dd cdu
hinh toan cUc, ban dung 1€nh exit hodc Ctrl-Z. Lénh Ctrl-Z c6 thé sU dung dé€
tr& vé ngay ché d0 EXEC ddc quyén tr bat ky ch€ d0 cau hinh riéng biét
nio.

-
Router
Router conl is now available.
Press RETUEH to get started.
User RAocess Verification
Pazsword:
FEoubar - User-Mode Prompt

Router>enable

Password:

Eoutard - Privileged-Mode Prompt
Fouterfdisable

Routar>

Fouter>exit

Hinh 2.8: Cdc ché do truy cdp router
2.6. Phim tro giap trong router CLI
Khi ban g& ddu chdm hoi (?) & ddu nhac thi router s€ hi€n thi danh
sach cac 1€nh tuong Ung v&i ch€ d0 cdu hinh ma ban dang &. Chit “--More--"
G cuBi man_hinh cho bi€t 13 phan hién thj van con ti€p. PE xem trang ti€p

Router

theo, ban nhidnm niranit Spacebar. Con neu ban muon men t te ’p| tung dong
moOt thi ban mﬁan;phmEnter hoac Return Ban co the nhan tu‘ng bng mOt thi
pre ~ Cem oy BRcess-L
ban nhan phim bat Ey nao k;hae,de quay trd vé dau nhac.
access-profi Apply user-profile to interfacse
-J.l.;:.?:."_i'_i—|.L'rllj.'--_-.l|.\’_' C;"_"\.IIL a Lemporary hocess-List
entcy
archiwve manage archive files
bfe For manual emergancy modss
setting
cd Change current directory
clear Feset functions
clock Manage the system clock
configure Enter configuration mods
connact dOpan a terminal connection
COpY Copy from one file to ancther
==-More--




Hinh 2.9a: Danh sdch 1énh st dung 0 ché d6 EXEC ngu0i ding

(Router e

Ciscofelock set 19:50:00

% Incomplete command.

Cisco#clock set 15:50:00 7
<l=31> Day of the month
MONTH Month of the year

Ciscotfeleck set 19:50:00 14 7

~

t Invalid input deatected at """ marker.

Ciscofeleck set 19:50:00 14 July

% Incomplete command.

Ciscofelock set 19:50:00 14 July 7
«<18983-2035> Year

Ciscofclock set 19:50:00 14 July 2003

Ciscod

Hinh 2.9b: Cai dat déng ho cho router

D& chuyén vao ché d0 EXEC ddc quyén ban g& enable hodc gd tat 1a
ena ciing dugc. Néu mat mi da dugc cai dat vao cho router thi router sé yéu
cau ban nhdp mat mai. Sau khi ban di viao dugc ché d6 nay rbi thi ban g
dau ch@m héi (?), ban sé& thdy 1a danh sich cic ciu 1énhdung ché ché dd
EXEC dac quyén nhi€u hon han danh sich cdc cau 1énh ma ban thdy trong
ché @0 EXEC ngu0i ding. Tuy nhién cdc tap 1€nh nay s€ khic nhau tuy theo
cau hinh cUa router va tuy theo tUng phién ban phan mém Cisco IOS.

Bay gi0 gid si ban muln cai dat dong hd cho router nhung ban lai
khong bi€t phdi ding 1énh nio thi khi d6 chlc ning trg gidp cla router sé&
gitip ban tim dugc cau 1énh ding. Ban thuc hién theo cdc budc sau:

1.Dung ddu cham hdi d€ tim ciu 1€nh cai dat ddng hO. Trong danh sich
cédc cau 1énh dugc hién thj ban sé tim dugc 1énh clock.

2.Ki€m tra ct phdp ciu 1€nh d€ khai bdo giO.

3. Ban nhap gi0, phiit, gidy theo dung cu phdp cau 1énh. Ban s€ gap cau
thong b4o 14 cau 1€nh chua hoan tat nhu hinh 2.9b.

4.Ban nhan Ctrl-P hodc phim mii tén (!) d& 1ai 1énh vira méi nhdp. O
culi cau 1énh d6 ban thém mot khodng trdng va ddu chdm hoi (?) dé



xem phan k€& ti€p cla cau 1€nh. Sau d6 ban nhdp lai day dU cau
1énh.
5.Néu ban gdp dau (*) thi c6 nghia 13 ciu 1énh di bi nhdp sai. Vi tri cla
dau (*) st cho bi€t vi trf ma cau 1€nh tU dau cho t&i vi tri ma dau (A)
chi sai r0i ban s& nhap thém ddu chdm hoi (?) d€ thém ci phdp diing
ti€p theo cla ciu 1€nh.
6.Ban nhap lai day dU ciu 1€nh theo diing ct phap rOi nhan phim Enter
hodc Return dé thuc thi cau 1énh.
2.7. M@ roéng thém vé cach vi€t cau 1énh
Trong giao dién ngudi diing cUa router, router c6 thé cé ché d6 ho tro
soan thdo cau 1énh. Ban c6 th€ s dung cdc tG hgp phim nhu hink 2.10a d€
di chuyén con trd trén dong 1énh ma ban dang viét khi ban can phai chinh
sUfa cdu 1énh d6. Trong cdc phién bdn phan mém hién nay, ch€ dd ho trg soan
thdo ciu 1€nh 12 hoan toan tU dOng. Tuy nhién n€u ché d6 nay lén dnh hudng
khi ban biét cic script thi ban c6 thé tat béng 1énh terminal no editing trong
ché d0 EXEC dac quyén.

0 and De Dt10
Ctrl-A Moves to the beginning of the command line
Esc-B Moves back one word
Ctrl-B (or right arrow) Moves back one character
Ctrl-E Moves to the end of the command line
Ctrl-F (or left arrow) Moves forward one character
Esc-F Moves forward one word

Hinh 2.10a T6 hop phim hO tro soan thdo 1énh trong router

Khi soan thdo ciu 1énh, man hinh s& culOn ngang khi ciu 1énh dai qud
mOt hang. Khi con tr@ dén hét 1& phdi thi dong 1énh sé dich sang trdi 10
khodng trang. Khi d6 10 ky tu dau tién cla cau 1énh s& khong nhin thdy dugc
trén man hinh n{fa. Ban c6 thé cudn 1ai d€ xem bang cich nhdn Ctrl-B hodc
nhan phim miii tén (*) cho t&i khi man hinh culn tGi dau cau 1énh. Hodc ban
c6 th€ nhan Ctrl-A d€ chuyén ngay v€ dau dong 1€nh.

Trén hinh Hinh 2.10b 14 vi du khi mOt cAu 1énh dai qua mOt hang. Dau
($) cho biét 1a cAu 1€nh da dudc dich sang tri.

Phim Cte-Z-dugest-dunedE guay-tr6-vE-ché 40 EXEC dae quyén tU

bat ky ché d0 ¢&u'hinh 12y BroruniRystomners and employees




Hinh 2.10b: Cau lénh dai qud mOt hang
2.8. Goi lai cac 1énh da sur dung

Khi cdu hinh router, router co 1uu 1ai mOt s& cic 1€nh ban di s dung.
Pi€u nay ddc bi€t c6 ich khi ban muln 13p 1ai cic cau 1€nh dai va phUc tap.
VGi cO ché€ nay ban c6 thé thuc hién cic viéc sau:

Cai dat kichthudc viing b0 dém d€ 1uu cic cau 1€nh di st dung.

Goi lai cdc cau 1énh di s dung.

Tat chifc ning nay di.

Mac dinh 1a router s€ Iuu 1ai 10 ciu 1€énh trong b0 dém. Ban c6 thé
thay d6i sO lugng ciu 1énh ma router 1Uu 1ai bang 1énh terminal history size
hodc history size. TOi da 1a 255 cu 1€nh c6 th€ 1uu lai dugc.

Néu ban muln g0i 1ai cau 1énh vira mGi s& dung gan nhat thi ban
nhan Ctrl-P hodc phim miii tén (!). N€u ban ti€p tuc nhan thi mOi 1an nhan
nhU vay ban s& goi 1ai tuadn tu cdc cau 1€nh trudc dé nlta. N€u ban mubn
20i lui 1a moOt cau 1énh sau d6 thi ban nhdn Ctrl-N hodc nhdn phim miii tén
(i). Tuong tu, n€u ban ti€p tuc nhén nhu vay thi m6i 1dn nhan ban sé goi
1ai mot 1&nh d.

Khi g6 1énh, ban chi can g6 céc ky tu dU d€ router phan biét v4i moi
cau kénh khic rdi nh&n phim Tab thi router s€ tU dOng hoan tat cau 1€nh cho
ban. Khi ban dung phim Tab ma router hi€n thi dudc dU cau 1€nh thi c6 nghia
12 router dd nhan bi€t dugc cau 1énh ma ban mubn nhap.

Ngoai ra, hau hét cic router d€u c6 them chlc ning cho ban ddnh ddu
khOi va copy. NhG dé ban cé thé copy cau 1é€nh trudc d6 rOi dan hodc chen
va0 ciu 1énh hién tai.

Ctrl-P or up arrow key Goi lai 1énh ngay trudc d6

Ctrl-N or down arrow key Goi lai 1énh ngay sau d6

Xem céc 1énh da s& dung con 1uu trong bd

Router>show history 4ém




Router>Terminal history size | Cai dat dung lugng b0 dém da 1uu cic
number-of-lines lenhq

Router>terminal no editing | Tat chc ning soan thdo 1€énh ning cao

Router>terminal editing M@ chUc ning soan thdo 1énh nang cao
<Tab> Hoan tat cau 1énh

2.9. X Iy 10i ciu 1énh
LOi cdu 1énh thuOng 14 do ban gb sai. Sau khi ban gd mOt cau 1&nh bj
sai thi ban s& gdp dau bdo 10i (A). Dau béo 10i (A) dat & vi trf ma cau 1énh
bat dau bi sai. DUa vao d6 va van dung chlc ning trQ gidp cla hé thOng ban
s& tim ra va chinh s(ta 1ai 16i cd phép cUa cAu 1énh.
Router#clock set 13:32:00 February 93 %
Invalid input detected at “A” marker
Trong vi du trén, dau bdo 10i cho bi€t cau 1énh bij sai G sO 93. Ban g
1ai cau 1énh tUr ddu tGi vi tri bi 16i roi thém dau chdm hoi (?) nhu sau:
Router # clock set 13:32:00 February ?
<1993-2035>Year
Sau dé ban nhdp 1ai cau 1énh vGi sO6 nim ding nhu ci phap & trén:
Router#clock set 13:32:00 February 1993
Sau khi ban gd xong cau 1€nh r0i nh@n phim Enter ma cau 1énh d6 bi sai
thi ban c6 th€ dung phim mii tén (!) d€ goi cAu 1énh vira m&i nhdp. Sau d6
ban ding cdc phim mii tén sang phdi, sang trdi di chuyé&n con trd t&i vi tri bi
sai d€ sUra 1ai. N€u can xod cdc ky tu thi ban c6 th€ dung phim <backspace>.
2.10. Lénh show version
Lénh show version diing d€ hi€n thi cdc thong tin v€ phién ban phan
mém Cisco I0S dang chay trén router, trong d6 c6 cd thong tin vé gid tri thanh
ghi cdu hinh.
Trong hinh dudi c4c ban s€ thdy nhiing thong tin dugc hi€n thi do 1énh
show version bao gOm:
Phién ban IOS va mOt it thong tin dac trung.
Phién ban phan mém Bootstrap ROM.
Phién ban phan mém Boot ROM.
Thoi gian hoat ddng cUa router.
Phuong thUc khdi dOng router 1an gan day nhat.
Tén va vi tri luu phan mém hé diéu hanh.
Phién ban phan cUng cUa router.
Gi4 tri cai dat cUa thanh ghi cdu hinh.
Chiing ta thuOng s dung 1&énh show version d€ xac dinh phién ban cla



phan mém IOS va xem gid tri thanh ghi cai dat cho qua trinh kh3i dOng cla
router.

BAI 3: CAU HINH ROUTER
Ma bai: MD34-03
Gi6i thiGu:

C&u hinh router d€ cho router thuc hién nhi€u chlic ning mang phlc
tap 1a mOt cong viéc day thir thach. Tuy nhién budc bat dau cdu hinh router
thi khong khé 1am. N€u ngay tU budc nay ban c6 gang thuc hanh nhi€u dé
lam quen va ndm v(mg dugc cic budc di chuyén gilta cic ch€ d6 cdu hinh
cUa router thi cong viéc cdu hinh phUc tap vé sau s€ trd nén don gidn hon rat
nhi€u. Trong chuong nay s€ gidi thi€u vé cic ch€é d6 cau hinh cG ban cla
router vd mOt sO 1€nh cdu hinh don gidn.

KY ning doc va hi€u mOt cich rd rang cédc tap tin cau hinh 1a mot ky
ning rat quan trong cla ngUdi quan tri mang. Cisco I0S ¢6 cung cap mot s
cdng cU cho ngudi qudn tri mang d€ thém mot s thong tin can thi€t vio tap
tin cdu hinh. Ciing gi®ng nhu nhiing ngudi 1ap trinh phdi c6 tai li€u cUa tlng
budc 1ap trinh thi ngudi quan tri mang ciing can dugc cung cap thong tin
cang nhi€u cang tOt khi ma hé thOng mang do ngudi khic qudn tri.

Muc tiéu:
- Dat tén cho router.
- Cai dat mat ma cho router.
- Khdo sét cac 1€nh show.
- Cau hinh cOng Ethernet trén router.
- Thuc hién mOt sO thay d6i trén router.
- Cau hinh ciu chi thich cho c4c cOng giao ti€p trén router.
- C&u hinh thdng diép hang ngay cho router.
- C&u hinh bang host cho router.



-Hi€u dugc tdm quan trong cla viéc ghi nhan 1ai va luu dU phong céu
hinh  cUa router.

- Thuc hién céc thao tdc an toan v&i mdy tinh.
NOi dung:
1. Cau hinh router
Muc tiéu:

- Dat tén cho router.

- Cai dat mat ma cho router.

- Khdo sét cc 1€nh show.

- Cau hinh cOng Ethernet trén router.

- Thuc hién mOt sO thay d6i trén router.
1.1. Ché dd giao ti€p dong 1énh CLI

Tat cd céc cau 1énh 1am thay d6i cdu hinh router d€u xudt phat ti ché
cau hinh toan cuc. Tuy theo ¥ ban muOn thay dGi thay dGi phan cdu hinh ddc
bi€t ndo cUa router thi ban chuyén vao ché d0 chuyén biét tuong Ung. Cic
ch& d6 cdu hinh chuyén biét niy d€u 1a ch€ d0 con cla ché d6 cdu hinh toan
cuc.
Céc cau 1énh dugc st dung trong ché d6 cdu hinh toan cuc 1a nhiing

cAu 1énh c6 tdc dOng 1én toan bd hé thOng. Ban st dung ciu 1énh sau d€ di
chuy€n vao ch€ d0 cdu hinh toan cuc:

Chii y: Su thay d6i cta d@u nhdc cho biét ban dang & ché dé c@u hinh

toan cuc

Router # configure terminal

Router(config)#
« User EXEC mode | Routar> |
|
« Privilaged EXEC mode | Router§ |

Router (config) §

= Global configuration mode:

= Specific configuration

moces
Configuration Mode Prompt
Interface Router ([config-Lif)#
Subinterface Router {config-subif)#
. Controller Pouter [config-controller)l
Map-list Router {config-map-liat)§
' Map-class Router (config-map-class)§
Lina Router {config-line)§
- Router Router [config-router)§
[ IPX-rouler | Router {config-ip=-router)§
[ Raoute-map | Router {eonfig-route-map)#§

Hinh 3.1: Ch€ dd giao tiép dong 1énh CLI



Ché d0 cdu hinh toan cuc 1a ch€ d0 cau hinh chinh. TU ché d6 nay ban
c6 th€ chuy€n vao cic ch€ dd chuyén biét nhu:
Ch€ d0 cau hinh cOng giao ti€p.
Ché d6 cau hinh dudng truy cap.
Ché€ d0 cau hinh router.
Ch€ d0 cau hinh cOng con.
Ché d0 cau hinh bd diéu khién.

Khi ban chuy€n vao ch€ d6 cdu hinh chuyén biét ndo thi ddu nhac sé&
thay dGi tuong Ung. Céc cau 1énh trong d6 chi c¢6 tdc dOng d6i vGi cic cOng
hay c4c ti€n trinh nao lién quan dén ché d0 cau hinh d6 thoi.

Ban ding 1énh exit d€ trd vé ch& d0 cau hinh toan cUc hodc ban ding
phim Ctrl-Z d€ quay vé thang ché d6 EXEC dac quyén.

1.2. bat tén cho router

Cong viéc dau tién khi cdu hinh router 13 dat tén cho router. Trong ché
d0 cau hinh toan cuc, ban dung 1énh sau:

Router(config)#hostname Tokyo

Tokyo (config)#

Ngay sau khi ban nh@n phim Enter d€ thuc thi ciu 1énh ban sé thdy
d&du nhac d6i tU tén mac dinh (Router) sang tén ma ban vira m&i dat (Tokyo).
1.3. Pat mat ma cho router

Mat mi dudc si dung d€ han ché viéc truy cdp vao router. Thong
thuOng ta ludn dat mat ma cho duOng vty va console trén router. Ngoai ra mat
mi con dugc st dung d€ ki€m soét su truy cdp vao ché d0 EXEC ddc quyén
trén router. Khi d6, chi nh{ig ngudi nio dudc phép mdi cé6 thé thuc hién viéce
thay dGi tap tin cau hinh trén router.

Sau ddy 1a cdc 1énh ma ban cén st dung d€ thuc hién viéc ddt mat ma
cho dudng console:

Router(config)#line console 0

Router(config-line)#password <password>

Router(config-line)#login

Chiing ta cling can dat mat ma cho mOt hodc nhieu duong vty d€ ki€m
sodt cdc user truy nhap tU xa vao router va Telnet. Thong thuOng Cisco router
c6 5 dudng vty véi th(r tu tUr 0 dén 4. Chiing ta thuOng s& dung mOt mat ma
cho tat cd cdc dudng vty, nhung doi khi ching ta nén dat thém mat ma riéng
cho mdt dudng d€ du phong khi ca 4 duOng kia déu dang dudc sU dung. Sau
day 1a cdc 1énh can s& dung d€ dat mat ma cho dudng vty:

Router(config)#line vty 0 4

Router(config-line)#password <password>

Router(config-line)#login

Mat ma enable va enable secret dugc si dung d€ han ché viéc truy



cap vao ché d6 EXEC dac quyén. Mat mi enable chi dugc s& dung khi
ching ta cai dat mat ma enable secret vi mat ma ndy dugc ma hod con mat
mi enable thi khong. Sau ddy 1a cic 1énh dung d€ ddt mat ma enable secret:

Router(config)#enable password <password>

Router(config)#enable secret <password>

Pai khi ban sé€ thdy 1a rat khong an toan khi mat ma dugc hién thj ro
rang khi s& dung 1énh show running-config hodc show startup-config. D&
tranh di€u nay ban nén ding 1€nh sau d€ ma hod tat cd cic mat ma hi€n thi
trén tap tin cau hinh cUa router:

Router(config)#service password-encryption

Lénh service password-encryption s& 4p dung mOt co ché ma hod don
gidn 1én tat cd cdc mat mi chua dUQc ma hod. Riéng mat ma enable secret thi
st dung mOt thudt todn ma hod rdt manh 13 MD5
Console Password
Router (config)#line conscle 0 -
Router (config-line)#login e gﬂ

Router (config=1line) ipassword cisco

Virtual Terminal Password

Fouter (config) #line vty 0 4 =
Router (config-line) #login +é H
-

Router (config-line) fpassword clsco

Enable Password
~
Fouter (config) fenable password san-fran L H

Perform Password Encryption

Fouter (config) #secvice password-encryption
{set passwords here)
Fouter (config) ino service password-encryption

Hinh 3.2: Bat mat ma cho router
1.4. Ki€m tra bang céc 1énh show
Chiing ta c6 rat nhi€u 1énh show dugc diung d€ ki€m tra ndi dung cic

tap tin trén router va d€ tim ra su cO. Trong cd hai ché€ d6 EXEC ddc quyén
va EXEC ngudi dung, khi ban gé show? Thi ban s€ xem dugc danh séach cdc
1€nh show. Puong nhién 1a sO 1€nh show dung dugc trong ché d0 EXEC dac
quy€n s& nhi€u hon trong ché d0 EXEC ngu0i diing.

Show interface - hi€n thi trang thai cUa tat cd cdc cOng giao ti€p trén

router. P& xem trang thai cla mOt c6ng nao dé thi ban thém tén va sO

th(r tu cUa cOng d6 sau 1énh show interface. Vi du nhu:

Router#show interface serial 0/1

Show controllers serial - hi€n thi cic thong tin chuyén bi€t vé€ phan

clng cUa céc cOng serial.

Show clock - hi€n thi ddng hd dudgc cai dat trén router.



Show hosts - hi€n thi danh sach tén va dia chi tuong Ung.

Show users - hién thj tat cd cac user dang k€t nbi vdo router.

Show history - hi€n thi danh sich cdc ciu 1énh vlra m&i dugc sU
dung.

Show flash - hién thi thong tin b0 nh& flash va tap tin I0S ch(a trong
do.

Show version - hi€n thi thong tin v€ router va IOS dang chay trén
RAM.

Show ARP - hién thj bang ARP trén router.

Show protocol - hi€n thj trang théi toan cUc va trang thai cla cic
cOng giao ti€p di dudc cau hinh giao thiic 18p 3.

Show startup-configuration - hi€n thi tap tin cdu hinh ding chay trén
RAM.

LAiE A¥show wversion =
Cisecn Inkernetwork Operating Syvsten Soflbware

I05 (tm) 2500 Software (C25300-D-L), Version 12.0(3),
RELEASE SCFTWARE (fc1)

Copyright {c) 1BBe-Z2000 by cisco Systems, Inc.
Compiled Mon 24-Jan-00 22:0& by bettyl

Image text-base: (x02038700, data-base: (0x00001000

BOM: Sysktem Bootstrap, Version 5.2(8a), RELEASE SOFTWARE
BOOTFLASH: 3000 Bootstrap Software (IGS-RBOOT), Version
10,.2{8a), RELERSE SOFTWARE (fcl)

LAR A uptime is 25 minutes

System restarted by relcad

System image file is "flash:c2300-4-1_120-%.bin"
cisco 2500 (£8030) processor (rewvision D) with
BlOZK/2048K bytes of memory.

Processor board ID 02001682, with hardware revision

000000

Bridging software.

.25 software, Version 3.0.0.

2 Ethernet/IEEE B02.3 interface(s)

2 Ferial network interface(s)
12K bytes of pnon-velatile configuration memory.
B192K bytes of processor board System flash [(Read OHLY)
Configuration register is 0x2102
LAE fishow flash
System flash directory:
File Length Hame/status

1 c3886e0  c2500=-d=-1_1320=-%.bin
[EBRETZ4 bytes used, 1429884 available, B388£08 total]
Bl92K bytes of processor board System Elash (Read OJHLY)
Configuration register is 0x2102
LAE Afshew flash
System flash directory:
File Length Hame/status

1 £§BBEE0  <2500-4-1_120-5.bin
[eBEET2Y bytes used, 1489884 available, B333c0B total]
B182K bytes of processocr board System flash (Read ONLY)
LAE Af{show users

Line Uzer Host (5) Jdle Location
* 0 con idle 00:00:00
LAR R{

am




Hinh 3.3: Cdc 1énh ki€m tra thong tin trén router

1.5. C&u hinh cOng serial

Chung ta c6 thé cauhinh c¢Ong serial bang dudng console hodc vty. Sau
day 1a cac budc can thuc hién khi cau hinh cOng serial:

1. Vao ch€ d0 cdu hinh toan cuc.
. Vo ché d6 cau hinh cOng serial.
. Khai béo dia chi va subnet mask.
. bat toc dd clock néu dau cdp cdm vio cOng serial 1a DCE. Néu dau

cdp 12 DTE thi chiing ta c6 th€ bd qua nay.

5. Kh&i dOng serial.

M6i mOt cOng serial d€u phdi c6 mOt dia chi IP va subnet mask dé
chiing c6 th€ dinh tuy€n cac géi IP. PE€ cdu hinh dia chi IP ching ta ding 1énh
sau:

£~ W

Router(config)#interface serial 0/0

Router(config)#ip address <ip address> <netmask>

COng serial can phdi c6 tin hi€u clock d€ di€u khi€n th0i gian thuc
hi€n thong tin lién lac. Trong hdu hét cic truGng hop, thi€t bi DCE, vi du nhu
CSU, s€ 1a thi€t bi cung cap tin hi€u clock. Mdc dinh thi Cisco router lad thiét
bi DTE nhung chiing ta c6 th€ cdu hinh chiing thanh thi€t bi DCE.

Trong mdi truOng 1am lab thi cdc duOng lién két serial dugc két noi
truc ti€p v&i nhau. Do d6 phai c6 mOt dau 1a DCE d€ cap tin hi€u clock. Ban
dung 1&nh clockrate d€ cai dat tOc dd clock. Sau day 1a cac tOc dO clock ma
ban c¢6 thé dat cho router (d0n vi cla tOc dO clock 1a bit/s): 1200, 2400, 9600,
19200, 38400, 56000, 64000, 72000, 125000, 148000, 500000, 800000,
1000000, 1300000, 2000000, 4000000. Tuy nhién s& c6 mOt sO tbc dO ban
khong st dung duoc tuy theo khd ning vat ly cla tlng cOng serial.

Mac dinh thi cic cOng giao ti€p trén router déu déng. N€u ban muln
md& hay khGi dOng cdc cOng nay thi ban phdi dung 1€nh no shutdown. Néu
ban muOn déng cOng 1ai d€ bdo tri hodc xU 1y su cO thi ban dung 1énh
shutdown.

Trong mdi trudng 1am lab, tdc dd clock thudng dudgc st dung 13 56000.
Sau dy 12 cdc 1énh dugc s dung d€ cai dat tOc d0 clock va kh3i dOng cOng
serial:

Router(config)#interface serial 0/0

Router(config-if)#clock rate 56000

Router(config-if)#no shutdown
1.6. Thuc hién viéc thém bét, dich chuy€n va thay d6i tap tin cAu hinh



Né€u ban can chinh stra tdp tin cdu hinh thi ban phai di chuyén vao
dung ch€ d0 cdu hinh va thuc hi€n can thiét. Vi du:n€u ban can md mot
cOng nao dé trén router thi trudc hé€t ban phai vio ché d0 cau hinh toan cuc,
sau d6 vao ch€ d0 cau cla cOng d6 rOi dung 1énh no shutdown.

D€ ki€m tra nhling gi ma ban vlra mGi thay ddi, ban ding 1&nh show
running- config. L&nh nay sé& hi€n thi n0i dung cUa tap tin cdu hinh hién tai.
Né€u két qud hi€n thi c6 nhitng c6 nhling chi ti€t khong ding thi ban c6 thé
chinh s(ra 1ai bang cach thuc hién mot hodc nhi€u cich sau:

Duing dang no cUa céc 1énh cau hinh.

Khéi dOng lai router vGi tap tin cdu hinh nguyén thuy trong
NVRAM.

Chép tap tin cdu hinh du phong t& TFTP server.

Xo4 tap tin cdu hinh khéi dOng bang 1énh erase startup-config,sau
d6 khdi dOng 1ai router va vio ché d0 cai dat.

P& 1uu tap tin, cdu hinh hién tai thanh tap tin cdu hinh khéi dOng Iuu
trong NVRAM, ban ding 1énh nhu sau:

Router#copy running-config startup-config

Make changes in
configuration mode

v

Examine rasults
Focuterfshow running-config

-l
e

¥

Remove changes

—F"| REcuter (config) fme., ., |—

Save changes o backup

Foutericopy running-config -
startuop-config

Fouter feopy running-aonfig

tftp —ll--| Bouterfcepy tftp running-config I—

- + - o |Fouterferase starctup-config
Examine backup file T |Router i reload
Bouterfshow startup-config

Houterfeepy running-config
atartup sonfig

Hinh 3.4: cdc 1énh lién quan dén tap tin cdu hinh trong router
1.7. Cau hinh c6ng Ethernet
Tuong tu nhu cOng serial, ching ta c6 thé cdu hinh cOng Ethernet bang
duOng console hodc vty.
MO0i cOng Ethernet ciing can phdi c6 mOt dia chi IP va subnet mask dé
c6 thé€ thuc hién dinh tuy€n cic géi IP qua cOng do.
Sau day 12 cdc budc thuc hi€n cau hinh Ethernet:
Viao ch€ d0 cau hinh toan cuc.
Vio ch€ d0 cau hinh cOng Ethernet.
Khai béo dia chi va subnet mask.
Khdi dOng cOng Ethernet.



Mic dinh 12 c4c cOng trén router d€u déng. Do d6, ban phdi ding 1énh
no shutdown d€ md hay khéi ddng cOng. N€u ban can déng cOng lai d€ bao
tri hay xUr 1y su' cO thi ban diing 1énh shutdown.

_ _

Eouter (config-if) fip address 1B3 . 8_126.2 255.255 255_.128
Eocuter (config-if) fno shutdown

Hinh 3.5: C4u hinh cOng Ethernet
2. Hoan chinh cau hinh router
Muc tiéu:
- Cé&u hinh ciu chi thich cho cic cOng giao ti€p trén router.
- C&u hinh thdng diép hang ngay cho router.
- C&u hinh bang host cho router.
-Hi€u dugc tdm quan trong cla viéc ghi nhan 1ai va luu du phong céu
hinh  cUa router.
2.1. T&m quan trong cUa viéc chud@n hoa tép tin cdu hinh

Trong mot t& chlc viéc phat cic quy dinh danh cho céc tap tin cau hinh
1a rat can thi€t. TU d6 ta c6 th€ ki€m sodt dUgc cic tap tin nao can bdo tri,
1Uu cdc tap tin G dau va nhu thé€ nao.

Cic quy dinh nay c6é th€ 1a nhitng quy dinh dugc Ung dung rOng rai
hodc ciing c6 thé€ chi cé gia tri trong mOt pham vi nao d6. Néu khong c6 mot
quy dinh chung cho t6& chlc cUa minh thi hé thOng mang cla ban sé€ trd nén
10n xOn va khong ddm bdo dugc hoat dOng thong suOt.

2.2. Céu chi thich cho cic cOng giao ti€p

Trén cic cOng giao ti€p ban nén ghi chi 1ai moOt sO thong tin quan trong,
vi du nhu chi sO mach ma cGng nay k&t ndi vao, hay thong tin vao router khic,
v€ phan doan mang ma cOng nay k&t nOi d€n. Dua vao cic cau chi thich nay,
ngUdi qudn tri mang c6 thé bi€t dugc 1a cOng giao ti€p nay két ndi vao dau.

CAu chi thich chi don gidn 1a ghi chi thém cho céc cOng giao ti€p, ngoai
ra né hoan toan khong c6 tic dOng gi dOi v&i hoat ddng cla router. Ben nén
vi€t cdu chd thich theo mOt dinh dang chung va m0i cOng giao ti€p c6 mOt cau
chi thich riéng. Tuy theo cdu triic mang va quy u‘GC chung, ban c6 thé quyét

dinh 1a gh1 chu H;E'E‘ﬁé in nao lié o 1ep d€ gitip cho
A d 1 _ » Description
tap tin cau hinh dtrC 2 1€ _ 0 dugc nhanh

Tokyo iconfig) #4interface e 0

Tokyolconfig-if) édescription Engineering LAN, Bldg. 18




Hinh 3.6: Cdu chii thich cho cOng giao ti€p
2.3. Cau hinh chi thich cho cac cOng giao tiép

Trudc tién ban phdi vio ch€é d6 cau hinh toan cuc. ROi tUr ché d0 céu
hinh toan cUc ban chuyén vao ch€ dd cau hinh cOng giao ti€p. Tai ddy ban
g0 1€nh description v cAu chi thich ma ban muOn.

Sau day 1a cdc budc d€ cdu hinh cau chd thich cho cOng giao ti€p:

1. Vao ché d0 cdu hinh toan cuc bang 1énh configure terminal.

2. Vao ché d0 cau hinh cOng giao ti€p (vi du 1a cOng Ethernet 0):

interface Ethernet 0.

3. Nhap 1énh description va theo sau 1a ciu chii thich.

4. Thoat khoi ch€é d cdu hinh giao ti€p d€ trd vé ché d6 EXEC dic

quyén bang ciach nhan phim Ctrl-Z.

5.Luu 1ai cdu hinh vtra r6i vaio NVRAM bang 1énh copy running-

config startup- config.
Sau ddy 12 2 vi du vé cach viét cAu chd thich:

Interface Ethernet 0

Description LAN Engineering, Bldg.2

Interface serial 0

Description ABC network 1, circuit 1
2.4. Thong diép ding nhap

Thong di€p ding nhap dugc hién thi khi ban ding nhdp vio hé thOng.
Loai thong diép nay rat h{tu dung khi ban can canh béo trudc khi dén gi0 tat
hé thdng mang.

Tat cd moi ngudi d€u c6 th€ nhin thdy thong di€p ding nhap. Cho nén
ban nén dung céc thong diép mang tinh canh bdo, thu hit su chid y. Con nhiing
thong diép d€ “chao d6n” moi ngUdi ding nhdp vao router 12 khong thich hgp
1am. [Router

Vi d not —diep nhtts; 1S 1, |authorized
access only|!!’ (DayI I1allh”e thOF_.I;lgF rcTLIr(zc bao mat, chi danh cho nh{tng nguodi c6
thdm quyen') dffdé sLJr dUHé dé éanh béo nhu’ng vi khach vi€éng thim bat hop

, his is a secure system. Authorized Access ONLY!'!!
phap.

==

—

Password:

LAE Arenable

FPassword:

LAB n§




Hinh 3.7: Thong di€p ddng nhap router

2.5. Cau hinh théng diép ding nhép (MOTD)

- | Tockyec (ccnfig) fbanner motd #
- | You have entered a secure
4 ' system, authorized access
b J ONLY'! #

Hinh 3.8: Cu hinh théng di€p ding nhdp cho router

Thoéng di€p MOTD c6 thé hién thi trén tat va cac thi€t bi dau cubi két
n0i vao router.

D& cdu hinh thdng diép MOTD ban vao ché d0 cau hinh toan cuc. Tai
day ban dung 1&nh banner motd, cich mOt khodng trang, nhdp ky tu phan
cich vi du nhu ky tu #, r6i viét cau thong bdo, k€t thiic béng c4ch nhap ky tu
phan cdch mOt 1an n(ra.

Sau day la cac budc thuc hién d€ cdu hinh théng diép MOTD:

1. Vao ché€ d0 cau hinh toan cuc bang 1énh configure terminal

2. Nhap 1énh nhu sau: banner motd # The message of the day goes here

#.
3. Luu cdu hinh vlra r0i bang 1énh copy running-config startup-
config.

2.6. Phan gidi tén may

Phan gidi tén may 12 qud trinh may tinh phan gidi tU tén may thanh dia
chi IP tuong Ung.

DE c6 th€ lién hé vdi cac thi€t bi IP khac bang tén thi céc thi€t bi mang
nhU router cling can phdi c6 khd ning phin gidi tén mdy thanh dia chi IP.
Danh s4ch gi(ta tén mdy va dia chi IP tuong Ung dUQc g0i 1a bang host.

Bdng host c6 th€ bao gbm tat cd cic thi€t bi mang trong tG chlic cla
minh. MOi mOt dia chi IP c6 mOt tén may tudng Ung. Phdn mém Cisco I0S c6
mOt ving dém dé€ 1uu tén may va dia chi tuong Ung. Ving bd dém nay gitp
cho qua trinh phan gidi tén thanh dia chi dugc nhanh hon.

Tuy nhién tén may & day khong giOng nhu tén DNS, né chi c6 y nghia



d0i vGi router ma né dugc cau hinh ma thdi. Ngudi quan tri mang c6 thé cau
hinh bdng host trén router v&i bat ky tén nao vGi IP nao va cic thong tin niy
chi c6 y nghia d0i vGi router d6 ma thoi.

Dudi day 12 vi du cau hinh bdng host trén router:

Router(config)#ip host Auckland 172.16.32.1

Router(config)#ip host Beirut 192.168.53.1

Router(config)#ip host Capetown 192.168.89.1

Router(config)#ip host Denver 10.202.8.1
2.7. Cau hinh bang host

PE khai bdo tén cho céc dia chi IP, dau tién ban vao ché dd cu hinh
toan cUc. Tai diy dung 1€nh ip hest, theo sau Ia tén cUa thi€t bi va tat cd céc
IP cUa né. Nhu vay tén mdy nay s€ anh xa vdi tUng dia chi IP cla cdc cOng
trén thi€t bj d6. Khi d6 ban c6 th€ dung 1€nh ping hay telnet t&i thi€t bj d6
bang tén cla thi€t bj hay dia chi IP tuong Ung déu duoc.

Sau day 12 cdc budc thuc hi€n cau bang host:

1. Vao ch€ d0 cau hinh toan cuc cUa router.

2. Nhap 1€nh ip host theo sau 12 t&n cUa router va tat cd cic dia chi IP

cla cac cOng trén router do.
3. Ti€p tuc nhdp tén va dia chi IP tuong Ung cUa cic router khic trong
mang.
4. Luu cdu hinh vao NVRAM.
Rowter

LAE Atshow hosts

Daefaplt domain is not set
Hame/address lockup uwses domzin service

Hame servers are

a8t Flags hge Type Addressies)

a8

RB_% {perm, OK) **% TP 192.5.5.1 205.7.5.1 201.100.11.1
_.."-.3_3 fperm, OE) LA IF 219.17.100.2 199.46.135.1 201.100.11.2
LAE © {perm, D) **  IF F23.6.150.1 204.504.7.1 199.6.13.%
LAE_D  {perm, OH) =%  IB 210.93.106.1 204.204.7.2

LAE_E {perm, OK) ** IP 210,953,105, 2

Hinh 3.8: Thong tin bang host
2.8. Lap ho so va luu du phong tap tin cau hinh
Tap tin cdu hinh cUa cic thi€t bi mang s& quyét dinh su hoat dOng cla
hé thOng. Cong viéc qudn 1y tap tin cdu hinh cla céc thi€t bi bao gbm cic
cong viéc sau:
Lap danh sich va so sdnh v@i tap tin cdu hinh trén cdc thiét
bi dang hoat dOng.
Luu du phong c4c tap tin cau hinh 1énh server mang.
Thuc hi€n cai dat va nang cap cic phan mém.
Chiing ta can luu du phong cdc tap tin cdu hinh d€ s dung trong



truOng hop cé su cO. Tap tin cdu hinh c6 th€ dugc 1uu trén server mang, vi
du nhu TFTP server, hodc 12 1Uu trén dia va cat G n0i an toan. Ngoai ra chiing
ta cling nén 1ap hO so di kem v&i cic tap tin nay.
2.9. Cat, dan va chinh sta tap tin cau hinh

Chiing ta c6 th€ dung 1énh copy running-config tftp d€ sao chép tap
tin cdu hinh dang chay trén router vao TFTP server. Sau day 1a cic budc thuc
hién:

1. Nhap 1énh copy running-config tftp.

2. Nhap dia chi IP clla may ma ching ta s& Iuu tap tin cau hinh 1én dé.

3. Nhap tén tap tin.

4. X4c nhan 1ai cAu 1énh bang cich trd 10i “yes”

Fouterfcopy running-config tftp

Femote host [17 131.108.2.155

Hame of configuration file to write[tekyo-config] Ptokyoe.2
Write file tokyo.2 to 131,108.2,155%7 [confirm] ¥

Writing tekyo.2 !ftH1Y [OK]

Hinh 3.9a: Thay doi tép tin cdu hinh

Chiing ta c6 th€ st dung tap tin cdu hinh 1Uu trén server mang d€ cdu

hinh cho router.

P& thuc hién di€u nay ban lam theo cic budc sau:

1. Nhap 1énh copy tftp running-config.

2. O d&u nh&c tiép theo ban chon loai tap tin cdu hinh m4y hay tap tin
cau hinh mang. Tap tin cdu hinh mang c¢6 cha cac 1énh c6 th€ thuc
thi cho tat cd céc router va server trong mang. Con loai tap tin cdu
hinh mdy thi cih s cdc 1énh thuc thi cho mOt router ma théi. G déu
nhac k€ ti€p, ban nhadp dia chi IP cla mdy nio ma ban dang luu tap
tin cdu hinh trén d6. Vi du nhu trén hinh 3.2.9b: router dugc cdu hinh
tu TFTP server ¢ dia chi IP 12 131.108.2.155.

3. Sau d6 nhap tén cUa tap tin hodc 12 chap nhan 18y tén mdc dinh. Tén
cUa tap tin theo quy tac cUa UNIX. Tén mdc dinh cho loai tap tin



cdu hinh mdy 12 hostname-config, con tén mdc dinh cho loai tap tin
cdu hinh mang 14 netword-config. Trong moi truGng DOS thi tén tap
tin bi gidi han v6i 8 ky tU va 3 ky tu md rOng (vi du nhu: router.cfg).
Cudi cling ban x4c nhan lai tat ca céc thong tin vUa rOi. Ban Iuu y
trén hinh thi sé thdy 12 ddu nhac chuyén ngay sang tén Tokyo. Pi€u
ndy chlng t0 1a router dugc cdu hinh 1ai ngay sau khi tap tin cdu hinh
vUa dugc tdi xudng.

Tap tin cdu hinh trén router cling c6 thé dudgc 1uu vao dia bang cédch sao
chép dudi dang vin ban rOi luu vao dia mém hodc dia cUng. Khi ndo can
chép trd 1ai rouer thi ban dung chlc ning soan thdo c0 ban cla chuong trinh
mo phOng thi€t bi ddu cudi d€ cat dan cac dong 1énh vio router.

E;ﬁ};;;;;ﬁ}HEféé.;ﬁéﬁ{;&;é;ﬁfié ...............................................
Host or nebtwork cenfiguration file [hosk]?

IF address of remote host [255.255.255.255]7 131.108.2.155
Hame of configuration file [Router-config]? tokyo.2
Configure using kbekyo.2 from 131.108.2.1557 [confirm] ¥
Booting tokyo.2 from 131.108.2.155:!) [QE-2T74/1c000 bhytes]
tokyod

Hinh 3.9b: Thay doi tép tin cdu hinh



Bai tap va san pham thuc hanh bai 34.3

Kién thuc:

Cau 1: Trinh bay ddc di€ém cic ch€ dd giao ti€p dong 1énh CLI
(Command Line Interface) cUa router?

Cau 2: Néu cic di€m quan trong khi cdu hinh router c0 ban ?
KY niing:

Bai tap Ung dung: Thuc hién cdu hinh cho cic router trong md hinh
mang bén dudi ?

192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

Falia E?:’g’“ S0/0/0 Fa0l0 _ _ _ g
4
- Cau hinh gdn IP address cho Interface cUla Router
- Cau hinh cho phép két ndi t&i Router tU xa thong qua Telnet
- Cau hinh bdo mat truy cap router
- Cau hinh c4c tham sO c0 ban khéc cho router
- Xem xét cdc thong sO cO ban cla router bang cac 1énh “show”
- Thoi gian:..... gi0 (k€ ca th0i gian chudn bj va cdu hinh)

£



CHIi DAN POI VOT HOC SINH THUC HIEN BAI TAP UNG DUNG

1. K&t nbi cép cho Router, PC, Switch nhuU hinh vé.
2. Thuc hién Console tGi router bang cép console va phdn mém Hyper
Terminal.
3. Thuc hién xéa cau hinh khéi dOng cUa router va khéi dOng 1ai router.
Sau khi kh@i dOng lai Router, chon “NO” d€ vao User mode.
4. Cau hinh cic thdng sO co ban cho Router.
5. Gan IP address cho céac PC.
6. Ki€m tra cau hinh, két noi.
7. X6a cau hinh startup-config va khGi dOng lai Router d€ két thic bai
thue hanh,
8. TOng di€m va két cdu di€m cla c4c bai nhu sau:

TGOng sO di€m tOi da cho bai: 100 di€m, k€t cdu nhU sau:

a, Pi€m ngoai dang khach quan: TGng cOng 70 di€m

b, Pi€m tuan thU cic qui dinh: 30 di€m
- ThOi gian thUc hién bai tap vUot qud 25% thOi gian cho phép s€ khong
duQc ddnh gid.
- Thi sinh phdi tuyét doi tuan thu cdc qui dinh an toan lao dOng, cdc qui
dinh cla phong thuc hanh, néu vi pham s€ bi dinh chi thuc tap



BAI 4: CAP NHAT THONG TIN TU CAC THIET Bl KHAC
Ma bai: MD34-04
Gigi thiéu:

Dai khi ngu®i quan tri mang s& phdi x( 1y nhiing hé thOng mang ma
khong c6 hd so day dU va chinh x4c. Trong nhitng tinh hu6ng nhu vay thi
giao thUc CDP-Cisco Discovery Protocol s& 13 mOt cong cu rat hitu ich gidp
ban xay dUng dudc cdu triic cO ban vé hé thOng mang. CDP 1a mOt giao thUc
hoat dOng khong phu thuOc vao mdi truOng truy€n cla mang, giao thUc nay
1a dbc quyén cUa Cisco dugc st dung d€ phat hi€n cic thi€t bi xung quanh.
CDP sé hié€n thj thong tin v€ céic thi€t bj k€t nOi truc ti€p ma ban dang xU 1y.
Tuy nhién day khong phai 12 mOt cong cu thuc sUu mang.

Trong nhi€u truGng hgp, sau khi router di dugc cau hinh va di vao hoat
dong thi nha quan tri mang s€ khé c6 thé két nbi truc ti€p vao router d€ cdu
hinh hay 1am gi khdc. Khi d6, Telnet, 124 mOt Ung dung cUa TCP/IP, s€ gitip
ngU0Oi qudn tri mang thi€t 1ap k&t ndi tU xa vio ché dd giao ti€p dong 1€nh
(CLI) cUa router d€ xem, cdu hinh va x(r 1y su cO. Pay 1a mOt cong cu chl
y€u cUa c4c chuyén gia mang.

Muc tiéu:

-Bét va tat CDP.

- SUr dung 1énh show cdp neighbors.

- X4c dinh céc thi€t bj 1an can két nOi vao cic cOng.

- Ghi nhan thdng tin va dia chi mang cua cdc thi€t bi 1an can.
- Thi€t 14p va ki€m tra k€t nOi Telnet.



- K&t thiic va tam ngUng mOt phién Telnet.
- Thuc hién cic ki€m tra két nOi khéc.
- XU 1y su cO vGi cac k€t ndi tUr xa.
- Thuc hién céc thao tdc an toan v&i mdy tinh.
NOi dung:
1. K&t ndi va kham pha cic thiét bi 1an can
Muc tiéu:
-Bét va tat CDP.
- SU dung 1énh show cdp neighbors.
- X4c dinh céc thi€t bj 1an can két n0i vao cic cOng.
- Ghi nhan thdng tin va dia chi mang cua cdc thi€t bi 1an can.
1.1. GiGi thiéu vé CDP

TCP/IP Novell IPX AppleTalk Others

CDP discovers and shows information about
directtl connected Cisco devices

LANS Frame Relay ATM Others

Hinh 4.1

CDP la giao thUc 18p 2 két ndi vGi 16p vat 1y & dudi va 16p mang &
trén nhu hinh v&. CDP dugc si dung d€ thu thap thong tin tif cac thiét bi 1an
can, vi du nhu thi€t bj d6 1a loai thi€t bi ndo, trén thi€t bi d6 cOng nio 1a cOng
két ndi va k&t nbi vao cOng nao trén thi€t bi cla ching ta, phién ban phan
clng cUa thiét bi d6 1a gi...CDP 1a giao thUc hoat ddng dOc 1ap v&i moi
truOng truy€én mang va cé thé chay trén tat cd cac thi€t bi cla Cisco trén nén
giao thUc truy cap mang con SNAP (Subnet Access Protocol).

Phién bdn 2 cla CDP (CDPv2) 1a phién ban md&i nhat cla giao thic
nay. Cisco IOS tU phién bdn 12.0(3)T tr3 di c¢6 hO trg CDPv2. Mac dinh thi
Cisco IOS (tU phién bdn 10.3 d€n 12.0(3) chay CDP phién ban 1).

Khi thi€t bj Cisco dugc bat 1én, CDP tu dOng hoat dOng va cho phép
thi€t bi do tim céc thiét bi 1an can khic cing chay CDP. CDP hoat ddng & 18p



lien k&t d{r li€u va cho phép 2 thié€t bj thu thdp thong tin 1&n nhau cho dii 2
thi€t bi nay c6 th€ chay giao thlc 16p mang khic nhau.

MOi thiét bi dugc cdu hinh CDP sé& gli mOt thong diép quang cdo theo
dinh kY cho céc router khac. MOi théng di€ép nhu vay phai c6 it nhdt mot dia
chi ma thi€t bj d6 c6 th€ nhan dugc thong di€p cla giao thlic qudn Iy mang
cO ban SNMP (Simple Network Management Protocol) thong qua dia chi dé.
Ngoai ra, mOi thong diép quang cdo con c6 “th0i han s6ng” hodc 1a thoi han
luu gi(r thong tin. Pay 1a khodng thOi gian cho céc thi€t bi Iuu gilt thong tin
nhan dugc trudc khi xod bo thong tin d6 di. Bén canh vi€c phat thong diép,
mOi thiét bj ciing 1ang nghe theo dinh ky d€ nhan thong diép tlr cic thiét bi
1an can khac d€ thu thap thong tin vé chiing.

1.2. Thong tin thu nhan duogc tu CDP

CDP dudgc st dung chU yé€u d€ phat hién tat ca céic thi€t bi Cisco khac
két ndi truc ti€p vao thi€t bi cla ching ta. Ban s dung 1énh show cdp
neighbors d€ hi€n thi thong tin vé cic mang k&t ndi truc ti€p vao router. CDP
cung cap thong tin vé tlng thi€t bi CDP ldng gi€éng bang cich truyén thong
bdo CDP mang theo cac gi4 tri “type length” (TLVs).

TLVs dugc hi€n thj bdi 1énh show cdp neighbors s€ bao gbm céc
thong tin vé:

Device ID: Chi s6 danh dinh (ID) cUa thi€t bi 14ng giéng.

Local interface: COng trén thi€t bj clla ching ta k€t ndi dé€n thiét bj
lang gi€ng,

Hold time: thOi han luu gilt thong tin cap nhat.

Capability: loai thiét bi.

Platform: phién ban phan cUng cUa thiét bi.

Port ID: chi sO danh dinh (ID) cUa cOng trén thi€t bi lang giéng két
n0i vao thi€t bi cUa ching ta.

VTP management domain name: tén mi€n qudn 1y cla VTP (chi c6 &
CDPv2).

Native VLAN: VLAN madc dinh trén router (chi c6 @ CDPv2).
Half/Full dugle' € d6 hoat dOng song cong hay ban song cong.

Trong hinh 4. i 2] i tri thap nhat khong két ndi truc ti€p vap
router ma ngU0i quan tri nangidang thuc h1|%n kétn sole. Do d6 d€ xem

i tg g|pha1 Telnet vao

F ;g_ﬁ- router nay, nlgu#ﬂi.qman
router két ndi truc t1ep v rolitesds
Raouter

IP, CLNS, DECnet
‘ A : f"’-“---'
BN COP _ &
\ 2 exal -
‘ Click to activate and use this conkrol

Rouler Sy, .
IP. CLNS




Hinh 4.2

1.3. Chay CDP, ki€m tra va ghi nhén céc théng tin CDP

Ché d6 cau hinh cua

Lénh router d€ thuc hién cau| Chirc niing cUa ciu 1énh
1énh
Cdp run Ché& dd c&u hinh toan cuc | “nO1  dong cdp  trén
router.
Cdp enable Che dO cau hinh cOng giao | KhGi dOong CDP  trén

tiép.

cOng giao ti€p tudng Ung

Clear cdp counters

Ché d0 EXEC ngudi diing

Xod dong hO dém luu
lugng trd vé 0

Show cdp entry
(&/device-name
[*]

[protocol/version])

Ché d6 EXEC dac quyén

Hién thj thong tin vé mOt
thi€t bi ldng giéng ma ta
can. Thong tin hién thi c6
thé dugc gidi han thoe
giao thUc hay theo phién

Show cdp

Ché d6 EXEC dac quyén

Hién thi khodng thoi
gian gilta cdc 1an phat
thong diép quang cdo
CDP, sO phién bdn va
thOi gian con hiéu luc
cla cdc thong di€p nay
trén tUng cOng cla

Show cdp interface
[type number]

Ché d0 EXEC dac quyén

Hién thi thong tin veé
nh(ng cOng c6 chay CDP




Show cdp neighbors| Ché d0 EXEC dac quyén

[type number] [detial]

Hién thi cdc thong tin vé
nhng thi€t bi ma CDP
phat hién dugc: loai
thi€t bi, tén thi€t bi, thiét
bi d6 két ndi vao cOng
nao trén thi€t bi cla
chiing ta. Néu ban c6 su
dung tU khod detail thi
ban s& c¢6 thém thong tin
vé VLAN ID, ché db
hoat dOng song cong, tén

Router

Rtl¥show cdp traffic

CCF counters:
Total packets outpukb: &,
Hdrsyntax: 0, Chksum error: 0, Encaps
Ho memorys: 0, Invalid packet: 0O,
CLFPF wersionl advertisements

Input: &

ocutput: 0O,

CLP wersion? advertisements cutpukt: &,

Ftl¥zlear cdp countars

Rtl¥show cdp traffic

CCF counters:
Total packets
Hdrzsyntax: 0, 0, Encaps
Mo memory: 0, 0,
CLCF wversionl advertisements output: 0O,
CDF version? advertisements outpukb: 0O,

Rtl#

output: 0,
Chksum error:
Invalid packet:

Input:0
]

Fragmented: [

Fragmented:[

failed: 0

Input:l
Input: &

failed: 0

Input:l
Input:l

Hinh 4.3a

Router

COF Version 1
mtifshow cdp

zlobal CCP information:
Sending COF packets severy el seconds
Sending a holdtime wvalue of 180 seconds
RE34

CCP Version 2

Rtléshow cdp

zlohal CCOF information
Sending CDF packets every el seconds
Sending a holdtime walue of 180 seconds
Sending CDFvZ advertisments is enabled

RE1¥




Hinh 4.3b

Rtl¥show cdp entry Rt2 =
Dewvice IL: Rt2

Entry addressi{es):

IP address: 192.168.2.2

Platform: cisco 2621, Capabilities: Router

Interface: Serizll/0, PortIDioutgoing port): Seriallfsa
Holdtime: 13% sec

Version:

Cisco Internetwork Operating System Software

I05 (Em)C2e00 Software (C2el0-0035-M), Version 12.0(5)TI,
RELEASE

SOFTWARE (fcl)

Copyright (c] 1986-1999 by cisco System, Inc.

Compiled Tus 17-Aug-85% 13:18 hycmong

Router

Ftlfshow cdp interface seriall/0
Seriald/0 is up, line protocol is up
Encapsulation HDLC
Sending CLOP packets every &0 seconds
Holdtime is 180 seconds

ftl{shew edp interface fastethernet0/0

FastEthernet0/0 is up, line protocol is up
Encapsulation ARFA
Zending CDF packets every &0 seconds
Holdtime is 180 seconds

RL1¥

Hinh 4.3d

RtZ{show cdp neighbors
Capability Codes: R-Router, T-Trans Eridge, B-Source
Route Bridge, S-Switch, H-Host, I-1GMP, r-Repeater

DeviceID Local Intrfce Holdtme Capablty Flatform Port ID
RE3 Serl/1l 152 R 2500 Serl
REt1 Eerl/0 121 R 2620 =l /0
Rt24

Hinh 4.3e



Rtl¥show cdp interface serial0/0
Serialil/0 is up, line protocol iz up
14. Encapsulation HDLC
Xﬁy sending CDP packets every &0 seconds
Heldtime is 180 seconds
dung
ban #tl¥show cdp interface fastethernetd/D
d6 FastEthernet0/0 is up, line protocol 15 up
Encapsulation ARPA
Sending CDP packets every €0 seconds
Holdtime is 180 seconds
Rt1¥
Hinh 4.1.3d
mang

CDP 13 mOt giao thlc dugc thi€t k€ va hoat dOng khd nhe, don gidn.
Céc g6i CDP c¢6 kich thu@c nhd nhung 1ai mang nhi€u thong tin hltu ich vé
céc thi€t bi lang giéng Cisco.

Ban c6 th€ st dung cic thong tin nay d€ xay dung sd d0 mang cUa céc
thi€t bi. Ban c6 th€ Telnet vio céc thi€t bi lang gi€éng rdi dung 1&nh show cdp
neighbors d€ tim ti€p céc thi€t bj khac két nOi vao thi€t bj nay.

1.5. Tat CDP

DE tat toan bO CDP trén router, ban dung 1énh no cdp run ché dd céu
hinh toan cuc. Khi ban di tat toan b0 CDP thi khong c¢6 cOng nio trén router
con chay duagc.

P0i véi Cisco I0S phién ban 10.3 tr& di, CDP chay mdc dinh trén tat
cd cic cOng c6 th€ glii va nhan thong tin CDP. Tuy nhién ciing c6 mOt sO
cOng nhu cBng Asynchronous chang han thi mdc dinh 1a CDP tat trén céc
cOng nay. Néu CDP dang bj tat trén mOt cOng nao d6 thi ban cé thé khdi
d0ng 1ai CDP bang 1énh cdp enable trong ché d0 cdu hinh cOng giao ti€p
tuong Ung. Con n€u ban mudn tat CDP trén mOt cOng nao d6 thi ban ding
1énh no cdp.enable trong ché d0 cau hinh cOng do.

2tl{show cdp -

Global CCP informatien
Sending CDF packets every &l seconds
Stending a holdtime walue of 180 seconds
fanding CDFvZ adwertisements is enabled

Rtliconfigure tarminal

Enter configuration commands, one per line. End with
CNTL/E

Etl{confiig)fno edp run

Rtl (config)#*E

Rtl{show cdp

tCCP iz not enabled

Etl{configure terminal

Enter configuration commands, one per line. End with
CHNTL/Z

Btliconfig) fedp run

Btl (config) $°E




1.6. XU 1y su cd cu

Hinh 4.4
a CDP

L.&nh Mo ta
Clear cdp table Xo0d bang thong tin clla CDP vé céc thié€t bi lang gi€ng
Clear cdp counters [Xod bd dém luu Iuong trg vé 0.
. |Hién thj b dém cla CDP, Om s0 1 5i CDP
Show cdp traffic :en\t : tiQ deﬂlm cua C'x. bao gom s0 1Uong goi C
gUi va nhan, sO IUQng 101 checksum
Show debugging  |[Hi€n thi thong tin vé€ cic loai debug dang chay trén
Debug cdp Ki€m tra thong tin CDP vé cdc thiét bi lang giéng
Debug cdp events  |[Ki€m tra cic hoat dOng clla CDP
Debug cdp ip Ki€m tra thong tin CDP IP
Debug cdp packets |[Ki€m tra thong tin vé cic géi CDP
Cdp timer Cai dat thOi gian dinh ky gUi g6i CDP cap nhat
Cdp holdtime CéiA dat thoi gfian.luu gi(r thong tin cho cdc géi CDP cap
nhat duQc phat di
Hién thi thong tin toan cUc clUa CDP, bao gbm thGi gian
Show cdp . A N My A
dinh cap nhat va thOi gian luu giU thong tin

2. Thu th@p théng tin vé cac thi€t bi & xa

Muc tiéu:
- Thi€t 1ap va ki€
- K&t thic va tam

m tra k€t nOi Telnet.
ngung mOt phién Telnet.

- Thuc hién cic ki€m tra két ndi khéc.

- XU 1y su cO v6i
2.1. Telnet

cac két noi tU xa.

Telnet 12 giao th(c gid 1&p dau cubi o nam trong bd giao thiic TCP/IP.
N6 cho phép thi€t 1ap két nOi tU xa vao thi€t bi. Lénh Telnet dugc s& dung
d€ ki€m tra hoat dOng phan mém & 18p Ung dung gilta 2 may.

Telnet hoat dOng & 16p Ung dung cla md hinh OSI. Telnet hoat dOng

telnet

dua trén cO ch@ TCP_dé _dam bdo viéc truyén dif li?u gilta client va céc

SEerver.

7 Application

MOt router c6 thé cﬁ@%ﬁ@ﬁlﬂm’c]hién dong thOi nhi€u phién k€t ndi Telnet.

Pbuolng vty 0-4 trén
thé€ thuc hién ciing 1
tra k€t ndi 18p Ung

[I@utSésla:rdu'qng danh cho Telnet. 5 duOng Telnet nay c6

Fﬁ ggpsg&ta gan luu vpramg vi€c st dung Telnet d€ ki€m
3 Network .Le.(Lp.hH

trace
st dung chl yéu dé
2 Data Link

Tﬁln@t duagc

)-lshow interface |

[1 Physical




thi€t 1ap k€t nOi tlr xa vao thi€t bi. Telnet 13 mOt chuong trinh Ung dung don
gidn va thdng dung nhat.

Hinh 4.5

2.2. Thiét 1ap va ki€m tra két ndi Telnet

Lénh Telnet cho phép ngudi dung thuc hién Telnet tU mot thi€t bi
Cisco nay sang thi€t bi khic. Chiing ta khong can phdi nhdp 1énh connect hay
telnet d€ thi€t 1ap k&t ndi Telnet ma chiing ta c6 th€ nhdp tén hodc dia chi IP
cUa router ma ching ta muOn Telnet vao. Khi két thic phién Telnet, ban diing
1énh exit hoac logout.

PE thi€t 1ap k&t ndi Telnet, ban dung mOt trong cac 1€nh sau:

Denver>connect paris

Denver>paris

Denver>131.108.100.152

Denver>telnet paris

Paris

131.108.100.152
—~
)
Denver \ ﬁ

Tokyo

Initiate a session:
Denver »telnet paris

Exit a session:
Paris-exit




Hinh 4.6a

Router can phdi c6 bang host hodc 12 trong mang phdi c6 dich vu DNS
phan gidi tén mdy ma ching ta nhdp vao. N€u khong thi bat budc ban phai
dung dia chi IP.

Telnet dugc st dung d€ ki€m tra xem ban c6 th€ k&t ndi tU xa vao mOt
router hay khong. Vi du nhu hinh 4.2.2b: n€u ban Telnet & ché d0 EXEC
ngU0i ding va EXEC dac quyén déu dugc.

Né€u ban c6 thé€ truy cap tU xa vao router thi c6 nghia 1a di c6 it nhat
mOt Ung dung TCP/IP két nbi vao dugc router d6. MOt k€t nOi Telnet thanh
cong chig td rang cdc Ung dung 18p trén hoat dOng tot.

/ f-c

. (Applir.aﬁun Layer

Telnet

Hinh 4.6b

Né€u ban c6 thé Telnet vao mOt router ndy ma khong Telnet vao dugc
router khdc thi c6 th€ su' ¢ 1a do sai tén, dia chi hodc do cap quyén truy cdp.
Sai s6t c¢6 th€ nam & router ma ban dang xU 1y hodc ndm G router ma ban
Telnet t&i. Trong truOng hgp nay, budc ti€p theo ban nén c6 gang ping thur.
Lénh ping cho phép chiing ta ki€m tra k€t ndi ¢ 16p Mang tur dau dén cudi.

Khi ban di Telnet xong, ban c6 thé ngat két n6i. Mdc dinh thi sau 10
phit ma khong c6 bat ky hoat dOng nio két ndi Telnet s& tu dOng ngat. Hodc
12 ban c6 th€ ngat két ndi Telnet bang 1énh exit.

2.3. Ngat, tam ngung phién Telnet

Telnet c6 mOt dac tinh quan trong 14 ban c¢é th€é tam ngung mot phién
Telnet. Tuy nhién c6 mOt rac r0i 1a khi ban st dung phim enter sau khi tam
ngUng phién Telnet thi phdn mém Cisco I0S sé tu dOng quay trd 1ai két noi
Telnet vira mGi tam ngung trudc d6. Ma phim enter 13 phim rat hay dugc sU
dung. Do d6 khi ban tam ngung mOt phién Telnet thi rat c6 th€ sau d6 ban sé&
k€t noi 1ai vio mot router khic. Di€u nay rdt nguy hi€m khi ban thuc hién
thay dGi cdu hinh router. Do dé ban can chd y can than cdu hinh cla router
tru@c khi tam ngung phién Telnet trén router d6.

MO6i mOt phién Telnet chi dugc tam ngung trong mOt khodng thi gian
gidi han. D€ quay trd lai k&t nOi Telnet ma ban di tam ngUng ban chi can
nhan phim Enter. Ban diing 1énh show session d€ xem cic k&t n0i Telnet dang
dugc mo.



Sau day 12 trinh tuU cdc budc d€ ban ngat két noi Telnet:
Nhap 1énh disconnect.
Ti€p theo sau 1€nh nay 13 tén hodc dia chi IP cla router. Vi du:
Denver>disconnect paris

Sau day 1a cac budc thuc hién tam ngung phién Telnet:
Nhan t6 hop phim Ctrl-Shift-6 ciing lic, budng ra r0i nhan ti€p ch(?
X.
Nhap tén hoac dia chi IP cUa router.

Initiate a session

Denver>telnet paris

End a session 131.108.100.162

Paris>axit Paris

Suspend a session . 3 ﬁ
Paris><Ctrl><Shift><f><x> N
bDenver> a

Diesner &

Resume a session |Click to activate and use this control [P

Denver><Return> Tokya

Disconnect a session

Denver>disconnect paris

Display Session

Denverdfshow sessions
Conn Host Address Idle Conn Mame
1 Paris 131;10E.100.152 (4] Paris
2 Tokyo 126.102.57.63 0 Tokyo
Hinh 4.7

2.4. M@ rong thém vé hoat ddng Telnet

Trén router ¢6 th€ m& nhi€u phién Telnet cing ldc. Ching ta c6 thé
chuyén d6i qua lai gilfa cac phién Telnet nay. Ban c6 th€ &n dinh sO lugng
phién Telnet dugc phép mG dOng thdi trén router bang 1€nh session limit.

PE& chuyén d6i qua lai gilta cdc phién Telnet, ban tam ngUng phién
Telnet hi€n tai va quay trd 1ai phién m&i md trudc do.

Nhén tO hdp ph1m Ctrl Shlft 6 cung luc, buong ra rOi nhan ti€p chir X:
tam thodat k ‘1ai ddu nhac EXEC.

Tai d ) the thiet 1.
2500 chi ch

Ban

nGi. Router

ang t6 hop
phim Ctrl- Shlft-6 Xusdr\kﬁ-]ssbal&léungphnm Enter thi Cisco 08 §& ty dOng
quay lai K&t H0T ﬁﬂ&eﬁf&ﬁam nging, trtu6c d6. Con néu ban|dung 1énh
resume thi ban pha} nhap thém:chi sO ID bang 1€nh show session.

Swora:

(User pressed Ctrl-Shift-6, then x)

r»>show sessions

conn Host Address Idle Conn Name
131.108,100.152 0 Paris
- . 7




Hinh 4.8
2.5. Cac 1énh ki€m tra két ndi khac

PE ho trg viéc ki€m tra nOi mang c0 ban, nhi€u giao thlic mang cé hod
trg giao thUc phdn hoi (echo). Giao thlc phdn héi dugc st dung d€ ki€m tra
viéc dinh tuyén cédc g6i df li€u. Lénh ping thuc hién gUi di mot géi dF 1iéu
tGi mdy dich va chG nhan géi trd 10i vé tU mdy dich. K&t qud cUa giao thlic
phan hoi gitip ban x4c dinh d0 tin cdy cla duOng truyén t&i mdy dich, thoi
gian tré trén duOng truy€n, may dich c6 dén dugc hay khong, c6 hoat ddng
hay khong. Lé&nh ping 12 1énh c0 ban d€ ki€m tra két ndi. Ban c6 thé ding
1énh nay & ché d0 EXEC ngudi diing hay EXEC ddc quyén déu dudgc.

Hinh 4.9a 12 vi dU cho bi€t phdn ho6i hanh cong cho 5 géi gli di cla
1énh ping D&u chdm than (!) cho biét 12 phdn hOi thanh cong. Néu ban nhan
dugc mOt hay nhi€u ddu chdm thay vi ddu chdm than (!) thi di€u dé c6 nghia
1a router da hét thdi gian chd géi phdn héi tUr mdy dich. Lénh ping sU dung
giao thUc ICMP (Internet Control Message Protocol - giao thUc thong di€p
di€u khién internet).

( Network Layer

‘w;
Echo Request =
3’172.16 15
Echo Reply
‘~...__ N’

kouter>ping 172.16.1.5

T'ype escape sequence to abort,

Sending 5; 100 byte ICMP Echos to 172.16.1.5;
timeout is 2 seconds:

Success rate is 100 percent,

rgund—-trip min/avg/max = 1/3/4 ms

Router>




Hinh 4.9a

Lénh traceroute 13 mOt cong cu ly tudng d€ ban tim dudng di cla géi
d(r liéu trén mang. Lénh traceroute ciing tuUong tU nhu' 1€nh ping, chi khic 1a
1énh ping thi chi ki€m tra két nli tU ddu cudi dén dau culi, con 1énh
traceroute thi ki€m tra tUng chdng mOt doc theo duGng truyén. Ban cé thé
thuc hi€n 1€nh traceroute & ché d0 EXEC ngudi dung hay EXEC ddac quyén
déu duoc.

Trong vi du & hinh 4.2.5b, ban thuc hién 1€nh traceroute tU router York
dén router Rome. PuGng truy€n nay phdi di qua router London va Paris. Néu
c6 router nio khong dén dugc thi k€t qud phan hdi 1a ddu sao thay vi tén cla
router d6. Trong truGng hOp nhu vay, 1énh traceroute van sé ti€p tuc cO
gang gUi dén tram k€ ti€p cho d€n khi ban nhan t6 hgp phim Ctrl-shift-6.

Paris

/,—-e. _1 72.16.16.2
(Netwnrk

Layer

York “ay

-l Rome
172.16.33.5

Londan
17216123

Yorkitraceroute ROME

Iype sscape to abort.

Tracing the route to Bome (172.16.33.3)
1 LENDON (172.16.12.3) B msec 8 miec 4 msec
2 PARIS (172.16.16.,2) B msec Bmsec EBmsec
3 BOME (172.16.33.5) EBmseg Bmsec 4msec

Yark#

Hinh 4.9b
Viéc ki€m tra cO badn ciing tap trung chU y€u vio 16p Mang. Ban dung
1énh show ip route d€ ki€m tra bang dinh tuy€n cUa router cho hé thOng
mang. Lé&nh nay s& dugc dé cap chi ti€t hon trong chuong sau.
Sau day 1a cac budc thuc hién ping:
Nhap 1énh ping, theo sau la dia chi IP hodc tén clla mdy dich.
Nhan phim Enter.
Sau day 1a cac budc thuc hién 1énh traceroute:
Nhap 1énh traceroute, theo sau la dia chi IP hodc tén cUa may dich.
Nhan phim Enter.
2.6. XU Iy su 6 vé dia chi IP
Su cO vé dia chi 1a su' cO xdy ra phO bi€n nhat trong mang IP. Sau day
12 3 1énh thuGng duoc st dung d€ xU 1y cac su cO lién quan d€n dija chi:



Ping: stf dung giao thUc ICMP d€ ki€m tra k€t nOi vat ly va dia chi IP cla 1&p
Mang. Dy 1a 1€nh ki€m tra cO ban.

Telnet: ki€m tra k&t ndi phdn mém 16p Ung dung gilta ngudn va mdy dich.
Pay 1a 1énh ki€m tra k€t ndi hoan chinh.

Traceroute: cho phép xdc dinh vi tri 101 trén duOng truyén tU mdy ngudn dén
mdy dich. Lénh trace s(t dung gié tri Time to Live d€ tao thong diép tUt moi
router trén dudng truyén.

Bai tap va san pham thuc hanh bai 34.4

Kién thuc:

Cau 1: Kh4i niém CDP ?Trinh bay chltc ning cla cic 1€nh lién quan dén
CDP?

Cau 2:Khéi niém Telnet? So sdnh di€m khdc nhau gilta VTY (Virtual
Terminal) line va TTY (Terminal controller) line ?

KV ning:
y nang S00/1 A S0/0/0
Bai tap Ung dung: Thug | fiet cho cac router. K&t hop

telnet va CDR thu thép thong’tin thlet bi trong mo Mph mangl.,,y bén dudi ?
172.16.1.0/30




CHIi DAN POI VOT HOC SINH THUC HIEN BAI TAP UNG DUNG

0N B~ NN W N —

. Két n6i céc router va day cip nhu hinh vé.

. Cau hinh c0 ban cho router.

. Gan IP cho cdc router nhU hinh vé.

. Cau hinh telnet.

. Kiém tra qud trinh két n0i telnet.

. K&t hgp giao thUc telnet va CDP thu thap thong tin thiét bi.
. ThOi gian:..... gi0 (k€ ca thdi gian chudn bi va cdu hinh)

. TOng di€m va két cdu di€m cla cic bai nhu sau:

TGOng sO di€m t6i da cho bai: 100 di€m, két cdu nhU sau:



a, Pi€m ngoai dang khach quan: TGng cOng 70 di€m

b, Pi€m tuan thU cic qui dinh: 30 di€m
- ThOi gian thUc hién bai tap vUot qud 25% thOi gian cho phép s€ khong
duQc ddnh gid.
- Thi sinh phdi tuyét doi tuan thu cdc qui dinh an toan lao dOng, cdc qui
dinh cUa phong thuc hanh, néu vi pham s€ bi dinh chi thuc tap

BAI 5: QUAN LY PHAN MEM CISCO I10S
Ma bai: MD34-05
Gi6i thiéu:

Cisco router khong th€ hoat ddng dugc néu khong c6 hé diéu hanh
mang Cisco (IOS). MOi router trong qu4 trinh kh&i dOng déu c6 budc tim va
tai I0S. Chuong niy s€ mo ta chi ti€t cic budc khéi ddng cla router va cho
ban thdy tam quan trong cla qua trinh nay.



Céc thiét bi mang Cisco hoat dong v&i nhi€u loai tap tin khic nhau,
trong d6 c6 hé diéu hanh va tap tin cau hinh. Ngu0i qudn tri mang hay bat ky
ai muOn qudn tri cho hé thOng mang hoat dOng troi chdy va tin cdy thi d€
phai bdo tri cic tap tin nay can thdn, bdo ddm rang thi€t bi dang chay diing
phién ban phan mém va céc tap tin hé thdng cla Cisco va cic cong cu hitu
dung d€ quan 1y céc tap tin nay.

Muc tiéu:
- Xéc dinh dudc router dang & giai doan ndo trong qua trinh khdi dOng.
- Xdc dinh céc thi€t bi Cisco tim va tai IOS nhu thé nio.
- SU dung cac 1énh boot system.
- Xé4c dinh gi4 tri thanh ghi cdu hinh.
- MBO ta khai quat c4c tap tin IOS st dung va chUc ning tuong Ung.
- Nam dugc n0i nao ma router 1Uu cic loai tap tin kh4c nhau.
- MO ta khai quét cau tric tén cUa I0S.
- Luu va khdi phuc tap tin cdu hinh s& dung TFTP Server.
- TaiIOS bang TFTP hodc Xmodem.
- Kiém tra tap tin hé thOng bang céic 1&nh show.
- Thuc hién céc thao t4c an toan vOi mdy tinh.

NOi dung:
1. Khdo sét va ki€m tra qua trinh khéi ddng router
Muc tiéu:

- Xéc dinh dudc router dang & giai doan ndo trong qua trinh khdi dOng.
- Xdc dinh céc thi€t bi Cisco tim va tai IOS nhu thé nio.
- SUrdung cic 1énh boot system.
- Xdc dinh gi4 tri thanh ghi cdu hinh.
1.1. Céc giai doan kh@i déng router khi bat dau bat dién
Muc tiéu chinh cUa qud trinh kh&i dOng router 12 khdi dOng cic hoat
dOng cUa router. Router phai hoat dOng v&i d0 tin cdy cao d€ thuc hién két
nOi cho bat ky loai mang nao. Do d6, qué trinh khéi dOng router phdi thuc
hién céc cong vi€c nhU sau:
Ki€m tra phan clng cUa router.
Tim va tdi phdn mém Cisco 10S.
Tim va thuc hi€n cic cau 1énh cdu hinh, trong d6 bao gbm cic cau
hinh giao thUc va dia chi cho cdc cOng giao ti€p.

ROM =I Bootstrap | Load bootstrap ‘
Flash
TFTP Hé diéu hanh Tim va tai hé diéu
Server mang Cisco hanh
ROM
NVRAM
TETP Tap tin cau Tim va tai tap tin
Server hinh ciu hinh hodac vao
Console ché doé cai dat




1.2. Thi€t bi Cisco tim va tdi nhu thé nao
NguOn mac dinh tdi phdn mém Cisco I0S thi khic nhau tuy theo phién
bdn phan clng cla thi€t bi, nhung hau hét cic router déu tim 1€nh boot
system 1Uu trong NVRAM. Phan mém Cisco I0S c6 thé dugc tdi tU nhiéu
ngudn khic nhau. Nhi{tng ngun nay ching ta c6 th€ cdu hinh hodc router sé&
st dung qud trinh tim va tdi phdn mém mac dinh cla né.
Gi4 tri cai dat cho thanh ghi cdu hinh s& cho phép router tim I0S nhu
sau:
Lénh boot system cdu hinh cho router nGi ma router tim dé
tia I0S. Router s& sU dung cdc ciu l1énh nay theo th( tu khi khédi
dbng.
Néu trong NVRAM khong c6 cic cau 1énh boot system thi hé thOng
s€ madc dinh 1a s dung Cisco IOS trong b0 nhd flash.
Néu trong bd nhd flash ciing khong c6 10S thi router sé& ¢ gang st
dung TFTP d€ tai I0S v&. Router s€ s dung gi4 tri cai dat cdu hinh
d€ biét tén tap tin 1Uu trén server mang.

Cai dat thanh ghi cau hinh, Iwu trong NVRAM, gia tri cai d&t cho thanh ghi
cdu hinh khac nhau sé& cho phép router xac dinh vi tri tai I0S khac nhau

Router# configure terminal

Router (config) # boot system flash IOS_filename
Router (config) # boot system tftp IOS_ filename
tftp address

Router (config) # boot system ROM

[Ctrl-Z]

Router# copy running-config startup-config

| Khéng tim thay Iénh boot system trong NVRAM. ‘

| B& nhé& Flash khong co6 10S. ‘

| Tai Cisco |IOS macdinh trong bé nh& Flash. ‘

| Tai Cisco |IOS mac dinh t&r TFTP server. ‘

1.3. SU dung 1énh boot system

Th tU cdc vi tri ma router tim hé di€u hanh dugc cai dat trong phan
kh&i dOng cUa thanh ghi cdu hinh. Gi4 tri mdc dinh cUa thanh ghi cdu hinh c6
thé thay d6i bang 1énh config-register trong ché d0 cdu hinh toan cuc. Thong
sO cla 1énh nay sU dung sO hex.



Thanh ghi cau hinh 1 thanh ghi 16 bit 1uu trong NVRAM. 4 bit thap cla
thanh ghi cu hinh th€ hi€n cho phan khdi dOng router. Pau tién, ta ding 1€nh
show version d€ xem gi4 tri hién tai cUa thanh ghi cdu hinh va ciing d€ ddm
bdo 1a gid tri cla 12 trén khong c6 gi thay dbi. Sau d6 ta dung 1énh config-
register d€ thay d6i gi4 tri cho thanh ghi, ta chi can d6i gi4 tri cUa sO hex cudi

Router#show version

Cisco Interface Operating System Software

IOS (tm) C2600 Software (C2600-JK803S-M), Version 12.2 (17a), RELEASE
SOFTWARE (fcl)

Copyright (c) 1986-2006 by Cisco System, Inc

Complie Thu 19-Jun-03 16:35 by pwade

Image text-base: 0x8000808C, data-base: 0x815F7B34

ROM: System Bootstrap, Version 12.2 (7r) [cmong 7r], REL

Danang uptime is 1 hour, 2 minutes

System returned to ROM by power-on

System image file is “flash:c2600-jk803s-mz.122-17a.bin”

This product contains cryptographic features and subject to United States and
local country laws goverining import, export, transfer and use. Delivery of
Cisco cryptographic product does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters, distributors and users
are responsible for compliance with US and local coutry laus. By using this
product, you compliance with US and local laws, return this product
immediately.

A summary of US laws governing Cisco cryptographic products may be found
at: http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

EASE SOFTWARE fcl)

If you require further assistance please contact us by sending email to
export@cisco.com

Cisco 2620XM (MOC860P) professor (revision 0x100) with 59392K/6144K
bytes of memory

Processor board ID JAEO718065A (41148118384)

MB860 processor: part number 5, mask 2

Bridging software

X25 software, Version 3.0.0

Super LAT software (copyright 1990 by Meridian Technology Corp)

TN3270 Emulation software

Basic Rae ISDN software, Version 1.1.

FastEthernet/IEEE 802.3 interface(s)

Low-speed serial (sync/async) network interface(s)

ISDN Basic Rate interface(s)

32K bytes of non-voltatile configuration memory.

16384K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102



http://www.cisco.com/wwl/export/crypto/tool/stqrg.html
mailto:export@cisco.com

Gi4 tri thanh ghi c8u hinh khong ding cting dan dén viéc router khong
tdi dugc I0S vi gia tri thanh ghi nay s cho router bi€t 1a tai I0S tU dau.
Chiing ta ki€m tra gid tri thanh ghi bang 1énh show version va doc dong cudi
ciing trong k€t qud hi€n thj cUa 1&énh nay. Gi4 tri thanh ghi cdu hinh sé& khic
nhau d0i vGi c4c bién ban phan clng khac nhau. Ban c6 thé tham khdo gi4 tri
thanh ghi cdu hinh trén dia CD tai li€u cUa Cisco hgc trén website cUa Cisco.



Sau dé ban chinh sUra 1ai gi4 tri thanh ghi cdu hinh rdi 1Uu vao tap tin cdu hinh
khdi dOng.

Néu su ¢6 van ti€p tuc xdy ra thi c6 thé 1a tap tin trong b nhd flash bi
16i. Théng thuOng, trong truGng hop nhu vy ban s€ gdp cic théng bdo 16i
trong qua trinh kh@i dOng router. Vi du nhu mOt sO ciu thong b4o nhu sau:

Open: read error.. .requested 0x4 bytes, got 0x0

Trouble reading device magic number

Boot: cannot open “flash:”

Boot: cannot determine first file name on device “flash:”

Néu dung 12 tap tin trong flash bj 16i thi ban can chép lai I0S mdi 1én

router.
Néu tat cad cdc nguyén nhan trén van khong ding thi c6 thé€ 1a router bj 16i
phan clng. Trong trudng hgp nhu vay thi ban nén lién hé véi trung tim ho
tr@ kY thuat cla Cisco (TAC - Terminal Assistance Centre). Mac du 16i hu
phan cUng rat hi€m gdp nhung né van c6 kha ning xay ra.

Luu ¥: Ban khong th€ xem gid tri thanh ghi cdu hinh bang 1énh show
running-config hay show start-up config dugQc.

2. Quan Iy tap tin hé théng Cisco
Muc tiéu:
- MO ta khdi quét c4c tap tin IOS s dung va chUc ning tuong Ung.
- Nam dugc n0i nao ma router 1Uu cic loai tap tin kh4c nhau.
- MO0 ta khai quét cdu tric tén cUa I0S.
- Luu va khoi phuc tap tin cdu hinh st dung TFTP Server.
- T&i IOS bang TFTP hodc Xmodem.
- Kiém tra tap tin hé thGng bang cdc 1énh show.
2.1. Khai quat vé tap tin hé théng Cisco

Hoat dOng cla router va switch phu thuGc vio phdn mém cai trén né.
C6 2 loai phdn mém can phai c6 d€ thi€t bi hoat ddng 1a: hé di€u hanh va
tap tin cau hinh.

Hé di€éu hanh dugc sU dung cho hdu hét céic thi€t bi Cisco 1a hé diéu
hanh lién mang Cisco, g0i tat 1a Cisco I0S (Internetwork Operating System).
Phan mém Cisco I0S cho phép thi€t bi thuc hién cic chlc ning cUa router
hay switch. MOt tap tin IOS khodng vai megabyte.

Phan mém th( 2 dugc st dung cho router va switch 13 tap tin cdu hinh.
Tap tin cdu hinh ch(fa cic hudng dan vé hoat ddng dinh tuyén hay chuyén
mach cUa thi€t bi. Ngudi qudn tri mang 13 ngudi tao tap tin cdu hinh d€ cic
thi€t bi Cisco thuc hién c4c chUc ning theo ding thi€t k€ clia minh. MOt sO
thong sO ma ban c6 th€ cau hinh dugc 1a dia chi IP cla cic cOng trén router,
giao thUc dinh tuy€n va cdc mang ma giao thUc dinh tuyén d6 dugc thuc hién
quang ba... Thong thuOng, mOt tap tin cdu hinh tU vai trim d€n vai ngan byte.



MOi loai phdn mém dudgc luu thanh tUng tap tin riéng biét trong tlng
b0 nhd khéic nhau.

I0S dudgc luu trong loai b0 nhd dugc goi 1a flash. Flash luu gilt 6n
dinh tap tin IOS va tap tin IOS nay dugc st dung d€ khdi dOng router. Flash
cho phép chiing ta nang cap IOS va luu dugc nhi€u I0S khic nhau. Trong cdu
triic clla mot sO loai router, IOS dugc copy 1én RAM va chay trén RAM.

Tap tin cdu hinh dugc 1uu trong b0 nhd NVRAM va tap tin nay dugc
st dung khi kh3i dOng router. Do d6 tap tin cdu hinh dugc 1uu trong NVRAM
dugc ¢0i 12 tAp tin cAu hinh khdi dOng. Khi thiét bi khdi dong, tap tin c&u
hinh kh&i dOng dudgc chép 1én RAM. Khi d6 tap tin ndy duQc chay trén RAM
va ludn dugc cap nhat khi dang chay. Do d6 tap tin dang chay trén RAM
duogc goi 1a tap tin cdu hinh hoat dOng.

RAM

Running
Configuration

NVRAM

Startup
Configuration

Flash

I0S Image

Hinh 5.1a: Cdc tap tin hé thdng Cisco

Bat dau tir phién ban 12 cla I0S, hé thdng tap tin Cisco 10S, goi tat 12
IFS (I0S File System), cung cap moOt giao ti€p chung cho tat ca cic hé thOng
tap tin ma router dang sU dung. IFS cung cdp mOt phudng phap chung dé€
thuc hi€n qudn 1y toan b0 hé thOng tap tin dang s dung cho router. Cong
vi€c nay bao gbm tdp tin trong b0 nh& flash, hé thOng tap tin mang (TFTP,
rcp va FTP), doc/viét dir 1i€u (NVRAM, tap tin cau hinh hoat dOng, ROM).
IFS sU dung cdc ti€n tO nhU trong hinh 5.1b d€ x4c dinh hé thOng tap tin trén
thi€t bi.

Prefix Descripton

Bootflash: Bootflash memory




Flash: Flash memory. This prefix is available on all platform. For platform
that do not have a device named flash, the prefix flash: is allased to
slotO:. Therefore, the prefix flash: can be used to refer to the main
flash memory storage area on all platform

Flh: Flash load helper log files

ftp: File Transfer protocol (FTP) network sever

Nvram: NVRAM

Rcp: Remote copy protocol (rcp) network server

SlotO: First Personal Computer Memory Card International Assiciontion
(PCMCIA) flash memory card

Slot1: Second PCMCIA flash memory card

System: Contains the system memory, including the running configuration

Tttp: TEFTP nework server

Hinh 5.1b

Pre IOS Version 12.0 Commands 1OS Version 12.x Commands

Configure network I0s
Release 10.3)
Copy rcp running -config Copy tftp

running-config

(pre-Cisco

Copy ftp: system: runnig-config Copy
crp: system: runnig-config Copy tftp:
system: runnig-config

Configure overwrite-network {pre-Cisco
[0S Release 10.3} Copy rcp stratup-
config Copy tftp satrup-config

Copy ftp: system: runnig-config Copy
crp: system: runnig-config Copy tftp:
system: runnig-config

Show  configuration I0S

release 10.3)

(pre-Cisco

More nvram:startup-config

Write erase (pre-Cisco IOS release 10.3)
Erase starup-config

Erase nvram:

Write erase (pre-Cisco IOS release 10.3)
Copy running-config startup-config

Copy
startup-config

system: running-config Nvram:

Write network pre-Cisco IOS release
10.3)

Copy running-config startup-config rcp
Copy running-config startup-config tftp

Copy system: runnig-config ftp: Copy
system: runnig-config crp: Copy system:
runnig-config tftp:

Write terminal pre-Cisco I0S release
10.3)Show runnig -config

More system: running-config

Hinh 5

dc

IFS st dung quy udc URL d€ xdc dinh tap tin trén thi€t bi va trén
mang. Quy Udc URI x4c dinh vi tri cla tap tin dUng sau diu hai chdm nhu sau




[[[//vi tri]/thu muc]/tén tap tin]. IFS ciing hO truyén tai tap tin FTP.
2.2. Quy udc tén I0S

Cisco phat tri€én rat nhi€u phién ban I0S khic nhau. C4c phién ban nay
ho trg cho cic phién ban phan cling v4i nhi€u dac tinh khic nhau. Hién nay
Cisco van dang ti€p tuc phat tri€n nhi€u phién ban I0S mdi.

D€ phan biét gilta cac phién ban khac nhau, Cisco c6 mOt quy ludt dat
tén cho I0S. MOt tén cUa IOS bao gdm nhi€u phan, mbi phan thé€ hién phién
ban phan clng, cdc dac tinh ho trg va sO phat hanh.

Phan dau tién cUa tap tin I0OS cho bi€t I0S nay dugc thi€t k€& cho phién
bdn phan clng nao.

Phan th(r hai cUa tén tap tin IOS cho biét tap tin nay c6 ho trg cdc dac
tinh nao. C6 rat nhi€u ddc tinh khdc nhau d€ chon lua. Cac ddc tinh nay duoc
déng géi trong Cisco IOS. MOi Cisco I0S chi ¢c6 mOt s& ddc tinh ch(t khong ¢
toan b0 tat cd cic dac tinh. Bén canh d6, cdc ddc tinh nay con dugc phan loai
nhU sau:

CO ban: céc dac tinh danh cho tlng phién ban phan clng, vi du: IP,
IP/FW.

M@ rOng (Plus): 12 c4c dac tinh m& rOng hon mUc cO ban, vi du IP
Plus, IP/FW Plus, Enterprise Plus.

M3 hod: van 1a cic ddc tinh cO ban hay m& rdng nhu trén nhung cé
thém 56 bit d& ma hod. Vi du: IP/ATM PLUS IPSEC 56, Plus 56,
Enterprise Plus 56. TU Cisco I0S phién ban 12.2 tr& di, dac tinh ma
hod dugc thiét ké& thanh 2 loai 1a k8/k9:

K8: 64 bit ma hoa trd xulng.

K9: hon 64 bit ma hoA.

c2600-js-1 121-3.bin

A A T

Version Number (12.13)

File Format (relocatable;not compressed )

Feature Set (enterprise with extended capabilities)

Hardware Platform (2600)

Hinh 5.2: Cdc thanh phdn cUa tap tin 10S
Phéan th( 3 cUa tén tap tin cho bi€t dinh dang cUa tap tin d6. Phan nay
cho bi€t I0S dudgc 1uu trong flash dudi dang nén hay khong, r6i I0S sé dugc
gidi nén d€ chay G dau. Néu I0S luu trong flash dudi dang nén thi né sé&



dugc gidi nén, chép 1én RAM trong qud trinh kh&i dOng router. Dang tap tin
nhU vay g0i 1a tap tin khdng cO dinh. Con loai tap tin c¢6 dinh thi chay truc
ti€p trén flash ludn ma khong can chép 1én RAM.

Phéan th( 4 cUa tap tin cho biét phién ban cla IOS. Phién ban cang mdi
thi sO trong phan nay cang 16n.

2.3. Quan Iy tép tin cau hinh bang TFTP

Trén Cisco router va switch, tap tin cdu hinh hoat dOng dugc d€ trén
RAM va n0i cau hinh khéi dOng 12 NVRAM. Khi bi mat tap tin cau hinh thi
ta phdi c6 tap tin cdu hinh khdi dOng du phong. MOt trong nhitng noi ma
chiing ta c6 th€ 1uu du phong tap tin cdu hinh 12 TFTP server. Chiing ta diing
1énh copy running-config tftp d€ chép tap tin cau hinh 1én TFTP server. Sau
day 1a cac budc thuc hién:

Nhap 1énh copy running-config tftp.

O d&u nh&c ké ti€p, nhdp dia chi IP cla TFTP server ma ban dinh
1uu tap tin cdu hinh.

Pat tén cho tap tin hodc 1a 18y tén mac dinh.

X4c nhan 1ai cac chon 1ua vira rOi béng cach go yes.

Sau nay ban c6 thé khoi phuc 1ai cdu hinh router bang cach chép tap tin
cdu hinh di luu du phong trén TFTP server v€ router. Sau diy 13 cic budc
thuc hién:

Nhap 1€nh copy running-config.

O d&u nhic k€ tiép, nhap dia chi IP clia TFTP sever.

K€ ti€p, nhap tén cUa tap tin cdu hinh ma minh mudn chép.
Xéc nhan 1ai cac chon 1ua roi.

|
| GAD¥copy running-config tftp

|Fv.:1v:'i.'r-:'.._'. or name of remote host

‘11=|¢3,|ée.. 9,20

Destination filename [GAD-cenfg]?

0. 48 AL 1L 00 e N L 808 ol LU e i 2 06 o e
4 bytes copied 1in c ecs

GhD{eopy tftp flash
hddreszs or name of remote host [1715%2.168.115%.20

Source filename [17 C2600-33-1_121-3.kin

Destination filename [Clelb-7s5-1 1J1-3.ban)?
Aocessing tEtp:SF192. 160,115, 20 C2e00-9s-1 121-3.bin
Erage flaszh: before copying? [confirm]

Erasing the flash file system will remove all files

corllinh=513a:r Quan Iy tap tin bang TFTP Server
Erasing device eessge_cessesecessse.erasad
Loading C2e00l-js-1 121-3.bin from 1B22.168.118.20 (wvia

FastEthernet 0/0): 100PPLIITIRRELL _YROEELIIRRELLIITIIRY
Verifying Check sum ............ K

[CK-8930E8589 bvtes]

BO045BS bytes copied in 277.45 secs

GADH




Hinh 5.3b: Qudn Iy tép tin bang TFTP Server
2.4. Quan Iy tép tin cAu hinh bang cach cat - dan

MOt cich khac d€ tao tap tin cdu hinh du phong 1a chép lai két qua
hién thj cla 1énh show running-config. TU thi€t bi dau cudi két ndi vao
router, ching ta chép 1ai k€t qua hién thj cUa 1énh show running-config roi
ddn vao mOt tap tin vin bdn, sau d6 luu 1ai. Tuy nhién tap tin vin ban nay
phdi chinh stta 1ai mOt chit truGe khi chiing ta ¢6 th€ s dung né d€ khoi
phuc 1ai cau hinh router.

Sau dy 1a cdc budc thuc hién d€ ban chép l1ai tap tin cau hinh khi ban
st dung Hyper Terminal:

1. ChOn Transfer.

. Chon Capture Text.

Dat tén cho tap tin viin ban ma chiing ta s& chép tap tin cau hinh ra.

. Chon Start d€ bat dau qud trinh chép.

. Chon hié€n thj ndi dung cUa tap tin cdu hinh bang 1énh show running-
config.

. Nh&n phim space bar mOi khi ¢c6 ddu nhac “--More--" xudt hién.

7. Sau khi tap tin cdu hinh di hi€n thi day dU, ban két thic qud trinh

chép bang céich:

8. Chon Transfer.

9. Chon Capture.

10. ChoOn Stop.

Sau khi qud trinh chép hoan tat, ban can xo4 b6t mot s6 hang trong tap
tin cdu hinh d€ sau nay chiing ta c¢6 th€ si dung tap tin vin ban nay “dan” 1ai
vao router. Ngoai ra, ban c¢6 th€ them mOt s hang chi thich vao tap tin cau
hinh. C4c hang chid thich nay dugc bat ddu bang ddu cham than (!) ¢ dau
hang.

Ban c6 th€ sU dung Notepad d€ chinh slta tdp tin cdu hinh. Ban &
Notepad, chon File>Open. Chon tén cUa tap tin cau hinh ma ban vUa chép
dugc. Nhan phim Open.

N W

o)



Sau day 12 nh{ing hang trong tap tin cdu hinh ma ban can xo4:
Show running-config
Building configuration...
Current configuration:
-More-
Bat kY hang nio & sau dong “End”

Ban thém 1énh no shutdown vao cu6i mOi phan cdu hinh cla cic cOng
giao ti€p. Sau d6 chon File>Save d€ 1uu 1ai tap tin cdu hinh.

Sau nay, tU k&t ndi bang HyperTerminal ban c6 thé khoi phuc 1ai tap
tin cau hinh cho router. Trudc tién, ban phadi xo4 hét tap tin cau hinh dang c6
trong router béng 1€nh erase startup-config & ché d6 EXEC ddc quyén. Sau
d6 khGi dOng 1ai router bang 1énh reload.

Sau day 1a cac budc thuc hién d€ chép 1ai tap tin cau hinh cho router ttr
két n6i HyperTerminal:

Chuyén vao ché d0 cau hinh toan cuc.

Trén HyperTerminal chOn Transfer>Send Text File.

Chon tén cUa tap tin cdu hinh ma ban can chép 1én router.

TUng dong trong tap tin cdu hinh s& dugc nhap vao y nhu lic ban gd
1énh d6 vay.

Theo ddi qu4 trinh chép d€ xem c6 xdy ra 10i gi hay khong.

Sau khi tap tin cdu hinh di dugc chép xong, ban nhan Ctrl-Z d€ thoat
khoi ché€ d0 cdu hinh toan cuc.

Luu 1ai thanh tap tin cdu hinh khdi ddng bang 1énh copy running-
config startup-config.

#dsh - HyperTerminal 3 =10 x| =
File Edit View Call i Transfer Help
D = 2] Send File...
D o8| o« Zndne.
Capture Text Stop ;!

Send Text Fis...

Capture to Printer

Interface Seriall
descriotion Serliall Interface on the BRTHR

i ]

File Edit Wiew Call Transfer Help

0| ﬁiﬁj 5] =

--L#n:' ..... igure terminal -:J
nter configuraton commands, o with

H 11fhz5”4? Qua Trinh chep tap tin cau h1nh tu router

thaﬂhttap Emsv-‘anban'ibatﬁgke{“nm*HyperTermmaL

AL e Limesta g uptime

SR nti -:'|.-i saryvica passesrd==ncr YoLlan

-':.-RL' [r'.' r.:'i-.'l:-i!

GAD (config) #hostname GAD

ja——y

GAD [eantfl |:'|— inaif#line auxd

AL [ 1 ir rtwl) 4
Al (o g—line) ¥password cisco
GARD (o ag

GAD (config-line) §and
GAl¥copy running-config startup-config




Hinh 5.4b: Qua trinh chép tap tin cdu hinh vio router bang
k€t n6i HyperTerminal
2.5. Quan Iy Cisco IOS bang TFTP

Thinh thodng router ciing can luu du phong hodc nang cap 10S. Pau
tién sau khi mua router, chiing ta can Iuu lai IOS d€ du phong. Ban c6 thé dat
IOS nay trén mOt server trung tAm chung v@i céc 10S khdc. C4c IOS nay dugc
sU dung d€ thay th€ hay nang cap cho céc router, switch trong hé thOng mang.

Server phadi c6 chay dich vu TFTP va ching ta chép 10S tU server 1én
router bang 1énh copy tftp flash & ché d6 EXEC ddc quyén.

Sau khi nhdp 1énh trén, router s€ hi€n thj ddu nhac yéu cau ban nhép
dia chi IP cUa TFTP server. Sau d6 router s€ yéu cau ban xod flash. Router
thuOng yéu cau ban xod flash khi bd nhd& flash khong con dU chd trong d€ 1uu
them TOS mdi. Router s& hi€n thi mOt chubi cdc ch(t “e” trong subt qua trinh
AURIEIN
: GAC{copy tftp flash
hddress or name of remote hose []71%2.168.1159.20

Source filename [17 C2800-3s5-1 121-3.kin

Destination filename [CZe00-js-1_121-3.bin]*
docessing tftp:/F192. 168,119,200 C2e00-9=-1 121-3.bhin
Erase flash: before copying? [confirm]

Erasing the flash file system will remove all files

Continue? [conficm]
Erasing device eessee_ ceeogeeccaage erased

Loading CZe00-js-1_121-3.bin from 132.1€8.118.20 (via
FastEthernet 0/0): YIftriryaesrp_sperprryrerrrrnnee
Verifying Check sum . ........... O

[OK-380e589 bytes]

BO0E5RE bytes copied in 277.45 secs

GACE

Hinh 5.5:Qudn Iy tap tin bang TFTP Server
Sau khi x04 xong flash, router bat dau tai I0S m&i vé. Router s& hién
thi m6t chubi cic ddu chdm than (!) trong sult qu4 trinh chép. MOt IOS ¢6 thé
16n khodng vai Megabyte nén qud trinh nay ciing s€ tOn mOt khodng thdi gian.



Sau khi chép xong, router s€ ki€m tra l1ai IOS m&i trong flash. Sau khi
ki€m tra hoan tat thi ldc nay router d san sang cho ban khdi dOng lai d€ si
dung I0S m&i
2.6. Quan Iy I0S bing Xmodem

Khi kh&i dOng router ma IOS 1uu trong flash bj xo4 mat hodc bi 16i thi
ban phdi khoi phuc 1ai I0S tUr ché ¢ ROM monitor (ROMmon). O nhiéu
thiét bj Cisco, ché dd ROMmon dugc hién thi bdi ddu nhac rommon 1>

Budc dau tién ban can phdi x4c dinh xem tai sao router khong tdi dugc
IOS tUr flash. Nguyén nhan 13 do méat IOS hay IOS bj 16i. Ban ki€m tra flash
bang 1énh dir flash:

Néu trong flash van ¢6 mOt I0S binh thuGng thi ban th( khéi dOng
router bang IOS nay bang 1énh boot flash:. Vi du: néu trong flash ¢6 rommon
1>boot flash:c2600-is-mz. 121-5

Né€u router kh3i dOng binh thuGng thi c6 2 van d€ ban can ki€m tra
xem tai sao router 1ai kh&i dOng vio ché d6 ROMmon ma khong khéi ddng tUr
IOS trong flash. Pau tién, ban dung 1énh show version d€ ki€m tra gid tri cUa
thanh ghi c8u hinh xem c6 ding gi4 tri mac dinh hay khong. N&u gi4 tri thanh
ghi cdu hinh ding thi ban dung 1énh show startup-config d€ xem c6 1€nh
boot system nio cau hinh cho router kh&i dOng vio ch€ d0 ROM monitor hay
khong.

Né&u router van khong khdi d0ng dugc hodc 13 ban khéng thdy c6 10S
no trong flash thi ban can phdi chép mOt I0S mGi. TU ché d0 ROMmon, ban
c6 thé€ chép tap tin IOS bang Xmodem qua dudng console hodc bang TFTP.

Chép I0S bang Xmodem tur ch€ dé ROMmon

Trudc tién, ban can phdi c6 tap tin I0S trén mdy tinh nhu
HyperTerminal chang han. Ban cé th& chép I0S v4i toc d6 mac dinh cla
dudng console 12 9600, hodc 14 ban c6 th€ nang tOc dd 1én 115200. Trong ché
d0 ROMmon, ban dung 1€nh confreg, router sé hi€n thj cdc gia tri ma ban c6
thé€ thay d0i dugc.

Sau d6 ban sé gdp cau hoéi “change console baud rate? y/n [n];”, nhap
ch(t y d€ xdc nhan tOc d0 mdi. Sau khi thay dGi tOc duGng console va khdi
dOng 1ai router vao ch€ dd ROMmon, ban nén két thiic phién két ndi cii (tOc
d0 9600) va thi€t 1ap 1ai phién két ndi HyperTerminal md&i véi tOc dd mdi 1a
115200 bit’s.
[

rommon 1 >confreg

cenfiguration Summ
Coutput omitted=..
consols baud: B&00
boot: the ROM HMMonitor

do you wish to change the configuration? wi/n [nl: v
enable "diagnostic mode™? vw/n [nl:

Zoutput omitted=_.

enable "ignore system config info™ % vw/n [n]:

change console baud rate? w/n [n]: v

enter rate: 0 00, 1L = 4800, 2 = 1200, 3 = Z400
4 12200, S 3g400, © S7Te0d, 7 115200 [D1: 7




Hinh 5.6a

BAy gi0 ban dung 1énh xmodem d€ chép phdn mém IOS tU PC. Cau
tric cAu 1énh nay nhu sau: xmodem -c image_file_name. Vi du: ban chép I10S
c6 tén 1a “c2600-is-mz.122-10a.bin” thi ban go 1énh nhu sau:

Xmodem -c ¢2600-i-mz.122-10a.bin

Tham sO -c 12 d€ cho qud trinh Xmodem s dung CRC (Cyclic
Radunancy Check) ki€m tra 16i trong subt qu4 trinh chép.

Sau d6 router s& hi€n thi mOt dong théng bdo chua bat dau qud trinh
chép va mOt thong diép cdnh bdo. Thong di€p nay canh bdo 13 ndi dung bo
nhG flash sé& bi mat néu ching ta ti€p tUc qud trinh ny va yéu cau ching ta
x4c nhan c6 ti€p tuc hay khong. Néu chiing ta x4c nhan cho ti€p tuc thi router
s& bat dau thuc hién chép I0S.

_ .
common 1 >

rommon 1 »xmodam =%
xmodem: illegal option —-- 7

usage: xmodem [-cyrx] <destination filenama>
CRC=18
ymodem=batch protocol

-r  copy image te dram fer launch
-% do not launch on download completion
common 2 cxmodem -o c2600-is-mz.122-10a.bin

Do not start the sending program yet...

Warning: All existing data in bootflash will ke lost!
Invoke this application enly for disasbter recovery.
Do you wish to continue? ¥/m [n]: v
Ready to receive file <2&00-is-mz.122-10a.bhin ...

Hinh 5.6b: Lénh Xmodem

Lic nay ban can cho bat ddu qué trinh Xmodem tUf chuong trinh gid
1ap dau cubi. Trong HyperTerminal ban chon Transfer>Send File. Trong c(ra
sO cUa Send File: ban chon tén va vi trf 1Uu tap tin I0S, chon giao thic 1a
Xmodem, r&i bat ddu qué trinh truyén. Trong sult qué trinh truyén, clra s
Send File s€ hié€n thj trang thdi truyén.

Khi qua trinh truy€n hoan tat, ban s& gdp mot thong di€p cho bi€t 12 bd
nhG flash dang bi xo4, sau dé I0S dugc chép vao flash. Culi cling ban gdp



thong di€p “Dowbload Complete!”. Trudc khi khdi dOng 1ai router, ban can
phdi cai dat 1ai tOc d0 dudng cOnle 1a 9600 va dat 1ai gid tri thanh ghi cdu
hinh 12 0x2102 bang 1énh config-register 0x2102.

Trong lic router dang khdi dOng 1ai thi ban nén két thic phién két noi
115200 va thi€t 1ap 1ai phién két n6i m&i vai tOc dO 9600.

2.7. Bi€n méi trudng

Ban c6 thé khdi phuc IOS bang TFTP. Chép I0S bang TFTP trong ché
d0 ROMmon 14 c4ch nhanh nhat d€ khdi phuc I0S cho router. D& thuc hién
cdch nay, ban cai dat bi€n moi truOng rOi ding 1€nh tftpdnld.

Ché& d0 ROMmon c6 chUc ning rat gidi han vi chua tai dugc tap tin
cau hinh khi kh&i dOng router. Do d6 router khong hé c6 IP hay cau hinh cho
cOng giao ti€p nao. Cac bi€n mdi truOng s€ cung cdp cho router mOt cdu hinh
t0i thi€u cho phép chay TFTP d€ chép 10S. TFTP trong ché d6 ROMmon chi
hoat dOng dugc vGi cOng LAN dau tién trén router, do dé ban can cai dat cac
dac tinh IP cho cOng LAN nay. D& cai dat gia tri cho cdc bi€n mdi truOng,
dau tién ban nhap tén bién, ti€p theo 12 ddu bang (=) réi dén gid tri cai dat
cho bi€n d6 (TEN BIEN = gi4 trj cai d&t). Vi du: ban mudn ddt dja chi IP 1a
10.0.0.1 thi & ddu nhac cla ch€ d0 ROMmon ban nhdp ciu 1énh Ila:
IP_ADDRESS=10.0.0.1

Sau déy 1a cdc bi€n tOi thi€u ma ban can phai dat d€ st dung cho 1énh
tfpdnld:

IP_ADDRESS: dia chi IP cho cGng LAN.
IP_SUBNET MASK:subnet mask cho c6ng LAN.
DEFAULT_GATEWAY: du0ng mdc dinh cho cOng LAN.
TFTP_SERVER: dia chi IP cUa TFTP server.
TFTP_FILE: tén tap tin IOS 1Uu trén server.
D€ ki€m tra lai gid tri cUa cic bi€n mdi truOng, ban dung 1énh set.
[11520-HyperTerminal _ ——————————————————1

rommon 1 =
rommon 1 =
rommon 1 > xmodsam
modem: illegal EEeeEilieeRr=tate ki b=
usage: smodem [—e| [ p 1
= CRO-16 Sanding |D:1.l.=rr;*:2f!ﬂﬂ-|s-mz 122-10a.bin
—-v Ymodem-batch || packet: FTEE1 Error checking: |[CRC
-r copy image to
-x do not launch Retries: |0 Total retres: (1
e LBLW:'GEI retry recquest
rommon 2
rommon 2 > xmode]| s IR EEEE TR
ODe not start the
File Elapsed: |00:39001 Remaining: |0000:2% TlmugnpuLI-im bps
2233820 byt Cancel | cpsbps |
WARNING = 211 e
Invoke this application only for disaster recovery.

Hinh 5.7: CUra s6 Send File
Sau khi cai dat xong cidc bi€n mdi trudng, ban nhap 1€nh tftpdnld,
khong c6 tham sO nao ti€p theo hét. Router s€ hi€n thj 1ai gi4 tri cac bi€n, theo



sau 12 thong di€p cdnh bdo qua trinh nay s& xo4 flash va yéu cau ching ta xéc
nhan c6 cho ti€p tuc qud trinh nay hay khong.

Trong qua trinh chép, router hi€n thi ddu chdm than (!) cho bi€t da nhén
dugc cic géi dit liéu. Sau khi nhan xong tép tin I0S, router bat dau xod flash
rOi chép tap tin IOS mdi vao flash. Ban sé gdp mOt thong bdo khi qué trinh
nay hoan tat.

Sau d6, tUr ddu nhac cla ché d6 ROMmon, ban c6 thé khdi dOng lai
router bang cach nhép chit i. Router s& khdi dOng lai v&i I0S mdi trong flash.
2.8. Ki€m tra tép tin hé thong

C6 rat nhi€u 1énh d€ ki€m tra tap tin hé thOng cUa router. Trong d6
ban c6 thé si dung 1énh show version. Lénh show version c6 thé ki€ém tra
dudc tap tin hién tai trong flash va tOng dung lugng cla bd nhd flash. Ngoai
ra 1&nh nay con cung cap thém mot sO thong tin vé 1an tdi IOS gan nhat nhu:
trong 1an khdi dOng gan nhat, router tai I0S nao, tU dau; gi4 tri thanh ghi cdu
hinh hi€n tai 12 bao nhiéu. N&u vi tri ma router tdi IOS trong flash di bi mat
hodc bj 10i, hodc 12 c¢6 1énh boot system trong tap tin cdu hinh khdi ddng.

Bén canh d6, ban c6 th€ dung 1énh show flash d€ ki€m tra tap tin hé
thOng. Lé&nh nay ki€m tra dugc trong flash hién dang c6 tap tin IOS nao, tOng
dung 1ugng flash con trOng 13 bao nhiéu. Ching ta thuOng dung 1€nh nay dé€
xem bOQ nhd flash c6 dU dung 1ugng cho I0S m&i hay khong.

NhU céc phan trén da dé cdp, tap tin cdu hinh c6 th€ cé cdc 1€nh boot
system. L&nh boot system xdc dinh cho router vi tri tai I0S khi kh&i dOng.

Chiing ta c¢6 th€ cdu hinh nhi€u 1&nh boot system va router s€ thuc thi
theo th(r tU cdc cAu 1€nh nay trong tap tin cau hinh.

o
EHMEshow wersion
Cigco Internetwork Operating System Software
IO (tm) 1700 Software {C1700-BHSY-L), Version

12.2(11)P, RELEASE SOFTWARE (fcl)
— “poutput omitted=..

System image file is "flash:cl700-bnsy-1.122-
11.p", booted wia £lash
cisco 171 (g£33¢0) processor (revision C) with

I58AK/512K bhytes of memory.

Processor board ID 12014633, with hardware
revision 00000000

Bridging software.

.25 software, Verzsion 2.0, HET2, BFE and GOSIF
compliant,

l Ethernet/IEEE B02.3 interface(s)

2 serial (sync/async) network interface(s)
System/I0 memory with parity disabled

TAASE arbmes ~F DODOM Ambemase-Ad TAOASE berbaos ~F TOAs e

Hinh 5.7: Kiém tra tp tin hé thbng



Bai tap va sdn pham thuc hanh bai 34.5

Kién thuc:

Cau 1: Trinh bay céc giai doan trong qua trinh kh&i dOng router?

Cau 2: Qud trinh router tim va tai I0S nhu thé nao ?
KY niing:

Bai tap Ung dung: Cho md hinh mang bén dudi. Thuc hién Backup va
Recovery cidc file hé thOng qua TFTP Server.

TFTP Server

10.10.3.0/24




CHI DAN POI VOT HOC SINH THUC HIEN BAI TAP UNG DUNG

1. K&t ndi Router, PC
- K&t n0i console d€ cdu hinh Router.
- K&t nOi cOng mang cla mdy tinh v&i cOng Fa0/0 cla Router.
2. Thuc hién gén IP address, subnetmask, default gateway cho PC, gan IP
address cho interface cUa router (n®i v3i PC).
3. Cau hinh cic thong sO cd bdn cho router.
4. Chay Cisco TFTP Server trén PC.
5. Ki€m tra két n0i gilra router va TFTP Server.
6. Thuc hi€n backup file cdu hinh cUa router.
7. Recovery file cau hinh.
8. Ki€m tra phién ban IOS hién tai cUa router. Thuc hién backup file
IOS.
9. Recovery I10S.
10. Thoi gian:..... gi0 (k€ cd thOi gian chudn bi va cau hinh)
11. TOng di€m va két cdu di€m cUa cdc bai nhu sau:
TGOng sO di€m tOi da cho bai: 100 di€m, két cdu nhU sau:
a, Pi€m ngoai dang khach quan: TGng cOng 70 di€m
b, Pi€ém tuan thU cic qui dinh: 30 diém
- ThOi gian thUc hién bai tap vU0t qud 25% thOi gian cho phép s€ khong
duoc ddnh gid.
- Thi sinh phai tuyét dbi tudn thU cdc qui dinh an toan lao d0ng, cdc qui
dinh cla phong thuc hanh, néu vi pham s€ bi dinh chi thuc tap



BAI 6: PINH TUYEN VA CAC GIAO THUC PINH TUYEN
Ma bai: MD34-06
Gigi thiéu:

Dinh tuy€n don gidn chi 1a tim dudng di tU mang nay dén mang khic.
Thong tin vé nhling con dudng nay cé th€ 1a dugc cdp nhat tu dOng tU cac
router khac hodc 1a do nguGi quan tri mang chi dinh cho router.

Chuong nay s€ giGi thi€u cdc khai ni€m v€ dinh tuyén dOng, cic loai
giao th(c dinh tuy€n dOng va phan tich mbi loai mdt giao thic tiéu biéu.

Ngu0i quan tri mang khi chon Iua mOt giao thlc dinh tuyén dOng cén
can nhac mot s6 yéu td nhu: d0 16n cla hé thbng mang, bing thdng céic
duOng truy€n, kha niing cUa router. loai router va phién ban router, cic giao
thUc dang chay trong hé thdng mang. Chuong nay mo ta chi ti€t vé su khac
nhau gilfa cdc giao th(c dinh tuy€n d€ gitip cho nha qudn tri mang trong viéc
chon 1ua mOt giao thUc dinh tuyén.

Muc tiéu:
- Gidi thich dugc y nghia cUa dinh tuy€n tinh.
- C&u hinh dudng cO dinh va duOng mdc dinh cho router.
-Ki€m tra va x( Iy su cO lién quan d€n dudng cO dinh va dudng mac dinh
cUa router.
- Phan biét c4c loai giao thUc dinh tuyén.
- Phan biét giao thUc dinh tuy€n theo vecto khodng céch.
- Nhan biét giao thlc dinh tuy€n theo trang thai duOng lién két.
- M6 ta ddc di€m co ban cla giao thlc dinh tuy€n thong dung.
- Phan biét giao thUc dinh tuy€n noi bo.
- Phan biét giao thUc dinh tuy&n ngoai vi.
- Thuc hién céc thao tdc an toan v&i mdy tinh.
NOi dung:
1. GiGi thiéu vé dinh tuy€n tinh
Muc tiéu:
- Gidi thich dugc y nghia cUa dinh tuy€n tinh.
- C&u hinh dudng cO dinh va duOng mac dinh cho router.



-Ki€m tra va x( Iy su cO lién quan d€n dudng cO dinh va dudng mdc dinh
cUa router.
1.1. GiGi thiéu vé dinh tuyén tinh

Pinh tuy€n la qué trinh ma router thuc hién d€ chuyén géi d{f liéu t&i
mang dich .Tat ca céc router doc theo dudng di déu dua vao dia chi IP dich
cUa géi d(r 1iéu d€ chuyén géi theo ding hudng dén dich cudi cung. PE thuc
hién dugc di€u nay ,router phdi hoc thong tin v€ dudng di t&i cic mang
khic .Né€u router chay dinh tuy€n ddng thi router tU ddng hoc nhling thong tin
nay tU cic router khac. Con néu router chay dinh tuyé€n tinh thi ngudi quan tri
mang phai cdu hinh cdc thong tin d€n cdc mang khac cho router .

P0i vGi dinh tuy€n tinh, cdc thong tin v€ duOng di phai do ngudi qudn
tri mang nhap cho router .Khi cdu triic mang c6 bat ky thay dGi nao thi chinh
ngU0i qudn tri mang phdi xod hodc thém céc thong tin v€ dudng di cho router
Nhiing loai dudng di nhu vay g0i 12 duOng di cO dinh .POi vi hé thong
mang 18n thi cong vi€c bdo tri mang dinh tuyén cho router nhU trén tOn rat
nhi€u thOi gian .Con d6i vGi hé thOGng mang nhd ,it c6 thay dGi thi cong viéc
nay d& mat cong hon .Chinh vi dinh tuy€n tinh doi hdi ngudi qudn tri mang
phdi cau hinh moi thong tin vé dudng di cho router nén n6 khdng c¢é dugc tinh
linh hoat nhu dinh tuyén dOng .Trong nhitng hé thOng mang 16n ,dinh tuyén
tinh thuOng dugc st dung két hop vdi giao thlc dinh tuyén dOng cho mOt sO
muc dich d3c biét.

1.2. Hoat dOng cla dinh tuyén tinh.

Hoat dOng cUa dinh tuy€n tinh c¢6 thé chia ra 1am 3 budc nhu sau:

Dau tién ,ngudi quan tri mang cdu hinh cidc dudng cO dinh cho
router

Router cai dat cic duOng di nay vao bang dinh tuyén .

Géi dit liéu dudgc dinh tuy€n theo cic dudng cO dinh nay .

NgU0i qudn tri mang cau hinh dudng c¢6 dinh cho router bang 1énh
iproute. Cu phdp cUa l1énh iproute nhu hinh 6.1a:

Hoboken(config) #ip route 172.16.1.0 255,255,255.0 s0
command destination net subnet mask  outgoing
interface

Hinh 6.1a

Trong 2 hinh 6.1b va 6.1.c 1a 2 ciu 1énh ma ngUOi quan tri cUa router
Hoboken cdu hinh dudng cO dinh cho router dén mang 172.16.1.0/24 va
172.16.5.0/24 .0 hinh 6.1b,cAu 1€nh nay chi cho router bi€t dudng dén mang



dich di ra bang cOng giao ti€p nio .Con & hinh 6.1c ,cau 1é€nh nay chi cho router
bié€t dia chi IP cUa router k€ ti€p 1a gi d€ dén dugc mang dich .Ca 2 ciu 1énh
déu cai dat dudng cO dinh vao bang dinh tuyén cUa router Hoboken.Di€m khéc
nhau duy nhat gilta 2 ciu 1€nh nay 12 chi s tin cdy cla 2 dudng cO dinh tuong
Ung trén bang dinh tuyén cUa router s€ khic nhau.

& & G <
> & & &
e T e
< & & &

172.16.3.1
124

172.16.1.1
124

L L4 - o

Hoboken (config) #ip route 172.16.1.0 255.255.255.0 sl
command deslination sub mask gateway
network
Hoboken (config) #ip route 172.16.5.0 255.255.255.0 s0
command destination sub mask gateway
network
Hinh 6.1b
Hoboken (config) #ip route 172.16.1.0 255.255.255.0 172.16.2.1
command destination sub mask gateway
network
Hoboken (config) #ip route 172.16.5.0 255.255.255.0 172.16.4.2
command destination sub mask gateway
network
Hinh 6.1c¢

Chi sO tin cdy 12 mOt thong sO do Iudng dd tin cay cla mdt dudng
di .Chi sO nay cang thap thi d0 tin cdy cang cao .Do d6 ,n€u dén cling mot
dich thi con duOng nio cé chi sO tin cay thdp hon thi dudng d6 dudc vio
bdng dinh tuy€n cUa router truGc . Trong vi dU trén,dudng cO dinh sU dung dia
chi IP cUa tram k€ ti€p s& c6 chi sO tin cdy mac dinh 12 1 ,con dudng cO dinh
st dung cOng ra thi c6 chi sO tin cdy mdc dinh 12 0 .N€u ban muln chi dinh
chi sO tin cady thay vi s dung gid tri mac dinh thi ban thém thong sO nay vio
sau thong sO vé cOng ra/dia chi IP tram k€& cUa cau 1&nh .Gi4 tri cUa chi sO nay
nam trong khodng tlr 0 dén 255.



Waycross (config)# ip router 172.16.3.0 255.255.255.0 172.16.4.1.130

Né€u router khong chuy€én dugc géi ra cOng giao ti€p di dugc cau hinh
thi c6 nghia 12 cOng giao ti€p dang bi déng,dudng di tudng Ung ciing s& khong
dugc dat vao bang dinh tuyén .

Po6i khi chiing ta s& dung duOng c¢6 dinh lam dudng du phong cho
duOng dinh tuy€n dOng .Router s€ chi s dung duOng cO dinh khi duOng dinh
tuy€n dOng bi d(t .DE thuc hién di€u nay ,ban chi can dat gia tri chi sO tin
cay cla dudng cO dinh cao hon chi sO tin cdy cUa giao thUc dinh tuyén dOng
dang s dung la dugc .

1.3. Cau hinh duong c6 dinh

Sau déy 1a cic budc d€ cdu hinh dudng cO dinh :

Xdc dinh tat cA cdc mang dich can cdu hinh ,subnet mask tuong Ung
va gateway tuong Ung .Gateway c6 th€ 13 cOng giao ti€p trén router
hodc 1a dia chi cUa tram k€ ti€p d€ dén dugc mang dich .

Ban vao ch€ d0 cdu hinh toan cuc cla router .

Nhap 1énh ip route v3Gi dia chi mang dich ,subnet mask tuong Ung va
gateway tuong Ung ma ban da xic dinh & budc 1.N&u can thi ban
thém thong sO vé chi sO tin cay .

Lap lai budc 3 cho nhitng mang dich khéc.

Thoat khoi ch€ d6 cau hinh toan cuc.

Luu tap tin cdu hinh dang hoat dOng thanh tap tin cau hinh khéi
dOng bang 1énh copy running -config statup-config.

Hinh 6.2 14 vi du vé cdu hinh duGng cO dinh vGi cau tric mang chi ¢ 3
router k€t n6i don gidn .Trén router Hoboken chiing ta phdi cau hinh dudng di
tdi mang 172.16.1.0 va 172.16.5.0.C& 2 mang nay déu c6 subnet mask la
255.255.255.0.

Khi router Hoboken dinkfuy€ ¥${ d€n mang dich 12 172.16.1.0
thi né s dung cdc duGng 1@?"&@@”3% (4 da du hinh cho router d€ dinh
tuyen t&i router Sterling ,con 89 ang dich 1a 172.16.5.0 thi dinh

172.16.2 1 172.16.2.2 I?2.‘lh4t 1721642
tuyen t&i router Waycro Py 4 24

Sl'l

1721611 172.16.31
124 124

» 2

Hoboken (config) #ip route 172.16.1.0 255.255.255.0 sl
This command points to the Sterling LAN

Hoboken (config) 4ip route 172.16.5.0 255.255.255.0 s0
This command points to the Waycross LAN

Hoboken (config) #ip route 172.16.1.0 255.255.255.0 172.16.2.1
This command points to the Sterling LAN

ThlS command pOIr‘IIS lo |he 'Haycross LAN




Hinh 6.2

O khung phia trén cUa hinh 6.2,c3 2 ciu 1&nh déu chi dudng ¢ dinh
cho router thong qua cOng ra trén router .Trong ciu 1€nh nay 1ai khong chi dinh
gi4 tri cho chi sO tin cdy nén trén bang dinh tuy€n 2 dudng cO dinh nay cé chi
sO tin cdy mdc dinh 12 0.Dudng c6 chi s6 tin cdy bang 0 1a tuong duong voi
mang két n0i truc ti€p viao router .

O khung bén dudi cUa hinh 6.2, 2 cau lénh chi dudng 6 dinh cho router
thong qua dia chi cUa router k€ ti€p .Pudng t&i mang 172.168.1.0 c6 dia chi
cUa router k€ ti€p 1a 172.16.2.1,du0ng t&i mang 172.16.5.0 c¢6 dia chi cla
router k€ ti€p 1a .Trong 2 ciu nay ciing khong chi dinh gi4 tri cho chi s0 tin cdy
nén 2 dudng cO dinh tuong Ung s€ c6 chi sO tin cdy mdc dinh 12 1.

1.4. C&u hinh dudng mac dinh cho router chuy€n géi di

PuOng mac dinh 12 dudng ma router s€ s dung trong truOng hQp
router khong tim thdy duOng di nao phit hgp trong bang dinh tuyén d€ t&i dich
cla géi df 1liéu. Ching ta thuOng cdu hinh duOng mdc dinh cho duGng ra
Internet cUa router vi router khong can phdi luu thong tin dinh tuy€n t&i tUng
mang trén Internet .L&nh cdu hinh dudng mac dinh thuc chat ciing 13 1énh
cau hinh dudng c0 dinh ,cu thé€ 1a ciu 1énh nhu sau:

Ip route 0.0.0.0.0.0.0.0[next -hop-address/outgoing interface |

Subnet 0.0.0.0 khi dugc thuc hi€én phép toan AND logic v&i bat ky dia
chi IP dich nao ciing c¢6 k&t qud 12 mang 0.0.0.0 .Do d6 ,n€u géi dit 1i€u cé dia
chi dich ma router khong tim dugc duOng nao phu hop thi géi dit li€u dé sé
dugc dinh tuyén t&i mang 0.0.0.0.

Sau day 12 cdc budc cdu hinh dudng mac dinh :

Viao ch€ d0 cau hinh toan cuc.

Nhap 1énh ip route vGi mang dich 1a 0.0.0.0 va subnet mask tuong
Ung 12 0.0.0.0. Gateway cUa duOng madc dinh c6 th€ 1a cOng giao ti€p
trén router k€ ti€p .Thong thuOng thi chiing ta nén s dung dia chi IP
cUa router k€ ti€p lam gateway .

Thoat khoi ch€ d6 cau hinh toan cuc.

Luu 1ai thanh tdp tin cdu hinh kh@i ddng trong NVRAM bang 1&énh



copy running -config.

Tié€p tuc xét vi du trong phan 6.3: router Hoboken da dugc cdu hinh dé
dinh tuyén d{ liéu téi mang 172.16.1.0 trén router Sterling va t&i mang
172.16.5.0 trén router Waycoss d€ chi dudng tGi tling mang mOt .Nhung cich
nay thi khong phdi 12 moOt gidi phap hay cho nhirng hé thOGng mang 16n.

My administrabor has lod me
how to reach all networks not
directly cownected o me.

= 172.164 1
1721621 4721622 24 172.16.42
124 124 30 24

1721611 1721631
124 124

1721551
124

Waycross (confiz) dip route 0.0.0.0 2.0.0.0 51
This command points lo all non-directly-convecled nelworks

Hinh 6.3a

My administralor has lold me
how to reach all networks nol

172.16.4.1
172.16.2.2 24 1721642

124
2 so 124

1721651
24

1721611 1721631
24 124

Sterling(config) #ip route 0.0.0.0 0.0.0.0 SO
This command points lo all non-direclly-connecled networks

Hinh 6.3b
Sterling k€t nOi dé€n tat ca cac mang khac thong qua mOt cOng Serial 0
ma thdi .TUOng tu waycrooss ciing vay .Waycross chi c6 mOt két nOi dén tat
cd cic mang khéic thdng qua cOng Serial 1 ma thoi .Do d6 chiing ta cdu hinh
duOng mac dinh cho Sterling va va Waycrooss thi 2 router nay s€ st dung
dudng mac dinh d€ dinh tuyén cho géi dit li€u dén tat cd cidc mang nio




khong két noi truc ti€p vao nd .
1.5. Ki€m tra c@u hinh dudng ¢d dinh
Sau khi cdu hinh duGng c0 dinh ,chiing ta phdi ki€m tra xem bang dinh
tuy€n da c6 dudng ,cO dinh ma chiing ta d3 cau hinh hay chua ,hoat dOng dinh
tuy€n c6 ding hay khong .Ban dung 1€nh show running -config d€ ki€m tra
n0i dung tap tin cdu hinh dang chay trén RAM xem ciu 1é€nh cdu hinh dudng
cO dinh di dugc nhdp vao ding chua .Sau d6 ban ding 1énh show ip route dé€
xem c6 duOng cO dinh trong bang dinh tuy€n hay khong .
Sau day 1a cac budc ki€m tra cdu hinh dudng c0 dinh :
O ché dd dic quyén ,ban nh&p 1énh show running-config d&€ xem
tap tin cdu hinh dang hoat dong .
Ki€m tra xem ciu 1€nh -cdu hinh dudng cO dinh c6 diing khong .NEu
khong ding thi ban phdi vao 1ai ch€ d6 cdu hinh toan cUc ,xo4 ciu
1€énh sai di va nhap lai cau 1énh m&i .
Nhap 1énh show ip route.
Ki€m tra xem duOng cO dinh ma ban di cdu hinh c6 trong bang dinh
tuy€n hay khong
1.6. XU Iy su cd
Xét vi du trong phan 6.3: router Hoboken dd dugc cau hinh dudng co
dinh t&i mang 172.16.1.0 trén Sterling va tGi mang 172.16.5.0 trén waycross
V@i cdu hinh nhu vay thi node trong mang 172.16.1.0 & Sterling khong thé
truy€n d{ li€u cho node trong mang 172.16.5.0 dugc .Bay gi® trén router
Sterling ,ban thuc hién 1€nh ping tGi mOt node trong mang 172.16.5.0.Lénh
ping khong thanh cong .Sau dé ban dung 1€nh traceroute dén node ma ban
vUa mdi ping d€ xem 1€nh traceroute bj rGt & dau .Két qud cla cau 1énh
traceroute cho thdy router Sterling nhan dugc géi ICMP trd 10i tU router
Hoboken ma khong nhan duQc tU router waycross.Chung ta telnet vao router
Hoboken .TU router Hoboken ching ta th(t ping dén node trong mang
172.16.5.0 .Lénh ping ndy s€ thanh cdng vi Hoboken két n0i truc ti€p vdi
Waycross.
2 TOng quan vé dinh tuyén ddng
Muc tiéu:
- Phan biét c4c loai giao thUc dinh tuyén.
- Phan biét giao thUc dinh tuy€n theo vecto khodng cich.
- Nhan biét giao thlc dinh tuy€n theo trang thai duOng lién két.
2.1. Gi6i thiéu vé giao thitc dinh tuyén déng
Giao thUc dinh tuyén khic v&i giao thUc dugc dinh tuyén cd vé
chlc ning vanhiém vu .
Giao thlc dinh tuyén dugc si dung d€ giao ti€p gilta cic router v4i
nhau.



Giao thUc dinh tuy€n cho phép router nay chia s cic thong tin dinh
tuy€n ma né bi€t cho cédc router khdc .TU d6 ,cdc router c6 thé xiy dung va
bdo tri bang dinh tuy€n cla né.

Sau day 12 mOt sO giao thUc dinh tuyén :

Routing information Protocol(RIP)

Interior Gateway Routing Protocol(IGRP)

Enhanced Inteior Gateway Routing Protocol(EIGRP)
Open Shortest Path First(OSPF)

Con giao thlc dugc dinh tuyén thi dugc st dung d€ dinh hudng cho dr
liéu cla ngudi dung .MOt giao thtc dugc dinh tuyén sé cung cap day du
thong tin vé dia
chi 18p mang d€ gé6i dit li€u c6 thé truy€n di tU host nay d€n host khdc dua
trén cau
tric dia chi d6 .

Sau day 14 cdc giao thlc dugc dinh tuyén:

Internet Protocol (IP)
Internetwork Packet Exchange(IPX)
2.2. Autonmous sytem(AS) (Hé th6ng tu quan )

Hé tu quan (AS) 1a mOt tap hgp cdc mang hoat ddng dudi cling mOt
cO ché quan tri v€ dinh tuy€n .TU bén ngoai nhin vio ,mOt AS dUgc xem nhu
mOt don vi .

TG chlc Ding ky sO Internet cla MY (ARIN-American Regitry of
Internet Numbers)la n0i quan 1y viéc cdp sO cho mOi AS .Chi sO nay dai 16 bit
MOt sO giao thUc dinh tuyén ,vi du nhu giao thUc IRGP cla Cisco,ddi hoi
phdi c6 sO AS xdc dinh khi hoat dOng .

Hinh 6.4: MOt AS 13 bao gbm cic router hoat ddng dudi cling
mOt cO ché qudn tri
2.3. Muc dich cUa giao thttc dinh tuyén va hé théng tu quan
Muc dich cUa giao thUc dinh tuy€n 14 xiy dung va bdo tri bang dinh
tuy€n .Bdng dinh tuy€n nay mang thong tin v€ cdc mang khidc va cdc cOng
giao ti€p trén router d€n cidc mang nay .Router st dung giao thUc dinh tuy€n



d€ qudn ly thong tin nhan dudc tU cic router khac ,thong tin tUf cdu hinh cla
cdc cOng giao ti€p va thdng tin cdu hinh cdc dudng cO dinh .

Giao thUc dinh tuy€n cdp nhat vé tat cd ciac dudng ,chon duOng tOt
nhat dat vao bang dinh tuyén va xo4 di khi duOng dé khong st dung dugc
n(ra .Con router thi s(f dung thong tin tréng bang dinh tuyén d€ chuyén géi d{f
liéu cla cdc giao thlUc dugc dinh tuyén .

Dinh tuy€n dOng hoat dOng trén cO s& cdc thudt toan dinh tuy€n .Khi
cdu triic mang c6 bat kY thay d0i nao nhu md rOng thém ,cdu hinh 1ai ,hay bj
truc trac thi khi d6 ta n6i hé thOng mang da dugc hdi tu .Thoi gian d€ cic
router ddng bd v4i nhau cang ngdn cang tOt vi khi cdc router chua dbng b
vGi nhau vé céc thong tin trén mang thi s& dinh tuyén sai.

V&i hé thOng tu quan (AS) ,toan bd hé thdng mang toan cau dudgc chia
ra thanh nhi€u mang nho, d€ quan Iy hon.Mbi AS c6 mOt s6 AS riéng khong
tring 18p vGi bat ky AS khdc ,va mOi AS c6 c¢O ché€ quan tri riéng cUa minh .
2.5. Phan loai céc giao thtc dinh tuyén

Pa sO cic thudt toan dinh tuy&n dugc x€p vio 2 loai sau :

Vect0 khodng céch.
Trang thdi duOng lién két.

Dinh tuyén theo vecto khodng céch thuc hién truyén ban sao cUa bang
dinh tuy€n tU router nay sang router khac theo dinh ky .Vi€c cap nhat dinh ky
gilta cdc router gitp trao d0i thong tin khi cdu tric mang thay dGi .Thudt todn
dinh tuy€n theo véctd khodng cich con dugc g0i la thudt toan Bellman-Ford.

MOi router nhan dugc bang dinh tuy€n cUa nhling router lang gi€éng
két nOi truc ti€p v&i né .Vi du nhu hinh 6.2.5a :router B nhan dugc thong tin
tU router A .Sau dé router B sé cOng thém khodng cich tU router B d€n router
(vi du nhu ting sO hop 1én )vio cic thong tin dinh tuy€n nhan dugc tir A.Khi
d6 router B s& c6 bang dinh tuyén mdi va truyén bang dinh tuy€n nay cho
router 1ang gi€ng khéc 1a router C. Qu4 trinh nay xdy ra tuong tu cho tat ca
céc router lang gi€éng khic.

Chuyé€n bang dinh tyén cho router ldng gi€ng theo dinh ky va tinh 1ai

vectO khodng cich / ﬁ

L&

Routing —> Routing <€—{ Routing > Routing
Table «— Table |—» Table «— Table [(—»

Pass periodic copies of a routing table to neighbor routers and accumulate
distance vectors.



Hinh 6.5a: Bang dinh tuyén theo vectO khoang cdch

Router thu thap thong tin v€ khodng cich dén cic mang khac ,tUr d6 n6
xay dung va bdo tri mdt co sé& dit 1iéu v€ thong tin dinh tuy€n trong mang.
Tuy nhién , hoat dOng theo thuat toan vectd khodng c4ch nhu vay thi router sé
khong bi€t dugc chinh xdc cdu tric cla toan b0 hé thdng mang ma chi biét
dugc céc router lang gi€ng két nOi truc ti€p vGi né ma thoi .

Khi st dung dinh tuy€n theo vecto khodng cich ,budc dau tién 1a router
phdi xédc dinh céc router lang gi€ng v&i né .Cac mang két nbi truc ti€p vio
cOng giao ti€p cUa router s€ c6 khodng cach 12 0.Con dudng di t&i cac mang
khong k€t n0i truc ti€p vao router thi router s& chon dudng tOt nhat dua trén
thong tin ma né nhan dugctU cic router lang gi€ng .Vi du nhu hinh vé
6.2.5b :router A nhan dugc thdng tin vé€ cdc mang khéc tU router B .Cdc thong
tin ndy dugc dat trong bang dinh tuyén vGi vectd khodng cich da dugc tinh
to4n 1ai cho bié€t tU router A d€n mang dich thi di theo hudéng nao ,khodng
céach bao nhiéu.

Bang dinh tuyén dudc cdp nhat khi cdu triic mang cé su thay dGi .Qud
trinh cdp nhat nay ciing di€én ra tUng budc mot tU router nay dén router
khéac.Khi cdp nhat ,mbi router glfi di toan bd bang dinh tuyén cla né cho céc
router ldng gi€ng. Trong bang dinh tuyén c6 thdng tin vé dudng di tdi ting
mang dich :tGng chi phi cho duGng di ,dia chi cUa router k€ ti€p .
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Hinh 6.5b: Cap nhat théng tin bang dinh tuyén
MOt vi du tuong tU vecto khodng cdch ma ban thuGng thdy la bang
thong tin chi duOng & céc giao 10 duOng cao tdc .Trén bdng niy cé cic ky
hi€u cho bi€t hudng di t&i dich va khodng canh t&i d6 1a bao xa.
2.6. Pac di€m cla giao thirc dinh tuyén theo trang thai dudng lién két
Thudt toan dinh tuy€n theo trang thii dulng lién két 13 thudt todn
Dijkstras hay con goi 1a thudt todn SPF (Shortest Path First tim duOng ngdn



nhat).Thuat todn dinh tuy€n theo trang thai dudng lién k€t thuc hién viéc xay
dung va bdo tri m6t co sG d{t 1iéu day dU vé cau tric cUa toan b0 hé thOng
mang .

Dinh tuy€n theo trang thdi duOng lién két s&r dung nhiing cong cu sau:
Thong di€p thong bdo trang thdi duOng lién két (LSA-Link-state
Advertisement): LSA 1a mOt géi d{t li€u nh® mang thong tin dinh
tuy€n dudgc truyén di gilta céc router .

CO s8 d{ liéu vé cdu tric mang :dugc xiy dung tU thdng tin thu
thap dugc tU cdc LSA .

Thuat toan SPF :dua trén cO s& d{I 1i€u vé cau triic mang ,thudt todn
SPF sé tinh to4n d€ tim dudng ngdn nhat .

Bang dinh tuyén :ch(ta danh sich cdc dudng di da dugc chon 1ua .
Qua trinh thu thdp thong tin mang d€ thuc hién dinh tuy€n theo trang
th4i dudng lién két:

MOi router bat dau trao d6i LSA v&i tat cd cdc router khéc, trong d6

LSA mang cO sG d{r li€u dua trén thong tin cUa cic LSA.

MOi router ti€n hanh xay dung lai cdu tric mang theo dang hinh ciy
vGi bdn than né6 1a gbc ,t&r d6 router vé& ra tat cd cac duOng di tdi tat cd céc
mang trong hé thOng .Sau d6 thudt todn SPF chon dudng ngan nhat d€ dua
vio bang dinh tuy€n. Trén bang dinh tuy€n sé& chlra thdng tin v€ cdc dudng di
da dugc chon v6i cOng ra tuong Ung.Bén canh d6, router van ti€p tuc duy tri
cO sG di liéu vé cau tric hé thOng mang va trang thai cla cdc dudng lién
két. Router nao phat hién cdu tric mang thay d0i dau tién s€ phat thong tin
cap nhat cho tat cd cic router khic.Router phat géi LSA, trong d6 c6 thong tin
vé router mdi, cic thay dOi vé trang thai dudng lién két. G6i LSA nay dugc
phit di cho tat ca céc router khéc.

Topological
Database | Link-State Advertisement Packets l Routing
Table
) /

Algorithm
\ Shortest Path First Tree

Routers send LSAs to their neighbors. The LSAs are used to build a topological
database. The SPF algorithm is used to calculate the shortest path first tree in
which the root is the individual router and then a routing table is created.
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MOi router ¢6 c¢O sO du li€u riéng v€ cdu tric mang va thudt toan SPF
thuc hién tinh todn dua trén co s& d(t liéu nay .
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Each router has its own topological database on which the
SPF algorithm is run.

Hinh 6.6b

Khi router nhan dugc géi LSA thi né s€ cap nhat 1ai co s& dit liéu cUa
n6 véi théng tin m&i vlra nhan dugc. Sau d6 SPF sé tinh lai d€ chon dudng
1ai va cap nhat 1ai cho bang dinh tuyén .

Dinh tuyén theo trang thdi dudng lién k&t c6 mOt sO nhugc di€m sau:

B6 xU 1y trung tdm cUa router phdi tinh todn nhiéu.
Doi hdi dung luong b0 nhd phdi 16n.
Chi€m dung bing thdng duGng truyén.

Router sU' dung dinh tuy€n theo trang thai duOng lién két s& phdi can
nhi€u bd nhd hon va hoat ddng x( 1y nhi€u hon 12 s dung dinh tuyén theo
vectd khodng cidch .Router phdi c6 dU bd nhd d€ luu co sé& dit liéu vé cdu
triic mang ,bang dinh tuy€n .Khi khdi dOng vi€c dinh tuyén ,tat cd céc router
phdi gli géi LSA cho tat cd cdc router khic,khi d6 bing thong duOng truyén
s€ bi chi€ém dung 1am cho bing thong danh cho dudng truyén dr liéu cla
ngUQi diing bi gidm xulng. Nhung sau khi cé4c router di thu thap dU thong tin
d€ xay dung cO s& dit liéu vé cau tric mang thi bing thong dudng truyén
khong bi chi€m dung nita .Chi khi nio cdu tric mang thay dGi thi router mGi
phét g6i LSA d€ cap nhat va nhitng g6i LSA nay chi€m mOt phan bing thong
rOng rat nhd .



3. TOng quat vé giao thuc dinh tuyén
Muc tiéu:
- M6 ta ddc di€m co ban cla giao thlc dinh tuy€n thong dung.
- Phan biét giao thUc dinh tuy€n noi bo.
- Phan biét giao thUc dinh tuy&n ngoai vi.
3.1. Quyét dinh chon duong di
Router ¢6 2 chUc ning chinh 1a :
Quyét dinh chon duGng di.
Chuy&n mach.

Qua trinh chon duOng di dugc thuc hién & 16p Mang. Router dua vao
bang dinh tuy€n d€ chon dudng cho géi di li€u ,sau khi quy€t dinh dudng ra
thi router thuc hién viéc chuy€n mach d€ phat géi dit liéu .

Chuy€n mach 1a qué trinh ma router thuc hién d€ chuyén géi tUr cOng
nhan vio ra cOng phét di .Pi€m quan trong cla qué trinh nay 1a router phdi
déng g6i d(r 1iéu cho phit hgp vGi duOng truyén ma géi chudn bi dira

Trong céc hinh 6.7a-6.7e cho th@y c4ch ma router sU dung dia chi mang
d€ quy€t dinh chon dudng cho géi dit liéu .
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3.2. Cau hinh dinh tuyén

P& c&u hinh giao thc dinh tuy€n ,ban can cau hinh trong ché d0 cau
hinh toan cUc va cai dat cidc ddc di€m dinh tuyén .Budc dau tién ,& ché db
cau hinh toan cuUc ,ban can khdi dOng giao thlic dinh tuy€n ma ban muln ,vi
du nhu RIP ,JRGP,EIGRP hay OSPF. Sau d6 ,trong ché d0 cau hinh dinh
tuy€n ,cong vi€c chinh 12 ban khdi bdo dia chi IP .Dinh tuyén d6ng thuOng st
dung broadcst va multicast d€ trao d0i thong tin gilfa cdc router .Router s€ dua
vao thong sO dinh tuy€n d€ chon dudng tOt nhat tdi tling mang dich.



Lénh router dung d€ kh3i dOng giao th(c dinh tuyén .
Lénh network ding d€ khai bdo cic cOng giao ti€p trén router ma ta
muOn giao thUc dinh tuy€n gUi va nhan céc thong tin cdp nhat vé dinh tuyén .
Sau day 1a céc vi du vé cdu hinh dinh tuyén:
GAD(config)#router rip
GAD(config-router)#network 172.16..0.0
Dia chi mang khai bo trong cAu 1€nh network 12 dia chi mang theo 18p
A,B,hodc C ch( khong phai 12 dia chi mang con (subnet) hay dia chi host riéng
1é.
3.3. Céc giao thuc dinh tuy€n
O 16p Internet cla bd giao théc TCP/IP , router sU dung mot giao thlc
dinh tuy€n IP d€ thuc hién vi€c dinh tuy€n .Sau diy 1a mOt sO giao thlc dinh
tuy€n IP:
RIP - giao thlc dinh tuy€n n0i theo vectd khodng céch.
IGRP- giao thUc dinh tuy€n n0i theo vectd khodng céch Cisco.
OSPF - giao thUc dinh tuy€n ndi theo trang thdi dUOng lién két.
EIGRP- giao thUc m& rOng cUa IGRP.
BGP- giao thUc dinh tuy€n ngoai theo vectd khodng cich .
RIP (Routing information Protocol)dug@c dinh nghia trong RPC 1058.
Sau day 1a cdc ddc di€m chinh cla RIP :
La giao thUc dinh tuy€n theo vectd khodng c4ch
SU dung s6 1ugng hop d€ 1am thong sO chon duOng di
N&u s6 1udng hop d€ t6i dich 16n hon 15 thi g6i dif [i&u s& bj huy bd
Cap nhat theo dinh ky mac dinh 1a 30 gidy
IGRP (Internet gateway routing Protocol)la giao thUic dugc phat tri€n
dOc quyén b3i Cisco .Sau day 1a mOt sO dac di€m manh cla IGRP:
La giao thUc dinh tuy€n theo vecto khodng céch.
SU dung bing thong ,tdi ,dd tré va do tin cdy cla dudng truyén lam
thong sO 1ua chon duOng di.
Cap nhat theo dinh ky mac dinh 12 90 gidy.
OSPF (Open Shortest Path First)la giao thUc dinh tuy€n theo trang thai
dudng lién két. Sau ddy 1a cic ddc di€m chinhs cla OSPF :
La giao thUc dinh tuy€n theo trang thdi duGng lién két.
bugc dinh nghia trong RFC 2328.
SU dung thudt todn SPF d€ tinh ton chon duOng di tOt nhat.
Chi cap nhat khi cau tric mang c6 sU thay doi.
EIGRP La giao thUc dinh tuy€n ning cao theo vectd khodng cich va la
giao thUc dOc quyén cla Ciso. Sau day 1a cic ddc di€m chinh cla EIGRP:
La giao thUc dinh tuy€n ning cao theo vecto khodng cich.
Cé chia tai.



C6 cdc uu di€m cUla dinh tuy€n theo vecto khodng cich va dinh tuyén
theo trang thai duOng lién két.
SU dung thudt todn DUAL (Diffused Update Algorithm)d€ tinh todn
chon duOng tOt nhat. Cap nhat theo dinh ky mdc dinh 12 90 gay hodc
cap nhat khi c¢6 thay dGi v€ cdu tric mang.
BGP (Border Gateway Protocol) 12 giao thUc dinh tuy€n ngoai. Sau day
12 cdc dac diém chinh clia BGP.
La giao thUc dinh tUy€n ngoai theo vectd khodng céch.
Puogc st dung d€ dinh tuy€n gilta cdc ISP hodc gilta ISP va khich
hang.
Puogc s dung d€ dinh tuy€n luu lugng Internet gilta cdc hé tu quan
(AS).

3.4. Hé tu quan, IGP va EGP

Giao thUc dinh tuy€n n0i dugc thi€t k€ d€ s dung cho hé thOng mang
cla mOt don vi t0 chlic ma thoi .Pi€u quan trong nhat dOi v&i viéce xay dung
mOt giao thUc dinh tuy€n ndi 14 chon thong sO nio va st dung nhiing thong s
d6 ra sao d€ chon dudng di trong hé thOng mang .

Giao thUrc dinh tuy€n ngoai dugc thi€t k€ d€ s dung gilta 2 hé thOng
mang cé 2 c0 ché qudn 1y khic nhau .C4c giao thlc loai nay thudng dugc sU
dung d€ dinh tuyén gilta cac ISP .Giao thlc dinh tuy€n IP ngoai thuGng yéu
cau phdi c6 3 thong tin truGe khi hoat ddng, d6 13 :

Danh séch cic router lang gi€ng d€ trao dGi thong tin dinh tuyén.
Danh sich cic mang k&t n6i truc ti€p ma giao thlc can quang b4
thong tin dinh tuyén.

Chi sO cUa hé tu qudn trén router.

Giao thUc dinh tuy€n ngoai vi can phdi phan biét cic hé tu qudn .Céc
ban nén nhd rang moi hé tu qudn c6 mOt co ché quan tri riéng biét .Gilra cic
hé thOng nay phdi c6 mot giao thirc d€ giao ti€p dugc v4i nhau .

M6i mOt hé tu quan c6 mOt con sb xdc dinh dugc cép bdi t6 chlic ding
ky sO Internet cla MY (ARIN - America Registry of Internet Number) hodc
dugc cap bdi nha cung cap dich vu. Con sO nay 1a s6 16 bit. C4c giao thirc
dinh tuy€n nhu IGRP va EIGRP cla Cisco doi hdi phdi khai bdo s& AS khi
cau hinh Exterior Routing

Autonomous \ Autonomous
System 100 System 200
Interior Routing
Protocols:
* RIP

« IGRP




Hinh 6.8: Hé tU quan
3.5. Vecto khoang cach
Thuat todn vectd khodng céch (hay con goOi la thudt toin Bellman-
Ford)yéu cdu moi router glti mOt phan hodc toan bd bang dinh tuy€n cho céic
router 1ang gi€ng két ndi truc ti€p v&i né .Dua vao thong tin cung cap bdi cic
router 14ng gi€ng ,thudt to4n vectd khodng cich s& 1ura chon dudng di tOt nhat

St dung céc giao thUc dinh tuy€n theo vecto khodng cdch thuGng tOn it
tai nguyén cla hé thOng nhung tOc d0 dbng b0 gilra c4c router 1ai cham va
thong s6 dugc s dung d€ chon dudng di c6 thé khong phit hgp vdi nhiing
hé thOng mang 16n .ChU yéu céc giao thUc dinh ty€n theo vecto khodng cich
chi x4c dinh duOng di bang khodng céch (s6 lugng hop) va hudng di (vectO)
dén mang dich.Theo thudt to4n nay ,cic router s€ trao d0i bang dinh tuy€n
vGi nhau theo dinh ky .Do vay ,loai dinh tuy€n nay chi don gidn 12 moi router
chi trao dGi badng dinh tuyén v&i cic router lang gi€ng cla minh .Khi nhan
dugc bang dinh tuy€n tU router lang gi€ng ,router s€ 1ay con dudng nio dén
mang dich c6 chi phi thap nhat r0i cOng thém khodng cich clla minh vao d6
thanh mOt thong tin hoan chinh vé con dudng dén mang dich v4i hudng di
,thong s6 dudng di tU chinh né dén dich r6i dua vao bang dinh tuyén dé gli
di cap nhat ti€p cho céc router k€ can khac .RIP va IGRP la 2 giao thUc dinh
tuy€n theo vectd khodng céch .

Chuyé&n bang dinh tuyén cho router lang gi€éng theo dinh ky va tinh lai

vectO khodng cich ﬁ
ﬁ/ 7 '\\
N
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Pass periodic copies of a routing table to neighbor routers and accumulate
distance vectors.
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3.6. Trang thai dudng lién két

Thuat todn chon duOng theo trang thii duOng lién két (hay con goi 1a
thudt todn chon dudng ngdn nhdt ) thuc hién trao doi thong tin dinh tuyén
cho tat cd céc router khi bat dau chay d€ xdy dung mot ban do day du vé
cdu tric hé théng mang .MOi router s€ gUi gbi thong tin tdi tat cd céc router
con lai .Cdc géi ndy mang thong tin vé cdc mang két ndi vao router .MOi
router thu thdp céc thong tin nay tU tat cd cac router khac d€ xay dung mot
bdn d0 cau tric day dU cla hé thOng mang .TU d6 router tU tinh todn va chOn
dudng di tOt nhat d€n mang dich d€ dua 1én bang dinh tuy€n .Sau khi toan b
céc router da dugc hOi tu thi giao thUc dinh tuy€n theo trang thii duOng lién
két chi s& dung géi thong tin nhd d€ cdp nhat ,vé su thay d0i cdu tric mang
ch(r khong gUi di toan b0 bang dinh tuy€n .Cic géi thdng tin cdp nhat nay
dudc truyén di cho tat cd router khi c6 sU thay dGi xdy ra ,do d6 tOc dd hoi tu
nhanh.

Do tOc d0 hOi tu nhanh hon so vGi giao thUc dinh tuyén theo vectd
khodng cich ,nén giao thUc dinh tuy€n theo trang thdi duOng lién két it bi 1ap
vong hon .Mdc di cdc giao thic loai nay it bi 16i v€ dinh tuy€n hon nhung 1ai
tiéu tOn nhi€u tai nguyén hé thong hon .Do d6 chiing mac tién hon nhung b
1ai chiing co khd ning m& rdng hon so véi giao thlc dinh tuyén theo vecto
khodng céch .



Khi trang thai clla mOt duOng lién k€t nio dé thay doi thi g6i quang ba
trang thai dudng lién k€t LSA dugc truyén di trén khap hé théng mang .Tat
cd cdc router d€u nhan duoc gbi thong tin ny va dUa vao d6 d€ di€u chinh lai
viéc dinh tuy€n cUa minh .Phuong phdp cdp nhét nhu vay tin cdy hon ,dé
ki€m tra hon va tOn it bing thong dudng truy€n hon so v3i ki€u cap nhat cla
vectO khodng cdch .OSPF va IS -IS 1a 2 giao thlc dinh tuy€n theo trang thai
duOng lién két.
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Hinh 6.10a: Thudt todn chon duOng theo trang thdi duOng lién két
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Hinh 6.10b: Cap nhét théng tin cho bang dinh tuyén

Bai tap va san pham thuc hanh bai 34.6

Ki€n thurc:
Céau 1: Trinh bay chUc ning chinh cUa router?
CAu 1: So sdnh su khdc nhau gilta dinh tuy€n tinh va dinh tuy€n dOng?

Cau 2: Trinh bay cic budc cdu hinh dudng cd dinh va cdu hinh duOng
di mac dinh cho router ?
KY niing:

Bai tap Ung dung: Thuc hién cu hinh dinh tuyén tinh cho hé théng
mang bén dudi.
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CHIi DAN POI VOT HOC SINH THUC HIEN BAI TAP UNG DUNG

1. K&t ndi cép cho Router, PC, Switch nhu hinh vé.
2. Thuc hién gén IP address, subnetmask, default gateway cho PC, gén IP
address cho interface cUa router (n0i v&i PC).
3. C&u hinh céc thong s6 co ban cho router.
4. Thuc hién ki€m tra két n0i gilra PC-PC, PC-Router, Router-Router.
5. Ki€m tra thong tin bang dinh tuy€n cic router.
6. Cau hinh dinh tuy€n tinh trén router.
7. Ki€m tra thong tin bang dinh tuy€n trén cic router.
8. Ki€ém tra lai két nOi.
9. ThOi gian:..... gi0 (k€ cd thOi gian chudn bi va cau hinh)
10. TOng di€m va két cau di€m cUa cdc bai nhu sau:
TOng sO di€m tOi da cho bai: 100 di€m, k€t cdu nhu sau:
a, Pi€m ngoai dang khach quan: TGng cOng 70 di€m
b, Pi€m tuan thU cic qui dinh: 30 di€ém
- ThOi gian thUc hién bai tdp vUOt qud 25% thOi gian cho phép s€ khong
duQc ddnh gid.
- Thi sinh phdi tuyét dbi tuan thu cdc qui dinh an toan lao dOng, cdc qui
dinh cUa phong thuc hanh, néu vi pham s€ bi dinh chi thuc tap



BAI 7: GIAO THUC PINH TUYEN THEO VECTO KHOANG CACH
Ma bai: MD34-07
Gi6i thiéu:

Giao thUc dinh tuyén dOng gitip cho “culc sOng* clla ngudi quan tri
mang trd nén don gidn hon nhi€u. Nh& c6 dinh tuyén dOng ma ngudi qudn tri
mang khong con tOn thdi gian d€ cdu hinh dudng cO dinh va chinh s(ra lai
chiing khi ¢6 su cO. Vi dinh tuy€n dOng, router cé th€ tu ddng cap nhat va
thay dGi viéc dinh tuy€n theo su thay d6i cla hé thOng mang. Tuy nhién dinh
tuy€n dOng ciing c6 nhiing van dé cla né .Trong chudng nay sé dé cap dén
cdc van dé€ cla giao thlc dinh tuy€n theo vecto khodng cédch va cic phuong
phap ma nhitng nha thi€t k€ s&r dung d€ gidi quy€t nhitng van dé nay.

RIP (Routing Information Protocol) 12 mOt giao th(c dinh tuy€n theo
vectO khodng cich dugc s dung rOng rai trén thé gidi .Mdc du RIP khong c6
nhitng khd ning va ddc di€m nhu nhiing giao thlc dinh tuy€n khic nhung
RIP dua trén nhitng chudn md va s& dung don gidn nén van dugc cic nha
qudn tri mang Ua ding .Do d6 RIP 1a mOt giao thUc tOt d€ ngudi hoc vé
mang budc dau 1am quen .Trong chuong niy s€ gidi thi€u cdu hinh RIP va
xU 1y su cO d6i véi RIP .

Gibng nhu RIP, IGRP (Interior Gateway Routing Protocol)ciing 12 mt



giao thUc dinh tuy€n theo vectd khodng cich. Nhung khic vGi RIP, IGRP 1a
giao thUc dOc quy€én cla Cisco ch(t khong phdi 12 mét giao thlc dua trén céc
chudn m&. IGRP phUc tap hon so v&i RIP, si dung nhi€u thong sO d€ chon
duong di tOt nhat dén dich nhung IGRP van 1a mdt giao thc st dung don
gidn .Trong chuong nay ciing s€ giGi thi€u cdu hinh IGRP va x( 1y su' cO doi
vOi IGRP.
Muc tiéu:
- M0 td dugc tai sao dinh tuyén vong 1dp lai xdy ra doi véi dinh tuyén
theo vectd khodng céch.
- M6 ta dugc cic phuong phdp dudc st dung d€ bdo ddm cho cic giao
th(c dinh tuy€n theo vector khodng c4ch dinh tuy€n ding.
- Cau hinh RIP.
- SUrdung 1énh ip classless.
- XUly sucd cla RIP.
- Cé&u hinh RIP d€ chia t3i.
- Ca&u hinh dudng c0 dinh cho RIP.
- Kiém tra cau hinh RIP.
- Cau hinh IGRP.
- Kiém tra hoat d0ng cla IGRP.
- XU1y su cO IGRP.
- Thuc hién cdc thao tic an toan v&i may tinh.
NOi dung:
1. Pinh tuy€n theo vecto khodng cich
Muc tiéu:
- M0 td dugc tai sao dinh tuyén vong 1dp 1ai xdy ra doi véi dinh tuyén
theo vectd khodng céch.
- M6 ta dugc cic phuong phdp dudc st dung d€ bdo dam cho cic giao
th(c dinh tuy€n theo vector khodng c4ch dinh tuy€n ding.
1.1. Cap nhat thong tin dinh tuyén
Bang dinh tuyén dugc cap nhat theo chu kY hodc khi cdu tric mang c6
su thay dGi. Pi€m quan trong d0i vGi mOt giao thUc dinh tuy€n 14 1am sao cap
nhat bang dinh tuy€n mot cach hi€u qud . Khi cu tric mang thay ddi ,thong
tin cap nhat phai dugc xUr 1y trong toan bd hé théng . POi vGi dinh tuy€n theo
vectd khodng cdch thi moOi router gUi toan bd bang dinh tuyén cla minh cho
cdc router klé't nGistelic ti€p Vi nd. Bang dinh fuy@n bao gom|cdc thong tin vé
dulng di t&i mang dieh nhu:(Ong chi phi (vi duenherkkodng dich chang han )
tinh tU ban than rodter d&n mang dich, dia chi cla trakn ]jé ti€p trén duOng di.
= Rouler A sends out b

this updated routing
table
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Hinh 7.1
1.2. LOi dinh tuyén lap

Network 1, Unreachable

Alternate Route: ~ Alternate Route: Use A
Network 1, Distance 3 3 N Network 1, Distance 4

Alternate routes, slow convergence, inconsistent routing

Hinh 7.2

Dinh tuy€n 13p c6 th€ xdy ra khi bang dinh tuy€n trén céc router chua

dudc cap nhat h0i tu do qua trinh hbi tu cham.

1. Trudc khi mang 1 bi 16i ,tat cd céc router trong hé théng mang déu
c6 thong tin ding vé cdu tric mang va bang dinh tuyén 13 chinh
xé4c .Khi d6 ching ta néi céc router di hdi tu .Gid sU rang :router C
chon dudng dén Mang 1 bang con dudng qua router Bva khodng
cich cla con duOng nay tU router C dén Mang 1 va 3 (hops)(Nghia 12
né€u di tU router C d&n Mang 1 theo con duGng nay thi con cich 3
router n(a).

2. Ngay khi mang 1 bi 16i, router E lién gUi thong tin cdp nhat cho
router A. Router A 1ap tUc ngung viéc dinh tuy€n v& Mang 1. Nhung
router B, C va D van ti€p tuc viéc nay vi ching van chua hay biét vé
viéc Mang 1 bj 10i. Sau d6 router A cép nhat thong tin vé Mang 1
cho router B va D. Router B,D 1ap tUc ngung dinh tuy€n cic géi dit
liéu vé Mang 1 nén né van dinh tuyén céc géi dit liéu dén Mang 1
qua router B.

3. D€én thGi di€m cap nhat dinh ky cUa router C, trong thdng tin cap
nhét cla router C gl cho router D van c6 thong tin vé dudng dén
Mang 1 qua router B. Liic niy router D thdy rang théng tin nay tot
hon théng tin bdo Mang 1 bj 16i ma né vira nhan dudc tU router A liic



nay. Do d6 router D cdp nhat 1ai thdng tin nay vao bang dinh tuyén
ma khong bi€t rang nhu vay 1a sai .Lic ndy, trén bang dinh tuyén,
router D c6 dudng t&i Mang 1 1a di qua router C. Sau d6 router D 13y
bdng dinh tuy&n vira mGi cap nhat xong gUi cho router A. TUOng tu,
router A cling cap nhat 1ai duGng dén Mang 1 lic nay 12 qua router D
rOi gUi cho router Bva E. Qu4 trinh tuong tu ti€p tuc xdy ra & router
B.E. Khi d6, bat ky g6i d{t li€u nao gl tGi Mang 1 déu bi gUi 1ap
vong tU router C t&i router B t&i router A t&i router D r6i t&i router C.
1.3. Pinh nghia gia tri t0i da

Vié€c cap nhat sai v€ Mang 1 nhu trén s€ bi 1dp vong nhu vay hoai cho
dén khi nao c6 mOt ti€n trinh khic cat d(t dugc qud trinh nay. Tinh trang nhu
vay goi 12 dé€m vo han, géi dit li€u sé bj 1dp vong trén mang trong khi thuc té
1a Mang 1 di bj ngat.

VGi vectd khodng cdch st dung thong sO 1a s& lugng hop thi moi khi
router chuy€n thong tin cdp nhat cho router khic ,chi sO hop s€ ting lén 1
Né&u khéng c6 bién phdp khac phuc tinh trang d€m vd han ,thi c nhu vay
chi s6 hop sé ting 1én dén v6 han.

Ban than thudt todn dinh tuy€n theo vectd khodng cich c6 thé tu sita
16i dugc nhung qua trinh 18p vong nay c6 thé€ kéo dai d€n khi nao d€m dén vo
han. Do d6 d€ tranh tinh trang 16i nay kéo dai, giao thlc dinh tuy€n theo vecto
khodng cich di dinh nghia gi4 tri tOi da.

Bang cich ndy ,giao th(c dinh tuy€n cho phép vong 13p kéo dai dén khi
thong sO dinh tuy€n vuot qua gid tri tOi da. Vi du nhu hinh vé dudi, khi thong
sO dinh tuy€n 12 16 hop 16n hon gid tri tdi da 12 15 thi thong tin cap nhat dé sé
bi router huy bd. Trong bat ky truOng hop nio, khi gid tri cUa thong s dinh
tuy€n vUgt qua gid tri tOi da thi xem nhu mang d6 12 khong dén dugc.

Network 1, Distance12 | | Network 1, Distance 15|

| Network 1 Down |
Routing Table
Maximum metric is 16
Network 1 is unreachable

Specify a maximum distance vector metric as infinity

Hinh 7.3




1.4. Tranh dinh tuy€n lap vong bang split horizone

MOt nguyén nhin khic giy ra 1dp vong 1a router gUi 1ai nhiing thong tin
dinh tuy€n ma n6é vUra nhan dugc cho chinh router di g nhiing thong tin dé.
Phan sau diy s€ phan tich cho cdc ban thdy su cO xdy ra nhU thé nao:

1. Router A gUi mOt thong tin cap nhat cho router B va D thong bdo 1a
Mang 1 di bi ngat. Tuy nhién router C van gUti cdp nhat cho router B
1a router C ¢6 duOng dén Mang 1 thong tin qua router D, khodng cé4ch
clla duOng nay 12 4.

2. Khi d6 router B tuGng 1am 1a router C van c6 dudng dén Mang 1
mac dii con dudng nay cé thong sO dinh tuy€én khong tOt bang con
dudng cii cla router B Iic trudc. Sau d6 router B ciing cap nhat cho
router A vé duOng m&i dén Mang 1 ma router B vlra m&i nhan duokc.

3. Khi d6 router A s€ cap nhat lai 1a n6 c6 th€ gli dit liéu d€n Mang 1
thong qua router B. Router B thi dinh tuyén dén Mang 1 thong qua
router C. Router C 1ai dinh tuyén dén Mang 1 thong qua router D. K&t
quad 13 bat ky géi dit 1i€u nao d€n Mang 1 s€ rGi vio vong 1dp nay.

4. CO ché split-horizon s trach dugc tinh huGng niy bang cich: Néu
router B hodc D nhan dugc thong tin cdp nhat vé Mang 1 tU router A
thi chiing s& khong gUi 1ai thong tin cap nhat vé& Mang 1 cho router A
n(ta. NhO do, split- horizon lam gidm dugc viéc cap nhat thong tin sai
va gidm bét viéc xU 1y thong tin cap nhat.

B: Do not updale
Router A about
fou

les lo network 1
\ 3

D: Do not update
Router A about
routes to network 1

Hinh 7.4

1.5. Route poisoning

Route poisoning dugc sU dung d€ tranh xdy ra cic vong 1ap 16n va gitp
cho router thong bdo thang 12 mang di khong truy cép dudc nlra bang cich
dat gid tri cho thong s dinh tuyén (s6 1ugng hop chang han )1én hon gia tri
t0i da.

Vi du nhu hinh 7.5: khi Mang 5 bi ngat thi trén bang dinh tuyén cla



router E gid tri hop cho dudng d€n Mang 5 1a 16,gi4 tri nay c6 nghia 12 Mang 5
khong truy cap dugc nlra. Sau d6 router E cap nhat cho router C bang dinh
tuy€n nay ,trong d6 dudng dén Mang 5 c6 thdng sO hop 1a 16 dugc goi 1a
route poisoning .Sau khi router C nhan dugc cap nhat vé route poisoning tUf
router E, router C s€& gUi ngUQc trd 1ai thong tin nay cho router E .Lic nay ta
20i thong tin cap nhat vé Mang 5 tU router C gUi ngUdc 1ai cho router E 1
route poison reverse. Router C lam nhu vay d€ ddm bdo 1a né da gl thong tin
route poisoning ra tat cd cic dudng ma né co.

Khi route poisoning dugc s& dung k€t hgp vGi cap nhat tlc thoi sé
gitip rit ngan thoi gian hoi tu gilta cdc router vi khi d6 router khdng can phai
chO hét 30 gidy cUa chu ky cap nhat mdi vé route poisoning.

T6m 1ai ,route poisoning cé nghia 1a khi ¢c6 mbt con dudng nao d6 bi
ngat thi router s€ thong bdo vé con dudng d6 vdi thong s6 dinh tuyén 16n hon
gid tri tOi da .CO ché route poisoning khong hé gy mau thudn vdi cd ché split
horizon .Split horizon c6é nghia 13 khi router gUi thong tin cap nhat ra mOt
duOng lién két thi router khong dugc gUi 1ai nhiig thong tin ndo ma né vira
nhan vao tUr dudng lién két d6.Bay gid ,router van gUi 1ai nhiing thong tin d6
nhung vGi thong s6 dinh tuy€n 16n hon gia tri t0i da thi k€t qua van nhu
vay .CO ché nay goi 1a split horizon k&t hgp v&i poison reverse.

Khi mang 5 bj ngat ,Router E st dung route poisoning bang cich dat gia
tri 16 trén bang dinh tuy€n d€ cho bi€t mang nay khong d€n dugc nlta .

Router A Router B Router C Router E

Network 4 Network 5

Network 3

Router D

When Network 5 goes down, Router E initiates route poisoning by
entering a table entry metric of 16 (unreachable)

Hinh 7.5

1.6. Tranh dinh tuy€n lap vong bang co ché cdp nhét tirc thoi

Hoat dOng cap nhat bang dinh tuyén gilta cdc router lang gi€ng dugc
thuc hién theo chu ky .Vi du :cU sau 30 gidy RIP thuc hién cap nhat mOt
1an .Ngoai ra con c6 cO ché cap nhat tlc thoi d€ thong bio vé mOt thay doi
nao d6 trong bang dinh tuy€n .Khi router phat hién ra c6 mot thay dGi nao d6
trong cau triic thi né 1ap tlc gUi thong di€p cap nhat cho céc router lang ri€ng
dé€ thong bdo vé su thay d6i d6. Nhat 1a khi c6 mOt dudng nao dé bj 10i khong
truy cap dugc nira thi router phdi cap nhat tUc thdi thay vi dgi dén hét chu
ky. CO ché€ cap nhat tlc thdi k€t hgp vdi route poisoning s& ddm bdo cho tat



cd cdc router nhdn dugc thong tin khi cé mbt dudng nao dé bi ngat trudc khi
thdi gian holddown két thiic.

CO ché cap nhat tlc thoi cho toan b0 mang khi c¢6 su thay d0i trong
cdu tric mang gitp cho céc router dUgc cap nhat kip thoi va khéi dOng thoi
gian holddown nhanh hon.

Vi du nhu hinh 7.6: router C cap nhat tUc thOi ngay khi mang 10.4.0.0
khong truy cap dugc nlta. Khi nhan dugc thong tin nay, router B ciing phat
thong bdo vé mang 10.4.0.0 ra cOng SO/1. P&n 1udt router A ciing s€ phat
thong bdo ra cGng Fa0/0. NetWork 10.4.0.0 is unreachable.

VGi cap nhat tlc thoi, router sé gUi thong di€p ngay d€ thong bio su
thay d6i trong bang dinh tuy€n cla minh

Network 10.4.0.0 is unreachable

— — — c—

10.1.0.0 10200 103.00 _  10.4.00

With the triggered update approach, routers send messages as
soon as they notice a change in their routing table.

Hinh 7.6
1.7. Tranh lap vong v@i thoi gian holddown

Tinh trang 13p vong dén vo6 han nhu da dé cap & phan 7.6 c6 thé€ tranh
dugc bang cach s& dung thoi gian holddown nhu sau:

Khi router nhan dugc tU router 1ang gi€ng mOt thong tin cho bi€t 13 mot
mang X nio d6 by gid khong truy cap dugc nilra thi router s& d4nh dau vao
con dudng tdi mang X d6 1a khong truy cap dugc nlra va khdi dOng th0i gian
holddown. Trong khodng thGi gian holddown nay, n€u router nhan dugc thong
tin cap nhat t chinh router ldng ri€ng ldc ndy thong bdo 12 mang X di truy
cap lai dugc thi router m&i cap nhat thong tin dé va két thic thOi gian
holddown.

Trong suOt thdi gian holddown nét router nhan dugc thdng tin cap nhat
tUr mOt router lang riéng khéc (khdng phdi la router ling gi€ng da phat thong tin
cap nhat vé mang X lic ndy) nhung thong tin nay cho bi€t c6 dudng dén
mang X vGi thong sO dinh tuyén tOt hon con duOng ma router trudc d6 thi né
s& bd qua, khong cap nhat thong tin nay. CO ché nay gitip cho router trdnh
dugc viéc cap nhat nham nhlimg thong tin cii do cdc router lang gi€éng chua
hay bi€t gi vé viéc mang X di khong truy cap dugc nlra. Khéng thdi gian
holddown bdo ddm cho tat cd céc router trong hé thdng mang da dugc cap
nhat xong vé thong tin mdi. Sau khi thdi gian holddown hét thdi han, tat cd
céc router trong hé thOng déu di dugc cap nhat 1a mang X khong truy cap



dudc nlra, khi d6 cdc router d€u c6 th€ nhan biét chinh xdc vé cdu tric mang.
Do d6, sau khi th@i gian holddown két thiic thi c4c router 1ai cap nhat thong tin
nhU binh thuGng.

Update after
Holddown Time
Update after MNetwark 1
Holddown Time Down

» T

Update after Network 1 down,
Holddown Time Update after then back up for a time,
Holddawn Time then down once again
Hinh 7.7
2.RIP
Muc tiéu:
- CAau hinh RIP.

- SUrdung 1énh ip classless.
- XUly sucd cla RIP.
- Cé&u hinh RIP d€ chia t3i.
- Ca&u hinh dudng cO dinh cho RIP.
- Kiém tra cau hinh RIP.
2.1. Ti€n trinh cGia RIP
IP RIP dugc md td chi ti€t trong 2 vin bdn. Vin bdn dau tién 1a
RFC1058 va vin ban th( 2 1a Tiéu chuan Internet(STD)56.
RIP dugc phit tri€n trong nhi€u nim bat ddu tU phién ban 1 (RIPv1)
RIP chi 1a giao thlc dinh tuy€n theo 1&p dia chi cho dén phién bdn
2(RIPv2)
RIP tré thanh giao thUc dinh tuy€n khong theo 18p dia chi.
RIPV2 c6 nhitng Uu di€m hon nhu sau:
Cung cap thém nhiéu thong tin dinh tuy€n hon.
C6 cO ché x4c minh gilta cic router khi cdp nhét d€ bdo mat cho
bdng dinh tuyén.
C6 ho trg VLSM(variable Length Subnet Masking-Subnet mask c6
chi@u dai khac nhau).
RIP tranh dinh tuy€n 1ap vong d€m dén vo6 han bang cich gidi han s
luong hop tOi da cho phép tU mdy gUi dén may nhan, sO Iuong hop t0i da cho



moi con dudng 12 15. P6i vdi cac con dudng ma router nhan dugc tUr thong tin
cap nhat cla router lang gi€ng, router s€ ting chi s6 hop 1én 1 vi router xem
bdn than né ciing 1 1 hop trén duOng di. N€u sau khi ting chi s6 hop 1én 1 ma
chi sO nay 16n hon 15 thi router s&€ xem nhU mang dich khong tuong Ung véi
con duong nay khong dén dugc. Ngoai ra, RIP ciing c6 nhling dac tinh tuong
tU nhU cdc giao thlc dinh tuy€n khéic. Vi du nhu : RIP ciing c6 horizon va thoi
gian holddown d€ tranh cap nhat thong tin dinh tuyén khong chinh x4c.

Céc dac diém chinh clla RIP

La giao thUc dinh tuy€n theo vecto khodng céch.
Thong s6 dinh tuy€n 13 s6 1ugng hop.
Néu gé6i d{t li€u dén mang dich c¢é s6 lugng hop 16n hon 15 thi géi
dit liéu d6 s& bi huy bo.
Chu kY cap nhat mac dinh 1a 30 giay.
2.2. Cau hinh RIP

Lénh router rip diing d€ kh@i dOng RIP. Lénh network dung d€ khai bdo
nhng cOng giao ti€p nao cla router dudc phép chay RIP trén d6. TU d6 RIP
s& bat dau gl va nhan thong tin cdp nhat trén cic cOng tuong Ung RIP cap
nhat thong tin dinh tuy€n theo chu ky. Khi router nhan dugc thong tin cap
nhat c6 sU thay dGi nao dé thi né s€ cap nhat thong tin mbi vao bang dinh
tuy€n. POi v&i nhiing con dudng t&i mang dich ma router hoc dugc tU router
lang gi€ng thi n6 sé ting chi s6 hop 1&n 1 dia chi nguan cUa thong tin cap nhat
ndy s€ 1a dia chi tram k€& ti€p RIP chi chon mOt con duOng tOt nhat d&€n mang
dich, tuy nhién né ciing c¢6 th€ st dung nhi€u con dudng c6 chi sO bang nhau
dén cung 1 dich.

Chiing ta c¢6 th€ cdu hinh cho RIP thuc hién cdp nhat tlc thdi khi cau
tric mang thay dGi bang 1&nh ip rip triggered. Lénh nay chi 4p dung cho cOng
serial cUa router. Khi cdu tric mang thay d6i, router nao nhdn bi€t dugc su
thay d6i dau tién s€ cap nhat viao bang dinh tuyén cla né trudc, sau dé né
1ap tUc gUi thong tin cdp nhat cho céc router khic d€ thong bdo v€ su thay doi
doé. Hoat dOng nay 1a cap nhat tlc thdi va né xdy ra hoan toan ddc 1ap véi
cap nhat dinh kY. hinh 7.8 12 m6t vi du v€ cau hinh cla RIP
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BEM (config) irouter rip

BEM {config-router) fnetwork 10.0.0.0

I-.'F.rl.'-:rr.fic;-r:l,:crHmt.vork 192,168,13.0

onfig) Arouter rip hmnn /.o

BH M(gohﬁg)ﬁﬁéqﬂmmnﬁ LHONRIP lam giao thUc dinhl tuy€n cho
router.
BHM(config- totteN#network 10.0.0.0- khai bdo mang két noi
tri bh]ynﬁﬂthwmnsrmrk 172.31.0.0

BHM (config- router) #network 192.168.13.0 - khai bdo mang két
n0i truc tuy€n vao router.
Cac c6ng trén router k€t nOi vao mang 10.0.0.0 va 192.168.13.0 sé thuc
hi€n gUi va nhan thong tin cap nhat vé dinh tuyén.
Sau khi di khGi dOng RIP trén cdc mang rOi ching ta cé th€ thuc hién
thém mot s6 cau hinh khic. Nhitng cdu hinh nay khong bat bubc phai lam,
chiing ta chi cu hinh thém né€u thady can thiét:
Diéu chinh céc thong s6 dinh tuyén.
Dié€u chinh céc thong sO v€ thOi gian hoat dOng cUla RIP.
Khai bdo phién ban clla RIP ma ta dang s& dung(RIPv1 hay RIPv2).
C&u hinh cho RIP chi gUi thong tin dinh tuy€n rit gon cho mOt cOng
nao do.
Ki€m tra thong tin dinh tuy€n IP rut gon.
Cau hinh cho IGRP va RIP chay dong thdi .
Khong cho phép RIP nhan thong tin cap nhat tU mOt dia chi IP nao
do.
MG hodc tat ch€ dd split horizon.
K&t ndi RIP vao mang WAN.
Tém 1ai, d€ cau hinh RIP, ching ta c6 th€ bat dau tU ché dd cau hinh
toan cUc nhU sau:
Router(config)# router rip - khéi dOng giao thlc dinh tuyén RIP,
Router(config- router)#network network- number- khai bdo cic mang
ma RIP dugc phép chay trén do.

2.3. SU dung 1€nh ip classless

Khi router nhan dugc géi dit li€u cé dia chi dich 1a mOt subnet khong cé
trén bang dinh tuyén cUa router. Trén bang dinh tuyén cUa router khong c6
chinh x4c subnet v&i subnet dich cUa géi di li€u. Vi du: mOt t6 chic s dung
dia chi mang 0/16, khi d6 subnet 10.10.10.0/24 c6 supernet 1a 10.10.0.0/16.
Trong truOng hop nhu vy, ta dung 1€nh ip classless d€ router khong hly bo
d{r liéu ma s€ chuyén géi ra duOng dén dia chi supernet, néu cé. PoOi véi
phan mén Cisco I0S phién bdn 11.3 tré vé sau, mdc dinh 12 1énh ip classlet da



dugc chay trong cdu hinh cla router. Néu ban tat 1énh nay di thi dung 1énh
NO cUa cau 1énh nay.

Tuy nhién, n€u khong cé chUc ning nay thi tat cd cic géi c6 dia chi dich
12 mOt subnet c6 cling supernet vG3i cdc dia chi mang khéc cUa router nhung lai
khong c6 trong bang dinh tuy€n. Pay chinh 12 dac di€m quan trong cUa giao
thUc dinh tuyén theo 16p. N€u mOt dia chi mang 16n dugc chia thanh cic
subnet con chU khong c6 toan b céc subnet. Khi d6 géi d{t li€u nao c6 dia chi
dich 12 mOt subnet ndm trong dia chi mang 16n nhung 1ai khong c6 trén bang
dinh tuy€n cUa router thi router sé h(y bd.

i o
10.3.3.0 /24
192.168.1.4 /30

Fa0/1
S0/0 5

10.1.1.0 /24

TO, 10.2.2.4

Destination Network Outbound Interface

10.4.1.0 Fa Q/0
10.3.3.0 Fa o

0.0.0.0 5 0

Hinh 7.9a: Khi khong c6 1énh ip classless.

CO ché nay bi nham 1an nhat khi router ¢6 cdu hinh dudng mdc dinh.
TU mot dia chi mang 16n chia thanh nhiéu subnet con. K€t noi truc ti€p vio
router chi c6 mOt s& subnet. Khi router xdy dung bdng dinh tuy€n, trén bdng
dinh tuy€n duong nhién c6 cédc subnet clla mang két ndi truc ti€p vao router.
Con nhiing subnet nao khong c6 thi router coi nhU subnet d6 khong tOn tai. Do
d6, khi router nhan dugc géi dit liéu cé dia chi dich 1a mOt subnet khong ¢
trén bang dinh tuy€n nhung 1ai c6 cling supernet v&i cic mang két nbi truc
ti€p vao router thi router xem nhu mang dich d6 khong tOn tai va hQy bo géi
d{r liéu cho du trén bang dinh tuyén cur%router c6 cau hinh duOng mac dinh.
Lénh ip classless s&g1a1 quét van d&nay bing cich cho phép router khong
can quan tim dén 18p-¢624dia chl d;g?@,y}a,, ngéu d6 router khong tim thdy dudgc
cU th€ mang dich trén ban 5 dUng—dau‘dng mac dinh d€

chuyén géi di. _}
At

10.1.1.0 /24

s TO.10.2.2.4

Destination Network Outbound Interface

a1 0 | Fa O
10.33.0 | Fa 0/
0.0.0.0 | S 000



Hinh 7.9b: Khi ¢6 1énh ip classless.
2.4. Nhiing van dé thuong gap khi cau hinh RIP

Router dinh tuy€n theo RIP phdi dua vio céic router lang gi€éng d€ hoc
thong tin d€n cdc mang ma khong két nOi truc tiép vao router. RIP st dung
thudt toan dinh tuy€n theo vecto khodng cich dé c6 nhugc di€m chinh tdc dd
hOi tu cham. Trang thdi hdi tu 13 khi tat cd céc router trong hé thOng mang
déu c6 thong tin dinh tuy€n vé hé thdng mang giGng nhau va chinh xac.

Céc giao thUc dinh tuy€n theo vectd khodng cich thuOng gdp van dé
v€ dinh tuy€n 13p vong va d€m dén vo han. Pay 1a hdu qud khi cic router
chua dugc hdi tu nén truyén cho nhu nhling thong tin cii chua dugc cap nhat
dang.

PE€ gidi nhitng van dé nay RIP st dung nhitng kY that sau

Dinh nghia gid tri tOi da
Split horizon.

Poison reverse.

Thai gian holddown.
Cap nhat tUc thoi.

C6 mOt sO kY thuat ddi hdi ban phdi cau hinh con mdt s& khic thi
khong can cau hinh gi cd hodc chi can cdu hinh mot chiit thoi.

RIP gidi han sO hop t0i da 1a 15. Bat ky mang dich nio c¢6 s6 hop 16n
hon 15 thi xem nhU mang dé khong d€m dugc. Pi€u nay 1am cho RIP bi han
ché& khong s dung dugc cho nhiing hé thGng mang 16n nhung né gitp cho
RIP tranh dugc 16i dém dén vo han.

Luat split horizon 1a: khi gUi thong tin cap nhat ra mOt hudng nao d6 thi
khong gUi 1ai nhiing thong tin ma router dd nhan dugc tU huGng dé. Trong
mOt s6 cau hinh mang thi ban can phai tat co ché split horizon:

GAD (config-if)#no ip split- horizon

Thdi gian holddown 12 mOt thong sO ma ban c6 thé thay dGi n€u can.
Khodng thGi gian holddown gitp cho router tranh bi 1dp vong dém dén vo han
nhUng dOng thdi né ciing 1am ting thOi gian hdi tu gilta cdc router. Trong
khodng th0i gian niy, router khong cap nhat nhiing dudng nao cé thong sO
dinh tuy€n khong tOt bang con dudng ma router c6 trudc d6, nhu vay thi cé



khi c6 duOng khéc thay th€ cho duGng cii that nhung router ciing khong cap
nhat. ThOi gian holddown mdc dinh cUa RIP 1a 180 gidy. Ban c6 th€ di€u
chinh thOi gian holddown ngan 1ai dét ting tdc dd hdi tu nhung ban nén cin
nhac kY. Thoi gian holddown 1y tudng 13 phdi dai hon khodng thoi gian dai
nhat c6 thé d€ cho toan bd hé thOng mang dugc cap nhat song. Vi du nhu
hinh dudi, chiing ta c6 4 router. N€u moi router c¢é thOi gian cap nhat 1a 30
gidy thi thOi gian tOi da d€ cho ca 4 router cap nhat xong 14 120 gidy nhu vay
thOi gian holddown phai dai hon 120 gidy.

PE thay dGi thdi gian holddown ban dung 1€nh sau:

Router(config-router)# timers basic update invalid holddown

flush[sleeptime]

o~

SOA

30 + 30 + 30 + 30 = 120 seconds

30 Sec

Set holddown timer > 120 seconds

Hinh 7.10

MOt 1y do khdc 1am Anh hudng dén tOc d0 hoi tu 1a chu kY cap nhat.
chu kY cap nhat mdc dinh cUa RIP 14 30 gidy . Ban c6 th€ di€u chinh cho chu
kY cép nhét dai hon d€ ti€p kiém bing thong dudng truy€n hodc rit ngan
chu kY cap nhét l1ai d€ ting tOc d6 hoi tu.

PE thay dGi chu kY cdp nhat, ban dung 1€nh sau:

GAD(config- router)#update-timer seconds.

Con mOt van dé nlra ma ta thuOng gdp d6i v&i giao thlc dinh tuyén 1a
ta khong muOn cho céc giao thUc nay gUi cdc thong tin cap nhat vé dinh tuyén
ra mOt cOng nao d6. Sau khi ban nhdp 1&nh network d€ khai bdo dia chi mang
12 14p tlc RIP bat dau gUi cac thong tin dinh tuyén ra tat cd cdc cOng cé dia
chi mang nam trong mang ma ban vUa khai bio. Nha quan tri mang c6 thé
khong cho phép gl thong tin cdp nhat vé dinh tuyén ra mOt cOng nao d6 bang
1€nh passive - interface.

GAD(config- router)#passive- interface Fa0/0.

RIP Ia giao thUc broadcast. Do d6, khi mu6n chay RIP trong mang non-
broadcast nhU Frame Relay thi ta can phdi khai b4o céc router RIP ldng gi€ng
bang 1énh sau:

GAD(config- router) # neighbor ip address



Phan mén Cisco IOS mac nhién nhan géi thong tin cla cd RIP phién
ban 1 va 2 nhung chi g di géi thong tin bang RIP phién ban 1. Nha quan tri
mang c6 th€ cau hinh cho router chi gUi va nhan géi phién ban 1 hodc 14 chi
g g6i phién bang 2 bang cdc 1énh sau:

GAD(config- router) # version {1/2}

GAD(config- if) # ip rip send version 1

GAD(config- if) # ip rip send version 2

GAD(config- if) # ip rip send version 1 2

GAD(config- if) # ip rip receive version 1

GAD(config- if) # ip rip receive version 2

GAD(config- if) # ip rip receive version 1 2
2.5. Ki€m tra cau hinh RIP

C6 nhiu 1énh c6 th€ st dung d€ ki€m tra cdu hinh RIP c6 ding hay
khong. Trong d6 hai 1énh thudng dudc s dung nhi€u nhat 1a Show ip route
va show ip protocols.

Lénh show ip protocols sé& hi€n thi cic giao thUc dinh tuyén IP dang
dudc chay trén router. K&t qud hi€n thi cUa 1€nh nay c6 th€ gidip ban ki€m tra
dugc phan 16n cau hinh cla RIP nhung chua phdi 1a day dU, toan b0. sau day
12 mOt s6 di€m ban can chi y ki€m tra:

C6 diing 12 giao thUc dinh tuy€n RIP di dugc cau hinh hay khong.
RIP dugc cdu hinh d€ gi va nhan thong tin cdp nhat trén cdc cOng
vao, c¢6 chinh xac hay khong.

Cic dia chi mang dugc khai bdo trén router d€ chay RIP c6 diing hay

khong.
/e

GAD¢show ip protocols Verify RIP is Configured

pdates every 30 seconds,

Hinh7.11a
Lénh show ip route dugc st dung d€ ki€m tra xem nhling duOng di ma
router hoc dugc tU cdc router RIP lang gi€éng c6 dugc cai dat vao bang dinh
tuy€n khong trén. Trén k€t qud hi€n thi bang dinh tuy€n, ban ki€m tra cic
dudng c6 danh dau bang chit “R” & dau dong 1a nhling dudng ma router hoc
dudc tUr cic router RIP lang giéng. Ban ciing nén nhd rang céc router ludn c6
mOt khodng thOi gian d€ hOi tu v&i nhau, do dé c4c thong tin mdi c6 thé chua



dugc hién thi ngay trén bang dinh tuy€n dugc. Ngoai ra con ¢6 mOt sO 1énh

khac ma ban c6 th€ st dung d€ ki€m tra cdu hinh RIP :

Show interface interface.

Show ip interface interface.

Show running —config.
|

GADAshow

“odes: C

Lo - JH

mobi

ip route

conne ea

Area

candidate default

ODR

periodic download st

atic route

Gateway of last resort is not set

Hinh 7.11b
2.6. Xt Iy su c6 vé hoat dOng cap nhat cGia RIP

Hau hét cic 16i cdu hinh RIP déu do khai bdo ciu 1énh network sai,
subnet khong lién tuc hodc 1a do split horizon. Lé&nh c6 tic dung nhat trong
viéc tim 10i cUa RIP trong hoat d&ng cdp nhat 1a 1énh debug ip rip

Lénh debug ip rip s& hi€n thi tat ca céc thong tin dinh tuy€n ma RIP gl
va nhan. Vi du trong hinh 7.12a cho thdy k&t qua hién thi cla 1énh debug ip
rip. Sau khi nhan dugc thong tin cap nhat , router s& x(r 1y thong tin d6 rbi sau
d6 gUi thong tin m&i vira cdp nhat ra cic cOng. Trong hinh 7.12a cho thdy
router chay RIP phién bdn 1 va RTP gUli cdp nhat theo ki€u broadcast(dia chi

broadcast 255

.255.255.255). SO trong ngodc don 1a dia chi nguan cla géi

thong tin cap nhath RIP.

Ethernet

FA0/0

10.0.0.254

S0/0 son S0/0 S0/0

172.31.311

192.168.13.1 192.168.13.2 192.168.14.1 192.168.14.2

BHMAdebug ip rip
RIP event debugging 1is on

BHM#

00:45:33: RIP: received vl update from 192.168.13.2
on Serial0/0

00:45:33: 192.168.14.0 in 1 hop

00:45:33: 172.31.0.0 in 2 hop

00:45:33: 172.292.0.0 15 hops

00:45:36: RIP: sending vl update to 255.255.255.255

via Seriald/a {192 168 .313.1)




Hinh 7.12a: Ki€m tra cdc théng tin dUOc quang bd qua Rip
C6 rat nhi€u di€ém quan trong ma ban can chi y trong két qud hién thi
cUa 1énh debug ip rip. MOt sO van dé phdi vi du nhu subnet khong lién tuc hay
tring subnet, c6 th€ phat hién dugc nhO 1&€nh nay. Trong nhitng truOng hop
nhU vay ban sé thdy 1a cing mOt mang dich nhung router gUi thong tin di thi
mang dich dé 1ai c¢é thong sO dinh tuy€n thap hon so v&i khi router nhan vio
trudc d6. <[ Faon  son son S0/0 SO0 FAOO

g

Ethernet

172.31.29.1/24 192.168.13.1/24 192.168.13.2/24 192.168.14.1/24 192.168.14.2/24 172.31.31.1/24

BHMidebug ip rip
RIP event debugging is on

BHME&

Tw2d: RIP: received vl update from 192.168.13.2 on
Serial 0/0

Tw2d: 192.168.14.0 in 1 hop

Twad: 172.31,0.0 in 2 hops

Tw2d: RIP: sending vl update to 255.255.255.255 via
Serial 0/0 (192.168.13.1)

iw2d: network 172.31.0.0., metric 1

Hinh 7.12b: Subnet khong lién tuc
$0/0 son S0/0 S0/0  FAOIO

FA0/0

Ethernet

172.31.29.116 192.168.13.1/24 192.168.13.2/24 192.168.14.1/24 192.168.14.2/24 172.31.31.1/16

N\,

BHMidebug ip rip L)
RIP event debugging is on -

BHM4

Tw2d: RIP: received vl update from 192.168.13.2 on
Serial 0/0

Tw2d: 192.168.14.0 in 1 hop

Tw2d: 172.31.0.0 in 2 hops

Tw2d: RIP: sending vl update to 255.255.255.255 via
Serial 0/0 (192.168.13.1)

w24 petwark 172 .31 .0 0. metrric 1

Hinh 7.12c: Trung Subnet
Ngoai ra con mOt sO 1énh c6 thé s& dung d€ xUr 1y su' cO cla RIP:
Show ip database.
Show ip protocols( summary).
Show ip route.
Debug ip rip{ events}.
Show ip interface brief.




2.7. Ngin khéong cho router gui thong tin dinh tuyén ra mot cOng giao
tiép

Router ¢6 th€ thuc hién chon 10c thong tin dinh tuy€n khi cdp nhat
hodc khi gUi thong tin cap nhat. DGi vdi router st dung giao thUc dinh tuyén
theo vectd khodng céch, cO ché nay c6 tic dung vi router dinh tuy€n dua trén
cdc thong tin dinh tuy€n nhan dugc tU c4c router lang gi€ng. Tuy nhién, dbi
vGi cdc router st dung giao thUc dinh tuy€n theo trang thii duOng lién két thi
cO ché trén khong hi€u qud vi cic giao thUc dinh tuy€n nay quyét dinh chon
duOng di dua trén co s& d{F 1i€u v€ trang thai cac dudng lién k€t ch(t khong
dua vao thong tin dinh tuy€n nhdn dugc. Chinh vi vAy ma cich thuc hién dé
ngin khdng cho router gl thong tin dinh tuy€n ra mOt cOng giao ti€p dugc dé
cap dudi day chi st dung cho cic giao thlUc dinh tuyén theo vecto khodng
cach nhu RIP, IGRP thoi.

Ban c6 th€ st dung 1&nh passive interface d€ ngin khong cho router gUi
thong tin cdp nhat vé€ dinh tuy€n ra mOt cOng nio d6. Lam nhu vay thi ban sé
ngin dugc hé thOng mang khic hoc dugc cic thong tin dinh tuy€n trong hé
thdng cUa minh.

P06i vGi RIP va IGRP, 1énh passive interface s€ 1am cho router ngUng
vi€c gl thong tin cap nhat vé dinh tuyén cho mot router 14ng gi€ng nao do,
nhUng router van ti€p tuc 1ang nghe va nhan thong tin cdp nhat t router lang
giéng doé.

A\

Does not want dynamic
routes advertised

ReuterE (config-router) fpassive-interface Fa0/0

Hinh 7.13
2.8. Chia tai véi RIP
Router c6 th€ chia tai ra nhi€u dudng khi c6 nhi€u dudng tOt dén ciing
mot dich. Ban c6 thé cdu hinh bang tay cho router chia tai ra cic dudng hodc
1a c4c giao thUc dinh tuy€n dOng c6 thé tu tinh toan d€ chia ti.
RIP c6 kha ning chia t3i ra t6i da 1a sdu duOng c6 chi phi bang nhau,



con mdc dinh thi RIP chi chia ra 1am 4 duOng. RIP thuc hién chia tdi bang
cach st dung 1an 1ugt va luan phién tUng dudng.

Trong hinh 7.14a 1a vi du cho ta thay RIP chia tdi ra 4 dudng c6 chi phi
bang nhau. Dau tién router bat ddu vdi dudng s6 1 roi sau d6 1an 1ugt cic
duong 2-3-4 r0il-2- 3-4-1 va c ti€p tuc luan phién nhu vay. vi thong s dinh
tuy€n cUa RIP 12 sO 1ugng hop 1én cdc duOng niy dugc xem 13 nhU nhau, RIP
khéng can quan tim dén tdc dO clia mOi dudng. Do dé dudng 56kbps ciing
gidng nhu dudng 155Mbps.

-

Ethernet

Ethernet

Hinh 7.14a

Trong hinh 7.14b 1a vi du vé két qud hi€n thi cQa 1énh show ip route.
Trong d6, ban thdy c6 hai phan, mbi phdn mé td vé mot dudng. Trong phan
mo td v€ dudng th( hai c6 dau(*) & dau dong. Dau (*) niy cho biét con
duOng nay 1a con dudng ké ti€p sé dugc st dung.

’_- - -
FouterChishow ip route 192.168.2.0

Routing entry for 182.168.2.0/24
20, metric 1

Known via "rxip", distance 1

Last update from 192.168.4.2 on FastEthernet0/0,

Hinh 7.14b
2.9. Chia tai cho nhiéu duong
Router c6 khd ning chia tdi ra nhi€u dudng d€ chuyén cic géi dit liéu
dén cuing muc dich. Ching ta c6 th€ cdu hinh bang tay cho router thuc hién



chia tdi hodc 1a cdc giao thlUc dinh tuyén dOng nhu RIP ,IGRP,EIGRP va
OSPF sé tu dOng tinh toan.

Khi router nhan dugc thong tin cdp nhat vé nhi€éu dudng khic nhau
dén cing moét dich thi router s& chon duOng nio cé chi sO tin
cay(Admintrative distance) nhO® nhat d€ dat vao bang dinh tuyén. Trong
truOng hop cdc duOng nay cé cling chi sO tin cdy thi router s& chon dudng nao
¢6 chi phi thap nhat hodc 1a dudng nao c6 théng sO dinh tuy€n nho nhat. Moi
giao thUc dinh tuy€n sé cé cach tinh chi phi khic nhau va ban can phai cau
hinh cdc chi phi nay d€ router thuc hi€n chia tai.

Khi router c6 nhi€u duOng cé ciing chi sO tin cdy va cung chi phi dén
cung mOt dich thi router s€ thuc hi€n viéc chia tdi. Thong thuOng thi router c6
khd ning chia tdi d€n 6 drong c6 cuing chi phi( gidi han t0i da s6 dudng chia
tai 12 phu thuOc vao bang dinh tuyén cla Cisco 10S), tuy nhién mot sO giao
th(c dinh tuy€n ndi (IGP) c6 thé c6 gidi han riéng. Vi du nhu EIGRP chi cho
phép tOi da 1a 4 dudng.

Mac dinh thi hdu hét cdc giao thUc dinh tuyén IP déu chia tdi ra 4
duOng. PuOng cO dinh thi chia tdi ra 6 dudng. Chi riéng BGP 1a ngoai 1&,
mdc dinh cUa BGP 1a chi cho phép dinh tuy€n 1 dudng dén 1 dich.

Router B

Router C

Router E

Router D

Hinh 7.15a

SO dudng t0i da ma router c6 thé€ chia tdi 1a tUr 1 d€n 6 duOng. PE thay
d0i sO dudng tOi da cho phép ban st dung 1€nh sau:

Router(config-router) #maximum-paths[number].

IGRP c6 th€ chia tai Ién tOi da 13 6 dudng. RIP dua vao s6 1uong hop
d€ chon dulng chia tai, trong khi IGRP thi dua vao bing thong d€ chon
dudng chia tai.

Vi du nhu hinh 7.15a, ¢6 ba dudng d€n mang X :

TU E qua B qua A, thong sO dinh tuyén 1a 30.
TU E qua C qua A , thong sO dinh tuy€n 12 20.



TU E qua D qua A, thong sO dinh tuyén 12 45.

Router E s& chon duOng th(r 2 vi dudng E -C-A c6 thong s dinh tuyén
20 1a nho nhat.

Khi dinh tuy€n IP, Cisco IOS c6 hai cO ché chia tdi 1a: chia tdi theo g6i
d{r 1iéu va chia tai theo dia chi dich. Néu router chuy€n mach theo ti€n trinh
thi router sé€ chia géi d{r li€u ra cdc duOng. cach nay goi 1a chia tdi theo géi dit
liéu. Con néu router chuyén mach nhanh thi router s& chuyén tat ca géi dit
liéu dén cuing muc dich ra mt dudng. Cac gé6i dit li€u dén host khic nhung
trong ciing mOt mang dich thi sé tai ra dudng ké ti€p. Cach nay g0i 1a chia tai

theo dia chi dichmer

Agaministratin L

| Connected interface 0
Static route 1
Enhanced IGRP summary route 5
External BGP 20
Internal Enhanced IGRP 90
IGRP 100
OSPF 110
I15-1S 115
RIP 120
EIGRP external route 170
Internal BGP 200
Unknown 255

Hinh 7.15b

Puodng cO dinh 12 dudng do ngudi qudn tri cdu hinh cho router chuyén
g6i tdi mang dich theo dudGng ma minh mudn. Mat khéc, 1énh d€ cau hinh
dudng cO dinh ciing dugc s& dung d€ khai bdo cho dudng mdc dinh. Trong
truOng hop router khong tim thdy duOng nio trén bang dinh tuyén d€ chuyén
g6i d€n mang dich thi router s€ s{ dung dudng mac dinh.

Router chay RIP c¢6 th€ nhdn dugc thong tin vé dudng mac dinh tU
nh(ing thong tin cap nhat cla cédc router RIP lang gi€ng khic. Hodc 1a ban
than router dUgc cau hinh duGng mdc dinh sé cap nhat thdng tin dinh tuyén
nay cho cac router khac.

Ban c¢6 thé x6a dudng c¢O dinh bang 1énh no ip route. Ngudi quan trj
mang c6 th€ cdu hinh dudng cd dinh bén canh dinh tuyén dOng. M6i mbt
giao thUc dinh tuy&n dOng c6 1 chi sO tin cay(AD).Ngudi qudn tri mang cé
th€ cdu hinh mt dudng cO dinh tGi cling mang dich v4i dudng dinh tuyén
dOng nhung vGi chi s6 AD 16n hon chi s6 AD cUa giao thUc dinh tuyén dOng
tuong Ung. Khi d6 dudng dinh tuy&n dOng c6 chi sOAD nhd hon 1én ludn ludn
dugc router chon 1ua trudc. Khi dudng dinh tuyén dbng bi su' cd khong sUr
dung dugc nita thi router s€ s dung t3i duOng dinh tuy€n cO dinh d€ chuyén
261 dén mang dich.

Né€u ban cdu hinh dudng c6 dinh chi ra m6t cOng ma RIP ciing chay
trén cOng d6 thi RIP s€ gUi thong tin cdp nhat vé dudng cO dinh nay cho toan
b0 hé thOng mang. Vi khi d6, du0ng cO dinh dé dugc xem nhu 13 k&t n0i truc



ti€p vao router 1én n6 khong con ban chat 13 mOt dlrong c6 dinh nita. Néu ban
cau hinh dudng c06 dinh chi ra mOt cOng ma RIP khong chay trén cOng d6 thi
RIP sé& khong gUi thong tin cap nhat vé duOng cO dinh d6, trir khi ban phdi
cau hinh thém 1&nh redistribute static cho RIP.

Khi mOt cOng giao ti€p bj ngadt thi tdt cd cdc dudng cO dinh chi ra cOng
d6 déu bi x6a bdi bang dinh tuyén. Tuong tU nhu vay khi router khong con
x4c dinh dugc tram k€ ti€p trén duOng cO dinh cho géi dit li€u t&i mang dich
thi duOng cO dinh d6 ciing s& bi x6a khdi bang dinh tuyén.

Trong hinh 7.16a va 7.16b chiing ta thdy khi dudng dinh tuyén dOng cla
RIP bi su cO thi dudng cO dinh ma ta di cdu hinh cho router GAD dugc sUr
dung thay thé. PuOng c0 dinh nhu vay dugc goi 1a dlrong ¢ dinh du’ phong.
Nhu trong vi du nay chiing ta thdy 132 dudng cO dinh dugc cdu hinh vGi chi s6
AD 1a 130 16n hon chi s6 AD cUa RIP (120). Bén cach d6, ban nén nhd 1a trén
router BHM ciing can cau hinh duOng mdc dinh tuong Ung.

)<92 168.13.0/24 __2
1.542M x

( -~
< 3
P
HostB
GAD¥show ip route
Codes: C - connected, 8 - atatic, I - IGRP, R = RIP,
M- mobile, B - BGP
D E R EX EIGRP exter 0
OSPF, IA - OSPF inter area
Nl - OSPE SS5A externa type 1 N -
OSPF NSSA external type 2
El - OSPF external type 1, E2Z2 - OSPF
external type 2 E — EGP
i = IS=IS, Ll — IS=IS lesvel - 1, L2 -
IS-IS level -2, ia - IS-IS inter area
* — candidate default, U — per —user
static route, o — ODR
P — periodic downloaded static route
Gateway of last resort is not set
C 192.168.113.0/24 is directly connected,
Serial 0/0
C [ 4.0/24 is directly connected,
BRIO/1
R 172.16.0.0/16 120/1) via 192.16.14.2

IS=1S level =2, ja = IS5S-IS inter area
* = candidate default, U - per =—-user
static route, o - OTJFI‘Iinrh 716&
P - periodic downloaded static route
Gateway of last resort is not set

C 192.168.13.0/24 is directly connected,

Serial 0/0

c 14.0/24 is directly connected,

BRIO/1
R 172.16.0.0/1¢ 120/1)] wvia 192.16.13.2,

00:00:24, Serial0/0




Hinh 7.16b

3.EIGRP
Muc tiéu:
- Cau hinh EIGRP.
- Kié€m tra hoat d0ng clia EIGRP.
- XUy su cO EIGRP.
3.1. Gi6i thiéu giao thirc dinh tuyén EIGRP

EIGRP Ia giao thUc riéng cUa Cisco, dugc dua ra vao nim 1994 v&i 10S
9.2.1, dugc phat trién tU giao th(c IGRP.

Khong giOng IGRP 12 mot giao thic dinh tuy€n theo 18p dia chi, EIGRP
c6 ho trg dinh tuy€n lién mién khong theo 18p dia chi (CIDR- Classless
Interdomain Routing) v cho phép ngu®i thi€t k€ mang t6i Uu khong
gian dia chi bang VLSM. So v6i IGRP, EIGRP c6 thi gian hdi tu nhanh
hon, c6 kha ning m& rOng tOt hon va kha niing chOng loop cao hon.

Va ddc biét hon, EIGRP con thay thé dudc cho giao thlUic Novell
Routing Information Protocol (Novell RIP) va Apple talk Routing Table
Maintenance Protocol (RTMP) d€ phuc vu t6t cho cd 2 mang IPX va Apple
Talk.

EIGRP 1a giao thUc dinh tuyén nang cao theo vectO khodng cich
(distance vector). N6 két hgp cic Uu di€m cla cd giao thUc dinh tuyén theo
vectd khodng cich va giao thUc dinh tuy€n theo trang thai duGng lién két. Vi
du nhu nhng uu di€m tOt nhat cla OSPF nhU thong tin cap nhat mét phan,



phit hién router lidng giéng...dugc dua vao EIGRP. Tuy nhién, cdu hinh
EIGRP dé hon cdu hinh OSPF. Cho nén EIGRP con dugc xem la giao thiic
dinh tuy€n lai (hybrid routing protocol). EIGRP 12 mOt 1uta chon 1y tuéng cho
c4dc mang 10n, da giao thUc dugc xay dung dua trén céc Cisco router.

3.2. Tim hi€u giao thdc dinh tuyén EIGRP

3.2.1. C4c khai niém va thuat ngir cia EIGRP

EIGRP router 1uu gi(t cdc thong tin v€ dung di va cdu tric mang trén
RAM, nhO dé chiing d4p Ung nhanh chéng theo su thay d6i. Gibng nhu OSPF,
EIGRP ciing luu nhiing thong tin nay thanh tUng bdng va tUng cO s& d{r liéu
khac nhau.

EIGRP 1uu cic con duGng ma né hoc dudc theo mOt cich dac biét. Moi
con duGng c6 trang thai riéng va cé ddnh ddu d€ cung cap thém nhi€u thong
tin h(tu dung khéc.

EIGRP c6 ba 10ai bang sau:

Bang lang gi€ng (Neighbor table)
Bang cau tric mang (Topology table)
Bang dinh tuyén (Routing table)

Bdang ling giéng 1a bang quan trong nhat trong EIGRP. MOi router
EIGRP luu gilt mOt bang lang giéng, trong d6 1a danh sich cdc router thin mat
vGi né. Bang nay tuong tU nhu co sG dit 1iéu vé cic lang gi€ng clla OSPF.
Poi vGi mOi giao thlfc ma EIGRP ho trg, EIGRP c6 mOt bang ling giéng
riéng tuong Ung.

Khi phat hién mot 1ang gi€ng mdi, router s€ ghi 1ai dia chi va cOng két
n0i cUa lang gi€ng d6 vao bang lang giéng. Khi lang gi€ng gl géi hello trong
d6 c6 thong sO vé khodng thdi gian 1uu gilt. N€u router khong nhan dugc géi
hello khi dén dinh ki thi khodng thdi gian 1uu gilt 12 khodng th0i gian ma
router ch® va van xem la router lang gi€ng con két ndi dugc va con hoat
dOng. Khi khodng thoi gian luu gilr dd hét ma van khong con két ndi dudc va
con hoat ddng. Khi khodng thoi gian luu gilr da hét ma van khong nhdn dugc
hello tU router ldng gi€ng d6, thi xem nhU router ldng gi€ng di khong con két
nOi dugc hodc khong con hoat dOng, thudt toan DUAL (Difusing Update
Algorithm) s€ thong bdo su thay dGi nay va thuc hi€n tinh toan 1ai theo mang
moi.

Bang cau tric mang 14 bang cung cap di liéu d€ xiy dungj 1én mang
dinh tuyén clUa EIGRP. DUAL 13ay thong tin tU bdng ldng giéng va badng cau
triic mang d€ tinh toan chon dudng c6 chi phi thap nhat dén tUng mang dich.

MObi EIGRP router 1uu mOt bang cdu triic mang riéng tuong Ung voi
tUng loai giao thUc mang khic nhau. Bang cdu tric mang chlfa thong tin vé
tat cd cic con dudng ma router hoc dugc. NhO nhiing thong tin niy ma router
c6 thé xdc dinh duOng di khic d€ thay th€ nhanh chéng khi can thiét. Thudt



téan DUAL chon ra duOng t6t nhat dén mang dich goi la dudng kinh
(successor router).

Sau day 1 nh(ing thong tin ch(fa trong bdng cdu tric mang:

Feasible distance (FD): 1a thong tin dinh tuy&n nh® nhat ma EIGRP
tinh dugc cho tUng mang dich.

Route source: 1a ngudn kh&i phat thong tin vé€ mOt con dUOng nao doé.
Phan thong tin nay chi c6 v&i nhitng dudng dugc hoc tI ngoai mang
EIGRP.

Reported disdiance (RD): 1a thong sO dinh tuyén dén mOt router ldng
giéng than mat thdng bdo qua.

Thong tin vé& cOng giao ti€p ma router st dung d€ di d€n mang dich.
Trang thdi duOng di: Trang thdi khong tdc dOng (P - passive) 1a trang
thai 6n dinh, san sang s& dung dugc, trang thdi tic dbng (A - active)
1a trang thai dang trong ti€n trinh tinh to4n lai clla DUAL.

Bang dinh tuyén EIGRP luu gilt danh sich cdc duOng tOt nhat dén céc
mang dich. Nhiing thong tin trong bang dinh tuy€n dugc rit ra tU bang tU cau
tric mang. Router EIGRP ¢ bang dinh tuyén riéng cho tlng giao thUc mang
khac nhau.

Con duOng dudgc chon lam duGng chinh dén mang dich goi 1a
successor. TU thong tin trong bdng ldng gi€ng va bang cdu tric mang, DUAL
chon ra mOt duOng chinh va dua 1én mang dinh tuyén. P&n mOt mang dich c¢6
th€ c6 dén 4 successor. Nhitng duOng nay c6 chi phi bang nhau hodc khéng
bang nhau. Thong tin vé€ successor ciing dugc dat trong bang cdu tric mang.

Duolng Feasible successor (FS) 1a duOng du phong cho duGng successor.
PuOng nay ciing dugc chon ra cung v&i duOng successor nhung ching chi
dugc 1uu trong bang cdu tric mang nhung di€u nay khong bat bulc.

Router xem hop k€ ti€p clla duOng Feasible successor dudi né gan
mang dich hon né. Do d6, chi phi cUa Feasible successor duQc tinh bang chi
phi cUa chinh n6é cOng v&i chi phi vao router ldng gi€ng thong bdo qua. Trong
truOng hop successor bi su cO thi router s€ tim Feasible successor d€ thay thé.
M6t dudng Feasible successor bat budc phdi cé chi phi ma router ldng giéng
thong bao qua thap hon chi phi cla duOng successor hién tai. Néu trong bang
cdu tric mang khoéng c6 san dudng Feasible successor thi con duGng dén
mang dich tUdng l'J‘ng dudgc dua vao trang thdi Active va router bat dau gUi
cdc g6i yéu cau dén tat cd cic lang-gi€ng d€ tinh toan lai cau tric mang. Sau
do v3i céc thong tin m&i nhg m.adémer@uaez o the sé chon ra du‘dc successor

thai 1a Passive. /"

( = =

Network Z )
- RTB is successor
N A to Net Z




Hinh 7.17a: RTA c6 th€ c6 nhiu successor dén mang Z néu RTB va RTC
gUi théng bdo v€ chi phi dén mang Z nhU nhau

RTB is successor to Net
RTC is successor to Net Z
RTX is feasible successor

| have a route to
Z, with a
metric of 5

| have a route to Z,
with a metlric of 5.

Network Z

Hinh 7.17b

Bang cdu tric mang con luu nhi€u thong tin khic vé cic dudng di.
EIGRP phan loai ra duOng ndi vi va duOng ngoai vi. PuOng n0i vi 12 duOng
xudt phdt tUr bén trong hé tu qudn (A -Autonomous system) cUa EIGRP.
EIGRP c¢6 ddn nhidn (Administrator tag) v&i gid tri t&r 0 dén 255 d€ phan biét
dudng thudc loai nao. Pudng ngoai vi 1a dudng xudt phat tU bén ngoai A
cla EIGRP. C4c duOng ngoai vi 1a nhitng dudng dugc hoc tU cic giao thlc
dinh tuy€n khac nhu RIP, OSPF va IGRP. PuOng cO dinh ciing dugc xem 1a
dudng ngoai vi.

ETX¢show ip eigrp topology 204.100.50.0
IP-EIGRP topoleogy entry for 204.100,50.0/24
State is Passive, Query origin flag is 1, 1 Successor(s),
FD is 229785¢
Routing Descriptor Blocks:
10.1.0.1 (Serial0l), from 10.1.0.1, Send flag is Ox0
Composite metric is (2297856/12825¢€), Route is External
Vector metric:
Minimum bandwidth is 1544 Kbit
Total delay is 25000 microseconds
Reliability i
Load is 1/255
Minimum MTU is 1500
Hop count is 1
External data:
Originating router is 192.16€8.1.1
AS number of route is 0

External protocol is Connected, external metric is 0
Administrator tag is 0 (Ox00000000)




Hinh 7.17¢

Protocol A :
o

Router A
Neighbor Table

Router A
Topology Table

Hinh 7.17d
3.2.2. Céc dac di€m EIGRP

EIGRP hoat dOng khic v&i IGRP. V& bdn chat EIGRP 13 mot giao thUc
dinh tuy€n theo vectO khodng cdch niang cao nhung khi cdp nhat va bdo tri
thong tin ldng gi€ng va thong tin dinh tuyén thi né lam viéc giGng nhu mOt
giao thUc dinh tuy€n theo trang thai duOng lién két. Sau day 1a cic uu di€m
cla EIGRP so vdi giao thlc dinh tuy€n theo vectd khodng cich thong thuOng:

TOc d0 hOi tu nhanh.

S’ dung bing thong hi€u qua.

C6 hO trg VLSM (Variable — Length Subnet Mask) va CIDR
(Classless Interdomain Routing). Khong gidng nhu IGRP, EIGRP c6
trao dOi thong tin v€ subnet mask nén né ho trg dugc cho hé thOng IP
khong theo 1Gp.

HO trg nhiéu giao thlic mang khac nhau.

Khong phu thubc vao giao thUc dinh tuyén. NhO cdu tric tUng phan
riéng bi€t tuong Ung vdi tlng giao thUc ma EIGRP khong can phdi
chinh stfa 1au. Vi du nhu khi phét tri€n d€ ho trg mOt giao thiic mbi
nhu IP chang han, EIGRP can phdi c6 thém phan mdi tudng Ung cho
IP nhung hoan toan khong can phdi viét 1ai EIGRP.

EIGRP router hdi tu nhanh vi chiing s& dung DUAL. DUAL bdo ddm
hoat ddng khong bi 1ap vong khi tinh todn duOng di, cho phép mOi router trong
hé thGng mang thuc hién d6ng b0 cuing ltic khi c6 su thay dGi xdy ra.

EIGRP sU dung bing thong hi€u qua vi né chi gli thong tin cap nhat
mOt phan va gidi han ch(& khong gli toan bd bang dinh tuyén. NhG vay né
chi tdn mOt 1ugng bing thong tOi thi€u khi hé thdng mang da On dinh. Piéu
ndy tuong tU nhu hoat dOng cap nhat cla OSPF, nhung khong giOng nhu



router OSPF, router EIGRP chi gUi thong tin cap nhat mOt phan cho router nio
can thong tin d6 ma thdi, ch(r khong gli cho moi router khic trong viing nhu
OSPF. Chinh vi vay ma hoat dOng cap nhat cla EIGRP goi la cap nhat gidi
han. Thay vi hoat ddng cap nhat theo chu kY, c4c router EIGRP gi(t lién lac
vGi nhau bang céc g6i hello rat nhd. Viéc trao dGi céc géi hello theo dinh ky
khong chi€m nhi€u bing thong duUOng truy€n.

EIGRP c6 th€ h0 trg cho IP, IPX va Apple Talk nhQ c6 cdu triic tlng
phan theo giao thltc (PDMs — Protocol-dependent modules). EIGRP c6 thé
phan phoi thong tin cUa IPX RIP va SAP d€ cai ti€n hoat dOng toan dién.
Trén thuc t€, EIGRP c6 thé di€u khi€n hai giao thlc nay. Router EIGRP nhdn
thong tin dinh tuy€n va dich vu, chi cdp nhat cho cic router khac khi thong tin
trong bang dinh tuy€n hay bang SAP thay dGi.

EIGRP con c6 th€ di€u khién giao thlc Apple Talk Routing Table
Maintenance Protocol (RTMP). RTMP s dung s 1ugng hop d€ chon dudng
nén khd ning chon dudng khong dugc t6t 1am. Do d6, EIGRP st dung thong
sO dinh tuy€n tOng hop cdu hinh dugc d€ chon duGng tOt nhat cho mang
Apple Talk. La mOt giao thUc dinh tuy€n theo vectd khodng cich, RTMP thuc
hién trao d6i toan b0 thong tin dinh tuy€n theo chu ky. PE gidm bst su qua
tai nay, EIGRP thuc hién phan phdi thong tin dinh tuyén Apple Talk khi cé sur
kién thay d0i ma thoi. Tuy nhién, Apple Talk client ciing mu®n nhan thong tin
RTMP tU céc router ndi b0, do dé6 EIGRP dung cho Apple Talk chi nén chay
trong mang khong c6 client, vi du nhu cdc lién k€t WAN chang han.

3.2.3. Cac ky thudt cila EIGRP

EIGRP c6 rat nhi€u kY thudt mGi d€ cai ti€n hi€u qua hoat ddng, tOc
d0 hdi tu va cdc chlc ning so v&i IGRP va cic giao thUc dinh tuyén khac. Cic
kY thuat nay dugc tap trung thanh 4 loai nhU sau:

Su phét hi€n va tdi phat hi€n céc router lang gi€ng.

Giao thUc truy€n tdi tin cdy (RTD — Reliable Transport Protocol).
Thuat todn DUAL finite — state machine.

Cdau tric tUng phan theo giao thUc (PDMs — Protocol-dependent
modules).__ -

Router din?‘?ié'n Thco vecto Khodng cach dang a‘ﬂ"aén khong thiét
1ap mOi quan hé véi céc lang giéng cla né. RIP va IGRP router chi don gidn
la phat quang bd hay-m cre-thometincapr a Wéra moi cOng da

dugc cau nh% EIGRP router chU d0ng thlet 1ap mGi quan hé véi
céac lang g1 c ?16! Urong tU nhu cdch 1am cla OSPF router.

Here is my routing information

Update
Thanks for the information
- Ack
Here is my routing information
P  Update
Ack < Thanks for the information

Converged
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Qu4 trinh EIGRP router thi€t 1ap mOi quan hé thdn mat dugc mo td
trong hinh 7.18 EIGRP router sU dung céc géi hello rat nhd d€ thuc hién viéc
thi€t 1ap mOi quan hé than mat v&i cdc router lang gi€éng. Mac dinh, hello
dugc gli di theo chu kY 1a 5 gidy. N€u router van nhan dudc hello tUr ling
giéng thi n6 s€ xem nhu lang gi€ng nay va cac dudng di cla né van hoat
dong. Bang cich thi€t 1&p mGi quan hé nay, EIGRP router c6 thé thuc hién
dugdc nhimg viéc sau:

Tu dOng hoc dugc dudng mdi khi ching k€t ndi vao hé thdng mang.
Xdc dinh mOt router khong con két ndi hodc khong con hoat dOng
n(ra.

Ph4t hi€én su hoat dOng trd 1ai cUa céc router.

Giao th(c van chuyén tin cdy RTP (Reliable Transport Protocol) 12 giao
th(c 3 18p van chuy€n, thuc hién viéc chuyén géi EIGRP mot cich tin cdy va
c6 th(r tU dén tat cd cic lang gi€éng. Trong mang IP, host st dung TCP d€ vén
chuyén cic géi mOt cich tudn tU va tin cdy. Tuy nhién, EIGRP 1a m0t giao
th(c d0c 1ap vGi giao thlic mang, do dé né khong dua vao TCP/IP d€ thuc
hién trao dGi thong tin dinh tuy€n gi®ng nhu RIP, IGRP va OSPF di lam. D&
khong bi phu thudc vao IP, EIGRP sif dung RTP lam giao th(ic van chuyén
rieng d0c quyén cUa né d€ ddm bdo viéc truyén tin dinh tuyén.

EIGRP c6 th€ yéu cau RTP cung cap dich vU truyén tin cdy hodc khong
tin cdy tuy theo yéu cau cUa tUng truOng hop. Vi du, cic géi hello dugc
truy€n theo dinh kY va can phdi cang nhd cang tOt nén ching khong can phai
dung ché€ d0 truyén tin cdy. Ngudc 1ai, viéc truyén tin cdy cic thong tin dinh
tuy€n s€ c6 th€ lam ting tOc dd hoi tu vi EIGRP router khong can chO hét
thdi han mdi truyén 1ai.

VGi RTP, EIGRP c6 thé gUi multicast va truc ti€p cho cac d0i tdc khac
nhau cting mOt ldc, gitp t6i Uu hi€u qua hoat dOng.

Thanh phan trung tim cUa EIGRP la thudt todn Diffusing Update
Algorithm (DUAL), 12 b&d mdy tinh todn duOng di cla EIGRP. Tén day du cUa
kY thuat ndy 1a DUAL finite-state machine (FSM). FSM 1a m6t bd mdy thuat



toan nhung khong phdi 1a mOt thi€t bj co khi c¢6 cdc thanh phan di chuyén
dugc. FSM dinh nghia mOt tap hop cdc trang théi c6 thé trdi qua, su’ kién nio
gay ra trang thai nao va sé c6 k€t qud gi. Ngudi thi€t k€ s&r dung FSM dé€ 1ap
trinh cdch ma moOt thi€t bi, mOt chuong trinh mdy tinh hay mot thudt todn dinh
tuy€n s& xU 1y nhu thé nao vGi mOt tap hop cic dit li€u dau vao. DUAL FSM
chlra tat cd cic logic dugc st dung d€ tinh toan va so sdanh duOng di trong
mang EIGRP.
DUAL luu tat cd cic dudng di ma lang gi€éng thong bdo qua. Dua trén
thong sO dinh tuyén tOng hop clia mOi dudng, DUAL so sanh va chon ra
dudng c6 chi phi thdp nhat dén dich. DUAL ddm bdo mOi mOt dudng nay 1a
khong c6 1ap vong.
Puolng chinh dugc chon ra goi 1a duOng successor. DUOng successor
dudc luu trén bing dinh tuy€n va d6ng thoi cling dugc 1uu trong bang cdu
tric mang.
EIGRP gi(t c4c thdng tin quan trong v€ duOng di va cdu tric mang trong bang
lang gi€éng va bdng cdu tric mang. Hai bang nay cung cap cho DUAL cic
thong tin v& dudng di khi can thi€t. Néu c6 mOt duOng lién két bi dt, DUAL
s tim duOng thay th& hodc mOt feasible successor trong bang cau triic mang.
MOt trong nhitng Uu di€m ndi bat cla EIGRP 1a né dugc thi€t k€ thanh
tUng phan riéng biét theo giao thUc. NhO cdu triic nay, né c6 khd ning md
rOng va tuong thich tOt nhat. Cic giao thUc dugc dinh tuyén nhu IP, IPX va
Apple Talk dugc dua vao EIGRP théng qua cdc PDM. EIGRP c6 thé dé dang
tuong thich véi giao thlc dinh tuyén mdi hodc céc phién ban mdi cla chiing
nhu IPv6 chang han bang céch thém PDM vio.
MO6i PDM chiju trach nhiém thuc hién moi chlc ning lién quan d€n mot
giao thUc dugc dinh tuy€n. Vi du phan IP- EIGRP chiju trach nhi€m céc viéc
sau:
GUi va nhan cac géi EIGRP ch(ra d{t liéu IP.
Théng bio cho DUAL khi nhan dugc thong tin dinh tuy&n IP m&i.
Duy tri k€t qud chon dudng clla DUAL trong bang dinh tuyén IP.
Phan phOi thong tin dinh tuy€én ma né hoc dugc tU cic giao thlc dinh
tuy€n IP khéc.

3.2.4. Cau tric dit liéu cla EIGRP

GiOng nhu OSPF, EIGRP dua vao nhi€u loai géi dit liéu khic nhau dé
duy tri cdc loai bdng cla né va thi€t 1ap mOi quan hé phUc tap vdi router ldng
giéng.

C6 5 loai goi EIGRP:

Hello.
B4o nhan.
Cap nhat.



Yéu cau.
Dép Ung.

EIGRP dua vio cédc géi hello d€ phat hién, ki€m tra va tdi phat hién cac
router lang gi€ng. T4i phdt hién c6 nghia 1a router EIGRP khong nhan dugc
hello t& mot router lang gi€ng trong sudt khodng thdi gian 1uu gilt nhung sau
d6 router 1dng gi€ng nay 1ai tdi 1ap 1ai thong tin lién lac.

Chu kY gUi hello cUa EIGRP router c6 th€ cau hinh dugc. Khodng thoi
gian hello mac dinh phu thuc vio bing thong trén tUng cOng cUa router.
Trong mang IP, EIGRP router gUi hello theo dia multicast 224.0.0.10.

EIGRP router Iuu thong tin vé cic lang gi€ng trong bang lang giéng.
Bang lang giéng nay c6 1uu s th( tu (Seq No) va thOi gian 1uu gilr cla géi
EIGRP cu6i ciing nhan dugc tU moi router lang gi€ng. Theo dinh ky va trong
giGi han cUa khodng thGi gian 1uu gill, router phdi nhan dugc g6i EIGRP thi
nhiing dudng tuong Ung mdi c6 trang thdi Passive. Trang thdi Passive c6
nghia 13 trang thii hoat ddng On dinh.

Néu router khdng nghe ngéng dugc gi vé€ router lang gi€ng trong sult
khodng thOi gian 1uu gi(r thi EIGRP s& xem nhu ldng gi€ng d6 da bi su cO va
DUAL phai tinh todn 1ai bdng dinh tuyén. Mac dinh, khodng thOi gian Iuu
gilt gap 3 1an chu ky hello. Ngudi qudn tri mang cé th€ cau hinh gid tri cho 2
khodng thGi gian nay phit hOp hon véi hé thOng clla minh.

Bandwidth Example Default Hello  Default Hold

Link Interval Time
1.544 Mbps Multipoint 60 seconds 180 seconds
or less Frame Relay
Greater than T1, 5 seconds 15 seconds
1.644 Mbps Ethernet
Hinh 7.19

OSPF bat bulc cic router lang gi€éng vGi nhau phai c6 ciing khodng thoi
gian hello va khodng thdi gian bat dOng thi mGi c6 th€ thong tin lién lac véi
nhau dugc. EIGRP thi khong yéu cau nhu vay. Router s€ hoc cic khodng thoi
gian cUa router lang gi€éng thong qua viéc trao d6i géi hello. Ching s€ dung
thong tin trong d6 d€ thi€t 1ap mOi quan hé Gn dinh ma khong can cdc khodng
thdi gian nay phai giOng nhau gilta ching.

Géi hello thudng dugc gUi theo ch€ d0 khong bdo ddm tin ciy. Di€u
nay c6 nghia la khong c¢6 bdo nhan cho céc géi hello.

EIGRP router s dung géi bdo nhian d€ xdc nhéan 1a da nhan dugc géi
EIGRP trong qud trinh trao d6i tin cdy. Giao thlc van chuyén tin ciy (RTP —
Reliable Transport Protocol) cung cap dich vu lién lac tin ciy gilta hai host



EIGRP. Gé6i bdo nhin chinh 13 géi hello ma khong c¢6 d{t liéu. Khong giOng
nhU hello dugc gUi multicast, cdc g6i bdo nhan chi gl truc ti€p cho mOt mdy
nhan. B4o nhan c6 thé duoc két hQp vao loai géi EIGRP khic nhu géi trd 10i
chang han.

Géi cap nhat dugc st dung khi router phat hién mot lang gi€ng mdi.
Router EIGRP s€ gUi géi cap nhat cho router lang gi€éng mdi nay d€ né c6 thé
xdy dung bang cau tric mang. C6 th€ sé can nhi€u géi cAp nhat mbi cé thé
truy€n tdi hét c4c thong tin cdu tric mang cho router 1dng gi€ng mdi nay.

G6i cap nhat con dudc st dung khi router phat hién su thay d6i trong
cdu tric mang. Trong trudng hop nay, EIGRP router s€ gUi multicast géi cap
nhat cho moi router lang gi€éng cla né d€ thong bio v€ su thay doi. Moi géi
cap nhat déu dugc gUi bdo ddm.

EIGRP router st dung géi yéu cau khi né can mOt thong tin ddc biét
nao d6 tU mOt hay nhi€u lang gi€éng cla né. Géi ddp Ung dugc si dung d€ trd
10i cho céc géi yéu cau.

Néu mOt EIGRP router mat successor va né khdng tim dudgc feasible
successor d€ thay thé thi DUAL sé& dat con duOng dén mang dich d6 vao
trang thdi Active. Sau d6 router gUi multicast géi yéu cau dé€n tat cd cic lang
giéng d€ cO gang tim successor mGi cho mang dich nay. Router ling giéng
phai trd 10i bang géi ddp Ung d€ cung cap thong tin hodc cho bi€t 1a khong ¢
thong tin ndo khac c6 th€ kha thi. G6i yéu cau c6 th€ duge gUi multicast hodc
chi glii cho mOt mdy, con géi dap Ung thi chi gl cho mdy nio gli yéu cau ma
thoi. Cd hai loai géi nay d€u dugc gli bdo ddm.

3.2.5. Thuat toan EIGRP

Thudt toan DUAL phlfc tap gitdp cho EIGRP h0i tu nhanh. D€ hi€u 16
hon vé qud trinh hoi tu véi DUAL, ta xét vi du & hinh 7.20a. MOi router x4y
dung moOt bang cau tric mang chlfa cic thong tin vé€ dudng di d€n mang A.

MO6i bang cdu tric mang trong vi du & cdc hinh 7.20a-f c6 cdc thong tin
sau:

Giao thUc dinh tuy€n la giao thUc EIGRP.

Chi phi thdp nhat cla dudng dén mOt mang dich goi 1a Feasible
Distance (FD).

Chi phi cUa m6t dudng dén mOt mang dich do router ldng giéng
thong bio qua goi la Reported Distance (RD).

Nguyén tac chon dudng feasible successor:

1. PuOng feasible successor 12 dudng du phong, thay thé cho duOng

successor khi dUOng nay bi su cO.

2. Reported Distance (RD) clUa mOt dudng dén mOt dich nao d6 1a chi

phi dugc thdng bdo tU mot router 1ang gi€ng. Chi phi nay phdi nhd
hon Feasible Distance (FD) cUa du0ng successor hién tai.



9.

. Néu thod man di€u kién trén thi c6 nghia 1a khdng c6 vong 1ap,

duOng d6 sé dugc chon lam feasible successor

. PuOng feasible succesor c6 thé€ thay thé cho dudng successor khi can

thiét.

. Néu RD cla m6t dudng 16n hon hodc bang FD cUa successor hién

tai thi dudng d6 khong dugc chon 1am feasible successor.

. Router phai tinh todn cdu tric mang bang cich thu nhap théng tin tir

tat ca céc lang giéng.

. Router gUi g6i yéu cau dén tat cd céc lang giéng d€ tim thong tin vé

duOng di va chi phi cla duOng d6 dén mang dich ma router dang
can.

. Tat cd céc lang giéng phdi gUi géi ddp Ung d€ trd 10i cho géi yéu

cau.
Router ghi nhan gilt liéu méi nhan dugc vao bdng cdu tric mang
cUa minh.

10. Bay gi0 DUAL da c6 th€ x4c dinh duGng successor m&i va feasible

successor m3i néu c6 dua vao thong tin mdi.

C EIGRP FD RD Topology
Network A 3
viaB 3 1 {Successor)
viaD 4 2 (FS)
viaE 4 3
D EIGRP FD RD Topology
Network A 2 (FD)
viaB 2 1 {Successor)
viaC § 3
E EIGRP FD RD Topology
Network A 3 (FD)
viaD 3 2 (Successor)
viaC 4 3
Numbers in () = metric
EIGRP Protocol Type
_FD | Feasible Distance
RD | Reported Distance as advertised by neighbor router
Successor Primary Route to Destination
FsS | Feasible Successor - Backup roule 1o Deslination
N
Hinh 7.20a

CO6t Topology trong hinh cho bi€t duOng nao 1a duOng chinh hay con goi
1a successor, duOng nao la duOng du phong hay con goi 1a feasible successor
(FS). Tuy nhién, ban can Iuu y 12 khong nhat thi€t ldc nao ciing phai tim dugc
feasible successor.

Mang EIGRP sé hoat dOng theo cdc buGc mo ta bén dudi d€ ti€n hanh



hOi tu gilra c4c router. Hién tai céc router c6 céc thong tin vé duOng dén mang
A nhu sau:

Router C c6 mOt duOng successor 1a dudng qua Router B.

Router C c6 mOt duOng feasible successor 12 duOng qua Router D.

Router D ¢6 mOt dudng successor 12 duOng qua Router B.

Router D khong c6 duOng feasible successor.

Router E ¢c6 mOt duOng successor 1a duOng qua Router D.

Router E khong c6 duOng feasible successor.

Sau diay s€& mé td moOi router thuc hién nguyén tdc chon feasible
successor nhuU' thé nao khi duOng lién két gilta Router D va Router B bi dut:

Network A

C EIGRP FD RD Topology
Network

viaC 65 3
E EIGRP FD RD Topology

NetworkA 3 (FD)

viaD 3 2 (Successor)

viaC 4 3
c | Destination
EIGRP | Protocol Type
FD Feasible Distance
RD | Reported Distance as advertised by neighbor router
‘Successor | Primary Route to Destination
FS | Feasible Successor - Backup Route to Destination

Hinh 7.20b

Trong Router D (hinh 7.20b):
Pudng di qua Router B bi xo04 khoi bdng cdu tric mang.
PbuoOng nay la duOng successor. Router khong x4c dinh dugc feasible
successor trudc do.
Router D phai tinh todn Iai duOng mdi.

Trong Router C:
Pudng dén Mang A qua Router D bj dUt.
PuOng nay bi xo4 khoi bang.

N KA H

buong n ssor cUa Router|€. EIGRP  FD RD Topology
Network A 3 (FD)
viaB 3 1 (Successor)
viaD
viaE 4 3
D EIGRP FD R Topology
Network A “ACTIVE** -1 2 (FD)
via B (a)
viaC 5 3 (q)
E EIGRP FD RD Topology
Network A 3 (FD)
e e e B A S
viaD 4 3
Legend
EIGRP Prolocol Type
FD Feasible Dislance
RD Reported Dislance as advertised by neighbor router
Successor Primary Route to Destination

FS | Feasible Successor - Backup Route to Destination



Hinh 7.20c
Trong router D (hinh 7.20c):
Router D khong c6 feasible successor. Do d6, né khong th€ chuyén
qua duGng du phong dugc.
Router D phdi tinh todn 1ai cdu triic mang. Con dudng dén Mang A
dugc dat voa trang théi Active.
Router D gUi g6i yéu cau cho tat cd cic lang gi€ng k€t nOi vdi né 1a
Router C va Router E d€ yéu cau gl thong tin vé mang.
Trudc do6, Router C ¢6 duGng qua Router D.
Trudc d6, Router D khong c6 duOng qua Router E.
Trong Router E:
DuOng dén Mang A thong qua Router D bi dUt.
Dulng nay 1a duOng successor cUa Router E.
Router E khong c6 feasible successor.
Luu ¥ rang RD cUa dudng théng qua Router C 1a 3, bang v6i chi phi
clla duOng successor qua Router D.

il C EIGRP FD RD Topology
A 3 (FD)
viaB 3 1 {Successor)
wvia D
wia E
D EIGRP FD R Topology
Network A **ACTIVE**-1 (FD)
via B (q}
via C 5 3 {q)
E EIGRP FD R Topology
Network A ““ACTIVE** -1 (FD)
via D
via C 43 (q)
I C Destination
| EIGRP | Protocol Typs
| FD Feasible Distance
! RD | Reported Dislance as advertised by neighbor router
. Succassor | Primary Route 1o Destination
| Fs Feasibie Successor - Backup Route to Destination
N
Hinh 7.20d

Trong Router C (hinh 7.20d):
Router E gUi g6i yéu cau cho Router C.
Router C x04 duOng qua Router E khoi bang.
Router C trd 10i cho Router D v§i thong tin vé dudng mGi dén Mang
A.

Trong Router D:
Trang thai cla dudng d€n Mang A van 1a Active vi cong vi€c tinh
to4n chua hoan tat.



Router C trd 10i cho Router D d€ x4c nhan 1a dudng dén Mang A
dang hoat dong v3i chi phi 1a 5.
Router D van dang chd ddp Ung tU Router E.

Trong Router E:
Router E khong c6 feasible successor dé€n mang A.
Do d6, Router E d4dnh ddu trang thdi con duOng dén Mang A Ila
Active.
Router E phdi tinh toan Iai cau tric mang.
Router E x04 duGng di qua Router D ra khdi bang.
Router E g(fi g6i yéu cau cho Router C d€ yéu cau thong tin vé mang.
Trudc dé, Router E di c6 thong tin vé€ dulng di qua Router C. Pudng
nay c6 chi phi 1 3, bang vdi chi phi cla duGng successor.

il C EIGRP FD RD Topoiogy
Network A 3 (FD)
viaB 3 1 (Successor)
via
via E
D EIGRP FD R Topology
Network A **ACTIVE** -1 (FD)
via B @)
wvia C 53
E EIGRP FD RD Topology
A **ACTIVE**4 (FD)
via D 4 3
via C

| © Destination

| ElcrP | Protocol Type

| FO | Feasible Distance

| RO | Reported Distance as advertised by neighbor router

Il Successor Primary Roule to Destination

[ Fs Feasible Successor - Backup Route to Destination
Hinh 7.20e

Trong Router E (hinh 7.20e):
Router C trd 10i 1ai thong tin vé duOng dén Mang A c¢6 RD 14 3.
Bay gi0 Router E c6 th€ chon duGng thong qua Router C lam
successor m@i v3i FD 1a 4 va RD 1a 3.
Trang thai cUa duOng d€n Mang A dudc dGi tUr Active sang Passive.
Luu y: trang thdi Passive 12 trang thdi mac dinh khi router van nhan
dugc géi hello tU trang thii d6. Do d6 trong vi du nay chi can didnh
dau trang thdi Active thoi.

Network A

C EIGRP FD RD Topology

Network A 3 (FD)
viaB 3 1 (Successor)
viaD
via E

D EIGRP FD RD Topology
Network A 5 (FD)
viaC 5 3 (Successor)
viaE 5 4

E EIGRP FD RD Topology
Network A 4 (FD)
i 4 3  (Successor)

| Destination

| EIGRP | Protocol Type

[ FD | Feasible Distance

| RD | Reported Distance as advertised by neighbor router
i Successor Primary Route to Destination

| FS I Feasible Successor - Backup Route to Destination



Hinh 7.20f

Trong Router E (hinh 7.20f):

Router E g(fi d4p Ung cho Router D d€ cung cap thong tin vé€ mang
cla Router E.

Trong Router D:

Router D nhan dugc géi hdi dap tU Router E v&i nhiing thong tin vé
mang cUa Router E.

Router D ghi nhan con duOng d€n Mang A thong qua Router E.

Con dudng nay trd thanh mOt duOng successor nlfa vi né ¢ chi phi
bang vGi dudng thong qua Router C va né ¢6 RD nhd hon FD cUa
duOng thong qua Router C.

Qué trinh hOi tu xdy ra gilta moi router EIGRP sUf dung thudt todn
DUAL
3.2. Cau hinh co ban va ki€m tra cdu hinh EIGPR
3.2.1. Cau hinh EIGRP c0 ban

Trlr thudt toan DUAL 13 phUc tap, con cdu hinh EIGRP thi kha don
gidn, Tuy theo giao thUc dugc dinh tuyén la IP,JIPX hay Apple Talk ma ciu
1énh c&u hinh EIGRP s& khdc nhau. G day chi dé cap dén c&u hinh EIGRP
cho giao thuc IP.

Viéc kich hoat giao thUc EIGRP ta thuc hién trong Privileged EXEC
mode. SU dung 1€énh sau d€ kh@i dOng EIGRP va xdc dinh con sO cla hé
thOng tU qudn (autonomous system number- AS number).

router(config)# router eigrp autonomous-system-number

Thong sO autonomous-system-number xdc dinh cic router trong mOt hé
thOng tu tri. Nhiing router nio trong cuing mOt hé thOng mang thi phdi c6 con
sO nay giOng nhau d€ c6 th€ thuc hién vi€c gl cdc g6i cap nhat thong tin
dinh tuy€n cho nhau.

Khai bdo nhling mang cUa router ma ban dang cdu hinh c6 cling
EIGRP AS number, ta st dung ciu 1€nh sau:

router(config-router)#network network-number [wildcard-mask]

Thong sO network—number 1a dia chi mang cla cdc cOng giao ti€p
trén router thudc vé hé thOng mang EIGRP. Router s& thuc hién qudng
cdo thong tin vé nhling mang dugc khai bdo trong cau 1€nh network nay.

Thong sO wildcard-mask dugc st dung tUr I0S 12.0 trd 1én, tham sO nay
c6 th€ st dung hodc khong. Tham sO wildcard-mask dugc s dung dé
xdc dinh cdc mang con cUa cdc mang classful va ¢ thé duagc nhap nhu 1a
mOt dinh dang mat na nghich ddo hodc trong mat na mang.

Wildcard mask = 255.255.255.255 — network’s subnet mask



* LUu y: Chi khai bdo nhitng mang nao k&t ndi truc ti€p vao router ma thoi.

= : A72.16.110

i J
A72.16.3.0

w

routmr @sigr-p L1LO09
mastwoek L0 .0.0.00
17F2.16.4.0 | natwark 172 _ 16 .0 .0

Hinh 7.21: C8u hinh EIGRP c0O ban

Cau 1énh khai bdo cdc mang trén Router A (khong ch(fa tham sO
wildcard mask) nhU sau:

router eigrp 109

network 10.1.0.0

network 10.4.0.0

network 172.16.7.0

network 172.16.2.0

Router A sé€ thay dOi cau l1énh network d€ c6é dia chi mang dang
classful, k€t qua cUa qu4 trinh cdu hinh s& nhU sau:

router eigrp 109

network 10.0.0.0

network 172.16.0.0

Theo mac dinh EIGRP sé nhém cdc mang v&i nhau theo dang dia
classful. Do d6 chi ¢6 2 mang dugc quang b4 trong EIGRP.

Cau 1énh khai bdo cdc mang trén Router A (khong ch(fa tham sO
wildcard mask) nhU sau:

router eigrp 109

network 10.1.0.0 0.0.255.255

network 10.4.0.0 0.0.255.255

network 172.16.2.0 0.0.0.255

network 172.16.7.0 0.0.0.255

Trong truOng hgp nay, router A st dung wildcard mask d€ x4c dinh céc
giao dién két ndi truc ti€p tham gia vio qud trinh dinh tuyén EIGRP véi AS
109. Tat cd ciac mang 10.1.0.0/16, 10.4.0.0/16, 172.16.2.0/24, 172.16.7.0/24
déu tham gia vao qua trinh dinh tuy€n EIGRP vGi AS 109.

Khi cdu hinh cOng serial d€ s dung trong EIGRP, vi€c quan trOng
la can datbing thong cho cOng niay. N€u ching ta khong thay dbi bing
thong cla cOng, EIGRP sé s dung bing thong mdc dinh cUa cOng thay vi
bing thong thuc su. Néu dudng két ndi thuc su’ chdm hon, router cé thé
khong h0i tu dugc, thong tin dinh tuy€n cdp nhat cé th€ bi mat hodc 1a két




qud chon dudng khong tOi Uu. DE dat bing thong (Bandwidth) cho mOt cOng
serial trén router, dung cAu 1€nh sau ch€ d0 cdu hinh cla cOng dé6:
Router(config-if)# bandwidth kilobits
Gia tri biang thong khai bdo trong 1énh bandwidth chi dugc st dung tinh
toan cho ti€n trinh dinh tuy€n, gid tri nay nén khai ding vdi tbc d0 cla cOng.
Cisco con khuy€n c4o nén thém ciu 1énh sau trong cau hinh EIGRP
Router(config-if)# eigrp log-neighbor-changes
Cau 1énh nay sé& 1am cho router xudt ra céc cau thong bdo moi khi c6 su
thay d0i cUa cdc router liang gi€éng lién két truc ti€p gitp ching ta theo
ddi su On dinh cUa hé thOng dinh tuy€n va phat hién su' cd néu cé.
3.2.2. Ki€m tra cau hinh EIGRP
CAu 1€nh show ip eigrp neighbors hién thj thong tin v€ cic router lang
giéng trong cling AS number.

Hinh 7.22a: Bang thong tin vé cdc router ldng gi€éng

Céc thong tin trong bang lang gi€ng:
H (handle): La mét dang sO dugc sU dung trong phan mém
Cisco I0S d€ theo ddi mOt router 1ang gi€ng. N6 ghi th(t tu nhiing
router hang xém da hoc duQc.
Address: Pia chi mang cUa router ldng giéng.
Interface: Giao dién cOng mang ma router s& dung d€ truyén thong
vGi router lang giéng.
Hold (hold time): La khodng thGi gian 1uu gili( dugc tinh theo
gidy). N€u khong nhan dugc bat ky cdi gi tU router lang gi€ng trong
suOt khodng thOi gian 1uu gilt thi khi khodng thOi gian nay hét thdi
han, router m&i xem k€t ndi d€n router lang gi€ng dé khong con hoat
dOng. Ban dau, khodng thOi gian nay chi 4p dung cho cdc géi hello,
nhung & cic phién ban Cisco IOS hién nay, bat ky g6i EIGRP nio
nhan dudc sau géi hello dau tién déu khdi dOng lai dong hd do
khodng th0i gian nay.
Uptime: La khodng thOi gian di qua tinh theo giO, phit, gidy
tinh tU khi router lang gi€éng dugc thém vao bang dinh tuyén.
SRTT (smoothed round-trip time): La khodng th&i gian trung binh theo
mili gidy ma router s& dung d€ gUi géi tin EIGRP dén router lang
giéng va nhan v€ géi tin bdo nhan. Khodng thdi gian nay xdc



dinh thOi gian truyén lai - retransmission timeout (RTO).
RTO (retransmission timeout): La gid tri thOi gian tinh theo mili

glay ma router phai chO sU xac nhan truOc khi truyén mot go1 tin
cay tU hang doi dén router ldng gi€éng. Néu mdt ban cdp nhat
EIGRP, mOt truy van, hodc trd 10i dugc gli, mOt ban sao cla géi tin
s& dugc x€p vao hang doi. N€éu RTOs hét han trudc khi nhan dugc
sU’ xdc nhan, mOt bdn sao cla géi xEp hang dgi sé dugc gUri.
Q Cnt (queue count): SO lugng cdc géi tin chd trong hang dgi dé
dugc gUi ra ngoai. Néu gid trj nay ludn cao hon 0, van dé un tac c6
th€ xdy ra. Gid tri 0 chi ra rang khdng c6 cic géi tin EIGRP nio trong
hang doi.
Seq Num: La s6 th tu cla géi nhan dugc mdi nhat tU router
|__ling giéng. EIGRP s dung chi s6 niay d€ xic dinh g6i canl
truyén lai v&i router ling gi€ng. Bdng ling gi€ng niy duoc s
dung d€ ho trg cho vi€c gl bdo ddm tin cdy va tudn tu cho cic géi
d( liéu EIGRP, tuong tu nhu TCP thuc hién gli bdo ddm cho cic
g6i IP vay.
Lénh show ip route eigrp chi hi€n thj cic tuyén EIGRP trong bang
dinh tuyén IP. EIGRP hO trQ cic loai duOng sau: bén trong, bén ngoai,
va duOng tGng hdp. Tuyén EIGRP bén trong dugc xdc dinh ky hi€u D & cOt
bén tréi; tuy€n dudng EIGRP bén ngoai (khic thong s AS number) dUQc x4c
dinh bGi ky hiéu EX D.

Hinh 7.22b: Cdu lénh show ip route eigrp
Administrative Distance (AD): La mOt trong s dugc router sU dung
d€ danh gia d0 trung thuc cUa thong tin dinh tuy€n. AD cang nhd thi
d6 uu tién cang cao.
Next-hop: La dia chi router 1ang gi€ng, tU d6 géi tin dudc chuyén ti€p
tGi mang dich.



Output Interface: La giao di€én cOng ra cUa router, tU diy géi tin bat
dau dugc gli dén mang dich.
Lénh show ip protocols dua ra thong tin v€ tat cd cic giao thlc
dinh tuy€n dOng chay trén router.

Hinh 7.22c: Cau lénh Show ip protocols

Trong hinh trén ciu 1énh cung cép céc thong tin v& giao thlc eigrp nhu:
Danh siach b0 10c cho céc géi cap nhat ra hodc vao. N6 ciing
chi ra EIGRP dang tao mOt mang mdc dinh hay nhan mdt mang
mac dinh tU g6i cap nhat.
Hién thj thong tin v€ cdu hinh mdc dinh cla giao thlc EIGRP nhu
gi4 tri clla K, sO hop va phuong sai.B&i vi cdc router EIGRP 1an can
phdi dugc cau hinh cling gi4 tri K, cau 1énh show ip protocols gitip ta
x4c dinh dugc gid tri K hi€n thdi trudc khi cdu hinh cho cic router ké
can khéc.
Cung cap trang thdi cla chlc ning tu dOng tdng hop dudng dudc
bat hay tat (ché d0 nay mac dinh 1a bat).
Hién thj sO con dudng tOi da ma router dugc phép can bang tai (cé
th€ 1én téi sdu con dudng néu dugc cdu hinh bang ciu 1énh
maximum-path)
Hién thj cdc mang dudgc router dinh tuyén.

Cau 1&nh show ip eigrp interfaces hi€n thi thong tin vé tat cd céac giao

dién (cOng) di dugc cdu hinh EIGRP.




Hinh 7.22d: Cau lénh Show ip eigrp interfaces
Cau 1énh cung cdp cic thong tin nhu:
Interface: Cdc giao dién da dugc cdu hinh giao thlc dinh tuyén
EIGRP.
Peers: SO lang giéng két nGi truc ti€p vGi EIGRP trén moi giao dién..
Xmit Queue Un/Reliable: SO Iugng g6i tin con 1ai trong hang doi
truy€n tin cdy va khong tin cay.
Mean SRTT: Khodng thOi gian SRTT trung binh (tinh theo mili gidy).
Pacing Time Un/Reliable: Nhip thOi gian dudc st dung d€ xic dinh
khi nao cdc géi tin EIGRP dugc gUi qua cac giao dién.
Multicast Flow Timer: Khodng thGi gian t0i da ( tinh theo gidy) ma
router gUi cdc géi tin EIGRP.
Pending Routes: SO tuy€n dudng trong cic géi tin & hang dgi truy€n
dang chO dugc gl di.
Cau 1énh Show ip eigrp topology hién thi danh sich cdc mang da dugc
router hOc qua EIGRP.

Hinh 7.22e: Cdau lénh Show ip eigrp topology

Cau 1€nh hién thj céc thong tin sau:
P (Passive): Mang & trang thai hoat dOng On dinh nhat, hoan toan c6
th€ dugc cai dat trong bang dinh tuyén.
A (Active): Hién thOi mang khong s dugc, mang nay khong thé cai
dat trong bang dinh tuy€n va dang dugc thudt todn DUAL tinh todn
lai.
U (Update): Mang nay dang duQc cap nhat (dugc dat trong mOt géi
cap nhat). Ma nay ciing dugc 4p dung néu router dang chO suU xdc
nhan cho géi cap nhat nay.
Q (Query): Mang nay dang dugc géi tin truy van do hdi. Ma nay ciing
4p dung né€u cic bd dinh tuyén dang chd xdc nhan cho mot géi tin
truy van. V€ c¢d ban, mi nay chi ra rang cdc router da glri mot géi tin



truy van dé€n mot router lang giéng.

R (Reply status): Router dang trd 10i cho mang nay hodc dang chO su
xdc nhan cho géi tin trd 10i.

S (Stuck-in-active status): EIGRP tap hop nhiing van dé cho mang
ma no co lién quan.

SO 1uong successors c6 thé si dung cho moOi tuyén dudng dugc thé
hién k€t qud hién thi. Trong hinh trén tat cd cidc mang déu c6 mot successor,
néu ching c6 gid tri dudng di bang nhau va téi cing mOt mang thi sé€ c6 ti
da sdu con dudng s€& dugc hién thi. SO successors 1an can sé& tuong Ung v4i
sO tuy€n duong di tOt nhat va c6 gid tri dudng di bang nhau.

Cau 1énh Show ip eigrp traffic hi€n thj thong tin vé sO 1Ugng cac géi
tin EIGRP da dugc gUi va nhan.

Hinh 7.22f: Cau lénh Show ip eigrp traffic
Cau 1énh Debug eigrp fsm (Finite State Machines — FSM) hién thj hgat
dOng cla cdc EIGRP Feasible Successor gitp chiing ta xdc dinh khi ndo ti€n
tfinh dinh tuy€n cai dat va x6a thong tin cap nhat vé duong di




Hinh 7.22g: Cau 1énh debug eigrp fsm

Cau 1€énh debug eigrp packet hi€én thj thong tin v€ céc géi EIGRP gUi di
va nhdn dudc. Cac géi tin nay cé th€ 1a géi hello, bdo nhan, cap nhat, yéu
cau, dip Ung. SO thu tu cla géi va chi sO bdo nhan dugc si dung d€ bdo
ddm c4c g6i EIGRP dugc hién thi.

3.3. Céc tinh niing ning cao cUa EIGRP
3.3.1. Route Summarization — téng hop tuyén dudng
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Hinh 7.23a: Tinh ndng tOng hop tuyén dudng trong EIGRP

Ché€ d0 tu dOng tOng hop cic tuyén dudng v€ dang classful 13 dac
trung cUa hoat dOng dinh tuy€n theo vecto khodng cich. O céc giao thuc
vectd khodng cich truyén thong nhu RIPv1 déu la giao thlc dinh tuyén dang
classful va khong th€ x4c dinh 16p mat na (mask) cho cic mang khong két ndi
truc ti€p, bi vi n6 khong trao dGi 1Gp mdt na trong ban cap nhat dinh tuyén.

Trong hinh 7.23a mang 2.1.1.0/24 dugc két ndi truc ti€p véi RTC,
khi tuyén dudng niy dugc RTC qudng ba cho RTD di dugc dua vé dang
classful vé&i dia chi 12 2.0.0.0/8.

Ché d0 t6ng hop tuy€n dudng nham muc dich 1a 1am cho dung 1ugng
g6i cap nhat dinh tuy€n va bang dinh tuyén nhd hon nham tiét kiém bing
thong dudng truyén va ting tOc d0 truyén tin. Tuy nhién chiing ta cé thé tat
ch€ d0 nay va tao ra mOt hay nhi€u tuyén dudng tOng hQp trong mang tai
bat kY ranh giGi cUa bit nao d6 mi€n la c6 mOt tuyén dudng cu thé ton tai
trong bang dinh tuyén. Khi mOt tuyén dudng cu thé khong con tOn tai thi
tuy€n dudng tOng hgp sé€ bi gb ra khoi bang dinh tuyén.

Gi4 tri metric nhd nhat clia tuy&n dulng cu th€ sé& duoc s dung
lam metric cUa tuy€n duGng tGng hap.

Giao dién (cOng) Null0: Khi thuc hién tOng hop dudng tu dOng hodc
cau hinh thU cong, thi router chay EIGRP ty dOng sinh ra mOt tuy€n dudng
trd dén Null0. Pay 14 cOng do, tic dung cla cOng Null0 chinh 1a d€ ngin
dinh tuy€n 13p. Trong truOng hop ching ta tGng hgp dudng mOt cach khong
t0i Uu thi s€ c6 tuy€n Null0 d€ ho trg.Cac géi tin ma khong tréd d€n mang d6
dudgc thi s& c6 kha niing bi 1ap quay ngudc tré 1ai. Va G day tuy€n Null0 déng
vai trd: Néu tuy€n géi tin d6 d€n khong tOn tai thi géi tin s& bi dua dén tuy€n
Null 0 va bi triét tiéu.

Cé hai ché d0 tGng hgp dudng la ché d0 tGng hop tu dbng
(Automatic summarization) va ché do t6ng hgp thU cong (Manual
summarization ).

Mac dinh ché d0 tu dOng tGng hop tuy€n dudng dudc bat cho EIGRP.

pé
tat ché d0 nay ta sU dung ciu 1énh no auto-summary
RouterA(config-router)#no auto-summary
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Su phén chia mang véi ché dé tr déng téng hop tuyén dwong

Route to 2.0.0.0/8 ignored, because directly
connected to 2.0.0.0/8

EIGRP: Connected t0 2.0.0.0/8 =3
2.2.2.0/24

Z

10.1.1.0/30

2.1.1.0/24

Su phéin chia mang voi ciu lénh no auto-summary

Route to 2.1.1.0/24 accepted, because directly
connected to 2.2.2.0/24
EIGRP: Connected 0 2.1.1.0/24 =3 ' ;
7 6 2.2.2.0/24

10.1.1.0/30

2.1.1.0/24

Ché a4 tyr dgng tong hgp duong sé ngan router hoc cic mang con duwgc phin chia.
Khi ché d) tong hgp dwing duge tat router EIGRP s& quang bi cic mang con.
Hinh 7.23b

Trong hinh 7.23b sau khi ché d0 tu dOng tGng hgp tuyén dudng dugc
tat router RTD bay gi® da chdp nhan cdc tuyén dudng dugc quang ba tur
router RTC.

DE cau hinh th( cong ché db tGng hgp tuyén dudng ta st dung 1€nh
sau: Router(config-if)#ip summary-address eigrp autonomous-system-number
ip-address mask [AD]

Gid tri cUa tham s6 AD trong 1€énh s& dugc gan cho tuy€n dudng tGng
hop nay. Gid tri nay khong bat budc phai cdu hinh.

EIGRP: Connected to 2.1.0.0/16 ==
2.1.1.0/24 . S0/0 P ﬁ
’ N 10,1.1.0/30 R

prodoonfiol finterface serialo/o
BlrCioonfio-1i£) fip summary-address eigrp 2446 2.1.0.0 255.255.0.0

RTC's Routing Table:
D 2.1.0.0/16 is & summaty, 00:00:22, nulll
Hinh 7.23c: C8u hinh thU cong ch€ dd tOng hop tuyén dudng trong EIGRP.
Trong hinh 7.23c ta thdy mang 2.1.1.0/24 khi dudc router RTC qudng
b4 dén router RTD di dugc dinh tuyén bdi tuyén dudng tdng hop 2.1.0.0/16
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Mac dinh tuy€n dudng tOng hop trén 3 router RTC s c6 gid trj 1a S,

trén router RTD s€& ¢ gid tri 1a 90.

3.3.2. Load Balancing — CAn bang tai

3.3.2.1. Load Balancing Across Equal Cost Paths — CAn bang tai trén
nhiing tuyén duodng cé cung gia tri

Can bang tai cing gi4 tri 1a khd ning cla mOt bd dinh tuyén d€ phan
phOi luu 1ugng d(r liéu trén tat cd cdc cOng mang cla minh khi c¢6 cling thong
s dinh tuy€n (metric) tU dia chi dich. EIGRP sé& tu dOng cin bang tai
trén tuy€n dudng cé gid tri bang nhau.

Can bang tai lam ting viéc st dung cdc phan doan mang va ting hiéu
qud s dung bing thong mang.

P6i véi IP, phan mém Cisco I0S theo mdc dinh s€ cai dat tdi da bOn
tuy€n duOng cling gid tri trong bang dinh tuyén cho hau hét cic giao thlc
dinh tuyén. Dong 1énh maximum-paths maximum-path c6 thé dudgc st dung
d€ ting sO tuy€n dudng cung gid tri 1én su. (Thi€t 1&p maximum-path 12 1
dudng s€ vo hiéu héa ché d6 can bang tai.)
3.3.2.2 Load Balancing Across Unequal Cost Paths — Cén bang tai trén
nhiing tuyén duodng khong cung gia tri

EIGRP ciing c6 thé€ can bang luu lugng dif liéu trén nhi€u tuyén dudng
khéc thong s6 dinh tuy€én. Cap d0 ma EIGRP thuc hién cin bang tdi dugc
di€u khi€én bang cau 1énh variance

Router (config-router)# variance multiplier

Cau 1€nh cho phép router thém nhitng tuy€n dudng c6 metric nhd hon
multiplier 1an gid tri metric nhd nhat cla tuy€&n dudng tGi dich.

Tham sO multiplier c6 gid tri tU 1 d€n 128, gi4 tri mac dinh 12 1 dOng
nghia vGi viéc router chay ch€ d0 can bang tai cling gi4 tri.

Tham s® multipier xdc dinh pham vi cUa gid tri metric duQc ti€n trinh

EIGRP cho phép tham gia cAn bang t3i.
Router E - topology table

Network Neighbor FD AD

z B 30 10
| c 20 | 10

D 45 25

RouterE{config-routery#variance 2

Hinh 7.24: Can bang tai trén nhiing tuyén dudng khong cing gid tri
Router E chon con duGng qua router C d€ dén mang Z vi c6 gia tri FD
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nhO nhat bang 20.
V@i gié tri variance bang 2, router E ti€p tuc chon con dudng di qua
router B d€ dén mang Z vi c6 FD bang 30 < [ 2*lowest FD = 2#20 = 40].
Router D khong dugc 1ua chOn vi c6 AD = 25 > 20.
Bai tap va san pham thuc hanh bai 34.7

Kién thuc:

Cau 1: Trinh bay cdc phuong phdp dadm bdo cho céc giao thUc dinh
tuy€n theo vector khodng céch dinh tuy€n ding?

Cau 2: So sanh sy khdc nhau gira Ripv1 va Ripv2?
KY ning:

Bai tap Ung dung: Thuc hién cau hinh dinh tuyén RIP trong hé thOng
mang bén dudi.

1L L&

A = 200165 200.232/30
Fai E N i
—ﬁf PC3
T Falk'l : Fann

. el
A & 172302.0/24 172.30,100,0024 S -
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CHIi DAN POI VOT HOC SINH THUC HIEN BAI TAP UNG DUNG

1. K&t ndi cép cho Router, PC, Switch nhu hinh vé.
2. Thuc hién gan IP address, subnetmask, default gateway cho PC, gan IP
address cho interface cUa router (n6i vGi PC).
3. C&u hinh céc thong s co ban cho router.
4. Thuc hién ki€m tra két n0i gilta PC-PC, PC-Router, Router-Router.
5. Cau hinh dinh tuyén Ripv1 trén router.
6. Ki€ém tra thong tin bang dinh tuy€n va k€t ndi mang.
6. Cau hinh dinh tuy€n Ripv2 trén router.
8. Ki€m tra 1ai thong tin bang dinh tuyén va k&t ndi mang.
9. ThGi gian:..... gi® (k€ cd thdi gian chudn bi va cau hinh)
10. TOng di€m va két cau di€m cUa cdc bai nhu sau:
TOng sO di€ém tOi da cho bai: 100 di€m, k&t cdu nhu sau:
a, Pi€m ngoai dang khach quan: TGng cOng 70 di€m
b, Pi€m tuén thU cic qui dinh: 30 diém
- ThOi gian thuc hién bai tdp vuot qud 25% thOi gian cho phép s€ khong
duQc ddnh gid.
- Thi sinh phdi tuyét dbi tudn thu cdc qui dinh an toan lao ddng, cdc qui
dinh cUa phong thuc hanh, néu vi pham s€ bi dinh chi thuc tap
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BAI 8: THONG PIEP PIEU KHIEN VA BAO LOI CUA TCP/IP
Ma bai: MD34-08
GiGi thiu:

IP 132 mOt giao thlc tu nd luc tdi da (Best - effort)d€ chuyén géi tGi
dich. N6 khong hé c6 cO ché niao d€ xdc nhan d{r liéu da dugc chuyén tdi
dich .D(t li€u c6 thé gdp su cO trén dudng di tGi dich vi rat nhi€u 1y do nhu
phan clng bi hu hdng, cdu hinh sai hodc thong tin dinh tuy€n khong diing. D&
gitip xdc dinh céc su' cO xdy ra ,IP s dung giao thUc thong di€p di€u khi€n
Internet (ICMP - Internet Control Message Protocol) d€ thdng bdo cho may
ngudn biét 1a su cO xdy ra trong qud trinh truyén dit li€u. Chuong nay s€ mo
ta céc loai thong di€p bdo 10i khic nhau cla ICMP va truGng hgp nao thi
ching dugc sUr dung.

Bdn than IP khong c6 cO ché gUi thong di€p di€u khi€n va bdo 16i nén
n6é s dung ICMP d€ thuc hién vi€c gli nhan céc thong di€p di€u khién va
béo 10i cho host trén mang. Chuong nay s& tap trung nhi€u vio cic thong diép
diéu khi€n .Pay 12 nhiing thong di€p cung cap thong tin v€ cdu hinh ,dinh tinh
cho host .Am hi€u v€ thong di€p di€u khi€n cla ICMP 132 mOt phan rat quan
trong gidp ban x(r 1y sU cO mang va hi€u dugc mot cich day dU vé mang IP.
Muc tiéu:

- Mo ta ICMP.

- MO ta cau truc thong diép ICMP.

- Xdc dinh loai thong di€p bao 16i ICMP.

- Xéc dinh nguyén nhan lién quan dén tlng loai thong diép bio 16i

ICMP.

- MO t3 thong diép diéu khi€én ICMP.

- Xdc dinh dugc céc loai thong diép diéu khi€én ICMP dugc sUr dung
trong mang ngay nay.
Thuc hién céc thao tdc an toan v&i mdy tinh.
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NOi dung:
1. TOng quat vé thong di€p bao 16i ciia TCP/IP
Muc tiéu:
- Mo ta ICMP.
- MOb ta cdu truc thdng diép ICMP.
- Xdc dinh loai thong di€p bdo 16i ICMP.
- Xéc dinh nguyén nhan lién quan dén tUng loai thong diép bdo 10i
ICMP.
1.1. Giao thUrc thong di€p diéu khi€n Interne (ICMP)

IP 12 mOt phuong thic truyén d{f li€u khong tin cdy trén mang. N6 1a
mot giao thiic tu nd luc toi da d€ truyén dir liéu t6i dich. Trong d6, IP khong
hé c¢6 mOt cd ché nao dé xac nhan 1a dif liéu di dén dich. NEu mOt thiét bj
trung gian trén dudng di nhu router chang han bj su c0, hay 1a thiét bj dich
khong k€t ndi vio mang nén dit li€u khong truyén t&i dich thi IP khong hé c6
cO ché nao d€ thong bdo cho ngudi gl bi€t 1a qud trinh truyén dit liéu da bj
sU' cO. Giao thUrc thong diép di€u khién Internet (ICMP) 12 mOt giao thitc cla
b0 TCP/IP d3 b6 sung cho khiém khuyét nay cla IP. ICMP khong khac phuc
dudc su khong tin cdy cUa IP. ICMP chi don gidn 1a phdt di cdc thong diép dé
thong bdo vé su cO. Van dé vé do tin cdy thi sé dugc gidi quyét & cac 18p
trén n€u can thiét.

1.2. Thong béo 10i va khac phuc 10i.

ICMP 12 mbt giao thlc thdng bdo 16i cUa IP. Khi qué trinh truyén dir
liéu xay ra 16i thi ICMP dudgc st dung dé€ thong bdo 16i cho noi gli d{F liéu.
Vi du nhu hinh 8.1 mdy 1 chuy&n dif liéu cho mdy 6 nhung cOng Fa0/0 trén
Router C bi ngat, khi d6 Router C st dung ICMP d€ gUi théng bdo 16i cho
M4y 1 bi€t 1a dif liéu khong truyén dugc tdi dich. ICMP khong khac phuc
duogc su cO ma n6 chi don gidn 1a thong bdo vé su cO di xdy ra.

Workstation 3 & Workstation 4

Fa0/0

Fa0/0

r F
Workslation 1 Workstalion 2 Workslation 5 Workstation 6

Hinh 8.1
Router C nhan dugc géi d{f li€u tUr Mdy 1, né chi bi€t dugc dia chi IP
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nguOn dich cUa géi dit 1iéu thoéi. Router C khong th€ bi€t chinh x4c con dudng
ma g6i dif liéu da di dén dugc Router C. Do d6 khi gUi thong béo 10i thi
Router C chi ¢6 thé glti cho Mdy 1 ch( khong gUi cho Router A va B. Nhu vay
1 thong bio ICMP chi gUi cho thi€t bi ngubn cla géi df li€u ch( khong gUi
cho céc router.
1.3. Truyén thong diép ICMP

Thong diép ICMP duoc déng géi gibng nhu cac d{F li€u khéc khi truyén
di bang IP. Hinh 8.2 cho thdy di liéu cla ICMP dugc déng géi trong géi IP
nhu thé nao.

Thong di€p ICMP ciing dugc truyén di nhu cdc géi di 1iéu khic cho
nén né ciing c6 thé gdp su c¢O. Pi€u nay dan tdi mot van dé 1a néu mot thong
diép bdo 101 gdp su cO thi s€ 1am phit sinh thém cdc thong di€p bao 10i nlra va
diéu nay 1am cho mang cang bi nghén hon khi su' c6 vOn di xdy ra va con
dang tOn tai trén mang. Chinh vi vy, céc thong diép bdo 10i clla ICMP sé
khéng tao thém céc thong diép bdo 16i cho chinh né Nhu vy thi cdc thdng
diép bdo 10i ciing c6 kha ning 1a khong bao gid d€n dén dugc may ngubn cla
g6i dir liéu.

Frame Headar [Datagram Header | IGMP Header ICMP Data
Frame Hesdar Cratagram Header | Datagram Chata Area
Frame Headar Frama [ats Ares

Hinh 8.2
1.4. Mang khong dén duoc

P& thuc hién dugc vi€c thong tin lién lac trén mang thi cic di€u kién
cO ban can phai c6 dU .Trudc tién 12 thi€t bi gl va nhan d{ 1iéu phai dugc
cau hinh ding b0 giao thlc TCP/IP.Viéc nay bao gbm cai dat bd giao thlc
TPC/IP va cdu hinh dia chi IP.,subnet mask cho thi€t bi .Ngoai ra ban can phai
khai bdo Defoult gateway néu thi€t bi can truyén dit li€u ra ngoai pham vi
cUc b0 .Thu hai 12 céc thié€t bi trung gian phdi thuc hién viéc dinh tuyén ding
d€ chuyén géi tU ngudn dén dich .Router 1a thi€t bi thuc hién nhiém vu
nay .Do d6 router phdi dugc cdu hinh bd TCP/IP cho céc cOng giao ti€p va sUf
dung giao thUc dinh tuyén thich hop .

N€u 2 di€u kién trén khong dugc ddp Ung thi hé thOng mang khong thé
thuc hi€n thong tin lién lac dugc .Vi du nhu khi mot thiét bi gli d(r 1iéu dén
mOt dia chi IP khong tOn tai hodc 1a thiét bi dich di bi ngat két nOi ra khoi
mang . Router ciing 12 nguyén nhan cla su' c® néu cOng giao ti€p trén router bj
ngdt hodc router khong c6 thong tin can thi€t d€ tim ra dudng tGi mang
dich .Nh(ng truOng hgp nhu vay déu dugc xem la mang dich khong dén
duoc .
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Hinh 8.3 minh hoa cho truGng hop router khong thé gli géi d(r liéu dén
dich do router khong biét dudng dén mang dich , router gl thong di€p ICMP
v€ cho mdy nguOn d€ thong bdo 1a mang dich khong dén duoc .

ﬁ':ﬂ

/7 '\‘.-‘__\ | do not know ‘;\

) how lo get to 2! )

(ﬁ; it } Send ICMP.
\ o, —

\—r Nt A s/ ti'-"'"'\-.
Data "\
R *(=)

)

¢
g [N J
L| Destination unreachable

An ICMP destination unreachable meassage is senl Il

» Host or port unreachable
« Network unreachable

Hinh 8.3
1.5. S& dung 1&nh ping dé ki€m tra xem dia chi dich c6 dén duoc khong

Giao thUc ICMP c6 thé dugc st dung d€ ki€m xem c6 d€n dugc mot
dia chi nao dé hay khong ICMP sé& gl thong di€p echo request d€n mady
dich .N&u mdy dich nhan dugc echo request thi s& trd 10i 1ai thong diép echo
reply cho mdy ngudn .NEu mdy ngudn nhan dugc echo reply thi di€u dé6
khang dinh 13 may dich c6 thé dén dugc bang giao thic IP.

Lénh ping khdi tao c4c thong di€p echo request .Vi du nhu hinh 8.4a va
8.4b ,ching ta s& dung 1énh ping v&i dia chi IP dich .Lénh ping gUi di 4 g6i
echo request va nhan vé 4 géi echo reply x4ac nhan két ni IP gilta 2 thiét bi
hoat dOng tOt.

T N

IsB L\ Yes,lam %
reachable 7 _J here y
o o

A B

b =

L [icMP echo request |

Traffic generaled by the ping command

Hinh 8.4a



[en ] C:\WINNT\System32\cmd.exe =3

Microsoft Windows 2000 [Version 5.00.2195)
<C> Copyright 1985-2000 Microsoft Corp.

C:\> ping 198.133.219.25

Pinging 198.133.219.25 with 32 bytes of data:

Reply from 108.133.219.25: bytes= 32 time= 16ms TTL=247
Reply from 198.133.219.25: bytes= 32 time= 16ms TTL=247

Reply from 198.133.219.25: bytes= 32 time= 16ms TTL=247
Reply from 198.133.219.25: bytes= 32 time= 16ms TTL=247

Ping statistics for 198.133.219.25:

Packets: Sent = 4, Reclelved = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 16ms, Average = 16vms
C:\>

Hinh 8.4b
1.6. Phat hién dudng dai qua gidi han

Gé6i d(t liéu khi truyén di trén mang c6 th€ bi truyén long vong va
khong bao giG d€n dugc dich .Di€u nay c6 thé xdy ra khi thong tin dinh tuyén
bi sai ,vi du nhu 2 router ci gUi mOt g6i dit li€u qua 1ai cho nhau vi router nay
nghi rang router kia m&i 12 tram k€& ti€p dén dich .

Giao thUc dinh tuy€n c6 quy trinh c6 quy dinh gidi han d€ xic dinh
mang dich khong dén duoc .Vi du nhu RIP c6 sO hop gidi han 1a 15 .Piéu
ndy c6 nghia 1a g6i dit 1iéu chi dugc phép di qua tdi da 15 router.

Khi con dudng ma géi dit 1iéu di qua bi 1ap vong hodc c6 qua nhi€u hop
thi khi g6i d{t li€u vuogt qua gid tri hop tOi da ,gia tri Time-to-live (TT1)cUa géi
d(Miéu ciing hét thoi gian vi gid tri TTL dugc cai dat khép véi s6 hop t6i da
da duoc dinh nghia cla giao thc dinh tuyén.Moi mOt géi di liéu déu c6 mot
gid tri TTL .M®i router sau khi xUr 1y g6i d{ liéu sé& gidm gid tri TTL di 1 .Khi
gid tri TTL bang O thi router s& hly bo géi dit liéu d6 .Khi d6 ICMP ding
thong di€p “Time exceeded” d€ thong bdo cho may ngubn bié€t 1a TTL cUa géi
d(rli€u di bi hét thoi gian .

1.7. Thong di€p echo

Nhu bat ky céc loai géi d{t li€u khic ,thong diép ICMP ciing c6 dinh
dang riéng .MOi mOt loai thong diép ICMP c6 mOt dac diém riéng nhung tat
cd cdc g6i ICMP déu bat ddu bang 3 phan :

Type
Code
Checksum

Phéan type cho bi€t loai thong di€p nao clla ICMP dugc gli di. Phan
Code cho biét chi ti€t hon vé loai thong di€p ICMP .Phan checksum ciing
tUong tU nhu trong céc loai géi dif liéu khic ,phdn nay dugc s dung dé
ki€m tra 10i cho du liéu.

Trong hinh 8.5a 13 cdu tric cUa thong di€p ICMP echo request va echo
reply. Trong d6 chi s& Type va Code tuong Ung vGi moi loai thong di€p .Phan
Identifier vi Sequence Number s€ khac nhau dOi v&i tUng gbi echo request va
echo reply .Chi sO trong 2 phan nay dugc s dung d€ xic dinh echo reply
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tuong Ung v&i echo request nao.Con phan Data ch(fa céc thong tin b0 sung
cUa thong diép echo request va echo reply.

1] 8 16 3
Type (Oor8) | Code (0) Checksum
| Identifier | Sequence Number
| Optional Data B

Hinh 8.5a

0 | Echo Reply _

3 | Destination Unreachable

4 | Source Quench

5 | Redirect/ Change Request

8 Echo Request

-] Router Advertisement

10 | Router Selection

1" | Time Excoeded

12 | Parameter Problem

13 | Timestamp Request

14 | Timestamp Reply

15 " Information Request

16 T Information Reply

17 | Address Mask Request

18 | Address Mask Reply

Hinh 8.5b

1.8. Thong di€p “Destination Unreachable”

Khong phai lic nao géi d{f liéu ciing chuyén dugc dén dich .Vi du nhu
hu hdng phan clng ,cdu hinh giao thlc khong ding ,cOng giao ti€p bi ngat
,thong tin dinh tuyén sai... 12 nh{fng nguyén nhan c6 th€ giy ra 1am cho géi dr
liéu khong th€ chuyén dugc t&i dich .Trong nhitng truOng hop nhu vy thi
ICMP gUi thong di€p “Destination Unreachable” cho mdy gUi d€ thong bdo 1a
g6i d{f li€u khong chuyén duogc tdi dich .

Trong hinh 8.6a 13 cdu tric cUa thdng di€p “Destination Unreachable”.

Gi4 tri 3 trong phan Type cho bi€t ddy 1a thong di€p “Destination
Unreachable” .Gi4 tri trong phan Code s€ cho biét nguyén nhén tai sao khong
chuyén dudgc géi dit li€u dén dich .Vi du nhu phan Code c6 gid tri 0 c6 nghia
12 mang dich khong dén dugc .

1] B 16 31

Type (3) Code (012} Checksum

Unused (must be zaro)
Internet Header + First 84 Bits of Datagram

0 = net unreachable

1 = host unreachable

2 = protocol unreachable

3 = port unreachable

4 = fragmentation needed and DF set

5 = source route faled

6 = destination network unknown

7 = destination host unknown

8 = source host isolated

9 = communication with destination network administratively prohibited
10 = communication with destination host administratively prohibited
11 = network unreachable for type device

12 = host unreachable for type of senice
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Hinh 8.6b

Khi géi dit li€u duoc chuyén tUr mang Token-ring ra mang Ethernet thi
thuOng phdi phan manh ra thanh cic g6i nhé hon .N&u géi df 1iéu khong cho
phép phan manh thi géi At li€u khong th€ chuy€n ra dugc ,khi d6 thong diép
“Destination Unreachable” s& dugc gUi di.Thong di€p ICMP nay ciing dugc
gUi di khi c4c dich vu lién quan dén IP nhu FTP ,Web khong tim thdy .Di€u
quan trong khi x( Iy su' ¢ mang IP 12 ban can phai hi€u dugc cic nguyén
nhan khdc nhau tao nén thong di€p ICMP “Destination Unreachable”.
1.9. Théong béo cac loai 10i khac

Khi thiét bi x(r 1y géi d{f li€u khong chuyén géi df liéu di dugc do mot
s0 10i & phan Header cla g6i df liéu .Loai d{F liéu nay khong lién quan gi
dén host dich hay mang dich nhung né van lam cho géi dr liéu khong thé
chuyén dugc dén dich .Trong truOng hop nay ,thong di€p ICMP “Parameter
Problem”, Type 12 s& dugc gUi vé& cho mdy nguOn

Trong hinh 8.7 1 c8u triic cUa thong di€p “Parameter Problem”.Trong dé
c6 phan Pointer .Khi gid tri Code 12 0 ,phan Pointer cho bi€t octet nao trong goéi
d(r1iéu bj 10i .

0 8 16 3
Type (12) Code (0-2) Checksum
Pointer Unused (must be zero)

Internet Header + First 64 Bits of Datagram

Hinh 8.6
2. Thong diép di€u khi€n cia TCP/IP
Muc tiéu:
- MO t3 thong diép diéu khi€én ICMP.
- Xéc dinh dugc céc loai thong diép diéu khi€n ICMP dugc s dung
trong mang ngay nay.
- Xaéc dinh nguyén nhan lién quan dé€n thong diép di€u khi€n ICMP.
2.1. Gigi thiéu ve thong dlep dleu khlen
ICMP 12 mOtphan.cuia ) _ hide t€,12 tat cd cdc hé
thOng IP d€u phdi bao gOm-IEN °C nay héet sUc don gidn
.TruGc hét 1a IP khong ¢ cciogfﬁé, 3’5 dam bao 1a dit li€u da dugc chuyén
tGi dich ,hoan todn khong tho‘hg’-‘béti“gi“t:‘l’fﬁ host biét khi su cO xay ra .IP khong
c6 cO ché cung caap thong diép-théngbio hodc di€u khi€n cho host .Va ICMP

Router Selection

da thuc hién Vleq nay cho IPr,.. ercened

12 Parameter Problem

13 Tmestamp Request

14 Timestamp Reply

15 Information Request
16 Information Reply

1F Address Mask Regquest

18 Address Mask Reply
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Hinh 8.8

Khong giOng nhu thong di€p bdo 10i ,thdng diép di€u khi€n khong phai
dugc tao ra 1a do mat géi dir 1iéu hay do 16i cUa qud trinh truyén dir liéu .Ma
cdc thong diép di€u khi€n dugc ding d€ thong bio cho host bi€t vé tinh trang
nghén
mach trén mang hay théng bdo cho host bi€t 1a c6 mOt gateway tOt hon dan
dén
mang dich ...Ciing giOng nhu tat cd cdc géi ICMP khic ,thong di€p di€u
khié€n g6i IP d€ truyén thong di€p trén mang.

ICMP c6 rat nhi€u loai thong diép di€u khi€n khac nhau. MOt sO loai
thuOng gdp nhat dugc th€ hién & hinh 8.8.
2.2. Thong diép ICMP redirect/change request

Thong diép di€u khi€én ICMP thuOng gdp nhat la redirect/change
request. Loai thong diép nay dugc tao ra bdi gateway ma thdong thuOng dé6
chinh 12 router. Tat cd cic host khi muOn thong tin lién lac v6i cic mang IP
déu phdi dugc cau hinh default gateway. Default gateway 1a dia chi clla mOt
cOng trén router k€t ndi vao cing mOt mang v4i host .NhU trong hinh 8.9a
,mOt host dugc nGi vao router va router nay c6 k€t nbi ra Internet.Host B dugc
cau hinh default gateway 1a dia chi IP cUa cOng Fa0/0trén router.Host B s& st
dung dia chi IP nay d€ dén cic mang khac . Binh thuOng host B chi k&t ndi
dén mot gateway.Tuy nhién ciing c6 truOng hop mOt host két n6i vio mang 2
hay nhi€u router. Trong truOng hop d6, default gateway cUa host s€ can dung
redirect/change request d€ thong bao cho ost bi€t vé mOt gateway khac tOt hon

d€ dén mOt mang dich nio dé. & s

Internet
'
o

Host B Router A
IP address: 192.168.12.4 FastEthernet 0/0
Subnel mask 255.255.255.0 IP address: 192.168.12.1

Default Gateway: 192.168.12.1 Subnet mask 255.255.255.0
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Hinh 8.9a

Trong hinh 8.9b 14 m6t vi du cho truOng hop can s dung ICMP
redirect.Host H gUi d{t li€u cho Host C trong mang 10.0.0.0/8 .Vi mang dich
khong két n0i truc ti€p vao Host H nén Host H gUri géi dén default gateway
cUa né6 1a Router R1 Router R1 tim trén bang dinh tuyén d€ tim dudng dén
mang 10.0.0.0/8 thi thdy rang d€ chuyén géi tbi dich router phdi gli géi nay
ngUgc trd ra cOng ma né vira mGi nhan géi dt 1iéu vao .Khi dé router R1 sé
chuyén géi dit liéu di va dOng thOi gli thong di€ép ICMP redirect/change
request t3i Host H d€ thong bdo 1a Host H nén st dung Router R2 1am gateway
cho tat ca céc géi dtli€u dén mang 10.0.0.0/8.

kg g
v %R?

172.16.1.100 | EO £0 | 172.16.1.200

]

HostH 172.16.1.1/24
default GW = 172.16.1.100

Hinh 8.9b

Default gateway chi gUi thong diép ICMD redirect/change request khi gap céc
diéu kién sau :
CGOng ma router nhan géi df li€u vao ciing chinh 14 cGng ma router sé&
chuyén géi d{t liéu di.
Dia chi IP cUa mdy nguOn 13 ciing mOt mang /subnet vGi dia chi IP
cUa tram k€ ti€p .
G6i dit liéu nhan dugc khdng phdi gUi ngugc 1ai mdy nguon .
Con duGng ma router thuc hién thong bao cho host khong phdi 1a
dudng mac dinh cUa router va ciing khong phdi 1a cla mét ICMP
redirect nao khac.
Router phdi dugc cdu hinh d€ thuc hién redirect.(Mdc dinh 1a
Cisco router thuc hién g(i ICMP redirect.Ban c6 th€ ding 1€nh no ip
redirect d€ tat chlc ning nay trén mOt cOng nio d6 cla router).
Thong di€p ICMP redirect /change request c6 cdu triic nhu hinh 8.9c.
Trong d6 phan Type c6 gid tri 14 5 ,phan Code c6 gid tri 12 0,1,2 hodc 3.
Phan Router Internet Address chla dia chi IP cUa gateway md&i .Vi du
nhU trén: trong thdng diép redirect cla Router R1 gUi cho Host H ,phan Router
Internet Address s& c6 gid tri 1a 172.16.1.200,d4y 1a dia chi IP cUa cOng EO trén
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Router R2 .

Type (5) Code (0-3) Checksum
Router Internet Address
Internet Header+ First 64 Bits of Datagram

8.9¢
Code Value Required Action
] Redirecied datagrams for the network

| Redirscted datagrams for the hos,
Redirectad datagrams for the type of sendces and networks.
Radirectad datagrams for the type of sendces and host

i | Pd | =k

8.9d
2.3. POng bO ddng hd va udc tinh thoi gian truyén dit liéu

B0 giao thUc TCP/IP cho phép hé thOng mang nay két nbi v&i hé
thdng mang khic & cich nhau rat xa thong qua nhi€u hé thOng mang trung
gian .M6i mOt hé thdng mang cé mOt cO ché ddng bO ddng ho riéng .Do d6
khi mOt host & mang khac s& dung phdn mém cén dOng bd thdi gian d€ thuc
hién lién 1ac thi c6 thé sé gdp rac rdi .Thong di€ép ICMP Timestamp duoc
thi€t k€ d€ gidi quy€t van dé nay .

Thong di€ép ICMP timestamp request cho phép mOt host hdi giO hién tai
trén mOt mdy khac .Mdy dugc hdi s€ dung thong di€p ICMP timestamp reply
dé€ rd 10i .

Phan Type trong thong diép ICMP timestamp c6 gi4 tri 1a 13 (timestamp
request )hodc 14(timestamp reply ) .Phén Code ludn c6 gid tri 12 0 vi loai thong
diép nay khong c6 gi khac hon. Phan Originate timestamp 12 thong tin vé gi0
hi€én tai trén mdy gUi ngay trudc khi thong diép ICMP timestamp request
dugc gUi di .Phan Recive timestamp 12 thdi di€m ma mdy dich nhdn dugc yéu
cau request .Phan Transmit timestamp 13 thOi di€m trén mdy trd 10i ngay
trudc khi mdy nay gUi thong di€p ICMP timestamp reply.

Tat cd 3 thOng sO vé thdi gian trén déu dugc tinh bang s6 mili gidy
tinh tU thdi di€m nlta dém theo gi® Quoc t€ (Univesal Time -UT).

Type (13 or 14) | Code (0) | Checksum
Identifier Sequence Number
Oniginate Timestamp

Receive Timestamp

Transmit Timestamp

Hinh 8.10
Tat cd céac thong tin ICMP timestamp reply d€u cé day du 3 thong sO
:th0i di€m gUi g6i request ,thOi di€m nhan dugc request va thdi di€m gl géi
reply .DUa vao 3 thong sO nay host ¢6 thé udc 1ugng dugc khodng thoi gian
d{t liéu truyén trén mang tU may nguOn dén mdy dich bang cich 13y gi4 tri



158
cla phan Originate Timestamp tr' cho gid tri cUa phan Transmit
timestamp.K&t qud nay ciing chi mang tinh chat udc 1ugng thdi vi thoi gian
truy€n that su con phu thuOc vao luu lugng truyén thuc t€ trén mang lic
d6 Ngoai ra ,host con c6 thé udc tinh dugc gid hién tai trén mdy dich .

Thong di€p ICMP timestamp 12 mOt cach don gidn d€ uGc doan gid trén
may dich va udc tinh tOng thdi gian truy€n trén mang nhung diy chUa phai 1a
cich tOt nhat .Giao thUc Network Time Protocol (NTP) & 18p trén cUa giao
thUc TCP/IP thuc hién dOng bd dOng ho theo céch tin cdy va chinh x4c hon.
2.4. Thong diép Information request va reply

Thong diép ICMP information request va reply cho phép host xdc dinh
dia chi mang cUa né .Hinh 8.11 13 cau tric cUa loai thong diép nay.

ITypg- (150r 16) | Code (0) Checkeum
Identifier Sequence Number
Hinh 8.11

Phan Type c6 2 gid tri :gid tri 15 tuong Ung v&i thong di€p Information
reply .Loai thong di€p nay cla ICMP dugc xem la da qué 10i thoi .Hién nay
,cdc giao thic BOOTP va DHCP duoc si dung nhi€u d€ cung cép dia chi
mang cho host.

2.5. Thong diép Address Mask

Khi ngu0i qudn tri mang dung mot dia chi IP 18n chia ra thanh nhiéu
subnet ,cdc subnet s€ c6 subnet mask tuong Ung .Subnet mask dugc sU dung
d€ xac nhan céc bit cla phan Network .Subnet va cdc bit cUa thanh phan Host
trong dia chi IP N€u mOt host bi€t dia chi IP cUa router thi n6 gUi yéu cau tGi
truc ti€p cla router ,con n€u khong thi né s& quang bd yéu cau cla né .Khi
router nhan dUQc yéu cau nay ,router s& dung thong di€p Address mask reply
d€ trd 10i .Trong thong di€p Address mask reply s€ c6 subnet mask chinh xac
cho host.Vi du : mot host trong mang 18p B ¢6 dia chi IP 1a 172.16.5.2 .Host
nay khong bi€t subnet mask cUa minh nén né broadcast thong di€p Address
mask request nhU sau :

Source address: 172.16.5.2

Destination address:255.255.255.255

Protocol :ICMP =1

Type :Address Mask Request =AM

Code :0

Mask:255.255.255.0
Router 172.16.5.2 nhén dugc théng diép trén va trd 10i bang thong diép
Address mask reply nhu sau :

Source address: 172.16.5.1

Destination address: 172.16.5.2
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Protocol :ICMP =-1

Type :Address

Mask Request =AM?2 Code :0

Mask:255.255.255.0

Cau tric cUa thong diép Address Mask Request va reply duoc th€ hién
3 hinh 8.12. Thong di€p Address Mask Request va reply c6 cdu tric hoan toin
nhU nhau ,chi khdc nhau gi tri phdn Type .Phan Type c6 gid tri 17 12 tuong
Ung vOi request ,con gid tri 18 1a tuong Ung v&i reply .Phan Identifier va
Sequénc Number gitp phan biét reply nao tuong Ung v3i request ndo ,gid tri
hai phan nay thuOng 1a 0. Phdn Checksum dugc dung d€ ki€m tra 16i cho
thong diép ICMP dugc tinh bat ddu tir phan Type trd di.

Type (17 or 18) Code (0) Checksum
Identifier Sequence Number
Address Mask

Hinh 8.12

2.6. Thong di€p cUa router

Khi c¢6 host trong mang bat ddu khdi dOng va host chua dugc cdu hinh
Default gateway thi né c6 th€ tim gateway bang thong di€p Router
discovery.Trud@c tién ,host gUi thong di€p Router solicitation cho tat cd céc
router bang cdch ding dia chi multicast 12 224.0.0.2 .Thong diép nay ciing c6
thé dugc gUi broadcast d€ gli dén dugc nhitng router khdng c6 cdu hinh
multicast .Khi nhan dugc thdng diép trén ,né€u router khong cé cdu hinh ho trg
qué trinh ndy thi router s& khong trd 10i gi hét .Con néu router c¢6 ho trg qui
trinh nay thi router s€ trd 10i l1ai bang thong di€p Router advertisement .Cau
tric cUa thong tin di€p Router advertisement dugc mo td & hinh 8.13.

Type (9) Code (0) Checksum

Number of
Addresses

Router Address 1
Preferences Level 1
Router Address 2
Preferences Level 2

Address Entry Size | Lifetime

Hinh 8.13
2.7. Thong di€p Router solicitation
Host gUi thong di€p Router solicitation trong truGng hop bi mat Default
gateway.Thong di€p nay dugc gUi multicast va ddy chinh 1a blroc dau tién cla
qué trinh tim router di dé cap & phan 8.13 .Router sé trd 10i 1ai bang thong
diép Router Advertisement,trong d6 c6 cung cap Default gateway cho host
Hinh 8.14 14 cdu tric cUa thong di€p Router solicitation:
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o & 3]

Type (10) Code (0) Checksum
Reserved

Hinh 8.14
2.8. Thong di€p bao nghén va di€u khién ludng dir liéu

Né€u c6 nhi€u mdy tinh ciing lic truy xudt vao ciing mOt mdy dich thi
may dich c6 th€ bi qud tdi .Ngh€n mach cé th€ xdy ra khi Iuu lugng tUf mang
LAN tOc d0 cao dugc truy€n ra k€t ndi WAN c6 tOc dd thap hon .NEu mang
bi nghén qua mUc thi cac géi d{t li€u sé& bi hly bd .Thong diép ICMP source-
quence gitip 1am gidm lugng d{ 1li€u bi hly bd .Thong di€p nay sé dugc gl
cho mdy glti d€ yéu cau mdy gUi gidm tOc dO phat géi dif liéu .Sau khodng
thOi gian ngin ,nghén mach dugc gidi tda va may gUi c6 th€ ting dan tOc dd
truy€n 1én sau khi khong con nhan dugc thong di€p source-quence nio nita
Mac dinh 12 da sO c4c Cisco router khong thuc hién gUi thong diép source-
quence vi ¢ thé céc thong di€p nay con 1am cho tinh trang tac nghén bj ting
thém.

MO hinh vin phong nho -viin phong tai nha (SOHO -Small Office Home
Office)la mOt truOng hop dp dung t&t ICMP source-quence .Vi du mOt SOHO
c6 mOt mang gbm 4 mdy tinh dugc ndi vGi nhau bang cdp Cat5 va 4 mdy niy
chia s€ nhau mOt két ndi Internet S6K bang moden .Chiing ta thay rang dudng
k€t n0i WAN v6i bing thong 56K sé& nhanh chéng bi qué tai véi mang LAN
bing thong 100Mbps clla SOHO ,két qud 12 d(t li€u s& bi mat va phdi truyén
lai nhi€u 1an M4y tinh c6 két nOi ra Internet va gi(r vai trd gateway d€ chia sé
dudng truy cap Internet niy cho cdc mdy tinh con lai c6 th€ dung thong diép
ICMP yéu cau cic mdy tinh khac gidm tOc d6 truyén d€ trach viéc mat mat
d(r liéu do ngh&n mach.

Network congastion is
expenanced at the WAN link.

Slow WAN link

High Speed
LAN
Local Router

Hinh 8.15
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