Phan 2. Ki€m soat hé thOng thong tin ké
todn trong moi truOng xU' 1y bang mdy

[. Pac diém moi trudng anh hudng tbi
KSNB

I1. GiGi thi€u vé COBIT
[11. C4c hoat dOng ki€m soat
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Muc tiéu Ki€m sodt hé thOng thong tin
ke toan

Cu thé
Tinh c6 thuc cUa nghiép
®H¢E thOng thong vu.
tin hoat dOng Dam })éo sU’ phé chudn
hiéu qud ding dan vOi nghi€p vu.
® Thong tin chinh j> Tinh day du.
xac , kip thdi, tin Su danh gid.
cay dugc SU phan loai.
Pung han..
Chuyén sO va tOng hop
chinh xac.
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[. Pac diém moi truong CIS dnh hudng
t&i KSNB  Thiét bi: Nhay cam, d& bj phd huy

DU liu:
D{r li€u 1uu trong hinh thUc mdy doc duQc

°RUi ro? TG chUc d{r liéu theo hé quan tri At liéu
°Thuan Khong d€ 1ai du vét khi stra chira dr liéu
101 ? Hoat dOng xU 1y:

> HT c6 thé truy cap tU nhi€u noi

. XU 1y tu dOng theo chuong trinh 1dp san va bi phu

‘_ thuOc hoat dOng cla phan thiét bi

TG chUc, phat trién hé thOng
Nhi€u nhiém vu tap trung G EDP- Khong dam
bdo mOt sO nguyén tac bat kiém nhi€m

KV nidng nhan vién b0 phan EDP (Electronic
Data Proceessing)

Thay d6i HT phUc tap hon
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RUi ro KS trong moi trudng CIS

Ruvro trong DN

Rutro kinh doann Rutro xouyurT Rutro heathoag T T

Phattriea HT

K edqualxodUlyu

Nquoalor
a0

haghophaa tham qia

N oa niea

Toachoo HTTT

Truy Caa
i

Rudi ro chiean 160ic, hagnh
noang KD, tagi chinh Rudi ro thoang tin

Nguyén Bich Lién
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Nguy c0O de dOa trong mdi truOng CIS

Céc loai gian lan, pha Nguy€n nhén
hoai
Gian 1an hoat dOng kinh doanh NguOn n01 bO
Gian lan trong xU 1y thong tin: NguOn bén ngoai:
in cap, sUra doi, gidn diép véi M®6i quan hé kinh
DL nhap; Chuong trinh xU 1y; doanh
Tap tin DL N
o . X T6i pham
Gian lan lién quan tO1 HT thong R
tin: Truy cap HT, thiét bi, Thong dOng
Céc loai thién tai NO1 b0

Bén ngoai

Nguyén Bich Lién



I1. GiGi thiéu COBIT

Committee of Sponsoring
Organizations

\ Control Objectives for
Information and Related
Technology

Nguyén Bich Lién



I1. GiGi thiéu COBIT

Két qua cla 4 nim nghién cUu can than cla
chuyén gia quoc té
B0 sung, di€u chinh mOt sO dinh nghia trén cO sG
cUa bdo cdo cla COSO:
Muc tiéu ki€m séat trong HT thong tin
Céc hudng dan cho viéc dinh gid hi€u qua cla
ki€m séat trong HT thong tin
COBIT phu hop v6i COSO vé viéc phan 10ai cic
thanh phan ki€m soat
COBIT va COSO déu cho rang “ngU0i” 1a y€u tO
rat quan trong trong hé thOng ki€m séat n6i b

Nguyén Bich Lién



1. Gi6i thi€u COBIT
Phan 10ai cac hoat dOng ki€ém
sOat
Kiém séat chung: Ia cic hoat ddng ki€m séat dugc
thi€t k€ va thuc hién nham ddm bAo méi truOng ki€m
séat cUa tO chUc dugc On dinh, virng manh nham gia ting
hi€u qua cla ki€m so4t Ung dung. N6 dnh hudng tdi tat
ca cdc chuong trinh Ung dung

Ki€m séat Ung dung: 1a cdc hoat ddng kiém séat
dugc thi€t k€ va thuc hién d€ ngin ngUa, phat hi€n va sUa
ch(ra sai s6t, gian 1an trong qud trinh xU 1y nghi€p vu cUa
mOt chuOng trinh xU' 1y

Nguyén Bich Lién
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[II. C4c hoat dOng ki€m sOt-A. Ki€m
soat chung
1. K& hoach an ninh hé théng
2. Ki€ém sodt chuong trinh phét tri€n HT méi.
3. TO chlc hé thOng xU 1y thong tin.
4. Ki€ém soat thiét bi.
5. Ki€ém sodt phan mém x U 1y.
6. Ki€ém soat 1uu trlr dt liéu.
7. Ki€ém sodt truy cap.
8. Ki€m soét truy€n thong d{r liéu.
9. Lap k€ hoach du phong tai hoa xdy ra

Nguyén Bich Lién 9



ITI.A. KS chung 1. K& hOach an ninh hé
thOng thong tin

Thiét 1ap chi€n lugc phat tri€n

BDIVE hoach nhan sy, thiét bi va
phuong thuc t6 chtc HTTT

Nguyén Bich Lién 10



Ki€m so4t chung: tO chlUc hé thOng thong
tin 7 y 7
Muc tiéu: Kiém séat nhan vién cUa bO phan xU
1y thOng tin
> Ki€m séat: phan chia d€ ddm bdo nguyén tac
bat kiém nhi€m
v'ChUc ning sU dung va chUc ning xU 1y
thong tin

v ChUc ning trong b0 phan xUr 1y thdng tin

Nguyén Bich Lién 11



TO6 chlc bO phan xU 1y thong tin

ChUc ning b0 phan xU 1y thong tin
Phit tri€n hé thOng thong tin
HO tro ngudi st dung culi cling

Bao dudng, stra chira hé théng

Thao tac str dung HT
ChUc ndng sUr dung
St dung HT d€ tao thong tin

SUr dung thong tin d€ phuc vu hoat dOng

cUa minh x |
Nguyén Bich Lién



KS chung-2. TO chlc b0 phan xr 1y thong
tin

1. Qui moa loun

2. Qui moa nhol

Nguyén Bich Lién 13



KS chung2. -T6 chlc b6 phan xU 1y thong tin

it bphad £0!
ot 400 0 e

i
* *
it Ot AT O 000 T 13

Nguyén Bich Lién
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TO6 chlc bO phan xU 1y thong tin

Phu trach xUr 1y thong tin
Chief Information officer

l

Phat tri€n hé Hoat ddng HT/ ho Ki&m sodt HT
th&ng thong tin trg kY thuat
o - A Mang va e Thu
P?an Thi,e t L\ap truy€n 1§§nChI?IEF KS DL | | vién/quan
tich ke trinh thong ong 1y DL

Nguyén Bich Lién
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'KS chung- 3. Ki€ém soét phat tri€n HT
Muc ti1€u

Phét tri€n HT dat yéu cau cla ngUoi s dung
Phit tri€n trong thOi gian va chi phi phit hOp
Viéc phit trién dugc uy quyén, cho phép
Phat tri€én dua ké hoach chU dao dai han
Thu tuc
Lap k& hoach phit tri€n tUng du 4n cu thé
Lap d0i du 4n: bO phan s dung, ki€m toin nOi bO va
chuyén vién phit trién HT

Tuan thU qui trinh phdt tri€n dU 4n: phé chudn, thuc

hién...
Phé chuan

Dénh gid dinh ky viéc thuc hién HT
ThU nghiém trudc khi s dung
Xay dung hO sO hé thOng

Nguyén Bich Lién 16



KS chung- 3.Ki€m sodt phat trién HT
HO6 so hé thOng bao gbm:
1. HO sO phét tri€n hé thOng:
M0 ta hé thOng tOn tai truGc phat trién
M0 ta nOi dung qu4 trinh phan tich hé thOng
M5 ta nOi dung qu4 trinh thiét ké hé thOng
M5 ta nOi dung qu4 trinh thuc hién hé thOng
2. HO sO s dung hé thOng:
Hudng dan st dung hé thOng
Hudng dan hudn luyén
3. HO sO hoat dOng hé thOng (kY thuat)

M5 td cic yéu cau thi€t bi, chuong trinh va tap tin d{t liu can thiét
dé chay chuong trinh

M0 ta céc thU tuc chay chuong trinh; cdc sUa ch{ta n€u chuong trinh
bl ngung Nguyén Bich Lién 17



KS chung- 4. Kiém sodt thiét bi
Muc tiéu. Pam bdo an toan vé mat ky thuat va hién vat
Thu tuc

Han ché ti€p can hién vat: qui dinh, thi€t bj ki€m sdat
An tdoan kY thudt: thuOng dugc thiét ké trong thiét bi

An toan sU’ dung
Tao mdi trudng tOt noi dat thi€t bi: nhiét,dd dm, di€n ning

Tai liéu huéng dan st dung va xU 1y khi thi€t bi truc trac hu
hong

Céc thi€t bi luu trr ngoai phdi dugc ki€m tra an toan truGc s
dung ‘ ‘ ] ,

Cai dat cac phan mém ki€ém séat an tdan hé thOng va dr li€u

ThuOng xuyén ki€m tra phat hi€n kip thOi hu hdng, sai sét d€ thay
th€ sUra ch(ra thiét bi phu hop

Nguyén Bich Lién 18



KS chung- 5. Ki€m soit phan mém

Muc tiéu: KS dugc hoat ddng x(r 1y cla phan mém ddm bdo an toan cho
phan mém

Thu tuc

An toan hi€n vat thiét bj luu trt phan mém, noi luu tr(t an toan

An toan logic phan mém:
Ki€m séat ngin nglra: Xem ki€m séat truy cap
Ki€m séat phat hién ngin nglra:ThuOng xuyén dOi chi€u phan mém
gOc va phan mém dang s dung

Ki€m séat xUr Iy phan mém: cic yéu cau
Phan mém phdi tao dugc dau vét ki€m todn:
SUra chira dr li€u: khong cho sUra truc ti€p sau khi, 1uu tr{r chinh thirc,
chuyén s0, khéa sO, phai slra bang biit todn khéc.
Ghi nhan tu dOng viéc truy cap HT, sUta ch(ra, ...: ghi 1ai thOi gian,
phan hé truy cap, DI bi sUa...

SO liéu tOng hop phai tOng h(_Jg tU chi tiét
Nguyen Bich Lién 1Y



KS chung- 6. Kiém soat truy Cép

Muc tiéu. Ki€m sodt viéc truy cap hé thOng d€ an toan dir li€u, chuong
trinh xU' 1y

Thu tuc

Phan chia trdch nhiém, quyén s& hitu d{t li€u theo tUng cap hoat
dbng, theo chUc ning

Quadn tri hé thOng & s dung hé thOng
Uy quyén nghi€p vu & thuc hién nghiép vu
Uy quyén nghi€p vu & Nhap liéu nghiép vu
Ki€m séat chuyén d{ li€u & Nhap li€u nghi€p vu
Phan chia trach nhiém theo mUc ddod truy cap
Nhan dang ngu0i st dung: account user
SU dung mat ma truy cap

SUr dung tap tin phan quyén truy cap vag ghi nhaan
thoang tin truy d&aysn Bich Lién 20



Vi du Ki€m sodt truy capi

TARTINUYWQUYEN "File Permission" NEAK

[D ngdodsoutuing
1122
2033

Tea Heithoag
He dhoaq 1
He dhoag 3

PW heithoag

98912
GIADINH

Teataytin
Tahcal

Ban hal)

Haaq toa kho

—~—

PWtag tin
MO1326
\/omg 01 MU

TALSOAU TRUY CAR

Mou foiruy cag

Not, ca@ nhad
Not
Nhap iea

Nguyén Bich Lién
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KS chung- 7. Ki€ém soat luu trlr AU liéu

Muc tiéu. Pam bdo an toan luu tr( dU' li€u
Thu tuc
Phan 10ai d{t li€u theo mUc d0 yéu cau bdo vé

Lap thu tuc ghi du phong dr li€u: Pinh ky thoi gian;
phuong phdp ghi du phong 10ai dir li€u theo mUc d0 yéu
cau bdo vé

Tao nhan tap tin: nhan bén ngoai va nhan do mdy tao

Diéu kién mdi trudng dia di€m luu trl tap tin dU phong:

nhi€t d6, am, bui v.v

ThuOng xuyén ki€m tra dir liéu luu trl

Nguyén Bich Lién 22



KS chung- 7. Ki€m soat luu trr A liéu

Thu tuc ghi du phong dUr li€u
Ghi du phong day du tat cd cac d{r liéu

Ghi du phong day dU tat cd cdc chuong trinh
Ung dung

Ki€m tra n®i dung ghi du phong: chinh xic va
day du

Ghi du phong dinh ky: ki€u du phong tu dOng
hoac Oéng- cha- con

Luu tr(f ban ghi du phong G noi khdc

Nguyén Bich Lién 23



KS chung 8. Ki€m sodt truy€n thong

Muc tiéu. Pam bdo an
toan truy€n thong thong
tin.

Gian lan:
Chan duOng truyén
thOng
Déng gid ngudi nhan
tin

Nguyén Bich Lién

Thu tuc:

GOi kiém tra
ngUQOc lai1: Call
back modem

Ma hoa thong tin
ducgc gui hoac
truyén

Network Control
Log

24



KS chung- 9. K& hoach du phong

Muc tiéu. Dam bao HT hoi phuc nhanh khi thién tai, hod hoan,
pha hoai xay ra:

Thu tuc
Mua bao hi€m tai sdn cho hé thOng va trung tim d{t li€u
Lap KH du phong
Tao vi tri xU' 1y du phong; Vi tri luu tr&r DL du phong
Luu trf du phong thuOng xuyén

Xdc dinh c4c hé thOng Ung dung quan trong-U'u tién ki€m
soat va khoi phuc trudc

Phan chia trach nhiém thuc hién k€& hoach du phong va khoi
phuc trung tdm d{ li€u: Nhén su, qui trinh
Hudn luy€n nhan vién truOng cap khén cap

ThuOng xuyén cap nhat k€ hoach du phong
Nguyén Bich Lién 25



B. Ki€m so4t Ung dung

La hoat dOng ki€m so4t anh hu‘dn% toi tung u’ng
dung hay chuong trinh xUr Iy cu thé vOi muc tiéu
dam bao tinh day dU, hop 1€, chinh xdc cla x 1y
nghi€p vu
Bao gOm

Ki€m so4t nhap li€u

Ki€m soat xU 1y dir liéu

Ki€m soat két qua xUr ly

Nguyén Bich Lién
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KS Ung dung- 1. KS nhap
1. 1. Ki€m soat nguon dir liéu
1. 2. Ki€ém soat qua trinh nhap liéu
1.2.1. HOp 1€ (DataValidation):

1.2.2. Chinh xac
TOng sO ki€m sodt (Control Totals

1.2.3. Gia ting hi€u qua nhap li€u

Su U dUng gi4 tri mac dinh: ngay, sO TT, gid
cd, tén (da khai bdo san trong CSDL)

Tu dOng tao mi (n€u c6 thé)

Nguyén Bich Lién
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KS Ung dung- 1. KS nhap

1.1 Ki€m sodt d{t liéu ngubdn

KS chimg tur: Thir ty; Oy quyén, xét duyét; hgp ly cla dif
liéu; Panh dau da s dung;

Dung sO ki€m tra (Check Digit): SO ID dugc Uy quyén
Nhap li€u nhi€u lan d{t li€u quan trong (tOn kém)

D(rliéu dua vao hé thOng truc ti€p tU ngudn cla nd. Chlng tur
luan chuyén

SU dung th1et bl quét hay nhan dién d{ li€u tu dOng nhap
liéu truc ti€p : M4y tinh ti€n, POS Camera..

Nguyén Bich Lién 28



Vi DUI BAUNG KEA BAUN HAONG

SOA | NGAGY | NOAI | MAO | MAO SO NON \
HN HN DUNG | KH | HH |LOOING | GIAU | TIEAN
21 | 02/02/2008 01 A 100 |  1.000 100.000
22 | 01/02/2008 02 B 200 | 5.000 | 1.000.000
23 | 14/02/2008 01 A 300 | 3.000 900.000
18 | 28/01/2007 02 C 200 |  3.000 600.000
"hong4in P 31na0s 06 D 1000 3.000 | 3.000.000

¥ Mat hang A tObn dau ngay 01/02: 80 sO 1ugng, trong ngay 01va 02 khong nhap

v Khoéng c¢é mat hang D trong kho

Nguyén Bich Lién
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KS nhap- 2. D 1liéu hop 1&

Kiém tra trinh tu (Sequence Check)

Ki€m tra ki€u vung d{t li
Kiém tra ci thuc

éu (Field format Check)

Ki€m tra d0 dai vung d{r liéu

Ki€m tra gidi han (Limi

t Check)

Ki€m tra hOp 1y (reasonableness test)

Ki€m tra tinh day du (C

Ki€m séat nhap trung: ¢
d€ xdc dinh d{r liéu nha;

omleteness Check)

ung 2 cin cU trong mOt nghiép vu
r- ¢6 th€ thay th€ bang ciach HT tu

dOng xuat hién d{ 1iéu |

ién quan dé ngU0i nhap liéu xic

nhan Nguyén Bich Lién
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KS nhép- Ki€ém soét theo sO tOng

Ki€m sodt theo sO tOng 1a viéc dung mOt tOng sO nao d6 dé
ki€m sodt va tOng sO d6 goi 1a tOng sO ki€ém soit.
TOng sO ki€ém sodt 13 tOng sO clla mOt vung d{ 1iéu nio dé.
TOng sO ki€ém soat clla mOt 16 ching tU (16 nghiép vU) g0i
la t6ng 16 (batch total)
Céc loai tOng sO ki€m sodt

TOng vung gid tri hodc sO luong

T5ng Hash (Hash Totals)

PEém mau tin

Nguyén Bich Lién 31



Vi du tOng sO ki€ém sodt

BANG KEMOATWON BAN HA &G

SORN_|_SONTEN [KHAGH ARG

o 3 1 1,000,000 01

3 Ml _ 5 2 300,000 05
un g 6 3 2,000,000 02
14 6 3,300,000 g

TOng Hash TOng gia tr

Nguyén Bich Lién
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KS nhap- Nhap liéu truc tiép

D(r 1liéu dua vao hé thOng truc ti€p tU nguOn cla no.
SU dung cdc hinh thUc

0 Mauy tinh tiean, POS
Camera...

1S60 duing Raau ra culia
oung duing troéouc |ag Naau
vao culia 6ung duing sau
nou

Nguyén Bich Lién
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KS Ung dung 2. Ki€m soat xUr 1y

l. Ki€m soat sap x€ép theo trinh tu.

XU 1y theo 16 yéu cau cidc mau tin dugc sap x€p theo trinh
tu d€ cap nhat tap tin

2. Ki€m soit tung budc xt 1y (Run-to-run Control)
Trong xU 1y theo 10, tOng sO ki€m sodt dugc thuc hién qua
tUng budc goi va g0i n6 1a ki€m sodt tUng budc xUr 1y

3. Nhan biét tap tin mot cach hitu hinh
Dan nhan dia
Tao nhin dia bén trong d€ may c6 th€ doc duoc

4. Cac ki€m soat duoc 1ap trinh

Tao cic chuong trinh ki€m so4t tu dOng: TOng ndg, tOng ¢
khi Post d{r li€u; COng doc, ngang mOt bang DL v.v

Nguyén Bich Lién 34



Ki€m soat xU 1y
Vi du Ki€m soét theo tUng budc xU 1y

— . | |KtaDL | Sap x€p , Sap x€p | Cap nhat
Nhap lieu| | pop1é TT ngh.vu TT ngh.vu TT chinh
l l l l
B.caokhac B.caokhac B.caokhac B.caokhac
Baocao ——| Baocao —— | Baocao —— | Baocao r——
KS KS KS KS

TOng mau tin duoc xUr 1y: 87
TOng gid tri dugc xUr 1y: 15.000.000

Nguyén Bich Lién
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KS ung dung 3. KS ket qua xu
ly
MuUc ticu.
P3am bdo két qua xU 1y chinh x4c
P3am bdo nhan vién dugc uy quyén méi nhan va doc bio
cao
Thu tuc
Phan quyén truy cap k€t xuat thong tin

Nhém ki€m sodt DL ki€m tra bang mat tinh logic, hOp
1é cua DL
Cin c( dau vét kiém todn d€ ki€ém tra 1ai nguOn gbc
d(rliéu (VD xem doanh thu duQc ghi nhan tU nhitng
chUng tU nao)
Thi€t 1ap qui trinh (thdi gian va nhan suU) chuyén, nhan
bdo cao

Nguyén Bich Lién
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