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HUONG DAN CACH PHONG CHONG VIRUS

Ciach day vai nim , cdc virus may tinh ch( y€u 1y nhiém v&i muc dich 12 phé hoai
d(r 1iéu trén con PC cla ban chU y€u 14 phd céc file .exe hay .dll ... thi ngiy nay may
loai virus ddy hau nhu bi tuyét chUing ma thay vao d6 1a cdc con trojan hay malware 1ay
lan nhanh va hiéu qud hon nham muc dich dénh cap thong tin c4 nhan hay don gidn la
gay kho chiu cho ban trong viéc st dung windows .

Nhng loai virus nay ngay cang tinh vi hon trong c4ch ldy lan ma nhi€u ban chua
¢6 kinh nghiém dé& mac phai nhimg cdi bay don gidn ma vo cing hiéu qua cla
chung .

Ban s& h{tu 1 phdn mém di€t virus ma ban vo cling tin tudng , tU tin xong pha
trong th€ gidi internet bat chdp né c6 chla virus hay khong .Téi cho rang d6 la cich
hiéu tiéu cuc , khong phadi phan mém nio ciing hoan hdo , ¢6 thé bdo vé chiéc PC cla
ban 1 cich tuy€t dOi .T6i khong bao giO tin tudng va giao phé hoan toan sinh ménh cla
PC cho né , cich phong chOng tOt nhat 12 chinh & cdch ban si dung may tinh hi€u qua
nhu thé nao va ban am hi€u vé céc loai Virus tGi diu d€ ma Phong chOng . Nhan day
t6i s& hudng dan 1 s6 cich Phong ch6ng don gidn d€ han ché bét Virus xdm nhap
vao mdy tinh cUa Ban .

1. Dung tuong l0a ( Firewall ) : d€ chdn cic két nbi khéng mong muln tlr

Internet vGi mdy tinh cUa ban . Vi th€ , ban nén d€ mac dinh , tU chGi tat cd céc
k&t nOi bén ngoai , chi cho phép cdc dich vU ( service ) ma ban mubn st dung .

Phan mém tuOng 1(ra thi c6 rat nhi€u loai phdn mém nhung n€u ban hién tai
chua c¢6 phdn mém ndo thi ban cing c6 thé dung tudng Ifa mdc dinh cla
Microsoft Windows .

Pau tién d€ s dung dugc Phan mém tudng 10a clia Microsoft Windows thi ban
phdi bat dich vU nay 1én . Ban lam nhU sau :

Ban vao Start , Run , go services.msc . Sau d6 , Ban tim Dich vU nao ¢6 tén Ia
Windows Firewall/Internet Connection Sharing (ICS) . Ban phai chu0t vao Dich vu
d6 va chon Start d€ bat tuOng I1Ura nay Ién .

Néu Ban mubn thay dGi 1 s thong s& cla phan mém nay thi ban chi can phai
chudt vao bi€u tugng Card mang ( Hai hinh mdy tinh 106ng vao nhau & géc phdi
man hinh ) va chon Change Windows Firewall Settings .



2. S& dung chinh sich mét kh@u phuec tap : MOt mat khdu dugc danh gid 1a
phUc tap khi mat khdu d6 c6 cd chit, ca sb , cd ky tu dac biét va phai dai hon 7
Kity .

Va ban khong nén d€ mat khau trang , nén Set Password User clla Microsoft
Windows khi vlra nhan mdy tinh .

Thi khi d6 tin tdc ( hacker ) m&i khé c¢6 thé do ra mat khdu cla Ban .

DE& cai dat mat khdu cho mo6t User ban phai lam theo cic Budc sau :

Dau tién , ban phai tat ché dd Welcome Screen . Vi khi ban s dung G ché d6 nay
thi tin tac ciing da bi€t dugc 50% thong tin va thong tin d6 1a tén Account ma Ban
login vao mdy tinh cUa ban .

DE tat ché d6 Welcome Screen nay ban phai vao Start \ vao Settings \ Phai chudt
vao Control Panel va chon Open \ vao User Accounts ( nhU hinh bén dudi ) .

Ban nhdn ti€p vao Switch to Classic View d€ hi€n thi tat cd cdc chuong trinh bén
trong Control Panel .
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Vio ti€p User Accounts .

Ban nhdn vio ti€p Change the way users log on or off ( thay d6i cich logon vao may
tinh ) .



Tat ddu check & muc Use the Welcome screen ( Tat / m3 ché dd Welcome Screen )

Va chon Apply Options .

Cich 1: Cich d6i Password nay s€ khong lam dnh hudng dén d{f liéu ma hoa .

Ban nhan Ctrl+Alt+Delete . Sau d6 , Ban chon Change Password... ( D€ thay d6i
Password Logon vao mdy tinh ) .
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Ban nén Panh Password cii vio va Password m&i vao , rOi nhan OK . Sau khi nhan
OK 12 Ban di thay dGi Password xong .

Céch thay d6i Password nay 1a tuy€t d6i An toan d0i véi D li€u cUa Ban , vi né c6
xdc nhan lai Password cii cla Ban .

Cich 2 : Céch nay An toan khi Ban khong c6 ma héa dit li€u . N€u c6 ma héa dr
liéu thi Ban s€ bi mat d{f liéu ma ban da ma héa .

DPau tién , Ban muOn bi€t User ban dang Login 12 gi , ban chon vao Start , sau phan
Log Off 1a tén User ban dang Login .

Sau d6 , Ban phdi chult vao My Computer , sau d6 chon Manage , vao Local Users
and Groups . Chon ti€p vao Users . Phai chult vao User ma ban dang s& dung chon
Set Password. .. . Chon Proceed d€ dOng y cai Password cho User .

Ban dinh vao Password m&i , sau d6 nhan OK la ban di hoan tat viéc doi
Password cUa ban . Nhung t6i khuyén ban nén st dung céch 1 vi céch 1 an toan d{r
liéu cUla Ban hon .



3. Vo6 hiéu héa chtc ning AutoPlay cUa USB :

DE& tranh bi nhi€m virus khi ban cam USB vao may tinh .

Vi khi ban cdm USB vao mdy tinh thi chlc ning AutoPlay tu d&ng kich hoat , khi
chlc niing nay dugc kich hoat thi Virus t&r USB sé tu dOng vao mdy tinh cUa Ban .

Vi vay , ban phai 1am theo cdc budc sau d€ tat ch€ dd AutoPlay cUa tat ca cic 6
dia trong mdy tinh cla Ban .

Cé4c budc thuc hién nhu sau :

Budc 1 : Vao Start , Run , g5 : gpedit.msc va nhan Enter d€ vao chuong trinh
Group Policy .

Budc?2:

Ban nhén vao d€ m4 2 muc :

+ Computer Configuration \ vao ti€p Administrative Templates \ vao ti€p System .
+ User Configuration \ vao ti€p Administrative Templates \ vao ti€p System .

Ban chon Turn off Autoplay , chon Enable , chon All Drives va nhdn OK .

Sau khi ban nh@n OK , ban Restart 1ai may tinh d€ viéc chinh slta nay dugc dp
dung .

Céc budc 1am ban xem hinh bén dudi . Sau khi ban 1am xong buGc nay thi ban da
han ché phan nao Virus tU USB lay lan sang mdy tinh cUa Ban . Pay mdi chi 1a
budc dau d€ phong chOng Virus iy lan qua USB .
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P& hi€u 15 hon vé cich 1ay nhi€ém va cich Phong chGng ning cao , ban tham khao
cach dudi day :

Virus phit tdn qua 6 USB nhu thé nao?

CO ché thir nhét - Autorun ( tu chay )

Néu ban di tUng ddy mOt dia CD vao khay va ch® 1 chiit , 1 chuong trinh cai dat
hién 1én , moi th& bat dau . Né&u tinh ¥ ban sé thdy 1a ¢6 mbt co ché tu dbng
( Autorun ) dang sau d6 , va chdc chan it nhi€u di c6 mOt chuong trinh nao d6 dugc
thuc thi . Chuyé@n gi xdy ra n€u chuong trinh vlfa chay nay 1a mOt chuong trinh xau ,
ch(ta nhitng dong ma hi€m ddc nham hly hoai may tinh clia ban ? .

Ciing tuong tU nhu' 6 CD-ROM cUa ban , tat ca cic O dia khdc bao gdm dia clng ,
dia mé&m va USB Flash Drive , déu c6 th€ &n ch(fa kha ning Autorun ndy . Ciing khdng
th€ néi rang Autorun 1a mOt tinh ning xau , nhung day 1a mOt 16 hdng cho nhing ké
c0 hoi khai thic va ciing 12 cO ché 1ay lan cO ban cla hau hét c4c virus USB . Ban sé
phdi dé chUng n6 .

CO'ché thit hai - Fake Icon ( gid biéu tuong )

Virus mdy tinh do con ngUdi vi€t nén va né c6 tinh chat tu nhan ban , d€ hoat ddng
dugc doi hdi phai c6 moi trudng va nhitng di€u kién cu thé ( trong truOng hgp trén thi
c0 ché Autorun da thuc thi virus ) . Con truGng hop phG bi€n th(r hai , m6t “con” virus
(dudi dang mot file .exe) gid dang l1am mOt thu muc hay file quen thuc cla ban.
Virus ngUy trang bang cdch mang trong minh icon cUa folder/file y hét nhu icon thét,
diéu d6 1am ban dé nham 1an double click vao icon nay. Sau khi ban click, chang c¢é
thu muc hay file nao dugc md ra cd, tat ca nhiing gi ban lam la da thuc thi 1 file .exe -
vay 1a virus di dugc kich hoat, may cla ban bi nhiém virus!.
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Cach Phong Chong virus USB
Cdc dOng tdc co'ban

Trudc khi bat ddu v6i ddam virus USB, chiing ta nén ¢6 mot sO thao tic dén dau
truGc d€ sau d6 1am viéc dé dang hon :

Thay dGi mOt s thuQc tinh cO ban
Vao My Computer, chon menu Tool > Folder Options...

Trong cUra s& Folder Options chon tab View, cudn thanh cubn xudng 1 chiit va
cau hinh nhu sau:

Chon Show hidden files and folders d€ hién thi céc file &n (hidden file), bdi vi 1&
di nhién céc virus tU &n minh di.

BO chon Hide extensions for known file types d€ hi€n thi duoi (vd *.exe *.doc
*.txt...) cho tat ca céc file.

BO chon Hide protected operating system files d€ hi€n thi nhiing file hé thOng
quan trong. Ban sé thdy 12 muc nay dugc ghi chd 1a Recommended, tUc 1a
khuyén cdo nén d€ &n ch(r khong nén cho hién hét ra. Ciing diing thdi, vi sau
khi chon muc nay, ban sé thdy xudt hién nhi€u file va thu muc hé thdng 10
mO trén khdp cic 6 cUing cUa minh, n€u khdng may x6a phdi céc file nay thi rat
c6 th€ mdy cla ban s€ gdp rac rdi 16n. Tuy nhién cic virus cling tU ngUy trang
minh bang cdch khodc 1én minh chi€c “d0” 1am file hé thOng, d€ nhin thdy
chiing ban phai bd chon muc nay. Néu 6 USB c6 virus thi thuc hién nhu hinh 4
d€ x6a céc file nguy hi€m. Nh@: khong x6a bat ky file nao loai nay ma ban
chua chac chan 1a virus.

Cdch ch®ng virus USB ldy sang mdy tinh

Khéng cho virus tao file Autorun.inf , Autorun.ini trong 6 dia (cd 6 clng va 0
USB):

C6 thé c6 nhi€u cach chdng dugc loai virus nay. Tuy nhién, cich don gidn ma
khong can cong cU gi gitp 6 clng cUa ban han ché bj virus USB tan cdng va phat tin
12 tao mOt file Autorun.inf , Autorun.ini (khong cé ndi dung gi) trong thu' muc gOc cla
0 dia, khong phan quyén cho bat ky user nio c6 th€ thay dGi file d6 d€ virus khdng tao
duoc file Autorun ntfa. C4ch 1am nhU sau:

O clmg cla ban phdi dudc dinh dang theo NTES (N&u 1a FAT32 thi khong
phan quyén cho file dugc) .

MG Explorer r6i vao menu Tools \ Folder Options \ View, kéo xuOng dudi roi
bb chon muc Use simple file sharing --> OK .

Tao mot file Autorun.inf , Autorun.ini (khong c¢6 ndi dung), Click chudt phdi
chon Properties \ Security \ Advanced, tai bang Permissions hiy Remove hét tat
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cd cdc user c6 trong danh sich rOi chon OK --> Yes, tré vé muc Security sé&
thay danh sdch cdc user trOng rOng la dugc, sau dé chon OK.

Sau khi thao tac nhu trén, n€u khong xéa dugc file Autorun.inf , Autorun.ini I3 ban
da lam dung.

V@i nhitng gi da lam k&t hgp vdi viéce thuc hién "Cac budc truy xudt § dia an
toan" nhu hinh vé& & dudi thi ban khong lo bi nhi€m virus USB n{ra.

Cudi ciing 12 ban phai Restart 1ai may d€ budc 1 c¢6 hiéu luc, cich nay khong han
12 phong chOng dugc virus USB 100%, nhung ciing han ché t0i da dugc loai virus lay
qua G USB nay.

Ciach Convert O dia tUf FAT sang NTFS: Chon Start -> Run -> g6 1énh cmd -> OK.
Tai clra s6 1énh ban go 1énh d€ convert theo ci phdp: CONVERT volume
/FS:NTFS /V /X . Vi du mubn convert 6 F, ban g0 1énh nhU sau:

Convert f: /FS:NTFS /X /V
MOt sO luu v :

Da&u hiéu nhén bié€t kha ning 6 dia bi nhiém virus USB (kich chudt phai vio
bi€u tugng O dia) :

Hinh 1. Binh thudng  Hinh 2. Bj nhiém Hinh 3. Bi nhiém

Néu kich didp chudt vao bi€u tugng 0 dia thi: Hinh 1, 99% s& md ra thu’ muc
gOc. Hinh 2 va 3 (G di bi nhi€m virus USB), 100% sé kich hoat ndi dung cic
cu 1énh trong file Autorun.inf , Autorun.ini .

Cich truy c8p & dia nham khéng ché su kich hoat file Autorun.inf ,_
Autorun.ini

Vao My Computer, nh@n vao bi€u tugng Folders s€ thdy xudt hién List cdc
Folders bén trai, muGn m3 G dia nao chi cdn badm chudt vio bi€u tugng 6 dia d6. O
clra s6 phai s xudt hién cic file va thu muc trong 6 dia, lic nay ban c6 thé truy
cap vao cdc file va thu muc ma khong sQ kich hoat file Autorun.inf , Autorun.ini .

Céc budc truy xudt O dia an toan

Cdch chéng Fake Icon :

Mobi chuong trinh, mo6i loai file mang trén minh mOt bi€u tuong. Loi dung diéu
nay ma céc loai virus USB mao danh d€ hong 1Ura gat ngudi diing kich hoat ching.
Van dé 1a néu mOt chuong trinh virus mang icon cla mOt folder/file khac, that khé
phan biét va ngudi ding d& nham 1an double click thuc thi chudng trinh nay. Mdc
dinh, Windows gidu di phan dudi cla nhiing chuong trinh, file da bi€t. Vd: file
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STARTUP.exe dugc hién thi trong My Computer chi con 12 STARTUP. Né€u file
nay mang icon cla mOt thu muc, that khé phan biét. Chang han nhu & hinh dudi,
ban cl ngd STARTUP la mOt thu muc:

Phan biét co ché Fake Icon cUa virus
Nhung né€u ban cho hién hét dudi céc file ra (xem 1ai Cac dOng tic cO ban), thi
cac file nay “loi dud6i” ra ngay la file thutc thi.

Ban ciing c6 thé€ xem file § dang Details (chon menu Views > Details), lic nay
hdy chii y dén su khac biét gilta mOt thu muc (folder) va Ung dung (application):

v O cbt Type, Ung dung dugc goi 1a Application con tht muc 1a File Folder.
v O cbt Size, Ung dung c6 size con thu muc thi khong.

Cén Iuu ¥, cic virus con gid danh cic file thudng dung, nhu file text (.txt), file
word document (.doc), file dnh (.jpg) v.v.

Nhu vay, d€ ki€m tra xem USB Drive c¢6 nhi€m virus loai nay khong, ban c6
thé€ truy cdp vao USB, bat ché d6 hién hét cc dudi file va chii y d€n cic dudi .exe.
Hodc ciing c6 th€ view G ché d0 details va chi y d€n cdc Application. N€u gdp céc
virus loai nay? Hay x6a thang tay.

Bay gi0 ban th( dao qua mOt vong 6 cUng cla minh va mOt vai thu muc con
d€ ki€m tra xem may di bi nhi€m virus loai niy chua.

4 . User ban s& dung ban khong nén gan cho toan quyén :

C4c ban nén tao 1 User d€ sU dung thuGng xuyén trong cong vi€c va ha quyén
User d6 xuOng khong cho cai dat hay thay d6i gi c6 lién quan dén hé thOng .

Ban d€ du phong 1 User c6 toan quyén d€ khi nio can cai hay can thay d6i thi ban
st dung User nay .

Khi tin tdc hay Virus c6 xAm nhap vao mdy tinh cUa ban v&i User hién tai thi ciing
khong c6 quyén gi cd d€ c6 thé thuc thi doan ma dOc hay tin tdc c6 thé chi€m quyén
diéu khién clUa Ban dugc .

5. Tat chirc ning chia sé file : Néu can thiét phdi chia sé file thi ban nén sU
dung méat khdu d€ han ché truy cdp. Ngoai ra, ban ciing nén tat chlc ning truy
cap “m0 4m” vao cic folder chia sé. Chi cho phép nhiing ngudi nao biét tén truy
cap va mat khdu cla file chia sé.

6 . Tat hodc g& cic dich vu khéng cén thi€t : Theo mac dinh, nhi€u hé diéu
hanh tu ddng cai cdc dich vu phu trg vOn chang can thiét. Nhiing dich vu nay héa
ra 1ai 1a cdc “ngOn nguOn” giy ra nhitng vU tan cong nguy hi€m. Thé nén, ban nén
g0 b0 ching trudc khi gap han.

7 . ThuGng xuyén nang cap ban va an ninh, ddc biét véi nhiing may tinh s dung
céc dich vu cong cOng.
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8. Cau hinh cho mdy chU e-mail d€ ngin chdn hodc x6a nhiing e-mail c6 chira
nhiing file dinh k&m ddng ng0.

9 . Nhanh chéng “cé 1ap” nhitng mdy tinh da bi nhi€ém virus d€ tranh liy lan sang
cac may khéc.

10 . Luu y khong nén m& nhing file dinh kém khong ddng tin ca@y. Va, ciing khong
nén chay phan mém download tU Internet ma chUa qua qua trinh quét virus.

11 . Néu chlc ning Bluetooth cla laptop ma khong can thiét thi nén tat bo chiing.
Néu can sU dung thi nén cai dat & ché d0 An d€ khong bi cdc thi€t bi khac do
thdy. Ngoai ra, ngudi ding nén yéu cau xac thuc trudc khi két ndi Bluetooth v&i
mdy tinh.

12 .Khi ban chat Yahoo ban khéng nén to mo nhan vao nhiing Link khong rd ngudn
gbc

Day hinh vi du minh hQa 1 triOng hQp tin nhan offline bj virus gUi cho Ban .
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13 .Khi truy cap Internet : Khong nén vao cdc trang web khong lanh manh , cdc trang
web ¢6 chlra cdc cong cU crack phan mém rat dé bij virus .

14 .Ban khong nén nhén vao bat ky 1 Link cdnh bdo ¢ Virus nio mG bang
Internet Explorer , Link cdnh b&o nay s€ bdo 1a may ban da bi nhi€m Virus .

Lic nay Ban nén binh tinh , dUng nhan vao Link d6 ( Virus thuGng 1Ura ban nhan
vao Link nay d€ Download Tools diét Virus ) , sau khi ban nhan sau thi ban sé& bj
nhi€ém Virus luén .

DE cho chac chan , Ban nén diing chuong trinh quét Virus cla Minh dang st dung
d€ ki€m tra lai xem c¢6 nhi€m Virus hay khong nhé .

15 .Ban khong nén Load vé€ bat c 1 chuong trinh quét virus nao ma khong tin cay .
Khong nén quét Virus theo duOng quét Virus Online .

Céc chuong trinh Virus tin c@y nhu : Symantec , Kaspersky , Bkav , Bitdefender ,
Nod32 , Mcafee , Panda Antivirus , ...

N6i tém 1ai 12 khong nén cai bat ky chuong trinh nio ma khong bi€t ngubn gdc c6
tin c@y dugc hay khong . Khi cai vay sé rat dé bi nhi€m Virus .

Chiic cac Ban Phong chdng Virus mot cach hiéu qua .



