Mét mé hinh phong tha hiéu qua va chéc chan |a thiét 1ap nhiéu tuyen phong vé, nao la phong vé
bén ngoai voi twdng Itra cirng (tich hop trong router), twdng Ira mem (phan mém trong may
tinh), phan mém chdng virus, phan mém chéng spyware... roi phai cap nhat ban stra |6 nhirng 16
héng bao mat clia hé diéu hanh va cta nhitng phadn mém cai dat trén may tinh. Tuy nhién, nhleu
nguwdi dung gia dinh khdng da kha nang (tai chinh, kién thirc) dé thuwe hién diéu nay. Vay tuyén
phong vé nao la can thiét va phu hop?

1. Tuong Itra (firewall) kidm soat dir liéu ra vao may tinh cGa ban va canh bao nhirng hanh vi
dang ngo; la cong cu bao vé may tinh chong lai s xam nhap bat hop phap bang cach quan ly
toan bd cac cong cta may tinh khi két ndi véi méi trwdng bén ngoai (mang Lan, Internet...).
Tuwong Itra c6 san trong Windows XP chi giam sat dwgc dong di liéu vao may tinh chir khdng
kiém soat dwoc dong dir liéu ra khdi may tinh. Ngudi ding gia dinh thuwéng it cé kinh nghiém vé
bao mat va virus, twong Ira sé khong phat huy tac dung vi nguei ding khdng thé xt Iy cac canh
bao. Hon nira, viéc cai dat twong Itra sé lam cho may tinh hoat déng cham di.

2. Phan mém chéng virus. R&t nhiéu bai viét clia chiing t6i d& gioi thiéu voi ban doc nhirng phan
mém chong virus tét nhét, tr nhixng bo phan mém tat ca trong mot" dén nhirng phan mém doc
lap va mién phi. Chung déu c6 nhung diém manh yéu riéng nhung dang budn la khéng phan
mem nao co thé bao vé may tinh cta ban mét cach toan dién. Mot so ban doc khong cai dat
phan mém chong virus vi thay hé thong tr& nén cham chap. Ho chap nhan mao hiém (hoac
khong biét) nhirng rdi ro khi danh déi sy an toan ctia may tinh dé 14y toc do. Mét vai ban doc lai
cho rang may tinh sé& an toan hon, dwgc bao vé t6t hon néu cai dat nhleu phan mém chéng
virus. biéu nay ciing khong t6t vi s& xay ra tranh chép gitra cac phan mém khi ching tranh gianh
quyén kiém soat hé théng.

Ghi chu:

- Thwéng xuyén cap nhat danh sach nhan dang virus (virus definitions) sé giup phan mém lam
viéc hiéu qua hon.

- "Thd” s&n dia chi, noi c6 thé tai vé phan mém BKVA trong truong hop nhivng phan mém phong
chong virus clia nwéc ngoai khong phat hién dwoc virus c6 xuat x& tir Viét Nam.

3. Cap nhat ban sira 16i. L6 héng béo méat ciia phan mém la "diém yéu" virus i dung dé xam
nhap vao may tinh cta ban. That khdng may la nhirng diém yéu nay lai kha nhiéu va ngwoi dung
cting khdng quan tam dén viéc nay. Hay gilr cho hé diéu hanh, trinh duyét web va phan mém
chéng virus ludn dwoc cap nhat bang tinh nang tw dong cap nhat (auto update); néu tinh nang
nay khong hoat dong (do str dung ban quyén bat hop phap), hay cb gang tai vé tir website cla
nha san xuét bang cach thi cong. Ban sé tdng cudng tinh nang phong tha hiéu qua cho hé théng
va tranh tinh trang virus "tai nhiém" sau khi diét.

4. Trinh duyét an toan hon. Néu so sanh, ban d& dang nhan thay Internet Explorer Ia trinh duyét
web c6 nhiéu 16 héng bdo mat nhat du Microsoft lién tuc dwa ra nhivng ban stra 16i. S& dung
nhirng trinh duyét thay thé nhw Moxzilla Firefox, Opera... ho&c cai dat thém mét trong nhirng trinh
duyét nay dé tan dung nhi*rng wu diém ctia méi phdn mém va tang tinh bdo mat khi lwét web.

5. Suy nghi ky trwéc khi cai dat. Nhiéu ban doc thich tay may, tai vé va cai dat nhiéu phan mém
khac nhau dé thir nghiém. Diéu nay dan dén viéc ching ta khdng kiém soat dworc nhivng phan
mém sé& |am gi trén may tinh. Thuc té cho thay cai d&t qua nhiéu phan mém sé "bd sung" thém
nhirng 16 hdng bdo mat mai, tao diéu kién cho tin tic d& dang xam nhap vao may tinh ctia ban,
g6p phan lam db v& hé thdng phong thd ma ban day céng tao dwng.

6. St dung may tinh v&i quyén user. V&i Windows NT/2000/XP, viéc dang nhap va st dung may
tinh v&i tai khoan mac dinh thuéc nhém Administrators la mét hanh déng mao hiém vi virus sé



dwoc "thtra hwéng" quyén han cla tai khodn nay khi xam nhap vao hé thdng, may tinh ctia ban
c6 thé tré thanh zombie va tAn cdng may tinh khéac. Tai khoan thuéc nhém Users sé khong dwoc
phép thay dbi cac thiét 1ap lién quan dén hé théng, ban sé tranh dwoc nhiéu nguy co bi pha hoai
va nhirng phién toai, ca khi virus xam nhap vao may tinh.

S dung may tinh v&i quyén User sé khién nguoi dung gap nhiéu khé khan trong qua trinh cai
dat tng dung va thyec hién mot s6 tac vu lién quan dén hé théng nhung ching téi van khuyén
khich ban doc tw giéi han quyén st dung trén may tinh ctia minh. Tham khao thém théng tin
trong bai viét "S&r dung may tinh véi tai khoan thudéc nhém Users" (ID: A0504_139, A0505_139)
va thong tin bén trén sé gilp ban vwot qua nhirng kho khan nay. Hon nira, ban khong can cai
thém phan mém phong chéng spyware. Tai nguyén hé théng khéng bi chiém dung, may tinh hoat
ddéng nhanh hon.

7. Sao lwu hé théng. Ban c6 thé bé qua bwéc nay néu tin ring may tinh cGia minh ludn chay tét.
Hay thwc hién viéc sao lwu vao thoi didm may tinh hoat déng 6n dinh, da cai d&t nhirng phan
mém can thiét. Ban co thé dwa hé thdng tré lai trang thai da sao lwu chi véi vai thao tac don gian
khi can thiét. Dé tao tap tin &nh cla phan ving dia cirng, ban c6 thé sir dung mét trong nhirng
phan mém nhu Drive Image ctia PowerQuest, Norton Ghost ctia Symantec, DriveWorks clia V
Communications, Acronis True Image cla Acronis...

Viéc sao lwu sé& rat hiru ich véi nhirng ban doc thich tay ' may, th nghiém tinh néng phan mém,
thuo’ng xuyén truy cap vao nhirng website "den". Ban sé tiet kiém rat nhieu thoi gian thay vi phai
di xt ly nhirng sw cb do virus gay ra hoac phai cai lai HDH va nhivng phdn mém can thiét.

Lo két

Y thire ngum dung 1a yéu té quan trong nhat d& mé hinh phong tha co hiéu qua chir khdng phai
tlr viéc str dung nhirng phan meéem phong chong manh nhét, t6t nhat. Khéng phan mém nao du
kha nang ngan chan virus néu nguoi dung van "vo tw” truy cap vao nhirng nhirng website "den",
website cung cap serial, keygen (dung dé "bé khoa” phan mém). Trén thuc té, may tinh ca nhan
clia chiing téi chi cai dat phan mém phong chéng virus va st dung tai khoan thuéc nhém Users
(ca trong van phong) ma van dam bao an toan khi lwét web.
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