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I. Lab 2-1: Thiét 1ap méi trudgng dinh tuyén IGP cua Service Provider.

1. Pham vi hoat dong ctua d6i tugng:

- Trong pham vi hoat dong cua bai lab nay, ban sé dung nhitng nhiém vu va nhiing cdu
|énh can thiét dé€ trién khai IGP Service Provider va méi trudng dinh tuyén. Sau khi hoan
thanh bai lab nay, ban sé cé kha nang thuc hién dudc nhitng cong viéc sau:

- Kiém tra sd d6 dia chi IP, Data-link connection Identifier (DLCI), va trang thai cia cac
Interface cua Service Provider.

- Enable IGP Service Provider va cdu hinh dang dia chi IP.

2. Quy udc tén router:

- P (Provider): Px1 va Px2 la cac router Core thuéc mang cta nha cung cap dich vu.

- PE (Provider Edge): PEx1 va PEx2 la cac router bién két ndi tir nha cung cép dich vu dén
mang cua khach hang.

- CE (Customer Edge): CEx1A va CEx2A, va CEx1B va CEx2B la cac router ciia khach hang.

3. So do6 dia chi IP cua MPLS Lab:

10.1.x1.16/28 10.2.x1.16/28 10.1.x2.16/28 102.x2.16/28

Loopback &

Loopback 0 L
fs——a 10.2.x1.49/32

Loopback 0 Loopback 0
10.1.x1.49032

Bl 102.x1.4932 | 10.1x2.49132 @

Loapback 0 Loopback 0
192,168.x.17/32 Workgroup 2 A 192.168.x.33/32

Workgroup 1

192.168. x.48/28 192.168 .x.64/28
2

182.188.x.112/28

Loopback 0

Loopback 0
192.168.x.81/32 CDI'E 192.168.x.97/32

- Dia chi IP cua céac router da dudc thuc thi bang cach sl dung bang dia chi IP & dudi. Chu

y x chinh 1a chi s6 cia mdi mét pod.

- Bang chi tié€t dia chi IP cla cac Router:

Parameter Value
CEx1A (S0/0.101) 150.x.x1.17/28
Cex1A (loopback0) 10.1.x1.49/32
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Cex1A (E0/0)

10.1.x1.17/28

Cex2A (S0/0.101)

150.x.x2.17/28

Cex2A (loopback0)

10.1.x2.49/32

Cex2A (E0/0)

10.1.x2.17/28

Cex1B (S0/0.102)

150.x.x1.33/28

Cex1B (loopback0)

10.2.x1.49/32

Cex1B (E0/0)

10.2.x1.17/28

Cex2B (S0/0.102)

150.x.x2.33/28

Cex2b (loopback0)

10.2.x2.49/32

Cex2B (E0/0)

10.2.x2.17/28

Pex1 (S0/0.101)

150.x.x1.18/28

Pex1 (S0/0.102)

150.x.x1.34/28

Pex1 (loopback0)

192.168.x.17/32

Pex1 (S0/0.111)

192.168.x.49/28

Pex2 (S0/0.101)

150.x.x2.18/28

Pex2 (S0/0.102)

150.x.x2.34/28

Pex2 (loopback0)

192.168.x.33/32

Pex2 (50/0.111)

192.168.x.65/28

Px1 (S0/0.111)

192.168.x.50/28

Px1 (S0/0.112)

192.168.x.113/28

Px2 (S0/0.111)

192.168.x.66/28

Px2 (S0/0.112)

192.168.x.114/28

4. Tai liéu can thiét:

- Tai liéu can thiét d&€ hoan thanh bai lab nay la: Cisco I0S documentation

5. Danh sach cau lénh:

- Bang nay sé mo ta nhirng cau lénh dudc s dung trong bai lab nay:

Command

M6 ta

Network network-number [network-

mask]

No network

network-number

D& dinh nghia mot danh sach cta nhitng mang
cho tién trinh x(r ly clia EIGRP routing, si dung

cau Iénh network cho viéc cdu hinh router. P&
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[network-mask]

x0a bd moOt mang nao d6, dung tU khda no

trudc cau 1énh network.

Router eigrp as-number

No router eigrp as-number

Pé cdu hinh giao thdc dinh tuyén EIGRP, si
dung cadu lénh router eigrp 3 ché dé global
configuration. P& shutdown EIGRP hoat déng
trén router, st dung t&r khoa no trudc cau I1énh

nay.

Interface serial [slot/port]

subinterface point-to-point

Dé dinh nghia mot subinterface logical Point-

to-Point cho mét interface vat ly.

Encapsulation frame-relay

Enable giao thi’c Frame Relay trong ché d6 cau

hinh interface.

Frame-relay interface-dici d/ci

Chi ra gia tri DLCI sé lién két véi két nGi point-

to-point cua né.

Show frame-relay pvc

Dé hién thi cac thdng tin va trang thai vé cac

PVC cla cac Interface da cau hinh Frame Relay

Show interface serial [s/ot/port]

Dé hién thi théng tin v& mét serial interface, su
dung cau lénh show interfaces serial ¢ ché
do Privileged EXEC. Néu s dung Frame Relay
Encapsution, thi khi dung cédu I|énh show
interface serial ¢ ché d6 EXEC sé hién thj
nhitng thong tin vé multicast DLCI, nhiing
DLCI s dung trén interface, va DLCI dugc s

dung cho Local Management Interface (LMI).

Show ip protocols

Dé hién thi cac tham sb va trang thai hién tai
cla giao thic dinh tuyén da cau hinh trén

router.

Show ip route

Dé hién thi trang thai hién tai cia bang dinh

tuyén.

5. Task 1: Cau hinh cac dia chi IP clia cac interface Service Provider.

- Nhiém vu cla ban 1a cdu hinh dia chi Layer 2 va Layer 3, d&€ dam bao réng ciu hinh ding

cac interface can thiét.

a. Cac budc can lam:

- Hoan thanh nhitng budc sau sé la cong viéc chuén bi cho so d6 két néi MPLS logical va so

dd dia chi IP. Workgroup 1 va 2 cua mdi mét pod s& cdu hinh cac router ndm trong nhing

group nay:

- Step 1: C3u hinh dia chi IP va gia tri DLCI tudng (‘ng cho mdi mét Interface trén router

cua Service Provider P, subinterface, va loopback.

- Step 2: C3u hinh dia chi IP va gia tri DLCI tudng (‘ng cho mdi mét Interface trén router

PE, subinterface va loopback.
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- Step 3: C3u hinh dia chi IP va gia tri DLCI tudng (‘ng cho mdi mét Interface trén router
CE, subinterface va loopback
- Step 4: Thuc hién nhiing thu tuc dé kiém tra.

b. Kiém tra.
Ban sé hoan thanh cong viéc nay khi ban thu dugc nhitng két qua sau:
- Ping dén céac dia chi IP clia cac router dé kiém tra su hoat dong clia mdi mot link

- Ping dia chi IP cula interface loopback clia mét router remote.

6. Task 2: Cau hinh Service Provider IGP.
- Cong viéc ti€ép theo ban sé phai thiét 1ap moi trudng dinh tuyén IGP cla Service Provider.

Cong viéc nay sé bao gom viéc enable giao thirc dinh tuyén EIGRP trén router

6.a: Cac budc can hoan thanh: Hoan thanh nhitng budc sau cho workgroup 1 va 2 cho mdi
pod:

- Step 1: Trén mdi router CE, enable giao thic dinh tuyén Rip version 2 (RIPv2). Disable
tinh nang auto-summary cua giao thc dinh tuyén nay di.

- Step 2: Trén moi router P va PE, enable giao thic dinh tuyén EIGRP, sif dung AS number
= 1, va chéc chdn rang cdc mang cua Service provider d& dugc cdu hinh va dugc quang ba
bdi giao thuc dinh tuyén EIGRP. Disable tinh nang auto-summary cua giao thic dinh tuyén
nay.

- Step 3: Chéc chan rang cac workgroup khac cling hoan thanh nhitng céng viéc nhu trén.
- Step 4: Tién hanh kiém tra.

6.b: Kiém tra:

Ban s& hoan thanh céng viéc kiém tra khi ban thu dugc nhitng két qua sau:

- Trén mdi router P va PE, ban s& kiém tra giao thirc EIGRP d& hoat ddng chua

- Trén mdi router P va PE, ban sé& kiém tra EIGRP d& dudc enable trén tat ca cac interface
serial cla router chua.

- Trén mdi P va PE rouer, ban kiém tra interface loopback cla t&t cd cac router P va PE da
dudc hién thi trong bang dinh tuyén.

- Trén moi router P va PE, ban kiém tra mang 192.168.x.0 cua tat cd cac router P va PE d3
dudgc hién thi trong bang dinh tuyén chua.

- Trén mdi router PE, ban kiém tra mang 150.x.0.0 clia tat cad cac router P va PE d& dugc

hién thi trong bang dinh tuyén chua.

I1. Lab 2-1 Answer Key: Thiét lap moi truong dinh tuyén IGP cua Service Provider
1. Task 2: C4u hinh Service Provider IGP
- C4u hinh nhiing budc sau trén router Pex1:

Pex1(config)# router eigrp 1
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Pex1(config-router)# network 150.x.0.0 (tuy chon)
Pex1(config-router)# network 192.168.x.0

Pex1(config-router)# no auto-summary

- C4u hinh nhiing budc sau trén router Pex2:
Pex2(config)# router eigrp 1
Pex2(config-router)# network 150.x.0.0 (tuy chon)
Pex2(config-router)# network 192.168.x.0

Pex2(config-router)# no auto-summary

- C4u hinh nhiing budc sau trén router Px1 :
Px1(config)# router eigrp 1
Px1(config-router)# network 192.168.x.0

Px1(config-router)# no auto-summary

- C4u hinh nhiing budc sau trén router Px2:
Px2(config)# router eigrp 1
Px2(config-router)# network 192.168.x.0

Px2(config-router)# no auto-summary

- C4u hinh nhitng budc sau trén tat ca cac router CE:
Cex**(config)# router rip
Cex**(config-router)# network 10.0.0.0
Cex**(config-router)# network 150.x.0.0 (tuy chon)

Cex**(config-router)# no auto-summary

III. Thiét 1ap moi trudng mang 16i MPLS

1. Pham vi hoat dong cua bai lab:

Trong bai lab ndy, ban sé& si* dung cdc nhiém vu va cac ciu |énh can thiét dé trién khai
MPLS trén cic san phadm Cisco I0S. Sau khi hoan thanh bai lab nay, ban s& cé thé 13m dudc
nhitng ndi dung sau:

- Enable LDP trén cac router PE va P

- Disable su’ quang ba cia MPLS TTL

- Cau hinh cac diéu kién quang ba nhan (label)

2. Sg d6 vat ly cta bai lab
- Khi trién khai bai lab cac ban ¢ thé dung sd d6 lab cla hinh dudi day.
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3. Tai liéu can thiét:

- D& hoan thanh bai lab ndy céc ban can tham khao: Cisco I0S documentation.

4. Danh sach nhitng cau Iénh cén thiét cua bai lab nay

MPLS command

Cau lénh

M6 ta

Access-list access-list-number {
permit | deny } { type-code wild-
mask | address mask }

No Access-list access-list-number {
permit | deny } { type-code wild-

mask | address mask }

PEé ciu hinh danh sach nhiing diéu kién cho
muc dich loc cac goi tin, khi ma cac gdi tin
tuong Ung véi mot diéu kién nao dé. P& xda bo
access-list da tao, dung tir khoa no & trudc cau

[énh.

Ip cef Dé enable CEF trén RP card, st dung cdu lénh
ip cef 6 ché dd global configuration. D& disable
CEF, sr dung tUr khoa no trudc cau Iénh nay.
Mpls ip DE enable MPLS chuyén tiép cac géi tin Ipv4.
No mpls ip

Mpls ip propagate-ttl
No

forwarded | local ]

mpls ip propagate-ttl [

Dé diéu khién trudng TTL trong header MPLS
khi nhan [an dau tién dugc gan vao mot goi tin
IP, sir dung céu |énh mpls ip propagate-ttl &
ché& dd global configuration. D& sir dung ¢d dinh
gid tri TTL = 255 cho nhéan dau tién cua géi tin

IP, thi dung tU khoéa no trudc cau Iénh nay.

Mpls label protocol {ldp | tdp |

Dé chi ra giao thi'c phadn ph&i nhan dugc su
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both } dung trén ché do interface, s dung cau lénh
No mpls label protocol mpls label protocol & ché d6 interface
configuration. Dung tU khéa no trudc cédu Iénh

nay dé disable tinh ndng dé.

Show mpls interface [interface] | D& hién thi thdong tin vé moét hodc nhiéu
[detail] interface da dugc cdu hinh chuy&n mach nhan,
st dung cau Iénh show mpls interfaces G ché
do privileged EXEC.

Show mpls Idp discovery Dé hién thj trang thai clda tién trinh x{ ly LDP
discovery, s dung cau lénh show mpls Idp
discovery & ché d6 privileged EXEC. Cau |énh
nay sé dua ra mot danh sach cua cac interface

dang chay LDP discovery.

Show mpls Idp neighbor [address | | D€ hién thi trang thai cia céc phién lam viéc
interface] [detail] cia LDP, dung cau Iénh show mpls Idp

neighbor & ché d6 privileged EXEC.

Mpls Idp advertise-labels [for | D& diéu khién viéc phan phdi nhan bgi LDP, sur
prefix-access-list [ to peer- access-list | dung cau Iénh mpls Idp advertise-labels &
11 ché& do global configuration.

no mpls Idp advertise-labels [for

prefix-access-list [ to peer- access-list

1]

5. Task 1: Enable LDP trén cac router PE va P
- Cong viéc ti€p theo la thiét |1ap MPLS v&i moéi trudng dinh tuyén cla Service Provider.

Cong viéc nay s€ bao gobm enable CEF va MPLS.

5a. Cac budc can lam:
Can hoan thanh nhirng budc sau:
- Step 1: Trén Router PE cla ban, nhitng cong viéc sau sé can lam:
+ Enable CEF.
+ Enable LDP trén subinterface dang két néi truc ti€p dén router P cua ban.
- Step 2: Trén router P cua ban, nhitng cong viéc sau sé can thuc thi:
+ Enable CEF.
+ Enable LDP trén subinterface dang két néi truc ti€p dén router PE cla ban.
+ Enable LDP trén subinterface dang két néi truc ti€p dén router P cla cac
workgroup khac.

- Step 3: Kiém tra nhitng workgroup khac xem da hoan thanh nhitng cdu hinh d6 chua.
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5b. Kiém tra:

Ban c6 thé hoan thanh céng viéc nay khi ban danh dugc nhitng két qua sau:

- Trén mdi router cta ban, ban kiém tra nhitng interface da c&u hinh LDP chua
Example:

P11# show mpls interface

- Trén mdi router cua ban, ban kiém tra trang thai clia interface xem d& up chua va da thiét
l&p méi quan hé LDP neighbor chua.
Example:

Px1# show mpls Idp discovery

- Trén mdi router cla ban, kiém tra LDP d& dugc chi dinh mot nh&n cho mdi prefix trong
bang dinh tuyén cla né chua
Example:

Pex1# show ip route

Px1# show mpls Idp bindings

- Trén moi router cla ban, kiém tra LDP d& nhdn md nhan cla nhiftng mang con va cac
interface loopback cla router core chua.
Example:

Px1# show mpls Idp bindings
- Thi hanh traceroute tir router PE ctia ban dén dia chi ip cla interface loopback cua router
PE clia workgroup khdc va kiém tra két qua hién thi vdi nhitng nhén cé lién quan.
Example:

Pex1# traceroute 192.168.x.33

6. Task 2: Disable TTL Propagation
- Trong phan nay, ban sé& disable MPLS TTL propagation va kiém tra két qua. Workgroup 1

s€ cau hinh Pex1 va Px1. Workgroup 2 sé cau hinh Pex2 va Px2.

6a. Nhirng budc can thiét d&€ hoan thanh nhiém vu nay:

- Step1: Trén router PE cla ban, disable MPLS TTL propagation.

- Step2: Trén router P cla ban, disable MPLS TTL propagation.

- Step3: Kiém tra cac workgroup khac da hoan thanh nhitng budc trén chua.

6b. Kiém tra:

Ban sé hoan thanh cong viéc nay khi ban thu dugc nhitng két qua sau:
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- Ban sé thuc thi Iénh traceroute tU router PE dén dia chi ip cua interface loopback cula
router PE ndm trén workgroup khac va so sanh két qua nay vdi két qua thu dudgc trong lan
trudc:
Example:

Pex1# traceroute 192.168.x.33

7. Task 3: Cau hinh cac diéu kién phan phdi nhan.
- Trong phan nay, ban s& sir dung nhitng diéu kién quang ba nhan dé€ han ché viéc phan
phGi nhan co lién quan dén cac Interface nam trén router Core

- Workgroup 1 sé cau hinh Pex1 va Px1. Workgroup 2 sé€ cdu hinh Pex2 va Px2.

7a. Nhitng budc can lam:
- Step1: Trén router PE, hién thi LSPs da dudc xay dung.
Example:

Pex1# show mpls for

- Step 2: Cha y mo6t LSP da dudc xay dung cho interface Wan dang két n6i dén router PE
va router P khac. LSP nay sé khong bao gid s dung bdi vi luu lugng sé khong dudc xac
dinh binh thudng tai diém nay.

- Step3: Trén cac router PE va P, cdu hinh cac diéu kién phan phdi nhdn dé& cho phép duy
nhat phéan phdi cac nhan cé lién quan dén dia chi IP loopback va cac interface cua Core
cung cap viéc ho trg truc tiép dén khach hang.

- Step 4: Kiém tra cac workgroup khac da hoan thanh chua.

7b. Kiém tra.
- Ban sé hoan thanh muc nay khi ban thu dugc nhirng két qua sau:
- Trén router PE, ban s& hién thi LSPs da dudc xay dung
Example:
PE11# show mpls f

- Trén router P, ban s& dung ciu Iénh sau dé€ hién thi LDP bindings
Example:
P11# show mpls Idp bind

8. Task 4: Xda bd cac diéu kién phan phdi nhan.

Trong phan nay, ban sé xéa bo nhitng diéu kién quang ba nhan vi vay sé khéng han ché
viéc phan ph6i nhan cé lién quan dén cac Interface Wan trong Core.

- Workgroup 1 sé cdu hinh cac router Pexl va Px1. Workgroup 2 sé cau hinh cac router

Pex2 va Px2.
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8a. Nhirng thu tuc can lam:
- Step 1: Xo6a bo cac diéu kién phan phdi nhan.

- Step 2: Kiém tra cac workgroup khac.

8b. Kiém tra.

Ban s& hoan thanh viéc kiém khi thu dugc nhitng két qua sau:
- Trén router PE, ban s& hién thi LSP dang xay dung.
Example:

Pex1# show mpls for

IV. Lab 3-1 Answer key: Thiét lap moi truéng MPLS Core.

1. Task 1: Enable LDP trén céac router PE va P

- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# ip cef
Pex1(config)# interface serial 0/0.111
Pex1(config-subif)# mpls label protocol Idp
Pex1(config-subif)# mpls ip

- C4u hinh nhiing budc sau trén router Pex2 :
Pex2(config)# ip cef
Pex2(config)# interface serial 0/0.111
Pex2(config-subif)# mpls label protocol Idp
Pex2(config-subif)# mpls ip

- C4u hinh nhiing budc sau trén router Px1 :
Px1(config)# ip cef
Px1(config)# interface serial 0/0.111
Px1(config-subif)# mpls label protocol Idp
Px1(config-subif)# mpls ip
Px1(config)# interface serial0/0.112
Px1(config-subif)# mpls label protocol Idp
Px1(config-subif)# mpls ip

- C4u hinh nhiing budc sau trén router Px2 :
Px2(config)# ip cef
Px2(config)# interface serial 0/0.111
Px2(config-subif)# mpls label protocol Idp
Px2(config-subif)# mpls ip
Px2(config)# interface serial0/0.112
Px2(config-subif)# mpls label protocol Idp
Px2(config-subif)# mpls ip

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1.

http://www.vnexperts.net

12


http://www.vnexperts.net

2. Task 2 : Disable TTL Propagation
- Cau hinh cac budc sau trén router Pex1 va Pex2 :

Pex*(config)# no tag-switching ip propagate-ttl

- C4u hinh nhiing budc sau trén router Px1 va Px2:

Px*(config)# no tag-switching ip propagate-ttl

3. Task3: Cau hinh cac diéu kién phan ph6i nhan

- Cau hinh cac budc sau trén router Pex1:
Pex1(config)# no tag-switching advertise-tags
Pex1(config)# tag-switching advertise-tags for 90
Pex1(config)# access-list 90 permit 150.x.0.0 0.0.255.255
Pex1(config)# access-list 90 permit 192.168.x.16 0.0.0.15
Pex1(config)# access-list 90 permit 192.168.x.32 0.0.0.15
Pex1(config)# access-list 90 permit 192.168.x.80 0.0.0.15
Pex1(config)# access-list 90 permit 192.168.x.96 0.0.0.15

- C4u hinh nhiing budc sau trén router Pex2:

Pex1(config)# no tag-switching advertise-tags
Pex1(config)# tag-switching advertise-tags for 90
Pex1(config)# access-list 90 permit 150.x.0.0 0.0.255.255
Pex1(config)# access-list 90 permit 192.168.x.16 0.0.0.15
Pex1(config)# access-list 90 permit 192.168.x.32 0.0.0.15
Pex1(config)# access-list 90 permit 192.168.x.80 0.0.0.15
Pex1(config)# access-list 90 permit 192.168.x.96 0.0.0.15

- C4u hinh nhiing budc sau trén router Px1:
Px1(config)# no tag-switching advertise-tags
Px1(config)# tag-switching advertise-tags for 90
Px1(config)# access-list 90 permit 150.x.0.0.0 0.0.255.255
Px1(config)# access-list 90 permit 192.168.x.16 0.0.0.15
Px1(config)# access-list 90 permit 192.168.x.32 0.0.0.15
Px1(config)# access-list 90 permit 192.168.x.80 0.0.0.15
Px1(config)# access-list 90 permit 192.168.x.96 0.0.0.15

- Cau hinh cac budc sau trén router Px2:
Px2(config)# no tag-switching advertise-tags
Px2(config)# tag-switching advertise-tags for 90
Px2(config)# access-list 90 permit 150.x.0.0.0 0.0.255.255
Px2(config)# access-list 90 permit 192.168.x.16 0.0.0.15
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Px2(config)# access-list 90 permit 192.168.x.32 0.0.0.15
Px2(config)# access-list 90 permit 192.168.x.80 0.0.0.15
Px2(config)# access-list 90 permit 192.168.x.96 0.0.0.15

4. Task4 : Xba bd cac diéu kién phan phdi nhan.

- C4u hinh nhiing budc sau trén router Pex1 va router Pex2:
Pex*(config)# tag-switching advertise-tags

- C4u hinh nhitng budc sau trén router Px1 va Px2:

Px*(config)# tag-switching advertise-tags

V. Lab 5-1: Cau hinh MPLS VPN.
1. Pham vi va cac déi tudgng cla bai lab:
- Cong ty cua ban dang lam viéc v8i mot Service Provider. Pod clia ban cé nhiém vu tao hai
dudng VPN dé hd trg cho hai khach hang mdéi (Khach hang A va Khach hang B).
- Trong bai lab nay, ban sé phai tao két n6i VPN cho khach hang cla ban. Sau khi hoan
thanh, ban sé c6 kha nang hoan thanh nhitng cong viéc sau:

+ C&u hinh MP-BGP dé thiét 1ap dinh tuyén giita cac router PE trong workgroup cua
ban.

+ C&u hinh bang VRF can thiét dé hd trg khach hang cua ban va thiét 1ap giao thic
dinh tuyén RIP cho khach hang cta ban s dung VPN.

2. Sa d6 logical cta bai lab:

Hinh 1:
10.1.x1.16/28 10.2.x1.16/28 10.1.x2.16/28 10.2.x2.16/28
. . A
Loopback 0 o Loopback 0 Loopback 0 -~ . Loopback 0
10.1.x1.49/32 (B~ 102x1.4932 | 10.1.x2.49132 5= 10.2.x1.49/32
150.x.x1.16/28 150.x.%.32/28 150.x.x2.16/28 150.x.x2.3228
Loopback 0 Lnogb«:k 1]
Workgroup 1 182.168.x.17/32 Workgroup 2 192.168.x.3332
| |
192.168.x.48/28 192168 x.64/28
2 .2
192.168.x.112/28
0 0
192.168.x 8132 Core 192 168.x 9732
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Hinh 2:

Customer IGP

3. Tai liéu can thiét:

- D& hoan thanh bai lab nay cac ban s& can dung dén tai liéu: Cisco I0S documentation.

4. Danh sach cau Iénh can thiét cho bai lab:

Cau lénh

M6 ta

Address-family ipv4 vrf vrf-name

Chon mot VRF instance cua giao thiic dinh

tuyén

Address-family vpnv4

Chon tham sé cau hinh cta dia chi VPNv4

Ip vrf forwarding vif-name

Gan mot Interface cho VRF

Ip vrf vrf-name

Tao moét bang VRF

Neighbor ip-address active

Active mdt route trao d6i véi cac dia chi

family bén dudi cau hinh cta neighbor

Neighbor ip-address

reflector-client

route-

D& ciu hinh router nhu mdt BGP-speaking
neighbor hodc perr group, s dung cau lénh
neighbor next-hop-self 3 ché do router
configuration. P& disable tinh ndng nay, si

dung tU khda no trudc cau Iénh nay.

Neighbor remote-as

Pé thém mot danh muc cho bang BGP hodc
MP-BGP neighbor,

neighbor remote-as ¢ ché dé router

s dung cdu Iénh

configuration. D& xda bd danh muc nay khoi
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bang, s dung tir khdéa no & trudc cau lénh

nay.

Neighbor send-community DE chi ra cac thudc tinh cua cdc community
sé dudc gui dén mot BGP neighbor, st dung
cau lénh neighbor send-community & ché
dd router configuration. P& xda boé danh muc

nay, s dung tir khdéa no trudc cau lénh nay.

Neighbor update-source Pé c6 dugc Cisco I0S software cho phép céac
phién cua IBGP s dung moi Interface cho
viéc két n6i TCP, s dung cau Iénh neighbor
update-source o] ché do router
configuration. D& phuc hdi lai nhitng gi da
gan cho Interface tr@ vé nhirng tham sé da

gan gan nhat, st dung tur khoa no trudc cau

Iénh nay.
Ping vrf vrf-name host Ping mot host thong qua VRF
Rd value Gan mot RD cho mot VRF

Redistribute bgp as-number metric | Quang ba cac route ciia BGP vao trong RIP

transparent

Router bgp as-number Chon giao thirc dinh tuyén BGP dé ciu hinh

Route-target import | export value | Gan mot RT cho mét VRF

Show ip bgp neighbor Hién thi nhitng théng tin cua cdc BGP
neighbor

Show ip bgp vpnv4 vrf vrf-name Hién thi cac route VPN Ipv4 lién két véi VRF

Show ip route vrf vif-name Hién thi bang dinh tuyén cua mét VRF da chi
ra.

Show ip vrf detail Hién thi chi ti€t nhitng thdng tin cua VRF

telnet host /vrf vif-name Tao mot két noi telnet d€n mot router CE

5. Task 1 : Cdu hinh Multiprotocol BGP
- Trong phan nay, ban sé cdu hinh MP-BGP gilta cac router PE trong mot workgroup.
-“Workgroup 1 sé cdu hinh MP-BGP trén router Pex1, va workgroup 2 sé cdu hinh clng

nhiém vu doé trén router Pex2.

5a. Cac budc can thiét :
- Step1 : Active giao thic dinh tuyén BGP trén router clia ban va gan chi s6 AS la 65001.

Disable tinh nang auto-summary.

- Step2 : Active cac phién lam viéc cia VPNv4 BGP giita cac router PE. Disable tinh nang

auto-summary.
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- Step 3: Kiém tra trén cadc workgoup khéc.

5b. Kiém tra

Ban sé hoan thanh phan nay khi ban thu dugc nhitng két qua sau:

- Ban sé hién thi cac théng tin cua BGP neighbor va chic chdn réng cac phién lam viéc cla
BGP da dudc thiét 1ap gilra hai router PE.

Example:

Pex1# show ip bgp sum

Pex2# show ip bgp sum

Pex1# show bgp neighbor

6. Task2: Cau hinh bang Virtual Routing and Forwading (VRF).

Trong phan nay cua bai lab, ban sé phai thiét 1dp cac két nGi VPN cho khach hang A va
khach hang B. Workgroup 1 sé thiét 1ap mot két ndi VPN gilta router Cex1A va Cex2A, va
workgroup2 sé& thiét 1ap mot két ndi VPN gilfa router Cex1B va router Cex2B. Mdi
workgroup sé chiu trach nhiém cho viéc cdu hinh véi tat ca cac router PE cho khach hang

ctia minh.

6a. Cac budc can lam:

- Step1: Thiét k€ mang VPN cla ban - quyét dinh cac chi s6 RD va RT.

- Step2: Tao cac VRF trén cac router PE va két hgp vdi cac interface PE-CE vao dung cac
bang VRF tudng (ng.

- Step3: Khach hang clua ban dang s dung giao thuc dinh tuyén RIP, vi vdy ban can phai
enable RIP cho VRF ma ban da tao.

- Step4: Cau hinh quang ba RIP vao trong BGP v@i cau lénh: address-family ipv4 vrf vrf-
name.

- Step 5: Cau hinh quang ba BGP vao trong RIP véi cau lénh: address-family ipv4 vrf
vrf-name.

- Step 6: Cdu hinh Rip metric khi dugc quang ba vao trong MP-BGP bdng cach s dung céu
Iénh: redistribute bgp as-number metric transparent

- Step 7: Dam bao réang RIP da dudc enable trén tat ca cac router CE. Chac chan rang tat

ca cac mang (bao gém ca loopback) sé dudc active trong tién trinh x{r ly cia RIP.

6b. Kiém tra.
Ban s& hoan thanh céng viéc kiém tra khi ban thu dugc nhitng két qua sau:
- Ban can kiém tra lai xem d& cdu hinh dlng cac bang VRF trén router chua bang cau Iénh:

show ip vrf detail.
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Example:

Pex1+# show ip vrf detail

- Kiém tra cac giao thic dinh tuyén dang chay trong VRF cla ban véi cdu 1énh: show ip
protocol vrf.
Example:

Pex1# show ip protocol vrf Customer_A

Pex1# show ip protocol vrf Customer_B

- Kiém tra bang dinh tuy&n clia mdi moét VRF trén router PE vdi cau lénh: show ip route
vrf.
Example:

Pex1# show ip route vrf Customer_A

Pex1# show ip route vrf Customer_B

- SU dung cau lénh: show ip bgp vpnv4 vrf dé hién thi théng tin bang dinh tuyén BGP két
hgp véi mot VRF.
Example:

Pex1# show ip bgp vpnv4 Customer_A

- Trén router CE, s dung cau lénh: show ip route dé kiém tra cac router dang nhéan tat ca
cac VPN route.
Example:

Cex1A# show ip route

Cex1A# traceroute 150.x.x2.17

Cex1A# ping 150.x.x2.17

- SU dung céu Iénh: show ip route trén router PE dé kiém tra cac route cua khach hang co
xuat hién trong bang dinh tuyén khong.
Example:

Pex1# show ip route

- S&r dung cdu |énh: ping va tracroute trén cic router PE dé kiém tra két ndi dén cac
mang cua khach hang.
Example:

Pex1# ping 150.x.x1.17

Pex1# ping 150.x.x1.33

- S dung cau |énh: ping vrf trén cac router PE dé€ kiém tra két n6i dén cdc mang cla
khach hang.
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Example:
Pex1# ping vrf Customer_A 150.x.x1.17
Pex1# ping vrf Customer_B 150.x.x1.33

VI. Lab 5-1 Answer key: Cau hinh MPLS VPN.

1. Task1: Cau hinh Multiprotocol BGP

- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# router bgp 65001
Pex1(config-router)# neighbor 192.168.x.33 remote-as 65001
Pex1(config-router)# neighbor 192.168.x.33 update-source loopback 0
Pex1(config-router)# no auto-summary
Pex1(config-router)# address-family vpnv4
Pex1(config-router-af)# neighbor 192.168.x.33 active
Pex1(config-router-af)# neighbor 192.168.x.33 next-hop-self
Pex1(config-router-af)# neighbor 192.168.x.33 send-community both

Pex1(config-router-af)# no auto-summary

- C4u hinh nhiing budc sau trén router Pex2:
Pex2(config)# router bgp 65001
Pex2(config-router)# neighbor 192.168.x.17 remote-as 65001
Pex2(config-router)# neighbor 192.168.x.17 update-source loopback 0
Pex2(config-router)# no auto-summary
Pex2(config-router)# address-family vpnv4
Pex2(config-router-af)# neighbor 192.168.x.17 active
Pex2(config-router-af)# neighbor 192.168.x.17 next-hop-self
Pex2(config-router-af)# neighbor 192.168.x.17 send-community both

Pex2(config-router-af)# no auto-summary

2. Task 2: Cau hinh VRF (Virtual Routing and Forwading).
- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# ip vrf Customer_A
Pex1(config-vrf)# rd x:10
Pex1(config-vrf)# route-target both x :10
Pex1(config)# ip vrf Customer_B
Pex1(config-vrf)# rd x:20
Pex1(config-vrf# route-target both x:20
Pex1(config)# interface serial0/0.101
Pex1(config-subif)# ip vrf forwarding Customer_A
Pex1(config-subif)# ip address 150.x.x1.18 255.255.255.240
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Pex1(config)# interface serial 0/0.102

Pex1(config-subif)# ip vrf forwarding Customer_B
Pex1(config-subif)# ip address 150.x.x1.34 255.255.255.240
Pex1(config)# router rip

Pex1(config-router) version 2

Pex1(config-router)# address-family ipv4 vrf Customer_A
Pex1(config-router)# network 150.x.0.0

Pex1(config-router-af)# no auto-summary
Pex1(config-router-af)# redistribute bgp 65001 metric transparent
Pex1(config-router)# address-family ipv4 vrf Customer_B
Pex1(config-router-af) network 150.x.0.0

Pex1(config-router-af)# no auto-summary
Pex1(config-router-af)# redistribute bgp 65001 metric transparent
Pex1(config)# router bgp 65001

Pex1(config-router)# address-family ipv4 vrf Customer_A
Pex1(config-router-af)# no auto-summary
Pex1(config-router-af)# redistribute rip

Pex1(config-router-af)# exit

Pex1(config-router)# address-family ipv4 vrf Customer_B
Pex1(config-router-af)# no auto-summary

Pex1(config-router-af)# redistribute rip

- C4u hinh nhiing budc sau trén router Pex2 :
Pex2config)# ip vrf Customer_A
Pex2config-vrf)# rd x:10
Pex2config-vrf)# route-target both x :10
Pex2config)# ip vif Customer_B
Pex2config-vrf)# rd x:20
Pex2config-vrf# route-target both x:20
Pex2config)# interface serial0/0.101
Pex2config-subif)# ip vrf forwarding Customer_A
Pex2config-subif)# ip address 150.x.x1.18 255.255.255.240
Pex2config)# interface serial 0/0.102
Pex2config-subif)# ip vrf forwarding Customer_B
Pex2config-subif)# ip address 150.x.x1.34 255.255.255.240
Pex2onfig)# router rip
Pex2config-router) version 2
Pex2config-router)# address-family ipv4 vrf Customer_A
Pex2config-router)# network 150.x.0.0

Pex2config-router-af)# no auto-summary
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Pex2config-router-af)# redistribute bgp 65001 metric transparent
Pex2config-router)# address-family ipv4 vrf Customer_B
Pex2config-router-af) network 150.x.0.0

Pex2config-router-af)# no auto-summary

Pex2config-router-af)# redistribute bgp 65001 metric transparent
Pex2config)# router bgp 65001

Pex2config-router)# address-family ipv4 vrf Customer_A
Pex2config-router-af)# no auto-summary

Pex2config-router-af)# redistribute rip

Pex2config-router-af)# exit

Pex2config-router)# address-family ipv4 vrf Customer_B
Pex2config-router-af)# no auto-summary

Pex2config-router-af)# redistribute rip

VII - Lab 5-2 : Pinh tuyén EIGRP giira cac router PE va router CE.

1. Pham vi va cac déi tugng cla bai lab:
- MOt s6 khach hang sU dung giao thirc dinh tuyén EIGRP nhu mot giao thific dinh tuyén bén
trong mang VPN ; ddi khi, EIGRP dugc dung dé dinh tuyén chung vdi RIP hodc BGP & nhiing
site khac. Trong bai lab nay, thi cac khach hang cla Service Provider quyét dinh st dung
giao thic dinh tuyén EIGRP.
- Trong pham vi cla bai lab nay, ban sé& trién khai EIGRP nhu mét giao thic dinh tuyén PE-
CE trong mang VPN cua khach hang. Sau khi hoan thanh bai lab nay, ban sé cé kha nang
hoan thanh nhirng yéu cau sau :

+ Chuyén ddi céc site cua khach hang dang dung giao thiic dinh tuyén RIP thanh
giao thuc EIGRP va thiét lap VPN s dung giao thdc dinh tuyén EIGRP. Nhitng site con lai
van chay RIP nhu mét giao thirc dinh tuyén IGP.
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2. Sa@ d6 logical cua bai lab :

10.1.x1.16/28 102.x1.16/28 10.1.x2.16/28 10.2.x2.16/28
Loopback 0 Loopback 0 Loopback 0 0
10.1.%1.49/32 RS 10.2.x1.49132 10.1.x2.49/32 10.2.x1.49/32
150.x.x1.16/28 150.x.%.32/28 150.x.x2.16/28 150.x0.x2.32/28

Loopback 0 Loopback 0

Workgroup 1 : 192.168.x.17R32 Workgroup 2 % | 192.168.x.3302
1
182.168.x.48/28 192.168.x.64/28
2 -2
A
192168 .x. 112128

Loopback 0 Loopback 0
192.168.x.8152 Core 192.168.x.97/32

3. Tai liéu céan thiét

- P& hoan thanh dugc bai lab nay cadc ban cdn tham khao thém tai liéu :

document.

4. Danh sach cau |énh can thiét cho bai lab :

Cisco IOS

- Bang sau sé mo ta cac cau Iénh can thiét cho bai lab.

Cau lénh

M6 ta

Address-family ipv4 [multicast |

unicast | vrf vif-name ]

Vao ché d6 cau hinh dia chi family va tao
mot VRF. VRF name (hodac tag) sé phai
tuong thich v8i VRF name da tao trong
Step 3 cla Task 2.

Network ip-address network-mask

Chi

network dudc st dung dé xac dinh xem cac

ra moét mang cho VRF. Cau Iénh
interface nao sé dudc dinh tuyén trong
EIGRP. VRF sé phai dugdc cau hinh véi mot
dai dia chi d& dugc cau hinh trong cau lénh

network.

Redistribute protocol [process-id] {
level-1 | level-1-2 | level-2 } [ as-
number ] [ metric metric-value ] [

route-map map-name ] [ match {

Thuc hién quang ba BGP vao trong EIGRP.
Chi s6 AS va metric cta BGP sé dugc cau
hinh trong budc nay. BGP sé phai dugc
quang ba vao trong EIGRP cho CE site dé
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internal | external 1 | external 2 }] [
tag tag-value ] [ route-map map-tag |

[subnets]

chdp nhén cadc BGP routes c6 thé mang
theo thong tin ctia EIGRP. M6t metric cling
sé phai dugc chi ra cho BGP va ciing dudgc
cau hinh trong budc nay.

Router eigrp as-number

Vao mode router configuration va tao mot
tién trinh x{r ly cia EIGRP.

Show ip eigrp vrf vif-name interfaces

Hién thi cac interface da dugc cdu hinh dinh

tuyén trong EIGRP.

Show ip vrf  vrf-name

eigrp
neighbors

Hién thi khi
neighbors hoat dong va khong hoat dong.

cac VRF neighbors cac

Show ip eigrp vrf vif-name topology

Hién thi cadc danh muc cua VRF trong bang

EIGRP topology.

Show ip vrf

5. Task 1: Enable EIGRP VPN

- Trong phan nay, khach hang clia ban d3 quyét dinh chuyén d6i duy nhéat hai site tr Rip
sang dung EIGRP. Workgroup 1 s& chuyén déi Site A, Cex1A, tir Rip thanh EIGRP va thiét
|l&p mot mang VPN. Workgroup 2 s& chuyén ddi Site B, Cex2B tir Rip thanh EIGRP va thiét
l&p m6ét mang VPN.

- Mdi workgroup s& chiu trach nhiém cdu hinh cho tat ca cac router PE ¢ lién quan.

5a. Cac budc can lam.

- Step 1: Disable RIP va cdu hinh EIGRP trén mot trong hai router cla site nam phia khach
hang cua ban. Workgroup 1 sé cau hinh Cex1A, va workgroup 2 sé cau hinh Cex2B. Ban suU
dung x# nhu mot chi s6 cua AS cho EIGRP. Bdi vi ca hai khach hang dang két ndi truc ti€p
théng qua cung mo6t mang 150.x.0.0, vi vay ban can phai chi ra dang cau lénh trén EIGRP

tuong ng vdi cac interface.

- Step 2: Trén router PE, cau hinh quang ba EIGRP vao trong BGP vdi cau lIénh: address-
family ipv4 vrf vrf-name. B&i vi EIGRP metric nguon khong tucng thich véi RIP metric

dich, nén cau hinh metric mac dinh la 1.

- Step3: Trén router PE, cau hinh quang ba BGP vao trong EIGRP véi cdu lénh address-

family ipv4 vrf vrf-name. Disable tinh nang auto-summary cta EIGRP.

5b. Kiém tra.

Ban s& hoan thanh céng viéc kiém tra khi ban thu dugc nhitng két qua sau:

- Ban s& phai kiém tra xem EIGRP da hoat dong dling trén cac interface chua.
Example:

Pex1# show ip eigrp interface
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- Ban s& kiém tra xem EIGRP adjacencies d3 dudc thiét |ap gilta cac router CE va PE chua.
Example:
Pex1# show ip eigrp vrf Customer_A neighbor

Pex2# show ip eigrp vrf Customer_B neighbor

- Kiém tra EIGRP topology database trén cac router CE.
Example:
Pex1# show ip eigrp vrf Customer_A topology
Pex2# show ip eigrp vrf Customer_B topology

- Kiém tra két ndi VPN bang cach st dung cdu Iénh Ping va Trace trén cdc router CE va cac
cau lénh Ping vrf va trace vrf trén cac router PE.
Example:
Cex1# ping 150.x.x2.33
Cex1A# ping 150.0.02.17
Cex1B# trace 150.x.x2.33
Cex1A# trace 150.x.x2.17
Pex1# ping vrf Customer_A 10.1.x2.49
Pex2# ping vrf Customer_A 10.1.x1.49
Pex1# trace vrf Customer_B 10.2.x2.49
Pex2# trace vrf Customer_A 10.1.x1.49

VIII - Lab 5-2: Answer Key: Pinh tuyén EIGRP giifa cac router PE va CE.

1. Task 1: Thiét |lap EIGRP VPN.

- C4u hinh nhiing budc sau trén router Cex1A:
Cex1A(config)# no router rip
Cex1A(config)# router eigrp x
Cex1A(config-router)# network 10.0.0.0
Cex1A(config-router)# network 150.x.0.0

Cex1A(config-router)# no auto-summary

- C4u hinh nhiing budc sau trén router Cex2B:
Cex2B(config)# no router rip
Cex2B(config)# router eigrp x
Cex2B(config-router)# network 10.0.0.0
Cex2B(config-router)# network 150.x.0.0

Cex2B(config-router)# no auto-summary
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- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# router rip
Pex1(config-router)# no address-family ipv4 vrf Customer_A
Pex1(config)# router eigrp 1
Pex1(config-router)# address-family ipv4 vrf Customer_A
Pex1(config-router-af)# autonomous-system x
Pex1(config-router-af)# network 150.x.x.x1 0.0.0.15
Pex1(config-router-af)# no auto-summary
Pex1(config-router-af)# redistribute bgp 65001 metric 10000 100 255 1 1500
Pex1(config-router-af)# exit
Pex1(config-router)# router bgp 65001
Pex1(config-router)# address-family ipv4 vrf Customer_A
Pex1(config-router-af)# no redistribute rip

Pex1(config-router-af)# redistribute eigrp x metric 1

- C4u hinh nhiing budc sau trén router Pex12 :
Pex2(config)# router rip
Pex2(config-router)# no address-family ipv4 vrf Customer_B
Pex2(config)# router eigrp 1
Pex2(config-router)# address-family ipv4 vrf Customer_B
Pex2(config-router-af)# autonomous-system x
Pex2(config-router-af)# network 150.x.x.x1 0.0.0.15
Pex2(config-router-af)# no auto-summary
Pex2(config-router-af)# redistribute bgp 65001 metric 10000 100 255 1 1500
Pex2(config-router-af)# exit
Pex2(config-router)# router bgp 65001
Pex2(config-router)# address-family ipv4 vrf Customer_B
Pex2(config-router-af)# no redistribute rip

Pex2(config-router-af)# redistribute eigrp x metric 1

IX- Lab 5-3 : Pinh tuyén OSPF giira cac router PE va CE.
1. Pham vi va cac déi tugng cla bai lab:
- Mot s6 khach hang quyét dinh sif dung OSPF nhu mot giao thdc dinh tuyén trong mang
VPN, d6i khi, né con dugc chay cung vd&i RIP hodac BGP & trén cac site khac. Trong phan
nay, ban s& hoan thanh viéc trién khai giao thic dinh tuyén OSPF trén cac router CE va PE.
Sau khi hoan thanh bai lab nay, ban cé thé hoan thién dugc nhitng phan sau :

+ Chuyén ddi cac router nam trén céac site ctia khach hang tir giao thirc dinh tuyén
Rip sang OSPF va thiét 1ap mang VPN s dung OSPF.

+ Hoan thanh su di chuyén cliia OSPF.
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2. Sa d6 logical cta bai lab.

10.1.x1.16/28 10.2.x1.16/28 10.1.x2.16/28 10.2.x2.16/28
Loopback 0 i a Loopback 0 Loopback 0 Loopback 0
00
1011 49132 102.x1.49732 | 10.1.x2.49/32 10.2.x1.49/32
1 .1
150.x.x1.16/28 150.x.x.32/28 150.x.x2.16/28 150.x.x2.32/28

Loopback 0 Loopback 0

Workgroup 1 A 192.168.x.17032 Workgroup 2 192.168.x. 33032
192.168.x.48/28 192.168.x.64/28
2 2
A |
192.168.x.112/28

Loopback 0 Loopback 0
192.168.x.8132 Core 192.168.x.97/32

3. Tai liéu céan thiét

- D& hoan thanh bai lab nay cac ban can tai liéu sau : Cisco I0S documentation.

4. Danh sach cau Iénh can thié€t ctia bai lab:

- Bang sau s& mé ta cac clu Iénh can thiét dé sir dung trong bai lab nay.

Cau lénh

M6 ta

Address-family ipv4 vrf vrf-name

Chon mot instance cua VRF cho mot giao
thurc dinh tuyén

Default-information orginate always

Tao moét default route trong OSPF

Ip vrf forwarding vrf-name

Gan mot interface cho mot VRF

Ip vrf vrf-name

Tao mot VRF table.

Ping vrf vif-name host

Ping moét host dé kiém tra két néi théng
qua VRF.

Rd value

Gan mot RD cho mot VRF

Redistribute bgp as-number subnets

Quang ba cac route cua BGP vao trong
OSPF.

Router bgp as-number

Cau hinh giao thic dinh tuyén BGP

Router ospf process vrf vrf-name

Khgi tao mot tién trinh cla OSPF v&i mot
VRF.

Route-target import | export value

Gan mot RT cho mot VRF.

Show ip bgp vpnv4 vrf vfr-name

Hién thi cac route cia VPNv4 két hop véi
mét VRF.
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Show ip ospf database Hién thi thdng tin cha OSPF database

Show ip route vrf vrf-name Hién thi bang dinh tuyén clia mot VRF.
Show ip vrf detail Hién thi théng tin chi tiét cha VRF.
telnet host /vrf vrf-name Tao mot két nGi dén mot CE router dang

két nGi truc ti€p vai mot VRF.

5. Task 1: Cau hinh OSPF nhu mot giao thic dinh tuyén PE-CE.

- Trong phan nay, khach hang cta ban quyét dinh s dung OSPF nhu mot giao thdc dinh
tuy&n IGP. T4t ca cdc site dang chay giao thic RIP va EIGRP déu s& dudc chuyén sang
OSPF. Workgroup 1 s& chuyén d&i Customer A (CexlA va Cex2A), va workgroup 2 sé&
chuyén ddi Customer B (Cex1B va Cex2B) dé thiét Iap mot mang VPN.

- M&i workgroup s& chiu trach nhiém cdu hinh cho tat cd cac router PE c6 lién quan véi cac

site clia khach hang.

5a. Cac budc can lam:
- Stepl1: Disable EIGRP va RIP va cdau hinh OSPF trén cac router CE. Cau hinh OSPF (su
dung mo6t OSPF process ID cho workgroup 1 la 1 va process id cho workgroup 2 vdi gia tri

la 2) thong tin vé cac vung trong router CE sé cé trong bang bén dudi:

Area Interface (hodc cac Interface)
Area 0 Wan Interface

Loopback 0
Area 1 EOQ/0

- Step 2: Cau hinh OSPF (s dung mét OSPF process ID cho workgroup 1 la 1 va process id
cho workgroup 2 vdéi gia tri la 2) trong VRF trén cac router PE s’ dung cdu Iénh router
ospf vrf. SU dung OSPF Area 0 trén PE-CE link.

- Step 3: Cau hinh quang ba tr OSPF vao trong MP-BGP s dung cau Iénh redistribute
ospf trong ché d6é cau hinh VRF address family.

- Step 4: Cau hinh quang ba tir MP-BGP vao trong OSPF s dung cau Iénh redistribute

bgp subnets trong ché doé ciu hinh OSPF router configuration.

5b. Kiém tra.

Ban s& hoan thanh céng viéc kiém tra khi ban thuc hién cac budc sau:

- Ban can kiém tra OSPF adjacency trén cac router Pex1 va Pex2 s dung cdu |énh: show
ip ospf neighbor.

Example:

Pex1# show ip ospf neighbor
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Pex2# show ip ospf neighbor

- Kiém tra OSPF topology database trén cdc router Cex1A va router Cex2B. Ban s& nhin

thdy trang thai clia cac két nai.
Example:

Cex1# show ip ospf database

- Kiém tra bang dinh tuyén trén cac router Cex1A.
Example:

Cex1A# show ip route

- Kiém tra két ndi VPN bang cach s dung cau lénh Ping va Trace trén cac router CE va

dung céu Iénh ping vrf va trace vrf trén cac router PE.
Example:
Cex1A# ping 10.1.x2.49
Pex1A# ping vrf Customer_B 10.2.x2.49
Pex1# trace vrf Customer_A 10.1.x2.49
Pex1# trace vrf Customer_B 10.2.x1.49

X. Lab 5-3 Answer Key: Pinh tuyén OSPF giifa cac router PE va CE

1. Task 1: cdu hinh OSPF nhu mét giao thic dinh tuyén PE-Ce.

- Cau hinh cac budc sau trén router Cex1A:
Cex1A(config)# no router eigrp x
Cex1A(config)# router ospf 1
Cex1A(config-router)# network 150.x.0.0 0.0.255.255 area 0
Cex1A(config-router)# network 10.1.x1.49 0.0.0.0 area O
Cex1A(config-router)# network 10.1.x1.16 0.0.0.15 area 1

- C4u hinh nhiing budc sau trén router Cex1B :
Cex1B(config)# no router eigrp x
Cex1B(config)# router ospf 2
Cex1B(config-router)# network 150.x.0.0 0.0.255.255 area 0
Cex1B(config-router)# network 10.1.x1.49 0.0.0.0 area O
Cex1B(config-router)# network 10.1.x1.16 0.0.0.15 area 1

- C4u hinh nhiing budc sau trén router Cex2A:
Cex2A(config)# no router eigrp x
Cex2A(config)# router ospf 1
Cex2A(config-router)# network 150.x.0.0 0.0.255.255 area 0
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Cex2A(config-router)# network 10.1.x1.49 0.0.0.0 area O
Cex2A(config-router)# network 10.1.x1.16 0.0.0.15 area 1

- C4u hinh nhiing budc sau trén router Cex2B:
Cex2B(config)# no router eigrp x
Cex2B(config)# router ospf 2
Cex2B(config-router)# network 150.x.0.0 0.0.255.255 area 0
Cex2B(config-router)# network 10.1.x1.49 0.0.0.0 area 0
Cex2B(config-router)# network 10.1.x1.16 0.0.0.15 area 1

- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# no router rip
Pex1(config)# router ospf 2 vrf Customer_B
Pex1(config-router)# network 150.x.0.0 0.0.255.255 area 0
Pex1(config-router)# redistribute bgp 65001 subnets
Pex1(config-router)# exit
Pex1(config)# router bgp 65001
Pex1(config-router)# address-family ipv4 Customer_B
Pex1(config-router)# no redistribute rip
Pex1(config-router-af)# redistribute ospf 2
Pex1(config-router-af)# exit
Pex1(config)# router eigrp 1
Pex1(config-router)# no address-family ipv4 vrf Customer_A
Pex1(config)# router ospf 1 vrf Customer_A
Pex1(config-router)# network 150.x.0.0 0.0.255.255 area 0
Pex1(config-router)# redistribute bgp 65001 subnets
Pex1(config-router)# exit
Pex1(config)# router bgp 65001
Pex1(config-router)# address-family ipv4 vrf Customer_A
Pex1(config-router-af)# no redistribute eigrp x

Pex1(config-router-af)# redistribute ospf 1

- C4u hinh nhiing budc sau trén router Pex2:
Pex2(config)# no router rip
Pex2(config)# router ospf 2 vrf Customer_A
Pex2(config-router)# network 150.x.0.0 0.0.255.255 area 0
Pex2(config-router)# redistribute bgp 65001 subnets
Pex2(config-router)# exit
Pex2(config)# router bgp 65001

Pex2(config-router)# address-family ipv4 Customer_A
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Pex2(config-router)# no redistribute rip
Pex2(config-router-af)# redistribute ospf 1
Pex2(config-router-af)# exit

Pex2(config)# router eigrp 1

Pex2(config-router)# no address-family ipv4 vrf Customer_B
Pex2(config)# router ospf 2 vrf Customer_B
Pex2(config-router)# network 150.x.0.0 0.0.255.255 area 0
Pex2(config-router)# redistribute bgp 65001 subnets
Pex2(config-router)# exit

Pex2(config)# router bgp 65001

Pex2(config-router)# address-family ipv4 vrf Customer_B
Pex2(config-router-af)# no redistribute eigrp x

Pex2(config-router-af)# redistribute ospf 2

XI- Lab 5-4: Pinh tuyén BGP giira cac router PE va CE.

1. Pham vi va cac déi tugng cla bai lab:
- Khach hang cua ban quyét dinh muén c6 mot dudng backup cho muc dich du phong vai
cac site. Vi vay, can phai sr dung giao thdc dinh tuyén BGP nhu mot giao thiic dinh tuyén
gitra CE-to-PE.
- Trong phan nay, ban sé& chuyén ddi giao thic dinh tuyén hién dang chay trén CE-to-PE
sang giao thdc BGP. Sau khi hoan thanh nhirng céng viéc nay ban sé cé dugc nhitng két
qua sau :

+ Enable EBGP nhu mét giao thic dinh tuyén lién két CE-to-PE.

+ Enable mot dudng du phong

+ C&u hinh BGP @& diéu khién viéc chon dudng chinh va dugc du phong.
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2. Sa@ d6 logical cua bai lab :

10.2.x1.16/28

10.1.x1.168/28

Loopback 0
10.1.x1.49/32 o=

10.1.x2.16/28

10.2.%2.16/28

Loopback 0
0 10.2.x1.49/32

A
160.x.x2.32128
2

Loopback 0
Workgroup 1 192.168.x.17R32 Workgroup 2 192.168.x.3332
182.168.x.48/28 192.168.x.64/28

2

Loopback 0
192.168.x.8102

192.168.x.112/28

Core

o
192.168.2.8732

3. Tai liéu céan thiét

- D& hoan thanh bai lab nay cac ban can tham khao thém : Cisco I0S documentation.

4, Danh sach céac cau Iénh cho bai lab.

- Bang sau sé mo ta cac cau Iénh can thiét dugc s dung trong bai lab nay.
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Cau lénh

M6 ta

Address-family ipv4 vrf vrf-name

Chon mot VRF Instance cho mét giao thirc

dinh tuyén

Ip vrf forwarding vrf-name

Gan mot interface cho mot VRF

Ip vrf vrf-name

Tao mot VRF table.

Neighbor ip-address as-override

Dé ciu hinh mdt PE router dé thay thé chi
s60 AS cua mot site véi AS cua mot nha
cung cap, s dung cau |énh neighbor as-

override & ché do configuration router.

Neighbor ip-address route-map name

in | out

Gan thong tin route map cho BGP update

nhan hoac gui tir mot neighbor.

No neighbor ip-address shutdown

Enable mot BGP neighbor da bi disable vdi

cau lénh neighbor shutdown.

Ping vrf vif-name host

Kiém tra két ndi vsi mot host thdng qua
VRF

Rd value

Gan mot RD cho mot VRF

Route-map name permit seq

Tao moét danh muc trong mot route map

Router bgp as-number

Enable giao thic dinh tuyén BGP trén

router

Route-target import | export value

Gan mot RT cho mot VRF

Set metric value

Cau hinh cac thudc tinh cita BGP MED

trong mot route map.

Show ip bgp vpnv4 vrf vrf-name

Hién thi thong tin cla cac dudng VPNv4
két hgp vai mot VRF.

Show ip route vrf vrf-name

Hién thi bang dinh tuyén cia mot VRF

telnet host /vrf vrf-name

Tao mot két noi telnet d€n mot router CE

5. Task 1 : Cdu hinh BGP nhu mét giao thic dinh tuyén PE-CE.

- Trong phan nay, ban s& phai cdu hinh BGP dé dinh tuyén giita router PE va cac router
khach hang cua ban. OSPF sé la giao thdc dinh tuyén dugc dung trong IGP d6i vdi cac
khach hang con lai. Ban sé thuc hién quang ba tir BGP vao trong OSPF va tir OSPF vao
trong BGP trén cac router cua khach hang clia ban. Ban sé thiét lap moét dudng VPN cho
Customer A va Customer B. Workgroup 1 s& chuyén d6i Customer A (Cex1A va Cex2A), va
workgroup 2 s& chuyén ddi customer B (Cex1B va Cex2B) dé thiét I&p mot dudng VPN. Mdi

workgroup sé€ chiu trach nhiém cdu hinh cho tat ca cac router PE cd lién quan.

5a. Cac budc thuc hién :
- Step 1 : Cau hinh BGP trén cac router CE cho khach hang cta ban s dung AS 650x1 cho

Customer A va AS 650x2 cho Customer B. Disable tinh nang auto-summary ctua BGP.
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- Step 2: X6a bd OSPF trén cac router PE lién quan va cdu hinh BGP neighbor véi mdi

router CE va cac router PE.

- Step 3: Bdi vi ca hai site cia khach hang cua ban cung chi s6 AS, nén ban can enable tinh

nang AS-override trén cac router PE.

5b. Kiém tra.
Ban s& hoan thanh thu tuc kiém tra khi ban cé dudc nhitng két qua sau:
- Ban can kiém tra két ndi BGP v3i ciu |énh: show ip bgp summary trén céc router CE.
Example:
Cex1A# show ip bgp summary

Cex1A# show ip bgp

Pex1# show ip bgp vpn all
6. Task 2: Cau hinh dudng du phong PE-CE
- Trong phan nay, ban sé phai enable cac dudng du phong trén cac router PE. Workgroup 1
sé thiét lap két ndi gilra router Pex1 va router Cex2A, va workgroup 2 sé thiét lap két ndi
gilta router Pex2 va router Cex1A. Dam bao rang cac interface sé dugc gan ding VRF va

BGP can phai dugc actived

6a. Cac budc can thuc hién
- Step 1: Cau hinh thém subinterface trén cac interface serial clia router PE va router CE.

- Step 2: Cau hinh thém dudng du phong véi VRF thich hgp.

- Step 3: Cau hinh dia chi IP va cac gia tri DLCI trén cac interface s& dung cac tham sé

trong bang dudi day:

Source IP address DLCI Destination | IP Address DLCI
Router Router

Cex2A 150.x.x1.49/28 113 Pex1 150.x.x1.50/28 | 113
Cex1B 150.x.x2.49/28 113 Pex2 150.x.x2.50/28 | 113

- Step 4: Cau hinh tao mdi quan hé BGP neighbor giira router CE va router PE tuang (ng.

6b. Kiém tra
Ban s& hoan thanh viéc kiém tra khi két qua thu dugc nhu dudi day:

- Ban can kiém tra két ndi point-to-point trén subinterface mdi.
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Example:
Cex1B# ping 150.x.x2.50
Pex2# ping vrf Customer_B 150.x.x2.49
Cex2# ping 150.x.x1.50
Pex1# ping vrf Customer_A 150.x.x1.49

- Kiém tra két ndi BGP vdi cau Iénh show ip bgp summary trén cac router CE.
Example:

Cex2A# show ip bgp summary

Cex2A# show ip bgp

Pex1+# show ip bgp vpn all

7. Task 3: Chon dudng Primary va dudng Backup vdi BGP.

7a. Cac budc can lam:

- Step 1: S dung BGP tham chiéu cuc bd trén router CE d€ chon dudng dén router PE cuc
bd (thdng qua MPLS core) nhu mot dudng chinh va dudng dén router PE remote nhu mot
dudng du phong.

- Step 2: C3u hinh MED trong théng tin cdp nhat dinh tuyén dén ti router CE dé€ ch3c chan
rang cac router PE s& s dung dudng chinh thdng qua MPLS core trudc khi cé thé sir dung
dudng du phong.

7b. Kiém tra.

Ban c6 thé hoan thanh phan kiém tra nay khi ban thu dudc két qua tir nhitng céu 1&énh dudi
day:

- Ban phai st dung cdu Iénh: clear ip route hodc clear ip bgp * trén router CE d€ quang
ba cac dudng di véi nhitng tham sé mdi.

- Ban phai kiém tra dudng chinh (dudng két n6i dén router PE local clia ban) dang dugc sur
dung. SU dung céu |énh show ip bgp dé kiém tra vdn d& nay. Va chdc chin rdng cac
dudng dugc nhan tir dudng chinh sé luon dugc chon la dudng tét nhat.

Example:

Cex1# show ip bgp

- Kiém tra cac tham s6 cai dat cia MED badng cach s dung ciu Iénh show ip bgp vpnv4
vrf trén cac router PE. Chéc chan rang cac router PE s& chon cac dudng tir dudng chinh nhu
mot dudng tot nhat.

Example:

Pex2# show ip bgp vpnv4 all

- Thuc hién shut down dudng tir router PE local dén router CE.
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- Kiém tra dudng du phong (dudng dén router PE local cua ban) dang dudc st dung. Su
dung cau lénh: show ip bgp dé kiém tra diéu nay.
Example:

Cex1B# show ip bgp

- Enable lai cac subinterface.

- Sau khi cac phién lam viéc cia BGP d& dudc thiét 1ap véi router PE local, ki€m tra local
link dang dudc hién thi nhu moét preferred link. SU dung ciu Iénh: show ip bgp dé kiém
tra.

Example:

Cex1B# show ip bgp

XII - Lab 5-4 Answer Key: Pinh tuyén BGP giira cac router PE va CE

1. Task 1: C4u hinh BGP nhu mét giao thic dinh tuyén PE-CE.

- Cau hinh cac budc sau trén router Cex1A:
Cex1A(config)# router bgp 650x1
Cex1A(config-router)# neighbor 150.x.x1.18 remote-as 65001
Cex1A(config-router)# no auto-summary
Cex1A(config-router)# redistribute ospf 1
Cex1A(config)# router ospf 1
Cex1A(config-router)# redistribute bgp 650x1 subnets

- Cau hinh cac budc sau trén router Cex1B:
Cex1B(config)# router bgp 650x2
Cex1B(config-router)# neighbor 150.x.x1.34 remote-as 65001
Cex1B(config-router)# no auto-summary
Cex1B(config-router)# redistribute ospf 2
Cex1B(config)# router ospf 2
Cex1B(config-router)# redistribute bgp 650x2 subnets

- Cau hinh cac budc sau trén router Cex2A:
Cex2A(config)# router bgp 650x1
Cex2A(config-router)# neighbor 150.x.x1.18 remote-as 65001
Cex2A(config-router)# no auto-summary
Cex2A(config-router)# redistribute ospf 1
Cex2A(config)# router ospf 1
Cex2A(config-router)# redistribute bgp 650x1 subnets

- Cau hinh cac budc sau trén router Cex2B:
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Cex2B(config)# router bgp 650x2

Cex2B(config-router)# neighbor 150.x.x1.34 remote-as 65001
Cex2B(config-router)# no auto-summary
Cex2B(config-router)# redistribute ospf 2

Cex2B(config)# router ospf 2

Cex2B(config-router)# redistribute bgp 650x2 subnets

- Cau hinh cac budc sau trén router Pex1:
************Workgroup 1*****************
Pex1(config)# router bgp 65001
Pex1(config-router)# address-family ipv4 vrf Customer_A
Pex1(config-router-af)# no redistribute ospf 1
Pex1(config)# no router ospf 1 vrf Customer_A
Pex1(config)# router bgp 65001
Pex1(config-router)# address-family ipv4 vrf Customer_A
Pex1(config-router-af)# neighbor 150.x.x1.17 remote-as 650x1
Pex1(config-router-af)# neighbor 150.x.x1.17 active

Pex1(config-router-af)# neighbor 150.x.x1.17 as-override

*****************Workgroup 2 3Rkskokokokokok KKKk Kok kok ok sk ok ok k

Pex1(config)# router bgp 65001

Pex1(config-router)# address-family ipv4 vrf Customer_B
Pex1(config-router-af)# no redistribute ospf 2

Pex1(config)# no router ospf 2 vrf Customer_B

Pex1(config)# router bgp 65001

Pex1(config-router)# address-family ipv4 vrf Customer_B
Pex1(config-router-af)# neighbor 150.x.x1.33 remote-as 650x2
Pex1(config-router-af)# neighbor 150.x.x1.33 active
Pex1(config-router-af)# neighbor 150.x.x1.33 active

Pex1(config-router-af)# neighbor 150.x.x1.33 as-override

- C4u hinh nhiing budc sau trén router Pex2:
3K 3K 3K 5K 3k 3k K K 5K 5K kK K >k kK k Workgroup 1 3K 3K 3K 5K K 5K 5K 3K K K kK K K Kk k
Pex2(config)# router bgp 65001
Pex2(config-router)# address-family ipv4 vrf Customer_A
Pex2(config-router-af)# no redistribute ospf 1
Pex2(config)# no router ospf 1 vrf Customer_A
Pex2(config)# router bgp 65001
Pex2(config-router)# address-family ipv4 vrf Customer_A

Pex2(config-router-af)# neighbor 150.x.x2.17 remote-as 650x1
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Pex2(config-router-af)# neighbor 150.x.x2.17 active
Pex2(config-router-af)# neighbor 150.x.x2.17 as-override
******************Workgroup 2*********************
Pex2(config-router-af)# address-family ipv4 vrf Customer_B
Pex2(config-router-af)# no redistribute ospf 2

Pex2(config)# no router ospf 2 vrf Customer_B

Pex2(config)# router bgp 65001

Pex2(config-router-af)# address-family ipv4 vrf Customer_B
Pex2(config-router-af)# neighbor 150.x.x2.33 remote-as 650x2
Pex2(config-router-af)# neighbor 150.x.x2.33 active

Pex2(config-router-af)# neighbor 150.x.x2.33 as-override

2. Task 2: Cau hinh dudng du phong PE-CE

- C4u hinh nhiing budc sau trén router Cex1B:
Cex1B(config)# interface serial0/0.113 point-to-point
Cex1B(config-subif)# ip address 150.x.x2.49 255.255.255.240
Cex1B(config-subif)# frame-relay interface-dlci 113
Cex1B(config-fr-dlci)# no shutdown
Cex1B(config)# router bgp 650x2
Cex1B(config-router)# neighbor 150.x.x2.50 remote-as 65001

- C4u hinh nhitng budc sau trén router Pex2:
Pex2(config)# interface serianl0/0.113 point-to-point
Pex2(config-subif)# ip vrf forwarding Customer_B
Pex2(config-subif)# ip address 150.x.x2.50 255.255.255.240
Pex2(config-subif)# frame-relay interface-dici 113
Pex2(config-fr-dlci)# no shutdown
Pex2(config)# router bgp 65001
Pex2(config-router)# address-family ipv4 vrf Customer_B
Pex2(config-router-af)# neighbor 150.x.x2.49 remote-as 650x2
Pex2(config-rotuer-af)# neighbor 150.x.x2.49 active

Pex2(config-router-af)# neighbor 150.x.x2.49 as-override

- C4u hinh nhiing budc sau trén router Cex2A:
Cex2A(config)# interface serial 0/0.113 point-to-point
Cex2A(config-subif)# ip addrress 150.x.x1.49 255.255.255.240
Cex2A(config-subif)# frame-relay interface-dlci 113
Cex2A(config-fr-dici)# no shutdown
Cex2A(config)# router bgp 650x1
Cex2A(config-router)# neighbor 150.x.x1.50 remote-as 65001
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- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# interface serial0/0.113 point-to-point
Pex1(config-subif)# ip vrf forwarding Customer_A
Pex1(config-subif)# ip address 150.x.x1.50 255.255.255.240
Pex1(config-subif)# frame-relay interface-dici 113
Pex1(config-fr-dici)# no shutdown
Pex1(config)# router bgp 65001
Pex1(config-router)# address-family ipv4 Customer_A
Pex1(config-router-af)# neighbor 150.x.x1.49 remote-as 650x1
Pex1(config-router-af)# neighbor 150.x.x1.49 activate

Pex1(config-router-af)# neighbor 150.x.x1.49 as-override

3. Task 3: Chon dudng chinh va dudng du phong vdéi BGP.

- C4u hinh nhiing budc sau trén router Cex1B:
Cex1B(config)# router-map setLP permit 10
Cex1B(config-route-map)# set local-preference 50
Cex1B(config-route-map)# route-map setMED permit 10
Cex1B(config-route-map)# set metric 200
Cex1B(config-route-map)# router bgp 650x2
Cex1B(config-router)# neighbor 150.x.x2.50 route-map setLP in
Cex1B(config-router)# neighbor 150.x.x2.50 route-map setMED out

- C4u hinh nhiing budc sau trén router Cex2A:
Cex2A(config)# router-map setLP permit 10
Cex2A(config-route-map)# set local-preference 50
Cex2A(config-route-map)# route-map setMED permit 10
Cex2A(config-route-map)# set metric 200
Cex2A(config-route-map)# router bgp 650x1
Cex2A(config-router)# neighbor 150.x.x2.50 route-map setLP in
Cex2A(config-router)# neighbor 150.x.x2.50 route-map setMED out

XIII - Lab 6-1: Overlapping VPNs.

1. Pham vi cta bai lab:
- Khach hang dang sir dung mang VPN cua ban mudn cb thé trao ddi dit liéu gilta cac
Central Site. Ban quyét dinh trién khai yéu cau nay vdéi mé hinh Overlapping VPN.
- Trong bai lab nay, ban sé& thiét 1ap overlapping VPN dé hd trg nhitng yéu cau can thiét cla
khach hang. Sau khi hoan thanh bai lab nay, ban cé thé thu dudc nhitng két qua sau:

+ Thiét k€ mot giai phap VPN.
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+ Xo6a bd nhitng VRF dang ton tai trén router Cex1A va Cex2B.

+ C4u hinh cac VRF mdi trén router Cex1A va router Cex2B.

2. Sa d6 logical cta bai lab

Customer_A

Customer_B

Customer_AB

* Trong bai lab nay, ban sé thuc hién thiét 1ap VPNs overlapping véi nhirng két ndi sau :
- Cac két n6i VPN don gian :

+ Cex1A va Cex2A c6 thé két néi.

+ Cex1B va Cex2B c6 thé két néi.

+ Cex1A va Cex1B khoéng thé két néi.

+ Cex1A va Cex1B khéng thé két néi.

+ Cex2A va Cex2B khéng thé két ndi.

+ Cex1B va Cex2A khong thé két néi.
- K&t nGi VPN overlapping (Customer_AB):

+ Cex1A va Cex2B c6 thé két néi.

3. Tai liéu céan thiét.
- 'Tai liéu can thiét trong bai lab nay: Cisco I0S documentation.
4. Danh sach cau lénh:

- Nhitng cau Iénh thuc thi trong bai lab nay sé giéng nhu nhirng bai lab trudc.
5. Task 1: Thiét ké giai phap VPN.
- Site Cex1A khdng theer ndm trong cing mot VRF vdi nhitng site XA khac. Tudng tu, site

Cex2B khong thé ndm trong cing mét VRF véi cac site xB khac. Va Cex1A va Cex2B ciing
khodng thé chia sé& cung mét VRF.
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5a. Cac budc can lam:
- Step 1: Chi dinh cdc RD mdéi cho cdc VRF dé cac router Cex1A va router Cex2B két ndi
truc tiép.

- Step 2: M6t RT mdi can cho Customer_AB VPN.

5b. Kiém tra.
Ban s& hoan thanh phan kiém tra khi ban thu dudc két qua tir nhitng cdu 1énh dudi day:
- Ban sé phai thiét Iap dudc cac RD va cac RT cho cac VRF mdi.

6. Task 2: Xd6a bo cac VRF dang ton tai trén Router Cex1A va Cex2B.

- Cex1A va Cex2B sé& phai dudc chuyén dé&n méi trudng dinh tuy&n mdi. Cong viéc nay rat
dé thuc hién bdi chi can thay ddi cac gia tri RD va RT clia nhitng VRF dang ton tai.

- cac Site Cex1A va Cex2B s& dudgc chuyén dén cac VRF mdi. T4t ca nhitng tham chiéu dén
nhitng site nay sé phai dugc xéa bo tir cac giao thic dinh tuyén dang ton tai.

- Trong phan nay ban sé thuc hién viéc xda bd cac tham chi€u dén cac router Cex1A va
Cex2B.

6a. Cac budc can lam:

- Step 1: Xba bo mdi quan hé neighbor BGP giifta router Cex1A va router Cex2B trén cac
router PE tudng Ung.

- Step 2: Ki€ém tra cdc tham chi€u dén router Cex1A va rouer Cex2B tir cac router PE tuong

rng, néu can thiét, thi xéa bd chung.

6b. Kiém tra.

Ban c6 thé hoan thanh phan kiém tra nay, khi ban thu dudc két qua tir nhitng ciu 1énh dudi
day:

- Trén router PE, ban thuc hién viéc kiém tra interface két ngi vdi router CE bang cach sur
dung céu lénh: show ip vrf interfaces.

Example:

Pex1# show ip vrf interface

Pex2# show ip vrf interface

- Kiém tra m&i quan hé& neighbor BGP d3 dudc xbéa bo trén router PE véi cdu I1énh: show ip
bgp vpnv4 vrf summary. Kiém tra trang thai clia router Cex1A va router Cex2B.
Example :

Pex1+# show ip bgp vpnv4 vrf Customer_A summary
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Pex2# show ip bgp vpnv4 vrf Customer_B summary

7. Task 3: Cau hinh cac VRF mdi cho router Cex1A va Cex2B.
7a. Cac budc can thuc thi:
- Step 1: Tao cac VRF mdi cho cac router Cex1A va router Cex2B trén cac router PE vdi cau

[énh: ip vrf.

- Step 2: Gan cac gia tri RD mdi cho cac VRF mdi vira tao vdi cau lénh: rd

- Step 3: Gan dung cac gia tri RT import va export cho cac VRF mdi véi cau lénh: route-

target

- Step 4: Thiét lap lai dinh tuyén BGP gilta cac router PE va cac router CE.

7b. Kiém tra.
Ban s& hoan thanh phan kiém tra nay khi ban thu dugc nhitng két qua tir nhitng céu Iénh
dudi day:
- Trén router PE, ban can kiém tra interface két néi vdi CE router bdng cach s dung cau
Iénh: show ip vrf interfaces.
Example:

Pex1# show ip vrf interface

Pex2# show ip vrf interface

- Kiém tra cac neighbor BGP trén router PE véi ciu lénh: show ip bgp vpnv4 summary.
Kiém tra trang thai clia router Cex1A va router Cex2B.
Example :

Pex1A# show ip bgp vpnv4 vrf Customer_AB summary

Pex2# show ip bgp vpnv4 vrf Customer_AB summary

- Kiém tra bang dinh tuyén BGP cic VRF mdi bang cach s dung ciu Iénh: show ip bgp
vpnv4 vrf. Ban sé nhin thdy cac dudng di tUr router Cex1A hoadc router Cex2B va cac dudng
di tUr cac VRF khac.
Example:

Pex1# show ip bgp vpnv4 Customer_AB

Pex2# show ip bgp vpnv4 vrf Customer_AB

- Két nGi dén router Cex1A va thuc thi cac cau lénh ping va trace tests dén dia chi cla
loopback cua router Cex2B.
Example:

Cex1A# ping 10.2.x2.49
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Cex1A# trace 10.2.x2.49

- K&t nGi dén router Cex2A va ping dén router Cex2B hodc router Cex1B.
Example:

Cex2A# ping 10.2.x2.49

Cex2A# ping 10.2.x1.49

XIV - Lab 6-1 Answer Key: Overlapping VPNs.

1. Task 1: Thiét ké giai phap VPN.

- Khéng can thiét phai cau hinh task nay.

2. Task 2: Xb6a bo cac VRF dang ton tai trén router Cex1A va Cex2B.
- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# router bgp 65001
Pex1(config-router)# address-family ipv4 vrf Customer_A
Pex1(config-router-af)# no neighbor 150.x.x1.17
Pex1(config-vrf)# interface serial 0/0.101

Pex1(config-subif)# no ip vrf forwarding Customer_A

- C4u hinh nhiing budc sau trén router Pex2:
Pex2(config)# router bgp 65001
Pex2(config-router)# address-family ipv4 vrf Customer_B
Pex2(config-router-af)# no neighbor 150.x.x2.33
Pex2(config-vrf)# interface serial 0/0.102

Pex2(config-subif)# no ip vrf forwarding Customer_B

3. Task 3: Tao cac VRF mdi cho cac router Cex1A va Cex2B.

- C4u hinh nhitng budc sau trén router Pex1:
Pex1(config)# ip vrf Central_AB
Pex1(config-vrf)# rd x :11
Pex1(config-vrf)# route-target both x :10
Pex1(config-vrf)# route-target both x :1001
Pex1(config-vrf)# interface serial 0/0.101
Pex1(config-subif)# ip vrf forwarding Central_AB
Pex1(config-subif)# ip address 150.x.x1.18 255.255.255.240
Pex1(config)# router bgp 65001
Pex1(config-router-af)# address-family ipv4 vrf Central_AB
Pex1(config-router-af)# neighbor 150.x.x1.17 remote-as 650x1
Pex1(config-router-af)# neighbor 150.x.x1.17 activate

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1. http://www.vnexperts.net 42


http://www.vnexperts.net

- C4u hinh nhiing budc sau trén router Pex2:
Pex2(config)# ip vrf Central_AB
Pex2(config-vrf)# rd x :21
Pex2(config-vrf)# route-target both x :20
Pex2(config-vrf)# route-target both x :1001
Pex2(config-vrf)# interface serial 0/0.102
Pex2(config-subif)# ip vrf forwarding Central_AB
Pex2(config-subif)# ip address 150.x.x1.34 255.255.255.240
Pex2(config)# router bgp 65001
Pex2(config-router-af)# address-family ipv4 vrf Central_AB
Pex2(config-router-af)# neighbor 150.x.x1.33 remote-as 650x2
Pex2(config-router-af)# neighbor 150.x.x1.33 activate

XV - Lab 6-2: Hgp nhat cac Service Provider.

1. Cac budc can thuc thi.
- Yéu ciu dat ra la mot s6 Service Provider nhd quyét dinh hdp nhét lai thanh mot. Pé
hoan thanh dugc yéu cau nay, thi mot Central P router (P1) mdi sé dudc cai dat va cau
hinh. K&t ndi Frame Relay s& dugc cung cap tr mdi router Px1 va Px2 local dé&n router P1.
Trong trudng hop nay thi Core Interior Gateway Protocol (IGP) sé& thuc hién chuyén déi tir
EIGRP sang dung Intermediate System-to-Intermediate System (IS-IS).
- Trong bai lab nay, ban sé thuc hién-hgp nhat Service Provider nhd cta ban vdéi mét s6 cac
Service Provider khac. Sau khi hoan thanh bai lab nay ban sé cé dugc nhitng két qua sau:

+ Chuyén déi Core IGP tir EIGRP sang IS-IS

+ Enable MPLS LDP két néi véi router Central P

+ Enable IBGP két ndi gilra cac router PE.

2. Sa d6 logical cua bai lab.
- Workgroup 1 sé cau hinh Pex1 va Pex1, va workgroup 2 sé cau hinh Pex2 va Pex2. Router
P1 sé can phai dudc cau hinh trudc.
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3. Tai liéu céan thiét.

- Tai liéu can thiét cho bai lab : Cisco I0OS documentation.

4. Danh sach cau lénh s dung trong bai lab.

- Bang sau sé mo ta cac cau Iénh dudc su dung trong bai lab.

Cau lénh Mo ta

Router isis area-tag Dé enable giao thidc dinh tuyén ISIS va chi
ra mot tién trinh x& ly cda ISIS, s dung
cau lénh router isis trong ché do global
configuration. P& disable giao thic dinh
tuyén hoat dong trén router IS-IS, s dung

tir khda no trudc cau Iénh nay.

Net network-entity-title DE& cdu hinh mot IS-IS network entity title
(NET) cho mét tién trinh x&r ly dinh tuyén
CLNS, str dung cau Iénh net & ché do router
configuration. D& xda bo mét NET, s dung

tir khda no trudc cau Iénh nay.

Isis circuit-type { level-1 | level-1-2 | D€ cdu hinh cac loai cla adjacency, s dung
| level -2 - only } cau lénh isis circuit-type & ché do
interface configuration. D& khdi ddng lai
circuit type cua Level 1 va Level 2, s dung

tir khda no trudc cau Iénh nay.

Metric-style wide [transition ] [ | P& cdu hinh mét router chay IS-IS dua ra
level-1 | level-2 | level-1-2 ] va chdp nhan duy nhat cac loai new-style,
do dai, va cac gia tri (TLVs), s dung cau
Iénh metric-style wide & ché do router

configuration. D& disable tinh ndng nay, su

dung tU khda no trudc cau I1énh nay.
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5. Task 1: Enable két nGi vdi Router P central.
- Trong phan nay, ban sé c6 nhiém vu enable Frame Relay lién két gilta cac router P va
router P1, va sau dé enable Label Distribution Protocol (LDP) cho cac két nGi gilta cac

router.

5a. Cac budc can lam.
- Step 1: C4u hinh dia chi IP va cac gia tri DLCI trén cac interface s& dung cac tham sé
trong bang dudgi day. Cha y cac tham sé nay chi dugc cau hinh trén cac router P, khong

dudgc cau hinh trén cac router PE.

Router Subinterface DLCI IP address

P11 S0/0.211 211 192.168.100.10/29

P12 S0/0.212 212 192.168.100.18/29

P21 S0/0.221 221 192.168.100.26/29

P22 S0/0.222 222 192.168.100.34/29
5b. Kiém tra.

- Trén router P, ban cé thé sir dung cau lénh: show interface dé kiém tra xem cac

interface mdi da hoat dong chua.

6. Task 2: Chuyén Core sang s dung IS-IS.

- Bdi vi cac giao thic dinh tuyén thudc loai link-state cé kha nang md rong han giao thiric
dinh tuyén thudc loai distance vector, nén cac Service Provider quyét dinh chuyén Core
sang st dung IS-IS. Router P1 @3 thuc su san sang dé chuyén ddi. Workgroup clia ban sé
chiu trach nhiém cho viéc chuyén ddi tat cac router da dugc gan cho ban. Workgroup 1 sé&

chuyén ddi hai router Pex1 va Px1. Workgroup 2 s& chuyén ddi router Pex2 va Px2.

6a. Cac budc can thutc thi.
- Step 1: Disable EIGRP da dugc cdu hinh trén cac router nam trong Core IGP.
- Step 2: Enable IS-IS nhu mot giao thic dinh tuyén trong Core IGP s dung cac tham sé

chi tiét trong bang sau:

Router ID NET Remarks
Pex1 Net 49.0001.0000.0000.01x1.00 Trong do x = chi s6 cua POD
Pex2 Net 49.0001.0000.0000.01x2.00
Px1 Net 49.0001.0000.0000.02x1.00
Px2 Net 49.0001.0000.0000.02x2.00
6b. Kiém tra.
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- Ban c6 thé s dung ciu lénh: show ip protocol dé kiém tra IS-IS d& hoat déng chua va
da dudc enable dlung trén cac interface chua.
Example:

Pex1# show ip protocol

Px1+# show ip protocol

- SUr dung cau Iénh: show ip route va kiém tra tat ca cdc dudng di dang gli va nhén.
Example:
Pex1# show ip route

Px1# show ip route

7. Task 3: Enable MPLS LDP két ndi v3i router P central

- Phan nay ban sé phai enable LDP két ndi gilta cac router clia ban va router P1.

7a. Cac budc can thuc thi:

- Step 1: Enable LDP trén cac Subinterface ma ban da tao trén router.

7b. Kiém tra.

- Trén router P, ban kiém tra m&i quan hé& LDP neighbor d& dudc thiét |ap giita router P va
router P1 chua.

Example:

Px1# show mpls Idp neighbor

- Trén router PE, kiém tra cac label d3 dudc nhan tir cdc workgroup khac.
Example:

Pex1+# show mpls forwarding

8. Task 4: Enable IBGP két nGi cho tat ca cac router PE.

- Trong bai lab nay, ban sé phai thiét |ap két n6i LDP cho tat ca cac router P trong mai
trudng mang cua Service Provider méi, nhung ban chua can thiét 1ap két n6i BGP vao thdi
diém nay. Béy gid, ban can thiét |1ap két ndi Internal Border Gatewaly Protocol (IBGP) cho
cac router PE.

- C6 hai phuong phap ban cé thé trién khai. Dau tién 1a s dung ciu |énh: bgp neighbor
dé thém mot méi quan hé neighbor giita cac router. Phuang phép th( hai la trién khai cac
route phan xa. P& hoan thanh, thi router P1 s& dudc cdu hinh nhu mét BGP route reflector.
Tuy nhién, dé€ thu dudc nhitng uu diém cua viéc cdu hinh nay, thi ban s& can phai xdéa bo
maGi quan hé neighbor gilta hai router PE va cau hinh ching nhu nhiing client cua router P1.

- Workgroup 1 sé cdu hinh Pex1, va workgroup 2 sé cau hinh Pex2.
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8a. Cac budc can thuc hién.
- Step 1: Xba bo moéi quan hé neighbor gilta router PE va remote router PE trong
workgroup cua ban.

- Step 2: Cau hinh router PE cia ban nhu mot client cua router P1.

8b. Kiém tra.
- Trén céc router PE, ban kiém tra két n8i BGP dén tat ca cac workgroup khac véi cau lénh:
show ip bgp summary va cau Iénh: show ip bgp neighbor
Example:
Pex1# show ip bgp summary

Pel1# show ip bgp neighbor

- Kiém tra bang VRF BGP cua cac khach hang cla ban trén cac router PE véi cdu Iénh:
show ip bgp vpnv4 vrf. Ban sé nhin thdy cdc route BGP dén tu cac router CE sé dudc
chon la nhitng route t6t nhat cac cac dich.

Example:

Pex1# show ip bgp vpnv4 vrf Customer_A

- Kiém tra bang VRF cho cac khach hang cta ban trén céc router PE v3i cu 1énh: show ip
route vrf. Ban sé nhin thdy cac route dén tu cac router CE sé dudgc lua chon.
Example:

Pex1# show ip route vrf Customer_A

Pex1# show ip route vrf Customer_B

XVI- Lab 6-2 Answer Key: Hgp nhat cac Service Provider.

1. Task 1: Enable két ndi vGi Router P central.

- C4u hinh nhiing budc sau trén router Px1:
Px1(config)# interface serial0/0.2x1 point-to-point
Px1(config-subif)# ip address 192.168.100.** 255.255.255.248
Px1(config-subif)# frame-relay interface-dlci 2x1

Px1(config-fr-dici)# no shutdown

- C4u hinh nhiing budc sau trén router Px2:
Px2(config)# interface serial0/0.2x2 point-to-point
Px2(config-subif)# ip address 192.168.100.** 255.255.255.248
Px2(config-subif)# frame-relay interface-dlci 2x2

Px2(config-fr-dici)# no shutdown
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2. Task 2: Chuyén Core sang s dung IS-IS.

- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# no router eigrp 1
Pex1(config)# router isis
Pex1(config-router)# net 49.0001.0000.0000.01x1.00
Pex1(config-router)# is level-2-only
Pex1(config-router)# metric-style wide
Pex1(config-router)# interface serial 0/0.111
Pex1(config-subif)# ip router isis
Pex1(config)# interface loopback 0

Pex1(config-subif)# ip router isis

- C4u hinh nhiing budc sau trén router Pex2 :
Pex2(config)# no router eigrp 1
Pex2(config)# router isis
Pex2(config-router)# net 49.0001.0000.0000.01x1.00
Pex2(config-router)# is level-2-only
Pex2(config-router)# metric-style wide
Pex2(config-router)# interface serial 0/0.111
Pex2(config-subif)# ip router isis
Pex2(config)# interface loopback 0

Pex2(config-subif)# ip router isis

- C4u hinh nhiing budc sau trén router Px1:
Px1(config)# no router eigrp 1
Px1(config)# router isis
Px1(config-router)# net 49.0001.0000.0000.02x1.00
Px1(config-router)# is level-2-only
Px1(config-router)# metric-style wide
Px1(config-router)# interface serial0/0.111
Px1(config-subif)# ip router isis
Px1(config-subif)# interface serial 0/0.112
Px1(config-subif)# ip router isis
Px1(config-router)# interface serial 0/0.2x1
Px1(config-subif)# ip router isis
Px1(config)# interface loopback 0
Px1(config-subif)# ip router isis

- C4u hinh nhiing budc sau trén router Px2:

Px2(config)# no router eigrp 1
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Px2(config)# router isis
Px2(config-router)# net 49.0001.0000.0000.02x2.00
Px2(config-router)# is level-2-only
Px2(config-router)# metric-style wide
Px2(config-router)# interface serial0/0.111
Px2(config-subif)# ip router isis
Px2(config-subif)# interface serial 0/0.112
Px2(config-subif)# ip router isis
Px2(config-router)# interface serial 0/0.2x2
Px2(config-subif)# ip router isis
Px2(config)# interface loopback 0
Px2(config-subif)# ip router isis

3. Task 3. Enable MPLS LDP két ndi v@i router P central
- C4u hinh nhiing budc sau trén router Px1:
Px1(config)# interface serial 0/0.2x1
Px1(config-subif)# mpls ip
Px1(config-subif)# mpls label protocol Idp

- C4u hinh nhiing budc sau trén router Px2 :
Px2(config)# interface serial 0/0.2x2
Px2(config-subif)# mpls ip
Px2(config-subif)# mpls label protocol Idp

4. Task 4 : Enable IBGP két ndi cho tat ca cac router PE.

- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# router bgp 65001
Pex1(config-router)# no neighbor 192.168.x.33 remote-as 65001
Pex1(config-router)# neighbor 192.168.100.129 remote-as 65001
Pex1(config-router)# neighbor 192.168.100.129 update-source loopback 0
Pex1(config-router)# address-family vpnv4
Pex1(config-router-af)# neighbor 192.168.100.129 activate
Pex1(config-router-af)# neighbor 192.168.100.129 send-community both
Pex1(config-router-af)# neighbor 192.168.100.129 next-hop-self

- C4u hinh nhiing budc sau trén router Pex2:
Pex1(config)# router bgp 65001
Pex1(config-router)# no neighbor 192.168.x.17 remote-as 65001
Pex1(config-router)# neighbor 192.168.100.129 remote-as 65001
Pex1(config-router)# neighbor 192.168.100.129 update-source loopback 0
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Pex1(config-router)# address-family vpnv4

Pex1(config-router-af)# neighbor 192.168.100.129 activate
Pex1(config-router-af)# neighbor 192.168.100.129 send-community both
Pex1(config-router-af)# neighbor 192.168.100.129 next-hop-self

XVII - Lab 6-3: Cac dich vu VPN chung.

- V4i mot kién tric MPLS VPN mdi cé thé dugc sir dung dé trién khai mot van dé mdi do la
van dé& quan ly cac dich vu cla cdc router CE. Cac NMS trung tdm cé thé gidm sat va quan
ly tat ca cac router CE thong qua két néi VPN.

- NMS VPN sé cung cap két nGi duy nhat gilta NMS va mot dia chi IP duy nhat trén mot
router CE va n6 dudc s dung cho muc dich quan ly.

- Trong bai lab nay, Service Provider clia ban da thiét 1ap mot trung tam quan ly mang téap
trung s dung céng nghé VPN giira cac interface loopback cua cac router Ce va router NMS.
Ban sé thiét |ap két nGi duy nhat gilta NMS va cac interface loopback trén router CE vdi

subnet mask la /32.

1. Pham vi hoat dong cua bai lab.
- Trong bai lab nay, ban sé thiét [ap mét mang VPN quan ly gilta cac interface loopback cla
cac router CE va router NMS. Sau khi hoan thanh bai lab nay, ban sé c6 dugc nhitng két
qua sau:

+ Thiét k€ mot mang VPN quan ly.

+ Thiét 1ap két nGi gilta VRF quan ly va cac VRF khach hang bdng cach cdu hinh

dung cac route dich.

2. Sa d6 logical cua bai lab.

MPLS Lab Managed Services

CE11A CENMB CE1ZA CE128 CEI1A CE2B CE2ZA CERZB
o - — e .2

NMS
. o

Core
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3. Tai liéu céan thiét.
- P& hoan thién bai lab nay cdc ban cé thé tham khao thém tai liéu: Cisco I0S

documentation.

4. Danh sach cau Iénh s dung trong bai lab.

- Bang sau sé mo ta cac cau lénh can thiét dugc sir dung trong bai lab nay:

Cau lénh Mo ta

Export map name Chi ra mét VRF export route map.

Ip prefix-list name permit address | Tai mét danh sach IP prefix tuong Ung
mask ge len vdi tat ca cac prefix dugc chi ra trong
mot dai dia chi v8i mot subnet mask I6n

hon hodc bang gia tri da chi ra.

Match ip address prefix-list list Anh xa mét prefix trong moét route map
vGi moOt danh sach IP prefix da dugc chi

ra.
Route-map name permit seq Tao moét danh muc route map
Set extcommunity rt value additive Gan mét RT vao mot route tuong Ung vdi

cau lénh match

5. Task 1: Thiét Iap két ndi gilta NMS VRF va céac VRF khac.
- Mang VPN quan ly la mot “dich vu chung”. Vi vay, hai gia tri RT can cho mét mang VPN:
server RT va client RT. Trén router PE hd trg NMS, mot VRF cho mang VPN quan ly va can
mot gia tri RD tuang Ung: dugi day sé la mot s6 thanh phan cau hinh trén router NMS PE.
! Create the NMS VRF
/
Ip vrf NMS
Rd 101:500
Route-target export 101:500
Route-target import 101:500
Route-target import 101:501

- P& thiét 1ap k&t ndi gitta NMS VRF va cac VRF khach hang, ban s& phai gan cac client RT
cho cac route hudng tgi dia chi loopback cua router CE khi dia chi nay dugc xuat ra tir VRF
cla khach hang. Ban ciing can phai nhap vao cac route hudng téi router NMS vao trong tat

ca cac VRF cua khach hang.

5a. Cac budc can thuc thi.
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- Step 1: Tao mét danh sach dia chi IP s& dugc dung dé anh xa vdi cac dia chi loopback cla
router CE.

- Step 2: Tao mot route map s& dudc dung dé€ dnh xa vdi cac dia chi loopback cla router
CE v@i danh sach prefix va gan cac gia tri client RT vao nhiing route do.

- Step 3: bua cac route map vao nhirng route dugc xuat ra tir cac VRF cua khach hang vdi
cau lénh: export route-map.

- Step 4: nhép cac route NMS vao trong VRF cla khach hang bang cach chi ra ding cac gia
tri nhap RT.

5b. Kiém tra.

- Ban can kiém tra xem céac gid tri RT da dugc gan ding vao cac route hudng tdi dia chi
loopback cla router CE chua bang cach si dung cau Iénh: show ip bgp vpnv4 vrf name
prefix.

Example:

Pex1# show ip bgp vpnv4 vrf Customer_A 10.1.x1.49

- SU dung cau lénh ping md& réng, kiém tra xem ban cé thé ping tir dia chi loopback cla
router CE dudc quan ly dén dia chi loopback clia router NMS CE hay khong (10.10.10.49).

- SU dung cdu Iénh ping mé& réng, kiém tra xem ban khéng thé ping tir dia chi Ethernet cla
router CE dudc quan ly dén dia chi loopback ctia router NMS CE khong (10.10.10.49).

- Kiém tra router CE clGa ban dang nhin thdy duy nhét cac prefix véi mang VPN cua ban.
Example:

Pex1# show ip bgp vpnv4 vrf Customer_A

XVIII - Lab 6-3 Answer Key: Cac dich vu VPN chung.

1. Task 1: Thiét lap két nGi gilta NMS VRF va cac VRF khac

- C4u hinh nhitng budc sau trén router Pex1 ciia Customer A:
Pex1(config)# ip vrf Customer_A
Pex1(config-vrf)# export map NMS_Cus_A
Pex1(config-vrf)# route-target import 101:500
Pex1(config)# ip vrf A_Central
Pex1(config-vrf)# export map NMS_Cus_A
Pex1(config-vrf)# route-target import 101:500
Pex1(config)# route-map NMS_Cus_A permit 10
Pex1(config-route-map)# match ip address access-list 10
Pex1(config-route-map)# set extcommunity rt 101:501 add

Pex1(config-route-map)# exit
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Pex1(config)# access-list 10 permit host 10.1.x1.49
Pex1(config)# access-list 10 permit host 10.1.x2.49

- C4u hinh nhiing budc sau trén router Pex2 ciia Customer A:
Pex2(config)# ip vrf Customer_A
Pex2(config-vrf)# export map NMS_Cus_A
Pex2(config-vrf)# route-target import 101:500
Pex2(config)# route-map NMS_Cus_A permit 10
Pex2(config-route-map)# match ip address 10
Pex2(config-route-map)# set extcommunity rt 101:501 add
Pex2(config-route-map)# exit
Pex2(config)# access-list 10 permit host 10.1.x1.49
Pex2(config)# access-list 10 permit host 10.1.x2.49

- C4u hinh nhiing budc sau trén router Pex1 ciia Customer B:
Pex1(config)# ip vrf Customer_B
Pex1(config-vrf)# export map NMS_Cus_B
Pex1(config-vrf)# route-target import 101:500
Pex1(config)# route-map NMS_Cus_B permit 10
Pex1(config-route-map)# match ip address 20
Pex1(config-route-map)# set extcommunity rt 101:501 add
Pex1(config-route-map)# exit
Pex1(config)# access-list 20 permit host 10.2.x1.49
Pex1(config)# access-list 20 permit host 10.2.x2.49

- Cau hinh cac budc sau trén router Pex2 cuia Customer B:
Pex2(config)# ip vrf Customer_B
Pex2(config-vrf)# export map NMS_Cus_B
Pex2(config-vrf)# route-target import 101:500
Pex2(config)# ip vrf B_Central
Pex2(config-vrf)# export map NMS_Cus_B
Pex2(config-vrf)# route-target import 101:500
Pex2(config)# route-map NMS_Cus_B permit 10
Pex2(config-route-map)# match ip address 20
Pex2(config-route-map)# set extcommunity rt 101:501 add
Pex2(config-route-map)# exit
Pex2(config)# access-list 20 permit host 10.2.x1.49
Pex2(config)# access-list 20 permit host 10.2.x2.49
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XIX - Tach cac interface cho két noi Internet.

- Trong nhiéu trudng hgp, cac khach hang ctia ban mudn gilr lai m6 hinh truy cap internet
theo phuong phap truyén théng vdéi mot firewall gira mang VPN cua khach hang va
Internet. D& dap ’ng dudc yéu cau nay thi ban cd thé trién khai bdng cach s dung mang

VPN chuyén dung va Interface vdi nhitng subinterface trén lién két vat ly PE-CE.

1. Pham vi cla bai lab.
- Trong bai lab nay, ban s& trién khai mot giao dién truy cdp internet riéng biét. Sau khi
hoan thanh bai lab, ban sé thu dudc nhitng két qua sau:

+ Thiét lap két ndi CE-PE cho viéc truy cap Internet.

+ Thiét lap dinh tuyén gilta khach hang va Internet.

2. Sa d6 logical cua bai lab.

- Ban sé cau hinh thém cac lién két ao gilta cac router CE cua Site trung tdm (Cex1A va
Cex2B) va cac router PE khac. Ban sé phai cau hinh thém Static Routing gilra cac router PE
va CE. Remote Site (Cex1B va Cex2A) sé truy cap Internet sif dung két n6i MPLS VPN.

CE11A CE11B CE12A CE12B | CEMA CEZ1B CEZZA CEIZEB
Ceanti - - == Cantral | Canfrals™== . : tral

Internet

Core

3. Tai liéu céan thiét.
- P& hoan thanh bai lab nay cidc ban cadn tham khdo thém tai liéu: Cisco I0S

documentation.

4. Danh sach cau Iénh dung cho bai lab.

- Bang duGi day sé mo ta cac cau Iénh céan thiét sir dung trong bai lab.

Cau lénh Mo ta
Ip route prefix mask null 0 Tao moét route téng hgp trong bang dinh
tuyén.
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5. Task 1: Thiét lap két ndi CE-PE cho viéc truy cap Internet.
- Trong phan nay, ban s& tao thém moét subinterface mdi d& hd trg cho viéc truy cap

Internet trén router & Central Site.

5a. Cac budc can thuc thi.
- Step 1: Tao mot subinterface méi (s0/0.114) trén router central cua khach hang st dung

cac thong tin dia chi bén dudi bang sau:

Router ID IP Address DLCI
Cex1A 150.x.x1.66/28 114
Cex2B 150.x.x2.66/28 114

- Step 2: Cau hinh subinterface mg&i dé6 hoat dong vdéi giao thdc dinh tuyén Interior

Gateway Protocol (IGP) va chdc chan rang interface dé & trang thai Passive.

- Step 3: Tao mot subinterface mai (S0/0.114) trén cac router PE sr dung thong tin dia chi
trong bang dudi:

Router ID IP Address DLCI
Pex1 150.x.x1.65/28 114
Pex2 150.x.x2.65/28 114

- Step 4: C3u hinh cac subinterface mdi hoat ddng véi giao thirc dinh tuyén IGP va chéc

chan rang interface nay G trang thai Passive.

5b. Kiém tra.
- Ban cé thé€ sir dung cau lénh show ip interface dé€ kiém tra trang thai clia cac interface
mdi.
Example:
Cex1A# show ip interface S0/0.114
Pex1# show ip interface S0/0.114

6. Task 2: Thiét |ap dinh tuyén gilra Site cia Khach hang va Internet.

- V4&i giai phdp nay, Khach hang va Service Provider quyét dinh sir dung Static Routing dé
dinh tuyén ra internet. Trong phén nay, ban sé enable mot Static Default Route trén router
CE dé& dinh tuyén ra Internet va mot Static Route trén Router PE dé€ chi ra dai dia chi cua
khach hang.

6a. Cac budc can thuc thi:
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- Step 1: Trén router PE dang hd trd router CE cla ban, tao mét static route dé chi ra dai
dia chi cia khach hang.

- Step 2: Quang ba cac route nay vao trong BGP.

- Step 3: Trén router CE, tao mot default route.

- Step 4: Static route nay s€ dudc si dung bdi ca hai Site la Central va Remote.

6b. Kiém tra.
- Ban cd thé kiém tra static route trén router PE.
Example:

Pex1# show ip route

CE***# show ip route

- SUr dung cau Iénh ping ma réng dé kiém tra két ndi mang cua khach hang vdi Internet.
Example:

Cex1# ping

Protocol [ip]:

Target IP address: 201.202.26.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 10.x.x1.49

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OXABCD]:

Loose, Strict, Record, Timestamp, Verbose [none]:

Sweep range of size [n]:

Type escape sequence to abort.

XX - lab 7-1 Answer Key: Tach cac interface cho két noi Internet.

1. Task 1: Thiét |1ap két n6i CE-PE cho viéc truy cap Internet.

- Cau hinh cac budc sau trén router Cex1A:
Cex1A(config)# interface serial 0/0.114 point-to-point
Cex1A(config-subif)# ip address 150.x.x1.66 255.255.255.240
Cex1A(config-subif)# frame-relay interface-dlci 114
Cex1A(config-subif)# router ospf 1
Cex1A(config-router)# network 150.x.0.0 0.0.255.255 area 0

Created by: Dwong Van Toan — CCNP, CCSP, MCSE, LPI level 1. http://www.vnexperts.net 56



http://www.vnexperts.net

Cex1A(config-router)# passive-interface serial s0/0.114

- C4u hinh nhiing budc sau trén router Cex2B:
Cex2B(config)# interface s0/0.114 point-to-point

Cex2B(config-subif)# ip address 150.x.x2.66 255.255.255.240

Cex2B(config-subif)# frame-relay interface-dlci 114
Cex2B(config-subif)# router ospf 2

Cex2B(config-router)# network 150.x.0.0 0.0.255.255 area 0

Cex2B(config-router)# passive-interface s0/0.114

- C4u hinh nhiing budc sau trén router Pex1:

Pex1(config)# interface s0/0.114 point-to-point

Pex1(config-subif)# ip address 150.x.x1.65 255.255.255.240

Pex1(config-subif)# frame-relay interface-dici 114
Pex1(config-subif)# ip router isis
Pex1(config-subif)# router isis

Pex1(config-router)# passive-interface s0/0.114

- C4u hinh nhiing budc sau trén router Pex2:

Pex2(config)# interface s0/0.114 point-to-point

Pex2(config-subif)# ip address 150.x.x1.65 255.255.255.240

Pex2(config-subif)# frame-relay interface-dici 114
Pex2(config-subif)# ip router isis
Pex2(config-subif)# router isis

Pex2(config-router)# passive-interface s0/0.114

2. Task 2 : Thiét lap dinh tuyén gilta Site cia Khach hang va Internet.

- Cau hinh cac budc sau trén router Pex1 :
Pex1(config)# ip route 10.1.x1.0 255.255.255.0 150.x.x1.66
Pex1(config)# ip route 10.1.x2.0 255.255.255.0 150.x.x1.66
Pex1(config)# router bgp 65001

Pex1(config-router)# redistribute static

- Cau hinh cac budc sau trén router Pex2 :
Pex2(config)# ip route 10.2.x1.0 255.255.255.0 150.x.x2.66
Pex2(config)# ip route 10.2.x2.0 255.255.255.0 150.x.x2.66
Pex2(config)# router bgp 65001

Pex2(config-router)# redistribute static
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- Cau hinh cac budc sau trén router Cex1A :
Cex1A(config)# ip route 0.0.0.0 0.0.0.0 s0/0.114
Cex1A(config)# router bgp 650x1
Cex1A(config-router)# network 0.0.0.0

- Cau hinh cac budc sau trén router Cex2B :
Cex2B(config)# ip route 0.0.0.0 0.0.0.0 s0/0.114
Cex2B(config)# router bgp 650x2
Cex2B(config-router)# network 0.0.0.0

XXI - Lab 7- 2: Nhiéu Site truy cap internet.
- P& t6i uu qua trinh dinh tuyén, nha cung cdp dich vu s& tin chdc rang khach hang cla
minh co thé truy cap Internet tir mot site. BGi vi nhiéu site cling truy cép Internet, thi giao
thdc dinh tuyén dung sé dudc chuyén déi tir Static sang giao thirc dinh tuyén BGP.
1. Pham vi hoat dong cua bai lab.
- Trong bai lab nady, ban s& chuyén ddi cac khach hang dé truc ti€p truy cp dén cac giao
dién ctia BGP. Sau khi hoan thanh bai lab nay, ban sé thu dugc nhirng két qua sau:

+ Thiét lap két nbi remote site CE-PE cho viéc truy cép Internet.

+ Thiét lap remote site dinh tuyén gilta khach hang va Internet.

2. Sa d6 logical cta bai lab.
- Ban sé cau hinh thém cac lién két virtual gita cac router (Cex1B va Cex2A) va cac router
PE cla chung. Ban sé cau hinh mot phién lam viéc cua BGP global gilta cac router PE va cac

router CE dé trao ddi cac dudng di Internet gita nha cung cép dich vu va khach hang.

CEMA CE12A CE12B CE21B CEZZIB
- - .

Internet

Ama

Core

3. Tai liéu tham khao.

- Tai liéu dé tham khao trong bai lab nay : Cisco I0S documentation.

4. Danh sach cau |énh can thiét cho bai lab.

- Bang dugi day sé mo ta cac cau Iénh céan thiét cho bai lab.
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Cau lénh Mo ta

Ip route prefix mask null 0 Tao mét dudng di tdng hop trong bang dinh

tuyén

5. Task 1 : Thiét lap két n6i CE-PE cho viéc truy cap Internet.

- Nha cung c8p dich vu cta ban da thuc su tao mdt mang VPN dé truyén cac luu lugng tur
Internet. Ban sé can phai ra nhap vao mang VPN nay.

5a. Cac budc can thuc thi :

- Step 1 : Tao mdt subinterface (S0/0.115) trén cdc router con lai cha khach hang bang

cach st dung cac thoéng tin dia chi bén dudi bang sau:

Router ID IP Address DLCI
Cex1B 150.x.x1.130/28 115
Cex2A 150.x.x2.130/28 115

- Step 2 : Tao mét subinterface (S0/0.115) trén cac router PE sif dung nhitng théng tin dia
chi trong bang dudi day:

Router ID IP Address DLCI

Pex1 150.x.x1.129/28 115

Pex2 150.x.x2.129/28 115
5b. Kiém tra.

- Ban cé thé kiém tra trang thai cua interface.
Example :
Cex1B# show ip interface s0/0.115

Pex1# show ipinterface s0/0.115

6. Task 2: Thiét |ap dinh tuyén gilta mang clda khach hang va Internet.

6a. Cac budc can thuc thi:

- Step 1: Trén cac router CE (Cex1A hodc Cex2B), x6a bd cac cau lénh network va passive
interface cé lién quan dén Interface Wan tir mang cua Khach hang.

- Step 2: Xo6a bd cau lénh network tham chi€éu dén mang 0.0.0.0 tUr BGP.

- Step 3: Xo6a bd static route 0.0.0.0.

- Step 4: Thém lién két cua router PE nhu mot BGP neighbor.

- Step 5: Trén router PE, thém cac lién két vdi router CE nhu mot BGP neighbor.

- Step 6: Trén router CE (Cex2A hoac Cex1B), thém cac lién két vdi router PE nhu mot BGP
neighbor.

- Step 7: Trén router PE, thém cac lién két vdi router CE nhu mot BGP neighbor.
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6b. Kiém tra.

- Ban cé thé kiém tra trang thai ciia cdc BGP neighbor.

Example:
Pex1# show ip bgp summary

XXII - Lab 7-2 Answer key: Nhiéu Site truy cap Internet.

1. Task 1: Thiét I1ap két ndi CE-PE truy cap Internet.

- Cau hinh nhitng budc sau trén router CE:
Cex**(config)# interface serial0/0.115 point-to-point
Cex**(config-subif)# ip address 150.x.x*.130 255.255.255.240

Cex**(config-subif)# frame-relay interface-dlci 115

- C4u hinh nhiing budc sau trén router PE :
Pex*(config)# interface serial0/0.115 point-to-point
Pex*(config-subif)# ip address 150.x.x*.129 255.255.255.240

Pex*(config-subif)# frame-relay interface-dlici 115

2. Task 2 : Thiét lIap dinh tuyén giita mang cua Khach hang va Internet.
2a. Customer A :
- Cau hinh cac budc sau trén router Cex1A :
Cex1A(config)# router ospf 1
Cex1A(config-router)# no passive-interface serial0/0.114
Cex1A(config-router)# no network 150.x.0.0 0.0.255.255 area 0
Cex1A(config-router)# router bgp 650x1
Cex1A(config-router)# no network 0.0.0.0
Cex1A(config-router)# neighbor 150.x.x1.65 remote 65001
Cex1A(config-router)# no ip route 0.0.0.0 0.0.0.0 serial0/0.114

- C4u hinh nhiing budc sau trén router Pex1:
Pex1(config)# no ip route 10.1.x1.0 255.255.255.0 150.x.x1.66
Pex1(config)# no ip route 10.1.x2.0 255.255.255.0 150.x.x1.66
Cex1A(config)# router bgp 65001
Cex1A(config-router)# neighbor 150.x.x1.66 remote 650x1

- C4u hinh nhiing budc sau trén router Cex2A:
Cex2A(config)# router bgp 650x1
Cex2A(config-router)# neighbor 150.x.x2.129 remote 65001

- C4u hinh nhiing budc sau trén router Pex2.
Pex2(config)# router bgp 65001
Pex2(config-router)# neighbor 150.x.x2.130 remote 650x1
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2b. Customer B.

- C4u hinh nhiing budc sau trén router Cex2B:
Cex2B(config)# router ospf 2
Cex2B(config-router)# no passive-interface serial0/0.114
Cex2B(config-router)# no network 150.x.0.0 0.0.255.255 area 0
Cex2B(config-router)# router bgp 650x2
Cex2B(config-router)# no network 0.0.0.0
Cex2B(config-router)# neighbor 150.x.x2.65 remote 65001
Cex2B(config-router)# no ip route 0.0.0.0 0.0.0.0 s0/0.114

- Cau hinh cac budc sau trén cac router Pex2:
Pex2(config)# no ip route 10.2.x1.0 255.255.255.0 150.x.x2.66
Pex2(config)# no ip route 10.2.x2.0 255.255.255.0 150.x.x2.66
Pex2(config)# router bgp 65001
Pex2(config-router)# neighbor 150.x.x2.66 remote 650x2

- C4u hinh céac budc sau trén router Cex1B:
Cex1B(config)# router bgp 650x2
Pex2(config-router)# neighbor 150.x.x1.129 remote 65001

- C4u hinh nhiing budc sau trén cac router Pex1:
Pex1(config)# router bgp 65001
Pex2(config-router)# neighbor 150.x.x1.130 remote 650x2

XXII - Két ndi Internet trong mét mang MPLS VPN
1. Pham vi hoat dong cda bai lab.
- Trong bai lab nay, ban sé& phai chuyén mang cla khach hang tir mét mang VPN cé thé
truy cap Internet. Sau khi hoan thanh bai lab, ban sé thu dudc nhitng két qua sau:
+ Thiét 1&8p két néi tir CE-PE trung tdm cé thé truy cdp Internet.
+ Thiét 18p két ndi tir CE-PE remote cé thé truy cap Internet.

2. Sad d6 logical cta bai lab.

- Trong bai lab nay, ban s& tao mét mang VPN c6 thé truyén dif liéu tir Internet, va sau dé
ban sé& tao mét két néi gitta mang VPN va site cla khach hang. M&i Workgroup sé& chiu trach
nhiém thi hanh nhitng nhiém vu cdu hinh trén cac router PE clia minh.

- Hinh bén dudgi s€ moé ta sc do6 logical cua bai lab.
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3. Tai liéu céan thiét.

- Tai liéu tham khao d€ cé thé hoan thanh bai lab nay tét nhat: Cisco I0S document.

4. Danh sach cau lénh can thié€t cho bai lab.
- Cac cau lénh trong bai lab nay sé sif dung lai 8 nhitng bang danh sach cau Iénh cla cac
phan trudc.

5. Task 1: Thiét lap két ndi Central Site truy cap Internet.

- Nha cung c8p dich vu cua ban d3 thuc sy tao mét mang VPN dé truyén dir liéu tur
Internet. Ban sé can phai ra nhap vao mang VPN nay.

5a. Cac budc can thuc thi.

- Step 1: Trén router PE (Pex1 hoac Pex2), tao mot bang Internet VPN VRF mdi. Nha cung
cap dich vu da gan mot gia tri cua RT la 100:600 va mét gia tri cia RD la 100:600 cho tat
ca cac VRF.

- Step 2: Gan interface (114) dang hd trd bdi router CE cua Central Site (Cex1A hodc
Cex2B) vao trong mot VRF.

- Step 3: Xb6a bd cadu lIénh nighbor clia router nam trong Central Site tir Unicast address
family.

- Step 4: Thém cau lénh neighbor cua router ndm trong Central Site cho Internet VRF.

5b. Kiém tra.

- Ban c6 thé kiém tra cac dudng di Internet dudc nhan bdi cac router CE ndm trong Central
Site dén cac router PE neighbor.

Example:

Cex1A# show ip route

6. Task 2: Thiét 1ap két ndi cia Remote Site cho viéc truy cap Internet.

- Nha cung c8p dich vu clia ban da thuc su tao mét mang VPN dé truyén dir liéu tur
Internet. Ban sé can phai ra nhap vao mang VPN nay.

6a. Cac budc can thuc thi:
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- Step 1: Trén cac router PE (Pexl hodc Pex2) dang hd trg cac router CE (Cex2A hodc
Cex1B) nam trong remote site cla ban, gan interface (115) vao trong mot VRF.

- Step 2: X6a bd cau lénh neighbor tir cac router nam trong remote site & ché dd global
address family.

- Step 3: Thém céau |énh neighbor trén céc router nam trong mang Remote site cho bang
VRF Internet.

6b. Kiém tra.

- Ban c6 thé kiém tra cac dudng di Internet dugc nhan bdi cac router CE ndm trong Central
Site.

Example:

Cex2A# show ip route

XXIII - Lab 7-3 Answer Key: K&t noi Inernet trong mang MPLS VPN.
1. Task 1: Thiét Iap két nGi cho Central Site truy cap Internet.
- Cau hinh cac budc sau trén cac router PE:
Pex1(config)# ip vrf internet
Pex1(config-vrf)# route-target both 100:600
Pex1(config)# interface s0/0.114
Pex1(config-subif)# ip vrf forwarding Internet
Pex1(config-subif)# ip address 150.x.x1.65 255.255.255.240
Pex1(config)# router bgp 65001
Pex1(config-router)# no nighbor 150.x.x1.66 remote-as 650x1
Pex1(config-router)# address-family ipv4 vrf Internet
Pex1(config-router-af)# neighbor 150.x.x1.66 remote 650x1
Pex1(config-router-af)# neighbor 150.x.x1.66 activate

Pex2(config)# ip vrf internet

Pex2(config-vrf)# route-target both 100:600

Pex2(config)# interface s0/0.114

Pex2(config-subif)# ip vrf forwarding Internet
Pex2(config-subif)# ip address 150.x.x1.65 255.255.255.240
Pex2(config)# router bgp 65001

Pex2(config-router)# no nighbor 150.x.x1.66 remote-as 650x1
Pex2(config-router)# address-family ipv4 vrf Internet
Pex2(config-router-af)# neighbor 150.x.x1.66 remote 650x1
Pex2(config-router-af)# neighbor 150.x.x1.66 activate

2. Task 2: Thiét |ap két ndi cho Remote Site CE-PE truy cap Internet.

- C4u hinh nhiing budc sau trén cac router PE:
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Pex1(config-vrf)# interface s0/0.115

Pex1(config-subif)# ip vrf forward Internet
Pex1(config-subif)# ip address 150.x.x1.129 255.255.255.240
Pex1(config-subif)# router bgp 65001

Pex1(config-router)# no neighbor 150.x.x1.130
Pex1(config-router)# address-family ipv4 vrf Internet
Pex1(config-router-af)# neighbor 150.x.x1.130 remote 650x2
Pex1(config-router-af)# neighbor 150.x.x1.130 activate

Pex2(config-vrf)# interface s0/0.115

Pex2(config-subif)# ip vrf forward Internet
Pex2(config-subif)# ip address 150.x.x1.129 255.255.255.240
Pex2(config-subif)# router bgp 65001

Pex2(config-router)# no neighbor 150.x.x1.130
Pex2(config-router)# address-family ipv4 vrf Internet
Pex2(config-router-af)# neighbor 150.x.x1.130 remote 650x1
Pex2(config-router-af)# neighbor 150.x.x1.130 activate
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THE END
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