Mang ngang hang cé thé tdng nang

sudt sir dung may tinh bgi né dudc thiét
8 k& dan gian trong viéc chia sé théng tin va
£ tai nguyén trén mang cua ban. Tuy nhién,
kha nang cua cac may tinh ngudi st dung
truy cdp vao may tinh cta ho co thé bij
danh cap thong tin, xda bo dif liéu hodc
thiéu than trong trong viéc chia sé thong
tin. D4 la nguyén nhan tai sao ma ban can thém vao cac chinh sach,
quy dinh s&* dung may tinh trong céng ty, ban cd thé chic chén rang
ban va nhén vién cong ty hi€u dudc cac kién thirc cd ban vé bao mét
mang ngang hang.

NOi dung cac phan:

1 Gigi thiéu

2 Bao mat hé thong tap tin

3. Bao mat tai khoan

4, SU dung tudng ldra

5 Cap nhat cac ban va I16i bao mat

6 Ki€ém tra tinh bao méat va&i cdng cu phan tich MSBA
7 Cac tai liéu tham khao

Phan 1: Gidi thiéu tédng quan

O day chlng t6i mudn cung cap cho ban cac kién thirc co ban bao méat
tot nhat bao gom:
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e Cap nhat cic ban va 16i bAo mat cua Windows mdi nhat

e SUr dung cac phan mém diét Virus

e SU dung két ndbi tudng Itra khi truy cap Internet

e SU dung méat khdu an toan

e Khong chia sé file hoac thu muc véi cac may chu trén Internet

e Gidi han quyén trén cac thu muc dudc chia sé

e Han ché thap nhat cac thu muc dudc chia sé

e Ngat cac chia sé khi khdng c6 nhu cau

Ngay nay véi su gia tdng cua cic doan ma nguy hiém nhu céc sau,
virus, hacker chiing cé thé lam té liét, pha hay di liéu, danh cdp thdng
tin trén may cua ngudi dung. Tai liéu nay vdi muc dich dua ra cac giai
phap bao méat cho cac doanh nghiép vira va nho khi sir dung mang
ngang hang. Trg gilp cac may tinh cua ban s dung hé diéu hanh
Microsoft Windows 2000 Pro dugc bao mat han trudc cac maoi de doa
bdo mat nham dam qua trinh lam viéc dudc hiéu qua an toan trén may
tinh

Cac van dé dugc hudng dan trong tai liéu nay bao gom

e Bdo mat hé thong tap tin
e Bao mat tai khoan ngudi dung
e Bdo mat su truy cap tir mang

e Kiém tra phan tich dadnh gid m{c dd bado méat vdi phdn mém Microsoft
Baseline

Thém vao dé cdc hudng dan nang cao tirng budc trong tai liéu nay,
ban sé cling tim thay cac thong tin vé cac gidi thiéu bao mat hang dau



ma Microsoft dang lam cho toan b6 khach hang, tir nhirng ngudi dung
gia dinh cho dén cac doanh nghiép

Chu y quan trong:

Toan bd cac hudng dan tirng budc trong tai liéu nay dudc phat trién
theo dang mac dinh khi ban cai dat hé diéu hanh. Néu ban c6 thay doi
thanh Start menu, cdc budc huéng dan cd thé sé khéng con ding

Yéu cau cap nhat cac ban Service Pack

Tai liéu nay sUr dung tét nhat cho cac hé diéu hanh Windows 2000
Professional Service Pack 4. Néu ban chua cai dat hoac ban khéng biét
dia chi cai dat ban cé thé truy cip vao dia chi Windows Update cla
trang web Microsoft tai dia chi:
http://go.microsoft.com/fwlink/?LinkID=22630, va tai dé ban c6 thé
quét cac ban cap nhat trén may ban. Néu Service Pack 4 dugc hién thi
trén danh sach cac ban va 10i, ban hdy cai dat né trudc

Cac yéu cau quan tri

Ban phai dang nhéap vdi tai khoan truy cap cao nhat la Administrator
hodc vdi tai khoan la thanh vién cia nhém quan tri dé c6 thé hoan
thanh cac hudng dan nay. Néu may tinh cua ban két ndi téi Internet,

cac chinh sach thiét Iap mang ciing co thé ngan can su hoan thanh cua
cac huéng dan nay

Bao mat hé thong File

Mot hé théng quan ly tap tin la cac phudng thirc ma céc file hoac thu
muc dudc té chirc trén may tinh cla ban. Cé mét s6 phudng phap bao
vé hé théng tap tin tir cac truy cap trdi phép nhdm muc dich thay déi
hoac x6a bd dir liéu. Trong muc nay téi mudn gidi thiéu vdi cac ban
tirng budc dé bao vé hé thdng tap tin nhu sau:

e Chuyén d6i hé théng quan ly tap tin thanh NTFS

e SUr dung cac phan mém diét Virus

e Bao vé cac file dudc chia sé

e Bao vé cac thu muc dudc chia sé



e Ngat hodc x0d céc account khdng cén thiét
e Chuyén d6i hé théng quan ly tap tin thanh NTFS

Trong khi cai ddt Windows 2000, cadc may tinh dugc cdu hinh dé sur
dung hé théng quan ly tap tinFAT32 hodac NTFS. FAT32 la cong nghé

cli dudc s dung trong cac phién ban Windows trudc day nhu Windows
98, Me. Hé thdng quan ly tap tin NTFS nhanh hon va bao méat hon
FAT32. Gidi phap t6i uu nhat vé thuc thi va bao mat hé diéu hanh la sur
dung NTFS cho viéc quan ly tap tin trong may tinh cua ban.

Kiém tra hé théng quan ly tap tin trén may tinh cta ban.

Trudc khi chuyén d6i hé théng quan ly tap tin trén may tinh clda ban,
ban cén phai xac nhan 1a may tinh ctia ban chua dugdc chuyén doi
thanh NTFS. Ban h3y theo cdc hudng dan sau dé kiém tra. Néu cac
budc ki€m tra xac nhan la ban dang s dung NTFS thi ban khéng can
chuyén déi hé théng quan ly tép tin

e Kiém tra hé théng quan ly tap tin hién tai trén may tinh ban:

1. Trén man hinh Desktop, ban kiach dup chudt phai vao My Computer
2. Kich chudt phai vao 6 ciing ma ban can kiém tra, sau dé chon
Properties

3. Xac nhan do6 la hé thdng quan ly tap tin NTFS. Néu khdng phai, ban
cd thé s dung tién ich chuyén ddi ( convert.exe) dugc hudng dan bén
dudi dé€ chuyén dbi FAT16 hodc FAT32 thanh NTFS

Ki€ém tra toan bd cac 6 dia con lai trén may tinh cua ban. Trong
trudng hogp néu toan bd cac 6 ciing hién thdi trén may ban la FAT32
ban cling c6 thé dé dang chuyén déi thanh NTFS theo cac hudng dan
bén dudi

Chuyén d6i hé théng quan ly tap tin thanh NTFS

D€ chuyén d6i hé thdng quan ly tép tin thanh NTFS, ban phai chu y
tén cla 6 dia ma ban da dat va lam theo cac budc chi dan dudi day



e Chuyén d6i hé théng quan ly tap tin thanh NTFS

1. TU menu Start ban kich vao Run go cau Iénh cmd sau dé nhan OK

2. Sau khi clra §6 MS-Prompt DOS hién ra ban go cau Iénh sau:
“Convert Tén_0O Pia: /fs:ntfs”

Sau dd ban phai nhap Volume & dia . Gia s ban can Convert & D vdi
tén 6 dia 1a KIEMTRA ban lam nhu sau:

Convert D: /fs:ntfs
Sau d6 man hinh s& nh3c ban nhap tén & dia vao va ban gd KIEMTRA

3. Tiép theo ban nhép tén & dia va nhdn ENTER

4. Khi viéc chuyén ddi hoan thanh, ban déng clra sé bang cau 1énh
EXIT

CHU Y: Ch y quan trong khi ban dang chay cac chuong trinh cua hé
diéu hanh thi duong nhién hé diéu hanh s& khdng chuyén d6i ngay
cho ban tai thdi diém dd. Tuy nhién hé diéu hanh s& nhac ban rang
viéc chuyén ddi nay s& dudc thuc hién sau khi ban khai déng lai may.
Va ban phai gd Y dé déng y

S’ dung cac phan mém diét Virus

Virus may tinh 1a cac chuong trinh dugc cai dit hodc 1ay nhiém vao
may tinh ngoai su' cho phép clua ban. Ngay nay cac virus ngay cang
nguy hiém vdi kha ndng tu sao chép va lay nhiém qua Internet va
email trén toan thé€ gidi véi toc do rat nhanh trong vai gic

Phan mém diét sé giup ban bao vé may tinh cia minh v@i nhiéu loai
virus, sau, trojan va cac doan ma nguy hiém. Bang cadch nay ban cé
thé quét va diét virus. Tuy nhién céc phan mém diét virus chi giai
quyét dudc mot phan van dé .

Nhiéu may tinh mdi dugc mua vdéi cac phan mém diét virus da dudc cai
dat san trén may tinh. Tuy nhién, phdn mém diét virus nay yéu cau
ban phai dang ky dé cé thé cdp nhat cac Virus mdi nhat. N&u ban
khdng dang ky cdp nhat, may tinh cla ban sé& bji nguy hiém trudc cac
virus mdi



Ban hdy sir dung email an toan bang cach khéng md cac file dinh kém,
khong kich vao cac lién két trén trén email (Tt nhat hay copy va
paste vao trinh duyét dé truy cdp web). Néu ban cai phdn mém diét
virus thi cac chuadng trinh nay sé quét cac file c6 dinh kem

DE biét dudc cac chuang trinh diét virus va cdc nha cung cdp phan
mém diét virus tot nhat véi HbH Windows mdi ban tham khao tai dia
chi http://go.microsoft.com/fwlink/?LinkId=22712



Bao vé cac file dudc chia sé

N Trong bai trudc téi da dua cac khai niém,
chuyén d6i hé théng tap tin NTFS. Phan nay
sé tiép tuc hudng dan ban cach bao vé cac
tap tin, thu muc dudc chia sé trong mang
LAN. Mang ngang hang cho phép ban tao cac

;{:1:&_85 chia sé dif liéu do d6 ngusi dliing cé thé gidi
han truy cap chi doc hoac cé thé vura doc,
thay ddi, xda file. NEu ban két néi véi Internet, va khdng s dung
tudng Ira, ban hdy nhdg rang bat ky moét file nao ban chia sé ban ciing
cd thé bj truy cp tir cdc ngudi dung khac trén mang Internet

Theo mac dinh, Windows 2000 cho phép toan quyén diéu khién, thay
déi va doc vdi bat ky ngudi dung nao truy cdp vao cac thu muc dugc
chia sé (share). Tuy nhién ban hoan toan cé thé thay ddi bang cach
x6a thubc tinh nay trén cac thu muc dudc chia sé hodc thay ddi gidi
han truy cép toan quyén bang cac truy cap chi cé doc. Hodc ban ¢ thé
thém céac tai khoan truy cap theo ding ngudi can chia sé. Viéc xda bo
quyén Everyone trong Windows ban sé& dudc dadm béao rang khong cé ai
cd thé truy cép vao cac thu muc can bao vé trir khi ban thém mot
ngudi dung mdi vao tai khoan truy cap.

Hodc ban muén bao vé céc chia sé an trudc ngudi dung ban cd thé
thém dau “$” vao sau cac thu muc chia sé. Vi du ban mudn chia sé
mot thu muc “Du lieu” ban cé thé thém “Du lieu$” vao sau thu muc
nay khi d6 n€u ban mudn truy cap vao thu muc chia sé nay thi ban chi
viéc g0 tén maya Tén chia sé cua thu muc+$ vi du: Computerdata$
khi d& ban da cé thé truy cap dudc vao thu muc &n nay roi. Tuy nhién
cach nay chua thuc su an toan véi mot ngudi dung cé hiéu biét vé may
tinh. Ho chi viéc xem thu muc chia sé nay bang cach vao

Start, Run, type emd , GO cau |Iénh NET SHARE né sé liét ké hét cac
chia sé k& ca chia sé &n. Vay thi ban phai lam gi ? Xin mdi ban tiép tuc
dén vdi phan

Bao vé cac thu muc chia sé

Mang ngang hang Windows cho phép ban chia sé cac théng tin vdi
may tinh khac trén mang. B&ng mét vai thao tac nho ban da co thé
chia sé dudc céc file va cac thu muc. Bang cac thay d6i mot vai cac
thiét 1ap mac dinh, ban cd thé ngdn chén céc truy cép bat hop phap tdi
cac file va thuc muc cta ban



Cac budc dé bao vé thu muc chia sé

Budc 1: Trén man hinh Desktop, kich dup vao My Computer, sau dé
ma file hoac thu muc ma ban mudn bao vé

Budc 2: Kich phai chubt vao thu muc ban muén bao vé va chon
sharing

Budc 3: Trén tab Sharing, kich vao Permissions
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Budc 4: Chon EveryOne va kich Remove nhdam han ché bat ky ngudi
dung nao mudbn truy cap



Permissions for Docuements
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Budc 5: Kich vao Add sau do6 chon tai khoan truy cép thich hgp ma
ban mudén cho ngudi dung chia sé
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Ban chu y néu thu muc ban can chia sé ma chi cho ngudi dung Copy
thi tot nhat chi dat quyén truy cap “Read”.

Budc 6: Ban nhan “Apply”a OK. Cong viéc chia sé bay gid da hoan
thanh. Ban co6 thé yén tdm rang file ctia ban chac chdn dudc bao vé chi
cé nhitng ngudi dugc phép truy cdp mdi cé thé truy cép dugc.

Cha y:

Cac file hoac thu muc chia sé hoat dong tét nhat vai hé
théng NTFS

D& thay d6i quyén truy cép, ban chi viéc thém hodc remove
bét User hodc thay ddi quyén truy cap théng tin

Trong cac Account va cac nhom ngudi dung (Groups) néu ban
dat Full Control Permissions thi ngudi dung cé thé xoa file, xéa
cac thu muc con trong thu muc dudc chia sé



Nhéan tién day t6i mudn canh bdo vdéi cac ban moét diéu cuc ky quan
trong rang: Theo ché& dd méac dinh Windows 2000, XP, 2003 déu chia
sé tat ca cac 6 dia cirng cla ban va cac thu muc la: IPC, Admin theo
hinh thic chia sé 8n (c6 ddu $) ma & trén téi da ndi v3i ban (Ban cé
thé kiém tra diéu nay bang cach truy cadp vao Control Panel a
Administrative Tools a Computer management a System Tool a Share
Folder.

L)t Computer Mana D

|Act||:|n View ||¢' '§|-|-|.||§||§ﬁ

Tree | Shared Fol., /| Shared Path | Type

‘g Computer Management (Local) 5 ADMING CAININNT Windows

=E ‘E& System Toaols e IPCS Windows
-] Event Viewer Y i Windows
-} System Information B2 03 D3, Windows

LFI@ Performance Logs and Alerts
=g Shared Folders
-i::j Shares
.E] Sessions
g, e .E] Cpen Files
'j Device Manager
=-#3 Lol Users and Groups
._j lsers
.__1 Groups
'ﬂ;ﬁ Storage
:_j Disk Management
@ Disk Defragmenter
i~{=a Logical Drives
[+]- @ Removable Storage
[+ ﬁ Services and Applications

1] |

Cac chia sé mac dinh nay mac du khéng truy cap dugc vdi tai khdan
khach nhung néu ban vo tinh tao Account truy cap vdéi quyén
Administrator cho ngudi sir dung thi duong nhién rang may ban sé bi
khai thac hét thdng tin. VAy thi ban phai lam gi d& xéa bo cac chia sé
nay ? Ban ngat cac chia sé ti Computer Management? Hoan toan sai
lam! Vi sau khi khdi dong lai may chidng lai xuat hién khéng tin ban cr
th& ma xem.

DE& gidi quyét van d& nay tdi hudng dan ban cach xda cac chia sé nay
don gian ma cuc ky hiéu qua. bau tién ban tao mot File la secure.bat
(TU File trong My Computer a New a Text document a ban dat tén
file Ia secure.bat. Chl y rang néu phan mad rong cua file khdng dugc



hién thj thi file cta ban van cé phan md rong Ia *.txt ban phai vao
Toolsa Folder Options a View a Bé danh dau “Hide file extentions
for known file types”. Ti€p theo ban kich phai chudt vao file
secure.bat vUra tao chon Edit va thém vao cac dong Iénh sau:

net share c$ /delete /y

net share d$ /delete /y

net share IPC$ /delete /y

net share ADMIN$ /delete /y

Sau do Save lai. Bay gid ban thi chay file nay va kiém tra lai cac file
share. Két qua thé nao? Tuyét vai phai khong. Vay thi ban hdy copy

file nay vao muc Startup clia Windows dé& mdi [An khdi dong may sé
x0a bo cac muc chia sé mac dinh nay.



Bao mat tai khoan ngudi dung, mat khau,
_ Logn thiét 1ap tuong Iura.
' e Phan nay chiing ta tiép tuc hoc cac k§ ndng bao
gom: VO hiéu hoa tai khoan ngudi dung khéng
Language: | Duich (Netedands) » - can thi€t, bdo mat cac tai khoan, chéng truy
cap bang cac phan mém tudng Itra, cap nhat
i, cac ban va loi hé diéu hanh.

Fassword ssssssssss

VO hiéu héa hoac x6a cac tai khoan khong can thiét
Ban tao rat nhiéu Account nhung sau mot thdi gian cac Account nay
khong dudc dung hoac cé su thay dbi nhan su tu phia ngudi dung hoac
cac chuong trinh cai dat tu dong tao Account ma ban khong dung dén.
Vay thi giai phap t6t nhat la ban hay xéa hoac vo hiéu hda cac Account
nay nham bao vé may tinh va thong tin.
Cac budc dé vo hiéu hda cac tai khéan ngudi dung:

1. TU Start chon Settings, Control Panel

2. Kich dup vao Administrative Tools, sau do kich dup vao
Computer Management

3. Ban chon Local Users and Groups va kich vao Users

4. Kich phai chubt vao cac Account ma ban can vo hiéu hda chon
Properties

5. Trén tab General, ban chon Account is disabled , Apply, Ok
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1. Khi tai khoan da dugc vo hiéu hda thi dudng nhién tai khdéan nay
khdng thé dugc sir dung d& dang nhap va biéu tugng cua tai
khoan nay sé bién thanh dau X gach doé

2. Tai khoan Administrator khdng thé vd hiéu héa dugc

Xo6a tai khoan ngudi dung:
1. TU Start chon Settings , Control Panel

2. Kich dup vao Administrative Tools, sau do kich dup vao
Computer Management

3. Ban chon Local Users and Groups va kich vao Users
4. Kich phai chubt vao cac Account ma ban can xéa bo chon Delete
Chua y:

1. D€ an toan ban hay vd hiéu hda céc tai khoan trudc khi xda
chung



2. MOt tai khoan da bi xda sé khong cod kha nang khoi phuc

3. Theo méc dinh tai khoan Administrator va Guest khong thé
x6a dugc

Bao mat cac tai khoan ngudi dung:
Bang cach s’ dung mét kh&u, v6 hiéu hda hodc xda bd cac tai khoan

khdng can thiét ban cd thé lam gidm nguy cd truy cap tradi phép vao
may tinh cua minh

S« dung méat khau

MOt diéu cuc ky quan trong la phai ddt mat kh&u cho toan bd cac tai
khoan cua Windows - v&i 02 nguyén nhan chu yéu sau:

Nguyén nhén thd 1: Néu bat ky mot tai khoan nao khong dat mét,
kh&u thi ducng nhién rang bat ky mot ngudi dung nao cling cé thé
truy cap vao may tinh cia ban bang tai khoan khéng dudc dat mat
kh&u

Nguyén nhén thd 2: Theo mac dinh, tat ca cac tai khoan khong dat
mét kh&u thi ngudi dung chi cé thé dang nhap vao may tinh cta ban
truc ti€p khi ho ngdi trén mdy ban ma khdng thé dang nhép tir xa hoéc
diéu khién mday ban tir xa. Nhung su gidi han nay sé& khdng cd hiéu luc
doi vlroi cac tai khoan tén mién hoac tai khoan Guest. Néu tai khoan
Guest khdng bi vd hiéu hda va khéng ddt méat khdu, nd sé cd thé bij sur



dung dé€ dang nhép vao bat ky mét tai nguyén nao trén mang ngang
hang

Pé thiét 1ap hoic reset lai mat khau tai khoan cé san ban lam
nhu sau:

1. TU Start, Settings ,Control panel
2. Kich phai chudt chon Set Password . Ban hdy nhap mét khdu mdi
Su’ dung tudng laa:

Phan mém tudng Ira hoac phan ci’ng tudng Ira sé tao hang rao bao vé
may tinh trudc cac moi de doa tiém tang trén Internet. NEu may tinh
ban s dung hé diéu hanh Windows 2000 sé khong co tudng Ira dugc
cai dat trén hé diéu hanh (trir Windows XP, Windows 2003), do dé
Microsoft khuyén ban nén cai dat tudng Iura trudc khi truy cap Internet.

Hé diéu hanh khdng c6 cac hudng dan sur dung tudng Ifa ma ban phai
doc céac tai liéu hudng dan tu chinh cac nha cung cap phan mém hoac
phan clng

Cac phan cirng vé tuong lra:

Phan cing tudng Ira 1a lua chon tot nhat cho hé diéu hanh Windows
trudc khi ban c6 y dinh sif dung Windows XP. M6t s6 mang may tinh
nhu cac diém truy cap khéng day va cac cac bé dinh tuyén bang thong
rong dugc xay dung san tudng Itra. Microsoft Broadband Networking
Wireless la mot vi du cho diém truy cap khéng day dudc cai dat san
phan ci’ng tudng Ira va cac mang khac trong tuong lai.

Phan mém tuong lira

MOt phdn mém tudng lira dudc xay dung bdi mot vai cac doi tac nhu
BlackICE PC Proection, Computer Associates, McAfee Security,
Symantec, Tiny Software, va ZoneAlarm.

DEé cd thé sir dung cadc phdn mém hodc phan cling Firewall clia céc
cdng ty nay ban cé thé tham khao tai liéu tai

http://go.microsoft.com/fwlink/?LinkId=22496

http://go.microsoft.com/fwlink/?LinkId=19713.



Cap nhat cac ban va 16i

Mot trong nhitng didu t8i quan trong 1a "Cap nhat day du cac ban va 10i
cua Windows" trudc can dai hong thuy: Virus (Blaster,Netsky, Sasser,
Lovegate,..), hacker, phan mém gian diép. Néu ban khong tuan thu
quy tdc nay may tinh cda ban sé& bi ha guc chi sau tir 10 phat dén 30
phut. Ban cé tin khéng? N€Eu ban tin t6i thi hay tiép tuc doc va cap
nhat Windows con néu khdéng tin t6t nhat ban hdy chuyén sang cac bai
doc khac thu vi han. Nhung néu co diéu gi xay ra véi may tinh cua ban
thi dung trach t6i khéng canh bao nhé! Cach t6t nhat giup ban tim
hi€u vé cac ban va 16i bao méat va cac ban thdng bdo bao mét tir hdng
Microsoft dudc mo ta & tai

http://go.microsoft.com/fwlink/?LinkId=22339.

Tai day ban sé dang ky dé cé thé cap nhat cac thong tin vé bdo mat,
cac ban va 16i bao mat qua email. Thém nifa né con cung cap cho ban
cac kién thic va cong nghé giup ban tu dong va 1oi hé diéu hanh

Tu dong cap nhat

Windows 2000 SP 4, XP, 2003 cung cap cho ban cac tinh nang tu déng
kiém tra va download cac ban va 16i bao mat mdi nhat tir Microsoft
Automatic Update s& cé thé& cdu hinh dé& gilp ban download tu déng
cac ban va ma khong anh hudng dén cong viéc ban dang lam trén may
tinh sau dé nd sé nhac nhd ban cai dat sau khi download dugc hoan
thanh

P& ciu hinh hé thdng cdp nhét tu ddng ban lam nhu sau:

1. TU Menu Start, Settings, Chon Control Panel sau dé kich vao
Automatic Updates

2. Chon Keep my computer up to date dé bat tinh ndng cép nhéat
tu dong

3. Chon Automatically download the updates, and install
them on the schedule that I specify.
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4. Chon lich cap nhat

5. Sau do kich OK va dong System Properties

Chu y: Ngoai ra, Cac ban thong bao bao mat dudc phat hanh théng
qua Security Notification Service. V3&i hé thong nay sé tu dong ra soat
may tinh cta ban va nhac nhd ban download va cai dat ching trén
may tinh cua ban



Kiém tra bao méat vdi céng cu Microsoft
Baseline Security Analyzer

N&m trong chién lugc bao mat cua Microsoft,
phan mém Microsoft Baseline Security
Analyzer (MBSA), sé bao cao cho ban cac
cdu hinh khéng bao mét va cac ban va [oi
Windows 2000, XP va Windows Server 2003.
Chuong trinh nay ban cé thé s dung trén
mdy ban hodc trén mét may diéu khién tu
xa. Phdn mém nay khéng thé thiéu cho
nhirng nha quan tri mang can phan tich hién
trang cua may chu. Ké ca nhiing ngudi dung binh thudng no ciing dua
ra dudc I6i khuyén va cac chi dan can thiét vé bao mat

Cac budc cai dat va st dung chuong trinh MBSA

Dé cai dat MBSA ban can phai download phdn mém nay (Dung lugng
khoang 1.56 Mb): Download MBSA

Sau dé ban cai dat binh thudng nhu cdc phan mém khac theo ting
budc. Qua trinh cai dat dugc hoan thién ban tiép tuc thuc hién cac
budc & phia dudi day

Quét cac ban cdp nhét va va 16i

1. T Start menu chon Programs a Microsoft Baseline
Security Analyzer

2. Kich vao Pick a computer to scan

3. Bo cac lua chon sau:

. Check for Windows vulnerabilities
. Check for weak passwords

. Check for IIS vulnerabilities

. Check for SQL vulnerabilities
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Shat scan

Sau do kich vao Start Scan

Quét cac cau hinh bao mat
Pé quét cac cdu hinh bdo mét ban lam nhu sau:
1. Loai bo lua chon Check for security updates, va chac chan

rang cac lua chon sau phai dugc danh dau: (Cach lam nay ngugc
v@i cach lam trén)

8 Check for Windows vulnerabilities
8 Check for weak passwords

8 Check for IIS vulnerabilities

8 Check for SQL vulnerabilities

2. Sau do kich vao Start Scan

3. Sau khi quét xong, bang bao cdo két qua sé xuat hién giéng
nhu khi ban quét cac ban cap nhat cua Windows Update. N6 chi
khac & cho la tai khac dudng lién két trong két qua dudc tim



thdy. Khi ban kich vao lién két, mot trang sé€ xuat hién vdéi chi
tiét cac két qua tim thay, cac giai phap dugc dua ra

4, Vay thi ban phai lam gi va giai phap nhu thé nao?Xin vui long
kich vao lién két "How to correct this” ban sé dudgc liét ké cac
nodi dung chi tiét, giai phap, cac giai thich va ban phai lam gi va
tirng budc giai quyét van dé

Vi du sau khi kiém tra may tinh th* nghiém t6i c6 két qua nhu sau:

¢ Microsolt Baselne Security Analyrer
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Khi kich vao lién két “Result details” ta sé dudc cac bang mé ta chi
tiét sau:



1 Microsalt Baseline Security Analyzer - Microsolt Inbernet Boplorer

b “Baseline Security Analyzer

Some user accounts (1 of 7) have blank or simple passwords, or could not
be analyzed.

Result Details
Weak Password Locked Out Disabled

Guest 2

ASPNET -

Administrator

IUSR_MNGOC_HAIT

Iwah_MNGOC_HAT

Test
Tslntemetlser

Trong bang thong bdo nay ta sé thay tai khéan khach (Guest) cua may
dang dugc mé va khdéng dat mat khdu hodc Ia mat khdu qué ngan (tur
1 dén 7 ky tu) khong an toan. RO rang la khong an toan r6i (Nhu &
trén toi da phan tich vé bao mat cac chia sé)

Ban kich vao "How to correct this”
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Local Account Passwords

Issue

Weak passwords are one of the main causes of security breaches. Examples of weak passwords are names of children or pets, or
common wards found in the dictionary, such as “happy.”

It is outside the scope of this tool ko check for all possible weak passwords on accounts, Rather, this tood anly chacks for & faw
commonly used weak passwords as follows:

= Password 15 blank.

= Password 15 the same as the user account name.
& Pazsword = the same a2 the machine namea.

® Password uses the word “password,”

= Password uses the werd "admin® or "administrator.”

Thas check also natifies you of any accounts that have besn disabled, or are corrently lockead out.
Thas cheek = not perfarmed on dorman controllers.

Far Mecrozoft® Window:® =P machines that ute ampls hle ehanng (ndedes Windows XP Home Edibian and Windaws XP
Professianal machsnes nat jormed to a domasn), MBSA will not flag local secounts with blank passwards. To help protect users who
do not passward-protect ther accounts, Windows HP Professional accounts without passwords can only be used to lag on at the
physical computer console. By default, accounts with blank passwords can no longer be wsed to log on to the computer remotsly
over the network, or for any other logon activity exceod st the main physical conscle logon screen.

=]

Eiooe [T iy Computer

Tai day cong cu s& dua cho ban cac I8i khuyén, cac hudng dan khic
phuc. Phdn mém nay rat hitu ich cho tat ca cac nha Quan Tri mang va
né c6 thé ap dung cho may tinh cd nhan clia ban dé kiém tra d6 an
toan cua may tinh minh. Trén day chi la mét s6 hudng dan cd ban su
dung phan mé&m mong rang né sé& hitu ich ddi véi ban doc. Bai hoc cua
ching ta dén day két thdc. Chuc cac ban bao vé may tinh an toan va
hiéu qua.



