CHONG IV : CAC KIEU TAN CONG VAO FIREWALL VA CAC BIEN PHAP
PHONG CHONG

Suot tir khi Cheswick va Bellovin viét cuén anh hiing ca vé cach xay dung céc bic tong lira va
theo d6i mot hic co quy quyét tén Berferd, y tong thiét dat mot hé phuc vu web trén Internet ma khong
trién khai mot bic tong lira da dgc xem 1a tu sat. Cling bang nh tu sat néu quyét dinh phé mac céc
nhiém vu vé biic tong llra vao tay cac k§ s mang. Tuy gi6i nay c6 thé tim hi€u céc quan hé mat thiét vé
k¥ thuat ctia mot biic tong lira, song lai khong hoa chung nhip thd v6i hé bao mat va tim hiéu nao trang
cling nh c4c k¥ thuat clia c4c tay hic co quy quyét. Két qua 1a, cdc bic tdng lira c6 thé bi choc thing

do céu hinh sai, cho phép bon tdn cong nhay b6 vao mang va gay ra dai hoa.

I. Phong cénh hiic tong lia
Hai kiéu buc tong lira dang thong [inh thi trong hién nay: hé gidm quan ting dung (application
proxies) va cac ngo thong loc goéi tin (packet filtering gateway). Tuy cac hé giam quan tng dung doc

xem la an ninh hon cac ngo6 thong loc gai tin, song ban chat han hep va cac han ché€ kha nang van hanh
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cta chiing da giéi han ching vao luong lu thong di ra cong ty thay vi luong lu thong di vao hé
phuc vu web clia cong ty. Trong khi do, ta c6 thé gip cac ngd thong loc gdi tin, hodc cdc ngd thong loc
g06i tin hitu trang (stateful) phic hop hon, mit khac, trong nhiéu t6 chiic 16n c6 cdc yéu cau kha nang
van hanh cao.

Nhiéu ngdi tin rang hién cha xuat hién biicc tong ltra “hoan hao”, nhng tong lai day san lan. Mot
sO hang kinh doanh nh Network Associates Inc. (NAI), AXENT, Internet Dynamics, va Microsoft da
phat trién cong nghé cung cap tinh ning bao mat ctia cong nghé gidm quan vdi kha nang van hanh cta
cong nghé loc goi tin (mot dang lai ghép giita hai cong nghé). Nhng ching van cha gia dan.

Suot tir khi biic tong Itra dau tién dgc cai dat, cac biic tong lira da bao vé vo s6 mang tranh dogc
nhiing cip mat tdo mo va bon pha hoai nhng con lau chiing méi trd thanh phong thudc tri bach bénh bao
mat. C4c chd yé€u bao mat déu doc phat hién hang nam vé6i hdu nh moi kiéu biic tong Itra trén thi trong.
Té hai hon, hau hét cac buc tong Itra thong bi cau hinh sai, khong bao tri, va khong giam sat, bién
chiing tr¢ thanh mot vat can ctra dién tu (gilt cho cac ngd thong luon rong mo).

Nén khong pham sai 1am, mot biic tong Itra doc thiét k€&, cdu hinh, va bao tri k§ 16ng hau nh kh
ong thé dot nhap. Thuc t€, hau hét cac ké tan cong c6 tay nghé cao déu biét diéu nay va sé don gian
tranh vong qua biic tdng lra bang cédch khai thac cdc tuyén quan hé Gy quan (trust relationships) va cac

chd y&u bao mat noi két 16ng 1éo nhat, hoic tranh né hoan toan bang cich tdn cong gna mot tai khoan
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quay so.

Piém cin ban: hau hét bon tan cong don moi nd luc dé€ vong qua mot biic tdng lra manh - muc
tieu ¢ day 1a tao mot bic tong Ira manh.
V6i t cach 1a diéu hanh vién bic tdng lira, ta biét rd tim quan trong ctia viéc tim hiéu ké dich. Nam doc
cdc béc ddu tién ma mot bon tdn cong thuc hién dé€ bo qua cdc bic tong lira s& gitip ban rit nhiéu trong
viéc phat hién va phan tng lai mot cudc tdn cong. Chong nay s€ héng dan ban qua céac k¥ thuat thong
ding hién nay dé phat hién va diém danh cac biic tong lira, dong thdi mo ta vai cdch ma bon tan cong

ging bo qua chiing. Véi ting k§ thuat, ta s& tim hiéu cdch phat hién va ngin chin cdc cudc tdn cong.

II. Binh danh c¢ac buc tong lia

HAu hét moi bic tong lira déu mang mot "mui hong" dién tir duy nhat. Nghia 13, véi mot tién
trinh quét cong, 1ap cau llra, va nim giit biéu ngit don gian, bon tan cong co thé hiéu qua xéac dinh kiéu,
phién ban, va cac quy tic ctia hau hét moi biic tong ltra trén mang. Tai sao viéc dinh danh ndy lai quan
trong? Boi vi mot khi da anh xa dgc cdc biic tong lira, ching c6 thé bat dau tim hiéu céc diém yéu va

gang khai thic ching.
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1. Quét truc tiép : Ky thuat Noisy

Cach dé nhat dé tim kiém cdc bc tong ltra d6 1a quét céc cong ngadm dinh cu thé. Mot s6 biic t-
Ong lira trén thi trong s€ tu dinh danh duy nhét bing céc dot quét cong don gian ban chi can biét noi
dung tim ki€m.

Vi du, Firewall-1 ctia Check point lang chd trén cdc cong TCP 256, 257, 258, va Proxy Server
cua Microsoft thong ldng chd trén cac cong TCP 1080 va 1745. Vi su hiéu biét ndy, qua trinh tim
kiém céc kiéu bitc tong Iira ny chang c6 gi khé véi mot bo quét céng nh nmap:
nmap -n -vv -P0O -p256,1080,1745 192.168.50.1 - 60.254

Dung khéa chuyén -PO dé vo hiéu héa tinh nang ping ICMP tréc khi quét. Diéu ndy quan trong
badi hau hét buc tong Iira khong dap tng cac yéu cau doi ICMP.

Ca bon tin cong nhiit nhat 1an hung bao déu tién hanh quét rong rai mang clia ban theo cach nay, tim
kiém cdc bic tong Iira nay va tim ki€m moi khe hd trong két sit vanh dai ctia ban. Nhng bon tin cong
nguy hiém hon s& ling suc

vanh dai ciia ban cang 1én lut cang t6t. C6 nhiéu k§ thuat ma bon tan cong c6 thé sir dung dé ha sap
radar ctia ban, bao gom ngiu nhién héa céc ping, cdc cong dich, céc dia chi dich, va cic cong ngudn;
dung cac hé chl cdo moi; va thuc hién cac dot quét nguon c6 phan phoi.

Néu cho rang hé thong phat hién xam nhéap (IDS) clia ban nh RealSecure ctia Internet Security Systems
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hoic SessionWall-3 ctia Abirnet s€ phat hién bon tdn cong nguy hiém ndy, ban nén suy nghi lai. Hiu
hét céc IDS déu ngdm dinh c&u hinh dé chi nghe cdc dot quét cong ngu dan va 6n ao nhat. Trir phi ban
stt dung IDS nhanh nhay va tinh chinh céc ky danh phat hién, hau hét cac cudc tan cong sé hoan toan
lam ngo. Ban ¢6 thé tao mot dot quét ngéu nhién héa nh vay bing cach ding c4c ky ma Perl cung cip
trén chuyén khu web www.oshorne.com/ <http://www.osborne.com/> hacking .

Cac hién phap phong chong

Ban cin phong tda céc kiéu quét nay tai cdc b dinh tuyén bién hodc dung mot ki€u cong cu phét hién
dot nhap ndo d6 mién phi hodc thong mai. Mic du thé, cdc dot quét cong don 1¢é s& khong doc thu nhit
theo ngdm dinh trong hiu hét cdc IDS do d6 ban phai tinh chinh do nhay cam ctia n6 tréc khi c6 thé
dua vao tinh néng phat hién.

Phat Hién

Dé chinh xdc phat hién céc dot quét cong béng tinh niang ngiu nhién héa va cdc hé chili cd méi, ban
can tinh chinh timg 1y danh phat hién quét cong. Tham khdo tai liéu héng dan sir dung cuia hang kinh
doanh IDS dé biét thém chi tiét.

Néu muén diing RealSecure 3.0 d€ phat hién tién trinh quét trén day, ban it phai nang cao do nhay
cam cuia n6 theo céac dot quét cong don 1é bang céch stra doi cdc tham so ctia ky danh quét cong. Ban

nén thay d6i cac noi dung déi day dé tao do nhay cam cho quét nay:
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1. Lya va tuy bién (Customize) Network Engine Policy.
2. Tim "Port Scan" va lua tuy chon Options.

3. Thay d6i ports thanh 5 cong.

4. Thay déi Delta thanh 60 giay.

Néu dang dung Firewall-1 v6i UNIX, ban c6 thé dung trinh tién ich ctia Lance Spitzner d€ ph4t hién

cdc dot quét cong Firewall-1 www.enteract.com/~Ispitz/intrusion.html <http://www.enteract.com/

~Ispitz/intrusion.html>. Ky ma alert.sh ctia 6ng s& c&u hinh Check point d€ phat hién va gidm sét céc
dot quét cong va chay mot User Defined Alert khi dgc ting tac.
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Phong Chéng

Dé ngin can cdc dot quét cong biic tong lira tir Internet, ban cin phong tda cdc cong nay trén cac bo
dinh tuyén ding trdc céc biic tong Iira. Néu cac thiét bi nay do ISP quan 1y, ban can lién hé véi ho dé
tién hanh phong toa. Néu tu ban quan 1y chiing, ban c¢6 thé dung cic Cisco ACL déi day dé phong toa
10 rét cac dot quét da néu trén day:

access - list 101 deny tcp any any eq 256 log ! Block Firewall-l scans

access - list 101 deny tcp any any eq 257 log ! Block Firewall-l scans

access - list 101 deny tcp any any eq 258 log ! Block Firewall-l scans

access - list 101 deny tcp any any eq 1080 log ! Block Socks scans

access - list 101 deny tcp any any eq 1745 log ! Block Winsock scans

Ghi chii : Néu phong tda cac cong ciia Check Point (256-258) tai cdc bo dinh tuyén bién, ban s& khong
thé quan Iira biic tirong lira tir Internet.

Ngoai ra, tét ca cac bo dinh tuyén phai ¢6 mot quy tac don dep (néu khong khdc tir cdc géi tin
theo ngam dinh), s€ ¢6 cling hiéu ting nh khi chi dinh cac tiac vu khéc tir:

access - list 101 deny ip any any log ! Deny and log any packet that got through our ACLs above

2. Ra Tuyén Dong
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Mot cach thinh lang va tinh t€ hon dé tim cdc bic tong lira trén mot mang do 1a diing traceroute . Ban
c6 thé dung traceroute cia UNIX hoic tracert.exe cia NT dé tim timg ching doc trén trén dong truyén
dén dich va ti€n hanh suy dién. Traceroute ctia Linux ¢6 tity chon -I, thuc hién ra dong bang cach giri
cac go6i tin ICMP, trai véi ky thuat géi tin UDP ngam dinh.

[ sm@atsunami sm] $ traceroute - | www.yourcompany.com

traceroute to www.yourcompany.com ( 172.17.100.2 ) , 30 hops max, 140 byte packets
1 attack-gw (192.168.50.21) 5.801 ms 5.105 ms 5.445 ms

2 gwl.smallisp.net ( 192.168.51.1)

3 gw2.smallisp.net (192.168.52.2)

13 hssi.bigisp.net ( 10.55.201.2)
14 seriall.bigisp.net ( 10.55.202.1)
15 www.yourcompany.com ( 172.29.11.2)

C6 co may chang diing ngay tréc dich ( 10.55.202.1) 1a bitc tong Iira, nhng ta cha biét chic. Can
phai dao sau thém mot chuit.

Vi du trén day la tuyét voi néu cac bo dinh tuyén gitta ban va cac hé phuc vu dich dap tng cac
g06i tin ¢6 TTL hét han. Nhng mot s6 bo dinh tuyén va bic tdng Itra doc xac 1ap dé khong tra vé cdc gobi
tin ICMP c¢6 TTL hét han (tlr cac
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g6i tin ICMP 1an UDP). Trong trong hop nay, su suy dién it khoa hoc hon. Tt ca nhitng gi ban c6 thé
thuc hién d6 1a chay traceroute va xem chang nao dap tng cudi cling, va suy ra day la mot buc tong ltra
hodc chi it 1a bo dinh tuyén du tién trong dong truyén bat diu phong tda tinh nang tracerouting. Vi du,
6 day ICMP dang bi phong toa dén dich ctia nd, va khong c6 dap ting nao tir cac bo dinh tuyén vot qua
client - gw.smallisp.net :
1 stoneface (192.168.10.33) 12.640 ms 8.367 ms

gwl.localisp.net (172.31.10.1) 214.582 ms 197.992 ms

2
3 gw2.localisp.net (172.31.10.2) 206.627 ms 38.931 ms
4 dsl.localisp.net (172.31.12.254) 47.167 ms 52.640 ms

14 ATM6.LAX2.BIGISP.NET (10.50.2.1) 250.030 ms 391.716 ms
15 ATM7.SDG.BIGISP.NET (10.50.2.5) 234.668 ms 384.525 ms
16 client-gw.smallisp.net (10.50.3.250) 244.065 ms | X * *

17 * k%

18 * k%

Cac Bién Phap Phong Chdng

Viéc chinh stra su ro ri thong tin traceroute d6 1a han ché t6i da cac bic tong Itra va bo dinh tuyén dap
ting céc gbi tin c6 TTL hét han. Tuy nhién, diéu nay khong phai lic nao cling ndm déi su kiém soét

ctia ban vi nhiéu bo dinh tuyén
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c6 thé nam déi s diéu khién cia ISP.

Phat Hién
Dé phat hién cac traceroute chudn trén bién, ban cin gidm sat céc goi tin UDP va ICMP ¢6 gia tri TTL
12 1. Dé thuc hién diéu nay vé6i RealSecure 3.0, ban bao dam ddnh dau TRACE_ROUTE decode name

trong Security Events cia Network Engine Policy.

Phong chdng

Dé ngin can cdc traceroute chay trén bién, ban c6 thé ciu hinh cac bo dinh tuyén khong ddp ting céc th
ong dié¢p TTL EXPIRED khi né nhan mot goi tin ¢6 TTL 1a 0 hodc 1. ACL déi day s€ 1am viéc voi cac
bd dinh tuyén Cisco:

access - list 101 deny ip any any 11 0! ttl-exceeded

Hoac theo 1y tdng, ban nén phong tda toan bo ludng lu thong UDP khong can thiét tai cac bo dinh

tuyén bién.

3. Nam Giii Biéu Ngii
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K§ thuat quét tim cdc cong biic tong lira 12 hitu ich trong viéc dinh vi c4c bic tong lira, nhng hau
hét céc biic tong Iira khong lang chd trén cac cong ngam dinh nh Check point va Microsoft, do dé viéc
phat hién phai dgc suy dién. Nhiéu biic tong Itta phd dung s& cong b6 su hién dién cua chiing bang
cach don gian n6i vé6i ching. Vi du , nhi€u bic tong Itra gidm quan s€ cong bo chiic nang cia ching
v6i t cdch mot biic tong Iira, vd mot s6 s& quang céo kiéu va phién ban ciia ching. Vi du, khi ta n6i véi

mot may doc tin 12 mot biic tong lira bing netcat trén cong 21 (FTP ), ta s& thay mot so thong tin thu vi

CA\TEMP>nc -v -n 192.168.51.129 2|

[UNKNOWN] [ 192.168.51.129] 21 ( ? ) open

220 Secure Gateway FTP server ready .

Bi€u ngit "Secure Gateway server FTP ready" 1a mot dau hiéu 10 tdy ciia mot hop Eagle Raptor cil.
Viéc no6i thém véi cong 23 (telnet) s& xdc nhan tén biic tdng Iira 12 "Eagle."

CA\TEMP>nc -v -n 192.168.51.129 23

[UNKNOWN] [ 192.168.51.129 ] 23 ( ? ) open

Eagle Secure Gateway . Hostname :

VA cudi cling. néu vin cha bi thuyét phuc hé chu ctia ban 12 mot biic tdng lira. ban c6 thé netcat véi
cong 25 ( SMTP ), va né sé bdo cho ban biét né 1a gi:
CN\TEMP>nc -v -n 192.168.51.129 25
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[UNKNOWN] [ 192.168.51.129 ] 25 ( ? ) open
421 fw3.acme.com Sorry, the firewall does not provide mail service to you.

Nh da thay trong cdc vi du trén day, thong tin biéu ngit c¢6 thé cung cip cac thong tin quy gid
cho bon tan cong trong khi dinh danh c4c bic tdong lira. Ding thong tin nay, ching c6 thé khai thac céc

chd yé&u pho bién hoac céc cau hinh sai chung.

Bién Phap Phong Chdng

Dé chinh stra chd yéu ro ri thong tin nay, ban gidi han thong tin bi€u ngit quang cdo. Mot biéuu
ngit tot ¢6 thé kém theo mot muc canh gidc mang tinh phap 1y va tat ca moi nd luc giao két s& doc ghi
s0. Cac chi tiét thay doi cu thé clia cdc biéu ngit ngdm dinh s& tily thuoc nhiéu vao bic tong lira cu thé,

do d6 ban can lién hé hang kinh doanh biic tong lta.

Phong Chéng
Dé ngin can bon tidn cong gianh doc qua nhiéu thong tin vé cac biic tong lira tlr cic biéu ngit quang
c4o, ban c6 thé thay ddi céc tap tin cau hinh biéu ngit. Cdc khuyén nghi cu thé thong tty thudc vao ha

ng kinh doanh biic tong Iira.
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Trén céc biic tong ltta Eagle Raptor, ban c6 thé thay déi cac bi€u ngft ftp va telnet bing cach sira doi

cac tap tin thong bao trong ngay: tap tin fip.motd va telnet.motd.

4, Ky Thuat Phat Hién Biic Tang Liia Cao Cap

Néu tién trinh quét cong tim cac biic tong Ira truc ti€p, do theo ddng truyén, va nam giit biéu ngit kh
ong mang lai hiéu qua, bon tan cong s& ap dung k¥ thuat diém danh bic tong lira theo cap ké tiép. C6
thé suy dién cac biic tong lira va céc quy tic ACL cia chiing bing cdch do tim céc dich va lu § cdc 10

trinh phai theo (hodc khong theo) dé dén do.

Suy Dién Bon Gian véi nmap

Nmap 12 mot cong cu tuyét voi dé phat hién thong tin biic tong lira va ching t6i lién tuc diing né. Khi
nmap quét mot hé chii, n6 khong chi bdo cho ban biét cic cong nao dang mé hoic déng, ma con cho
biét cac cong nao dang bi phong tda. Long (hoic thi€u) thong tin nhan doc tir mot dot quét cong co thé
cho biét kha nhi€u vé céu hinh cta biic tong lira.
Mot cong da loc trong nmap biéu hién cho mot trong ba noi dung sau:

Khong nhan goi tin SYN/ACK nao.
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Khong nhan goi tin RST/ACK nao.
Da nhan mot thong bao ICMP type 3 (Destination Unreachable ) c6 mot ma 13 (
Communication Administratively Prohibited - [RFC1812]).

Nmap gom chung ca ba diéu kién nay va bdo c4o né déi dang mot cong "da loc." Vi du, khi quét
www.mycompany.com <http://www.mycompany.com>, ta nhan hai géi tin ICMP cho biét biic tong
Itra da phong tda céc cong 23 va 111 tir hé thong cu thé cta ching ta.

[ root@bldg_043 /opt | # nmap -p20, 21, 23, 53, 80, 111 - PO -wv

Wwww.mycompany.com

Starting nmap V. 2.08 by Fyodor ( fyodor@dhp.com <mailto:fyodor@dhp.com>, www.insecure.org/nmap/ )
Initiating TCP connect () scan agains t (172.32.12.4)

Adding TCP port 53 (state Open)

Adding TCP port 111 ( state Firewalled )

Adding TCP port 80 ( state Open)

Adding TCP port 23 ( state Firewalled) .

Interesting ports on (172.17.12.4) :

port State Protocol Service

23 filtered tcp telnet
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53 open tcp domain
80 open tcp http
111 filtered tcp sunrpc

Trang thai "Firewalled", trong két xuit trén day, la két qua cta viéc nhan mot ICMP type 3, ma
13 (Admin Prohibited Filter), nh da gap trong két xuat tcpdump:
23:14:01.229743 10.55.2.1 > 172.29.11.207 : icmp : host 172.32.12.4
nreachable - admin prohibited filter
23:14:01.97 9743 10.55.2.1 > 172.29.11.207 : icmp : host 172.32.12.4
nreachable - admin prohibited filter

Lam sao dé nmap két hop céc géi tin ndy véi cac goi tin ban d4u, nhat 1a khi ching chi 12 mot
vai trong bién ca cdc goi tin dang riu rit trén mang? Vang, g6i tin ICMP doc glii trd lai cho mdy quét s&
chita dung tét ca cac dit liéu can
thié€t d€ tim hiéu noi dung dang xay ra. Cong dang bi phong tda 1a phadn mot byte trong phan dau ICMP
tai byte 0x41 ( 1 byte), va bitc tong Iira loc giri thong diép sé nam trong phan IP clia géi tin tai byte
0x1b (4 byte).
Cu6i cling, mot cong “cha loc” nmap chi xudt hién khi ban quét mot s6 cong va nhan trd lai mot géi tin
RST/ACK. Trong trang thai "unfiltered", dot quét cua chiing ta hoac dang di qua biic tong Itra va hé
dich ctia ching ta dang bao cho biét n6 khong lang chd trén cong d6, hodc biic tong lita dang dép tng
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dich va danh ltra dia chi IP cta n6 véi ¢ RST/ACK doc an dinh. Vi du, dot quét mot hé thong cuc bo
cho ta hai c6ng cha loc khi n6 nhan hai géi tin RST/ACK tir cing hé chii. Su kién ndy ciing c6 thé xay
ra v6i mot s6 bic tong Itra nh Check point (v6i quy tic REJECT) khi né ddp ting dich dang gti trd mot
g6i tin RST/ACK va danh ltra dia chi IP nguon cua dich. .

[ root@bldg_043 sniffers | # nmap - sS -p1l -300 172.18.20.55

Starting nmap V . 2.08 by Fyodor ( fyodor@dhp.com <mailto:fyodor@dhp.com>, www.insecure.org/nmap/ )
Interesting ports on ( 172.18.20.55) :

(Not showing ports in state : filtered)

Port State Protocol Service
7 unfiltered tcp echo

53 unfilteres tcp domain
256 open tcp rap

257 open tcp set

258 open tcp yak-chat

Nmap run completed - 1 IP address ( 1 host up ) scanned in 15 seconds
Dot ra goéi tin tecpdump két hop néu cac gbi tin RST/ACK da nhan.

21 :26 :22.742482 172.18.20.55.258 > 172.29.11.207.39667 : S
415920470 : 1415920470 ( 0 ) ack 3963453111 win 9112 <mss 536> (DF )
(ttl 254, id 50438 )
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21 :26 :23.282482 172.18.20.55.53 > 172.29.11.207.39667 :
RO:0(0)ack 3963453111 win O (DF ) ( ttl 44, id 50439 )

21 :2 6: 24.362482 172.18.20.55.257 > 172.29.111.207.39667 : S
1416174328 : 1416174328 ( 0) ack 396345311 win X112

<mss 536>

(DF) (ttl 254, id 504 0)

21: 26: 26.282482 172.18.20.55.7 > 17.2.29.11.207.39667 :
RO:0(0)ack 3963453111 win O ( DF ) (ttl 44, id 50441)
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Cac Bién Phap Phong Chdng
Phong Chéng

Dé ngin can bon tdn cong diém danh cdc ACL bo dinh tuyén va biic tong ltra thong qua ky thuat
“admin prohibited filter", ban c6 thé vo hiéu héa kha nang ddp dng véi géi tin ICMP type 13 ctia bo
dinh tuyén. Trén Cisco, ban c6 thé thuc hién diéu ndy bang cach phong toa thiét bi dap tng cac thong
dieép IP khong thé dung dén

no ip unreachables

5. Binh Danh Cong

Mot so buic tong Itra c6 mot diu 4n duy nhat xuat hién déi dang mot séri con s6 phan biét véi cac bic t-
Ong ltra khdc. Vi du, Check Point s& hién thi mot séri cdc con so khi ban n6i véi cong quan 1y SNMP
cua ching, TCP 257. Tuy su hién dién don thuan ctia cdc cong 256-259 trén mot hé thong thong cling
du 14 mot diu chi bdo vé su hién dién cua Firewall-1 ctia Check Point song trac nghiém sau day s& xéac
nhan n6 :

[ root@bldg_043 # nc -v -n 192.168.51.1 257

( UNKNOWN) [ 192.168.51.1] 257 ( ? ) open
30000003
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[ root@bldg_043 # nc -v-n 172.29.11.191 257
(UNKNOWN ) [ 172.29.11.191] 257 ( ? ) open
31000000

Cac Bién Phap Phong Chdng
Phat Hién
D€ phét hién tuyén n6i ctia mot ké tan cong vdi cac cong clia ban. ban bo sung mot su kién tuyén noi
trong RealSecure. Theo cic bde sau:
1. Hiéu chinh ndi quy
2. Lua tab Connection Events.
3. Lua nut Add Connection, va dién mot muc cho Check Point.
4. Lua dich kéo xuong va lua nut Add.
5. Dién dich vu va cong, nhap OK.
6. Lua céng méi, va nhap lai OK.
7. G106 day lua OK va ap dung lai ndi quy cho dong co.
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Phong Chéng

Dé ngin can cdc tuyén noi v6i cong TCP 257, ban phong toa chiing tai cic bo dinh tuyén thong
nguén. Mot Cisco ACL don gian nh ddi day ¢6 thé khéc tir 1o rét mot nd luc ciia bon tan cong:

access -list 101 deny tcp any any eq 257 log ! Block Firewall- | scans

l1l. Quét qua cac huc tong liia

Pimg lo, doan nay khong cé ¥ cung cap cho bon nhéc ky ma mot s6 ky thuat ma thuat dé vo
hiéu hoéa céc buc tdong lra. Thay vi thé, ta s& tim hi€éu mot s6 k¥ thuat dé nhay mia quanh cdc biic tong

Itra va thu thap mot sd thong tin quan trong vé cac 10 trinh khac nhau xuyén qua va vong quanh ching.

1. hping
hping (www.Genocide2600.com/-tattooman/scanners/hping066.tgz), ciia Salvatore Sanfilippo,

lam viéc bing cach gui cac goi tin TCP dén mot cong dich va bdo cdo cdc gbi tin ma né nhan trd lai.
hping tra vé nhiéu ddp ting khdc nhau tlly theo vo so diéu kién. Mdi gai tin timg phan va toan thé c6
thé cung cap mot biic tranh kha rd vé cac ki€u kiém sodt truy cap cua bic tong ltra. Vi du, khi ding

hping ta c6 thé phat hlén cdc g6i tin md, bi phong tda, tha, va loai bo.
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Trong vi du sau day, hping bdo cdo cong 80 dang m& va sdn sang nhan mot tuyén noi. Ta biét

diéu nay bdi nd da nhan mot goi tin véi cd SA doc an dinh (moét goi tin SYN/ACK).

[ root@bldg_043 / opt ] # hping www.yourcompany.com -c2 - S
-p80 -n HPING www.yourcomapany.com ( eth0 172.30.1.20) : S
set, 40 data bytes 60 bytes from 172.30.1.20 : flags=SA

seg=0 ttl=242 id= 65121 win= 64240 time=144.4 ms

Gio day ta bi€t c6 mot cong mod thong dén dich, nhng cha biét noi cua bic tong ltra. Trong vi du
ké ti€p, hping bdo cdo nhan mot ICMP unreachable type 13 tir 192.168.70.2. Mot ICMP type 13 1a mot
g0i tin loc bi ICMP admin ngan cam, thong dgc gui tir mot bo dinh tuyén loc gai tin.

[root@bldg_043 /opt ] # hping www.yourcompany.com -c2 -S
-p23 -n HPING www.yourcompany.com ( eth0 172.30.1.20) : S
set, 40 data bytes ICMP Unreachable type 13 f rom
192.168.70.2

Gio day né doc xdc nhan, 192.168.70.2 4t han 12 biic tong Iita, va ta biét né dang rd rét phong téa cdng
23 dén dich cia ching ta. N6i cach khdc, néu hé thong 1a mot bo dinh tuyén Cisco né it c6 mot dong
nh déi day trong tap tin config:

access -list 101 deny tcp any any 23 ! telnet

Trong vi du k€ ti€p, ta nhan doc mot géi tin RST/ACK tra lai bao hiéu mot trong hai viéc: (1) goi tin
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lot qua bic tdng lira va hé cht khong lang chd cong ¢6 , hoic (2) biic tong lira thai bo gai tin (nh trong
hop ctia quy tac reject cia Check Point).

[ root@bldg 043 /opt ] # hping 192.168.50.3 -c2 -S -p22 -n

HPING 192.168.50.3 ( eth0 192.168.50.3 ) : S set, 40 data

bytes 60 bytes from 192.168.50.3 : flags=RA seqg= 0 ttl= 59

id= 0 win= 0 time=0.3 ms

Do da nhan go6i tin ICMP type 13 trén day, nén ta c6 thé suy ra biic tong lira ( 192.168.70.2)
dang cho phép gai tin di qua biic tong Itta, nhng hé cht khong lang cho trén cong do.

Néu btc tong Itta ma ban dang quét qua la Check point, hping sé bdo cdo dia chi IP nguon cua
dich, nhng géi tin thuc su dang doc giri tir NIC bén ngoai ciia bic tdng Iira Check Point. Diém ric roi
ve Check Point d6 1a n6 s& dap ting cac hé thong bén trong cua né , giri mot dap tng va lira bip dia chi
cta dich. Tuy nhién, khi bon tin cong dung mot trong cac di€u kién nay trén Internet, ching khong hé
biét su khac biét boi dia chi MAC s€ khong bao gio cham mdy cta ching.

Cu6i cling, khi mot bic tong lira dang phong toa cdc g6i tin dén mot cong, ban thong khong
nhan dgc gi trd lai.

[ root@bldg_04 3 /opt ] # hping 192.168.50.3 -c2 -S -p2 2 -n
HPING 192.168.50.3 ( eth0 192.168.50.3 ) : S set, 40 data
Ky thuat hping nay c6 thé c6 hai y nghia: (1) goi tin khong thé dat dén dich va da bi mat trén d-
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ong truyén, hodc (2) ¢6 nhiéu kha niang hon, mot thiét bi (at 1a bitc tong llra ciia chiing ta

192.168.70.2 ) da bd gbi tin trén san d6i dang mot phan céc quy tic ACL clia no.

Bién Phap Phong Chéng
Phong Chéng

Ngan ngira mot cudc tan cong hping khong phai 1a dé . Tot nhat, ta chi viéc phong toa cdc thong diép

ICMP type 13 ( nh mo ta trong doan phong chéng tién trinh quét nmap trén day ).

2. Cau Liia
Firewalk (http://www.packetfactory.net/firewalk/) 1a mot cong cu nho tién dung, nh mot bo quét

cong, dogc ding dé phat hién cic cong md dang sau mot bic tong Iira. Dgc viét boi Mike Schiffnlan,
con goi la Route va Dave Goldsmith, trinh tién ich nay s€ quét mot hé cht xuodi dong tir mot bic tong
Itta va bao céo trd lai cac quy tic doc phép dén hé chi d6 ma khong phai thuc t€ cham dén hé dich.
Firewalk lam viéc bing cach kién tao cdc géi tin v6i mot IP TTL dgc tinh toan dé két thiic mot
chang vot qua biic tong Itra. VE 1y thuyét, néu géi tin doc biic tong Itra cho phép, né sé doc phép di qua

va s€ két thuic nh du kién, suy ra mot thong diép "ICMP TTL expired in transit." Mat khac, néu goéi tin
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bi ACL cuia buc tong Itra phong toa, né s€ bi tha, va hoac khong c6 dap tng nao sé dgc gui, hoac
mot goi tin loc bi ICMP type 13 admin ngan cdm s€ dgc gui.
[ root@exposed / root | # firewalk -pTCP -S135 -140 10.22.3.1
192.168.1.1
Ramping up hopcounts to binding host . . .
probe : 1 TTL : 1 port 33434 : expired from [exposed.acme.com]
probe : 2 TTL : 2 port 33434 : expired from [rtr.isp.net]
probe : 3 TTL : 3 port 33434 : Bound scan at 3 hops [rtr.isp.net]
port open
port 136 : open
port 137 : open
port 138 : open
port 139 : *
port 140 : open
Su c6 duy nhat ma chiing t6i gap khi dung Firewalk d6 1a n6 c6 thé it hon du dodn, vi mot s6
biic tong llra s& phat hién g6i tin hét han tréc khi kiém tra cic ACL clia n6 va cit thé giri trd mot g6i tin
ICMP TTL EXPIRED. Két qua 1a, Firewalk méc nhan tit ca cdc cong déu mo.
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Bién Phap Phong Chong

Phong Chéng
Ban c6 thé phong toa cdc g6i tin ICMP TTL EXPIRED tai cap giao dién bén ngoai, nhng diéu

nay c6 thé tac dong tieu euc dén kha nang van hanh clia nd, vi cac hé khach hop phdp dang néi sé kh

ong bao gio biét di€u gi da xay ra véi tuyén noi clia ching.

IV. Loc goi tin

Cac buc tong Itra loc goi tin nh Firewall-1 cta Check Point, Cisco PIX, va IOS cua Cisco (vang,
Cisco I0S ¢6 thé doc x4c lap d6i dang mot biic tdng lira) thy thudc vao cac ACL (danh sach ki€ém soat
truy cap) hodc cdc quy tic dé xac dinh xem ludng lu thong cé doc cap quyén dé truyén vao/ra mang
bén trong. Pa phan, cic ACL nay doc sap dat k§ va khé khac phuc. Nhng thong thong, ban tinh cd gap

mot buc tong Itra ¢6 cac ACL tu do, cho phép vai géi tin di qua & tinh trang ma. .

Cac ACL Tu Do

Ciac danh sach kiém sodt truy cap (ACL) tu do thong gap trén cdc bic tong lira nhiéu hon ta t-
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ong. Hay xét trong hop & d6 ¢6 thé mot t6 chitc phai cho phép ISP thuc hién céc dot chuyén giao
mién. Mot ACL tu do nh "Cho phép tat ca moi hoat dong tir cong nguén 53" c¢6 thé doc sir dung thay vi
“cho phép hoat dong tir hé phuc vu DNS cuia ISP vé6i cong ngudn 53 va cong dich 53." Nguy co ton tai
céc cau hinh sai nay c6 thé gay tan pha thuc su, cho phép mot hic co quét nguyén ca mang tir bén
ngoai. Hau hét cdc cudc tdn cong nay déu bat diu bang mot ké tan cong ti€n hanh quét mot hé cha da
ng sau buc tong Ira va danh lira nguon cua né déi dang cong 53 (DNS).
Bién Phap Phong Chong

Phong Chéng

Bao dam cdc quy tic biic tong Iira giGi han ai c¢6 thé noi & dau. Vi du, néu ISP yéu cdu kha nang
chuyén giao mién, thi ban phai rd rang vé cdc quy tic cia minh. Hay yéu cau mot dia chi IP ngudn va
ma hoa ciing dia chi IP dich (hé phuc vu DNS bén trong cuia ban) theo quy tic ma ban nghi ra.

Néu dang diing mot biic tong Iira Checkpoint, ban c6 thé ding quy tic sau day dé han ché mot
cong ngudn 53 (DNS) chi dén DNS cuia ISP. Vi du, néu DNS ctia ISP 12 192.168.66.2 va DNS bén
trong ctia ban 12 172.30.140.1, ban c6 thé dung quy tic d6i day:

Nguon goc bich Dich vu Hanh dong Dau vét
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192.168.66.2 172.30. 140.1 domain-tcp  Accept Short

V. Phéan Ludng ICMP va UDP

Phan lach (tunneling) ICMP 1a kha nang dong khung dit liéu thuc trong mot phan dau ICMP.
Nhi€u bd dinh tuyén va biic tong Itra cho phép ICMP ECHO, ICMP ECHO REPLY, va cac g6i tin UDP
mu qudng di qua, va nh vay s& dé bi ton thong tréc kiéu tan cong nay. Ciing nh ché yéu Checkpoint
DNS, cudc tan cong phan lach ICMP va UDP dua trén mot hé thong da bi xam pham déng sau bic t-
ong ltra.

Jeremy Rauch va Mike D. Shiffman 4p dung khai niém phan lach vao thuc t€ va da tao cac cong
cu dé khai thac n6 : loki va lokid (hé khach va hé phuc vu ) -xem
<http://www.phrack.com/search.phtml?view&article=p49-6> . Néu chay cong cu hé phuc vu lokid trén
mot hé thong ding sau biic tong liraa cho phép ICMP ECHO va ECHO REPLY, ban cho phép bon tin
cong chay cong cu hé khach (loki), dong khung moi 1énh gti di trong cac g6i tin ICMP ECHO dén hé
phuc vu (lokid). Cong cu lokid s€ thdo cac l1énh, chay cac 1énh cuc bo , va dong khung két xuéit clia cac
1énh trong cac géi tin [CMP ECHO REPLY tra lai cho bon tdn cong. Dung k¥ thuat nay, bon tan cong

c6 thé hoan toan bo qua biic tong lira.
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Bién Phap Phong Chong

Phong Chéng

Dé ngin can kiéu tan cong nay, ban vo hiéu hoa kha nang truy cap ICMP thong qua bic tong Iira hodc
cung cip kha nang truy cap kiém sodt chi tiét trén luong lu thong ICMP. Vi du, Cisco ACL déi day s&
vO hiéu héa toan bo ludng lu thong ICMP phia ngoai mang con 172.29.10.0 (DMZ) vi cic muc tiéu
diéu hanh:
access - list 101 permit icmp any 172.29.10.0

0.255.255.255 8! echo
access - list 101 permit icmp any 172.29.10.0

0.255.255.255 0!
echo- reply
access - list 102 deny ip any any log ! deny and log

all else

Canh gidc: néu ISP theo doi thoi gian hoat dong ctia hé thong ban déing sau bic tong Iira clia ban
v6i cac ping ICMP (hoan toan khong nén!), thi cic ACL nay s€ pha v& chiic nang trong yéu cua chung.

Hay lién hé véi ISP d€ kham phd xem ho c6 diing céc ping ICMP dé ki€ém ching trén céc hé thong ciia
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ban hay khong.
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Tom Tat

Trong thuc t€ mot biic tong ltta dgc cau hinh k§ ¢6 thé vo cing khé vot qua. Nhng dung céc ¢
ong cu thu thap thong tin nh traceroute, hping, va nmap, bon tan cong c6 thé phat hién (hoic chi it suy
ra) cac 10 trinh truy cap thong qua bo dinh tuyén va biic tdng Iita ciing nh kiéu biic tdng lira ma ban
dang dung. Nhi€u chd yéu hién hanh la do cau hinh sai trong bic tong Itra hoac thi€u su giam sét eap
diéu hanh, nhng diu thé nao, két qua c6 thé din dén mot cudc tdn cong dai hoa néu doc khai thic.
Mot s6 diém yéu cu thé ton tai trong céc hé giam quan 14n céc buc tdng ltra loc goi tin, bao gom cac
ki€u dang nhap web, telnet, va localhost khong thim dinh quyén. Pa phan, c6 thé 4p dung cac bién
phap phong chong cu thé dé ngan
cam khai thac chd yéu nay, va trong vai trong hop chi cé thé ding k§ thuat phat hién.
Nhiéu ngoi tin rang tong lai tat y&u ctia céc bic tong lira sé€ 1a mot dang lai ghép giita ing dung gidm
quan va cong nghé loc géi tin hitu trang [stateful] s& cung cap vai k§ thuat dé€ han ché kha ning ciu
hinh sai. C4c tinh nang phan ting ciing s€ la mdt phan ctia biic tong lira thé hé k€& ti€p. NAI da thuc thi
mot dang nh vay véi kién tric Active Security. Nho d6, ngay khi phat hién cudoc xam pham, cac thay
doi da doc thiét k€ sin s& tu dong khoi phét va 4p dung cho biic tong Iira bi anh hong. Vi du, néu mot
IDS c6 thé phat hién tién trinh phan lach ICMP, san phdm c6 thé héng biic tong lira dong cdc yéu ciu

ICMP ECHO vao trong btc tong ltra. Boi canh nh vay luon 1a co hdi cho mdt cudc tan cong khée tir
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dich vu; d6 1a 1y do tai sao luon can ¢6 mat cac nhan vién bao mat kinh nghiém.
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