PE THI ON TAP CAU TRUC MAY TiNH

m,

DE 1:

Cau 1: (2,0 di€m)

Céc thanh phan co ban vé phan cling may tinh:

+ KhGi xU 1f trung tdm (CPU -Central processing Unit)

+ B0 nh& trong RAM, ROM

+ B0 nh& ngoai : Pia cling, dia mém, USB, CD, ...

+ Céc thi€t bi nhap: ban phim, chult, ..

+ Cdc thi€t bi xudt : Man hinh, mdy in...

* KHOI XU LY TRUNG TAM CPU (0,5 di€m)

C6 thé n6i CPU 1a bO chi huy clia may tinh. N6 ¢6 nhi€m vu thuc hién céc phép
tinh sO hoc va logic dOng thdi di€u khi€n cic qud trinh thuc hién 1énh. CPU c6 3 b0
phan chinh d6 la:

+ Khai tinh todn s6 hoc va logic ((ALU = Arithmetic logic Unit)

ALU thuc hién hau hét cic thao tic, phép tinh quan trong cUa hé thOng, dé la:

- C4c phép tinh s6 hoc cOng, trlr, nhan, chia

- C4c phép tinh logic And, Or Xor

- Céc phép tinh quan hé <, >, <=, >=,<>.

+ Khoi di€u khi€n (CU = Control Unit)

KhGi di€u khi€n quyét dinh day thao tic can lam d6i v&i hé thAng bang céch
tao ra cic tin hiéu di€u khi€n moi cong viéc.

+ Thanh ghi (Register)

Ngoai hai b0 phan néi trén, bén trong CPU con c¢6 mOt sO thanh ghi 1am nhiém
vU b0 nhd trung gian, sO thanh ghi nay khong cé nhi€u khodng hon mudi céi. N6
dugc gan chat vao CPU bang mach dién t& vGi nhitng chlc ning cu thé chuyén
dung nén tOc dd trao dOi thong tin cUc 16n va cdc cau 1énh 1am vi€c v&i thanh ghi
dugc viét ra ciing cUc ky don gian. Trong CPU cUa hing Intel c6 13 thanh ghi 16 b6t
sau :

AX, BX, CX, DX, SP, BP, SI, DI, CS, DS, ES, SS, IP va thanh ghi cO (Flag)

+Pong ho

CPU dugc gan v6i mot bd dao dOng thach anh thudng dugc goi 1a mOt bd
dong hO hay b tao xung nhip. CPU di€u khi€n toan bd cong viéc theo mOt nhip
chudn cla xung dOng h0. Tang s6 dOng hO cang 1Gn thi may chay cang nhanh.

* BO NHO TRONG (0,5 di€m)

B0 nhd trong (b0 nhd trung tim) 13 bd nhG chlra chudng trinh va s6 li€u. N6
gan lién v&i CPU d€ CPU c6 thé 1am viéc dugc ngay.

+ O nh@, dia chi 6 nhé va dung lugng bd nhd.

B0 nh§ trong gbm cdc mang cic 6 nhG. PO dai mOi 6 nhé thudng 1a mOt byte
(c6 thé 1a hai byte). MOi & nhG déu c6 mOt dia chi. S6 bt dia chi quyét dinh dung
luong bd nhd. NOi dung b0 nhd c6 thé thay d0i nhung dia chi thi khong thé.

+ Bus

CPU nGi v&i bd nhd theo céc tuy€n dia chi (Address bus), cic tuyén d{t liéu
(Data bus) va céc tuyén diéu khién (Control Bus). Cic Bus nay thuc chat 1a céc day
ndi. Khi ta néi data bus 32 bit c6 nghia 1a ¢6 32 dau ddy dan dién nbi gilta CPU véi
cdc b0 phan khéc (b0 nhd, cOng vao ra...)



+ RAM (Random Access Memory)

La bd nhd ma khi mdy tinh hoat ddng ta c6 th€ ghi vao, doc ra mbt cich dé
dang. Khi mat dién hay tat may thi thong tin trong RAM ciing mat ludn..

+ ROM (Read Only Memory)

La bd nhG chi c6 th€ doc thong tin ra, thong tin tOn tai trong bd nhéd ROM la
thudng xuyén ngay cd khi mat dién hay tat may. Viéc ghi thong tin vio ROM la cong
viéc cUa cdc chuyén gia k¥ thudt, cdc nha sdn xudt. Ban thAn mdy tinh khong thé thay
d6i ndi dung clia ROM.

* BO NHO NGOAI (0,5 di€m)

B& nhG ngoai hay con g0i 12 b0 nhé phu (Auxiliary Storage) 1a céc thiét bi luu
tr(r thong tin khoi 1ugng 18n nén né con duge goi 1a bd nhé 1uu trt dung 1uong 16n.
Khi mdy can dung d{f li€u, thdng tin nao thi né dugc tdi 1én bd nhd d€ lam viéc
nhanh hon.

+ BO nh& ngoai di€n hinh nhat la:

- Pia mém (Flopy Disk)

- Dia cUng (Hard disk)

~USB, CD, ...

* CAC THIET Bl VAO RA (INPUT-OUTPUT DEVICES) (0,5 di€m)

Céc thi€t bi vao-ra c6 thé coi 1a cac bd phan d€ trao d0i thong tin gilta ngudi va
may, mdy v&i mdy. MOt mdy tinh c6 th€ c6 nhi€u thi€t bi vao-ra

+ Thiét bj vao : dugc dung d€ cung cdp d(r liéu cho bd vi xU 1y, thong dung la
ban phim (Keyboard), con chu0t (Mouse), mdy quét (Scaner)

+ Thiét bi ra : 1a phan dua ra cic két qua tinh todn, dUa ra cdc thong tin cho con ngudi
biét...cdc thi€t bi ra thong dung 12 man hinh (Monitor), mdy in (Printer), may vé
(Ploter)...

Cau 2: (2,0 di€m)
So sanh sU giBng nhau va khéac nhau gi(ta mo hinh OSI vi mo hinh TCP/IP?

+ Gi6ng nhau: (1 diém)

- C4 hai déu c6 kién tric phan 18p

- Cd hai déu ¢6 16p Ung dung, mac dir cdc dich vu mbi 18p khac nhau

- C3 hai déu c6 16p van chuyén va 16p mang

- St dung kY thuét chuyén mach géi

- Céc nha qudn tri mang chuyén nghiép can biét rd cd hai md hinh trén

+ Khac nhau: (1 di€m)

- TCP/IP két hgp 16p md ta va 18p phién vao 18p Ung dung cla nd

- TCP/IP két hgp 16p lién két d{F li€u va 18p vat 1y thanh mot 16p

- TCP/IP phUtc tap hon OSI vi ¢6 it 18p hon

- Cic giao thUc TCP/IP 1a cdc chudn phat tri€n phd bi€n phét tri€n trén Internet,
vi thé€ mo hinh TCP/IP 1an n(ta dugc tin nhi€m chi vi cc giao thlc cla né. Ngugc
1ai cdc mang di€n hinh khong dugc xdy dung trén cic giao thlic OSI

Cau 3: (2,0 di€m) Trinh bay cic budc can phai thuc hién d€ xiy dung mdt mang
mdy tinh? Trong cdc budc trén budc nio quan trong nhat?

1. Thu th@p yéu cau cla khach hang (0,5 di€m)



Ban thi€t 14p mang d€ 1am gi? st dung né cho muc dich g&?

Céc mOy tinh nao sé dugc ndi mang?

Nhitng ngudi nao s dugc st dung mang, mUc dO khai thic sU dung
mang cUa tUng ngUOi / nhém ngudi ra sao?

Trong vong 3-5 nim tGi ban c6 nGi thém mAy tinh vio mang khong, néu c6
& dau, sO 1ugng bao nhiéu ?

2. Phan tich yéu cau (0,5 di€m)

Nh{mg dich vu mang nao can phdi c6 trén mang ? (Dich vU chia sé tap tin,
chia s& mdy in, Dich vu web, Dich vu thu di€én t&, Truy cap Internet hay
khong?, ...)

M5 hinh mang la gi? (Workgroup hay Client / Server? ...)

MUc d6 yau cau an toan mang.

Rang budc v€ bing thong tOi thi€u trén mang.

3. Thiét k€ gidi phap (0,5 di€m)

Kinh phi danh cho hé th&ng mang.

Cong nghé phG bién trén thi truOng.

Théi quen v€ cong nghé cUa khich hang.

Yéu cau vé tinh On dinh va bing thong cla hé thOng mang.
Rang buOc v& phdp ly.

Thiét k€ so d6 mang & mUc ludn Iy

Xay dung chi€n 1ugc khai thic va qudn 1y tai nguyén mang
Thiét k€ so d6 mang G vatly

Chon hé di€éu hanh mang va cdc phan mém Ung dung

Gi4 thanh phan mém cUa gidi phdp.

Su quen thudc cla khiach hang d6i v4i phan mém.

Su quen thubc clla ngu0i xdy dung mang d0i v4i phan mém.

4. Cai dat mang (0,25 diém)

Lap dat phan clng
Cai dat va cdu hinh phan mém

5. Ki€m tht mang
6. Bao tri hé théng

Cau 4:

Trong cdc budc trén budc thi€t k€ gidi phdp l1a quan trong nhat vi lién quan
dé€n van dé: (0,25 di€m)

Kinh phi danh cho hé thOng mang.

Cong nghé pho bién trén thi truOng.

Théi quen vé cong nghé cla khich hang.

Yéu cau vé tinh On dinh va bing thong cla hé thOng mang.

Rang buQc vé phdp 1y

(2,0 di€m)
AD (Active Directory) 12 gi? Néu chlc ning va cdc thanh phan cla Active
Directory?

* AD (Active Directory) (0,5 di€ém) 12 dich vu thu muc ch(a céc thong tin vé céc tai
nguyén trén mang, c¢6 thé mé rOng va c6 kha ning tu di€u chinh cho phép ban quan
1y tai nguyén mang hiéu qua.



Ciéc d0i tugng AD bao gbm dit 1iéu clla ngudi dung (user data), mdy in(printers),
mdy chU (servers), c0 s& d{F li€u (databases), cdc nhém nguGi dung (groups), cic mdy
tinh (computers), va cdc chinh sdch bao mat (security policies).

* Chic niing cUa Active Directory (0,5 diém)

- Luu git mOt danh sich tap trung céc tén tai khodn ngudi ding, mat khdu
tuong Ung va cOc tai khodn mOy ténh.

- Cung cap mOt Server ding vai tro chltng thuc (authentication server) hodc
Server quan 1y ding nhap (logon Server), Server nay con gOi 12 domain
controller (mdy di€u khi€n viing).

- Duy tri m6t bang hudng dan hodc mdt bang chi muc (index) gitip cOc mdy

tinh trong mang ci th€ do tim nhanh mot tai nguyén nio di trOn cic mOy tinh

kh&c trong ving

- Cho phOp chong ta tao ra nhitng tai khodn ngudi dung v&i nhitng mUc
d0 quyén (rights) khOc nhau nhu: toan quyén trOn hé thOng mang, chi ¢
quy€n backup d{t liéu hay shutdown Server tU xa...

- Cho phOp ching ta chia nh@ mién cUa minh ra thanh cic mién con
(subdomain) hay cdc dOn vi t@ chlic OU (Organizational Unit). Sau d6 choOng
ta cd th€ Uy quyén cho cdc qudn tri vian bd phan quan ly tUng bd phan nhd.

* Cac thanh ph@n cla AD (1 di€m)

+ Cau tric AD logic (0,5 di€m)

GOm céc thanh phan: domains (viing), organization units (d0On vi t0 chlc), trees (hé
viing phan cap ) va forests (tap hop hé viing phan cap)

- Organizational Unit hay OU 1a don vi nhd nhat trong hé thdng AD, né
dugc xem 1a m6t vat chlra cdc dbi tugng (Object) duge dung d€ sap x€p
céc d6i tgng khac nhau phuc vu cho muc déch quan tri cla ban.

- Domain 132 don vi chUc ning ning cOt clUa cdu tric logic Active
Directory. N6 1a phuong tién d€ qui dinh mOt tdp hop nhitng ngudi
dung, may tinh, tai nguyin chia s€ cd nhing qui tdc bdo mat giGng
nhau tUr d6 gidip cho viéc quan Iy cdc truy cdp vao cOc Server dé dang
hon.

- Domain Tree 1a cdu tric bao gOm nhi€u domain dugc sdp x€p ci
cdp bac theo cdu tric hOnh ciy. Domain tao ra dau tidn dugc goi la
domain root va nam G g0c cUa ciy thu muc. Tat cd cOc domain tao ra
sau s& nam bOn dudi domain root va duoc goi 1a domain con (child
domain). Tén cla cOc domain con phdi khac biét nhau. Khi m&t domain
root va Gt nhat mOt domain con dugc tao ra thi hinh thanh mot cay
domain.

- Forest (rUng) dugc xay dung train mOt hodc nhi€u Domain Tree, nii cich
khic Forest 13 tap hop cOc Domain Tree c6 thi€t 1ap quan hé va Qy
quyén cho nhau.



+ Cau tric AD vat Iy (0,5 di€m)
GOm: sites va domain controllers.

Dia ban (site): 12 tap hogp clla mOt hay nhi€u mang con két nGi v&i nhau,
tao di€u kién truyén thong qua mang dé dang, an dinh ranh gidi vat ly xung
quanh céc tai nguyén mang.

Diéu khi€n vung (domain controllers): 12 mdy tinh chay Windows Server
chta ban sao d{t liéu viing. MOt viing c6 thé c6 mOt hay nhi€u di€u khi€n
viing. MOi sy thay doi df liéu trén mdt di€u khién viing sé& dugc tu ddng
cap nhat Ién céc di€u khi€n khic cla viing.

Cau 5: (2,0 di€m)

Cho hé thOng mang gOm 228 Host va dia chi IP dugc thiét 1ap & 18p
192.168.1.1/24. Hiy chia hé thGng mang nay thanh bOn mang con (Net 1: ¢6
120 Host, Net 2: ¢6 60 Host, Net 3: ¢6 30 Host va Net 4: c6 18 Host) g6m cac
thong tin: Network ID (dia chi 16p mang con), Subnet Mask(madt na cUa mang
con), Start [P Address(dia chi IP bat dau cUa mang con), End IP Address(dia
chi IP két thiic mang con), Broadcast IP(dia chi IP qudng b4 clla mang con).

Thiét 1ap dia chi IP cho cdc mang con ( Net 1, Net 2, Net 3, Net 4) nhu sau:

+ Net 1:
Net ID: 192.168.1.0
Subnet mask: 255.255.255.128
Start IP Address: 192.168.1.1

End IP Addres: 192.168.1.126

Broadcast IP: 192.168.1.127
+ Net 2:

Net ID: 192.168.1.128

Subnet mask:

Start IP Address:

255.255.255.192
192.168.1.129

End IP Addres: 192.168.1.190

Broadcast IP: 192.168.1.191
+ Net 3:

Net ID: 192.168.1.192

Subnet mask:

Start IP Address:

255.255.255.224
192.168.1.193

End IP Addres: 192.168.1.222

Broadcast IP: 192.168.1.223
+ Net 4:

Net ID: 192.168.1.224

Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

255.255.255.224
192.168.1.225
192.168.1.254
192.168.1.255



m,

2.

Cau 1: (2,0 di€m) Phdn mém trén mdy tinh bao gdm céc loai chUl yéu sau:

Hé diéu hanh (0,25 di€m): 12 phdn mém c6 ban nhat cé chlic ning diéu
khi€n hoat dOng cla hé thGng mdy tinh.

Chuong trinh dich cUa ngdn nglt 1&p trinh (0,25 di€m): c6 chlc ning dich
chuong trinh dugc viét trén cdc ngdn ng(r 1ap trinh sang mé mdy.

Hé qudn tri co sG dit liéu (0,25 di€m): c6 chlic ning gitp cho ngudi si dung
dé dang tao 1ap, quan ly va khai thic co s& dit liéu.

Phan mém chuyén dung (0,25 di€m): c6 chlic ning gitip cho ngudi si dung
tao ra san phan cu thé.

Phén mém tién ich (0,25 di€m): c6 chlic ning hd trg ngudi st dung trong
qud trinh van hanh, khai thdc mdy tinh.

Phén mém Ung dung (0,25 di€m): c6 chlic ning phuc vu muc dich cu thé
cla ngudi st dung.

Hé chuyén gia (0,25 di€m): c6 chlic ning mo6 phOng kién thitc cla chuyén gia
vé linh vuc xdc dinh ho trg cho ngudi st dung.

* Ngoai ra, hién nay céc loai phdn mém trén c6 thé dudgc phan loai thanh céc loai
phan mém: phan mém hé thOng, phan mém san xuat theo don dat hang, phan
mém déng géi nhi€u ngudi dung, phdn mém nhing, phan mém ndi dung. (0,25

diém)

Cau 2: (2,0 di€m) Mang mdy tinh 12 gi? Trinh bay céc thanh phdn c0 ban va dac
di€ém cla mOt mang mdy tinh ?

Mang may tinh la gi? (1 di€m)
Mang mdy tinh 14 tdp hgp cic mdy tinh dOc 1ap (autonomous) dugc két ndi

vGi nhau thong qua cdc dudng truy€n vat 1y va tuin theo cic quy Udc truy€n thong

nao du.

Khai niém mdy ténh dOc 18p dugc hi€u la cic mdy tinh khong cé
mdy nao ct kha ning khéi dOng hodc dinh chi mOt may khéc.

Céc dudng truyén vat ly dudc hiu 1a cidc mdi trudng truyén tin
hi€u vat 1y (c6 thé 1a h{tu tuy€n hodc vo tuyén).

Cic quy UGc truyén thong chinh 1a cO sG d€ cdc mdy tinh c6 thé
"néi chuy@én" dugc v&i nhau va 1a mOt y€u tO quan trong hang dau
khi néi vé cong nghé mang mOy tinh.

+ Cac thanh phan co ban cia mang: (0,5 di€m)

My chU Server cung cap dich vU cho may tram

Céc may tram Client d€ ngu0i sU dung l1am viéc trén d6
Du0ng truyén

DPau noi

Céc thiét bj trung tAm



- Card mang ( NIC)
+ Pac di€m cla médi trudng mang: (0,5 di€m)
- Mang 13 mdi truOng nhi€u ngudi dung: dac di€ém nay phat sinh nhu cau
chia s& d{r li€u ciing nhU nhu cau bdo vé d{f liéu, hay néi ding hon 1a bdo vé
tinh riéng tU cUa ngudi st dung
- Mang 13 méi truOng da nhiém: tai mOt thoi di€m c6 thé thuc hién nhiéu
nhiém vu cling lic
- Mang 12 mdi truOng phan tdn
Cau 3: (2,0 di€m)
Trinh bay kié'n,trﬁc cUa bd chuy€n mach. Trong ki€n triic nay thanh phan nio
quan trong nhat ? Vi sao? V& mo hinh minh hga?
* Trinh bay duoc ki€n triic ciia b® chuy€n mach (1 di€m)

Switch dugc cau tao gbm hai thanh phan c0 bdn la:
- B0 nhd lam Ving dém tinh todn va Bdng dia chi (BAT-Buffer anh Address

Table).
- Gian hoan chuyén (Switching Fabric) d€ tao nbi két chéo dbng thdi gilra céc
cOng
Vé so doé (0,5 di€m) —

Céng

/ Gian hodn
chuyén

C&u triic bén trong cUa switch

- Néu dudc thanh pha@n quan trong nhat (0.5 di€m)

P6i vGi bd chuyén mach bd phdn quan trong nhat 1a gian hodn chuyén vi :
Viéc chuyén ti€p khung tU nhdanh mang niy sang nhdanh mang kia cUa switch c6 thé
dudc 1a nhd vao céc gidi thudt cUa gian hoan chuyén.



Cau 4: (2,0 di€m)
V& s0 d0 va gidi thich qud trinh phan gidi tén mién cntt.thanhnien.com.vn
trén mang internet?

* Vé so dO ding (1 di€m)

SO d0 dudi mi td qud trinh phan gidi cntt.thanhnien.com.vn trin mang
Internet

GGi truy van dia chi

cntt.thanhnien.com.vn
» [T
: HOi server quan 1y tén mi€n .vn Name Server
|
: GGi truy van dia chi
Name « — | cntt. thanhnien.com.vn .
Server  { Brcs m T e e T -vi
. I01 server quan ly tén mi€n .edu.vn Name Server
|
/<_ _____ 2 ¢ . 2
/\ G0ai truy van dla chi
\ cntt. thanhnien.com.vn o
m.vi
e 2 com.v
/\ HOi server quan 1y tén mién Name Server
\ . thanhnien.com.vn
T . g
'y Y ?; I G0i truy van dla chi -
9 & I cntt. thanhnien.com.vn .| thanhnien.com.vn
) | |
> | Mo - === Name Server
% = | Tra 10i dla chi IP cua
g 2 I cntt. thanhnien.com.vn
x O v
Resolver
(Client)

* gidi thich (1 di€m)

Client sé gUi yéu cu can phan gidi dia chi IP cUa mdy tGnh ci tin
cntt. thanhnien.com.vn dén name server cuc b0. Khi nhdn yéu cau tU
Resolver, Name Server cUc bd s& phan tich tOn nay va xét xem tén mi€n nay cé
do minh quan ly hay khong. N€u nhU tin mi€n do Server cuc b0 qudn 1y, né sé&
trd 10i dia chi IP cla tOn mdy dd ngay cho Resolver. NguQc lai, server cuc
b0 sé€ truy van dén mOt Root Name Server gan nhat ma né bi€t dugc. Root
Name Server s€ trd 10i dia chi IP cUa Name Server quan Iy mién .vn. MOy
chU name server cuc b0 1ai hdi ti€p name server quan Iy mi€n .vn va dudc
tham chi€u dén mdy chl qudn ly mi€én com.vn. My chU qudn 1y com.vn chi
dan mOy name server cUc b0 tham chi€u dén mdy chd quan Iy mién
thanhnien.com.vn. Cudi cing miy name server cUc b0 truy van mdy chU qudn

1y mién thanhnien.com.vn va nhan dudc cau trd 10i.



Cau 5: (2,0 di€m)
Cho hé thOng mang gbm 230 Host va dia chi IP dugc thiét 1ap & 18p
192.168.10.1/24. Hay chia hé thGng mang nay thanh bOn mang con (Net 1: c6
122 Host, Net 2: ¢6 58 Host, Net 3: ¢6 30 Host va Net 4: ¢6 20 Host) gﬁm cac
thong tin: Network ID (dia chi 16p mang con), Subnet Mask(mat na cUa mang
con), Start [P Address(dia chi IP bat ddu cla mang con), End IP Address(dia
chi IP két thiic mang con), Broadcast IP(dia chi IP qudng b4 clla mang con).

Thiét 1ap dia chi IP cho cac mang con ( Net 1, Net 2, Net 3, Net 4) nhU sau:

DE 3:

+ Net 1: (0.5 diém)
Net ID:
Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

+ Net 2: (0.5 di€ém)
Net ID:
Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 3: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 4: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

192.168.10.0
255.255.255.128
192.168.10.1
192.168.10.126
192.168.10.127

192.168.10.128
255.255.255.192
192.168.10.129
192.168.10.190
192.168.10.191

192.168.10.192
255.255.255.224
192.168.10.193
192.168.10.222
192.168.10.223

192.168.10.224
255.255.255.224
192.168.10.225
192.168.10.254
192.168.10.255

Cau 1: (2,0 di€m) Trinh bay khéi niém vé biéu thlc. Cho vi du vé cic loai biéu
thUc(bi€u thlc sO, bi€u thlc chudi, bi€u thic quan hé va bi€u thlc logic).

* Khai niém bi€u thuc (1 di€m)

Bi€u thUc 1a sy k€t hgp hop 1€ gilta cic toan hang va todn tU.

+ Toan hang c6 th€ 1a hang, bi€n, ham, gid tri clla ham va ciing ¢6 thé 1a mdt bi€u
thUc khéc.

+ Todn tl 1a cac phép toan (s6 hoc, ludn 1y, quan hé,..)



Khi tinh gi4 tri cUa bi€u thlc, ludn tuin theo th(tU Uu tién nhU sau:
Phan trong ngodc s€ dugc tinh trudc
Céc phép todn nao c6 thU tU Uu tién cao hon s€ dugc tinh truGc
Néu cic phép todn c6 cling Uu tién s€ dugc tinh tU trai sang phdi
Ki€u cla bi€u thirc 1a ki€u cla két qUa sau cling

* V@& co ban, bi€u thic c6 4 loai: (1 di€m)

- Bi€u thlc sO hoc, vi du: 10+I (vGiI1a mOt bién ki€u gi4 tri sO)

- Bi€u thic chuli, vi du nOi hai chubi 1ai v6i nhau (phép todn qui dinh tiy thubc vao
tUng ngdn nglt) chan han nhu “abc”+7123”, hodc “abc”&1237,..

- Bi€u thlc quan hé: vi du a>b, hay t>=f(x) (vGi f(x) 1a mOt ham)

- Bi€u thUc logic, bi€u thlc s dung cic phép logic nhu and, or, not, ...

Vidu: ( a>3) and (a<10) (v6i a 1a mOt bién ki€u s0)

Cau 2: (2,5 di€m)
a). Mang ngang hang( peer to peer network) 1 gi? Néu Uu di€m va nhugc di€m
clla mang ngang hang.

Mang ngang hang( peer to peer network) 1a mang ma trong d6 cac may tinh c6
quy€n binh dang nhu nhau, mi mdy tinh c6 quyén chia sé tai nguyén va s& dung
céc tai nguyén tU mdy tinh khdc. N6i mOt cdch khéc, trong mang ngang hang
khong c6 vi€c bi€n mOt mdy tinh khic thanh tram 1am viéc cla minh.

(0,5 di€m)

Uu di€m va nhuoc di€m clla mang ngang hang: (1 di€m)
- Uu di€m: (0,5 di€m)
+ C6 kha ning chia sé tai nguyén cho nhi€u ngudi dung

+ Trao dGi thong tin nhO phuong tién mdy tinh
+ Cho phép céc Ung dung tai mOt thdi di€m can c6 nhi€u ngudi truy cap

- Nhuoc diém: (0,5 diém)
+ C6 tinh bdo mat kém
+ DUrli€u quan Iy & dang phan tén

+ Khong c6 khd ning chOng qua tdi mang
b). So sanh su gidng nhau va khac nhau gitta mang LAN va mang WAN: (1
di€m)
Mang LAN: (0,5 di€ém)

+ TOc d0 truyén dit 1iéu cao
+ Pham vi dia ly gi&i han
+ S& hitu clla mbt co quan/td chiic
Mang WAN: (0,5 di€m)
+ TOc d6 truyén dit liéu khdng cao
+ Pham vi dia ly khong giGi han
+ Thuong tri€n khai dua vao cdc cOng ty truy€n thong, buu dién va dung cic

hé thOng truy€n thong nay d€ tao dung dudng truyén



+ MOt mang WAN c6 thé 1a s& hltu cla mot tdp doan/td chlc hodc 1a
mang n0i cUa nhi€u tap doan/tG chlc

Cau 3: (1,5 di€m)
Trinh bay chlc niing va ddc trung cO ban cla cau nOi(bridge).

- Néu dudc cach st dung clia cdu ndi (0.5 di€m)

Khi cau n6i trong subt dugc md dién, né bat dau hoc vi tri cla cdc mdy
tinh trén mang bang céch phan tich dia chi mOy gdi cUa cdc khung ma né nhan
dugc tlr cdc cOng cla minh.

- Néu dugc dat trung co ban clia cau ndi (1 di€m)

Bridge 12 mOt thi€t bi hoat ddng & tang 2 trong mi hinh OSI. Bridge 1am
nhiém vU chuyén ti€p cdc khung tUr nhOnh mang nay sang nhOnh mang khic.
Pi€u quan trong la Bridge «thdng minh», né chuyén frame mOt céch c¢6 chon 1oc
dua vao dia chi MAC cla cdc mdy tinh. Bridge con cho phép cic mang cid tang
vat 1y khOc nhau cé thé€ giao ti€p dugc vGi nhau. Bridge chia lién mang ra thanh
nhing ving dung d0 nhd, nhd di cai thién dugc hiéu ning cla lién mang tOt hon
so vGi lién mang bang Repeater hay Hub.

Cau 4: (2,0 di€m)

TU mdy tinh PC A g6 truy van tén mi€n www.abc.com, hiy trinh bay c4ch thic
DNS SERVER lién lac v&i nhau d€ xé4c dinh cau trd 10i trong truGng hgp ROOT
SERVER két n0i truc ti€p v&i server tén mi€n can truy van (xem so do bén dudi).
V& s0 d0 trinh tU va trinh bay cdc budc truy van.

- Céch thlc dns server lién lac vGi nhau d€ xac dinh ciu trd 10i trong truGng hgop
Root server két ndi truc ti€p vdi server tén mi€n can truy van thi ciac budc truy
van s€ nhu sau:

Budc 1(0,25 diém) : PC A truy van DNS server tén mi€n cntt.com.vn. (12 local name
server) tén mi€n www.abc.com.

Budc 2(0,25 di€m): DNS server tén mién cntt.com.vn khong qudn 1y tén mién
www.abc.com do vay né s€ chuyén truy van 1én root server.

Budc 3(0,25 di€m) : Root server s€ xac dinh dugc rang dns server quan 1y tén mién
www.abc.com 12 server dns.abc.com va né s€& chuy&n truy van dén dns server
dns.abc.com d€ trd 10i

Budc 4(0,25 di€m) : DNS server dns.abc.com s& xéc dinh ban ghi www.abc.com va
trd 10i 1ai root server

Budc 5(0,25 di€m): Root server s& chuyén céu trd 10i 1ai cho server cntt.com.vn

Budc 6(0,25 di€m): DNS server cntt.com.vn s& chuyén cau trd 10i vé cho PC A va
tlr d6 PC A c6 thé két ndi dén PC B (quan 1y www.abc.com)


http://www.abc.com/
http://www.abc.com/
http://www.abc.com/

- Vé&1ai so do trinh tu cic budc truy van nhu sau:

Cau 5: (2,0 di€m)

(0,5 di€ém)

Root Server

abc.com

www.abc.com

Cho hé thOng mang gbm 229 Host va dia chi IP dugc thiét 1ap & 16p
192.168.11.1/24. Hay chia hé thOng mang nay thanh bGn mang con (Net 1: ¢6 19
Host, Net 2: ¢6 29 Host, Net 3: ¢6 61 Host va Net 4: ¢6 120 Host) gdm céc thong tin:
Network ID (dia chi 16p mang con), Subnet Mask(mat na cUa mang con), Start IP
Address(dia chi IP bat ddu cla mang con), End IP Address(dia chi IP két thic mang
con), Broadcast IP(dia chi IP quang b4 cUa mang con).

Thiét 1ap dia chi IP cho cdc mang con ( Net 1, Net 2, Net 3, Net 4) nhu sau:

+ Net 4: (0.5 di€m)
Net ID:
Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

+ Net 3: (0.5 di€m)
Net ID:
Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 2: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:
+ Net 1: (0.5 di€m)

192.168.11.0
255.255.255.128
192.168.11.1
192.168.11.126
192.168.11.127

192.168.11.128
255.255.255.192
192.168.11.129
192.168.11.190
192.168.11.191

192.168.11.192
255.255.255.224
192.168.11.193
192.168.11.222
192.168.11.223



Net ID: 192.168.11.224

Subnet mask: 255.255.255.224
Start IP Address: 192.168.11.225
End IP Addres: 192.168.11.254
Broadcast IP: 192.168.11.255

=
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Cau 1: (2,0 di€m)
* Trinh bay khai ni€ém cQa thudt toian. Cho vi du minh hoa (1,0 di€m)

Thudt toan, con g0i 1a gidi thudt, 132 mOt tap hop hitu han cla cic chi thi hay
phuong cich dugc dinh nghia 16 rang cho vi€c hoan tat mOt sO su viéc ti mOt trang
thdi ban dau cho trudc; khi céc chi thi nay dugc 4p dung triét d€ thi s& dan dén két
qud sau cung nhu da du dodn.

NG6i cdch khic, thudt todn 12 mOt b cédc qui tac hay qui trinh cu th€ nham gidi quyét
mOt van dé trong mOt s& budc h{tu han, hodc nham cung cap mot két qud tU mOt
tap hop cla cic dit kién dua vao.

Vi du: thudt todn d€ gidi phudng trinh bac nhat P(x): ax + b = c, (a, b, ¢ 14 cic sO
thuc), trong tap hop cic sO thuc c6 thé€ 1a mOt b cic budc sau dy:

+ Néua=0
o b =c thi P(x) c6 nghi€ém bat ki
o b #cthiP(x) vU nghiém
+ Néua=z0
o P(x) c6 duy nhat mOt nghiém x = (c - b)/a

* Céc tinh chat cUa thudt toan: (1 di€m)

Tinh chinh xdc: d€ ddm bdo két qud tinh todn hay céc thao tic ma mdy tinh
thuc hién dugc 1a chinh xdc.

Tinh r6 rang: Thudt todn phdi dugc thé hién bang cic ciu 1énh minh bach;
cic cau 1énh dugc sdp x€p theo th(f ty nhat dinh.

Tinh khdch quan: MOt thudt todn du dugc vié€t bdi nhi€u ngudi trén nhi€u
mdy tinh van phai cho k&t qua nhu nhau.

Tinh ph6 dung: Thudt todn khong chi 4p dung cho mot bai todn nhat dinh ma
¢6 thé€ dp dung cho mdt 18p cdc bai todn c6 dau vao tuong tu nhau.

Tinh két thiic: Thudt toan phdi gdm mot sO h{tu han c4c budc tinh todn.

Cau 2: (2,0 di€m)

* Vi sao néi méi trudng cap quang Ia méi trudng Iy tudng? (1 di€m)

Dung d€ truyén cdc xung 4nh sang trong 1ong mOt sQi thuy tinh phdn xa toan
phan. Moi truOGng cép quang rat Iy tudng vi
- Xung Onh sing c6 th€ di hang trim km ma khong gidm cuOng d6 sing.



- Gidi thong rat cao vi tan sO 4nh sing dung dOi v&i cdp quang cO
khodng 1014 -1016
- Antoan va bdo mat
- Khong bi nhiéu dién tlr
PE phat xung dnh sang ngudi ta dung cic d6n LED hodc cic diod laser. D€ nhan
ngU0i ta dung cdc photo diode , chiing s€ tao ra xung di€n khi nhan dugc xung dnh
séng

* Cap quang cé hai loai (1 di€m)

- Loai da mode (multimode fiber) (0,5 diém): khi géc t6i thanh day dan 16n
dén mOt mUc ndo did thi ¢ hién tugng phdn xa toan phan. Nhi€u tia sing c6
th€ ciing truyén mién l1a géc tdi cla ching dU 16n. Céc cap da mode c6 dudng
kinh khodng 50 Q

- Loai don mode (singlemode fiber) (0,5 di€m): khi dudng kinh diy dan bang
budc séng thi cp quang gidng nhu mOt Ong dan séng, khdng c6 hién tuong
phan xa nhung chi cho mOt tia di. Loai ndycé cudng kinh khodn 8 Q va phai
dung diode laser. Cdp quang da mode ct th€ cho phOp truy€n xa tGi hang trim
km ma khong can phai khuyéch dai.

Cau 3: (1,0 di€m)
Trinh bay cac gidi phap trong ti€n trinh xiy dung hé thdng mang.

Trong ti€n trinh xdy dung mang la thi€t k€ gidi phip d€ thoa min
nhing yéu cau dat ra trong bang Pdc td yéu cau hé thdng mang. Viéc chon lua
gidi phdp cho mOt hé thOng mang phu thudc vao nhi€u yéu t0, c6 thé liét k& nhu
sau: (0,5 diém)

- Kinh phi danh cho hé th6ng mang.

- Coéng nghé phG bién trén thi truOng.

- Théi quen vé€ cong nghé cla khach hang.

- Yéu cau vé tinh On dinh va bing thong cUa hé thOng mang.
- Rang bulc vé phép ly.

Tuy thuOc vao mbi khich hang cu th€ ma th(r tu Uu tién, su chi ph6i cla céc
y€u tO sé& khic nhau dan dén gidi phdp thi€t k€ sé& khic nhau. Tuy nhién céc cong
vi€c ma giai doan thi€t k€ phai lam thi giGng nhau. Chiing dugc mo ta nhu sau: (0,5
di€m)

- Thiét k€ s6 d0 mang & mUc ludn 1y

- Xay dung chi€n 1ugc khai thic va qudn 1y tai nguyén mang
- Thi€t k€ so d6 mang & vat ly

- Chon hé diéu hanh mang va cic phan mém Ung dung

Cau 4: (3,0 di€m)

a) Néu cic dinh nghia vé tai khodn ngudi ding
* Pinh nghia tai khodn ngudi dung (0,5 di€m)

Tai khodn ngudi dung (user account) 12 mOt di tugng quan trong dai



dién cho ngudi dung trOn mang, ching dugc phan biét v&i nhau thing qua
chuli nhan dang username. Chubi nhan dang nay gitip hé thng mang phan
biét gilta ngudi nay va ngudi khic trin mang tU d6 ngudi dung ci th€ ding
nhap vao mang va truy cap cic tai nguyén mang ma minh dugc phlp.

b). Phan biét su khic nhau gi(ra tai khodn ngu0i ding cuc b0 va tai khodn nguoi
diing mién?

* Tai kho@n nguwoi ding cuc b (0,25 diém)

Tai khodn ngu0i dung cuc bd (local user account) 13 tii khodn ngu0i dung
dugc dinh nghia trOn mOy cuc bd va chi dugc phOp logon, truy cap cic tai
nguyan trén mOy tinh cUc b0. N€u mubn truy cdp cic tii nguyén trén mang thd
ngU0Oi dung nay phdi chlng thuc 1ai vdi mdy domain controller hodc mOy tinh
ch(ra tai nguyan chia sé.

* Tai kho@n nguwoi ding mién (0,25 diém)

Tai khodn ngudi dung mién (domain user account) 13 thi khodn ngudi
dung dugc dinh nghia trOn Active Directory va dugc phOp ding nhap (logon)
vao mang trén bat ky mdy tram nao thudc viing. POng thGi v&i tai khodn nay
ngudi dung c6é thé truy cdp dé€n cic tai nguyin trOn mang.

¢). Cac thanh phan trong Directory Services gdm: (2 di€m)

a. Object (d6i tuong) (0,25 di€m)

Trong hé thOng cO s& dit 1iéu, dOi tugng bao gbm cOc mOdy in, ngudi dung
mang, cdc server, cic mOy tram, cdc thU muc dung chung, dich vu mang, ...
P0Oi tuong chinh 1a thanh t6 cidn bdn nhat cla dich vu danh ba.

b. Attribute (thuOc tinh)(0,25 di€m)

MOt thuc tGnh mi td mot dbi tugng. Vi du, mat khdu va tOn 1a thudc tGnh
cla dOi tugng ngudi ding mang. Coc dOi tugng khic nhau cdi danh sich
thudc tGnh khdc nhau, tuy nhian, cic dbi tugng khOc nhau ciing ci thé cu
mOt s thuOc tGnh gidng nhau. LAy v& du nhu mOt mdy in va mOt mOy tram
cd hai déu ci mOt thulc tinh 12 dia chi IP.

c. Schema (cdu tric t6 chiic)(0,25 di€m)

MOt schema dinh nghia danh sOch cic thudc ténh dung d€ mi td moOt loai doi
tuong nao du. Vi du, cho réng tat cd cac doi tuUong may in déu duogc dinh
nghia bang cédc thudc tdnh tOn, loai PDL va tdc d6. Danh sich cdc dOi tuong
nay hinh thanh nin schema cho 16p d0i tugng “mdy in”. Schema c6é dac tinh 1a
tuy bi€n dudgc, nghia la cOc thudc tinh dung d€ dinh nghia m6t 18p dbi tugng
c6 th€ slra dGi dugc. N6i tém lai Schema c6 th€ xem 1a mOt danh ba cla cOi
danh ba Active Directory.



d. Container (vat ch(ra)

Vat chlra tuong tu vGi khai niém thu muc trong Windows. MOt thu muc c6 thé
chlra cdc tap tin va cOc thu muc khdc. Trong Active Directory, mOt vat chlra ci
th€ ch(ra cOc dbi tugng va cac vat chlra khac. Vat ch(ra ciing ci cic thuOc tdnh
nhu d6i tugng mac du vat ch(ra khong th€ hién mot thuc thé that su nio du
nhu d6i tugng. C6 ba loai vat chra la:

- Domain: (0,25 di€m) 12 don vi chlc ning ning c6t cla cu tric logic Active
Directory. N6 12 phuong tién d€ qui dinh mOt tdp hgp nhing ngudi dung,
mdy tinh, tai nguyan chia s€ cd nhlmng qui tdc bdo mat gidng nhau tir d6
gitip cho vi€éc quan 1y cOc truy cap vao cOc Server dé dang hon.

- Site (0,25 di€m): mOt site 12 mOt vi trd. Site duoc dung d€ phan biét gilra

cdc vi tri cuc bO va cOc vi trd xa xUi.

- OU (Organizational Unit): (0,5 di€m) 12 mdt donviSchlc ma ban ci thé
dua vao dé nguOi dung, nhim, mdy t&nh va nhltng OU khic. M6t OU
khong th€ chilra cic dbi tuogng nam trong domain khac. Nhg viéc mb6t OU
c6 th€ chlra cdc OU khdc, ban ci thé x4y dung mOt ma hOnh th(r bac
cla cOc don vi t6 chc d€ mo hinh hé cdu tric cla mOt t6 chlc ban
trong mOt domain. Ban nOn s dung OU d€ gidm thi€u s6 1ugng domain
can phdi thi€t 1ap tran hé thOng.

e. Global Catalog.(0,25 diém)

- Dich vu Global Catalog dung d€ xOc dinh vi tri cla mOt d0i tugng ma ngUdi
dung dugc cap quyén truy cap. Viéc tim ki€m dudgc thuc hién xa hon nhiing
gi d6 c6 trong Windows NT va khong chi c¢6 thé dinh vi dugc d6i tugng bang
tan ma c6 th€ bang ca nhimg thubc tinh cla d6i tuong.

Cau 5: (2,0 di€m)

Cho hé thOng mang gbm 200 Host va dia chi IP dugc thiét 1ap & 16p
192.168.100.1/24. Hay chia hé thdng mang nay thanh bOn mang con (Net 1: c6 100
Host, Net 2: ¢6 52 Host, Net 3: ¢6 30 Host va Net 4: ¢6 18 Host) gOm cic thong tin:
Network ID (dia chi 16p mang con), Subnet Mask(mat na cUa mang con), Start IP
Address(dia chi IP bat ddu cla mang con), End IP Address(dia chi IP k&t thic mang
con), Broadcast IP(dia chi IP quang b4 cUa con mang).

Thiét 1ap dia chi IP cho cic mang con ( Net 1, Net 2, Net 3, Net 4) nhU sau:
+ Net 1: (0.5 di€m)

Net ID: 192.168.100.0
Subnet mask: 255.255.255.128
Start IP Address: 192.168.100.1
End IP Addres: 192.168.100.126
Broadcast IP: 192.168.100.127

+ Net 2: (0.5 di€m)
Net ID: 192.168.100.128



Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

+ Net 3: (0.5 di€m)

Net ID:
Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

+ Net 4: (0.5 di€m)

Net ID:
Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

255.255.255.192
192.168.100.129
192.168.100.190
192.168.100.191

192.168.100.192
255.255.255.224
192.168.100.193
192.168.100.222
192.168.100.223

192.168.100.224
255.255.255.224
192.168.100.225
192.168.100.254
192.168.100.255

DPE 5:

Cau 2: (2,0 di€m)

a. Dia chi IP 1a: (0,5 di€m) SO d6 dia chi hod d€ dinh danh cdc tram (host) trong
liAn mang dugc goi 1a dia chi IP. MObi dia chi IP c6 d dai 32 bits (d0i vOi IP4)
dudgc tich thanh 4 ving (mbi viing 1 byte), c6 th€ dugc bi€u thi dudi dang thép
phén, bét phan, thdp luc phan hodc nhi phin. CAch viét phd bi€n nhdt 1a dung
ky phdp thap phan c6 ddu chdm d€ tich gilta cdc viing. Muc dich cUa dia chi IP
la d€ dinh danh duy nhat cho mOt host bat ky trén lién mang.

b. Céc 16p dia chi IP:
+ DPia chi 16p A: (0,5 di€m) dia chi 16p A dudc st dung cho cic mang c6 sO
luong méy tram 16n, dia chi 16p A c6 cic ddc di€m nhu sau:
- B6t cao nhat c6 gid tri bang 0
- Byte cao nhat st dung 1am dia chi mang, 3 byte con 1ai dugc st dung 1am dia
chi may
Nhu vay, mOi mang cla 10p A c6 khd ning quan ly dugc 2*-2 mdy
Vidu: 110.1.11.23

+ Dia chi 16p B: (0,5 di€m) dia chi 13p B dugc st dung cho céc mang c6 s6
lugng mdy tram trung binh, dia chi 18p B ¢6 céc ddc di€m nhu sau:
- B6t cao nhdt c6 gid tri bang 10
- 2 Byte cao nhat st dung lam dia chi mang, 2 byte con 1ai dugc st dung lam
dia chi may
Nhu vy, m6i mang cUa 18p B ¢6 kha ning qudn 1y dugc 2'5-2 mdy
Vidu: 131.3.110.71

+Piachilép C: (0,5 di€m) dugc st dung cho cic mang c6 sO lugng mdy tram
it, dia chi 18p C c6 cdc dac di€m nhu sau:
- B6t cao nhdt c6 gid tri bang 110
. 3 Byte cao nhat s& dung lam dia chi mang, 1 byte con lai dudc s dung lam
dia chi mdy



Nhu vay, mOi mang cla 10p C c6 kha ning qudn 1y dugc 25-2 mdy

Vidu: 198.1.110.76

Cau 3: (1,5 di€m)
- V& bang chon dudng cho 3 mang cé danh sO céc IP cho Router va cho cdc mdy tinh

trong tUng mang LAN riéng

(1 di€m)

Trong mo hinh nay, cic mang LAN 1, LAN 2, LAN 3 va mang Internet
dugc ndi 1ai vGi nhau bang 3 router R1, R2 va R3

- Trinh bay cdc bang chon dudng cho cic Router

1, 2, 3 (3 bang)(0,5

di€m)
R1 - Routing Table R2 - Routing Table R3 - Routing Table
Destination | Next Hop Destination | Next Hop Destination | Next Hop
LAN 1 Local LAN 1 R1 LAN 1 R2
LAN 2 Local LAN 2 Local LAN 2 R2
LAN 3 R2 LAN 3 R3 LAN 3 Local

Cau 4: (2,5 di€m)
a). Néu dinh nghia tai khodn nhim va qui tac gia nhdp nhim. V& sg d0 qui tac gia

nha@p nhém

- Tai kho@n nhim (group account) (0,5 di€m) 12 mOt d6i tugng dai dién cho

mOt nhém ngudi nao dd, dung

cho viéc quan ly chung cOc dOi tugng

ngUdi dung. Viéc phan b6 céc ngudi ding vao nhém gitp ching ta dé dang

cap quy€én trOn céc thi nguyén mang nhU thu muc chia s€, mdy in. Chg y la

tai khodn ngudi dung cé th€ ding nhdp vao mang nhung tai khodn nhim
khong dugc phOp ding nhdp ma chi dung d€ qudn ly. Tai khodn nhim dugc

chia 1am hai loai: nhém bdo mat (security group) va nhim phan phOi

(distribution group)
- Qui tac gia nhdp nhém: (0,5 di€m)

+ Tat cd cOc nhim Domain local, Global, Universal déu cd thé dat vao
trong nhom Machine Local.

+ Tat cd cdc nhém Domain local, Global, Universal déu c6 thé dat vao

trong ch&nh loai nhém cla minh.




+ Nhém Global va Universal ¢6 th€ dat vao trong nhém Domain local.
+ Nhém Global ci th€ dat vao trong nhém Universal.
- Vé s0 dd qui tac gia nh@p nhém (0,5 di€m)

/ Domain Locals
A

Machine Local

.

> Global\)J

Universal

_

~

b). Cac quyén NTFS cho File va Folder (1,0 di€m)
Cdc quyén NTFS cho file va folder nhU sau:

Quyén Khi ap dung cho folder | Khi ap dung cho file
NTFS
Read Hién thi tén folder Hién thi tén file 0,25 diém
Hién thj thuOc tinh Hién thi thuc tinh
Hién thj tan chU sd hitu | Hién thi tan chU s& hitu va céc
va cic quyén quyén
Write Thém file va folder D6i thulc tinh cla file 0,25 di€ém
DGi thulc tinh clia Tao dit liéu trong file
folder A et AL o -
Thém dU li€u vao cuOi file
H\1er/1 thi tan chU sOhtu | g, thi tan chU s h{tu va céc
va cac quyen A
quyén
eXecute Hién thi thudc tinh cla Hi€n thi thuQc tinh cUa file 0,25 diém
folder Chay 1 file n€u c6 thé
Thuc hién cédc thay d6i | Hién thi tan chl sG htu va cic
d0i v6i cic folder con quyén
cUa folder nay
Hién thj tin chU s& hitu
va cdc quy€n
Delete Xba folder Xoa file
Change Thay dGi cic quyén doi Thay dOi cdc quyen doi voi file 0,25 diém
Permission | v@i folder
Take Lay quyén chU s& hltu ]f“fy quyen chU s0 hifu doi vGi
Ownership | d&i vGi folder 1e




Cau 5: (2,0 di€m)
Cho hé thOng mang gOm 222 Host va dia chi IP dugc thiét 1ap & 18p
192.168.101.1/24. Hay chia hé thGng mang nay thanh bOn mang con (Net 1: c6
116 Host, Net 2: ¢6 58 Host, Net 3: ¢6 29 Host va Net 4: c6 19 Host) g6m cac
thong tin: Network ID (dia chi 16p mang con), Subnet Mask(madt na cUa mang
con), Start IP Address(dia chi IP bat dau cUa mang con), End IP Address(dia
chi IP két thiic mang con), Broadcast IP(dia chi IP qudng b4 clla mang con).

Thiét 1ap dia chi IP cho cac mang con ( Net 1, Net 2, Net 3, Net 4) nhU sau:

+ Net 1: (0.5 di€m)
Net ID:
Subnet mask:

Start IP Address:

192.168.101.0
255.255.255.128
192.168.101.1

End IP Addres: 192.168.101.126

Broadcast IP: 192.168.101.127
+ Net 2: (0.5 di€m)

Net ID: 192.168.101.128

Subnet mask:

Start IP Address:

255.255.255.192
192.168.101.129

End IP Addres: 192.168.101.190

Broadcast IP: 192.168.101.191
+ Net 3: (0.5 di€m)

Net ID: 192.168.101.192

Subnet mask:

Start IP Address:

255.255.255.224
192.168.101.193

End IP Addres: 192.168.101.222

Broadcast IP: 192.168.101.223
+ Net 4: (0.5 di€m)

Net ID: 192.168.101.224

Subnet mask:

Start IP Address:

255.255.255.224
192.168.101.225

End IP Addres: 192.168.101.254
Broadcast IP: 192.168.101.255
Df 6:
Cau 1: (2,0 di€m)

* Khai niém bi€u thirc (1 di€m)

Bi€u thUc 1a sy k€t hgp hop 1€ gilta cic toan hang va todn tU.

+ To4n hang c6 thé 1a hang, bi€n, ham, gid tri cla ham va ciing ¢ thé 1a mot biéu
thUc khéc.

+ Todn tlr 12 cc phép todn (s6 hoc, ludn 1y, quan hé,..)

Khi tinh gi4 tri cUa bi€u thlic, ludn tuin theo th(ftU Uu tién nhu sau:
Phan trong ngodc s& dugc tinh trudc



C4c phép todn nao c6 thUr tU Uu tién cao hon s€ dugc tinh trudc
Néu cdc phép todn c6 cling Uu tién s€ dugc tinh tU trai sang phdi
Ki€u cla bi€u thic 1a ki€u cla két qUa sau cling

* V@& co ban, bi€u thic c6 4 loai: (1 di€m)

- Bi€u thlc sO hoc, vi du: 10+I (vGiI1a mOt bién ki€u gi4 tri sO)

- Bi€u thlc chudi, vi du ndi hai chudi 1ai vGi nhau (phép todn qui dinh tiy thubc vio
tUng ngdn nglt) chan han nhu “abc”+7123”, hodc “abc”&123”,..

- Bi€u thlc quan hé: vi du a>b, hay t>=f(x) (vGi f(x) 1a mOt ham)

- Bi€u thUc logic, bi€u thlc s dung cic phép logic nhu and, or, not, ...

Vidu: ( a>3) and (a<10) (v6i a 1a mOt bién ki€u s0)

Cau 2: (2,0 di€m)

* Céc tiéu chi phan loai mang: (0,5 di€m)

C6 nhi€u cich phan loai mang khic nhau tuy thuOc viao y€u tO chinh
dugc chon dung d€ lam chi tidu phan loai, thong thuOng ngUdi ta phin
loai mang theo céc tiéu chi nhu sau

- Khodng cich dia 1y cUa mang
- KV thuat chuyén mach ma mang ap dung
- Kién triic mang
- Hé di€éu hanh mang sU dung ...
Tuy nhién trong thuc t€ ngudi ta thudng chi phan loai theo hai tiéu chi dau tién

* Phan loai mang theo khodng cach dia ly: (1 di€m)
Néu 18y khodng cich dia 1y lam y€u t0 phan loai mang thi ta c6
mang cUc bd, mang di thi, mang dién rOng, mang toan cau.

Mang cuc b ( LAN - Local Area Network ) : 1a mang duQc cai dat trong
pham vi tuong d6i nhd hep nhu trong mOt toa nha, mOt xi nghiép...vdi khodng
cach 16n nhat gilta cdc mdy tinh trén mang trong vong vai km trd 1ai.

Mang di thi ( MAN - Metropolitan Area Network ) : 1a mang dugc cai
dat trong pham vi mOt di thi, mOt trung tAm vin hod xa hdi, c6 ban kinh t6i da
khodng 100 km trd 1ai.

Mang dién réng ( WAN - Wide Area Network ) : 1a mang cu dién tich
bao phU r&ng 16n, pham vi cla mang c6 th€ vugt bién giGi quic gia tham chd ca
luc dia.

Mang toan c@u ( GAN - Global Area Network ) : 13 mang c6 pham vi trdi
réng toan cau.

* Phan biét sur khac nhau gifta mang Internet va mang Intranet: (0,5 di€m)
+ Mang Internet:

- La mOt mang toan cau



- La su két hop clia vd sO cac hé thOng truyén thong, may chU cung cap
thong tin va dich vy, cdc mdy tram khai thdc thong tin

- Dua trén nhi€u nén tdng truyén thong khac nhau, nhung déu trén nén
giao thUc TCP/IP

- La s& hitu chung cUa toan nhan loai

- Cang ngay cang phat tri€n manh liét

+ Mang Intranet :

- La mOt mang Internet thu nho

- Thuong tri€n khai trong mOt cong ty, t& chlic, cd quan hodc xi nghiép
- C6 gidi han pham vi ngu0i st dung

- SU dung cong nghé ki€m sodt truy cap va bdo mat thong tin

Cau 3: (2,0 di€m)

* Néu chUc niing cia b6 chon dudng (0.25 diém)
Hai chUc ning chinh ma mOt bd chon duOng phdi thuc hién la:
- Chon duOng di dén dich vGi ‘chi phi’ (metric) thap nhat cho mOt géi tin.
- Luu va chuyén ti€p cOc géi tin tr nhOnh mang nay sang nhdnh mang khic.

* Trinh bay nguyén tac hoat déng clia bd chon dudng
+ Bang chon dudng (Routing table) (0.5 di€m)

D€ xic dinh dugc dudng di dén dich cho cdc géi tin, cdc router duy tri
mOt Bang chon dudng (Routing table) chra duOng di dén nhing di€m khic
nhau trén toan mang. Hai truOng quan trong nhdt trong bang chon
dudng cla router 12 Pich dén (Destination) va Budc k€ ti€p (Next Hop)
can phai chuyé&n géi tin d€ c6 thé dén dugc Pich dén

+ Nguyén tac hoat dong (0.25 di€m)

Cho m6t vi du cu thé€ cla b0 chon dudng va néi cu thé cich di chuyén cla
mOt géi tin qua céc Router.

+ Van dé c@p nhat bang chon dudng (1 di€m)

Quyét dinh chon dudng cla router dugc thuc hién dua trén thong tin vé
dudng di di trong bang chon dudng. Van dé dat ra 1a bang cich ndo router cd
dugc thong tin trong bang chon dudng. Hodc khi mang bi thay dGi thi ai sé la
ngUdi cap nhat lai bang chon dudng cho router. Hai van dé nay goi chung 1 van
dé cap nhat bang chon dudng.

C6 ba hinh thUc cap nhat bang chon duOng:

- Cap nhat thU cdng: Thong tin trong bang chon duOng dugQc cap nhat bdi
nha quan tri mang. HOnh thlc nay chi phit hop v&i cic mang nho, c6 hdnh
trang don gidn, it bi thay d6i. Nhugc di€m cla loai nay 1a khong cdp nhat
kip thGi bang chon dudng khi hinh trang mang bi thay dGi do gdp su cO
vé€ dudng truyén.

- Cap nhat ty dOng: TOn tai mOt chuong trinh chay bén trong router tu
dOng tim ki€m dulng di dén nhitg di€m khic nhau trén mang. Loai nay
thich hgp ho cdc mang 16n, hinh trang phlc tap, c6 th€ Ung phé kip thoi
vGi nhiing thay dGi v€ hinh trang mang. Van dé dat ra d6i vdi cap
nhat bdng chon dudng dOng chénh 1a gidi thudt dugc dung d€ tim ra



dudng di dén nhitng di€m khic nhau trén mang. NguOi ta gOi gidi
thuat nay la gidi thudt chon dudng (Routing Algorithme).

- Cap nhat hén hgp: VUa két hgp cd hai phuong phip cdp nhat bang
chon dudng thU cong va cap nhat bang chon dudng tU dOng. Pau tién, nha
quan tri cung cap cho router mOt s6 dudng di cO ban, sau di gidi thudt chon
dudng sé€ gitip router tim ra cdc dudng di m&i dén cic di€m con lai trén
mang.

Cau 4: (2,0 di€m)

TU may tinh PC A g6 truy van tén mi€n www.abc.com.vn, hiy trinh bay cich
thc DNS SERVER lién lac véi nhau d€ xdc dinh cAu trd 10i trong truOng hop
ROOT SERVER khong két ndi truc ti€p vdi server tén mién can truy van (nhu so
do bén dudi). V& so do trinh tu va trinh bay cdc budc truy van.

+ Céch th(c dns server lién lac v4i nhau d€ x4c dinh cau trd 10i trong truOng hgp
Root server khong két ndi tryuc ti€p v&i server tén mién can truy van thi cic budc
truy van s€ nhU sau:

Trong truGng hgp khong két n0i truc ti€p thi root server sé hdi server trung
gian (phan 18p theo hinh ciy) d€ x4c dinh dugc dén server tén mi€n quan ly tén mién
can truy van.

- Budc 1 (0.25 diém): PC A truy van DNS server cntt.com.vn (local name
server) tén mi€n www.abc.com.vn.

- Budc 2 (0.25 di€m): DNS server cntt.com.vn khong qudn ly tén mién
www.abc.com.vn vay né s€ chuyén Ién root server.

- Budc 3 (0.25 di€m): Root server s& khong xdc dinh dugc dns server quan 1y
truc ti€p tén mi€n www.abc.com.vn né sé€ cin c(f vao cdu tric cUa hé thOng
tén mién d€ chuyén dén dns quan Iy cdp cao hon cla tén mi€n abc.com.vn d6
1a com.vn va né xdc dinh dugc rang dns server dns.com.vn quan 1y tén mién
com.vn.

- Budc 4 (0.25 di€m): dns.com.vn sau d6 s& xdc dinh dugc rang dns server
dns.abc.com.vn ¢6 quyén quan ly tén mi€n www.abc.com.vn.

- Buéc 5 (0.25 di€m): dns.abc.com.vn s& 18y ban ghi xdc dinh cho tén mién
www.abc.com.vn d€ trd 13i dns server dns.com.vn.

- Budc 6 (0.25 di€m): dns.com.vn s& 1ai chuy€n céu trd 10i 1én root server.

- Budc 7 (0.25 di€m): Root server s& chuy&n céu trd 10i trd 1ai dns server
cntt.com.vn.

- Budc 8 : Vadns server cntt.com.vn s€ trd 10i vé PC A ciu tra 10i va PC A da
két n6i dugc d€n host quan 1y tén mi€én www.abc.com.vn.

Khi c4c truy van 1ap di 1ap 1ai thi hé thOng dns c6 khd niing thi€t 1ap chuyén
quyén trd 10i dén dns trung gian ma khong can phai qua root server va né cho phép
thdi gian truy van dugc gidm di.

+ V& lai s0 db trinh tu cdc budc truy van nhu sau (0.25 di€m)


http://www.abc.com/

Root Server

dns.abc.com.vn

www.abc.com.vn

Cau 5: (2,0 di€m)
Cho hé thOng mang gOm 228 Host va dia chi IP dugc thiét 1ap & 18p
192.168.1.1/24. Hay chia hé th6ng mang nay thanh bOn mang con (Net 1: c6
124 Host, Net 2: ¢6 56 Host, Net 3: ¢c6 27 Host va Net 4: ¢6 21 Host) g6m cac
thong tin: Network ID (dia chi 16p mang con), Subnet Mask(mat na cUa mang
con), Start [P Address(dia chi IP bat dau cla mang con), End IP Address(dia
chi IP két thiic mang con), Broadcast IP(dia chi IP qudng b4 clla mang con).

Thiét 1ap dia chi IP cho cidc mang con ( Net 1, Net 2, Net 3, Net 4) nhu sau:

+ Net 1: (0.5 di€m)
Net ID:
Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 2: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 3: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 4: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

192.168.1.0
255.255.255.128
192.168.1.1
192.168.1.126
192.168.1.127

192.168.1.128
255.255.255.192
192.168.1.129
192.168.1.190
192.168.1.191

192.168.1.192
255.255.255.224
192.168.1.193
192.168.1.222
192.168.1.223

192.168.1.224
255.255.255.224
192.168.1.225



End IP Addres: 192.168.1.254
Broadcast IP: 192.168.1.255

PE 7:

Cau 1: (2,0 di€m)
* Trinh bay hé dém th@p phén va nhi phan (1,0 di€m)

Hé thap phan (hay hé dém co s6 10) 12 m6t hé dém c6 10 ky tu dung chi s
luong. Hé dém nay dudgc dung rOng rdi trén thé€ gidi. Ngudn gOc cla né cé thé bat
ngudn tU cO cdu sinh hoc cla con ngudi, vi mOi ngudi c6 10 ngén tay.

Hé thOng ky tu céc con sO dung d€ bi€u dat céc gid tri trong mOt hé dém. Trong hé
thap phan, 10 ky tu (con goi 1a con s&) khdc nhau dugc dung d€ bi€u dat 10 gia tri
riéng bi€t (0, 1, 2,3, 4,5, 6,7, 8 va 9), tlc 12 10 con s6. Nhiing con s6 nay con dugc
dung ciing v6i dau thdp phan - vi du ddu "phdy" - d€ dinh vi phan thdp phan sau
hang don vi. Con s6 con c6 thé dugc dan dau bang céc ky hi€u "+" hay "-" d€ bi€u
dat sO dudng va s6 am n(ra.

H@ nhi phan (hay hé d€m co s6 2) 12 mOt hé dém dung hai ky tu d€ bi€u dat mOt
gid tri sO, bang tOng sO cdc liy thtra cUa 2. Hai ky tu d6 thudng 1a 0 va 1; chiing
thudng dugc dung d€ biu dat hai gid tri hiéu dién thé tuong Ung (c6 hiéu dién thé,
hodc hi€u dién thé cao 1a 1 va khdng c6, hodc thdp 1a 0). Do ¢6 Uu di€m tinh todn
don gidn, dé dang thuc hién vé mat vat 1y, chang han nhu trén cic mach dién tr,
h€ nhi phan trd thanh mOt phan ki€n tao cin ban trong cic mdy tinh duong thoi.

* K&t qud qui d6i gid tri cUa cdc sO vé ciac hé dém khac theo bang dudi diy (ch(r in
dam 1a s6 ban dau). (1,0 di€m)

Hé 2 (nhi phan) | H& 10 (thap | Hé 8 (batphan) | H& 16 (thap
phan) luc)

10100101 165 245 A5
1111011 123 173 7B
1010011 83 123 53

10101011 171 253 AB

Cau 2: (2,0 di€m)
a). Mang ngang hang( peer to peer network) 1a gi? (0,5 di€m)

Mang ngang hang( peer to peer network) la mang ma trong d6 cdc mdy tinh c6
quy€n binh dang nhu nhau, mi méy tinh c6 quyén chia sé tai nguyén va st dung céc
tai nguyén tU mdy tinh khdc. N6i mOt cdch khdc, trong mang ngang hang khong c6
viéc bi€én mOt mdy tinh khéc thanh tram lam viéc cUa minh.

* Uu di€m va nhugc di€m clla mang ngang hang: (0,5 di€m)
- Uu di€m:
+ (6 kha ning chia s€ tai nguyén cho nhi€u ngudi ding



+ Trao dGi thong tin nhd phuong tién mdy tinh
+ Cho phép céc Ung dung tai mOt thGi di€m can c6 nhi€u ngudi truy cap

- Nhudgc diém:
+ C6 tinh bdo mat kém

+ DU liéu quan Iy ¢ dang phan tén
+ Khong c6 khd ning chdng qua tdi mang
b). Phan biét sur khic nhau gilta mang LAN va mang WAN: (1 di€m)

- Mang LAN:

+ TOc d0 truyén dif 1iéu cao

+ Pham vi dia ly gi&i han

+ S& hitu clla mOt co quan/tG chic
- Mang WAN:

+ TOc d0 truyén dir 1iéu khong cao

+ Pham vi dia ly khong giGi han

+ ThuOng tri€n khai dua vao cdc cOng ty truy€n thong, buu di€n va dung cic hé
thOng truyén thong nay d€ tao dung dudng truy€

+ MOt mang WAN c6 thé€ 12 s& h{tu cla mot tap doan/tG chlic hodc 1a mang
n0i cUa nhi€u tap doan/td chirc

Cau 3: (2,0 di€m)

* Vai tro cQla Switch trong VLAN (1 di€m)

Switch 1a mOt trong nhlmg thanh phan c6t 16i thuc hién viéc truyén
thong trong VLAN. Chiing 1a di€m n0i két cic tram dau cudi vao gian hodn chuyén
cUa switch va cho cdc cudc giao ti€p dién ra trén toan mang. Switch cung cdp
mOt cO ché thong minh d€ nhém nhing ngudi dung, cic cOng hodc cic dia chi
ludn 1y vao cOc cOng ddng thich hgp. Switch cung cdp mdt cd ché thong minh dé
thuc hién cic quyét dinh 10c va chuyén ti€p cdc khung dua trén cic thude do cla
VLAN dugc dinh nghia b&i nha quan tri.

Ti€p can thong thudng nhat d€ phan nhém ngudi st dung mang mdt cich
luan 1y vao cdc VLAN riéng biét la 1oc khung (filtering frame) va nhan dang
khung (frame Identification).

C3 hai kY thudt trén déu xem xét khung khi né dugc nhdn hay dugc chuyén
ti€p bdi switch. Dua vao mOt tap hgp cic luat dugc dinh nghia bdi nha quan tri
mang, cic kY thuat nay x4c dinh noi khung phai dugc gbi di (10c hay 1a quang bd).
COAc cO ché diéu khién nay dugc quan tri tdp trung (bang mOt phdn mém quan
tri mang) va dé dang tri€n khai trén mang.

* SU dung VLAN c¢6 cac 10i ich sau (1 di€m)
- Phan tich cic ving qudng bd d€ tao ra nhi€u bing thong hon cho ngudi st
dung
- Ting cuOng tinh bdo mat bang cich cO 1ap ngudi s& dung dua vio ky
thudt cla cau noi.
- Trién khai mang mOt cich mém déo dua trén chlic ning cong viéc cla
ngUdi dung hon la dua vao vi tri vat Iy cla ho. VLAN c6 thé gidi quyét



nhiig van dé lién quan dén viéc di chuy€n, thém va thay dGi vi tri cic
may tinh trén mang.

Cau 4: (2,0 di€m)
Céc phuong phéap xdc thuc két ndi d€ ddm bdo an toan trong truy cap tU xa
(Remote Access server) nhU sau:

+ Qua trinh nh@n thuc (0,5 di€m)

Tién trinh nhan thuc véi céc giao thlic xdc thuc dugc thuc hién khi ngudi ding
tlr xa c6 cdc yéu cau xac thuc tdi may chl truy cap, mOt thda thudn gilta ngudi diing
t0r xa va mdy chU truy c@p d€ xic dinh phuong thic xdc thuc sé st dung. N€u khong
c6 phuong thlc nhan thuc nao dugc s dung, ti€n trinh PPP sé khdi tao két ndi
gilta hai di€m ngay 1ap tlc. Phuong thlc xdc thuc c6 thé dugc st dung vai céc hinh
th(c ki€m tra cd s dit liéu dia phuong (Iuu tr(r cdc thong tin v€ username vi
password ngay trén mdy chU truy c@p) xem céc thong tin vé username va password
dugc gUi dén c6 tring v&i trong cO s d{F liéu hay khong. Hodc 1a gli céc yéu cau
xé4c thuc tGi mOt server khiac d€ xdc thuc thuOng s dung 1a cic RADIUS server (sé&
dugc trinh bay 3 phan sau)

Sau khi ki€m tra cdc thong tin gUi trd 1ai tU co s@ d{t liéu dia phudng hodc tUr
RADIUS server. Néu hagp 18, ti€n trinh PPP sé& khdi tao mOt két nGi, n€u khong yéu
cau két n0i clia ngudi dung sé bi tUr chOi.

+ Giao thirc xdc thuc PAP (0,5 di€m)

PAP 12 mOt phuong thlc x4c thuc k€t n6i khong an toan, n€u st dung mot
chuong trinh phén tich géi tin trén duOng két noi ta c6 th€ nhin thdy céc thong tin vé
username va password dudi dang doc dugc. Pi€u nay cé nghia 1a cc thong tin gl di
tU ngU0i dung tU xa téi may chU truy cap khong dugc ma héa ma dugc gUi di dudi
dang doc dugc d6 chinh 1a 1y do PAP khong an toan. Hinh dudi md td qud trinh xdc
thuc PAP, sau khi thda thudn giao thUc xdc thuc PAP trén lién két PPP gilta cic dau
culi, nguOi dung tU xa gUi thong tin (username:nntrong, password:ras123) t&i mdy
chU truy cdp tU xa, sau khi ki€m tra cdc thong tin nay trong cO s& d{f liéu cla minh,
mdy chU truy cap tU ra sé quyét dinh xem li€u yéu cau két ndi c6 dugc thuc hién
hay khong.

+ Giao thUc xdc thuc CHAP (0,5 di€m)

Sau khi thda thudn giao thUc x4c thuc CHAP trén lién két PPP gi(ta cic dau
culi, mdy chu truy cap gli mOt “challenge” t&i ngu0i dung tUr xa. Ngudi dung tU xa
phiic d4p l1ai mOt gid tri dugc tinh todn st dung ti€n trinh x(f Iy mOt chi€u (hash). mdy
chU truy cép ki€m tra va so sanh thong tin phiic ddp v&i gid tri hash ma tU né tinh
dudc. Néu céc gid tri nay bang nhau viéc xédc thuc 1a thanh cong, ngudc 1ai két noi
s& bi hlly b6. Nhu vay CHAP cung cap c0 ché an toan thdng qua viéc sU dung gi4 tri
challenge thay d0i, duy nhat va khong th€ dodn dugc. Cic thong tin v& username va
password khong dugc gl di dudi dang doc dugc trén mang va do dé chOng 1ai cic
truy cap trai phép bang hinh thirc 18y trOm password trén dudng két noi.

+ Giao thuc xdc thuc m& réng EAP (0,5 di€m)

Ngoai céc giao thUc ki€m tra tinh xdc thuc co ban PAP, CHAP, trong Microsoft
Windows 2000 hO trg thém mOt sO giao thic cho ta cdc kha ning ning cao d6 an toan,
bdo mat va da truy nhap d6 1a giao thUc xdc thuc md& rOdng EAP (Extensible



Authentication Protocol). EAP cho phép c¢6 dudc mOt cO cdu xdc thuc tuy y d€ cong
nhan mOt két ndi goi vao. Ngudi st dung va mdy chl truy nhap tU xa sé€ trao d6i d€
tim ra giao thUc chinh x4c dugc st dung.

EAP h0 trg cdc hinh th(c sau:

— SU dung céc card vat ly dung d€ cung cdp mat khdu. Céc card nay dung mOt sO
cdc phuong thlc xdc thuc khdc nhau nhu s dung céc doan ma thay dGi theo mOi
lugt s dung.

— HO trg MD5-CHAP, giao th(c mi hod tén ngudi st dung, mat khau s dung thut
todn ma hod MD5 (Message Digest 5).

— HO trg st dung cho céc thé thong minh. Thé thong minh bao gOm thé va thiét bi
doc thé. Cac thong tin xdc thUc v€ c4 nhian ngudi dung dugc ghi 1ai trong cic thé
nay.

— Céc nha phét tri€n phdn mém ddc 1&p s dung giao dién chuong trinh Ung dung
EAP c6 thé€ phit trién cic module chuong trinh cho cic cong nghé dp dung cho thé
nhan dang, thé thdng minh, cdc phan cUng sinh hoc nhu nhan dang vong mac, céic
hé thOng st dung mat khdu moOt 1an.

Cau 5: (2,0 di€m)

Cho hé thOng mang gbm 230 Host va dia chi IP dugc thiét 1ap & 16p
192.168.10.1/24. Hay chia hé thOng mang nay thanh bOn mang con (Net 1: c6 123
Host, Net 2: ¢6 57 Host, Net 3: ¢6 27 Host va Net 4: ¢6 23 Host) gOm cic thong tin:
Network ID (dia chi 16p mang con), Subnet Mask(mat na cUa mang con), Start IP
Address(dia chi IP bat ddu cla mang con), End IP Address(dia chi IP két thic mang
con), Broadcast IP(dia chi IP quang b4 cUa mang con).

Thiét 1ap dia chi IP cho cdc mang con ( Net 1, Net 2, Net 3, Net 4) nhu sau:

+ Net 1: (0.5 diém)
Net ID:
Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

+ Net 2: (0.5 diém)
Net ID:
Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 3: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:
+ Net 4: (0.5 diém)

192.168.10.0
255.255.255.128
192.168.10.1
192.168.10.126
192.168.10.127

192.168.10.128
255.255.255.192
192.168.10.129
192.168.10.190
192.168.10.191

192.168.10.192
255.255.255.224
192.168.10.193
192.168.10.222
192.168.10.223



Net ID: 192.168.10.224

Subnet mask: 255.255.255.224
Start IP Address: 192.168.10.225
End IP Addres: 192.168.10.254
Broadcast IP: 192.168.10.255

DE 8:

Cau 1: (2,0 di€m)
* Khai ni€m v€& bi€n bd nh& va 1€nh gin trong ngon nglt 1&p trinh (1,0 di€m)

a/ Khai niém bi€n bd nhd: 1a mOt viing nhé & bO nhd trong, tén bi€n la dia chi hinh
th(c cla viing nh& dé. Gid tri cUa bi€n 1a ndi dung dang ch(a tai ving nhd d6, ndi
dung cUa viing nh& s& bi x6a mat khi c6 nbi dung mé&i gdi vao.

b/ Lénh gén: trong mOi ngdén nglt 1&p trinh déu c6 1énh gan, 1énh gin dung d€ gl
mOt gi tri cu th€ vao mOt ving nhd xic dinh & bd nhd trong.

Lénh gin thuOng c6 dang: v€ bén trdi 1a bi€n b0 nhd, v€ bén phdi & mOt bi€u
thUc duoc ndi vGi nhau bdi dau =.

Téc dbng cUa l1énh: bi€u thlic & v€ bén phdi s€ dugc tinh gid tri va gia tri d6
dugc gan cho bi€n & v€ bén tréi.

* Minh hoa bang hinh vé khi thuc hién 1énh gin A=A+B nhu sau: (1,0 di€m)

Khi thuc hién tinh gid tri bi€u thiic

CPU
5+ 10 = 15
*
A B
5 | 10 |
CPU
5+ 10 = 15

K&t qua c&td b0 nhd sau khi thuc hién 1énh
A B
| 15 | 10 |




Cau 2: (2,0 di€m)
a). Subnet Mask 1a gi ? Cho vi du. (0,5 di€m)

Subnet Mask 1a mOt chudi 32 bét, dung x4c dinh phan dia chi mang trong dia chi
IP clla mOt mdy trén mang. Chuli Subnet Mask dugc thanh 1dp theo qua tac sau:

- BGttai vi tri NetID c6 gid tri bang 1
- Béttai vi trf HostID ¢6 gia tri bang 0
Vi du: dia chi IP nhu sau: 192.168.101.1

Subnet Mask la: 11111111.11111111.11111111.00000000
b). Cac 16p dia chi IP

+ Dia chi 16p A (0,5 di€m) : dia chi 13p A dugc s dung cho cdc mang c6 s
lugng mdy tram 16n, dia chi 1Gp A ¢6 cdc ddc di€m nhu sau:
- B&t cao nhat c6 gid tri bang 0
- Byte cao nhat st dung lam dia chi mang, 3 byte con 1ai dugc st dung lam dia
chi may
Nhu vay, m6i mang cla 10p A c¢6 kha ning quan Iy dugc 2**-2 mdy
Vi du: 100.1.10.1

+ Pia chi 16p B (0,5 di€m) : dia chi I18p B dugc sl dung cho cic mang c6 sO
lugng mdy tram trung binh, dia chi 1&p B c6 céc dac di€m nhu sau:
- BGt cao nhat c6 gid tri bang 10
- 2 Byte cao nhat s& dung lam dia chi mang, 2 byte con lai dugc s dung lam
dia chi mdy
Nhu vay, mOi mang cla 16p B c6 khd niing quan ly dugc 2'°-2 may
Vidu: 178.45.67.110

+ Pia chi 16p C(0,5 di€m) : dudc st dung cho cdc mang c6 s6 lUgng mdy tram
it, dia chi 18p C c6 cdc dac di€m nhu sau:
- BGt cao nhat c6 gid tri bang 110
- 3 Byte cao nhat s& dung lam dia chi mang, 1 byte con lai dugc s dung lam
dia chi mdy
Nhu vay, m6i mang cla I18p C c6 kha ning qudn 1y dugc 28-2 may
Vidu: 201.4.56.20

Cau 3: (2,0 diém)
a). Néu chUrc ning va dac tinh ctia SWITCH (1,0 di€m)

LAN Switch 1a mOt thiét bi hoat dOng & tang 2, c6 day du tat cd cic tinh
ning cla m&t cau ndi trong sudt nhu:



051 rederance madal

Application

Prasentaibon

Session

Transpoer

Metwork

Data link

Physical

NOi mang bang switch

+ Hoc vi tri cdc mdy tinh trén mang

+ Chuyén ti€p khung tU nhdnh mang nay sang nhAnh mang khic mot cich c6
chon 10c

+ HO trg da giao ti€p dOng thOi: Cho phép nhi€u cdp giao ti€p dién ra mot
cdch dOng thGi nhO di ting dugc bing thong trén toan mang.

b). Trinh bay duoc ki€n tric clia bd chuyén mach (1,0 di€m)

Switch dugc cau tao gOm hai thanh phan co ban la:
+ BO nhd 1am Vung dém tinh todn va Bang dia chi (BAT-Buffer anh Address

Table).
+ Gian hodn chuy&n (Switching Fabric) d€ tao ndi két chéo dOng thdi gilra cac
c@ng
T COng

/ Gian hoan
chuyén

Cau triic bén trong cUa switch
D0i v&i bd chuy€én mach thanh phan quan trong nhat 1a gian ho4n chuyén vi :
Viéc chuyén ti€p khung tU nhdnh mang nay sang nhidnh mang kia cUa switch c¢6 thé
dudc 1a nh0 vao cac gidi thudt cUa gian hoan chuyén.

Cau 4: (2,0 di€m) M6 ta tién trinh k€t nbi va cdc giao thlc s{r dung trong truy cap
tU xa. Néu céc phuong phdp ma hod dit li€u trong truy cap tU xa.



Mo ta ti€n trinh két ndi truy cdp tur xa: (0,5 di€m)

Ngudi dung tUr xa khdi tao mOt két n6i t&i mdy chu truy cap. K&t ndi nay dugc
tao 1ap bang viéc st dung mot giao thlc truy cap tU xa (vi du giao thlic PPP- Point
to Point Protocol). Mdy chU truy cap x4c thuc ngu‘(\Ji dung va ché'p nhan két ndi cho
tGi khi két thiic bGi nguoi dung hodc ngudi quan tri hé thOng. Mdy chU truy cap
doéng vai tri nhu mot gateway bang viéc trao dGi dir liéu gilta ngudi ding tlr xa va
mang ndi bd. Bang viéc s& dung két ndi nay, ngudi ding tU xa gUi va nhan dit liéu
tU mdy chU truy cap. D li€u dugc truyén trong cic khudn dang dugc dinh nghia bdi
céc giao thUic mang (vi du giao thUc TCP/IP) va sau d6 dugc déng gbéi bdi céc giao
thlc truy cap tU xa. Tat cd céc dich vuU va cdc ngubn tai nguyén trong mang ngUdi
dung tUr xa d€u c6 th€ s dung thdng qua k&t ndi truy cap tU xa nay.

Cic giao thitc mang st dung trong truy cap tlr xa (0,5 di€m)

Khi tri€n khai dich vu truy cdp tU xa, cic giao thltc mang thuOng dugc st dung 1a
giao thirc TCP/IP, IPX, NETBEUI. TCP/IP 12 mOt b0 giao thlic gOm c6 giao thlc TCP
va giao thic IP cling 1am viéc v&i nhau d€ cung cap phuong ti€n truy€n thong trén
mang. TCP/IP 12 mOt bd giao thlc cO ban, lam nén tang cho truyén thong lién mang
la bd giao thlfc mang dugc s& dung phd bi€n nhat hién nay. VGi kha ning dinh
tuy€n va m& rdng, TCP/IP hd trg mOt cdch linh hoat va phit hgp cho céc tat ca céc
mang. IPX (Internet Packet Exchange) la giao thUc dugc si dung cho cdc mang
Novell NetWare. IPX 12 mOt giao thlc c6 khd ning dinh tuyén va thuOng dugc st
dung véi cdc hé thdng mang trudc diy. NetBEUI 1a giao thlc dung cho mang cuc bd
LAN cUa Microsoft. NetBEUI cho ta nhi€u tién ich va hdu nhu khong phdi 1am gi
nhi€u vGi NetBEUL Thong qua NetBEUI ta c6 thé truy cdp tat cd céc tai nguyén trén
mang. NETBEUI 12 m0t giao thUc khdng c6 khd ning dinh tuy€n va chi thich hgp véi
m6 hinh mang nho, don gidn.

Néu cac phuong phap ma hoa dir li€u trong truy cap tu xa:
C6 hai phuong thlic ma héa d(t liéu thuOng dugc si dung d6 1a ma héa dbi xUng
va ma héa phi d0i xUng.

- Phuong thttc ma hod déi xtng(0,5 di€m): thong tin & dang doc dudc, dudc
mi hod sU dung khéa bi mat (khé ma chi c6 ngudi ma hoia mdi bi€t dugc) tao
thanh thdng tin da dugc ma hoa. & phia nhan, thong tin ma hod dugc gidi mi cung
vGi khéa bi mat thanh dang gdc ban dau. Di€m chd ¥ clia phudng phdp mi hod
nay la viéc st dung khé bi mat cho cd qua trinh ma hod va qué trinh gidi ma. Do
d6, nhugc di€m chinh cUa phuong thic nay 1a cdn c¢é qud trinh trao d6i khé bi
mat, dan dén tinh trang dé bj 16 khé bi mat.

- Phuong phdp md hod phi d6i xtmng(0,5 di€m): d€ khac phuc di€m han ché
cUa phuong phap ma hoa doi xUng 1a qua trinh trao dGi khé bi mat, ngudi ta da
st dung phuong phip ma hod phi ddi xUng s& dung mOt cdp khé tuong Ung vGi
nhau goi 12 phuong thUc ma ho4 phi d0i xUng dung khé cong khai. Phuong thirc
ma héa nay sU dung hai khéa 1a khéa cong khai va khéa bi mat c6 cdc quan hé
toan hoc v&i nhau.

Trong d6 khéa bi mat dugc gilt bi mat va khdng c6 khd niing bi 10 do khong
can phdi trao dbi trén mang. Khéa cong khai khong phdi gilt bi mat va moi
ngUdi déu c6 thé nhdn dudgc khé nay. Khéa cong khai va khéa bi mat tuong Ung
cla né c6 quan hé todn hoc v&i nhau va dugc sinh ra sau khi thuc hién cdc ham
tOn hoc; nhung cdc ham todn hQc nay ludn thod min di€u ki€n 12 sao cho khong
th€ tim dugc khéa bi mat tUr khéa cong cOng va ngude 1ai.



Do c¢6 mOi quan hé todn hoc vGi nhau, thong tin dUgc ma héa bang khéa
cong khai chi c6 th€ gidi md dugc bang khéa bi mat tuong Ung. Giao thlc
thudng dugc s dung d€ ma héa d{f li€u hi€n nay 13 giao thlc IPsec.

Cau 5: (2,0 di€m)
Cho hé thOng mang gOm 229 Host va dia chi IP dugc thiét 1ap & 18p
192.168.11.1/24. Hay chia hé thng mang nay thanh bGn mang con (Net 1: ¢6
19 Host, Net 2: ¢6 29 Host, Net 3: ¢ 59 Host va Net 4: c6 122 Host) g6m cac
thong tin: Network ID (dia chi 16p mang con), Subnet Mask(mat na cla mang
con), Start IP Address(dia chi IP bat dau cla mang con), End IP Address(dia chi
IP k€t thiic mang con), Broadcast IP(dia chi IP quang b4 clla mang con).

Thiét 1ap dia chi IP cho cic mang con ( Net 1, Net 2, Net 3, Net 4) nhU sau:

+ Net 4: (0.5 di€m)

DE 9:

Net ID: 192.168.11.0
Subnet mask: 255.255.255.128
Start IP Address: 192.168.11.1

End IP Addres:
Broadcast IP:

+ Net 3: (0.5 di€m)

Net ID:
Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

+ Net 2: (0.5 di€m)

Net ID:
Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

+ Net 1: (0.5 di€m)

Net ID:
Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

Cau 1: (2,0 di€m)
* Thudt toan la gi, cho vi du. (1 di€m)

Thudt toan, con gOi 1a gidi thudt, 12 m6t tap hop hitu han cla cdc chi thi hay
phuong cich dugc dinh nghia 16 rang cho vi€c hoan tat mOt s su viéc tU mOt trang

192.168.11.126
192.168.11.127

192.168.11.128
255.255.255.192
192.168.11.129
192.168.11.190
192.168.11.191

192.168.11.192
255.255.255.224
192.168.11.193
192.168.11.222
192.168.11.223

192.168.11.224
255.255.255.224
192.168.11.225
192.168.11.254
192.168.11.255



thai ban dau cho trudc; khi céc chi thi nay dudc dp dung triét d€ thi s& dan dén két
qua sau cuing nhu da dy doan.

N6i cach khéc, thudt todn 1a mOt bd cdc qui tac hay qui trinh cu th€ nham gidi quyét
mOt van dé trong mOt s6 budc hltu han, hodc nham cung cap modt két qua t&r mot
tap hop cla cdc dit kién dua vao.

Vi du: thudt toan d€ gidi phudng trinh bac nhat P(x): ax + b = c, (a, b, c 1a cic sO
thuc), trong tap hop cic sO thuc c6 thé 1a mOt b cic budc sau day:

+ Néua=0
o b =c thi P(x) c6 nghi€m bat ki
o b #cthi P(x) vU nghiém
+ Néua=z0
o P(x) c6 duy nhat mbt nghiém x = (c - b)/a

* MOt thudt toan co cac tinh chat ca thudt toin: (1 di€m)

Tinh chinh xdc: d€ dam bdo két qud tinh toan hay céc thao tic ma mdy tinh
thuc hién dudc 1a chinh x4c.

Tinh o rang: Thudt todn phdi dudc th€ hién bang cdc cau 1énh minh bach;
cdc cau 1énh dugc sap x€p theo th(f tu nhat dinh.

Tinh khdch quan: MOt thudt todn du dugc vi€t bdi nhi€u ngudi trén nhi€u
mdy tinh van phdi cho k&t qua nhu nhau.

Tinh phG dung: Thudt todn khong chi 4p dung cho mOt bai toan nhat dinh ma
c¢6 th€ dp dung cho mOt 10p cic bai todn c6 ddu vao tudng tU nhau.

Tinh két thiic: Thudt toan phai gdm mot sO h{tu han cac budc tinh toan.

Cau 2: (2,5 di€m) Trinh bay kY thuat chuyén mach phan kénh, chuy&n mach thong
bdo va chuy€én mach géi.

Né€u 1dy kY thudt chuyén mach lam yéu t0 chdnh d€ phan loai s€ c6:
mang chuyén mach kénh, mang chuyén mach thong bdo va mang chuyén mach
26i. (0,5 di€m)

* Mach chuyén mach kénh (circuit switched network) (0,5 di€m) : Khi c6 hai thuc
th€ can truyén thong v&i nhau thi gilta ching s& thi€t 1&p mOt kénh ¢6 dinh va
duy tri k€t ndi di cho t&i khi hai bOn ngat lién lac. Cic d{ liéu chi truyén di
theo con dudng cO dinh d6. Nhugc di€m cla chuyén mach kénh I tiéu tOn thoi
gian d€ thi€t 1ap kénh truyén cO dinh va hiéu suat st dung mang khdng cao.

*Mang chuyén mach thong bdo (message switched network(1 di€m): Thong bdo la
mOt don vi di liéu cla nguoi s dung c6 khudn dang dugc quy dinh trudc.
MOi thong bdo c6 ch(fa céc thong tin di€u khién trong du chi ri dich can truyén t&i
cla thong bdo. Cin cU vao thong tin di€u khi€n nay ma moi nit trung gian c6 thé
chuyén thong bdo t&i mit k€ ti€p trén con duOng dan tGi dich cla thong bdo.
Nhu vay moi niit cdn phdi luu gilt tam thoi d€ doc théng tin di€u khién trén
thong bao, néu thdy thong boo khdng gUi cho minh thi ti€p tuc chuyén ti€p thong
b4o di. Tuy vao di€u kién cUa mang ma théng bdo c6 th€ dugc chuyén di theo
nhi€u con dudng khac nhau.



+ Uu diém cla phuong phdp nay la :
- Hiéu sudt s dung dudng truy€n cao vi khdng bi chi€ém dung dbc quyén
ma dugc phan chia gilra nhi€u thuc thé truyén thong.

- MOi nit mang c6é thé luu trlt thong tin tam thdi sau di mbi chuyén thong
bdo di, do dii c6 thé di€u chinh d€ 1am gidm tinh trang tac nghén trén mang.
- C6 thé diéu khi€n viéc truyén tin bang cich sap x€p dd uu tién cho cic
thong bdo.
- C6 thé ting hi€u sudt s dung gidi thong cla mang bang cich gan dia chi
qudng b0 (broadcast addressing) d€ gUti thong bdo dOng thdi t&i nhi€u dich.
+ Nhuoc diém cla phuong phdp nay la:
Khong han ché dugc kich thudc cla thong bdo dan dén phi tGn luu gilr
tam thOi cao va dnh hudng dén thdi gian trd 10i yéu cau cla cic tram .

* Mang chuyén mach géi (packet switched network) (0,5 di€m): & diy moOi
thong bdo dugc chia ra thanh nhi€u géi nhd hon dugc goi la cic géi tin (packet)
c6 khudn dang qui dinh trudc. MOi g6i tin ciing chlfa cic thoéng tin di€u
khié€n trong di cé dia chi ngubn (ngudi gUi) va dia chi dich (ngudi nhan) cla géi
tin. Cdc g6i tin cUa ciing mOt thong bdo c¢6 thé dugc gdi di qua mang tGi dich theo
nhiéu con duOng khéc nhau.

Phuong phéap chuy€n mach thong bdo va chuyén mach géi 1a gdn giOng nhau.
Di€m khéc biét 1a cdc géi tin dugc gidi han kich thudc t0i da sao cho céc nit mang
(cdc nit chuy€n mach) cé th€ xU ly toan bd géi tin trong bd nhG ma khong phai
luu gi(r tam thoi trén dia. B&i vdy nOn mang chuy€n mach géi truyén dit liéu
hiéu qud hon so v3i mang chuy€&n mach théng béo.

Tich hgp hai kY thudt chuyén mach kénh va chuyén mach géi vao trong mot
mang thOng nhat dugc mang tich hop s6 ISDN (Integated Services Digital
Network).

Cau 3: (1,0 di€m)
* Néu dudc cic loai thi€t bi sit dung trong mang LAN (0.5 di€m)

- Card giao ti€p mang (NIC- Network Interface Card)
- Day cdp mang (Cable)

- BO khuyé&ch dai (Repeater)

- BO tap trung n0Oi k€t (HUB)

- Caunoi (Brigde)

- BO chuy&n mach (Switch)

- BO chon dudng (Router)

* Néu duoc thi€t bi thuwdng ding phé bién nhat (0.5 di€m)

Card mang : BGi vi cic chlc ning cUa mang Ethernet chi lién quan dén
tang mOt va tang hai trong mo hinh tham khdo OSI, cho nén ching thdng thudng



dudc cai dat trong Card giao ti€p mang (NIC-Network Interface Card) dugc cam
vao ban mach chinh (motherboard) cla mdy tinh

Cau 4: (2,5 di€m)
RADIUS Ia gi? Mo ta qu4 trinh hoat ddng cUa Radius Server. Qua trinh nhan
thuc va cdp quyén khi sit dung Radius Server d€ xic thuc k&t n6i cho truy cap tU xa.

* RADIUS 1a mOt giao thUc 1am viéc theo mo hinh client/server. RADIUS cung cap
dich vu xdc thuc va tinh cudc cho mang truy nhap gian ti€p. Radius client 12 mOt may
chU truy cdp ti€p nhén cic yéu cau xdc thuc ti ngudi diing tUr xa va chuyén cic yéu
cau nay tdi Radius server. Radius server nhan céc yéu cau két nGi cla ngudi dung
x4c thuc va sau d6 trd v€ cic thong tin cdu hinh can thi€t cho Radius client d€
chuyén dich vu t3i ngudi st dung. (0,5 di€m)

* Qu4 trinh hoat déng ducc mé ta nhu sau: (1,0 di€m)
Budc 1: Ngu0i st dung tU xa khdi tao qua trinh xac thuc PPP t&i mdy chU truy cap

Budc 2: Mdy chl truy cap yéu cau ngudi ding cung cap thong tin vé username va
password bang cic giao thitc PAP hodc CHAP.

Budc 3: Ngudi diung tU xa phic ddp va gl thong tin username va password t&i may
chu truy cap.

Budc 4: Mdy chU truy cap (Radius client) gUi chuy€n ti€p cic thong tin username va
password dd dugc ma hoa tdi Radius server

Budc 5: Radius server trd 10i vGi cdc thong tin chdp nhan hay tlr chGi. Radius client
thuc hién theo céc dich vu va cic thong sO dich vu di cing v3i cic phic ddp chap
nhan hay tU chdi t&r Radius server

* Qu4 trinh nh@n thuc va cap quyén nhu sau: (1,0 di€m)

Khi Radius server nhdn yéu cau truy cap tU Radius client, Radius server tim
ki€m trong c0 s& d{t li€u céc thong tin v€ yéu cau nay. Néu username khong c6 trong
c0 s& d{F liéu nay thi hodc mot profile mdc dinh dugc chuyén hodc mOt thong bio tUr
chOi truy cdp dugc chuyén tdi Radius client.

Trong RADIUS nhan thuc va cdp quyén di doi v&i nhau, n€u username c6 trong cO
s& d{r liéu va password duQc xdc nhdn 1a diing thi Radius server gUi trd vé thong bio
truy cap dudc chdp nhdn, thong bdo nay bao gdm mot danh sich cic cdp dac tinh-
gid tri mo ta cdc thong sO dugc s dung cho phién lam viéc. Cac thong s di€n hinh
bao gdm: ki€u dich vu, ki€u giao thlc, dia chi gdn cho ngudi dung (d0ng hodc tinh),
danh sdch truy cap dudc dp dung hay mOt dinh tuyén tinh dugc cai dat trong bang
dinh tuy€n cUa mdy chU truy cap. Thong tin cdu hinh trong Radius server s& xdc dinh
nh{ing gi s& dugc cai dat trén mdy chU truy cap.

Cau 5: (2,0 di€m)
Cho hé thOng mang gbm 202 Host va dia chi IP dugc thiét 1ap & 18p
192.168.100.1/24. Hay chia hé thOGng mang nay thanh bOn mang con (Net 1: c6
101 Host, Net 2: ¢6 52 Host, Net 3: ¢6 30 Host va Net 4: c6 19 Host) g6m cac
thong tin: Network ID (dia chi 18p mang con), Subnet Mask(mat na clUa mang



con), Start IP Address(dia chi IP bat ddu cla mang con), End IP Address(dia
chi IP két thic mang con), Broadcast IP(dia chi IP quang b4 clla mang con).

Thiét 1ap dia chi IP cho cdc mang con ( Net 1, Net 2, Net 3, Net 4) nhu sau:

+ Net 1: (0.5 di€m)
Net ID:
Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 2: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 3: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

End IP Addres:

Broadcast IP:
+ Net 4: (0.5 di€m)

Net ID:

Subnet mask:

Start IP Address:

End IP Addres:
Broadcast IP:

192.168.100.0
255.255.255.128
192.168.100.1
192.168.100.126
192.168.100.127

192.168.100.128
255.255.255.192
192.168.100.129
192.168.100.190
192.168.100.191

192.168.100.192
255.255.255.224
192.168.100.193
192.168.100.222
192.168.100.223

192.168.100.224
255.255.255.224
192.168.100.225
192.168.100.254
192.168.100.255

PE 10:

Cau 2: (2,0 di€m)

* SU ra doi clla mé hinh OSI: (0,5 di€m)

Vao nhiing ndm 80, khi xay dung c4c hé thong mang cic hé thOng mang, cic
nha kién triic mang tu xay dung cho ho mOt ki€n tric mang riéng. Chinh vi vay, céc
ngUdi ding trong mang nay khong th€ trao ddi thong tin v&i v&i nhiing ngudi ding
trong mang khac do su khong tuong thich gilta cic mang. Trong khi nhu cdu cUa
nh{ing nguGi diing mang ngay cang ting thi su tuong thich nay khong th€ chdp nhan
dugc. DUGi dy thiic ép cUa khach hang, t6 chlc tiéu chudn hod quOc t€ ISO kéu goi
cdc nha thi€t k€ mang, cic t6 chlc tiéu chudn hoa qubc gia ngdi 1ai vdi nhau d€ tim
mOt su hdi cho tat cd cic sdn pham mang trén thi truGng. Chinh vi th€, nim 1984
mo hinh két n0i cic hé thOng mé OSI( Open System Interconnection) chinh thlc ra
ddi. M6 hinh OSI dugc xiy dung trén mOt ki€n tric phan 16p bao gbm 7 16p nhu sau:

* M hinh OSI (0,5 di€m)



Application layer

Presentation layer

Session layer

Transport layer

Network layer

Data link layer

Physical layer

* Nhitng 10i ich ma mé hinh OSI mang lai: (1,0 di€m)

- Chia hoat ddng thong tin mang thanh nhitng hoat dOng nhd hon, don gidn
hon gitip chiing ta dé khdo sat va dé tim hi€u hon

- Chudn ho4 céc thanh phan mang, cho phép phit tri€n c4c thanh phan mang tlr
nhi€u nha cung cdp sdn pham khéc nhau

- Cho phép céc loai phan clng va phan mém mang khic nhau trao dGi thong tin
dugc v6i nhau

- Ngin chan dugc tinh trang thay d6i clla mOt 10p anh hudng dén céc 16p khic
nhu vay gidp mOi 10p c6 th€ phat trién dOc 1apva nhanh chéng hon

- Chia viéc thong tin clla mang thanh nh{tng phan nhd hon d€ dé doc, dé hi€u

Cau 3: (2,0 di€m) Trinh bay chlc ning va nguyén tac hoat ddng cla bO chon
dudng.

* Néu chUc niing cia b6 chon dudng (0.25 diém)
Hai ch(tc ning chinh ma mOt bd chon dudng phai thuc hién la:
- Chon dudng di dén dich vGi ‘chi phi’ (metric) thdp nhat cho mot géi tin.
- Luu va chuyén ti€p cOc géi tin tlr nhOnh mang nay sang nhAnh mang khic.

* Trinh bay nguyén tac hoat déng cia bd chon dudng
+ Bang chon dudng (Routing table) (0.5 di€m)

DE xdc dinh dugc dudng di dén dich cho cic géi tin, cdc router duy tri
mOt Bang chon dudng (Routing table) chlta duOng di d€n nhiing di€m khéc
nhau trén toan mang. Hai truOng quan trOong nhdt trong bdng chon
dudng cla router 1a Pich dén (Destination) va Budc k€ ti€p (Next Hop)
can phdi chuyén géi tin d€ c6 th€é dén dugc Pich dén

+ Nguyén tac hoat dong (0.25 di€m)

Cho m6t vi du cu thé€ cla b0 chon dudng va néi cu thé cich di chuyén cla
mOt géi tin qua céc Router.

+ Van dé cap nhét bang chon dudng (1 di€m)

Quyét dinh chon dudng cUa router dugc thuc hién dua trén thong tin vé
dudng di di trong bang chon dudng. Van dé dat ra 1a bang cich ndo router cu
dugc thong tin trong bang chon dudng. Hodc khi mang bi thay d0i thi ai sé la
ngUQi cap nhat Iai bang chon dudng cho router. Hai van dé nay g0Qi chung 1a van
dé cap nhat bang chon dudng.



C6 ba hinh thUc cap nhat bang chon duOng:

Cap nhat thU cong: Thong tin trong bang chon dudng dugc cap nhat béi
nha quan tri mang. HOnh thUc nay chi phu hgp véi cdc mang nhd, c6 hGnh
trang don gidn, it bi thay d6i. Nhugc di€m cla loai nay 1a khong cdp nhat
kip thOi bang chon dudng khi hinh trang mang bi thay ddi do gdp su cO
v€ dulng truyén.

Cép nhat tu ddng: TOn tai mOt chuong trinh chay bén trong router tu
dOng tim ki€m dulng di dén nhig di€m khic nhau trén mang. Loai nay
thich hgp ho cdc mang 18n, hinh trang phlc tap, c6 th€ Ung phé kip thoi
v0i nhling thay dGi vé hinh trang mang. Van dé dat ra d6i vdi cap
nhat bang chon dudng dOng chdénh 1a gidi thudt duge dung d€ tim ra
dudng di dén nhimng di€m khic nhau trén mang. Nguli ta goi gidi
thuat nay la gidi thudt chon dudng (Routing Algorithme).

Cép nhat hbn hop: Vira két hgp cd hai phuong phdp cdp nhdt bang
chon dudng thU cong va cap nhat bang chon dudng tU dOng. Pau tién, nha
qudn tri cung cap cho router mOt s& dudng di co bdn, sau dd gidi thudt chon
dudng sé€ gitip router tim ra cdc dudng di m&i dén cic di€m con lai trén
mang.

Cau 4: (2,0 di€m)

Vé so d0 va gidi thich qud trinh phan gidi tén mién cntt.tuoitre.com.vn trén
mang internet?

* V@ so do diing (1 di€m)

Reslover

SO d6 dudi mi ta qu4 trinh phan gidi cntt.danang.com.vn trin mang Internet

GGi truy van dia chi

cntt.tuoitre.com.vn
P [T
T T THTserver quAn @R & | Name Server
|
|
: GGi truy van dia chi
Name « — _! cntt. tuoitre..com.vn N
Server ¢ oo = Ty e eom -vn
\\ I01 server quan ly t€n mi€n .com.vn Name Server
|
/<_ _____ 2 e . 2
/\ GOi truy van dla chi
\ cntt. tuoitre..com.vn o
com.vin
D ST T T
/\ HOi server quan 1y tén mién Name Server
\ tuoitre.com.vn
o TO- 1 - ; .
'y == | GGi truy van dia chi
] | cntt. tuoitre.com.vn q tuoitre.com.vn
o : % L ———m— e —— — Name Server
5 | Tra 10i dia chi IP cua
5’, I cntt. tuoitre.com.vn
4
Resolver

(Client)




* gidi thich (1,0 di€m)

Client sé g(i yéu cdu can phan gidi dia chi IP cUa mdy tGnh cd tin
cntt.tuoitre.com.vn dén name server cuc bd. Khi nhan yéu cau tU Resolver,
Name Server cUc b0 s& phan tich tOn nay va xét xem t&n mi€n nay c6 do minh
qudn 1y hay khong. Néu nhu tin mi€n do Server cuUc b0 qudn ly, né sé trd 10i
dia chi IP cla tOn mdy dd ngay cho Resolver. Ngudc lai, server cUc bl
sé truy van dén moOt Root Name Server gan nhat mi né biét dugc. Root
Name Server s& trd 10i dia chi IP cUa Name Server quan ly mién vn. MOy
chU name server cUc b0 1ai hdi ti€p name server quan Iy mién vn va dugc tham
chi€u dén mdy chlU qudn Iy mién com.vn. MOy chl qudn 1y com.vn chi dan
mOy name server cUc b0 tham chi€u dén mdy chU qudn 1y mién
tuoitre.com.vn. Cudi ciing miy name server cUc bd truy van may chU quan ly

mién tuoitre.com.vn va nhan dugc ciu trd 10i.

Caul (2.5 diém)
Mb hinh OSI la gi? Trinh bay chifc ning c0 ban cla cdc tang trong mo hinh OSI. Néu
don vi dit liéu clla mOi tang.

Tra 10i:
M5 hinh OSI (Open Systems Interconnection) 12 mOt cO s& danh cho viéc chudn hod
cdc hé truyén thong dugc nghién cltu va xay dung bdi t6 chlic ISO nham n6i két cédc
sdn phdm cUa cdc hiang sdn xudt khic nhau d€ phdi hgp cdc hoat dOng chudn ho4
trong linh vuc vién thong va hé thOng thong tin. GOm 7 tang:
Tang vat 1y (Physical): truy€n dan nhi phan (don vi dit liéu 12 bit).
Tang lién két dit liéu (Data link): di€u khi€n lién két, truy xudt dudng truyén
(don vi d(r liéu 12 Frame).
Tang mang (Network): dia chi mang va xdc dinh duOng di t&t nhat (don vi di
liéu 12 Packet).
Tang van chuyén (Transport): k€t ndi end-to-end (d0n vi d{t liéu 1a Segment).
Tang giao dich (Session): truy€n thong lién host (don vi d{F liéu 1a PDU).
Tang trinh bay (Presentation): trinh bay d{ li€u (don vi d{t liéu 1a PDU).
Tang Ung dung (Application): c4c qud trinh mang cUa Ung dung (don vi d{F
liéu 1a PDU).

Thang di€m chdm: 2.5 di€m

Néu dugc khai niém vé md hinh OSI: 0.4 diém

Néu dugc tén céc tang (ti€ng Viét va ti€ng Anh): 0.1 di€m cho m0i tén (t6ng 0.7
di€ém)

Néu dugc chlc ning moi tang: 0.1 di€m cho mOi chfc ning (tGng 0.7 di€m)
Néu dugc don vi dit liéu clia mobi tang: 0.1 di€m cho mbi don vi (t6ng 0.7 di€m)

Cau 2 (2 diém)
Neéu nhling di€m khac biét chU y€u gilta md hinh Workgroup va mo hinh Domain.



Tra 10i:

M6 hinh Workgroup (1 di€m)

M6 hinh mang workgroup con go0i 1a m6 hinh mang peer-to-peer, 12 mo hinh ma trong
d6 cdc mdy tinh c6 vai trd nhu nhau dugc n0i k€t véi nhau. Céc dit liéu va tai nguyén
dugc 1uu trr phan tdn tai cdc mdy cUc b0, cdc mdy tU quan 1y tai nguyén cuc bOcla
minh. Trong hé thGng mang khong cé may tinh chuyén cung cap dich vu va quan ly
hé thOng mang. M6 hinh nay chi phit hgp vdi cic mang nhd, dudi mudi mdy tinh va
yéu cau bdomat khong cao (0.5 di€m).

Trong md hinh mang nay cdc mdy tinh s& dung hé di€u hanh hd trg da ngudi ding
luu tr(t thdng tin ngU'di dung trong mOt tap tin SAM (Security Accounts Manager)
ngay chinh trén mdy tinh cUc bO. Thong tin niy bao gdm: username (tén ding nhap),
fullname, password, description... Tap tin SAM nay dUQc ma héa nham tranh ngudi
diing khac #n cap mat khau d€ tdn cong vao mdy tinh. Do thong tin ngudi ding dugc
luu tr(t cuc bO trén cdc may tram nén viéc chlng thuc ngudi dung ding nhap may
tinh cing do cdc mdy tinh nay tu chlng thuc (0.5 di€m).

M6 hinh Domain (1 di€m)

Khac v&i md hinh Workgroup, md hinh Domain hoat dOng theo cO ché client-server,
trong hé thOng mang phai c6 it nhat mOt mdy tinh 1am chlc ning di€u khi€n viing
(Domain Controller), mdy tinh nay s€ di€u khi€n toan bd hoat ddng clia hé thOng
mang. Viéc chUng thuc ngudi dung va quan 1y tai nguyén mang dugc tap trung lai
tai cdc Server trong mi€n. M hinh nay dudc 4p dung cho cic cong ty vUa va 16n (0.5
diém).

Trong md hinh Domain cUa Windows Server 2003 thi céc thong tin ngU0i dung
dugctap trung lai do dich vu Active Directory quan ly va dugc 1uu tr(t trén may tinh
di€u khi€n ving (domain controller) v&i tén tap tin 1A NTDS.DIT.Tap tin co s& dit
liéu nay dugc xay dung theo cong nghé tuong tU nhu' phan mém Access cUa
Microsoft nén né c6 th€ luu trit hang tri€u ngudi dung, cai ti€nhon so vGi cong nghé
cii chi 1uu trlt dugc khodng 5 nghin tai khodn nguGi dung. Do céc thong tin ngudi
dung dugc 1uu trr tap trung nén vi€éc chlng thuc ngu'di dung ding nhap vao mang
ciing tap trung va do mdy di€u khi€n viing chlng thuc (0.5 di€m).

Cau 3 (2.5 diém)

Giao thUtc DHCP la gi? Trinh bay cdc buéc hoat dOng cla giao thlc nay.

Tra 10i:

M®i thiét bi trén mang c6 dung b giao th(c TCP/IP déu phdi c6 mOt dia chi IP hgp
18, phan biét. D€ hO trg cho van dé theo ddi va cap phat cic dia chi IP dudgc chinh
xéc, t0 chlc IETF da phit trién ra giao th(fc DHCP (Dynamic Host Configuration
Protocol). Dich vu DHCP nay cho phép chiing ta cdp dOng cic thong sO cau hinh
mang cho cdc mdy tram(client). 0.5 di€m

Hoat dOng cua giao thttc DHCP: Giao thitc DHCP lam vi€c theo m6 hinh
client/server. Theo dé, qua trinh tuong tac gitta DHCP client va server di€n ra
theo cic budc sau (moOi ¥ 0.5 di€m):

Khi mdy client kh&i dOng, mdy s€ gUi broadcast géi tin DHCPDISCOVER, yéu cau
mOt server phuc vU minh. Géi tin nay ciing ch(ta dia chi MAC cUa mdy client. (0.5
di€ém)

Céc mdy Server trén mang khi nhan dugc géi tin yéu cau d6, n€u con kha niing cung
cap dia chi IP, déu gUi lai cho mdy Client géi tin DHCPOFFER, d€ nghi cho thué mot



dia chi IP trong mOt khodng thGi gian nhat dinh, kém theo 12 mOt subnet mask va dia
chi cUa Server. Server s€ khong cap phit dia chi IP vira dé nghi cho nhitng Client
khéc trong sudt qu4 trinh thuong thuyét. (0.5 di€m)

M4y Client s€lua chon mOt trong nhiing 10i dé nghi (DHCPOFFER) va g(i broadcast
lai g6i tin DHCPREQUEST chap nhdn 10i d€ nghi d6. Pi€u nay cho phép cic 10i dé
nghi khong dugc chdp nhdn sé dugc céc Server rit 1ai va dung d€ cap phét cho
Client khéc. (0.5 di€m)

Méy Server dugc Client chdp nhan sé gUi nguge 1ai mOt gé6i tin DHCPACK nhu 12
mOt 10i x4c nhan, cho biét 12 dia chi IP d6, subnet mask d6 va thdi han cho sU dung
d6 sé chinh thUc dugc 4p dung. Ngoai ra Server con gUi kém theo nhitng thdng tin
cau hinh b6 sung nhu dia chi cla gateway mac dinh, dia chi DNS Server,... (0.5
di€ém)

Caud (3.0 diém)
Néu céc thi€t bi mang c0 ban (tén, chlc ning, ddc di€m/vai tro, tang hoat dOng)
Trd 10i: (6 phan nho tudng Ung vGi 6 thi€t bi, m6i phan 0.5 di€m)

a. B0 tiép sUc (Repeater)

Dung d€ n6i mang c6 ciing giao thifc truyén thong nham
lam ting chi€u dai cUa mang. Repeater loai bd cdc tin hi€u nhiéu,
khuéch dai tin hi€u di bi suy hao va khoi phuc 1ai tin hi€u ban dau.

Hoat dOng & tang vat 1y (Physical) clla mo hinh OSI.

b. B0 tap trung (Concentrator hay HUB)
L2 thi€t bj c6 nhi€u dau cdm céc dau cdp mang.
Dung d€ ndi mang theo ki€u hinh sao.
Hoat dOng G tang vat 1y (Physical) clla md hinh OSI.

c. Card giao ti€p mang (Network Interface Card — NIC)

La m6t card dugc cam truc ti€p vao mdy tinh trén khe
cam md& rOng ISA hodc PCI hodc tich hgp vao bo mach cht clia PC.
MOi NIC c¢6 mbt ma duy nhat goi 1a dia chi MAC (Media Access
Control). MAC address c6 6 byte, 3 byte dau 1a ma sO nha san xuat, 3
byte sau la sO serial cUa card.

Ké&t ndi gilta mdy tinh va cdp mang d€ phat (transmitter)
hodc nhan (receiver) d{t li€u v6i cdc mdy tinh khic thong qua mang.
Ki€m sodt ludng d{r liéu gilta mdy tinh va hé thOng cip.

Hoat dOng & tang lién két d{f 1iéu (Data Link) cla mo
hinh OSI.



d. Céau n0i (Bridge)
Dung d€ ndi 2 mang cé giao thlc gidng hodc khic nhau.
o] Chia mang thanh nhi€u phan doan nham gidm luu
luong trén mang vdi 2 chlc ning chinh 14 10c va chuy&n van.
Dua trén bang dia chi MAC luu tr(t, Brigde ki€m tra cic gdi tin va
x(r 1y chiing trudc khi cid quy€t dinh chuyén di hay khong.
Hoat dOng & tang lién két d{ 1iéu (Data Link) cla mo

hinh OSI.
€. B0 chuy€én mach (Switch)
L2 thi€t bi giOng Bridge va Hub cOng 1ai nhung thong
minh hOn.

C6 khd ning chi chuyén d{f liéu dén ding két nbi thuc
sU can d{t liéu nay lam gidm dung d0 trén mang. Dung d€ phan
doan mang trong cdc mang cuUc b0 16n (VLAN).

Hoat dbng & tang lién két d{ 1iéu (Data Link) cla mo
hinh OSI.

f. B dinh tuyén (Router)

Router 1a thi€t bi dung d€ ghép n0i cic mang cuc b0 véi
nhau thanh mang rOng. Router c6 nhi€m vuU chon dudng di tOt nhat
cho cdc gaéi tin hudng ra mang bén ngoai.

C6 2 phuong thiec dinh tuy€n chinh:

0 Pinh tuyén tinh: cdu hinh cdc duOng cO dinh va cai dat
cdc duOng di niy vio bang dinh tuyén.

0 Dinh tuy€n d0ng:
. VectO khodng céch: RIP, IGRP, EIGRP, BGP
. Trang th4i duOng lién két: OSPF

Hoat dOng & tang mang (Network) clla md hinh OSI.

Cau 1 (3.0 diém)
Céc mo hinh két n6i mang LAN cO ban (mo ta, chlc ning, v& hinh, Uu/nhugc
diém cUa cdc mé hinh).

Trd 10i: MOi md hinh trinh bay ddy dU (phdn mé ta, chlc ning, vé& hinh Uu nhugc
diém) dugc 1 di€m.

a. M6 hinh dang dudng thang (Bus)
Céc mdy tinh déu dugc nbi vio mOt dulng day truy€n chinh (bus).
Khi mOt tram truy€n d{ liéu, tin hi€u dugc truy€n trén cd hai chiéu cla
dudng truyén theo tUng géi mOt, mOi g6i déu phdi mang dia chi tram dich.
U'u di€m: it tOn day cdp, tdc dd truyén d{f liéu cao.



Nhugc di€m: néu luu lugng truyén ting cao thi dé gay 4ch tac va néu cé truc
trac trén hanh lang chinh thi khé phét hién ra.

b. M6 hinh dang vong tron (Ring)
Cdc mdy tinh dugc lién k€t v&i nhau thanh mOt vong tron theo phuong thic
"mOt di€m - mOt di€m ", qua d6 mOi mOt tram c6 th€ nhén va truyén dir liéu
theo vong mOt chi€u va dit 1iéu dugc truyén theo tUng géi mot.
Hién nay cdc mang sU dung hinh dang vong tron 1a mang Token ring cla
IBM.
Uu di€m: khong tOn nhi€u day cép, tdc dO truyén d{t liéu cao, khdng giy ach
tac
Nhugc di€m: cic giao thlic d€ truy€n d{t liu phUc tap va néu c6 truc trac
trén mOt tram thi ciing dnh hudng dén toan mang.

¢. M6 hinh dang sao (Star)
Tat cd cac tram dugc nOi vao mOt thi€t bi trung tAm c¢6 nhiém vy nhdn tin
hiéu tU cdc tram va chuyén tin hi€u dén tram dich v&i phuong thiic két ndi
"mOt di€m - mOt di€m".
Thi€t bi trung tim c6 th€ 132 m6t bO chuyén mach (sw1tch) mOt b0 chon
du‘dng (router) hodc bO phéan kénh (Hub). C6 nhi€u cOng ra va moi cOng nbi
vGi mOt may.
U'u di€m: khong dung d0 hay dch tac trén dudng truyén, 1ap dat don gidn, dé
dang cdu hinh 1ai (thém, bét tram). N€u c6 truc trac trén mot tram thi cling
khong gy anh hudng dén toan mang qua d6 dé dang ki€m soat va khac phuc
sy cO.
Nhugc di€m: d0 dai dudng truyén ndi mOt tram v&i thi€t bj trung tAm bi han
ché, tOn dudng day cdp nhi€u, tdc d0 truyén d{r li€u khong cao.

Cau 2 (2 di€m)
Néu nhitng di€m khac biét chU yé€u gilta mé hinh Workgroup va mé hinh Domain.

Tra 10i:

M4 hinh Workgroup (1 di€m)

M6 hinh mang workgroup con g0i la m6 hinh mang peer-to-peer, 1a mo hinh ma trong
d6 cdc mdy tinh c6 vai trd nhu nhau dugc n0i két vdi nhau. Céc d{ liéu va tai nguyén
dugc 1uu trr phan tdn tai cdc mdy cUc b0, cdc mdy tU quan 1y tai nguyén cuc bOcla
minh. Trong hé thGng mang khong c6 may tinh chuyén cung cap dich vu va quan ly
hé thOng mang. M6 hinh nay chi phit hgp v&i cic mang nhd, dudi mudi mdy tinh va
yéu cau bdomat khong cao (0.5 di€m).

Trong md hinh mang nay cic mdy tinh s& dung hé diéu hanh hd trg da ngudi ding
1uu tr(t thdng tin ngu'di dung trong mOt tap tin SAM (Security Accounts Manager)
ngay chinh trén mdy tinh cUc bO. Thong tin niy bao gbm: username (tén didng nhap),
fullname, password, descrlptlon Tap tin SAM nay dUQc ma héa nham tranh ngudi
diing khac in cap mat khau d€ tan cong vao mdy tinh. Do thong tin ngudi diing dugc
1Uu tr(t cuc bO trén cdc may tram nén vi€c chUng thuc ngudi ding ding nhap mdy
tinh ciing do cdc mdy tinh nay tu chlng thuc (0.5 di€m).

Mb hinh Domain (1 di€m)



Khéc vGi mo hinh Workgroup, md hinh Domain hoat dOng theo cO ché client-server,
trong hé thOng mang phdi c6 it nhat mOt mdy tinh lam chlc ning di€u khi€n viing
(Domain Controller), mdy tinh nay s€ di€u khi€n toan bd hoat ddng clia hé thOng
mang. Viéc chlUng thuc ngudi dung va quan Iy tai nguyén mang dugc tap trung lai
tai cdc Server trong mi€n. M hinh nay dudgc 4p dung cho cic cong ty vUra va 16n (0.5
di€m).

Trong md hinh Domain cUa Windows Server 2003 thi céc thong tin ngU0i dung
dugctap trung 1ai do dich vu Active Directory quan Iy va dugc 1uu trf trén mdy tinh
di€u khi€n viing (domain controller) v3i tén tap tin 1A NTDS.DIT.Tap tin co s& dit
li€u nay dugc xay dung theo cong nghé tuGng tU nhu phan mém Access cla
Microsoft nén né c6 thé€ luu trit hang triu ngudi ding, cai ti€nhon so vGi cong nghé
cii chi 1uu trt dugc khodng 5 nghin tai khodn ngudi dung. Do céc thong tin ngudi
dung dugc 1uu trf tap trung nén viéc chlng thuc ngudi dung didng nhap vao mang
cling tap trung va do mdy di€u khi€n ving chlng thuc (0.5 di€m).

Cau 3 (2.0 di€m)

Active Directory 1a gi? Trinh bay cdc chUc niing chinh cUa Active Directory.

Tra 10i:

Active Directory 12 mOt c0 sG dit liéu cUa céc tai nguyén trén mang (con goi la doi
tUgng) ciing nhU céc thong tin lién quan dén cdc d6i tugng do6. (0.5 di€m)

Active Directory c6 cic chlic ning chinh sau: (m0i chlc ning 0.3 di€m)

Luu gi(r mOt danh sich tap trung céc tén tai khodn ngudi ding, mat khdu tuong Ung
va cdc tai khodn may tinh.

Cung cap mOt Server déng vai tri chUng thuc (authentication server) hodc Server quan
ly ding nhap (logon Server), Server nay con goi 1a domain controller (mdy di€u khi€n
vung).

Duy tri m6t bang hudng dan hodc mdt bang chi muc(index) gitip cic mdy tinh trong
mang c6 th€ do tim nhanh mOt tai nguyén ndo dé trén cic mdy tinh khic trong viing.
Cho phép chiing ta tao ra nhing tai khodn ngu0i diung vGi nhitng mUc d0 quyén
(rights) khadc nhau nhu: toan quyén trén hé thdng mang, chi c6 quyén backup dit 1iéu
hay shutdown Server tU xa...

Cho phép chiing ta chia nhd mi€n cUa minh ra thanh cidc mi€n con (subdomain) hay
cdc don vi t6 chlc OU (Organizational Unit). Sau d6 ching ta c6 thé Oy quyén cho
céc quan tri vién b0 phan quan ly tUng bd phan nho.

Cau 2 (2 diém)
Néu cdu tao, phan loai va dac di€m cic loai cdp mang (cdp xoan cap, cip dOng truc,
cép quang).

Tra 10i:

Ba loai c4p thuOng diing hién nay 1 cdp xodn cdp, cdp dOng truc va cép
quang.

a. Cép xoan cap (1 diém)
Dﬁy 1a loai cdp gbm hai dudng diay dan dbng dudc xoan vio nhau
nham lam gidm nhi€u dién tUr giy ra bdi mdi truOng xung quanh va
gi(ta ching vGi nhau.
Cii hai loai cdp xoan:



Cap c6 boc kim loai (STP): L&p boc bén ngoai ¢6 tdc dung chOng
nhiéu dlen tr, c6 loai mOt ddi ddy xoan vGi nhau va loai nhi€u doi
day xoan v&i nhau.

Céap khong boc kim loai (UTP): Tinh tuOng tU nhu STP nhung
kém hon vé khd niing chOng nhi€u va suy hao vi khdng c6 vO boc.
STP va UTP ¢6 céc loai (Category - Cat) thuOng dung:

Loai 1 & 2 (Cat 1 & Cat 2): thuOng dung cho truyén thoai va
nh{tng duGng truyén tdc dO thap (nh® hon 4Mby/s).

Loai 3 (Cat 3): tOc d6 truyén di li€u khodng 16 Mb/s , né la
chudn cho hau hét cic mang dién thoai.

Loai 4 (Cat 4): thich hop cho duGng truyén 20Mb/s.

Loai 5 (Cat 5): thich hgp cho dudng truyén 100Mb/s.

Loai 6 (Cat 6): thich hgp cho duGng truyén 300Mb/s.
Pay 1a loai cdp ré, dé cai dat tuy nhién né dé bi dnh hudng cla méi
trudng.

. Cép dbng truc (0.5 di€m)

C6 hai duOng ddy dan va c6 ciing mOt truc chung, trong d6 mdt day dan
trung tim (thuOng 13 day dOng clng), duOng diy con lai tao thanh
dudng Ong bao xung quanh diy dan trung tdm (c6 chlc ning chOng
nhiéu). Gilra hai diy dan trén c6 mOt 1Gp cdch ly, va bén ngoai cung 1a
18p v4 plastic d€ bao vé cip.

Cdp dOng truc c6 dd suy hao it hon so vGi cdc loai cip dOng khic (vi du
nhU cdp xodn do6i) do it bi dnh hudng cla méi truOng. Cdc mang cuc
b0 s dung cap dong truc cé thé c6 kich thudc trong pham vi vai ngan
mOt, cdp dOng truc dugc s& dung nhiu trong cic mang dang dudng
thang. Hai loai cdp thudng dudc st dung 1a cdp dOng truc mOng
(dudng kinh 0.25 inch) va cdp dOng truc day (duOng kinh 0,5 inch). Ca
hai loai cap d€u lam viéc & ciing tdc d0 nhung cidp dOng truc mOng cé
d0 suy hao tin hi€u 16n hon

. Cép quang (Fiber - Optic Cable) (0.5 di€m)

Cép s0i quang bao gdm mOt diy dan trung tim (1a m6t hodc mOt bé soi
thQy tinh c¢6 thé€ truyén dan tin hi€u quang) dugc boc mot 16p vO boc
c6 tac dung phdn xa cdc tin hi€u trd 1ai d€ gidm su mat mat tin hiéu.
Bén ngoai cling 14 18p vO plastic d€ bdo v€ cap. Cép sOi quang khong
truy€n dan cdc tin hiéu dién ma chi truyén céc tin hiéu quang (cic tin
hiéu d{r liéu phdi dugc chuyén dGi thanh cic tin hiéu quang va khi
nhan ching s€ 1ai dugc chuy€n d6i trd 1ai thanh tin hiéu dién).

Dai thong cUa cdp quang c6 th€ 1én tGi hang Gbps va cho phép khodng
cdch di cdp khd xa do dQ suy hao tin hi€u trén cdp rat thap. Ngoai ra, vi
cdp sOi quang khong dung tin hi€u dién tUr d€ truyén d{r 1iéu nén né
hoan toan khong bi dnh hudng cla nhiéu dién tlr va tin hiéu truyén



khong th€ bi phét hién va thu trOm bdi cdc thi€t bi dién t khac. Nhugc
di€m 1a khé 1ap dat va gia thanh cao.

Cau4 (3.0 diém)
IP 12 gi? Trinh bay cdu tric dia chi IP va sU phan chia khong gian dia chi IP.
Tra 10i:

IP (Internet Protocol) 1a giao thic thuc tdng mang cUa md hinh OSI va

1a mOt giao thlc khong két nOi (connectionless). (0.5 di€m)

Dia chi IP 1a dia chi c6 cdu tric v&i mOt con sO c6 kich thudc 32 bit, chia

thanh 4 phdn mOi phdn 8 bit goi 1a octet hodc byte. Vi du:
172.16.30.56 (0.5 di€m)

Dia chi IP gOm céc phan: (1 di€m)

0 Dia chi host 1a dia chi IP c6 thé dung d€ dat cho céc interface cUa
cic host. Hai host nam ciing mOt mang s& cé network_id giOng
nhau va host_id khic nhau.

o bDia chi mang (network address): 1a dia chi IP dung d€ dat cho céc
mang. Phan host_id cla dia chi chi chla cdc bit 0. Vi du
172.29.0.0

o Dia chi Broadcast: 12 dia chi IP dugc dung d€ dai dién cho tat ca
cdc host trong mang. Phan host_id chi ch(ta cdc bit 1. Vi du
172.29.255.255.

Khong gian dia chi IP dugc chia thanh 5 18p (class) A (1-127), B (128-
191), C (192-223), D (224-239) va E (240-255). Cac 16p A, B va C dugc
tri€n khai d€ dat cho céac host trén mang Internet, 16p D dung cho cic
nhém multicast, con 18p E phuc vu cho muc dich nghién clu. (0.5
diém).

Ving dia chi danh riéng cla mOi 18p cho mang cuc bd bao gbm: (0.5
diém)

0o L&p A:10.0.0.0 - 10.255.255.255

o L&pB: 172.16.0.0 — 172.31.255.255

o L&pC:192.168.0.0 — 192.168.255.255

Caul (3.0 di€m)
Dinh nghia, so sanh Virtual Circuit va Datagram.

Trd 10i: MOi muc trd 16i dugc 0.25 di€m (t6ng cOng 12 muc).

Datagram Virtual Circuit (VC)




Thiét 1ap mach

Khong can

Phai thuc hién

Pia chi

Géi tin mang dia chi day
dd (nguon, dich)

Géi tin chi mang s6 VC
ngan

Thong tin trang théi

Cé4c router khong Iluu
thong tin

Céc router can luu thong
tin vé tung VC

Dinh tuyén

Géi tin di dOc 1ap

G6i tin dugc gli theo 1
dudng

Thich nghi v&i su c6 | TOt
trén mang

Tat cd VC qua diém c6
sU cO sé& bi mat

Kiém soat tac | Khé
nghén

Dé, néu du bd nhd

Cau 2 (3.0 diém)
Cho biét nhitng di€m khic nhau c0 ban cUa giao thUc truyén thong TCP va

UDP

Tra 10i:
Neéu tén viét tat clla TCP va UDP dudc 0.2 di€ém. MOi muc trd 10i ding dugc
0.2 diém

Pac diém

TCP (Transmission | UDP (User

Control Protocol)

Datagram Protocol)

Thiét 1ap lién két d{r liéu
gilfa hai thuc thé trudc
khi trao d6i dit liéu véi
nhau

Co

Khong

CO ché bdo nhan Cé Khong

Sap )lcé'p tudn tu cc géi | C6 Khong

tin dén

Thong bdo 10i Cé Khong

Kich thudc géi tin L&n, phic tap Nho, don gian
Hoat dOng Cham Nhanh

Dung cho cdc Ung dung | Cao Thap

doi hoi do tin cay

Cau 3 (2.0 di€ém)

Néu céc ki€u sao luu d(t liéu trong Windows (XP, Server 2003).




Tra 10i:

Néu dugc 5 ki€u sao luu dit 1liéu, mOi kiéu trd 10i ding dugc 0.4 diém.

Normal (Full backup): sao Iuu mQi th(t dugc chi dinh, sao Iuu xong x6a thuQc tinh
archive.

Copy: sao Iuu moi th(r dugc chi dinh, sao 1uu xong khong x6a thudc tinh archive.
Incremental: sao 1uu mQi th&t dugc chi dinh, sao 1Uu xong xdéa thudc tinh archive.
khong diing riéng 1& ma phdi két hgp vGi Full trong mdt chu kY (thuGng 14 hang
tudn).

Differential: sao Itu moi th(r dudc chi dinh, sao Iutu xong KHONG xéa thudc tinh
archive. khong dung riéng 1& ma phai két hop vdi Full trong mOt chu ky (thudng la
hang tudn).

Daily: sao Iuu mOi th(t dugc chi dinh c6 ngay tring v&i ngay thuc hi€n thao tic, sao
1uu xong khong x6a thu@c tinh archive.

Caud (2.0 di€ém)

Cho b6n dija chi host nhu sau:
A: 192.168.25.30/27
B: 192.168.25.34/27
C: 192.168.25.61/27
D: 192.168.25.66/27
1. Céc dia chi trén thubc 18p C (0.25 di€m)
LGp C c6 octet dau tién thuOc pham vi 128 — 223 (0.25 di€m)
2. Dia chi 1&p C c6 phan network ID chi€m 3 byte (24 bits). Trong cé4c dia
chi IP nay, tham sO 12 /27 tUrc 1a d3 mugn 3 bits d€ chia mang con. Do dé
phan host ID con 5 bits va sO host thubc mOi mang nay sé€ 1a 2°=32 hay
néi cach khéc s giala 32. (0.25 di€ém)
Mang con th(r nhat: 192.168.25.0
Mang con th(r hai: 192.168.25.32
Mang con thrba:  192.168.25.64
Mang con thr tu:  192.168.25.96
................ (0.25 diém)
Céc dia chi A va B déu thubc cing mang con th( hai nén cing mang vGi
nhau. (0.25 di€m)
3. Liét ké day dia chi (0.75 diém):
Dia chi mang: 192.168.25.32
Dia chi host: 192.168.25.33 — 192.168.25.62
Dia chi broadcast:  192.168.25.63



