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Chuong 9 - Giam Thi€u That Thoat Dich Vu Va Mat

Cap Dif Liéu Trong Mang Campus

Module nay xac dinh rui ro tiém nang lién quan dén VLAN trong moét hé
thdng mang va céac giadi phap cé thé. Chi dé bao gdm port security cho ctia MAC
spoofing va flooding, s dung PVLAN va VACL dé kiém soat lwu lwong VLAN,
VLAN hopping, gid mao DHCP, ARP spoofing, va cac cudc tan cong STP. Ban tim
hiéu vé nhiéu van dé tiém nang va céac gidi phap, trong do, ban tim hiéu lam thé
nao dé bao vé truy cap switch bang cach st dung ACL vty va thwc hién SSH.

9.1 Tim hi€u bao mat switch

9.1.1 Tong quan bao mét switch

RAt nhiéu cdng nghé tap trung vao bado mat mang tir bén ngoai twong Itra
clia td chirc va nhirng 16p trén ctia mé hinh OSI. Bdo mat mang thudng tap trung
vao cac thiét bi edge-routing, bd loc goi la chi yéu,va hoat déng chu yéu hoat
ddng dwa vao viéc kiém tra header cta Iép 3 va 4 ,port, va trang thai két ndi cla
goi. TAt ca cac truy cap tr internet vao trong mang sé duwoc kiém tra to 16p 3 tré
lén. Do vay céng nghé bao mat mang it tap trung vao cac thiét bj truy cap Campus
va s lwu théng mang & 16p 2.

Devices
Firewalls Routers Switches

B
L

Edge and DMZ Core and Distribution Access

Submodule
Hinh 9.1.1-1: Mdc dd an toan cua cac thiét bi

Mac dinh cac thiét bi mang chd yéu kiém soat cac truy cap tir bén ngoai va
mé& truy cap cho cac giao tiép bén trong ndi mang. Tuwong Ira dwoc dat & bién
gitra t6 chirc v&i mang internet b&n ngoai, mac dinh twdng Itra khdng cho phép
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giao tiép cho dén khi cu hinh dwoc thwc thi. Ché d6 ciu hinh mac dinh cha cac
router va switch bén trong mang cho phép giao tiép v&i nhau va chuyén tat ca cac
traffic. Diéu nay chinh la két qua ctia cAu hinh bado mat thiéu va yéu, nhirng thiét bi
nay sé tré thanh ddi twong cho cac hoat ddng tAn céng. Néu cac cudc xam nhap
da tan cong céac thiét bj truy cap CAMPUS thi cac thiét bi con lai trong mang sé
nhanh chéng bi kiém soat ma rat khé phat hién.

Nhiéu tinh ndng bado mat cé san trén switch va router, nhwng nhirtng dac
tinh nay can phai dwoc ciu hinh dé dat dwoc hiéu qua. Vi Iép 3 cac méi de doa
cang tang do vay do vay can phai dwoc cu hinh bdo mat nghiém ngét dong thoi
trién khai phwong phap bado mat dé bao vé cac hoat déng nguy hai & I6p 2. Bao
mat mang can phai tap trung vao cac vu thAm nhap dwa vao hoat ddng clia switch
I&p 2. Gibng nhw ACLs, mét chinh sach bao mat can dwoc thiét 1ap va ciu hinh
nhirng dac tinh bado mat phu hop nhadm muc dich vira chdng lai cac hoat déng de
doa vira ddm b&o sw van hanh cta hé théng mang.

9.1.2  Truy cap trai phép vaéi cac thiét bi Rogue

Truy cap rogue gdbm c6 nhiéu hinh thirc. Vi du, cac diém truy cap rogue it
tbn kém va san c6 nén déi khi nhan vién cdm vao hé théng mang LAN va xay
dwng mang ad hoc ma khéng théng qua quan tri mang. Cac diém truy cap rogue
c6 thé vi pham nghiém trong trong bdo mat mang, vi rat cé thé cac diém truy cap
rogue cdm phia trong twong Ilra.

* Rogue network devices can be:
- Wireless hubs
- Wireless routers
- Access switches
- Hubs

= These devices are typically connected at access level switches.

Hinh 9.1.2-1: Truy cap trai phép tir cac thiét bi ngoai mang
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Nhan vién thwong khong trién khai cdu hinh bdo mat trén cac thiét bi truy
cap rogue. Vi vay cac thiét bi nay cho phép truy cap khéng chirng thuc

Hién tai thi ri ro va thach thirc ngay cang I&n dén tlr cac diém truy cap
rogue dodc hai. Vi cac diém truy cap nay an trong mé hinh mang. Cac diém truy
cap rogue doc hai dwoc cdm vao mang LAN sé lam tdng d& nguy hai, va rdi ro
cho hé théng.

Switch 1&p hai ciling la mét thiét bi rogue doc hai. K& tan cong cé truy cap
vat li dén rogue switch, thi chung coé thé thwc hién STP, hop VLAN, Sniff
traffic...Rogue switch nay tré thanh tram hoat dong c6 kha nang trunk va tham gia
cac hoat déng Iwu théng mang & 16p 2.

DPé giam thiéu thao tac STP s dung |&énh roo-guard va BPDU guard trén
cac root bridge trong mé hinh mang va trong STP domain border. STP BPDU
guard cho phép cac nha thiét ké mang cé thé dw doan mé hinh hoat déng cua
mang. Trong khi BPDU guard tréng c6 vé khéng can thiét dbi véi nguwdi quan tri
khi cai dat bridge priority vé 0. Khi dé van chwa ddm bao Switch dé sé dwgc chon
lam root bridge. B®i vi rat cé thé trong mang cé mét Switch khac cé bridge priority
la 0 va co chi sb bridge thap hon. BPDU guard Ia cach tét nhat dé chdng sy mé&
rong cla switch rogue.

9.1.3 Tan cong Switch

Cac cudc tAn céng nguy hiém I6p 2 thwdng 1a sw xam nhap bang mot thiét
bi két néi trwc tiép dén mang CAMpus. C6 thé |a mot thiét bi rogue vat li dwoc dat
trong mang hodc sw xam nhap bén ngoai bi kiém soat va tan cong tlr cac thiét bi
tin cay trong mang.

Céc hinh thirc tn cong layer 2 va tan cdng switch:
e MAC layer attacks
e VLAN attacks

e Spoof attacks
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Ky thuat

Mé ta

Giai phap

Mac layer attack

MAC address flooding

Cac goéi tin c6 dia chi MAC
gid mao sé& flood dén
switch, trong Switch c6 ban
CAM (content addressable
memory) dé& lwu lai dia chi
MAC. Do gioi han bd nho
khéong cho phép ban CAM
ghi thém nhirng dia chi
MAC cla cac géi tin thuc
trong mang, do vay khi goi
tin dén no sé dwoc flood ra
tat c& cac port cla switch

Port security

MAC address
VLAN access
maps

VLAN Attacks

VLAN hoping

Thay dé6i VLAN ID cta cac
packet danh cho trunking.
Cac thiét bi tAn cong co6 thé
glri va nhan cac goi tin cta
nhiéu VLAN khac nhau, va
vwot qua dwoc mic bao
mat & 16p 3

Cau hinh trunk tot
va thda thuan trang
thai ciua nhirng
port khédng dung.
Céu hinh nhirng
port khéng dung
vao cac common
VLAN

Attacks between devices on
common VLAN

Thiét bi can dwoc bao vé
tham chi & cac thiét bj nay
dwoc cdu hinh nam trong
cac common VLAN. Dac
biét la cac nha cung wng
dich vu phan loai cac thiét
bi hd tro dbi v&i nhiéu loai
khach hang

Trién khai Private
VLAN (PVLAN)

Spoofing attack

DHCP  starvation DHCP

spoofing

Thiét bi tan cong c6 thé yéu
cau khéng gian dia chi IP
cho mét khoang thoi gian
xac dinh. Hodc cac thiét bi
nay co thé hoat dong nhuw

DHCP snooping
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moét DHCP server trong
trwong hop tdn cong man
in the midle

Spanning tree compromises

Thiét bi tan cdng sé spoof
root bridge trong mé hinh
STP

Cau hinh backup
root device va bat
root guard

MAC spoofing

Thiét bj tin céng sé thay
déi dia chi MAC cla mot
host thyc trong bang CAM
bang moét dia chi MAC cla
thiét bi tAn cong, nhw vay
thay vi switch chuyén goi
tin dén host thwc nhwng goi
tin s& di dén attacking
device

DHCP snooping
Port security

ARP spoofing

Attacking device sé dung ky
thuat dé tra 11 cac goi ARP
cho cac host. Nhw vay dia
chi MAC cloa attacking
device sé dwoc cac thiét bi
bén trong mang st dung dé
déng frame.

Dynamic ARP
inspection
DHCP snooping

Port security

Switch device attacks

CDP(cisco discovery
protocol)

Théng tin dwoc glri thdng
qua CDP & dang cleartext
va khéng cé chirng thye vi
vay cé thé dé dang bét goi
dé biét thong tin

Disable CDP trén
cac port.

SSH va telnet attacks

Géi tin telnet co thé doc
dug do n6 & dang
cleartext.

SSH v1 khéng bao mat

S dung SSHv2
S dung telnet voi
VTY (virtual
terminal) ACLs

9.14

MAC Flooding Attack

Tan cong lép 2 hodc tAn cdng Switch 1a MAC flooding, k¥ thuat tan cong

nay lam cho bang CAM ngéap lut va két qua 1a cac frame dén switch sé& duoc
chuyén ra dén tat ca cac port. Ky thuat tAn cong nay duwoc dung dé thu thap mau
traffic bén trong mang hodc tan céng tir chéi dich vu(DoS).
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1. Attacker floods CAM
table with frames with

-
Port 2 Mac B numerous invalid source

g Port 1 & MACSs. Valid hosts cannot
Port 3 create CAM entries.
- Switch :_,'I‘\
Mac A Tw
FPaort  Mac e \
=

1 . T *  Attacker

3 x Mac C

3 ¥

2. Mormal traffic is A —eB
flooded out all Q —_— Port 1.4
¢

ports because

no CAM entries Switch

exist for valid Mac A Port Mac
hosts. 1 B = Attacker
Mac C
3 x
3 i

Hinh 9.1.4-1: Tan céng MAC flooding

Bang CAM cua switch c6 gi¢i han vé dung lwong bd nhé, vi vay chi co thé
chira mét sb lwong dia chi MAC c6 gi¢i han & mét thdi diém nhét dinh. Ké tan
cbng mang cé thé lam ngap lut mét switch bang cach g mét s lwong 16n cac
frame cé dia chi MAC khong c6 thyc trong mang. Khi bang CAM chira du dung
lwong thi dia chi MAC clia cac frame dén sau sé& khong duoc ghi vao bang. Nhw
vay khi mot frame can mét thiét bj nao do6 trong mang ma dia chi MAC khéng cé
trong bang CAM thi géi frame d6 s& dwoc chuyén dén tat ca cac port clia switch.
Tac hai:

e Traffic lwu thong hiéu qua kém

e Cac thiét bi xam nhap dé dang két ndi va bét géi tin & tat ca céac port cua
switch

Néu cudc tan cong trién khai vao thei diém budi sang thi dung lwong cla
badng CAM trong switch sé& day. Vi vay khi cac thiét bi trong mang khéi dong, dia
chi MAC nguén sé khéng dwoc ghi vao trong bdng CAM. Néu sé lwong thiét bj
nay cang lén thi sé lwong dia chi MAC danh cho traffic bi ngap lut s& cang cao.
Céc port clia switch sé& bi ngap lut frame tlir mét lwong Ién cac thiét bi trong mang.

Néu suw ngap lut bang CAM chi di&n ra mét 1an, sau mét thoi gian cau hinh
nhat dinh switch sé& loai bd va cac thiét bi mang hop & sé c6 thé tao ra cac entry
dé ghi vao bang CAM, trong khi d6 thi k& xam nhap da bat dwoc mét lwong lon
traffic tr trong mang.

Qui trinh tan céng ngap lut dia chi MAC:
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e Switch thwc hién forward dwa vao bang CAM hop 1€

e K& tan céng givi ra ngoai moét lwong 1&n cac goéi cod dia chi source khac
nhau.

e Sau moét thdi gian thi bang CAM clia switch tré nén day va khéng ghi thém
dwoc niva. Cudc tAn céng van duy tri va bang CAM sé dwoc duy tri & trang
thai full v&i cac dia chi gia mao.

¢ Switch bat dau flood tat ca cac packet ma né nhan dwoc tir tht ca cac port.
Vi du mét frame tir host A glri dén host B ciing dwoc flood ra tat ca cac port
con lai ctia switch.

DPé han ché MAC flooding y&u cau cau hinh port security. C4u hinh port
security dwoc cu hinh dé chi ra dia chi MAC nao va sb lwong cho phép hoat
dong trén madi port.

9.1.5 Port Security

Cisco Catalyst switches c6 tich hgp port security. Port security gi&i han dia
chi MAC nao? Va sb lwong dia chi MAC hoat déng trén méi port cia switch.

Unauthorized

MAC address —
access denied

0010.f6b3.d000 |

LT

N

=

Hinh 9.1.5-1: Tt chdi truy cap cta cac dia chi MAC khéng hop 1é

Dia chi s& dwoc cau hinh hodc hoc hédi tw dong, chi cd nhirng dia chi nay
mé&i duwoc phép hoat dong trén port da dwoc ciu hinh port security. Néu sé lwong
dia chi gi¢i han dwoc ciu hinh la 4 ma khéng chi rd nhirng dia chi MAC nao? port
sé tw déng hoc 4 dia chi MAC bét ki.

M6t d&c tinh cha port security goi la sticky learning, d&c tinh nay |a sw két
hop gitra ciu hinh tinh va tw hoc cla thiét bi. Khi dac tinh nay dwoc cAu hinh trén
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interface va interface sé chuyén sang hoc dia chi ty dong dé “sticky secure” dia
chi. Nhitng dia da dwoc hoc tw déng dwoc thém vao trong cau hinh chay gibng
nhw ching da dwoc ciu hinh st dung 1énh: switchport port-security mac-address.

Bang sau mé ta tién trinh nay:

Budéc

Hoat déng

Ghi chu

1

Cau hinh port security

Cau hinh port security cho phép chi 5 két
ndi trénport d6. Cau hinh mét entry cho
méi moét cai trong nadm dia chi dwoc cho
phép. Tac dung cla diéu nay gan vao
bang dia chi MAC nam entry cho port do
van khong cho phép add thém entry nao
duoc hoc ty déng.

Cho phép cac frame duwoc
thyec thi.

Khi cac frame dén port ctia Switch dia chi
MAC nguén clia ching dwoc kiém tra
trong bang dia chi MAC. Néu frame c6 dia
chi ngudn khép véi mét entry trong bang
cho part do6, frame se dwoc chuyén vao
Switch dé tiép tuc tién trinh nhw cac frame
khac trén Switch.

Mot dia chi méi khdéng
dwgc phép tao mét entry
m¢&i trong bang dia chi
MAC

Khi cac frame dén port ciia Switch dia chi
MAC nguén cliia ching dwoc kiém tra
trong bang dia chi MAC. Néu frame c6 dia
chi ngudn khép véi mot entry trong bang
cho part d6, frame se dwoc chuyén vao
Switch dé tiép tuc tién trinh nhw cac frame
khac trén Switch.

Switch thwc hién hanh
dong véi cac frame khong
hop lé.

Switch khéng cho phép vao port van thyc
hién mét trong cac bién phap dwoc céu
hinh sau: (a) port bi shut down; (b) ttr chéi
truy nhap cua dia chi MAC nay va ghi lai
16i; (c) tlr chdi truy nhap clha dia chi MAC
nay va khéng cé thédng bao 16i.

thay dbi thworng xuyén.

Lwu y: port security khdng duwoc cau hinh trén port trunk, noi ma dia chi sé
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9.1.6 Port security véi sticky MAC address

Port security dwoc st dung dé gidm thiéu radi ro trwéc cac cudc tan coéng
gid mao bang cach gi¢i han truy cap trén cac port switch. Ng&n chan dwoc nhirng
ké xam nhap st dung nhiéu dia chi MAC trong mét khoang thdi gian, nhwng
khéng gi&i han port truy cap dén mét dia chi MAC xac dinh. Hau hét cac trién khai
gi&i han port security déu chi rd chinh xac dia chi MAC ctia mét thiét bi, thiét bi sé
dwoc truy cap théng qua port. Tuy nhién dé trién khai mirc bao mat nay thi yéu

cau mét chi phi dang ké.

Unauthorized
MLA, —
o EEEhEEE [0010.f6b3.d000 |
access denied
4

="

Sticky MAC stores dynamically learned MAC addresses.
Hinh 9.1.6-1: Port security c6 thudc tinh Sticky

Port security c6 thudc tinh goi la “sticky MAC address”, dac tinh nay gidi
han truy cap dén moét dia chi MAC.

Sticky MAC address duoc st dung, thi switch port s& chuyén sang hoc tw
dong cac dia chi MAC dé sticky dia chi MAC va thém nhirng dia chi nay vao ciu
hinh dang chay gibng nhw cau hinh tinh(port security) cho mét dia chi MAC. Sticky
MAC address dwoc thém vao trong cau hinh chay nhung van chwa co trong file
start up. Tro» khi cAu hinh chay dwoc sao chép vao file startup config sau khi
nhirng dia chi da dwoc hoc thi switch sé& khéng can phai hoc lai khi kh&i dong lai.

Nhirng 1énh dwéi day dung dé covert dynamic port security-learned MAC
address sang sticky secure MAC address:

switchport port-security mac-address sticky

Lwu y: Iénh nay khéng dwgc dung trong VLAN voice.
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9.1.7 Authentication, Authorization, va Accounting.

R1 RADIUS
Server
R2 RADIUS
Server
/4 S TACACS+
............................... 5 Server
Remote PC Network Access
Server i TACACS+
T Server
Authentication
= Verifies a user identify
Authorizaton |V
* Specifies the permitted tasks fortheuser | @ 3
Accounting Workstation
« Provides billing, auditing, and monitoring

Hinh 9.1.7-1: M6 hinnh béa mat AAA

Dich vu bao mat AAA cung cap dich vu bao vé framework théng qua diéu
khién truy cap dwoc cai dat trén switch. AAA |a mot khung bao mat cho phép céu
hinh cai dat 3 chirc nang bao mat déc lap nhat quan.

Authentication la cach ngwoi dung dwoc xac dinh trwdc khi dwoc phép truy
cap mang va dich vu mang. chirng thwwe AAA duoc cau hinh béng cach dinh nghia
mot danh sach cac phwong phap xac thye dwoc dat tén va sau dé ap dung danh
sach nay dé céac interface khac nhau. Danh sach cac phwong phap xac dinh
phwong thire xac thyc sé duwoc thye hién va thwe hién theo trinh tw. Danh sach
cac phwong phap phai dwoc ap dung cho mét interface cu thé truéc khi cé bat ki
phwong phap xac thwe nao khac thyc thi. Néu khéng cé danh sach cac phwong
phap xac dinh, phwong phap danh sach mac dinh (cé tén la "default") dwoc ap
dung. Danh sach cac phuwong thirc dwge dinh nghia sé dwoc ghi dé 1én danh
sach mac dinh.

Trong nhiéu trwdng hop AAA sir dung giao thirc chirng thwe nhw: RADIUS,
TACACS+, hodc 802. 1x dé& quan li chirc nang bdo mat. Néu Switch hoat déng
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nhw mot may chi truy cap mang, AAA |a phwong thirc ma qua do switch thiét lap
giao tiép gitra cac may chu truy cap mang va RADIUS, TACACS +, hodc may ch
an ninh 802. 1x.

9.1.8 Cac Phucong Thu'c Chirng Thu'c
Dich vu AAA mang lai nhiéu phwong thirc chirng thuc login.
CAu truc lénh tao mot danh sach chirng thwe cuc bo:

Switch(config)# aaa authentication login {default | list-name} method1
[method2....]

Cisco 10S AAA hb tro cac phuwong thire chirng thyc:
e Enable password
o Kerberos 5
e Kerberos 5-Telnet authentication
e Line password
e Local database
e Local database with case sensitivily
¢ No authentication
e RADIUS
e TACACS+

Tham sé list-name la tén cla danh sach, tham sé method chi dén thuat
toan xac dinh. Cac phuwon thirc xac thue bd sung chi dwoc dung khi phwong thire
truwdc d6 bi 16i.

Vi du dé& dung RADIUS lam phwong phap chirng thwe trong sudt qua trinh
login, cau hinh céc |&énh sau: aaa authentication dot1x default group radius

Cac bwdc ciu hinh AAA:

e Buwdéc 1: enable AAA: aaa new-model
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e Buwé&c 2: Ciu hinh phwong thirc chirng thwe: RADIUS, TACAS+, hoac
Kerberos

e Buwé&c 3: CAu hinh danh sach cac phwong thire dung cho chirng thyc: aaa
athentication

9.1.9 Chirng thuc 802. 1x Port Based

Chuén 802. 1x dinh nghia giao thirc chirng thuc va diéu khién truy cap port
based, giao thirc nay ngan chan céac thiét bi khdng hop & co thé truy cap vao
mang LAN théng qua switch. Server chirng thwc chirng thuc cac may tram két nbi
dén port switch trwdc khi cac may tram nay st dung dich vu.

Cho dén khi nao may tram dwoc chirng thue,thi lic nay 802. 1x diéu khién
truy cAp méi chi cho phép traffic EAPOL di qua port switch di dén nhirng may tram
khac da dwoc két ndi. Sau khi chirng thwe thanh cdng, thi traffic théng thuwong co
thé di qua port switch.

Authentication

Catalyst Server

Switch

—

Clients

Controls physical _
access to the network Performs client
based on client authentication
authentication status

Requests access and
responds to requests
from switch

Hinh 9.1.9-1: Chirng thuwc Port Based

V&i chirng thue 802. 1x port based, Cac thiét bi trong mang cé vai trd nhw
sau:

Client: la may tram yé&u cau truy cap dén dich vu LAN va Switch, déng thoi
phan hdi cac yéu cau tlr Switch. May tram c6 thé chay géi 802. 1x compliant
client, wu tién dung trong cac may cé hé diéu hanh Win XP va Win Vista.
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Server chirng thye: Thuwc hién chirng client. Cac may chd ching thyc xac
nhan danh tinh cia khach hang va théng bao dén switch c6 hodc khéng, client
dwoc Gy quyén dé truy cap vao mang LAN va cac dich vu switch. B&i vi switch
hoat ddng nhw Proxy, nén dich vu chirng thuc sé& trong subt dbi vdi client. Hé
thdng bado mat RADIUS véi EAP chi hd tro chivng thuc Server.

Switch: Diéu khién truy cap vat ly dén mang dwa vao diéu kién chirng thuwe
cua client. Switch hoat ddng nhw mét proxy gilra client va server. Thong tin yéu
cau tr client s& dwoc chirng thuc & server, server phan hdi thong tin dén client.
Switch dwoc cai dat mot géi phan mém RADIUS agent, géi nay chiu trach nhiém
cho viéc dong goi va mé goéi theo dinh dang EAP va twong tac véi server chirng
thuce.

Switch port state xac dinh client nao sé dwoc truy cap vao mang. V&i port
state khdng cho phép traffic di vao hoac di ra ngoai trir goéi tin c6 dinh dang theo
giao thirc 802. 1x. Khi chirng thwe thanh céng, cho tat ca céc traffic lwu thdng binh
thwong.

Néu switch yéu cau thirc thwe nhwng client khéng cé hd tro giao thirc 802.
1x. Do vay port van chwa dwgc chirng thye va client cling sé khéng truy cap duwoc
vao mang.

Ngwoc lai néu client chay giao thirc 802. 1x, client s& g&ri mét frame
EAPOL start dén switch(khéng c6 chay giao thirc 802. 1x), Client s& khong nhan
dwoc phan héi va client glri frame dén switch gibng nhw port da duwoc chirng thuc.

Ban c6 thé diéu khién trang thai chirng thwc cla port: s&r dung Iénh dotx
port-control mét sé keywords:

Force-authorized: Tt chirng thuc theo giao thirc 802. 1x, vi vay port sé
chuyén sang trang thai authorized state khéng can yéu gri chirng thuc. Port sé
glri va nhan traffic khdng can chirng thwe 802. 1x. Force-authorized la tuy chon
mac dinh.

For-authorized: 1a li do ma port van con & trang thai unauthorized state.
Switch port bd qua tat ca cac yéu ciu chirng thirc. Switch khéng hd tro dich vu
chwng thyc clien théng qua interface.

Auto: Enable 802. 1x port-based authentication va nguyén nhan lam cho
port kh&i déng voi trang thai unauthorized state, chi cho phép frame c6 dinh dang
theo EAPOL Ilwu thédng qua port. Qua trinh ching thwe chi dwoc bat dau khi trang
thai ctia port tr down sang up va khi frame EAPOL-start dwgc nhan. Switch yéu

268



Giao trinh khéa hoc BCMSN

Chwong 9 — Giam thiéu that thoat Dich vu va Mat cép dir liéu trong mang Campus

cau xac thuc client va phan héi lai théng diép chirng thuc gitra client va server
chirng thwe. Switch cac dinh méi client th truy cap ng véi dia chi MAC cla

client.

Khi client log off, client s& giri EAPOL—logoff message, port s& chuyén sang
trang thai unauthorized state

CAu hinh 802. 1x:

Switch (config) #aaa new-model

« Enables AAL

Switch (config) faaa authentication dotlx {default} methodl
[methodZ.. . ]

« Creates an 802.1x port-based authentication method list

Switch (config) #detlx system—auth-contrel

« Globally enables B02.1x port-based authentication

Switch (config)#interface type slot/port

« Enters interface configuration mode

Switch (config—if) #dotlx port—-control auto

« Enables 802.1x port-based authentication on the interface

Hinh 9.1.9-2: Cac dong Iénh ciu hinh 802. 1x

Trién khai 802. 1x port-based authentication:

Step
1.

Description

Enable AAA.
Zwitch{config) faaa new-model

Create an 802.1x port-based authentication method list.
Switchi{config) faaa authentication dotlz {default} methodl
[methodZ...]

Globally enable 802 .1x port-based authentication.
Switch{confiqg) #dotly system-auth-contrel

Enter interface configuration mode and specify the interface to be enabled for 802.1x
port-based authentication.
Switch{config) #interface type slot/port

Enable 802.1% port-based authentication on the interface.
Switch{config-if) #dotlx port-control auto

Return to privileged EXEC mode.
Switch {confiqg) #and

Hinh 9.1.9-3: Trién khai 802. 1x port-based authentication
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9.2 Protecting Against VLAN Attacks

9.2.1 Explaining VLAN Hopping

VLAN hopping 1a mét cudc tan cdng mang, theo dé6 mét hé thdng dau cudi
glri packet dén, hodc thu thap cac packet , mét VLAN khéng nén dwoc truy cap
vao hé théng dau cubi

Trunk

Trunk g‘
Workstation on
VLAN 10
=

= Attacking system spoofs itself as a legitimate trunk negotiating device.
= Trunk link is negofiated dynamically.
= Aftacking device gains access to data on all VLANs carried by the negofiated frunk.

Hinh 9.2.1-1: Tan céng VLAN hopping

Diéu nay duwoc thuc hién bang cach gan invasive traffic véi mot VLAN ID
hodc bang cach thda thuan mot lién két trunk dé gtri hodc nhan packet trén VLAN
xam nhap. VLAN hopping cé thé dwoc thuc hién bang cach switch spoofing hodc
double tagging.

Trong mdt cudc tdn cong switch spoofing, nhirtng ké tdn cdng mang cau
hinh mét hé thédng dé& spoof chinh né nhw la mét chuyén dbéi bang cach thwe hién
Inter-Switch Link (ISL) hoac trunking 802.1Q, cung v&i Dynamic Trunking Protocol
(DTP), dé thiét 1ap két ndi trunk dén switch . Bat ky switch port cAu hinh nhw DTP
tw dong cé thé trd thanh mot trunk port khi DTP packet tao ra b&i cac thiét bj tan
céng nhan duoc, va do dé truy cap traffic dich cho b4t ky VLAN hé tro trunk. Cac
thiét bi gay hai c6 thé glri packet, hodc thu thap cac packet t, bat ky VLAN trén
trunk.
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Bang sau mé ta qua trinh xay ra switch spoofing

Bwéc Mo ta

1. Ké tan cong dwoc quyén truy cap vao mét port trén switch va géi théa
thuan DTP vao mét switch dang chay DTP va tw déng kich hoat théa
thuan (thuwdng 1a, cau hinh mac dinh.

2. Ké tan cong va switch thiét Iap trunking.

3. Switch cho phép tat ca cac VLAN (mac dinh) di chuyén qua dudng
trunk.

4. Ké tan cong g&i hodc thu thap dir liéu twr tat ca cac VLAN trén dudng
trunk

Mot phwong thire khac cia VLAN hopping la cho mét workstation phat sinh
frames v&i header 802.1Q dé switch forward frame trén VLAN ma c6 thé khong
truy cap dwoc dé ké tAn cong thédng qua cac phwong tién hop phap.

Data Inner Header [ Outer Header
to VILAMN 20 o VILAMN 10

_— Data Inner Header I

D to VLAMN 20

Workstation B

Attacker on Mative VLAN 10

WLANM 10

Workstation D
MNative WVLAMN 20

Workstation C
Mative VLAN 20

Double tagging allows a frame to be forwarded to a destination
Vilar other than the source’s WILAM.

Hinh 9.2.1-2: Tan c6ng VLAN hopping khéc

Néu double tagging frame la multicast, broadcast, hodc la unknown
destination,switch nhan frame ra tit ca cac port c6 cung VLAN(VLAN 10) nhw
attacker’s port native LAN. Switch 14y VLAN tag dau tién trwéc khi forward,cung
cép tag nay két hop véi VLAN cla port ma né dwoc nhan. Bat ky truy cap port
trén switch nay dau tién dwoc giao dén VLAN 10 sé nhan dwoc khung véi cac tag
VLAN th(r hai. Néu trunk port cung native VLAN(VLAN 10),switch khéng re-tag
frame va di dén viéc chuyén dbi switch ké tiép véi tag VLAN th hai. Switch th
hai tin rang ngudn gbc frame tlr VLAN khac (VLAN 20) va sau do tran ra tat ca cac
port active trong VLAN th hai. Switch nén forward frame trén dwong trunk hoat
dong VLAN th hai.

Néu trunk port trén switch diu tién dwoc gan mot VLAN khac véi cia ké
tan cong port,frame don gian 13 tran ra tat ca cac port hoat déong trong VLAN 10
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trén ca hai switch (khéng c6 VLAN hopping). Ly do switch dau tién nén cé tag
802.1Q frame v&i attacker’s port d& gvi qua trunk.

Bang sau md ta phuwong thirc double-tagging ciia VLAN hopping

Buwéc Mo ta

1. May tram A (native VLAN 10) g&i frame v&i header 802.1Q
dén switch 1.

2 Switch 1 thao tag ngoai va chuyén dén tat ca cac port co
cung native VLAN.

3. Switch 2 xac dinh frame theo théng tin tag trong khép véi
VLAN ID 20

4, Switch 2 chuyén frame ra ngoai tat ca cac port thich hop véi
VLAN 20, bao gébm port trunk.

Bang 9.2.1-1 : Bang mo ta phwong thirc double-tagging ciia VLAN hopping

9.2.2 Mitigating VLAN hopping

Cac bién phap dé bao vé mang tr VLAN hopping bao gébm mét loat cac
thwe hanh tét nhat cho tat ca cac cong switch va mét bo cac théng sd dé 1am theo
khi thiét 1ap mét trunk port.

e CAu hinh tit ca céc port chwa st dung nhw 1a cac port truy cap dé trunking
ma khéng thé dwoc thda thuan trén cac lién két nay.

e Dat tAt ca cac port chwa sir dung & tinh trang shutdown va lién két véi mét
VLAN chi cho port khéng str dung, khdong mang dir liéu .

¢ Khi thanh 1ap mét lién két trunk, cAu hinh nhw sau:
o Lam cho VLAN nguén gbc khac nhau tir bat ky dir liéu VLAN
o Thiét lap trunking la "on", hon la thda thuan

o Xac dinh pham vi VLAN dé dwoc tién hanh trén trunk.
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Switch (config) #interface—range type mod Port-—port

- Selects a range of interfaces to configure

Switch (config—3if) #fswitchport mode access

= Configures the ports as access ports and turns off DTFP

Switch (config—3if) fswitchport access -wlan wilamn—id

- Statically assigns the ports to specific unused “WlL.ANM

Hinh 9.2.2-1: Cau hinh mode access cho cac port

Chu y: Céac lénh c4u hinh trong hinh 1 khéng lam viéc trén céc port truy
cap c6 hd tro VolP, vi ho s& dwoc ciu hinh nhw 13 trunk port. Tuy vay, trén tat ca
cac port truy cap khac, tét nhat 1a thwc hanh dé ap dung céac 1énh nay dé gidm
thiéu VLAN hopping.

9.2.3 VLAN Access Control List

Router
Input RACL — VvLAN 10 VLAN 20 QOutput RACL —
VLAN 10 VLAN 20

Switch
Bridged Packet Routed Packet

Hinh 9.2.3-1: Cac ACL

Swich Cisco hé tro 3 loai ACL:

e Router access control list (RACL): Ap dung cho tang 3 nhw I1a SVI hodc
la L3 routed port. Diéu khién truy cap duwong di traffic giva VLAN. RACLs
ap dung trén interface dinh ré huwdng(inbound hoac outbound). Ching ta cé
thé truy cap mot access list trén mdi hwédng. D& nang cao thue thi trong
Switch, RACLs dwoc hd tro trong bd nhé dia chi (TCAM)

e Port access control list (PACL): Ap dung trén Layer 2 switch port,trunk
port,trén EtherChannel port. PACLs thyc thi access control trén traffic vao
tai Layer 2. V&i PACLs,chung ta cé filter IP traffic bang cach st dung IP
access list va non-IP traffic bang st dung MAC address. Khi chang ta ap
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dung PACL dén trunk portfilter traffic trén tat cd cac VLAN hién dién trén
trunk port.

e VLAN access control list (VACL): Hé tro phan mém Cisco multiplayer
switch. Filtering dwa trén Layer 2 hoac Layer 3 v&i VLAN. Khéng gidng nhw
RACLs, VACLs khéng dwgc xac dinh b&i hwéng

Catalyst switch hé tro bdn ACL tra clru cho mdi packet: an toan ACL cho
input va output, va input va output Quality of Service (QoS) ACL.

Catalyst switch st dung hai phwong phap thwc hién mét hop nhéat: doc 1ap
va phu thudc. Vi Iénh hop nhéat doc lap, ACLs duwoc chuyén dbi tir mot loat cac
hanh dong tw-phu thudéc vao mét tap cac Iénh déc Iap mask va pattern. Viéc truy
cap két qua kiém soat nhap canh (ACE) co thé rat Ion. Viéc hop nhat la bd xi ly
va bd nhé chuyén sau.

Két hop cac order-dependent dwgc nang cao trén mét sé Catalyst switch
trong d6 gitr lai mot sb khia canh vé order-dependent. C4c tinh toan la nhanh hon
nhiéu va it bd x ly chuyén sau.

RACLs dwoc hé tro trong phan cirng thédng qua cac tiéu chuan IP ACLs va
IP ACLs mé& rong, v&i permit va deny actions. Quy trinh ACL la mét phan bén
trong clia qua trinh x& ly géi tin. ACL dwoc 1ap trinh trong phan cing. Tra ciru xay
ra trong pipeline ACL dwoc cau hinh hay khéng. V&i RACLs, théng ké danh séach
truy cap va dang nhap khéng duoc hd tro.

9.24 Private VLANs and Protected Ports

Internet service providers (ISP) thwérng cé nhiéu thiét bj tlr khach hang,
cling nhw cac may cha riéng cia ho, trén mét khu phi quan sy (DMZ) phan doan
ho&c VLAN. Nhw van dé an ninh, sé& tré thanh can thiét dé cung cap traffice riéng
biét gitra cac thiét bi, mac du ching cé thé ton tai trén Layer 3 va VLAN.

Catalyst 6500/4500/3750/3560 switches thwc thi VLAN riéng dé mot sbé
switch share va mot sé riéng biét,méc du cac port ton tai trén cung VLAN.
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Promiscuous Port

Building
Distribution

Primary YLAN
——

Secondary VLANS

o
=3
g
5
a

Access

Secondary VLAN 200 (Isolated) Secondary VLAN 201 {Community)

Hinh 9.2.4-1: Switch 2960 hé tro “protected ports” (twong tw nhw PVLAN trén cac
switch co’ ban)

Céc giai phap truyén théng dé giai quyét cac yéu cau nay la ISP cung cap

mét VLAN cho mdi khach hang, véi méi VLAN co subnet riéng cutia IP clia nd. Mot

Layer 3 sau d6 cung cap thiét bj twong lién gitra cac VLAN va cac diém dén
Internet.

Day la nhirng thach thire v&i cac gidi phap truyén théng nay:

e H6 tro mot VLAN riéng biét cho méi khach hang cé thé yéu cdu mot sb
lwong |1&n interfaces trén cac thiét bi nha cung cép dich vu mang.

e Spanning tree tr& nén phirc tap hon véi nhiéu lan 1&p VLAN.
¢ Netword address phai dwoc chia thanh nhiéu subnet.

e Nhiéu rng dung ACL dwoc yéu cau dé duy tri an ninh trén nhiéu VLAN, két
qua la tang phtrc tap trong quan ly.

PVLANS va protecteds ports cung cap riéng biét cho Layer 2 gitra cac port
cung VLAN. Riéng biét nay giup loai bd sy can thiét cho mot VLAN riéng biét va
subnet IP cho méi khach hang.

M6t protected port khéng forward nhiéu traffic (unicast,broadcast,multicast)
dén port bat ky la proteced port. Traffic khong dwoc forward gitra cac protected
ports tai Layer 2;tat ca traffic qua gilra cac protected port phai dwoc forward qua
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thiét bi Layer 3. Cach hanh x& forward giira cac protected port va non-protected
port khéng bi anh hwdng va x& ly binh thwong.

Vi du trong hinh cho thdy lam thé nao dé cau hinh Fast Ethernet 0 / 1

interface nhw 1a mot protected port va kiém tra ciu hinh.

PVLANs duoc hé tro trén Catalyst 3. 560, 3. 750, 4. 500 va 6. 500 Switch.

M6t port trong PVLAN c6 thé dwoc moét trong ba loai:

+ |zolated: Communicate only with promiscuous ports
* Promiscuous: Communicate with all other ports
+ Community: Communicate with other members of community and all promiscuous ports

Hinh 9.2.4-2: Cac loai port trong PVLAN

Isolated: Layer 2 tach tr cac port khac cung VLAN,ngoai trir port
promiscuous(khdéng phan loai). Traffic dwgc nhan tir isolated port chi dwoc
forward dén promiscuous ports.

Promiscuous: giao tiép vo&i tht cd cac port trong PVLAN,bao gbém
community va isolated port. Default gateway cho segment c6 thé lwu triv
trén promiscuous ports, cho rang tat ca cac thiét bj trong cac PVLAN nhu
cau giao tiép voi port dé.

Community: Giao tiép v&i nhau va véi céng promiscuous cla ho. Cac
interfaces nay dang bi c6 |ap & Layer 2 tir tat ca interfaces khac trong céac
community khac, hoac tai isolated port trong PVLAN.

Lwu y: Trunks cé thé hd tro VLAN mang traffic gira céac

isolated,community,va promiscuous ports,isolated va community port traffic phai
dwoc vao hoac roi switch qua trunk interface.

Ports PVLAN dwoc lién két véi mot tap hop cac hé tro VLANs dwoc sl

dung dé tao céu tric PVLAN. PVLAN A sir dung VLAN theo ba céach:

Primary VLAN: Mang ftraffic tlr promiscuous port dén isolated
port,community va promiscuous ports khac trong cung primary VLAN.

Isolated VLAN: Mang traffic tt isolated ports dén promiscuous port.

Community VLAN: Mang traffic gita cac community ports va dén
promiscuous ports. Chung ta cé thé ciu hinh nhiéu VLANSs trong PVLAN,
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Isolated va community VLANs duwgc goi la VLANs secondary. Chung ta co
th& mé& rong PVLans qua nhiéu thiét bi bang cach trunking priamry,isolated,va
community VLANs dén cac thiét bj khac hé trg PVLANS.

Chu y: M6t promiscuous port chi phuc vu trén primary VLAN. Mot
promiscuous port c6 thé phuc vu mét isolated hodc nhiéu community VLANS.

V&i promiscuous port,ching ta c6 thé két ndi mét loat cac thiét bj nhw
access points d& c6 PVLAN. Vi du: ban c6 thé két néi mot port promiscuous vao
port server dé két néi mot VLAN riéng biét hodc moét sé6 community VLAN cho
server. Mot can bang tai co thé duwoc sir dung dé can bang tai cac may chd hién
dién trong community hodc c6 lap VLAN, hodc ban cé thé s dung mot
promiscuous port dé theo déi hodc sao lwu tAt cd cac may chd PVLAN tw
adminstration workstation.

9.3 Protecting Against Spoof Attacks

9.3.1 Describing a DHCP Spoof Attack

Mét trong nhirng cach mét ma ké tan cong co thé dwoc truy cap vao mang
lwéi 1a dé cac dap (rng spoof dé sé dwoc glri bédi mdt may chi DHCP hop 1é. Cac
thiét bi gia mao DHCP tra I&i cho khach hang yéu cdu DHCP. Cac may chd hop
phap co thé tra 16i 1a tét, nhwng néu cac thiét bi gid mao la trén phan doan twong
tw nhw khach hang, trd I&i cia minh cho khach hang cé thé dén dau tién. DHCP
trd I&i ctia k& xam nhap cung cip moét dia chi IP va hd tro thong tin chi dinh ké dot
nhap nhw la default gateway hoac Domain Name System (DNS) server. Trong
trwdng hop cla gateway, cac khach hang chuyén tiép cac goi tin dén thiét bj bi
tan cong, ma lan lwot giri chung dén dich mong mudn. Diéu nay duwoc goi 1a mét
cudc tan cong "ké & gitra”, va né cé thé di hoan toan khéng bi phat hién co ké
xam nhap chan dong chay di¥ liéu qua mang.
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Rogue DHCP Client
Attacker -~ -~

Legitimate
DHCP Server

= Aftacker activates DHCP server on VLAN.

= Attacker replies to valid client DHCP requests.

= Aftacker assigns IP configuration information that establishes rogue device as client default gateway.
= Attacker establishes “man-in-the-middle” attack.

Hinh 9.3.1-1: Tan cong DHCP Spoof

Bang sau mé ta cach thirc DHCP gid mao tan cong:

Bwéc Mo ta

1. Ké tan cong gia lam mot DHCP server cla switch port

2. Client broadcast mdt yéu cau cho ciu hinh DHCP

3. DHCP server déu dap ng trwéc DHCP server that, gan moét
IP do ké tAn coéng dat ra cho théng tin ciu hinh

4. Céc géi tin cta host thi dwoc chuyén hwéng dén dia chi cta ké
tdn cong nhw la né gid 1ap mot default gateway lam cho 1am
l&n cung c4p dia chi DHCP cho client

Bang 9.3.1-1 : Bang mé ta cach thirc DHCP gia mao tan céng:

9.3.2 Describing DHCP Snooping

DHCP snooping la mét chirc ndng cla Cisco Catalyst xac dinh cac cdng
chuyén dbi c6 thé dap rng cac yéu cau DHCP.
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Rogue DHCP
Attacker

Legitimate
DHCP Server

= DHCP snooping allows the configuration of ports as trusted or untrusted.
= Untrusted ports cannot process DHCP replies.

= Configure DHCP snooping on uplinks to a DHCP server.

= Do not configure DHCP snooping on client ports.

Hinh 9.3.2-1: M6 ta DHCP Snooping

Port dwoc xac dinh 1a dang tin cay va khoéng tin cay. Port tin cay cé thé c6
ngudn tat ca cac tin nhAnDHCP, trong khi port khéng tin cay chi c6 ngudn cuda tin
nhan yéu cau. Port tin cay co thé |a DHCP server hodc c6 thé 1a méot dwdng lén
phia may chi DHCP. Néu mét thiét bi gid mao trén mot port khoéng tin cay glri mot
dap wng DHCP vao mang, port bi shut down.

Port khéng tin cay 1a nhirtng port khédng dwoc ciu hinh dang tin cay. Mot
bang DHCP rang budc dwoc xay dwng cho cac port khéng tin cay. Méi entry chira
dia chi MAC client, dia chi IP, thdi gian cho thué, loai rang budc, sb lwong VLAN,
port ID dwoc ghi nhan khi client thwe hién cac yéu cadu DHCP. Bang nay sau dé
dwoc str dung dé loc di¥ liéu DHCP. T mot snooping DHCP, port khéng dang tin
cay khong duoc givi bat ky dap vng DHCP, nhw DHCPOFFER, DHCPACK, hodc
DHCPNAK.

V&i tinh nang DHCP-82 tuy chon kich hoat trén switch, port-to-port DHCP
broadcast thwc hién khi cac port cta client cé6 mét VLAN duy nhét. Trong qua trinh
trao ddi tir client dén may chu, viéc broadcast cac yéu cau tir client dén véi port
access trén VLAN duwgc chan béi mét dai ly relay chay trén switch va khéng flood
cho cac client khac trén cung mét VLAN. Céac relay agent chén thém céc thong tin
vao bén trong cac géi yéu ciu DHCP, chdng han nhw port yéu cau c6 ngudn gbc
tr dau, va sau doé chuyén tiép né t&i may chdt DHCP. Trong qua trinh trao dbi may
chi dén khach hang, cac DHCP server (kich hoat tuy chon-82) g&ri mét goi tra 1oi
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c6 chira tly chon-82. Cac relay agent s dung théng tin nay dé xac dinh dwoc
port két ndi v&i cac khach hang yéu cau va tranh chuyén tiép cac tra 16i cho toan
bé VLAN.

Ngilr canh | M6 ta

cau hinh

1. Cau hinh DHCP snooping toan bé.

2. Cau hinh port tin cay

3. Cau hinh gan tuy chon-82 (méac dinh kich hoat & buéc 2)
4 Cau hinh ty 1& gi&i han trén port khéng tin cay

5. Cau hinh DHCP snooping cho cac VLAN dwoc chon

Bang 9.3.2-1 : Bang mé ta cau hinh chéng DHCP Snooping

9.3.3 Describing ARP Spoofing

Trong mét hoat ddng ARP binh thwérng, mét host givi mét broadcast dé xac
dinh dija chi MAC ctia mét host khac vé&i mot dia chi IP cu thé. Cac thiét bi véi dia
chi IP d6 tra 1&i dia chi MAC cla nd. Cac host ngudn lwu gilr cac dap ng ARP,
st dung n6é dé gan header Layer 2 cla gdi tin giri dén dia chi IP. Bang cach gia
mao mot tra I&i ARP tir mét thiét bi hop phap véi mét ARP cho khéng, thiét bj tan
coéng gid nhw la dich ma ngudi g&i can géi . Cac tra i ARP tir ké tAn cong lam
cho nguoi gl lwu triv cac dia chi MAC cla thoéng tin cta tan cong trong bd nhé
cache ARP clia né. Tt ca cac gdi tin g&i cho dai chi IP nay dwoc chuyén tiép qua
cho ké tan cong.

280



Giao trinh khéa hoc BCMSN Chwong 9 — Giam thiéu that thoat Dich vu va Mat cép dir liéu trong mang Campus

1. ARP Request. 2. Legitimate ARP Reply.
? MAC for 10.1.1.1 10.1.1.1=C.C.C.C

> <%

IP10.1.1.2 ﬁ
MAC A.A.A.A IP 10.1.1.1
MAC C.C.C.C
ARP Table in A
10.1.1.1 = MAC B.B.B.B Subsequent gratuitous ARP replies
overwrite legitimate replies.
IIP = 10.1.1.1 bound to B.B.B.B I
TIIP = 10.1.1.2 bound to B.B.B.B ]
wacs 665 | B I ARP Table in B
10.1.1.1 = MAC C.C.C.C
10.1.1.2 = MAC A.A.AA
Attacker
Hinh 9.3.3-1: M6 ta ARP Spoofing
Bwéc Mo ta
1. Host A g&i yéu cau ARP cho dia chi MAC cua host C.
2. Router C tra Ioi v&i dia chi MAC van IP clia né. C cling cap nhat bo
nhé& dém ARP ctia né
3. Host A gan dia chi MAC ctia host C vé&i dia chi IP trén bdé nhd dém
ARP cula né.
4. Host B (ké tan céng) g&i mot ARP cé gan dia chi MAC cla B véi IP
cuaC
5. Host A cap nhat ARP véi dia chi MAC cua B dwgc gan véi IP cua C.
6. Host B g&i mot ARP gan dia chi MAC cua B v&i IP ciia A
7. Router C cap nhat ARP cache vé&i dia chi MAC cua B gan cho IP cla
A
8. Goi tin bay gi®» van chuyén ngang qua ké tan cong (B)

Bang 9.3.3-1 : Bang mo6 ta Mo ta ARP Spoofing

9.3.4 Dynamic ARP Inspection

Dynamic ARP Inspection (DAI) xac dinh tinh hop Ié cua mét géi ARP dwa
trén dia chi MAC-gan dia chi IP duwogc lwu trlr trong mét co s& div liéu DHCP
snooping. Thém vao dé, DAI c6 thé xac nhan cac géi tin ARP dwa trén ACL v&i
host cAu hinh cu hinh dia chi IP tinh.
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DHCP snooping
can build MAC-to-
IP bindings for DAI
wvalidation.

= DAl associates each interface with a trusted state or an untrusted state.
= Trusted interfaces bypass all dynamic ARP inspection.
= Untrusted interfaces undergo DAI validation.

Hinh 9.3.4-1: M6 ta DAI(Dynamic ARP Inspection)

DPé ngan chan ARP spoofing hay "nhiém déc", mét switch phai ddm bao

rang chi c6 yéu cau van dap rng ARP hop |& duwoc chuyén tiép. P& ddm bao rang
chi ¢ y&u cau va dap ing ARP hop 1& DAI c6 nhirng hanh dong sau day:

Chuyén tiép géi tin ARP nhan dwoc trén interface dang tin cay ma khéng
c6 bat ky kiém tra

Chén tat ca cac goi ARP trén cac cong khong tin cay

Kiém tra mdi géi tin bi chan xem cé moét chuyén ddi rang budc IP-t&i-MAC
hop & trwdc khi chuyén tiép cac géi tin cé thé cap nhat bdé nhé cache ARP
dia phuong.

Hay, ghi chd, hoac hdy va ghi chd cac géi tin ARP khéng hop €.
N6i chung, tt ca cac access switch nén dwoc cau hinh nhw khéng tin cay
va tat ca cac port trén switch két ndi t&i switch khac 1a dang tin cay. Tat ca
cac gbi tin ARP di vao mang t» mét distribution hay core switch c6 thé bd
qua kiém tra khdng can xac nhan thém.

Ban ciing c6 thé st dung DAI dé thiét |ap gi¢i han tdc dod clia cac géi ARP

va sau do vo hiéu héa interface néu vuot qua ty 18.
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9.4 STP Security Mechanisms

9.4.1 Protecting the Operation of STP

Cisco cung cép cac tinh nang chéng loop cho spanning tree bang cach tao
port dwoc kich hoat ché dd PortFast. Trong mét ciu hinh dung, PortFast sé duoc
kich hoat chi trén cac thiét bj hé tro' thiét bi ddu cudi chadng han nhv may chud va
may tram. Chéc rang géi BPDU t» mét switch khéng dwoc nhan dwoc trén mot
interface PortFast. Tuy nhién, diéu nay phai xdy ra, BPDU guard va BPDU filter
cung cap bao vé. Ca BPDU guard va BPDU filter c6 thé dwoc cau hinh trén hoan
toan trén tat ca cac port dwoc ciu hinh PortFast hodc trén cac port doc lap.

Configure BPDU guard
and BPDU filter here.

configured for
PortFast ...
-

Protection against switches being added on PortFast ports.
= BPDU guard shuts ports down.
= BPDU filter specifies action to be taken when BPDUs are received.

Hinh 9.4.1-1: C4u hinh BPDU guard va BPDU filter trén cac port

BPDU guard bdo vé cac mang chuyén tir nhitng van dé ma co thé duoc
gay ra bdi viéc nhan cac géi BPDU trén port ma khéng can phai nhan dwoc
chang. Viéc nhan BPDUs b4t ngdr ¢ thé dwoc tinh c& hodc co thé 18 mdt phan
ctia mot nd lwc bat hop phap dé thém moét switch vao mang.

PortFast BPDU filter c6 tac dung nhw thé switch xac nhan cac goi BPDU
dwoc nhan trén port ciu hinh PortFast. Chirc ndng ctia né khac néu né duoc ciu
hinh trén toan bd hodc cho méi céng co’ sé.

Root guard bdo vé chdng lai cac switch bén ngoai mang cbé gang dé tré
thanh root brigde bang cach chan truy cap cta né cho dén khi nhan BPDUs cua
né cham dirt.
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9.4.2 Root Guard

Root guard gi¢i han cac port out trén switch root bridge. Néu mét port dwoc
thiét 1ap root guard nhan cac géi BPDU dwoc g&i bdi root bridge, port d6 chuyén
sang trang thai root-inconsistent, cé tac dung nhw trang thai listening cia STP.
Khong cé dir liéu sé dwoc chuyén qua port nay.

Old Root New Root

Root Bridge

Hinh 9.4.2-1: Thay déi port bj block khi c6 Root m&i

Trong hinh trén, switch A va B & |&p core cia mang. Switch A |a root bridge
cho mét VLAN. Switch C la mét switch & 1&p access. Méi lién hé gitra B va C la
chdn & bén C. Pudng di cla cac géi STP BPDU dwoc hién thi véi mii tén. Bén
trai, thiét bi D bat diu tham gia vao STP. Néu dd wu tién cha switch D thap hon so
v&i root bridge hién hanh, switch D sé& dwoc bau lam root bridge. Diéu nay sé lam
cho céc lién két két ndi switch A va B bi chan, 1am cho tat ca lwu lwong tir switch
B dén C trong I&p access, rd rang 1a khéng thuan loi. Néu root guard duwoc cau
hinh trén port cla switch C ma switch D két ndi vao, switch D s& khéng bao gi®
dwoc bau lam root bridge.

Root guard dwoc ciu hinh cho méi port co s&. Néu mét géi BPDU cép trén
dwoc nhan vao port, root guard dat port vao trang thai root-inconsistent. Khi
switch D dirng g&i cac géi BPDU cép trén, port dwoc unblock va chuyén sang cac
trang thai cia STP nhw cac port khac. Phuc hdi khéng can can thiép. Mét port root
guard la port & trang thai designated. Khi root guard duwgc kich hoat trén mét port,
switch khéng cho phép post d6 tré thanh mét root port trong STP. Port tré lai
thanh designated port trong STP.

Root guard can dwoc kich hoat trén tat ca cac coéng, noi root bridge khéng
phai la dw doan. Trong vi du, root guard nén dwoc cho phép nhw sau:
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e Switch A: cbng két nbi dén switch C
e Chuyén sang B: cbng két nbi dén switch C
e Chuyén sang C: cong két ndi dén switch D
Khi root guard khoa mét port thi xuét hién tin nhan:

%SPANTREE-2-ROOTGUARDBLOCK: Port 1/1 tried to become non-
designated in VLAN 77. Moved to root-inconsistent state

9.5 Preventing STP Forwarding Loops

9.5.1 Unidirectional Link Detection

Mot lién két don hwéng xay ra khi lwu lwong dwoc truyén di gitka cac lang
giéng theo mét hwéng duy nhat. Pon huwéng cé thé gay ra loop trong spanning
tree. Unidirectional Link Detection (UDLD-Dé tim lien két don hwéng) cho phép
céac thiét bj phat hién céac tinh trang lién két don hwéng khi co ché Layer 1 khéng
lam, va cung cp kha nang tat cac interface bj &nh huéng.

_— K

BPDU is lost this way.
B unblocks its port and can
forward traffic this way.

Hinh 9.5.1-1: M4t g6i BPDU néu dwoc g&i trén moét lién két don hwéng

UDLD la mét giao thirc & Lép 2 lam viéc véi cac co ché Lop 1 dé xac dinh
tinh trang vat ly ctia mét lién két. Vi du, néu mét soi cap quang trong cap mét 1a bi
ngat két ndi, co ché tw dam phan Ldp 1 sé& khdng cho phép lién két hoat dong
hodc & lai. Nhwng néu cd hai soi hoat dong, UDLD quyét dinh néu lwvu lwong
truyén hai chiéu gitra nhirng neighbor phu hop.

Switch dinh ky truyén cac géi tin UDLD trén mét interface cé kich hoat
UDLD. Néu céac géi tin khéng tré lai trong mot khodng théi gian cu thé, lién két
duwoc gan cd la don huwéng, va interface duoc tat. Cac thiét bi trén ca hai diu cla
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lién két phai hé tro UDLD dé thanh cdng xac dinh va vd hiéu hoa lien két don
huwdng.

Chrc ndng ctia UDLD Ia dé& ngan chén truyén théng mét chiéu gitra cac
thiét bi 1an can. Khi UDLD phat hién mét giao tiép mét chiéu, nd cé thé lam mot
trong hai diéu, tuy thudc vao viéc UDLD dwoc cau hinh trong ché dé binh thwéong
hay tich cwec. Trong ché dé binh thwérng, UDLD thay dbi port dwoc kich hoat
UDLD thanh trang thai chwa xac dinh khi né dwng lai nhan dwoc tin nhan UDLD
tr hang xém truc tiép két ndi ctia nd. Ché do tich cwc thwc hién tam nd lwc dé
thiét 1ap lai mdi quan hé hang xé6m UDLD truéc khi v hiéu héa cac port. Ché do
tich cuwc 1a phwong phap thich hop ctia ciu hinh UDLD va la ché dé duy nhat cé
thé phat hién tinh trang ctia UDLD trén cap xoan dbi.

UDLD dich s&r dung MAC dich 01-00-0C-cc-cc-cc v&i loai giao thire SNAP
HDLC 0x0111.

Bang mo ta cac trang thai mac dinh cho cac UDLD trén co sé toan bd va
interface.

Dic diém Mac dinh

Kich hoat trang thai UDLD toan b6 Khoéng kich hoat toan bd

Kich hoat UDLD trén méi interface cho | Kich hoat trén tat cad cac interface

moi trvdng cap quang Ethernet cé cap quang

Kich hoat UDLD cho méi interface cho | Khédng c6 kich hoat trén tat ca cac

moi trwedng cap xoan doi interface  Ethernet  10/100  van
1000BASE-TS

Bang 9.5.1-1 : Bang m6 ta cac trang thai mac dinh cho cac UDLD trén co sé toan

bé va interface.

9.5.2 Loop Guard

Giéng nhw UDLD, loop guard cung cap bao vé cho STP khi mét lién két 1a
don huwéng va BPDUs dang dwoc gtri di, nhwng khéng nhan duwgc, vao mot lién
két dwoc xem 14 hoat dong.
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B are not
reaching C.

BPDUs sent byl

Port on C is still

blocking, until

max-age timer
expires.

Hinh 9.5.2-1: Géi tin tir B khéng gé&i t&i dwoec C vi C van dang bi block

Néu khéng coé loop guard, mét port bi block s& chuyén sang trang thai
forwarding khi né ngirng nhan cac géi BPDU. Néu loop guard dwoc kich hoat va
lién két khdng nhan BPDUs, interface chuyén vao trang thai loop-inconsistent
blocking. Khi loop guard khéa mét port, thong bao nay dwoc tao ra hoac log file:

SPANTREE-2-LOOPGUARDBLOCK: No BPDUs were received on port 3/2
in vlan 3. Moved to loop-inconsistent state.

Khi mét géi BPDU dwoc nhan trén mét port ¢ cau hinh loop guard ,port
ma dang & trang thai loop-inconsistent, port chuyén sang trang thai phu hop dwoc
xac dinh b&i cac chirc nang binh thwdng clia spanning tree. Phuc hdi nay khéng
doi hdi c6 sw can thiép cla ngudi dung. Sau khi phuc hdi cé théng bao nay:

SPANTREE-2-LOOPGUARDUNBLOCK: port 3/2 restored in vlan 3.

Céc tinh nang cla loop guard bao vé chéng lai loop spanning tree bang
cach phat hién mot lién két don hwéng. Véi mot lién két don hwédng, mot port
trong nhirng lién két thanh vién thi hoat dong trong trang thai up va truyén nhwng
khéng nhan dwoc lvu lwong. Bong thdi, cac lién két thanh vién khac hoat déng
chinh xac. Loop guard dwoc kich hoat trén cac port dwgc tham gia spanning tree
va dang dw phong & Lép 2. Khi switch dirng tiép nhan cac géi BPDU vao root port
hodc blocking port clia né, né chuyén trang thai port thanh loop-inconsistent,
khéng cho lwu lvgng vuot qua.

Loop guard dwoc ciu hinh trén mbi céng trén cac phién ban hé diéu hanh
s&m hon so v&i hé diéu hanh Catalyst 7.1 (1).

Loop guard khéng twong thich véi root guard. Ngoai ra, loop guard khéng
nén duwoc kich hoat trén port PortFast.

Trong mét bé EtherChannel, UDLD tat chi lién két vat ly bj I16i. Loop guard,
tuy nhién, hanh xt& khac nhau béi vi port hoat déng dau tién EtherChannel duoc
st dung cho BPDU va cac port khac thi khdng. Néu port dau tién c6 mot lién két
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don hwéng 16i, loop guard chuyén trang thai cta tat ca cac lién két trong kénh
thanh loop-inconsistent. Day khéng phai 1a mot két qua mong mudn, béi vi sw ké
thira dw phong cé dwoc thédng qua kénh bi mét.

in the one direction,
as there are no
blocking ports.

Traffic starts loopin}

Port on C becomes
1 designated, transitions

to forwarding state.

Hinh 9.5.2-2: Trafic dang bi loop

Trong vi du minh hoa trong hinh trén, switch A l1a root bidge. Do mét 15i lién
két don trén két ndi gitra cac switch B va C, switch C khéng nhan cac géi BPDU
tr switch B.

Néu khéng c6 loop guard, port blocking trén C chuyén sang trang thai
listening STP khi bd dém thdi gian hét han tudi tdi da va sau dé sang trang thai
forwarding trong hai lan tri hoan thdi gian chuyén tiép, va mot vong lap duoc tao
ra.

Hinh sau thé hién loop guard hoat ddng nhw thé nao dé& ngan chan loop
trong mot 16i lién két don

x [Ioop-incons istent state,

Port on C transitions to
preventing loop.

Hinh 9.5.2-3: Port tren switch C chuyén trang thai dé ngan loop

Véi loop guard dworc kich hoat, cac blocking port trén switch C chuyén vao
trang thai loop-inconsistent khi hét thoi gian max age. B&i vi mét port & trang thai
loop-consistent khéng cho lwu lvgng ngwdi dung vuwot qua, khdng cé loop dwoc
tao ra. Trang thai loop-inconsistent la hiéu qua nhw blocking port.
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9.5.3 Preventing STP Failures Due to Unidirectional Links

Céc chirc nang clia UDLD va loop guard la cac phan cung nhau ngén chan
cac 16i STP do lién két don hwéng gay ra. Hai tinh ndng nay 1a khac nhau trong
cach giai quyét van dé va ciing trong cac chirc nang.

Bang sau néu ra cac sy khac biét quan trong :

Loop guard ubDLD
Cau hinh M6i port M6i port
Hanh dong chi tiét Méi VLAN M®i port
Tw ddng phuc hoi Cé Cé, voi ngat kich

hoat 16i hét gioy
Bdo vé chong lai cac 16i | Co, khi kich hoat trén | C6, khi kich hoat
STP gay ra bdi lién két don | t&t c& root van | trén tat ca trén cac

hwdng alternative port trong | link trong mang dy
mo6 hinh dw phong phong.
Béo vé chong lai cac 16i gay | Co Khong

ra b&di nhitng van dé phan
mém, hau qud la céac
designated switch khoéng
g&i g6i BPDU

Bao vé khai mat day Khong Cé

Tuy thudc vao yéu ciu thiét ké, ban c6 thé chon mét trong hai UDLD hoé&c
loop guard. UDLD khéng cung cép b&o vé cho cac 16i STP gay ra béi phan mém
nhw |a designated switch khéng gri cac géi BPDU. Day la loai that bai, tuy nhién,
la nhirng it phd bién hon do 16i phan cing.

Trén mot bé EtherChannel, UDLD vé hiéu hda cac lién két ca nhan that bai.
Céc kénh chinh né van con chirc nang néu céc lién két khac van hoat déng. Loop
guard s& dat toan bd kénh & trang thai loop-inconsistent néu khéng nhan dwoc
cac goi BPDU gua EtherChannel.

Loop guard khoéng lam viéc trén cac lién két chia sé hodc mot lien két da bi
lam don hwéng ké tir khi bat dau. Tao diéu kién cho ca hai UDLD va loop guard
cung cap mirc cao nhat ctia bao vé.
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9.6 Securing Network Switches

9.6.1 Describing Vulnerabilities in CDP

Ké tan codng co kién thirc vé cach thirc CDP hoat ddng c6 thé tim cach dé
tan dung loi thé cla cac van ban rd rang cia CDP dé& dat duwoc kién thirc vé
mang. CDP chay & Layer 2 va cho phép thiét bj Cisco d& xac dinh chinh né véi
céac thiét bj Cisco khac. Tuy nhién, cac théng tin g&ri qua CDP dwoc truyén di duoi
dang van ban ré rang va khéng dwoc chirng thwe. Bang cach sir dung mét bo
phan tich géi tin, ké tAn céng c6 thé thu thap thdng tin vé cac thiét bi mang tir cac
goi tin quang ba CDP.

2

Attacker Running
Protocol Analyzer

Hinh 9.6.1-1: Str dung CDP dé tim hiéu va tan céng

CDP 1a can thiét cho cac (rng dung quan ly va khong thé bi vé hiéu hoa ma
khéng c6 sw bat twong thich v&i mét sd (rng dung quén ly mang. Tuy nhién, CDP
c6 thé dwoc vo hiéu héa cé chon loc trén interface, noi quan ly khéng duwoc thye
hién. Lénh no cdp enable cho phép vb hiéu héa CDP trén mét interface déc lap.

Bang mé t& cach CDP c6 thé dwoc bij loi dung :

Mb ta

1 Quan tri hé thdng st dung CDP dé xem théng tin lang giéng

2 Ké tan cong st dung phan tich géi tin dé chan lay cac théng tin CDP

3 Ké tan cdng phan tich théng tin trong géi tin CDP dé biét dia chi mang va
thong tin thiét bj

4 Ké tan cong dw tinh phwong thirc tan céng dwa trén cé théng tin cé dworc.

Bang 9.6.1-1 : Bang mé ta cac CDP bij lgi dung dé tan cong
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9.6.2 Telnet Protocol Vulnerabilities

Telnet c6 céac 16 hdng sau day:

e T4t ca tén ngudi dung, mat khau, va cac di liéu glvi qua mang coéng cong
dwéi dang van ban rd rang thi dé bj tdn thuwong.

e M0t nguwdi dung véi mét tai khoan trén hé thdng coé thé dat dwoc cac dac
quyén nang cao.

e Mot ké tAn cong tir xa co thé lam sup dé cac dich vu Telnet, ngan chan viéc
st dung hop phap cuta dich vu dé.

e Mot ké tAn cong tr xa c6 thé tim thdy mot tai khoan khach dwoc kich hoat
tr d6 c6 thé c6 mat bat cir noi nao trong cac domain tin cay cia may ch.

-

o

Internet

\_, ) lSwitch (config) #enable secret cisco |

The Telnet connection sends text unencrypted and potentially readable.

Hinh 9.6.2-1: Két néi telnet g&i dir liéu khéng dwore ma hoa

9.6.3 VvtyACL

Cisco cung cap ACL dé cho phép hodc tir chéi Telnet truy cap vao cong vty
clia mot switch. Cac thiét bi Cisco khac nhau vé sb lwong cac cdng vty c6 sén
theo mac dinh. Khi cAu hinh ACL cho vty, d&m bdo rang tat ca cac port mac dinh
duwoc loai bd hodc c6 mdt ACL vty cu thé.
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C:> Telnet 10.1.1.250

= Set up standard IP ACL.
« Use line configuration mode to filter access with the access-class command.
= Set identical restrictions on every vty line.

Hinh 9.6.3-1: M6 ta cau hinh vty ACL

Loc Telnet thwdng dwoc coi la mét chirc nang cua IP ACL mé rong vi nd
duwoc loc mét giao thirc cdp cao hon. Tuy nhién, do cau lénh access-class loc cac
phién Telnet theo dia chi nguén va ap dung trén dwéng vty, ban cé thé st dung IP
ACL co ban dé kiém soat truy cap vty. Lénh access-class ciing ap dung loc IP
ACL co s& 1én duwdng vty cho cac phién Telnet cé ngudn gbc tir switch.

Ban c6 thé ap dung cac ACL vty cho bat ky sw két hop cliia dwdng vty ndo.
Ban c6 thé ap dung ciing mdt ACL cho tat ca cac dudng vty hodc cu thé véi tirng
duodng vty déc biét. Thwdng la dung mot ACL cho tat cd cac dwdng viy.

9.6.4 Best Practices for Switch Security

L6 héng bao mat mang bao gébm mat sw riéng tw, an cap di liéu, mao
danh, va mét toan ven. cac bién phap bao mat co ban can dwoc thuc hién trén
mang dé gidm thiéu tac dong tiéu cwc cla ngudi sir dung sw so suat hodc hanh vi
clia muc dich x4u.
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Secure switch access:

+ Set system passwords.

+ Secure physical access to the console.
* Secure access via Telnet,

+ Use SSH when possible,

» Configure system warning banners.

+ Use Syslog if available,

Hinh 9.6.4-1: Bao mat cho Switch

Céc budc sau day can duwoc thuc hién bat cir khi nao dat thiét bj mai:
e Buwdc 1 Xem xét hodc thiét 1ap cac chinh sach an ninh cla té chirc.
e Buwdc 2 Secure cac switch.
e Budc 3 Secure giao thire trén switch.
e Buwdc 4 Gidm thiéu cac théa hiép théng qua witch

Ban nén xem xét cac chinh sach clia mdt té chire khi xac dinh dwoc mirc
dd va loai hinh an ninh dé thwc hién. Ban phai can bang muc tiéu cGa an ninh
mang hop ly vé&i phi hanh chinh cla cac bién phap an ninh rat han ché.

Mét chinh sach thiét Iap an ninh tét nhirtng dac diém:

Cung cip mét qua trinh kiém tra an ninh mang hién cé6
e Cung cap mot khudn khd an ninh chung dé thuc hién an ninh mang
e Dinh nghia hanh vi khéng duwoc phép dbi vai div liéu dién tr
e Xac dinh ma cac cdng cu va phwong thirc can thiét cho t6 chirc

e Tao sy déng thuan gitra nhém ngudi tao key va xac dinh trach nhiém cua
ngudi str dung va quan tri vién

e Dinh nghia mét qua trinh x& ly sw ¢ an ninh mang
e Cho phép mé& rdong doanh nghiép, thwc hiénbdo mat va ké hoach thuc thi.

Thuwe hién theo cac thdng 18 tét nhat dé truy cap an toanswitch:
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e Dat mat khau hé théng: S dung cau lénh enable secret dé thiét [ap mat
khau cho phép truy cap vao cac hé théng Cisco 10S. B&i vi cau lénh
enable secret cho phép thwc hién ma hoa Message Digest 5 (MD5) hash
mat khau cau hinh, mat khau van con dé bi tAn cong tw dién. Vi vay, ap
dung céc tiéu chudn trong viéc lwa chon mét mat khau kha thi. Hay thir
chon mat khau co chira chir cai, s6, va cac ky tw dac biét, vi du, "$ pecial
$" thay vi "dac biét", noi ma cac “s" da dwoc thay thé bang "$", va I’" da
duwoc thay thé véi "1" (mot).

e An toan truy cap vao giao dién diéu khién (console): diéu khién truy cap
doi hdi mot mire tdi thiéu ctia an ninh ca vat ly va luan ly. Mét ca nhan truy
cap vao mdt hé théng cé thé phuc hdi hoac thiét Iap lai mat khiu cta hé
thdng, do d6 cho phép nguwdi d6 dé bd qua tat cd cac bdo ddm khac thuc
hién trén hé théng d6. Do dé, bat budc d& dam bao quyén truy cap vao giao
dién diéu khién.

e Bao mat truy cap vao dwong vty: Cac budc téi thiéu dwoc dé nghi dbi
vOi viéc bao vé truy cap Telnet la:

o Ap dung cac ACL co ban cho tat ca cac dwdng vty.
o Cé&u hinh mdt mat khau cho tat ca cac dong line vty.

e St dung SSH: Cac giao thirc SSH va &ng dung cung cap mot két ndi an
toan tir xa dén switch. N6 ma hoda tat ca lwu lwong, bao gdm ca mat khau,
gitra mot giao dién diéu khién tir xa va switch. B&i vi SSH khong glvi div
liéu trong van ban rd rang, quan tri mang cé thé tién hanh phién truy cap tir
xa ma ké theo d&i khdng thé biét. Cac may chi SSH trong phan mém Cisco
IOS lam viéc céng khai va thwong mai cho khach hang SSH.

e Cau hinh cac biéu ngir canh bao hé théng: Déi v&i ca hai muc dich phap
ly va hanh chinh, hién thj mét biéu ngir hé théng canh bao trwdc khi dang
nhap la mét cach thuan tién va hiéu qua cta viéc tang cwdng an ninh va
chinh sach st dung néi chung. B&i trong d6 néu rd quyén s& hiru, st
dung, truy cap, va cac chinh sach bao hé trwéc khi dang nhap, ban cung
cap sao lwu thém cho chéc chan.

e V6 hiéu hoa dich vu khéng can thiét: Theo mac dinh, cac thiét bi Cisco
hd tro nhiéu TCP va User Datagram Protocol (UDP) may chi dé tao diéu
kién quan ly va hoi nhap vao méi trwong hién tai. Déi véi hau hét cac cai
dat, cac dich vu nay thwong khéng can thiét, va vé hiéu hoa chang rat cé
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thé giam tiép xdc an ninh téng thé. Nhitng I&nh nay dun dé vé hiéu hoa
dich vu khéng can thiét dwoc st dung:

o no service tcp-small-servers
o no service udp-small-servers
o no service finger
o no service config

e Vo hiéu hoa viéc tich hop HTTP daemon néu khéng s dung: Mac du
phan mém Cisco 10S cung cap mét may chd HTTP tich hop cho quan ly,
nhwng dé& nghj né nén bj vé hiéu héa dé gidm thiéu tiép xuc téng thé. Néu
truy cap HTTP switch 1a hoan toan can thiét, str dung ACL co ban dé cho
phép truy cap tr chi mang con tin cay.

e Cau hinh logging co ban: Bé hé tro va don gian héa van dé va diéu tra
xt ly sw ¢ an ninh, diéu khién hoat dong hé thdng théng tin nhan dwoc t
chlrc nang loggin. Xem thdng tin xuét ra trong hé théng bd nhé dém loggin.
Dé tang hoat ddng hé thdng, tang kich thuwé'c bd dém mac dinh.

Thuwc hién theo cac buwdc tdt nhat cho an ninh switch:

Secure switch protocols:

= Trim CDP and use only as needed.

« Secure spanning tree.

Mitigate compromises through a switch:

= Take precautions for trunk links.

= Minimize physical port access.

= Establish standard access port configuration for both unused and used ports.

Hinh 9.6.4-2: Cac bwdc tét nhat cho an ninh switch

e Str dung CDP chi khi can thiét: CDP khéng tiét 16 théng tin bdo mat cu
thé, nhuwng no cé thé dé cho mot ké tan cong khai thac théng tin trong mét
cudc tan céng trinh sat, theo dé nhirng ké tan coéng biét dwoc thiét bi va
théng tin dia chi IP cho muc dich phat déng tan céng khac. Hai hwéng dan
thwe hanh nén dworc thiét 1ap cho CDP.

o Néu CDP la khéng can thiét, hodc thiét bi ndm trong mot moi
trwdng khong an toan, nén vd hiéu héa toan cau hinh CDP
trén thiét bi.
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o Néu CDP la bat budc, vo hiéu hda CDP trén mot mdi interface
trén cac port két ndi v&i cac mang khong tin cay. B&i vi CDP
la mot giao thirc lién két cip, né khdng phai 1a thoang qua
trén mot mang (trr khi mét co ché dwdng hdm Lép 2 duoc
dat ra). Giéi han né chay chi gitra cac thiét bj tin cay va vo
hiéu héa né & cac noi khac. Tuy nhién, CDP duoc yéu cau
trén bat ky cdng truy cap khi ban gan mét dién thoai Cisco dé
thiét 1ap mot méi quan hé tin twéng.

e Secure topo cla spanning tree: Diéu quan trong 1a bao vé qua trinh STP
clia cac switch bao gém co s& ha tAng. Cac g6i BPDU vd hodc doc hai co
thé dung dé tdn cong mot thiét bi hodc gay ra moét cudc tAn cong DoS.
Buwdc dau tién trong viéc dn dinh mot cai dat spanning tree la tich cyc xac
dinh cac root brigde trong thiét ké& va thiét 1ap cirng cac wu tién STP dé
chap nhan gia tri root. Lam twong tw cho cac root bigde backup. Nhirng
hanh ddng nay bao vé chéng lai sy thay dbi vé y trong STP do khéng kiém
soat dwoc cac goi gioi thiéu cia switch mai.

Trén mot sé nén tang, tinh nang béo vé BPDU c6 thé sén c6. Néu co, cho
phép noé truy cap vao portkét hop véi cac tinh nang PortFast d& bao vé mang tir
lwu lwong BPDU truy cap khéng mong mudn. Khi nhan dwgc BPDU, tinh nang tw
ddng vb hiéu hda cac port.

Thwe hién theo céac thao tac tét nhat dé giam thiéu sw thdéa hiép qua mot
switch:

e Chu déng céu hinh cac port router va switch khéng st dung:

o Thuc hién lénh shut vao tat ca cac port va interface chua st
dung.

o Dat tit cd cac port khéng st dung trong mét VLAN duoc sl
dung d&c biét d& nhém cac port khéng st dung cho dén khi
ching dwoc cha dong dat vao dich vu.

o CAu hinh tat c& cac cbng chwa stp dung nhw l1a & mode
access, khéng cho phép ty ddng dam phan trunk.

e VO hiéu hoa ty dong dam phan trunk: Theo mac dinh, thiét bj chuyén mach
Cisco Catalyst Cisco 10S dang chay phan mém dwoc ciu hinh dé tw dong
thwong lwong kha nang trunking. Van dé nay dat ra mét mdi nguy hiém
nghiém trong cho co' s& ha tang, vi mot thiét bi ctia bén th ba khéng ¢
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bdo ddm co thé dwoc gidi thiéu dén mang nhw mét thanh phan co sé ha
tang hop 1&. Cac kha nang bi tAn bao gébm chan traffic, chuyén hwéng lwu
lwong truy cap, va DoS. Pé tranh nguy co nay, vo hiéu hoa ty ddong dam
phan trunking va tw kich hoat né trén cac lién két c6 yéu cau né. Pam bao
rang dwdng trunk st dung mét native VLAN dwoc danh riéng cho trunking.

o Kiém soat truy cap thiét bj vat ly: Tranh cac thiét bi déu truy cap truc tiép
port.

e Xay dwng bao vé trén port: cac bién phap cu thé phai dwoc thwc hién
trén tt ca cac port truy cap cta bat ky switch dwoc dat vao dich vu. Dam
bdo rang chinh sach dwgc dat ra cho ca port dung van khéng dung trén
switch. Dbi v&i cac cbng kich hoat cho thiét bj dau cubi truy cap, macro
switchport host thuwc hién cac hanh ddng khi hoat déng trén mét port cu thé:

o Dat ché do accesscho port
o Kich hoat spanning tree PortFast
o V6 hiéu hoéa kénh nhom.
Lwu y : Lénh switchport host & mdt macro thwe hién nhiéu cau lénh ciu

hinh. N6 khéng cé hinh thirc “no” dé& vé hiéu héa nd. Dé tré vé giao dién dé céu
hinh mac dinh cta né, st&r dung Iénh default interface interface-id.
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