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Bai 1: Gidi thi¢u vé Cong nghé VPN
Gié6i thiéu vé Cong nghé VPN
VPN la gi

Mang riéng 4o hay con duoc biét dén voi tir viét tit VPN, ddy khong phai 1a mot khai
niém madi trong cong ngh¢ mang. VPN cé thé dugc dinh nghia nhu 1a mdt dich vu mang
40 dugce trién khai trén co so ha téng cua hé théng mang cong cong véi muc dich tiét
kiém chi phi cho cac két ndi diém-diém. Mot cude dién thoai gitra hai ca nhan la vi du
don gian nhét mo ta mot két ndi riéng 4o trén mang dién thoai cong cdng. Hai dac diém
quan trong ctia cong nghé VPN 14 "riéng" va "ao" twong (mg v&i hai thuat ngi tiéng anh
(Virtual and Private). VPN c6 thé xuat hién tai bat ctr 16p nao trong mé hinh OSI, VPN
1a su cai tién co so ha ting mang WAN, lam thay d6i va 1am tang thém tich chit cua
mang cuc bd cho mang WAN.

Remote site

HA NOI Center ite

TPHCM
Remote site

VPN=Duong ham + Mi hoa
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Lgi ich cua VPN dem lai
VPN lam giam chi phi thwong xuyén:

VPN cho phép tiét kiém chi phi thué dudng truyén va giam chi phi phét sinh cho nhan
Vién & xa nhd vao viée ho truy cap vao hé thong mang ndi bo thong qua cac diém cung
cap dlCh vu ¢ dia phuong POP(Point of Presence), han ché thué duong truy cép cua nha
cung cip dan dén gia thanh cho viéc két ndi Lan - to - Lan giam di dang ké so véi viéc
thué duong Leased-Line

Giam chi phi quan Iy va hé trg

Vc’ri viéc str dung dich vu cua nha cung cdp, chiing ta chi phai quan Iy cac két ndi dau
cudi tai cac chi nhanh mang khong phai quan 1y cac thiét bi chuyén mach trén mang.
Dong thoi tan dung co sé ha tang cua mang Internet va doi ngli k¥ thudt ciia nha cung
cap dich vu tir d6 cong ty co thé tap trung vao cac ddi twong kinh doanh.

VPN diam bao an toan thong tin, tinh toan ven va xac thuc

Dit liéu truyén trén mang duoc ma hoa bang cac thuét toan, dong thoi duoc truyén trong
cac duong ham(Tunnle) nén thong tin ¢6 do an toan cao.

VPN dé dang két ndi cac chi nhanh thanh mdt mang cuc bd
Véi xu thé toan cau hoa, mot cong ty co thé c6 nhiéu chi nhanh tai nhiéu quéc gia khac
nhau. Vi¢c tap trung quan 1y thong tin tai tat ca cac chi nhanh 1a can thiét. VPN c6 thé

dé dang két nbi hé théng mang giita cac chi nhanh va vin phong trung tdm thanh mot
mang LAN vdi chi phi thap.
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Bai 2: C4c loai VPN
Cac loai VPN

VPN dwgc chia thanh 02 loai:

* VPN Remote Accesss
* VPN Site to Site

VPN Intranet

VPN Extranet

Mobile Liser 2
—
,r ACCASES

Mabile Liser 1 e, s

Home Based ‘\ﬁll

InternetProvider

User - .
Metwork ] l - i :
\\\- {UPN Eaﬂkbﬁnﬂ} / P EEEE Y
___.-/\ P S - VPN Guteway’ [SEERN
~ o Caonces
Headquaners
VPN Remote Access
VPN Remote Access

VPN Remote Access—Cung cip két ndi truy cdp tir xa dén mot mang Intranet hodc
Extranet dya trén ha tang dugc chia sé. VPN Remote Access st dung duong truyén
Analog, Dial, ISDN, DSL, Mobile IP va Cable d¢ thiét 1ap két ndi dén cac Mobile user.

Mot dic diém quan trong cia VPN Remote Access 1a: Cho phép ngudi dung di dong
truy cdp tur xa vao hé thong mang ndi bo trong cong ty dé lam vi¢c.

Pé thuc hién duge VPN Remote Access can:
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Co6 01 VPN Getway(co 01 IP Public).
Day 1a diém tap trung xir Iy khi VPN Client quay sd truy cap vao hé théng VPN ndi bo.

Cac VPN Client két n6i vao mang Internet

_F

[

wgﬁ Office

__VPN Tunnel \x
— ‘-\""\-\.\_\_\\

1ntarrml.me'.-rdar
Metwork
(VPN Backbomne)

”‘\ e

- -

VPN Site to Site
VPN Site - to - Site
VPN Site - to - Site duoc chia lam hai loai nho 1a VPN Intranet va VPN Extranet
Intranet VPN
—Két ndi vin phong trung tim, cac chi nhanh va vin phong ¢ xa vao mang ndi bo cua
cong ty dua trén ha tang mang dugc chia sé. Intranet VPN khac voi1 Extranet VPN ¢ cho
no6 chi cho phép cac nhan vién ndi bd trong cong ty truy cap vao h¢ thong mang ndi bd
cua cong ty.
Extranet VPN
—Két ndi bd phan khach hang cua cong ty, bd phan tu van, hodc cac dbi tac cla cong ty

thanh mot hé théng mang dua trén ha tﬁng duoc chia sé. Extranet VPN khac voi1 Intranet
VPN 6 cho cho phép céc user ngoai cong ty truy cap vao hé thong.
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Pé thue hién dwgc VPN Site - to Site cin:

C6 02 VPN Getway(Méi VPN Getway cé 01 IP Public). Pdy la diém tap trung xir Iy
khi VPN Getway phia bén kia quay so truy cdp vao.

Cic Client két néi vao hé thong mang nji bp
M6 hinh ap dung tai treong PH SPKT Hung Yén.

Theo phan tich va qua khao sat thuc té, hién nay cac thay, cd di cong tac tai cac co s0,
chi nhanh lién két ngoai truong déu c6 may tinh va mong mudn két noi vao h¢ thong
mang ndi bd trong truong dé lam viéc.

Tai thoi diém thyuc hién do an nay, truong ta chi c6 mdt co sé tai Huyén Khoai Chau,
Tinh Hung yén. Do vay viéc thiét 1ap md hinh hé thong VPN Remote Access 1a phu
hop.

Khi truong ta c6 thém céac co s tai Hai Duong va Phd Nbi, chiing ta co thé chuyén sang
md hinh Site - to - Site d€ két n6i1 03 co s ndy vao thanh mot hé thong LAN ndi bd.

DNE1: 162.168.3.5
DNSE 216 2450,

Internet

Diomaln:

S sareahilp oo

IP: 172.31.1.7724
Internal Interface

IF: 192,168 3.6/24

LAMN
Corporation

Domadn
Controller

IP: 192, 1683 524
DG: 192.166.3.6
DME1; 127001
DNSZ: 210.245.0.8

Mo hinh VPN Remote Access ap dung thir nghiém tai Khoa CNTT Truong DH SPKT Hung Yén
Diéu kién thiét bi cin c6 khi thue hién VPN
Qua thir nghiém cho thay, mot mang VPN hoat dong tot khi dap timg duogc cac yéu cau:
Hoat dong 6n dinh va lién tuc
Téc db truy cap tot

Pép tmg duoc sb két nbi dong thoi

6/38



Trong mo hinh thir nghiém cila ching ta & trén, cac thiét bi can c6 1a muc téi thiéu cho
viéc thtr nghiém mot mang VPN Remote Access gom:

01 Buong ADSL

01 Modem ADSL

01 May chu Server cai phan mém ISA Server(Péng vai trd 1a VPN Server)

Qua thir nghiém cho thdy, v6i s6 lwong VPN Client it, tir 5-10 két ndi dong thoi thi
mang VPN hoat dong binh thuong, nhung khi s6 két ndi ting nén ,nhi?;u hon va dung
luong download, upload cao thi hay xdy ra hi¢n tugng Disconect. Van d€ nay hoan toan

1a do dung luong dudng truyén va kha ning xir 1y cia thiét b

Dé co thé thiét 1ap mang VPN lam viéc chuyén nghiép tai truong BPH SPKT Hung Yén
chung ta can céc thiét bi chuyén dung, c6 do tin cdy cao nhu:

Cisco PIX 500 Series

Pay 1a dong thiét bi an ninh chuyén dung hang dau cta Cisco cho phép nhiéu két ndi
VPN dong thoi tuy thude vao loai thiét bi nhu

PIX 515E cho phép 500 két ndi dong thoi danh cho cac doanh nghiép nho va trung binh
c6 gia tham khao 1a $3700.

PIX 535E cho phép 10000 két ndi VPN ddng thoi danh cho cac tp doan 16n c6 gia tham
khao 1a $10,000

Dong thoi duong truyén cung la mot Van dé rat quan trong. Néu duong truyen vao VPN

Getway c¢6 dung luong truyén cao va 6n dinh 1a mot yéu té dam bao hé théng mang hoat
dong 6n dinh.
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Bai 3: Cac cong nghé va giao thirc hé tro
VPN

Cac cong nghé va giao thirc hé troe VPN
Puwong him va mi hoa

Chtrc ning chinh ctia mdt mang VPN 1a truyén thong tin d3 duoc ma hoa trong mot
duong ham dya trén ha tang mang dugc chia sé

Puwong haim

Puong ham 12 mot khai niém quan trong ctia mang VPN, nd cho phép cac cong ty co
thé tao ra cac mang ao dua trén hé thong mang cong cong. Mang ao nay khong cho phép
nhimg ngudi khong co quyén truy cip vao. Puong him cung cap mot két ndi logic diém
dén diém trén hé théng mang Internet hay trén cac mang cong cong khac. Bé dir liéu
duoc truyén an toan trén mang, mot giai phap duoc dua ra 1a ma hoa dir liéu trude khi
truyén. Dir liéu truyén trong duong ham chi c6 thé duoc doc bai nguoi nhan va ngudi
giri. Puong ham tao cho VPN ¢ tinh chét riéng tu trén mang.

Dé mé ta chi tiét nguyén 1y khi goi tin truyén qua dudng ham ta nghién ctru mot loai
duong hdm dién hinh 13 GRE. Pay ciing 1a giao thirc tao dudng ham duoc sir dung trong
PPTP la giao thuc tao két néi VPN Peer to Peer va Remote Access rat phd bién cua

Microsoft.

Microsoft sir dung dich vu RRA(Routing and Remote Access) dé dinh tuyén giira
cac LAN nhuw hinh sau:

Lelient L=RPAS ===== YPN ===== R-RPEAS BEclientc

Dinh dang géi tin GRE, déy ciing 14 giao thirc Microsoft ding dé dong goi dit liéu nhu
sau:
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P o= 0 o= DD O C oD O S OO DOm0 +
| IPF Header |
e e e +
| GEE Header |
e e e +
| PPD Header |
e e e +
| Encrypted PPP Payload |
e e e +
| Data Link Trailer |
P o= 0 o= DD O C oD O S OO DOm0 +

Dit liéu tir Client dwa dén VPN Getway duoc dong goi bai giao thie PPP(Point - to -
Point Protocol) véi mot PPP Header. Sau d6 goéi tin duge dong gdi bdi GRE vai mot
GRE Header va duoc truyén trong dudng ham. Tai dau bén kia ciia duong ham, goi tin
duogc giai phong khoi GRE Header va PPP Header sau d6 duoc van chuyén dén dich.
Céc Header ctia mdi goi tin duoc thé hién trong hinh sau:

Loclient L-BRAS ===== WPH ===== RB-REAS Eclient
| Irp | | Internet | | Ip |
L/L header L/L header DfL header
IF header IF header IF header
Payload GRE header Payload
PPP =tub

Payload {(encrypted)

Mot vi du vé duong hdm GRE sau khi dugc thiét 1ap trong mo hinh Site - to

HA NOI ROUTER
203.162,168.1/28

Ll;l-i:-l.
192.168.2.1/25

EA NANG ROUTER

182.168.1.112

192.168.2.0/25

LaK_HA NOI

Ma hoa

M3 hoa 1a mot diac diém co ban trong viéc xay dung va thiét ké mang VPN. Mang VPN
sit dung ha tang cta hé thong Internet va cac mang cong cong khac. Do vay dit lidu
truyén trén mang c6 thé bi bat giit va xem thong tin. Dé dam bao thong tin chi duoc doc
boi ngudi nhan va ngudi gui thi dir liéu phai duge ma hoa véi cac thuat toan phuc tap.
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Tuy nhién chi nén ma hoé céc thong tin quan trong vi qué trinh ma hod va gian ma sé
anh huong dén toc do truyén tai thong tin.

Céc nha cung cp dich vu VPN chia VPN thanh 3 tip hop d6 1a VPN 1ép 1, 2 va 3.

VPN 16p 1 duge st dung dé van chuyén cac dich vu 16p 1 trén ha tf?lng mang duogc
chia s¢é, dugc diéu khién va quan ly bd1 Generalized Multiprotocol Label Switching
(GMPLYS).

Hién nay, viéc phat trién VPN 16p 1 con dang trong giai doan thir nghiém nén VPN
Layer 1 khong dugc dé cap dén trong tai li€u nay.

Hiéu don gian nhat, mot két ndi VPN giira hai diém trén mang cong cong 1 hinh thirc
thiét 1ap mot két ndi logic. Két ndi logic co thé duoc thiét 1ap trén 16p 2 hodc 16p 3 cua
mo hinh OSI va cong nghé VPN c6 thé dugc phan loai rong rii theo tiéu chuan nay nhu
1a VPN 16p 2 va VPN 16p 3(Layer 2 VPNs or Layer 3 VPNs).

Cong nghé VPN 16p 2

Cong nghé VPN 16p 2 thyc thi tai 10p 2 ctia md hinh tham chiéu OSI; Cac két ndi point-
to-point dugc thiét lap gitra cac site dua trén mot mach do(virtual circuit). Mot mach ao
1a mot két nbi logic gitra 2 diém trén mot mang va co thé mo rong thanh nhiéu diém. Mot
mach 4o két ndi gitta 2 diém dau cudi(end-to-end) thuong duge goi 14 mot mach vinh
ctru(Permanent Virtual Circuit-PVC). Mot mach 4o két ndi dong 2 diém trén mang(point
to point) con duoc biét dén nhu mang chuyén mach(Switched Virtual Circuit - SVC).
SVC it duge sir dung hon vi d6 phirc tap trong qué trinh trién khai ciing nhu khéc phuc
hé théng 16i. ATM va Frame Relay 13 02 cong nghé VPN 16p 2 phd bién.

Céc nha cung cip hé théng mang ATM va Frame Relay c6 thé cung cap cac két ndi site
- to - site cho céc tap doan, cong ty bang cach cau hinh cdc mach ao vinh ctru(PVC)
thong qua hé thong cap Backbone duogc chia sé.

Mot sy tién loi cia VPN 16p 2 1a doc 1ap vi cac ludng dit lidu 16p 3. Cac mang ATM va
Frame Relay két ndi gitra cac site co thé sur dung rat nhiéu cac loai giao thirc dugc dinh
tuyén khac nhau nhu IP, IPX, AppleTalk, IP Multicast...ATM va Frame Relay con cung
cap dic diém QoS(Quality of Service). Pay 1a diéu kién tién quyét khi van chuyén céac
ludng dit lidu cho Voice.

Cong nghé VPN Lop 3
Mot két ndi gitra cac site co thé dugc dinh nghia nhu 1a VPN 16p 3. Cac loai VPN lop

3 nhu GRE, MPLS va IPSec. Cong nghé GRE va IPSec dugc sir dung dé thuc hién két
ndi point - to - point, cong nghé MPLS thuc hién két n6i da di€ém(any - to - any)
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Puong hAm GRE

Generic routing encapsulation (GRE) dugc khai xudng va phat trién bai Cisco va sau
d6 duge IETF xé4c nhan thanh chuan RFC 1702. GRE duoc dung dé khéi tao cac duong
ham va c6 thé van chuyén nhiéu loai giao thtrc nhu IP, IPX, Apple Talk va bat ky céac
6i dir liéu giao thirc khac vao bén trong dudng ham IP. GRE khéng c6 chirc ning bao
mat cap cao nhung c6 thé dugc bao vé bang cach st dung co ché IPSec. Mot dudng ham
GRE giita 2 site, & d6 IP c6 thé vuon t&i duge ¢ thé duoc mé ta nhu 1a moét VPN bai
vi dir liéu riéng giira 2 site c6 thé dugc dong gbi thanh cac goi tin v6i phan Header tuan
theo chuan GRE.

Boi vi mang Internet cong cong duoc két ndi trén toan thé gidi. Cac chi nhanh ciia mot
tap doan nam trén nhitng ving dia 1y khac nhau. Pé cac chi nhanh nay c6 thé truyén dir
lidu cho nhau va cho vian phong chinh tai trung tdm thi diéu kién can 1a mdi chi nhanh
chi can thiét 1ap mot két ndi vat Iy dén nha cung cip dich vu Internet(ISP). Thong qua
mang VPN duoc thiét 1ap st dung GRE Tunnel. TAt ca cac dir lidu gitta cac chi nhanh
s& trao doi v6i nhau trong mot duong hdm GRE. Hon thé dit liéu con dugc bao mat va
chdng lai cac nguy co tin cong

MPLS VPNs

Cong nghé MPLS VPN xiy dung cac két ndi chuyén mach nhin(Label Switched
Path) thong qua cic Router chuyén manh nhan(Label Switch Routers). Cac géi tin
duoc chuyén di dua vao Label cia mdi goi tin. MPLS VPN c6 thé sir dung céc
giao thuc TDP(Tag Distribution Protocol), LDP(Label Ditribution Protocol) hodc
RSVP(Reservation Protocol)

Khoi xudng cho cong nghé nay 1a Cisco, MPLS ¢6 ngudn gbc 1a cac Tag trong mang
chuyén mach va sau d6 dugc IETF chuan hoa thanh MPLS. MPLS dugc tao ra thong
qua cac Router sir dung co ché chuyén mach nhén(Label Switch Routers). Trong mot
mang MPLS, c4c goi tin duge chuyén mach dya trén nhin ciia mdi géi tin. Cac nha cung
cap dich vu hién nay dang ting cuong trién khai MPLS dé cung cip dich vu VPN MPLS
dén khach hang.

Ngudn gbe cua tat ca cac cong nghé VPN 1a dit liéu riéng duoc dong goi va phan phdi
dén dich vo1 viéc gan cho cac goi tin thém phan Header; MPLS VPN sir dung céc

nhan(Label) dé dong goi dit liéu gdc va thue hién truyén goi tin dén dich.

RFC 2547 dinh nghia cho dich vu VPN str dung MPLS. Mot tién ich cua VPN MPLS so
v6i cac cong nghé VPN khac 1a n6 giam do phtrc tap dé cau hinh VPN gitta céc site.
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Vi du

Cong ty chung ta c6 03 chi nhanh tai 3 dia diém khac nhau, dé cac site ndy co thé truyén
dir liéu cho nhau chiing ta thyuc hién cau hinh VPN any-to-any(Full Mesh) sir dung céc
cong nghé nhu ATM hay Frame Relay, khi d6 mdi site doi hoi 02 Virtual Circuit hodc
tunnel dén mdi site khac dong thoi chiing ta phai thiét 14p cau hinh dén médi site do vay
hé s6 phirc tap ctia mo hinh nay 13 O(n) véi n 1a s site. Nguoc lai, véi mo hinh VPN
MPLS ta ludn c6 hé sé phirc tap 1a O(1) du hé thong cé dén n site khac nhau di ching
nia.

Thuec té cho thiy cac két ndi site-to-site khong tao dudng ham point-to-point ctia VPN
MPLS c¢6 kha nang moé rong dé dang. Céac két ndi any-to-any gitra cac site co thé duoc
thyc hién dé dang bang cong nghé MPLS.

Tuy nhién cong nghé nay gip phai mot tré ngai d6 1a phu thudc vao co so ha ting nha
cung cap dich vu VPN MPLS. Trong khi d6 cong nghé VPN GRE lai ¢6 thé duoc sir
dung thong qua Internet dé¢ mé rong tim hoat dong mot cach dé dang ma khong phu
thudc nha cung cép, thém vao dé ban than cong ngh¢ VPN GRE tu chinh n6 da dat dugc
mot kha nang bao mat co ban véi cong nghé truyén dir liéu trong dudng ham

IPSec VPNs

Mot ndi dung chinh ma bat ky ai sir dung VPN mudn bao mat dir liéu khi ching duoc
truyén trén h¢ thong mang cong cong. Mot cau hoi duge dat ra 1a lam thé nao dé ngan
chdn moi nguy hiém tur vi¢c nghe trom dir li€u khi chung dugc truyén di trén mang cong
cong?

Ma hoé dir liéu 1a mdt cach dé bao vé nd. Ma hoa dir li€u co6 thé dugc thuc hién bang
cach trién khai cac thiét bi ma hoa/gidi ma tai moi site.

IPSec 1a mot tap giao thuc dugc phat trién boi IETF dé thuc thi dich vu bao mét trén céac
mang IP chuyén mach géi. Internet 1 mang chuyén mach géi cong cong 16n nhat. Cong
nghé IPSec VPN dugc trién khai c6 mot y nghia quan trong 1a tiét kiém chi phi rat 16n
so vé1 mang VPN str dung Leased-Line VPN.

Dich vu IPSec cho phép chung thuec, kiém tra tinh toan ven dit liéu, diéu khién truy cap
va dam bdao bi mat dir li¢u. Vi IPSec, thong tin dugc trao doi gitra cac site s¢ dugc ma
hoé va kiém tra. IPSec c6 thé duoc trién khai ca trén hai loai VPN 1a Remote Access
Client va Site-to-Site VPN
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Giao thirc PPTP(Point-to-Point Tunneling Protocol)

Pay 1a giao thitc dudng him phd bién nhét hién nay. Giao thirc dugc phat trién boi
Microsoft.

PPTP cung cip mot phan cia dich vu truy cap tir xa RAS(Remote Access Service). Nhu
L2F, PPTP cho phép tao dudng ham tir phia nguoi dung(Mobile User) truy cap vao VPN
Getway/Concentrator

Giao thue L2F

La giao thirc 16p 2 dugc phat trién bai Cisco System. L2F dugc thiét ké cho phép tao
duong ham gitta NAS va mot thiét bi VPN Getway dé truyén cac Frame, nguoi st dung
tir xa c6 thé két ndi dén NAS va truyén Frame PPP tir remote user dén VPN Getway
trong duong ham duoc tao ra.

Giao thue L2TP

WFHN Sarver

Remate User 2

La chuén giao thirc do IETF dé xuét, L2TP tich hop ca hai diém manh 13 truy nhép tir xa
ciia L2F(Layer 2 Forwarding cua Cisco System) va tinh két ndi nhanh Point - to Point
cua PPTP(Point to Point Tunnling Protocol ctia Microsoft). Trong moi truong Remote
Access L2TP cho phép khéi tao dudng hdm cho cac frame va sir dung giao thicc PPP
truyén dir liéu trong dudng ham.

Mot sb wu diém cua L2TP
 L2TP hd tro da giao thic
» Khong yéu cau cac phan mém mé rong hay sy ho trg cia HDH. Vi vay nhiing

ngudi dung tlr xa cling nhu trong mang Intranet khong can cai thém cac phan
meém dac biét.
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« L2TP cho phép nhiéu Mobile user truy cip vao Remote Network thong qua hé
thong mang cong cong

« L2TP khéng c6 tinh bao mat cao tuy nhién L2TP c6 thé két hop véi co ché bao
mat IPSec dé bao v¢ dit liéu.

* V&i L2TP su xac thuc tai khoan dya trén Host Getway Network do vay phia
nha cung cip dich vu khong phai duy tri mot Database dé tham dinh quyén truy
cap

IEEE 802.1Q tunneling (Q-in-Q)

Puong ham 802.1Q cho phép nha cung cp dich vu tao cac dudng ham trén Ethernet
st dung ha tang mang dugc chia sé. Dir li¢u trong duong ham 802.1Q dugc van chuyén
phu thudc vao tag 802.1Q

The Secure Sockets Layer (SSL)

SSL 14 giao thitc bao mat duoc phat trién boi tap doan Netscape(SSL version 1,2 va 3).
SSL cung cip co ché bao mat truy cdp tir xa cho ngudi dung di dong. Co ché SSL it
duoc trién khai hon vi tinh bao mat ciia n6 khi so sanh véi cac co ché khac(L2F, PPTP,
L2TP, IPSec)

Giao thirc Point to Point Protocol(PPP)

Pay la giao thirc dong goi dé truyén dit liéu qua két ndi Serial. Loi thé 16n nhat ciia PPP
1a c6 thé hoat dong trén moi Data Terminal Equipment (DTE) hodc Data Connection
Equipment(DCE). M6t dic diém thuén loi ciia PPP 1 n6 khong gidi han toc do truy cép.
PPP 1a san sang cho két ndi song cong (Full Duplex) va 1a giai phap tot cho két nbi Dial-
up.
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Bai 4: Giao thirc biao mat IPSec

Giao thurc bao mat IPSec

Cong nghé VPN sir dung co s& ha tang mang cong cong va cac moi truong truyén dan
duoc chia sé khac dé truyén dir li€u, do vay bdo mat dir li¢u trong mang VPN la van dé
v0 cung quan trong. PE gidi quyét van dé nay, VPN xdy dung duong ham(Tunnle) va su
dung bd giao thirc IPSec dé ma hoa dir li¢u trong duong ham.

Mot thuat toan ma hoa c6 hai chirc ning ma hoa va giai ma

Ma hoa(Encryption):

C6 chirc ning chuyén dir liéu ¢ dang ban rd(Plain text) thanh dang dit liéu dugc ma hoa

Giai ma(Decryption):

C6 chuc nang chuyén thong tin di duoc ma hoa thanh dang ban rd(Plain Text) véi key
duoc cung cap.

Cac thuat toan mat ma dwge xeép vao hai loai sau:

« Déi xtmg(Symmetric)
» Bat doi xirng(Asymmetric)

Thuét toan mit ma ddi xing(Symmetric)

C6 dic diém 1a ngudi nhan va ngudi giri cing st dung chung mot khoa bi mat(secret
key). Bat ky ai c6 khod bi mat déu c6 thé gidi ma ban ma.

Thuit toAn mit mi bat ddi xirng(Asymmetric

Con duge biét dén nhu 13 thuat toan khod cong khai(Public Key). Khoa ma duoc goi la
khoa cong khai va cé thé dugc cong bo, chi khoa ao(Private Key) 1a can dugc gilr bi
mat. Nhu vay Public Key va Private Key 1a 1ién quan dén nhau. Bat ky ai c6 Public Key

deu c6 thé ma hod ban Plain Text nhung chi c6 ai c6 Private Key mdi c6 thé giai ma tur
ban ma ve dang ro.

Dé minh hoa cho thuat toan nay, chung ta quay trd lai vi du vé bai toan mat ma dién

hinh 13: Bob va Alice can truyéng thong tin bi mat cho nhau sir dung thuét toan ma hoa
cong khai.
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Co ché ma hod va giai ma sw dung Public Key

Trong thuc té thuét toan ma khoa cong khai it dugc st dung dé ma hoa ndi dung thong
tin vi thudt toan nay xur Iy cham hon so véi thuat toan dbi xung. tuy nhién Public Key
thuong dugce dung dé giai quyét van dé phan phéi Key cua thuat toan ddi xtmg. Public
Key khong thay thé Symmetric ma chung tro gitip 1an nhau.

Digital Signatures

Mot Uimg dung khac cua thuat toan ma hoa cong khai la chir ky dién tir(Digital
Signature). Trd lai bai toan Alice va Bob. Lic ndy Bob mudn chimg thuc 1a thu Alice
gtri cho minh do chinh Alice guri chtr khong phai 1a mdt 14 thu ndc danh tor mot ké thirc
3 nao do. Do vay mot chir ky dién tir dugc sinh ra va gén keém vao tép tin ciia Alice, Bob
st dung Public Key dé giai ma va xac nhan day dang 1a chit ky cua Alice. Co ché xac

thuc nhu sau:
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Co ché xac thuc chit ky so
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« May tinh Alice sir dung ham HASH bam vin ban can muén giri cho Bob thanh
mat t€p 512 byte goi la tép HASH.

« Alice mi hoa tép HASH vdi Private Key thanh chit ky s6. Chit ky sé duoc dinh
kém vao van ban gui di

* Bob gidi ma chir ky dién tir cua Alice véi Public key tao ra t€p HASHI va sau
d6 st dung ham HASH bam tép Plain Text nhan duogc tir Alice tao ra tép
HASH?2

« HASHI va HASH?2 duoc so sanh v&i nhau, néu hop nhat thi van ban Bob nhan
dugc dung la cua Alice gtri.

IPSec Security Protocol

Muc dich ctua IPSec la cung cép dich vu bao mat cho goi tin IP tai 16p Network. Nhirng
dich vu nay bao gém diéu khién truy cap, toan ven dir li€u, chung thuc va bao mat dir
liu.

Encapsulating security payload (ESP) va authentication header (AH) 1a hai giao thirc
chinh dugc str dung dé cung cap tinh nang bao mat cho géi IP. IPSec hoat dong véi hai
co ché Transport Mode va Tunnel Mode

IPSec Transport Mode

Trong ché d6 nay mot IPSec Transport Header(AH hoic ESP) dugc chén vao giira IP
Header va cac Header 16p trén.

A TGP (a1

| ——— Kotherncated Eosed W et Faas — |

Origariasl 1P ESP P Cata ESP ESP
g Lalen o) Hearder A

| furenicaes —————— |
| ———— Ercnpaes ———=|

Hién thi mét IP Packet dwgc bao vé béi IPSec trong ché dé Transport Mode

Trong ché d6 nay, IP Header ciing gidng nhu IP Header cua goi dir liéu gdc trir trudng
IP Protocol 1a duoc thay d6i néu sir dung giao thirc ESP(50) hodc AH(51) va IP Header
Checksum la dugc tinh toan lai. Trong ché @6 nay, dia chi IP dich trong IP Header la
khong duoc thay doi bai IPSec ngudn vi vay ché d6 nay chi duogc sir dung dé bao vé cac
g6i ¢6 IP EndPoint va IPSec EndPoint giéng nhau.

[PSec Transport Mode 1a rat tot khi bao vé ludng dit liéu gitra hai host hon 1 mé hinh
site-to-site. Hon thé hai dia chi IP cua hai host nay phai dugc dinh tuyén(Nhin thay nhau
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trén mang) diéu do6 tuong dwong véi viéc cac Host khong dugce phép NAT trén mang.
Do vay IPSec Transport Mode thuong dugc dung dé bao v¢ cac Tunnle do GRE khoi
tao gitra cic VPN Getway trong mo hinh Site-to-Site,

IPSec Tunnle Mode

Dich vu IPSec VPN str dung ché do Transport va phuong thirc dong géi GRE giira céac
VPN Getway trong mé hinh Site-to-Site 13 hiéu qua. Nhung khi cac Client két nbi vao
Getway VPN thi tir Client va Getway VPN la chua dugc bao v€, hon thé khi cac Client
mudn két ndi vao mét Site thi viéc bao vé IPSec cling 1a mot van dé. IPSec Tunnle Mode
ra doi dé hd trg van dé nay.

O ché d6 Tunnle Mode, goi IP ngudén duoc dong goi trong mot IP Datagram va mot
[PSec header(AH hodc ESP) dugc chén vao gitra outer va inner header, bdi vi dong goi
voi mot "outer" IP Packet, ché do Tunnle duge c6 thé duge sir dung dé cung cép dich vu
bao mat giira cac IP Node dang sau mot VPN Getway

Oigiral 1P
H TCF (#5101
Oviginal b Cwignal IF
H A 1cP Lrata

| puthiriticalid Except Mutiabls Fiokls ——|

MNew 1P ESP Criganal IP TCP Dats ESP ESP
Hexwcdesr Haoader Haadar Trailes Audfy

| —————— Mdhenicale ——————————————|
|-‘_ Ercryptod —-|

G6i IP trong ché do IPSec Tunnle

Encapsulating Security Header (ESP)

Al
oy 8 15 24 31
i Security Paramater Indax (SP1)
i Sequencd Number
[
! ] Payload Data (Variabie)
L
i ! | Padding (0=-255) Bylas
! Pad Aepott | §
[ Length | Hander | !
' i Authentication Data (Variabia) o
: :--'-"'-------l F--'---': :
- ! .-
Qriginal IP ESP ESP ESP
Haader Headar TP Dula Trailar Authantication

Goi dir liéu IP dwoc bao vé boi ESP
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ESP cung cép su bao mat, toan ven dir li€u, va ching thuc nguén géc dir liéu va dich vu
chong tan cong Anti-reply

ESP dién gia tri 50 trong IP Header. ESP Header duoc chén vao sau IP Header va trudc
Header cua giao thtrc 16p trén. IP Header c6 thé 1a mot IP Header méi trong ché do
Tunnle hodc l1a IP Header nguon néu trong ché d Transport.

Criginal IP TCP

Crintn
Heager

| ——— Auihenticated ————————|

Original IP ESP - s ESP ESP
Header Header TCF Ui Trailer Auth,

| ———— Encrypled —————=|

Goi IP dwge bao vé boi ESP trong ché d6 Transport

Origiraad I -

3t
Flieir Cata

| e pitherioally] |

M I ESP Coriginail 1P ToP Desta Esp ESF
Hisgchisr Hisgedisr Haader Tradis A,

| = Encrypled =

Go1 IP dwrge bao vé bl ESP trong ché dd Tunnle

Tham s bao mat Security Parameter Index (SPI) trong ESP Header 12 mot gié tri 32 bit
duoc tich hop véi dia chi dich va giao thuc trong [P Header.

SPI 1a mot s6 dugc lya chon boi Host dich trong sudt qué trinh dién ra thuong luong
Public Key giita cic Peer-to-Peer. SO nay ting mot cach tuan ty va nim trong Header
ctia nguoi giri. SPI két hop véi co ché Slide Window tao thanh co ché chéng tin cong
Anti-Replay.

Authentication Header (AH)
AH ciing cung cip co ché kiém tra toan ven dir liéu, ching thyc dit liéu va chéng tin

cong. Nhung khong gidng EPS, n6 khong cung cip co ché bao mat dit liéu. Phan Header
cua AH don gian hon nhiéu so voi EPS
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Authentication Data (Vanatis)

Criginal 1P AH TGP Datn

Goi IP dwoc bdo vé boi AH

AH 12 mot giao thie IP, dugc xac dinh boi gid tri 51 trong IP Header. Trong ché do
Transport, ga tri giao thuc 16p trén dugc bao vé nhu UPD, TCP..., trong ché d¢ Tunnle,
gia tri nay 1a 4. Vi tri cua AH trong ché d Transport va Tunnle nhu trong hinh sau:

Degeal 7
EEREAE
(= [ = [= =]

| i et [ sxopt Mutatin I sy, ——— |

Go1 IP dugc bao vé bol AH trong ché do

Transport
il 1P -
i . TGP Dk
Hewr 1P AH Driginal 1P TCP it
Hasmher it
|d————————— AuFwnbaied Encept Mulshly = |
Fiplel iy brw 1P Hapucior

Goi IP bio v bai AH trong ché d6 Tunnle

Trong ché d6 Transport, AH 1a rat tot cho két ndi cac endpoint st dung IPSec, trong ché
do Tunnle AH dong goi goi IP va thém IP Header vao phia trudc Header. Qua d6 AH
trong ché do Tunnle dugc st dung dé cung cap két ndi VPN end-to-end bao mat. Tuy
nhién phan noi dung cua géi tin 14 khong dugc bao mat
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Tién trinh chitng thue bit tay 3 buéc -Three-Way CHAP Authentication Process

Khi thiét 1ap mot két ndi VPN, Client, NAS hoic Home Getway sir dung co ché ching
thuc qua 3 budc dé cho phép hodc khong cho phép(Allow or Denied) tai khoan duoc
phép thiét 1ap két noi.

CHAP 1a giao thic chimg thuc challenge/response(Hoi dap/phan hdi). N6 ma hoa
Password thanh mot chir ky c6 do dai 64 bit thay cho viéc guri password di trén mang &
dang Plain Text. Co ché nay ho trg bdo mat Password tir Client dén Home Getway.

Tién trinh nay dugc mo ta nhu sau:

« Khi user khai tao mot phién két ndi PPP v6i NAS, NAS giri mot challenge dén
Client

« Client giri mot CHAP Response dén NAS trong d6 c6 user ¢ dang clear text,
NAS sir dung s6 khi user quay sé dén dé xac nhan diém cudi ciia dudng ham
IP. Tai diém nay PPP dam phéan va tam dimg & d6, va NAS hoi mot AAA
Server vé thong tin dudng him. AAA Server trg gitip thong tin dé chimg thuc
tunnle giita NAS va Home Getway. NAS va Home Getway ching thyc va thiét
1ap dudng ham giita NAS va Home Getway. Sau d6 NAS chuyén cac thong tin
dam phan PPP véi Client dén Home Getway

« Home Getway ching thuc Client va sau d6 tra vé mot Response, cai ma dugc
chuyén tiép qua NAS dén Client va giri mot CHAP success hoic failure dén
Client.

HAS MO AR

= -

Tién trinh chitng thue CHAP 3 bude
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Bai 5: Cac chire nang cua ISA
Cac chire nang cua ISA

ISA - Microsoft Internet Security and Acceleration 1a phan mém ting toc va bao mat hé
thdng ctia Microsoft. ISA c6 nhiéu phién ban. Phién ban méi nhat hién nay 1a ISA2006.
ISA 2006 c6 mdt s6 chic nang chinh sau:

Tinh nang Firewall

Kiém soat cac ludng dir liéu di chuyén trén hé thong ludn 13 cong viée vat va va kho
khin va yéu cau ngudi quan tri c6 mot kién thire sau vé hé théng. ISA dwa ra mot cong
cu lam don gian hod viéc d6 bang tinh ning Firewall. Tinh nang Firewall trong ISA cho
phép ta kiém soat cac ludng dit lidu(traffic) cua ting giao thirc, img dung va User trong
mang.

Tinh nang Proxy

Khi cac Client trong he thong truy cap ra Internet, viéc dé 16 IP nguon ra Internet 1a co
hoi cho cac Hacker tin cong vao hé thong. ISA dua ra mot co ché che dau cac thong tin
khi Client truy cép Internet.

Thiét 1ap mang VPN

ISA cho phép xay dung mot hé thong mang riéng ao cho phép ngudi ding tir xa Mobile
User truy cép vao h¢ thong mang ndi bd dé lam viéc, ISA ciling c6 co ché Site-to-Site
xay dung hé thong VPN giira cac chi nhanh v4i van phong chinh thanh mdt hé thong
mang ndi b

Tinh nang Web Cache

Dé ting tdc truy cap Internet, ISA xay dung co ché web Caching, cho phép Cache céc
trang web c6 lugng truy cap 16n vé Server. Néu cac Client truy cép vao Site da duoc
Cache trong Server thi ndi dung site d6 duoc 14y vé tir ISA Server ma khong phai di ra
Internet. Tir d6 ting toc do truy cap Internet.

Tinh nang Public Server

Dé Public cac Site 1én Internet, chiing ta can cac IP Public. Do vy chung ta phai thanh
todn chi phi thué bao cac dia chi IP nay. B¢ tiét ki€ém chi phi,
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chung ta chi st dung mot IP Public va Public cac Server ndi by 1én Internet nho ISA
Server.
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Bai 6: Bai toan thuc te
Bai toan thue té
Bai toan

Xay dung hé théng VPN cho phép cac thdy, c6 va cac ban sinh vién truy cap vao hé
thong mang ndi bo ctia khoa CNTT khi dang di cong tac xa hodc lam viéc tai nha.

So d0 hé thong

Extermal Inberface
IP; 173.31.1 &34
DEATEMAT
DR 192.160.0.5
OS2 210.245.0.8

Damain:
ay, servahflp.com

Internal InMerface
1P 10 1S 5 A2

LAN
Corporation

FO1980,0.829
DG 192.160.3.8
DHET 13700
DNE2: 0245089

Deamain
Cantrallar

Cic budée cau hinh hé thong

ISA Server 2004 firewall c6 thé dugc cu hinh tré thanh mét VPN server. Khi bat chuc
nang VPN server nd c6 thé chap nhan cac két ndi vao tir VPN clients -incoming VPN
client , néu két nbi thanh cong, VPN client computer sé& 13 thanh vién cua Mang duoc
bao vé, khong khac gi so vdi cac Client bén trong LAN. VPN servers truyén thong cho
phép VPN clients day du quyén truy cap vao Mang khi da duoc két ndi.

Nguoc lai voi ISA Server 2004 VPN server c6 kha ning cho phép ching ta diéu khién

nhing protocols ndo va nhitng servers niao ma VPN clients ¢ thé két nbi dén dya trén
dac quyén ma Client da khai bao khi thiét 1ap két noi-credentials dén VPN server.
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C6 thé dung Microsoft Internet Security and Acceleration Server 2004 management
console dé quan 1y tat ca cdu hinh lién quan dén VPN server . Firewall s& quan 1y danh
sach cac IP addresses duoc cap phat cho VPN clients va bd tri cac IP nay trén mot VPN
clients network duge chi dinh. Diéu khién truy cap sau do co thé duoc bd tri dyua trén
chiéu giao tiép, thong qua kiém soat ctia cac Access Rules : Pén hay tir VPN clients
network.

Theo cac buédc sau tién hanh enable ISA Server 2004 VPN server:

* Enable VPN Server
» Tao mot Access Rule cho phép VPN clients truy cdp vao Internal network
« Kiém tra cac két néi VPN.

Enable VPN Server

Theo mac dinh, thanh phén VPN server trén ISA Server bi disabled. Budc dau tién la
enable tinh nang VPN server va cau hinh cic thanh phan VPN server.

Tién hanh céc budc sau dé enable va ciu hinh ISA Server 2004 VPN Server:

1. Mo Microsoft Internet Security and Acceleration Server 2004 management
console , m¢ rong server name. Click trén Virtual Private Networks (VPN)
node.

2. Click trén Tasks tab trong Task Pane. Click Enable VPN Client Access.

¥irtual Private Networks (¥PN)

Tasks Y Help

VPN Clients Tasks

J Enable ¥PN Client Access

% Configure ¥PN Client
Access

Click Apply dé lvu nhitng thay ddi va cap nhat firewall policy.

Click OK trong Apply New Configuration dialog box.

Click Configure VPN Client Access.

Trén General tab, thay ddi gia tri 1a Maximum number of VPN clients allowed
Tu 5 dén 10.

Nk
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VPN Chents Propemties

. Click trén Groups tab. Trén Groups tab, click Add button.

2. Trong Select Groups dialog box, click Locations button. trong Locations dialog

box, click msfirewall.org entry va click OK.

. Trong Select Group dialog box, dién Domain Users trong Enter the object
names to select text box. Click Check Names button. group name nay s€ co
gach dudi khi n6 dugc tim thay trong Active Directory. Click OK.
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VPN Lhentz Properties

1. Click Protocols tab. Trén Protocols tab, danh dau check vao Enable L2TP/
IPSec check box.
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YIFHN Lhentz Froperhes

1. Click User Mapping tab. Panh déu check vao Enable User Mapping check box.
2. Danh diu check vao When username does not contain a domain, use this
domain check box. Pién vao msfirewall.org trong Domain Name text box.
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VYPH Chents Propeities 7] x|
General | Groups | Protacols UHMW"‘.‘I'

U'zer mapping is used to map YPN chents from nonwindows namespaces
[RADIUS or EAP suthenticated users) to the Windows namespace,

&3 & result, access ubes apphed to the Windows user sets ane also apphed
to usess from non-wWindows namespaces.

[+ Enable Uiser Mapping

¥ ‘When usemame doss not contain & domain, use this domain

Domain Hamea: Imtfimal g

Help about uset mappang

ok | caneel | aeny

1. Click Apply trong VPN Clients Properties dialog box.
2. Click OK Microsoft ISA 2004

Dialog box nhan dugc thong béo rang phai restart lai ISA Server firewall trudc khi cac
xac 1ap c6 hiéu luc. Click OK.

Click Apply Iuu lai nhitng thay d6i va cap nhat cho firewall policy.

Click OK trong Apply New Configuration dialog box.

Restart ISA Server 2004 firewall.

Tao mgt Access Rule cho phép VPN Clients truy cap vao Internal Network

b=

Tai thoi diém nay, VPN clients c6 thé két ndi dén VPN server. Tuy nhién, VPN clients
khong thé truy cap dén bat cir tai nguyén nao trén Internal network. Trudc hét, ban phai
tao mot Access Rule cho phép céc thanh vién thuoc VPN clients network truy cap vao
Internal network. Trong vd ndy, ching ta s& tao mot Access Rule nham cho phép tat
ca cac luu thong tr VPN clients network dugc vao Internal network. Trong moi truong
thuc té, ban c6 thé tao ra access rules han ché hon nham chit ché& viéc Users trén VPN
clients network chi c¢6 thé truy cap dén cac tai nguyén ma ho c6 nhu
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Tién hanh cic budc sau dé tao VPN clients Access Rule:

l.

98]

N —

AN S

Trong Microsoft Internet Security and Acceleration Server 2004 management
console, mé rong server name va click Firewall Policy node. Right click
Firewall Policy node, chon New va click Access Rule.

Trong Welcome to the New Access Rule Wizard page, dat tén cho rule trong
Access Rule name text box. Trong vd nay, ching ta sé dat tén cho rule 1a VPN
Client to Internal. Click Next.

Trén Rule Action page, chon Allow va click Next.

Trén Protocols page, chon All outbound protocols tir danh sach This rule
applies to. Click Next.

. Trén Access Rule Sources page, click Add. Trong Add Network Entities dialog

box, click Networks folder va double click trén VPN Clients. Click Close.

@ Extemal
e Inibsral
b Local Host
% Quarantned YPY Chents
=3 VPN Chenls
¥ | Metwork Sets
_J Computers
_ Address Ranges
A Subrnets
# | Computer Sets

] o= |

Click Next trén Access Rule Sources page.

Trén Access Rule Destinations page, click Add. Trén Add Network Entities
dialog box, click Networks folder va double click trén Internal. Click Close.
Trén User Sets page, chap nhan xac 1ap mic dinh 1, All Users, va click Next.
Click Finish trén Completing the New Access Rule Wizard page.

Click Apply dé luu nhiing thay doi va cap nhat firewall policy.

Click OK trong Apply New Configuration dialog box.

Enable truy cip quay sb -Dial-in Access cho Administrator Account
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Trong Active Directory domains khong phai & ché d6 native mode (Native mode: O ché
d6 nay tat ca cac Domain Controllers trong domain dy phai 13 Windows Server 2000/
2003), Tat ca cac tai khoan User déu bi disabled quyén quay sd truy cap theo mic dinh-
dial-in access by default. Trong tinh huéng ndy, ban phai enable dial-in access trén mdi
tai khoan

co ban. Nguoc lai, thi Active Directory domains & ché do native mode c6 dial-in access
dugc tap trung diéu khién boi Remote Access Policy trong RRAS Server. Windows NT
4.0 dial-in access ludn duoc diéu khién cin ctr trén timg User account Trong vi du nay,
Active Directory & dang Windows Server 2003 mixed mode, va vi thé can thay d6i thu
cong cac xac 1ap quyén quay sd trén user account.

Tién hanh céc budc sau trén domain controller dé enable Dial-in access cho riéng
Administrator account:

1. Click Start va chon Administrative Tools. Click Active Directory Users and
Computers.

2. Trong Active Directory Users and Computers console, click trén Users node
trong khung trai. Double click trén Administrator account trong khung phai.

3. Click trén Dial-in tab. Trong khung Remote Access Permission (Dial-in or
VPN), chon Allow access. Click Apply va click OK.
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l.

Adminiztrator Properties

Profile | Telephones | Organization | Member Of  Diskin | Envionmen <[ »|
Remete Access Permission (Diskin or VPN)

Callback Dptiors
' Ho Callback
 Set by Caller [Routing and Remaote Access Service only]

™ Always Callback ho |

r

Defirve routes to enable for this Dialn i e |
connechion

Dong Active Directory Users and Computers console.

2. Kiém tra két ndi VPN ISA Server 2004 VPN server gio day da chap nhan cac

két ndi VPN client.

Tién hanh cac budc sau dé kiém tra VPN Server:

l.

|98)

6.

Trén Windows 2000 external client, right click My Network Places icon trén
desktop va click Properties.

. Double click Make New Connection icon trong Network and Dial-up

Connections window.

Click Next trén Welcome to the Network Connection Wizard page.

Trén Network Connection Type page, chon Connect to a private network
through the Internet option va click Next.

. Trén Destination Address page, dién IP address 192.168.1.70 trong Host name

or IP address text box. Click Next.
Trén Connection Availability page, chon For all users option va click Next.

Khong thay doi trén Internet Connection Sharing page. va click Next.

Trén Completing the Network Connection Wizard page, dién vao tén cia VPN
connection trong Type the name you want to use for this connection text box.
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Trong vd ndy, chiing ta s& dat tén két ndi 1a ISA VPN. Click Finish.
Trong Connect ISA VPN dialog box, dién vao user name

MSFIREWALL\administrator va password cua administrator user account. Click
Connect.

Connect ISA VPN 7] x]

User name: IHS FIRE'WALL \adrnanistatos

1. VPN client s& thiét 1ap mat két ndi v6i ISA Server 2004 VPN server. Click OK

2. trong Connection Complete dialog box nhin dugc thong béo ring két nbi da
duoc thiét 1ap.

3. Double click trén Connection icon trong system tray va click Details tab. Ban
c6 thé thay ché d6 ma hoa 128 bits dung giao thirce MPPE- MPPE 128

encryption dugc st dung dé bao vé data va thiy IP address dugc cap phat cho
VPN client.
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I15A VPN Status

[ Propety [ Walee @ a
icat MS CHAP 2 |
MPPE 128
MPPC
On
1000109
100000108

. Click Start va Run command. Trong Run dialog box, dién vao
\WEXCHANGE2003BE trong Open text box, va click OK. Céc folder shares
trén domain controller xuét hién.

. Right click Connection icon trong system tray va click Disconnect.
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Tham gia dong gop

Tai lidu: Dé tai nghién ctru Cong nghé VPN

Bién tap boi: Khoa CNTT DHSP KT Hung Yén

URL: http://voer.edu.vn/c/8f2b2b24

Gidy phép: http://creativecommons.org/licenses/by/3.0/

Module: Gi6i thiéu vé Cong nghé VPN

Céc tac gia: Khoa CNTT DHSP KT Hung Yén

URL: http://www.voer.edu.vi/m/d940c5d1

Gidy phép: http://creativecommons.org/licenses/by/3.0/

Module: Cac loa1 VPN

Céc tac gia: Khoa CNTT DHSP KT Hung Yén

URL: http://www.voer.edu.vi/m/b4116e99

Gidy phép: http://creativecommons.org/licenses/by/3.0/

Module: Cac cong nghé va giao thic hd tro VPN

Céc tac gia: Khoa CNTT DHSP KT Hung Yén

URL: http://www.voer.edu.vn/m/fa830073

Gidy phép: http://creativecommons.org/licenses/by/3.0/

Module: Giao thirc bao mat IPSec

Céc tac gia: Khoa CNTT DHSP KT Hung Yén

URL: http://www.voer.edu.vn/m/aa970ea7

Gidy phép: http://creativecommons.org/licenses/by/3.0/

Module: Céc chirc nang cua ISA

Céc tac gia: Khoa CNTT DHSP KT Hung Yén

URL: http://www.voer.edu.vn/m/53e5d576

Gidy phép: http://creativecommons.org/licenses/by/3.0/

Module: Bai toan thuc té
Céc tac gia: Khoa CNTT DHSP KT Hung Yén
URL: http://www.voer.edu.vn/m/14944d7a
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Gidy phép: http://creativecommons.org/licenses/by/3.0/

Module: Tai liéu tham khao

Céc tac gia: Khoa CNTT BDHSP KT Hung Yén

URL: http://www.voer.edu.vn/m/cf85153¢

Gidy phép: http://creativecommons.org/licenses/by/3.0/
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Chwong trinh Thu vién Hoc liéu Mé Viét Nam

Chuong trinh Thu vién Hoc liéu M¢ Viét Nam (Vietnam Open Educational Resources
— VOER) duogc hd tro boi Quy Vi¢t Nam. Muc tiéu cua chuong trinh 1a xay dung kho
Tai nguyén gido duc Mo mién phi ctia nguoi Viét va cho nguoi Viét, ¢ ndi dung phong
phu. Céc ndi dung déu tuan thu Gidy phép Creative Commons Attribution (CC-by) 4.0
do d6 cac nodi dung déu co thé duoc str dung, tai st dung va truy nhap mién phi trudc
hét trong trong méi trudng giang day, hoc tip va nghién ctru sau d6 cho toan xi hoi.

Vi su hd tro cia Quy Viét Nam, Thu vién Hoc liéu Mé Viét Nam (VOER) da tr¢ thanh
mot cong thong tin chinh cho céc sinh vién va giang vién trong va ngoai Viét Nam. Mdi
ngay c6 hang chuc nghin luot truy cidp VOER (www.voer.edu.vn) dé nghién ciru, hoc
tap va tai tai liéu giang day vé. V6i hang chuc nghin module kién thuc tir hang nghin
tac gia khac nhau dong gop, Thu Vién Hoc liéu Mé Viét Nam 1a mdt kho tang tai li€u
khong 16, ndi dung phong pht phuc vu cho tit ca cac nhu cau hoc tap, nghién ctru cia
doc gia.

Ngudn tai liéu md phong phii c6 trén VOER c¢6 dugce 1a do sy chia sé ty nguyén cta cac
tac gia trong va ngoai nudc. Qua trinh chia sé tai licu trén VOER tr¢ 1€n dé dang nhu
dém 1, 2, 3 nho vao stc manh ctia nén tdng Hanoi Spring.

Hanoi Spring 1 mot nén tang cong nghé tién tién duoc thiét ké cho phép cong chung dé
dang chia sé tai lidu giang day, hoc tap ciing nhu chu dong phat trién chuong trinh giang
day duya trén khai niém vé hoc liéu mé (OCW) va tai nguyén gido duc mé (OER) . Khai
niém chia sé tri thirc c6 tinh cach mang da duoc khoi xuéng va phat trién tién phong
bai Pai hoc MIT va Pai hoc Rice Hoa Ky trong vong mot thap ky qua. Ké tir d6, phong
trao Tai nguyén Gido duc M¢ da phat trién nhanh chong, dugc UNESCO hd tro va duoc
chap nhan nhu mét chuong trinh chinh thirc & nhiéu nudc trén thé gisi.
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