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Boi:
Khoa CNTT DHSP KT Hung Yén

1.Dia chi IP va Subnetmask

Kién thirc vé dia chi IP va cac kién thirc lién quan dén M6 hinh TCP/IP, Subneting d
dugc trang bi tai Module Mang co ban, day la mot khdi kién thirc nén tang rat quan
trong, sinh vién can xem lai tai liéu d3 hoc. Pé 6n tap lai khéi kién thirc nay sinh vién
can hoan tit bai tip sau:.

Hé théng mang cua cong ty ABC nhu hinh v&, cong ty duoc cdp phat dai dia chi
192.168.0.0/16. Thuc hién chia dai dia chi trén thanh cac Subnet thoa man diéu kién so
host trong mdi Subnet nhur trén hinh vé&i diéu kién t6i uwu hod khong gian dia chi IP.

250 host — LAN 2

1000 host — LAN1 500 host — LANS

2. Cac loai dia chi IP
bia chi IP Private, IP Public
IP private 14 nhitng IP khong duoc dinh tuyén trén Internet, bao gdm cac dai dia chi sau:

10.0.0.0 -->10.255.255.255
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172.16.0.0 --> 172.16.31.255
192.168.0.0 --> 192.168.255.255

Cac dai dia chi IP con lai cua 16p A, B, C 1a nhitng dia chi IP Public (thudc quyén s&
hitu cua ISP va nha cung cap dia chi Internet)

.Dia chi IP Unicast, Multicast, Broadcast

bia chi Broadcast 1a dia chi quang ba cho mdt Subnet theo chiéu tir PC dén tit ca cac
PC trong cung Subnet : PC-> all PC

bia chi Unicast 1a dia chi cho phép gui tir mét dia chi dén mét dia chi khac :
PC->PC

bia chi Multicast 1a dia chi cho phép guri tir mdt host dén mot nhoém host khac: PC->
Group PC, cac dia chi nay thudc lop D.

Nguyén 1y dich chuyén dia chi IP (NAT)
Céc thuat ngir trong NAT
Khi mot may thuc hién NAT s¢€ ¢6 ca 2 chiéu out va in theo quy dinh cua Interface

- Cisco st dungthuat ngir 2 chiéu nay cua NAT goi la inside va outside, cadc nhom dia
chi trong NAT bao gom:

+ Inside local: nhém dia chi bén trong

+ Inside global: dia chi toan cuc bén trong (dia chi nay dai dién cho cac host cia ban
két noi1 ra ngoai Internet, chinh 1a dia chi ma ISP cap cho ban)

+ Outside local address : 1a dia chi riéng ctia host bén ngoai mang ndi bo

+ QOutside global address: 1a dia chi public cua host bén ngoai (vd www.yahoo.com)
khi host bén trong thyc hién NAT dé chuyén doi IP, qua trinh NAT nhu sau:

inside local ip address ----- inside global ip address ----- outside global ip address

vd: 192.168.1.2 ----- 58.187.41.17:2412 ------- 209.191.93.52
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Chang han, khi vao trang web www.yahoo.com, dau tién s& c6 mot request toi web
server yahoo, day chinh 1a thuc hién NAT outside, khi ban nhan dugc reply tir Yahoo
server, qua trinh nguoc lai, luc nay chinh 1a thyc hién NAT inside

NAT inside nguoc lai voi NAT outside, khi géi dit liéu dén duoc thiét bi thuc hién NAT,
n6 xem trong bang NAT (NAT table) va thdy ring 58.187.41.17:2412 tuong Gng véi
192.168.1.2, lac d6 NAT sé& thuc hién ddi lai dja chi IP cta g61 tin va goéi dir liéu do s€
dén duoc dung dia chi cia may trong LAN cua ban.

Hoan toan twong tu nhu vady véi inbound va outbound (chi khac n6 1a thuat ngtr cia
Microsoft), néu c¢6 dung chi s6 port trong qua trinh chuyén doi thi dé 1a PAT, con chi
dung dia chi IP thi lac d6 chuyén do1 1a NAT

Cau 1énh net use thuong ding dé map share trong mang lan (tuy vay ban c6 thé map
mot may khac qua Internet, néu may dé phép share nhu vy - chang han da NAT hét
port va cho phép hét cac service), két ndi trong Lan, hay két ndi qua Internet déu c6 thé
thuc hién giéng nhau, qua Internet thi chi bi han ché boi tbc do va chat luong, thudng 13
cham hon nhiéu so v6i mang LAN, tuy vay it ai ding lénh net use dé map mot share tir
ngoai Internet, thuong dung cac cong cu khac, nhu 1a FTP, HTTP... va cac cong cu chia
s¢ qua Internet.

Céc kiéu NAT
C6 2 kiéu NAT co ban 1a NAT va PAT :
Gidng nhau

Dung dé chuyén d6i dia chi IP private thanh dia chi IP public, gitip cho may trong mang
Lan ctia ban c6 thé két ndi véi Internet, va giup tiét kiém khong gian cua dia chi IP
public, mot cty c6 thé chi can 1 hay vai dia chi IP public ma van cho phép toan bd mang
ctia ho két ndi ra thé gidi bén ngoai.Khac nhau :

NAT : Network Address Translation : chuyén ddi dia chi IP thanh dia chi bén ngoai
(c6 2 dang chuyén doi 1a 1-1 : static, va chuyén doéi overload, khi ban dugc cap nhiéu IP
tur ISP)

Vi du: chuyén dbi 1-1 1a : 192.168.0.1 <---> 186.15.4.2, con chuyén do6i overload thi
mot dia chi bén trong sé dugc chuyén do6i thanh mot dia chi bén ngoai (néu nhu dia chi
bén ngoai chua st dung)

PAT (Port Address Translation), thuong l1a cac router ADSL mac dinh dung kiéu
chuyén ddi nay, vi ban chi c6 1 IP public, néu toan bd LAN cua ban déu mudn két ndi
ra ngoai - vdi mot dia chi IP public (58.187.168.41)=> luc d6 dia chi bén trong s¢ duoc
chuyén d6i thanh dja chi d6 két hop véi chi sb port, néu port d6 chua sir dung
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Vi du: Ban c6 mot LAN nhé véi dai IP : 192.168.1.x , khi d6 cadc may trong lan s€ dugc
chuyén d6i chang han vo6i vai may:

192.168.1.3 <-->58.187.168.41:2413
192.168.1.4 <-->58.187.168.41:2414
192.168.1.5 <-->58.187.168.41:2415

192.168.1.6 <-->58.187.168.41:2416

Céc chi s6 port thuong dung tir 1024 dén 65535 (not well-known port), vi well-known
port 1a chu yéu dung cho server, so port ndy dép ing dugc hau hét cac mang LAN.

Nguyén ly thu nhan mdt dia chi IP trt DHCP Server.

C6 hai cach dé mot host c6 thé thu nhan duoc mot dia chi IP, nguoi st dung cé thé ciu
hinh TCP/IP bang tay bang cach tu nhip vao cac thong sd, cach tht 2 thuong duoc sir
dung trong cac cong ty vi cic nhan vién ving phong thudng khong thé nhé duoc cac con
s6 do ngudi quan tri hé thong mang trong coéng ty cung cp. Dé host c6 thé thu nhan tu
dong mot IP tur Server, ban phai cai dat dich vu DHCP trén may chu. Client va Server
s& dam phan v6i nhau dé cip mot IP cho Client theo so d6 sau:
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