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Thé nao la Fake IP: rake 1P la viéc truy cap vao Website (hodac nguon tai nguyén
Web nao d6 nao dd) gian ti€p thong qua mot Proxy (May chu Proxy). Nhu vay diéu
quan trong, ban phai hi€u Proxy Ia gi

Proxy: Chi mot hé thng Computer hodc moét Router tach biét két ndi, gilta ngudi
gli (Sender) va ngudi nhan (Receiver). N6 déng vai tro la mét hé théng chuyén tiép
(Relay) gilta 2 d6i tugng: Client (mudn truy cap tai nguyén) va Server (cung cap tai
nguyén ma Client can) .

Nh& chifc ndng chuyén tiép (trung chuyén cé kiém soat) nay , cac hé thdng Proxy
(hay Proxy servers) dudc sir dung dé gilip ngén chan attacker xdm nhép vao Mang
ndi bd va céc proxy ciing la mét trong nhitng cdng cu dugc s dung dé xay dung
Firewall trong Mang cla cac td chirc cd nhu ciu truy cép Internet.

Firewall

HTTR, FTP,
Gopher, SSL

Router

Telnet,
Real Audio

MNetscape Proxy Server

Mot proxy server cua Netscape

TU proxy con cé nghia "hanh dong nhan danh mot ngudi khac" va thuc su Proxy
server da lam diéu do, né hanh ddéng nhan danh cho Client va ca Server . Tat ca cac
yéu cau tur Client ra Internet trudc hét phai dén Proxy, Proxy kiém tra xem yéu cau
néu dugc cho phép, s& chuyén tiép cé kiém soat yéu cau ra Internet dén server
cung cap dich vu (Internet Hosts). Va cling tudng tu sé phan hoi (response) hoac
khdi hoat cac yéu cau da dugc kiém tra tir Internet va chuyén yéu ciu nay dén
Client. Ca hai Client va Server nghi rang ching néi chuyén truc ti€p vdi nhau nhung
thuc su chi "talk" truc ti€p va@i Proxy.

Nhu vay khi ban dung mét proxy nao do, xem nhu ban bat dau ding tUr dia phan
(Proxy IP), dé ti€én hanh cac giao ti€p mang.

Fake IP dé€ lam gi ?

- Nhiéu Website tir chgi giao dich, mua ban vdi nhitng vung dia chi IP xac dinh
(IPs blocked) (vd: Nhitng ISP, tir d6 phat tan Spam mail, IP cla nhiing
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ISP/Quéc gia phat tdn spam, malware.., nhitng dia chi IP ma tir dé bt ngudn
cac culc tan cong xam nhap website). Nhu vay khi ban mu6n mua hang truc
tuyén va thanh toan sé bi chinh sach tur chéi cia website ngan chan, cho du
ban dang thuc hién mua ban hdp phap, nhung IP cia ban hién dang ndm
trong Blacklist

- Bi cdm truy cap vao cac Website, da bi cac ISP nuéc sd tai chan, vi mot trong
nhiéu ly do: D0i truy, nguy hiém, thong tin sai Iéch, cd yéu td chinh tri...hoac
cac ly do khac.

- Bi cdm truy cap vao cac Website, bi Quan tri Mang cua cty chan (LAN firewall
block). Khi ndy User c6 thé thay ddi cac théng s6 cla trinh duyét (vd: IE,
Firefox, Maxthon..), khong s dung Proxy cua doanh nghiép.

- Lam thém céac céng viéc kiém tién Online: Click vao cac banner quang cao,
doc email hang ngay (luu y: Thudng da s6 email quang cao chi danh cho cac
thi trudng cla cac nudc phat trién nhu Au-My va mot s6 nudc Chau A,vi 18 dé
nhiing trang tra tién doc email chi gl cho cac thanh vién & nhitng nudc nay.
Nhu vay néu & Viét Nam, ban ¢ thé khéng tham gia vao viéc nay dudc. Nhu
vay phai lam thé nao ? Co thé lam cho website “ngd nhan” ban dang & My hay
Chéau Au, bang cach sir dung 1 Proxy Server & US hay EU).

- Gia mao IP @€ thuc hién cac hanh vi nhu xadm nhép cac hé théng / website
trén Internet, xam nhap vao mang cua cac to chic, muc dich sau nay tranh bi
[an ra dau vét that.

- Gia mao IP dé tranh attacker c6 thé xdm nh&p vao computer ctia ban. Hoac
tranh viéc bi cac website cai spy/bot thu thap cac théng tin ca nhan cua ban.

- Va rat nhiéu ly do khac, chi vi ngudgi s dung mudn ..fake IP

Uu diém cua viéc Fake IP théng qua viéc sir dung cac Proxy server:

- Vi mét trong s6 cac ly do da dé cap, User c6 thé che diu dia chi IP thuc cua
minh thdng qua Proxy, dé cé thé tién hanh giao ti€p qua Internet.

- Tim thay nhanh nhirng n6i dung web can tim, néu ndi dung dy da dugc proxy
server luu trif vao cache, khéng phai load lai tai website chinh.

Nhugc diém cha viéc Fake IP thong qua viéc st dung cac Proxy server:

- Giad mao IP théng qua dung Proxy, cé nghia la ban khong di truc tiép dugc,
ma phai di dudng vong, dén Proxy server trudc, roéi mdi dén website can truy
cap, viéc nay mat thdi gian, nén ban thudng thay..cham.

- Phai tim dudc cac Proxy server trén Internet (c6 thé vao google.com, gd Free
proxy) viéc nay gay tén kém thdi gian cho ban, tim dugc mét Proxy vua free
vira fast khéng phai dé va cé thé phai trd phi néu Proxy dé yéu cau, “si dung
- tra tién "
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- Network hodc Website Admin, c6 thé phat hién ra ban dang dung Proxy, va
stop truy cap hién tai, hodc Ian ra dau vét ctia ban néu ban ti€n hanh xam
nhap. Nhu vay, hdu hét cdc Anonymous Proxies khong phai la chiéc do "tang
hinh" siéu viét, cé thé gilp ban "&n tich" 100%

Tim proxy & dau ?

Vao cong cu tim ki€ém Google, gdo cum tir Free Proxy , k€t qua hang tram ngan Proxy
sé xudt hién. biéu ban quan tam la, khéng phai 100% cac Proxy server nay déu Live
-séng, nhu vay cén tim ra proxy séng va téc dé nhanh. Cling chang mat nhiéu thdi
gian, chi can thém tlr fastest proxy vao google.
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Hirh 01:Dich wu cung cap Fatest proxies cha aliveprossy ., cam

Aliveproxy.com la mot website di€én hinh cung cdp cho cac ban, mét danh sach hang
loat cac fast proxy server.

Cac proxy nay ghi ro cac thong tin cung cdp cho ngudi dung, khéng chi cé thong tin
vé Proxy Server nhu:

Proxy Hostname: Tén may chu proxy, Dia chi IP, Port (c6ng Proxy hién dang open, dé
cung cap dich vu)

Hosting Country: Proxy dang dat ¢ qudc gia nao
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Proxy type: Loai Proxy (phé bién la: Anonymous - Proxy ndc danh, Transparent -
Proxy “xuyén sudt”, High Anonymity..xem thém phén phu luc giai
thich su khac nhau cua cac proxy type, cubi bai viét).

Support HTTPS (SSL): Cé dam bao an toan cho thong tin giao ti€p web, qua giao thic
SSL hay khéng. Cing Iuu y cac ban khéng may khi gap phai mét Free Hostile Proxy
(proxy cé y dbé xdu). Proxy nay cd thé tém t&t ca cac théng tin giao dich ctua ban, la
méi nguy I6n khi ID/password cua ban bi tom khi dung thé thanh toan Online.

Last good check: Thdi gian gan nhét, da tién hanh kiém tra proxy nay, ddm bao Proxy
dang hoat dong

Uptime: D0 tin cdy vé su 8n dinh cua proxy (ti 1& thdi gian "s6ng”), tinh bang phén
tram, cang cao cang tot

Average Response time: th@i gian phan hoi khi yéu cau truy cadp web cla ban dudc gui
dén proxy (tinh bdng ms, 1s = 1000 ms, théng thudng ban phai chd tir 2-10s hodc
Iau hon)

Check now: cho phép ban kiém tra proxy nay ngay, trudc khi dung.

Whois/Trace Route: Lan theo dau vét, thong tin vé proxy server nay, tén domain va
thudc quan ly cda té chdc nao, thong tin cu thé vé té chic dd, cac bai viét chi tiét
nhan dinh danh gia vé né (nhitng info nay, can phai biét truéc hi dung proxy)

Support Last good
Proxy bype HTTRE check Ui
(85L) | | Timnegma)

Average Check

Response A Whols

IFiPort
Host name

Lipthme

Hinh 02; Ding Whais cha aliveproxy.com, check thing tin oy th vE prosysry of TP 194.116,199,588

Cac théng tin ban cé duogc, cho biét 194.116.199.88, cé Server name la: webproxy-
01.emailfiltering.com

AtomInterSoft Universal Whois - ARIN, RIPE, APNIC WHOIS Database Search

IP address or Host name:
194 116.199.88

Whois result for 194.116.199.88(webproxy-01.emailfiltering.com}) |

Hinh 03: K&t qua Ding Whois clia aliveproey, com

Né&u chua tin cdy v& Whois cla aliveproxy,ban cé thé dung Whois.net dé tim hiéu rd
hon vé t6 chlic ndo chlra Server nay.
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WHOIS Lookup " Gl |- Saasel s o
Domadn Reglstration Clicle bere for a Sire Tiki.com aricle abowt emailfitrering.com

WHOIS information for: emailfiltering.com:

{whois,rsgi AEEATICDnCe) . oom]

Veria Inc. - GEowing Yoo Bosiness, One CILEE -AT-A Time

Hinh 04: K&t qua Dong Whois, net cho bigt tén byt chifc 14 Yerio Inc.

Click ti€p vao click here , € dung SiteTiki.com, d€ nhan dugc thdng tin chi tiét va
minh bach han vé Verio Inc.

ll SiteTiki.com e

A Place For Frea Wehane Latngs! 1

Home * Emailfilterng.com

| - Emailfiltering.com
Mo
Article
FAQS Click Here to visit Emailfiltering.com
| Title
Log in J create account
| 302 Found
SiteTiki Page List Description
SiteTiki's Highest
Rated Email secunty software provides emadl protection, management and
The Phisher List email compliance services to businesses and partners worldwide,
The Spammer List Managed email filtering service removes unwanted emails before

email anki spam, image scanning, content filtering, email audit rail,

they reach your maid server by different formats such as anti virus,
| archiving and reports.

Hinb 05: K&t qua chio thdy emailfilkering.com, 1& cdng by phdn mém bao mat email

Va bén dudi két qua chi tiét cua SiteTiki.com, cb hang trdm bai viét phé bién vé
emailfiltering.com. TU d6 ban cé thé quyét dinh dung proxy server clia ho hay
khong.
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Danh sach mot s6 proxy server cla Viét nam dudc update tai Aliveproxy.com
Elhttp://www.aliveproxy.com/proxy-list/proxies.aspx/Vietnam-vn

Budc tiép theo, sau khi kiém tra toan bd cac thdng sd cua 1 proxy va chon proxy
nay, ban cé thé cdu hinh trinh duyét web cua minh (nhu IE, Firefox, Netscape,
Maxthon, Opera..) hodc bat c ung dung Internet nao, hién dang bi LAN proxy cua
cOng ty ngan chan nhu Yahoo, AIM, ICQ, game online, Phone IP, chia s€ mang ngang
hang Bittorrent, eMule, KaZaa, eDonkey..

Xac 1ap cac thong s6 proxy cho trinh duyét Internet Explorer :

MG IE, chon Tools/ Internet Options/ Connections/ LAN Settings
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Pttt conf s stion Proccy Settings
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Hinh 06 %ac 13p IE ding Proxy cd IP:Port 194,116,199, 88:3128

Xac lap cac thong s proxy cho trinh duyét Netscape:

M3 Netscape, chon Edit menu, click Preferences/ Advanced tab, click Proxies, dién vao dia
chi URL, ngi cung cdp thong s proxy tu dong cho Browser
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s |
¥ Appesrance X
=] Mavigator - Configure Proodes bo Access the Internet -
" ™ Direct connestion to the Internet
Helper pelica... " Marual proxy configueation
Semart Browsing HITP Proxy: | port: |
Irkerrest Search S5 Prony: | part: |
Tabbed Browsing Y
Diverkoands TR Prtecy= Part: |
[ Composer Gopher Procy: | Port: |
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Hinh 07 %ac |8p netscape ding Proxy b ddng théng qua LRL

Xac 1ap cac thong s6 proxy cho trinh duyét Firefox:

Click chon Tools/ Options/ Connection Settings/ Manual Proxy Configuration va dién thong s6
proxy vao
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Hinh 03 ¥ac |3p Firefox ding Prosxey

Xac lap cac thong sé proxy cho Yahoo IM:
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http://nis.com.vn/nis/administrator/mozilla.com/en-US/firefox/
http://nis.com.vn/nis/administrator/messenger.yahoo.com/download.php
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Hinh 11: 24c 13p SocksS praxy cho ICQ, néu ding HTTP hodc HTTPS proxy, 100 cd thé bi ngdk ket ndi mang
[mern thém s khac nhau gifta Prowxy wa Socks procey tai phu luc cudi bai)

Nhirng Tools gitup ban Fake IP:

T4t nhién, dé thuén tién hon cho viéc fake IP, thudng User sé sir dung cac fake IP
software. Cac soft nay déu dé cdu hinh, cap nhat danh sach cac Proxy Server tot
nhat va an toan nhat cho ban.

Sockscap: Cung cap proxy cho cac chudng trinh dung Internet nhu (Instant
Messaging, Email, Peer to Peer Share - E-Donkey, eMule, KaZaa..). Sau khi cai dat,
chuaong trinh sé hoi ban mudn cai dat cdu hinh cho Sockscap, chon Yes, dién thong
sO Sock Proxy, v@i dia chi cua Socks Server la chinh may ban, noi vira cai dat
sockscap (127.0.0.1 con goi la loopback address, dia chi nay khéng dung truy cap
mang, muc dich chinh d& kiém tra cu hinh TCP/IP cta chinh mdy tinh ban cé chinh
xac hay chua), st dung socks port 1080, Socks version 4 (xem thém phéan phu luc
dé hiéu rd su khac nhau gilra: HTTP/HTTPS proxy va Socks 4 — 5 Proxy.
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32 SocksCap Control
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New Apphication Profile

SocksCap Settings ) x|

SOCKS Settings |

Specify yous SOCKS server address and select the
protocol version bo use fof cormmunication.

~ Server
SOCKS Server. [127.0.0.1 Pot. [1080
- Protocol

" SOCKS Version 4
SOCKS User ID:  [Administrator
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Hinh 12: Sockscap rat dé dung, cdu hinh véi mot s8 thao tac don gian, dua vao list nhitng tng dung can diing proxy

Sau khi dién cac théng s8, cé thé chon cac chuong trinh i'ng dung can dung proxy.
Vi du: Chon File/ New/

Click chon c:Program Files AOL AIM.exe , AIM sé xuat hién trong danh sach, tucng tu

lam cho cac i'ng dung khac...

Ngoai sockscap con nhiéu proxy tool manh khac nhu:

HOW TO FAKE IP - NIS.COM.VN
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Fake IP tools: Hide the I, GhostSurf Proxy Platinum, Anonymizer Anonymous
Surfing; Proxy Finder Pro ... (click download link & diing demo..)

T4t nhién, d&i véi ngudi dung thdng thudng, chl yéu truy cip cac website, viéc hiéu
cac khai niém proxy, sau do cau hinh hoac cai dat cac tools nay la hét sic..phlc tap.

Do d6, mot trong cac phuong thirc dé dang nhat, dé truy cdp cac trang web bi cdm,
la sir dung mot browser web proxy nhu: http://browsesecurely.net/ , chi can vao
website nay, dién tén website ban mudn truy cap.

Phu luc:
1.  Cacloai Proxy Server va chirc nang

Phan biét Proxy theo chirc ndng, thi c6 rdt nhiéu ki€u chlic ndng (caching proxy server,
web proxy, Content Filtering Web Proxy, Anonymizing proxy server, Intercepting proxy
server..) . O vi du trong phan dau, sau khi tim kiém dugdc danh sach mot loat cac Proxy
server, tai muc Proxy type, c6 nhitng loai sau: Anonymous, Transparent, High Anonymity,
phan biét cac ki€u Proxy nay nhu thé& nao

Anonymous:

Doi khi con dugce goi 1a web proxy, gilp ngudi dung &n danh (gidu IP), khi vt Web. HTTP
Proxy server khéng gui thdng s6 cu thé& cua bién HTTP_X_FORWARDED_FOR tdi Host dang
truy cép, do vy co thé che ddu IP cua ban. tuy nhién, diéu dé khéng cé nghia giGp ban &n
d&u hoan toan, vi cac website cd thé s dung cac site script dé thu thap théng tin vé viéc
ban dang truy cap Host cta ho thong qua mot Proxy nao dé dang..phuc vu cho ban

High Anonymity:
M(rc do che dau tung tich cao han anonymous. Http Proxy hoan toan khong gui di bat ki
thong s6 nao cla cac bién HTTP_X_FORWARDED_FOR, HTTP_VIA va

HTTP_PROXY_CONNECTION. Do vay Internet Host khéng thé biét ban dang diing Proxy
server, cling nhu khong detect dugc real IP chia ban

Transparent:

Proxy xuyén suét, Doi khi con dugc goi la Intercepting proxy, khac vdéi 2 loai trén,
transparent la su két hgp 1 proxy server va 1 gateway.

Pay la phuadng thic thudng dudc cac Network Admin "ép" User trong mang Lan, User
khéng nhan thlic dugc minh dang truy clp internet qua mot "cdng gidm sat"


http://www.proxyblind.org/go.php?proxy=Hp
http://www.proxyblind.org/ghostsurf.shtml
http://www.proxyblind.org/anonymizer.shtml
http://www.proxyblind.org/anonymizer.shtml
http://www.proxyblind.org/buy.shtml
http://browsesecurely.net/
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Admin Mang c6 dang theo doi ban khi ban "di qua" Proxy ?

Yéu ciu truy cap cua Client dudc chuyén dén gateway sau dé gateway chuyé&n sang Proxy
server x( ly. Khi user dung loai proxy nay, thi ho khéng biét dugc rang ho dang diung 1
proxy va bi..kiém soat. User chi cin thiét 1ap dia chi IP cia gateway do Admin cung cép,
ma khong phai xac lap cac théng s6 Proxy trong trinh duyét cling nhu Internet
applications khac..

Thudng dudc cac Admin trong cbng ty trién khai, ho muén cac chinh sach cta Policy dugc
ap dat lén user, nhung user hau nhu khong biét minh dang qua 1..proxy

2. HTTP proxy va Socks proxy la gi, khac nhau nhw thé nao ?

HTTP/HTTPS Proxy(proxy thong thuong):

Céc proxy servers sén sang cho cac dich vu thong thudng trén internet, vi du nhu: mot
HTTP proxy dudc dung cho truy cap Web, mét FTP proxy dugc dung cho truyén File.

Nhirng Proxies trén, dugc goi la application-level proxies hay "application-level gateways",
bai vi chiing dudc chi dinh d&€ 1am viéc vai nhitng application va protocol va nhan ra dugc
ndi dung cac Packet dugc gui dén no. .

M6t hé théng proxy khac dudc goi la circuit-level proxy, ho trg nhiéu applications cung luc.
vi du, SOCKS la mdt IP-based proxy server (circuit-level proxy), hd trg hau hét cac
applications trén nén TCP va UDP

SOCKS hay Sockets:

Chinh la mot circuit-level proxy server cho cac IP networks theo dinh nghia tir (IETF
(Internet Engineering Task Force)- mot coOng dong cac chuyén gia vé network designers,
operators, vendors, and researchers tham gia vao cudc xay dung kién truc Internet va
ngay cang hoan thién Internet hdn.) SOCKS dudc viét bdi David va Michelle Koblas vao
nhirng ndm dau cla thap nién 90.

SOCKS d& nhanh chong tré thanh mét de facto standard (hardware hay software dugc
dung rdng rai nhung khdng dudc chirng nhan tir nhitng t6 chirc chuyén cung c8p cac dinh
chuén), ngudc lai Ia de jure standard. M&c du SOCKS ra ddi s6m va dugc dung phé bién,
nhung SOCKS dugc IETF thong qua lan dau tién la SOCKS5. SOCKS ban dau la hé thong
Proxy dudc su dung cho cac traffic nhu FTP, Telnet, v.vv, nhung khéng danh cho HTTP.
SOCKS4 kiém sodt cac TCP connections (l1a phan 18n cac Application trén Internet),
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SOCKSS5 con hd trg thém UDP, ICMP, xac thuc User (user authentication) va giai quyét
hostname (DNS service).

SOCKS bét budc Client phai dugc cdu hinh dé& chuyén truc tiép cac yéu cadu dén SOCKS
server, hodc ngudgc lai SOCKS driver s& ngén chan céc Clients chuyén cac yéu cau non-
SOCKS application. Nhiéu Web browsers va cac Internet applications khac hién nay ho trg
SOCKS, cho nén kha dé dang khi lam viéc vdi cdc SOCKS server. im hiéu chi tiét vé
SOCKS va cac Applications tuan theo SOCKS Ciing can xem thém mo hinh giao ti€p
TCP/IP stack tai day (Permeo Technologies' SOCKS Web site ).
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