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> Mang may tinh va Internet
> Cac Ung dung trén mang
> Virus may tinh va phan mém chong virus
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Mang may tinh va
Internet




Mang may tinh la mot tap hdp gom nhi€u
may tinh hoac thiét bi xu ly thong tin dugc
két noi vGi nhau qua cac phuong tién truyén
dan.
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» Trao doi thong tin gitfa cac may tinh.
» Chia sé tai nguyén.
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" Phén loai mang theo chi'c nang

Mang ngang hang (peer to peer): Cac may
tinh co vai tro nhu’ nhau.

10/15/2011 Khoa CNTT - BPH Khoa hoc tu nhién 7




— s

> {'

Phan loai mang thee chu‘c nang
Mang khach-chu (client/server): Mot s6 may

tinh la may phuc vu chuyén phuc vu cac may
khach (client).

ClI-EI"It 1
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Phan theo pham vi

Mang LAN (Local Area Network) la mang cuc
bo két noi cac may tinh ¢ pham vi nho (nha g,
truéng hoc, phong lam viéc...)
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h a ma theo pham vi

Mang MAN (Metropolitan Area Network) két
noi cac may tinh trong pham vi mot thanh

pho. } —
N ) N
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Phan éa ‘ theo pham vi

Mang WAN (Wide Area Network) — Mang dién

rong, két noi cac mang may tinh trong ndi bo
cac quoc gia hay gitra cac quoc gia.
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Mang

Internet la mot mang may tinh co qui mo toan
cau gom rat nhieéu mang con va may tinh noi
vdi nhau bang nhiéu loai phuong tién truyén
dan.
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Lich sU phat trién Internet

1969: ARPANET

Tién than cua mang Internet ngay nay la
mang ARPANET. Day la du an phat trién
thudc bd quoc phong My két 4 dia dlem
dau tién vao thang 7 ndm 1968 bao gom:
Vién nghién cuu Stanford, Pai hoc
Callforma Los Angeles, Dal hoc Téng hgp
Utah va Dal hoc California, Santa Barbara .
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Lich s phat trién Internet

1971: thu dién tu - email

Su kién quan trong co y nghia hét suc to I6n
va trG thanh th( khdng thé thi€u dugc trong
cudc song cong nghé a thu dién to' - email
ra doi. Email dugc phat trién bdi Ray
Tomlinson, nguGi da c6 dé nghi su’ dung ky
ty @ dé ngan cach gilra tén ngudi dung
(username) va tén may tinh (computer
name).
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Lich s phat trién Internet

1973: hé thong mang xuyén Pai Tay
Ducng va su pho bién cua email

Nam 1973, mot budc nhay vot cua Internet
thai dau khi da cd thé tao ra mang Arpanet
co dulng truyén xa xuyéen qua Pai Tay
Duong két noi vai Dai hoc UCL (University
College of London). Ciling trong nam d¢, thu
dién t&r email da tré nén pho bién va chiém
tdi 75% hoat dong trong mang Arpanet.

10/15/2011 Khoa CNTT - DH Khoa hoc tu’ nhién 15



Lich s phat trién Internet

1974: su ra doi cua giao thir'c TCP/IP
‘Nam dot pha cuda lich st phat trién Internet,
mot dé xuat dudc dé nghi dé lién két cac mang
Arpanet lai vGi nhau tao thanh mot mang mdi
goi la “lién mang”, hoat dong trén giao thuc
mai, day la tién dé ra doi cua giao thuc TCP/IP
con ton tai dén ngay nay.

-Cling vao nam nay, thuat nglr "Internet" lan
dau tién xuat hién.
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Lich su’ phat tﬂ@ﬁ Iﬁt@m@t

1984: Domain Name System (DNS)

Hé thong tén mién (Domain Name System)
cung vai cac may chu quan li tén mién
(Domain Name Server) dau tién ra dci. Hé
thong tén mién cho phép ngu’b’i dung
Internet co thé truy cap cac may tinh trén
mang bang cac tén mién dé nhé thay cho dia
chi IP phuc tap.
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Lich s phat trién Internet

1986: su’ ra doi cua NSFNET

» T6 chiric khoa hoc quéc gia My NSF thanh 1ap
mang lién két cac trung tam may tinh I6n voi
nhau goi la NSFNET.

« Mang NSF va ARPANET song song ton tai
theo cung mot giao thuc, cé két ndi vai
nhau.

 Nhiéu doanh nghiép da chuyen tu ARPANET
sang NSFNET bdi nhirng uu diém cua no.
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Lich s phat trién Internet

1990: World Wide Web va cac chuan
tren nen Word Wide Web

Tim Berners-Lee da hién thuc World Wide
Web dua vao dé xuat 1 nam truoc do. Cac

chuan trén nén web nhu HTML, HTTP va
URL ra daoi.

*APARNET ngung hoat dong.

*Word Wide Web sau do da nhanh chdng trg
thanh linh hon cia mang Internet.
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Word Wide Web

- Siéu van ban : chua cac si€u lién két (hypelink) tai
van ban khac

e Siéu van ban dudc viét bdi ngdn nglr danh dau siéu
van ban HTML

- MOi mot siéu van ban goi bang thuat nglt “web
page’.

- Website : Tap hdp nhiéu webpage dat trén 1 may tinh
trong mang va dudc dat cho mot tén mién.

- WWW hay Web: dich vu cho phép trao doi siéu van
ban gilra cac may tinh trén mang

» Trinh duyét web: chuong trinh hién thij siéu van ban.
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Thy dién tir

Thu dién tu, hay email, [a mot phudng
thirc s dung cac hé thong mang may tinh
hay Internet dé chuyén cac thdong diép ki
thuat sO tU ngucoi gui dén mot hodc nhiéu
ngudi nhan.
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Chia se tap tin

Chia se tai liéu, hinh anh, video... trén mang.
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Tin nhan tdc thoi

S dung cac tin nhan (dang van ban) dé trao
doi giCra nhiéu ngudi trén mang. Nhiéu phan
mém ('ng dung tin nhan tdc thdi cd thé cho
phép gui hinh anh, am thanh, video...
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Mot s6 (rng dung khéc

« Game truc tuyén
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Virus may tinh va phan
meém chong virus




Virus may tinh la mot chuong trinh phan
mém co kha nang tu sao chep chinh no tu
doi tugng lay nhiém nay sang doi tudgng khac
dé pha hoai hé thdng.
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Tac hai

 Giam hiéu nang hoat dong cua may tinh.

 Lam sai Iéch qua trinh hoat dong cua may
tinh.

» Danh cap, thay doi, pha hay dir liéu trong
may tinh.

« Danh cap thong tin tai khoan trén manag.
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" Céc hinh thirc 1ay nhiém

 Qua cac thiét bi luu trr di dong: thiét bi
USB, 6 cling di déng.

 Qua thu dién tu.

* Qua mang Internet.
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Phan loai

* Virus khaoi dong Lay nhlem o) vung khoi
dong he dieu hanh cua 0 cirng lam thay
ddi hodc pha hong qua trinh khéi déng
cua may tinh.

* Virus tap tin: La nhiing virus l1ay nhiém
Vao nerng tap tin chuang trinh, pho bién
nhat la trén hé diéu hanh Wlndows nhu
cac file co dudi ma rong .com, .exe, .bat,
pif, .sys...
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Phan loai

Virus macro: La loai virus lay vao nhirng
file van ban (Microsoft Word), file bang tinh
(Microsoft Excel) hay cac file trinh dién

(Microsoft Power Point) trong bd Microsoft
Office
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Mot so khac

Trojan: Mot doan ma chuang trinh khong
co kha nang lay lan xam nhap vao may nan
nhan. Dén thai diém thuan Igi, Trojan sé &n
cap thong tin quan trong trén may tinh cua
nan nhan nhu s6 thé tin dung, mat khau...
dé guri vé cho chu nhan cla nd & trén mang
hodc co thé xoa dir liéu néu dugc 1ap trinh
trucc.
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Mot so loai khac

Backdoor: Loai Trojan sau khi dudc cai dat
vao may nan nhan sé tu md ra mot cong dich
vu cho phép ké tan cong (hacker) cd thé két
noi tU xa tdi may nan nhan, tu do no sé nhan
va thuc hién Iénh ma ke tan cong dua ra.

10/15/2011 Khoa CNTT - BH Khoa hoc tu nhién 33

e



Mot so loai khac

- Adware - Phan mém quang cao bat hgp
phap: Gay kho chiu cho nguGi su’ dung khi
chung co tinh thay doi trang web mac dinh
(home page), cac trang tim kiEm mac dinh
(search page)... hay lién tuc tu dong hién ra
(popup) cac trang web quang cao khi dang
duyét web.

« Spyware - Phan mém gian diép: Phan mém
theo doi va tap hodp cac thong tin cua ngudi
dung may tinh.
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Mot so loai khac

Sau Internet - Worm: Loai virus co suc
lay lan rdng, nhanh va phd bién nhit hién
nay. Worm két hgp ca suc pha hoai cua
virus, dac tinh am tham cua Trojan va han
hét la su lay lan dang sg.
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Mot so loai khac

Rootkit: Bo cong cu phan mém dugc su’ dung
dé che gidu su ton tai va hoat ddng cua nhiing
tién trinh hodc nhirng tap tin trong hé thdng.

Rootkit la c6 kha ndng &n cac tién trinh, tap tin,
va ca dir liéu trong registry (vdl Wmdows) Neu
chi dung nhitng cong cu phd bién clia hé diéu
hanh nhu "Registry Edltor" "Task Manager
"Find Files” thi khong thé phat hién ra cac tap
tin va tién trinh nay.
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Phan mem chcng virus

 Phat hién va loai bo cac virus may tinh
trong hé thong.

» Tu hoc cic mau virus mdi dé phat hién [an
sau.

wzs @ irene pCtools Mcafee
s plP
&AVG | u FPANDA A Ahniab
s Ne¢ rton e’ Sacur
avast! F-Secure. Q’ Esséjnggls
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« Phan mém diét virus BKAV
— La phan mém do Trung tam mang Bach Khoa cung cap
— Cac sUr dung don gian, hiéu qua lam viéc kha cao, dac biét vdi
virus “noi”
— GOm nhiéu phién ban: Home Edition, Professional Edition,...
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BKAV Bach Khoa AntiVirus
for Winox/2K/XP &8 Home Editicitlmmig
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theo dia chi: 1995 b&i nhdrm nghign ciu 13 Gidng «ign «a Sinh
wign Truorng B ai hoc Bach Khoa Ha Mai

Toad nha HITECH - Trudgng BEHEBE. Ha MNai.
Thanh wign chinh:

MguyEn T Quing Gii thigu
- Bang van Tan

B h Thanh L&
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M@f sO phaﬁ meém diét virus

Phan mém diét virus Kaspersky

— bugc danh gia la mot trong nhiftng phan mém
diét virus tot nhat hién nay

— Toc db phat hién nhanh, giao dién than thién

Kaspersky i =1l Reports +F Settings
Anti-Virus

2011

Protection Center = = =
Files and Private Data Protection

Protection of your documents, media and digital identity.

Scan

Update System and Applications Protection

Protection and control of your operating system, files
and applications.

Tools

Online Security

Protection for online activity, incduding website browsing
banking, online shopping, emailing and instant messaging.

Upgrade

Help | Support | My Kaspersky Accoun
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