L&i gidi thisu

Mat ma (Cryptography) la nganh khoa hoc Ia nganh nghién ctru cac ky thuat toan hoc
nham cung cdp cac dich vu bao vé thong tin [44], Day la nganh khoa hoc quan trong,

c6 nhiéu Ung dung trong doi séng - xa hoi.

Khoa hoc mat mé dé ra doi to hang nghin nam. Tuy nhién, trong su6t nhiéu thé ky, cac
két qua cla Iinh vuc nay hau nhv khdng dwoc Gng dung trong cac Iinh viec dan sw
thdng thudng ctia doi sdng - xa hdi ma chd yéu dwgc st dung trong Iinh viee quén s,
chinh tri, ngoai giao... Ngay nay, cac trng dung ma hda va bao mat théng tin dang duwgc
str dung ngay cang phé bién trong céac Iinh virc khac nhau trén thé gidi, ti’cac linh vuc
an ninh, quan su, quéc phong.. cho dén cac Iinh vuc dan sv nhu thwong mai dién tus
ngan hang...

Vi s phat trién ngay cang nhanh chéng clia Internet va céac ting dung giao dich dién
tU-trén mang, nhu cau bao vé théng tin trong cac hé théng va (*ng dung dién t&r ngay
cang dwoc quan tam va c6 y nghia hét stic quan trong. Cac két qua cla khoa hoc mat
ma ngay cang duwoc trién khai trong nhiéu Iinh virc khac nhau clia doi song - xa hoi,
trong dé phai ké dén rat nhiéu nhitng trng dung da dang trong Iinh vuc dan s, thuong
mai...Cac Ung dung ma hoda théng tin ca nhan, trao ddi thong tin kinh doanh, thuc hién
céc giao dich dién tir qua mang... da trd' nén gan gtii va quen thudc véi moi nguoi.

Cung vai si phat trién ctia khoa hoc may tinh va Internet, cac nghién cin va tng dung
clia mat ma hoc ngay cang tré nén da dang hon, mé ra nhiéu huéng nghién ctru chuyén
sau vao tirng Iinh vuc ting dung dac thu véi nhitng dac trung riéng, t’ng dung cutia khoa
hoc mat ma khéng chi don thuan la ma héa va giai ma théng tin ma con bao gébm nhiéu

van dé khac nhau can dwoc nghién clru va giai quyét, vi du nhu chiing thuc nguén géc



ndi dung thong tin (k¥ thuat chir ky dién tt), chirng nhan tinh xac thuc vé ngudi s¢ hiru
mé& khéa (chirng nhan khéa cong cong), cac quy trinh gilp trao doi thong tin va thuc
hién giao dich dién ttr an toan trén mang...

Céc (rng dung clia mat ma hoc va khoa hoc bao vé thdng tin rat da dang va phong phu;
tuy vao tinh dac thu ctia méi hé thdng bdo vé thong tin ma rng dung sé ¢ céc tinh
nang véi dac trung riéng. Trong do, ching ta cé thé ké ra mot s6 tinh nang chinh cla

hé thong bao vé thong tin:

e Tinh bdo mat thong tin: hé théng ddm bao théng tin dugc gilr bi mat. Thong
tin ¢ thé bi phat hién, vi du nhw trong qua trinh truyén nhan, nhwng nguoi tan

cong khong the hiéu dugc ndi dung thong tin bi danh cap nay.

e Tinh toan ven thong tin: hé thong bado dam tinh toan ven thong tin trong lién

lac hodc gitp phat hién rang théng tin da bi stra doi.

»  X&c thuc céc dbi tac trong lién lac va xac thuc ndi dung théng tin trong lién

lac.

e Chong lai su thodi thac trach nhiém: hé th6ng dam bao mot ddi tac bat ky
trong hé théng khéng thé tir chdi trach nhiém vé hanh dong ma minh da thuc
hién

Nhitng két qua nghién ctru vé mat ma cling da dwoc dwa vao trong cac hé thdng phirc
tap hon, két hop véi nhitng k§ thuat khac dé dap (rng yéu cau da dang cla cac hé thdng
tng dung khac nhau trong thuc t€, vi du nhw hé théng bd phi€u bau cir qua mang, hé
théng dao tao tlr xa, hé thdng quan ly an ninh cutia cac don vi véi hudng ti€p can sinh
trac hoc, hé thdng cung cép dich vu da phuong tién trén mang voi yéu cau cung cap

dich vu va bao vé ban quyén s& hitu tri tué déi vai thdng tin so...



Khi bién soan tap sach nay, nhém tac gia ching t6i mong muén giéi thiéu véi quy doc
gid nhiing kién thtc tdng quan vé ma hoéa va ung dung, dong thoi trinh bay va phan
tich mot s6 phuong phap ma hoéa va quy trinh bao vé théng tin an toan va hiéu qua

trong thuc té.

Bén canh cac phuwong phap ma héa kinh dién ndi tiéng da dwoc st dung rong réi trong
nhiéu thap nién qua nhv DES, RSA, MD5..., ching téi cling gi6i thiéu voi ban doc
cac phuwng phap méi, c6 do an Loan cao nhw chuan mé héa AES, phuwng phap ECC,
chuan ham bam mat mad SHA224/256/384/512... Cac mo hinh va quy trinh ching

nhan khda cong cdng cling dugc trinh bay trong tap sach nay.

Noi dung clia sdch gom 10 chwong. Sau phan gidi thiéu tong quan vé mat mé hoc va
khai niém vé hé théng ma hdéa & chwong 1, to chuwong 2 dén chuong 5, ching ta sé di
sau vao tim hiéu hé théng méa hda quy wéc, tlir cac khai niém co ban, cac phuvong phéap
dun gian, dén cac phuwng phap méi nhu Rijndael va cac lhuél toan ting ctr vién AES.
No&i dung clia chuong 6 gi6i thiéu hé thng ma hoéa khda cong cdng va phuong phap
RSA. Chuong 7 sé trinh bay vé khai niém chi* ky dién tlr cung véi mét s phuong
phap pho bién nhv RSA, DSS, ElGamal. Cac két qua nghién clru Gng dung ly thuyét
duong cong elliptic trén treong hiru han vao mat ma hoc duoc trinh bay trong chuong
8. Chuong 9 gi6i thiéu vé cac ham bam mat ma hién dang dwoc st dung phé bién nhu
MD5. SHS cung véi cac phuong phap mai dwgc céng bd trong thoi gian gan day nhu
SHA-256/384/512. Trong chuong 10, chiing ta sé& tim hi€u vé hé thdng chiing nhan
khoa cdng cong, tir c&c md hinh dén quy trinh trong thuc té cta hé théng chiring nhan
khoa cobng cbng, cung véi mot vi du vé viéc két hop hé théng ma hoda quy woc, hé
thong ma hoéa khoa cong cong va chitng nhan khoa céng cong dé xay dung hé thong

thu dién ttr an toan.



V@i bd cuc va ndi dung néu trén, ching toi hi vong cac kién thirc trinh bay trong tap
sach nay sé la nguén tham khao hiru ich cho quy doc gid quan tdm dén Iinh viec méd hda

va (¢ng dung.

Méc di d4 c6 gang hoan thanh sach véi tat ca s nd luc nhung chic chan ching t6i van

con nhiing thiéu sét nhat dinh. Kinh mong su cdm théng va si gép y clia quy doc gia.

NHOM TAC GIA: TS. Duong AnhBlc - ThS. Tran Minh Triét
cung voi sy dong gop cua céc sinh vién Khoa Cong nghé Théng tin, Trudng Bai hoc
Khoa hoc Tw nhién, Bai hoc Qudc gia thanh phd H6 Chi Minh.

Van Blrc Phurong Hong Phan Thi Minh B¢
Nguyén Minh Huy Lwong Vi Minh
Nguyén Ngoc Tiing

Thanh phé H6 Chi Minh, thang 01 nam 2005
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Chuwong 1
Tong quan

No6i dung ctia chuong 1 gidi thiéu tdbng quan cac khai niém co ban vé mat
ma hoc va hé thng ma héa, déng thoi gioi thiéu so lwvoc vé hé thdng méa hoa quy

wéc va hé théng méa héda khda cong cong.

11 Mat ma hoc

Mat ma hoc la nganh khoa hoc (*ng dung toan hoc vao viéc bién doi thong tin
thanh mét dang khac véi muc dich che dau ndi dung, y nghia thong tin can ma
héa. Day la moét nganh quan trong va c¢é nhiéu (rng dung trong doi séng xa hoi.
Ngay nay, cac (r’ng dung ma hda va bao mat théng tin dang duoc st dung ngay
cang pho bién hon trong cac ITnh vuc khac nhau trén thé gidi, tir cac ITnh virc an
ninh, quan sv, quéc phong..., cho dén cac Iinh vic dan su nhuw thwong mai dién

ttr, ngan hang...

Cung vai si phat trién ctia khoa hoc may tinh va Internet, cac nghién ctru va (ing
dung clia khoa hoc mat ma ngay cang tré nén da dang hon, mé ra nhiéu hwéng

nghién clru chuyén sau vao ting Iinh vic (ng dung dac tha véi nhitng dac trung
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riéng, ’ng dung ctia khoa hoc méat mé khdng chi don thuan la ma hoa va giai ma
thdng tin ma con bao gébm nhiéu van dé khac nhau can dugc nghién clru va giai
quyét: chung thiec ngudn goc ndi dung thong tin (ky thuat chir ky dién tt), chiing
nhan tinh xac thuc vé ngudi sé hiru ma khéa (chdng nhan khéa cong cdng), cac
quy trinh giGp trao d6i thong tin va thuc hién giao dich dién ti' an toan trén
mang... Nhitng két qua nghién clru vé mat ma cling da dugc dwa vao trong cac hé
thdng phtrc tap hon, két hop voi nhitng ki thuat khac dé dap ang yéu cau da dang
clia cac hé thdng (ng dung khac nhau trong thuc té, vi du nhuw hé théng bd phiéu
bau ctr qua mang, hé théng dao tao tu' xa, hé théng quan ly an ninh ctia cac don vi
vGi hudng tiép can sinh trc hoc, hé théng cung cip dich vu multimedia trén
mang VvOi yéu cau cung cép dich vu va bao vé ban quyén s& hiru tri tué doéi voi

thdng tin so...

1.2 Héthéng ma hoda (cryptosystem)

DPinh nghia 1.1: Hé thdng ma héa (cryptosystem) la mot bé nam (P, c, K, E, D)
théa man cac diéu kién sau:

1 Tapngudn p latap hiru han tat cd cac mau tin ngudn can ma héa cé thé cé
2. Tapdich C la tap hitu han tat cd cac mau tin co thé co sau khi ma héa

3. Tapkhoa K la tép hitu han cac khda cé thé duoc sir dung

4. EvaD lan luot 1a tap luat md hoa va giai ma. V6i moi khoa k G K , ton tai
luat ma hoa ek GE va luat giai ma dk GD twong (ng. Luat ma hoa
ek:P—»c va luat gidi md ek:C—p la hai anh xa thdéa man

dk(ek{x)) =x,\/x&p

16
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Tinh chét 4 la tinh chét chinh va quan trong ciia mét hé théng méa héa. Tinh chat

nay bao dam mdt miu tin xe p duoc ma hoa bang luat ma hoa ek € E co thé

duoc giai ma chinh xac bang luat dk G D .

Binh nghia 1.2: z  duwgc dinh nghia la tép hop [0,1 —1] , duogc trang bi
phép cong (ky hiéu +) va phép nhan (ky hiéu la x). Phép cong va phép nhén
trong Zm dugc thyc hién twong tw nhw trong z , ngoai trir két qud tinh theo

modulo m.

O Vi du: Gid st ta can tinh gia tri 11x13 trong Z16. Trong z , ta ¢
két qua cla phép nhan 11x13=143. Do 143=15 (mod 16) nén

11x13 = 15 trong Z 16.
MGt s6 tinh chat clia z
1 Phépcongdongtrong z n, Va,bez ,a+bsz
2. Tinh giao hoan ctia phép cong trong Am, \/a,b eZ , a+b =b+a
3. Tinh két hop clia phép cbng (tong Tm, Va,é,ce z , (a+b)+c=a+(b+c)
4. Zmco6phantktrunghoala0, Va,bEz ,a +0-0 +a=a
5. Moi phan ta a trong Z,, déu cé phan ttr doi la m- a
6. Phépnhandéngtrong z n, y,bez , axXbe 1m
7. Tinh giao hoan cta phép nhantrong z ,,, \/a,be Zm, axb =bxa

8. Tinh két hop cla phép nhan rong Zm, \/a,b,ceZt,(axb)xc =ax(bxc)

17
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9. Zmcéphantd'donvilal Va,be Zm, axl =Ixt =

10. Tinh phan phdi cta phép nhan ddi voéi phép cong, V«,6,ceZm,

(a+b) Xc =aXc+bXc

.. €0 céc tinh chat 1,,3-5 nén tao thanh m6t nhém. Do Z c6 tinh chéat 2 nén

tao thanh nhdm Abel. Zmcd céc tinh chét (1) - (10) nén tao thanh mét vanh.

1.3 Hé théng ma hdéa quy wéc (ma hoéa dbi xirng)

Trong hé théng ma hda quy woc, qua trinh ma hda va gidi ma mot théng diép st
dung cung mét ma khoa goi la khéa bi mat (secret key) hay khdéa doi xirng
(symmetric key). Do dd, van dé bao mat thong tin dd ma hda hoan toan phu thudc

vao Viéc gilr bi mat ndi dung clia ma khéa da duoc st dung.

Vi tbc dd va kha nang xt ly ngay cang dugc nang cao cla cac bd vi xt ly hién
nav, phuong phap ma hoéa chuan (Data Encryption Standard - DES) da trd nén
khéng an toan trong bdo mét thdng tin. Do d6, Vién Tiéu chudn va Céng nghé
Qudc gia Hoa Ky (National Institute of Standards and Technology - NIST) da
quyét dinh chon mot chudn ma hda méi vai do an toan cao nham phuc vu nhu cau
bdo mat théng tin lién lac cla chinh phi Hoa Ky ciing nhu trong cac (ng dung
dén su. Thuat todn Rijndael do Vincent Rijmen va Joan Daeman d& dugc chinh
thirc chon tré thanh chudn ma héa nang cao (Advanced Encryption Standard -
AES) tlr 02 thang 10 nam 2000.
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1.4  Hé théng ma héa khéa coéng cdng (ma hoéa bat dbi xirng)

Neu nhu van dé kho khan dat ra d6i voi cac phwong phap ma héa quy uéc chinh
la bai toan trao d6i ma khoda thi nguoc lai, cac phuong phap ma hoa khoéa cong
cdng gilp cho viéc trao d6i ma khoa tré nén dé dang hon. Noi dung clia khoa
cbng cdng (public key) khéng can phai gilr bi mat nhu d6i véi khda bi mat trong
cac phuong phap ma hda quy wéc. Str dung khda cdng cong, ching ta cé thé thiét
l&p Mot quy trinh an toan dé truy déi khda bi mat dwgc stv dung trong hé théng

mé hda quy wac.

Trong nhitng nam gan day, cac phuong phap ma héa khoa cong cdng, dac biét la
phurong phap RSA [45], dugc st dung ngay cang nhiéu trong cac tng dung ma
hoa trén thé gidi va cé thé xem nhu day la phrong phap chuan duoc st dung pho
bién nhét trén Internet, (’ng dung trong viéc bdo mat thdng tin lién lac cling nhw

trong Iinh vuc thwong mai dién tc.

1.5 Két hop ma héa quy wéc va ma héa khdéa coéng cdng

Céac phuong phap ma hoéa quy wéc co wu diém xi ly rat nhanh va kha nang bao
mat cao so v@i cac phuong phap ma héa khoa céng cong nhung lai gap phai van
dé khé khan trong viéc trao doi ma khdéa. Nguwoc lai, cac phwong phap méa héa
khda cdng cdng tuy xt ly théng tin chdm hon nhung lai cho phép ngudi st dung
trao d6i ma khoa dé dang hon. Do do, trong cac (ng dung thuc t&, ching ta can
phéi hop dugc wu diém clia moi phwong phap ma hoa dé xay dung hé théng ma

hda va bdo mat thdng tin hiéu qua va an toan.
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Chuong 2
MOt s6 phwong phap méa héa quy wéc

Trong chwong 1, chlng ta da tim hiéu tong quan vé mat ma hoc va hé
thdng ma hda. Noi dung cta chuong 2 sé giéi thiéu chi tiét hon vé hé thdng ma
héa quy wéc (hay con goi la hé thong méa hoa doi xirng). Mot so phwong phap
ma héa quy wéc kinh dién nhu phuong phap dich chuyén, phwong phap thay
thé... clng voi cac phvong phap mé hda theo khoi dwoc st dungphd bién trong
nhitng thap nién gan day nhu DES, Tripple DES, AES ciling dugc gioi thiéu

trong chuong nay.
21 Héthéng ma hda quy uwéc
Hé thong ma héa quy wéc la hé thdng méa hoéa trong dé quy trinh ma héa va giai

ma déu st dung chung mot khoa - khda bi mat. Viéc bdo mat théng tin phu thudc

vao viéc bao mat khoda.

Trong hé thdng méa hoa quy wac, thdng diép ngudn dwoc ma hda véi ma khoa k

dwoc thong nhét trudc gilra ngudi glri A va nguoi nhan B. Nguoi A sé st dung
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méa khoa k dé ma héa théng diép X thanh thdng diép y va gii y cho nguoi B;
nguoi B sé sir dung ma khoa k dé giai ma thong diépy nay. van dé an toan bao
mat théng tin dwoc ma hda phu thudc vao viéc gitr bi mat néi dung ma khda k.
NéEu nguoi C biét dwoc mé khoa k thi C c6 thé “mé khda” thong diép da duoc ma

hda ma ngudi A gli cho nguoi B.

Khéa bi mat
Thong diép Ma hoa Thong diép Giai ma Thong diép
nguon dd ma héa da gidi ma

Hinh 2.1. M hinh hé th6ng ma hoéa quy wéc

2.2  Phuwong phap ma héa dich chuyén

Phrong phap ma hda dich chuyén Ia mét trong nhiing phuong phéap lau doi nhat
duoc st dung dé ma hoa. Thong diép dugc ma hoa bang cach dich chuyén xoay

vong tirng Ky ¥ di k vi tri trong bang chi cai.

Trong trwong hop dac biét k = 3. phwong phap ma hoa bang dich chuyén duoc

goi la phrong phap ma héa Caesar.
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Thuat toan 2.1. Phuong phap ma héa dich chuyén
Cho p=C=K =2,
VGi moi khoa £e £ , dinh nghia:
ek{X) = (x+k) mod n va dk(y) =(y-k) mod n véi x,yeZn

E={ek ke K}\aD =idkkeK)

Ma hda dich chuyén la mot phwong phap mé héa don gian, thao tac xt Iy ma hoéa
va gidi ma dwgc thwc hién nhanh chong. Tuy nhién, trén thuc t€, phwong phap
nav cé thé dé dang bi pha v& bang cach thir moi kha ning khda k sK . Diéu nay
hoan toan cé thé thuc hién dugc do khong gian khéa K chi ¢6 n phan tir dé chon

lua.

O Vi du: D& ma hda mot thong diép duoc biéu dién bang cac chi céi to A
dén Z (26 chir cai), tast dung p =C =K =2Z26. Khi d6, thong diép duoc
ma hoa sé khdng an toan va co thé dé dang bi giai ma bang cach thir 1an
lwvot 26 gia tri khéa k gK . Tinh trung binh, thong diép da duoc ma héa

co thé bi giai ma sau khoang ni2 lan thtr khéa k GK .

2.3 Phuwong phap ma hoéa thay thé

Phuong phap ma héa thay thé (Substitution Cipher) 1a m6t trong nhitng phuong
phap méa hda nbi tiéng va da dugc st dung to hang tram nam nay. Phuong phap
nav thuc hién viéc ma hoa théng diép bang cach hoan vi cac phan tir trong bang

chir cai hay tong quat hon la hoan vi cac phan tir trong tap ngudn .
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Thuat toan 2.2. Phurongphap ma hoa bang thay thé
Chop=C=2,
K I tap hop tat ca cac hoanvi ctianphantt 0, 1, 1 . Nhu vay, méi khoa
7€ K lamot hoanvi ciianphant 0,1,...,.«-1.
V&i moi khoa 7le K , dinh nghta:
e X)=7@c) vad (®»=11y) voi x,y GZn

E={eil, TteK} va D ={Dilfit GK}

Pay la mot phuwong phap don gian, thao t&c ma hda va giai ma dugc thuc hién
nhanh chéng. Phuong phap nay khic phuc diém han ché cta phwong phap ma
hoa bang dich chuyén 1a c6 khong gian khoa K nhd nén dé dang bi giai ma bang
cach thir nghiém lan lwot n gia tri khéa k G K . Trong phuong phap ma hda thay
thé co khong gian khoa K rdt 16n véi n\ phan t&r nén khong thé bi giai ma bang
cach “vét can” moi trwdng hop khda k. Tuy nhién, trén thuc t€ thong diép duoc
ma hoa bang phuong phap nay van cé thé bi giai md néu nhu co thé thiét 1ap
duoc bang tan s6 xudt hién clia cac ky tw trong thong diép hay nam dwoc mot s6

ttr, ngl trong thong diép ngudn ban dau!

2.4  Phuwong phap Affine

Néu nhw phrong phap ma hoa bang dich chuyén l1a mét trwong hop déc biét cla
phuong phap ma hda bang thay thé, trong dé chi str dung n gia tri khda k trong s6
n\ phan tt, thi phvong phap Affine lai la mot trvong hop déac biét khac clia ma

hoa bang thay thé.
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Thuat toan 2.3. Phuong phép Affine
Chop =c =z,
K ={(&¢b) Ez,XZB:gcd(lr,«) = 1}
Vi moi khoa k =(a,b) GK , dinh nghfa:
ek(x) =(ax+b) mod n va dk(x) = (¢-1(7 - b)) mod n v&i X,V e Zn

E={ek,k&K} va D ={Dk,keK}
Dé co thé giai ma chinh xac thong tin da dwoc ma hoa bang ham ek GE thi ek
phdi la moét song anh. Nhu vay, véi moi gia tri yez,, phuong trinh

ax +b =>>(mod IT) phdic6 nghiém duy nhat Xe Z n.

Phuong trinh ax +b =>>(mod n) twong duong vai ax = (7 -¢>)(modn) . Vay, ta

chi can khdo sat phuong trinh ax ={y- 6)(mod n).

Binh ly 2.1: Phuwong trinh ax +b="(mod ri) c6 nghiém duy nhat XGZnvoi

moi gia tri b €2 n khi va chikhi avan nguyén t6 cung nhau.

Vay, diéu kién a van nguyén t6 ciing nhau bao dam théng tin dugc ma hda bang

ham ek c6 thé duoc giai mé va giai ma mot cach chinh xac.

Goi éin) lasb lwgng phan tU' thudc Zn va nguyén té cung nhau véi n.
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n
Pinh Iy 2.2: Néu n=J~IPi‘ voiPi \a cac so nguyén t6 khac nhau va & Gz +,
i

[=1

Trong phuong phap ma hoa Affme, ta c6 n kha nang chon gia tri b, é{n) kha

nang chon gia tri a. Vay, khoéng gian khéa K cé tdt cd né(n) phan td.

Van dé dat ra cho phuong phap ma héa Affine la dé c6 thé giai ma dwoc thong tin
da dwgc ma hda can phai tinh gia td phan t nghich ddo a~l e Zn. Thuat toan

Euclide mé& rong cé thé gidi quyét tron ven van dé nay [45].

Truwoc tién, can khao sat thuat toan Euclide (& dang co ban) st dung trong viéc
tim wéc s6 chung I6n nhét cla hai s6 nguyén duong rQva rx véi r0>rx. Thuat
toan Euclide bao gom mét day cac phép chia:

sr2> 0<r2<n

A =<i2r2+r3’ 0 <ri <r2

M = Qe kg 7, 0<p <1

(2.1)

Dé dang nhan thdy rang: god(A8,rl) =gcd(r,,r2) =... = gcd(rm,,m) = rm. Nhu

vav, wéc sé chung Ién nhatclda rova rxla r .
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Xay dung day sb tO,ti,...,tm theo cdng thirc truy hoi sau:
to="°
i,=I

tj =(fj_2- gMtH ) mod rk vai § > 2 (2.2)

Pinh ly 2.3: Foi mo/j, 0<j <m, ta co6 r. =tj\x(mod r0) , véi qj va r. dugc
xac dinh theo thuéat toan Euclide va t dwgc xac dinh theo cong thirc truy héi néu

trén.

Dinh Iy 2.4: Néu rirva r{ nguyén to cung nhau (v6i r0>r) thi tm laphan ti

nghich ddo cla t\ trong 7t .

gcd(ro,r,) =i=>tm=r~' modr0 (2.3)

Trong thuat toan Euclide, day so {tj} c6 thé duoc tinh dong thoi véi day s6 {q }
va {ij}. Thuat toan Euclide mé rong dwdi day duoc st dung dé xac dinh phan tl

nghich dao (néu cd) clia mot sé nguyén dwong a (modulo n). Trong thuat toan
khong can st dung dén cau tric dir lieu mang dé lwu gid tri clia day so itj}, {gj }

hav {r.}vi tai mdi thoi diém, ta chi can quan tam dén gid tri cla hai phan ti' cudi

cung clla moéi day tai thoi diém dang xét.
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Thuat toan 2.4. Timat toan Euclide mé rong

xac dinh phan tt nghich dao cta a (modulo n)

nn
an
r =n0-qa0
while r >0 do
temp =tQ- qt
if temp >0 then
temp = temp mod n

end if
if temp <O then

temp =n-((-temp)mod n)
end if
t0=t
t =temp
n0=a0l
a0=r

9% an

r =n0-qa0

end while
if a0* 1 then

a khdng c6 phan tU' nghich dao modulo n

else
I1=tmodn

end if
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2.5 Phuwong phap Vigenere

Trong phuong phap ma héa bang thay thé cling nhu cac truong hop dac biét clia
phuong phap nay (ma hoa bang dich chuyén, ma hoa Affine,...), Gng véi mot
khéa k dwoc chon, moi phan tir Xe p dugc anh xa vao duy nhat mét phan ti

y € C . N6i cach khac, ting voi mdi khéa k €K, mdt song anh dugc thiét 1ap tir

p vao C.

Khéc voi hudng ti€p can nay, phuong phap Vigenere st dung mot tir khoa ¢ do
dai m. C6 thé xem nhu phuong phap ma hoa Vigenere Cipher bao gém m phép

ma hoa bang dich chuyén dugc ap dung luan phién nhau theo chu ky.

Khéng gian khéa K cutia phwong phap Vigenere Cipher ¢é s6 phan td’ 1a nm, 16n
hon han phwong phap s luong phan tir clia khdng gian khoa K trong phuong
phap ma hoa bang dich chuyén. Do do, viéc tim ra ma khoa k dé giai ma thong
diép d4 dwoc ma hoa sé khd khin hon d6i voi phwong phap ma hda bang dich

chuyén.

Thuét toan 2.5. Phrongphap ma hoa Vigenere

Chon s6 nguyén duong m. Binh nghta P=C =K =(Zn)m

V6i moi khoa k = (k0 ...k _s) € K . dinh nghta:
ek(xi,x2,...,x )= ((x, ¥A])mod«,(x2 +k2)modn,...,(xm+km)modn)
dk(yi,y2,...,ym) =(O, - k) modn,(y2- k2) modn,...,(ym- km) modn)

voi x,ye(Znm.
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2.6  Phuwong phap Hill

Phuong phap Hill duoc Lester s. Hill cdng bd nam 1929: Cho so nguyén duong
m, dinh nghia p =c¢ =(Zn)m. Moi phan tt la mot bd m thanh phan, moi
thanh phan thudc 7n. Y twdng chinh ctia phuong phap nay la st dung m t6 hop
tuyén tinh cCia m thanh phan trong moi phan t&r X €p dé phat sinh ra m thanh

phan tao thanh phantl' y eC .

Thuat toan 2.6. Phuvong phap méa héa Hill
Chon sb nguyén duong m. Dinh nghta:

p =c =(ZnY vaK latap hop cac matran mx m kha nghich

(ki1 ki - hme
V6i mdi khoa k = 2 = kam .k dinhnghfa
km, kmp o k
A K2 " KRm
91 Am

ek{x) =xk =(xI,x2,:;xm) Vol X =(x1,X2,...,xmG p
Jem\  km2 Ir
va dk(y) =yk 1voiyec .

Moi phép toan sg hoc déu duuc ihuc hién trén z J.
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2.7 Phuwong phdp méa hda hoan vi

Nhi*tng phuong phap ma hoa néu trén déu dua trén y twéng chung: thay thé moi
ky tu trong thong diép ngubn bang mot ky tw khac dé tao thanh théng diép da
dwoc ma hda. Y tudng chinh clia phwong phap ma hdéa hoan vi (Permutation
Cipher) 1a van gil* nguyén céc ky tv trong thong diép ngudn ma chi thay d6i vi tri
cac Ky tu; ndi cach khac théng diép ngudn dwoc ma hoa bang cach sap xép lai cac

Ky ty trong do.

Thuat toan 2.7. Phrongphap ma hoa bang hoan vi
Chon s6 nguyén dwong m. Binh nghta:
p =C =(Zi)mvaK latap hop cac hoanvi ciiamphantt {1,2,.w}

V6i mbi khda Tl £ K , dinh nghta:

<wi>Yi o y«)={y,->ury,-2) ->Vv'h)

V@i n 1hoan vinguoc clia 71

Phrong phap ma hoa bang hoan vi chinh 13 mét truong hop dac biét clia phrong
phap Hill. V&i moi hoan vi w cla tap hop {1, 2, m} , ta xac dinh ma tran

k =(k .) iheo cong ihtrc sau:

1, néuz'= 74(Y) (2.4)
0, trong trwong hop nguoc lai
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Ma tran kK 1a ma tran ma moi dong va mdi cot co ding mot phan tir mang gia tri
1, c4c phan td' con lai trong ma tran déu bang 0. Ma tran nay co thé thu duoc bang

cach hoan vi cac hang hay céc c6t clia ma tran don vi Im nén kT la ma tran kha
nghich. RG rang, ma hoa bang phuong phap Hill véi ma tran kKhoan toan twong

duwong vai ma hoa bang phwong phap hoan vi véi hoan vi 71

2.8 Phuwong phap ma hoa bang phép nhan

2.8.1 Phuwongphap ma hoa bangphép nhan

Thuét toan 2.8. Phwong phap ma hoa bang phép nhan
Cho P =C =(Zn)m, K={keZn:gca(k,n)=\}
Vi mbi khoa k e Zn, dinh nghia:

ek(jt) = kxmod n va dk(>=k~'y mod n véi X,y GZn

Phrong phap ma hoa bang phép nhan (Multiplicative Cipher) lamotphrong
phap ma hoéa don gian. Khong gian khdéa K c6 tat cd é{n) phan t&. Tuy nhién,
viéc chon khda k =1e K s& khdng c6 y nghia trong viéc ma héa théng nén sb

lwgng phan t& that sy duoc st dung trong K la é(n) - 1.
Van dé duoc dat ra & day la do an toan cta phuong phap nayphuthudéc vao sé

lwvgng phan ti trong tap khoa K. Neu gid tri é{n)- 1 khong du Ién thi thdng tin

dwoc ma hoa co thé bi giai ma bang cach thir toan bd cac khoa k e K . DE nang
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cao do an loan clia phuwng phap nay, gia tri n duwc st dung phai ¢ 6{n) du I6n
hav chinh gia tri n phai du Ion. Khi d6, moét van dé méi duoc dat ra la 1am thé nao

thuc hién dugc mot cach nhanh chdng céc phép toan trén s6 nguyén lén.

2.8.2 Xulysd hoc

Trong phuong phap ma hdéa nay, nhu cau tinh gid tri cla biéu thirc
z =(axb) mod n dugc dat ra trong ca thao tac ma héa va gidi ma. Néu thuc hién
viéc tinh gid tri theo cach théng thuong thi rd rang 1a khdong hiéu qua do thoi gian

Xt ly qua 16n.

St dung thuat toan phép nhan An D9, ta c6 thé dwoc st dung dé tinh gié tri biéu

thirc z = (a Xb) mod n mét cach nhanh chong va hiéu qua.

Thuét toan 2.9. Thuat toan phép nhan An D6 dé tinh gia tri z =(axb) mod n

z=0
a=amodn
b=bmodn
Biéu dién b du¢i dang nhi phan bt x bl 2,...,02,bi, b.e {0,1}, 0 <i<I
for i=0 to /-1

it b. =1 then

z ={z+a)mod n

end if

a=(2a)mod n
end for

z=(z+a)mod n
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2.9 Phuong phap DES (Data Encryption Standard)

2.9.1 Phuwongphéap DES

Khoang nhiitng nam 1970, tién si Horst Feistel da dat nén mong dau tién cho
chuan ma hoa di¥ liéu DES véi phuong phap ma héa Feistel Cipher. Vao ndm
1976 Co quan Bao mat Qudc gia Hoa Ky (NSA) da cong nhan DES duva trén
phurong phap Feistel 1a chuan ma héa di liéu [25], Kich thuéc khéa clia DES ban
dau la 128 bit nhung tai ban cdng bo FIPS kich thuéc khda dwgc rut xuéng con
56 bit.

Trong phuwong phap DES, kich thuéc khoi la 64 bit. DES thyc hién ma héa dir
liéu qua 16 vong ldp ma hoa, moi vong st dung mot khoa chu ky 48 bit dugc tao
ra tir khda ban dau c6 do dai 56 bit. DES st dung 8 bang hang s6 S-box dé thao

tac.

Qua trinh ma hoa clia DES c6 thé duoc tom tat nhw sau: Biéu dién thong diép
ngudbn xe p bang day 64bit. Khda k co 56 bit. Thuc hién ma hda theo ba giai

doan:

1 Tao ddy 64 bit xObang cach hoan vi Xtheo hoan vi IP (Initial Permutation).
Biéu dién x0=1P(x) =LOR®, LOgdm 32 bit bén trai clia JO Ro gdbm 32 bit

bén phai cua JO.
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Lo Ro

~

x{r
Hinh 2.2. Biéu dién d&y 64 bit X thanh 2 thanh phan Lva R

2. Thuc hién 16 vong lap tir 64 bit thu dwgc va 56 bit cta khoa k (chi st dung

48 bit ctia khoa k trong moi vong 13p). 64 bit két qua thu duoc qua mdi vong

lap sé la dau vao cho vong lap sau. Céac cap tir 32 bit Li, Ri (voi 1<i<16)

duoc xac dinh theo quy tic sau:
4 =

77,.=N (2.9)

vGi © biéu dién phép toan XOR trén hai day bit, Ki, K2, K 161a cac diy 48
bit phét sinh to khéa K cho trede (Trén thuc t€, moi khda Ki duoc phat sinh

bang cach hoan vi céac bit trong khoda K cho trudc).

3. Ap dung hoan vi ngwoc /r' d6i voi ddy bit Ri@Li6, thu dwoc tiry gom

64 bit. Nhu vay, y = /P“1(?16Z16).

Ham/ dugc str dung & budc 2 1a ham c6 gbm hai tham s6: Tham s6 th* nhat A la
mot day 32 bit, tham s6 thi hai J la mot day 48 bit. KEt qua clia ham/ la mét day

32 hit. Cac budc xt ly cia ham /(A,J) nhu sau:

Tham s6 thir nhat A (32 bit) dugc mé rong thanh day 48 bit bang ham ma rong E.
Két qua cta ham E(A) la mot day 48 bit dwoc phat sinh ti' A bang cach hoan vi
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theo mot thit tw nhat dinh 32 bit clia A, trong d6 c¢6 16 bit clia A dwoc 13p lai hai
lantrong E(A).

Hinh 2.3. Quy u-inhphéat sinh ddy L R tlrddy L XRi_xva khoa K.

Thuc hién phép toan XOR cho hai ddy 48 bit E(A) vaJ, ta thu dwoc mot day

48 bit B. Biéu dién B thanh tirng nhom 6 bit nhu sau: B = BiB2BTB4Bi B6B1Bii.

St dung tam ma tran S7,S2,...,Sfi, mbi ma tran Si ¢ kich thwéc 4x16 va moi
dong cla ma tran nhan da 16 gia tri t0 0 dén 15. Xét ddy gobm 6 bit
Bj = bb2bdHH6, s (Bf) dwoc xac dinh bang gia tri ctia phan ti tai dong r cot ¢
clia S, trong do, chi s6 dong r co biéu dién nhi phan 1a hb(i, chi s6 cot ¢ cd biéu

dién nhi phan la b2ib4i. Bang cach nay, ta xac dinh duoc cac day 4 bit
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Tép hop cac day 4 bit Cj lai, ta cd dwgc day 32 bit
¢ = C,C2C3CAC5CACTCS. DAy 32 bit thu dugc bang cach hoan vi ¢ theo mot quy

ludt p nhét dinh chinh Ia két qua ciia ham F(A,J).

Quaé trinh gidi ma chinh Ia thyc hién theo thi tu' ddo nguoc cac thao tac cua qua

tinh ma hoa.

2.9.2 Nhan xét

Do toc d6 tinh toan cla may tinh ngay cang tang cao va DES da duwoc sw quan
tdm chl y clia cac nha khoa hoc lan nhitng nguoi pha ma (cryptanalyst) nén DES
nhanh chdng tré nén khéng an toan. Nam 1997, mot dv an da tién hanh bé khoa
DES chua dén 3 ngay véi chi phi thdp hon 250.000 dollars. Va vao nam 1999,
mot mang may tinh gdém 100.000 may cé thé gidi ma mot thu tin mé hoa DES

chua day 24 gio.

Trong qua trinh tim kiém cac thuat toan moi an toan hon DES, Tripple DES ra
doi nhv mot bién thé clia DES. Tripple DES thyc hién ba lan thuat toan DES voi
3 khoa khac nhau va véi trinh ty khac nhau. Trinh tw thwc hién phé bién la EDE
(Encrypt - Decrypt - Encrypt), thuc hién xen ké méa hoa voi gidi ma (luu y la

khoa trong tirng giai doan thuc hién khac nhau).
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2.10 Phuwong phap chuan ma héa nang cao AES

Dé tim kiém mot phwong phap ma héa quy wéc méi véi do an toan cao hon DES,

NIST da cong bd mot chuan ma héa mai, thay thé cho chuan DES. Thuét toan dai

dién cho chuan ma hoéa nang cao AES (Advanced Encryption Standard) sé la

thuat toan ma hoa khoa quy wéc, st dung mién phi trén toan thé gidi. Chuan AES

bao goém céc yéu cau sau [23]:

0

0
0
0

Thuat toan ma hoa theo khdi 128 bit.

Chiéu dai khda 128 bit, 192 bit va 256 bit.

Khong c6 khda yéu.

Hiéu qud trén hé thdng Intel Pentium Pro va trén cac nén phan ctng va phan
mém khac.

Thiét ké dé dang (ho tro chidu dai khda linh hoat, c6 thé trién khai tng dung
rong rdi trén cac nén va cac ing dung khac nhau),

Thiét ké don gian: phan tich danh gia va cai dat dé dang,

Chap nhan bat ky chiéu dai khda lén dén 256 bit.

M4 hoa dir liéu thdp hon 500 chu ky ddng hd cho mdi khéitrén Intel
Pentium, Pentium Pro va Pentium Il d&i v&i phién ban t6i wu clia thuat toan,
C6 kha nang thiét 1ap khoa 128 bit (cho téc dd ma hoa téi vu)nhd hon thoi
gian doi hdi dé ma hoa céac khéi 32 bit trén Pentium, Pentium Pro va Pentium
n.

Khong chira bat ky phép toan nao lam né giam kha nang trén cac bo vi xt ly
8 bit, 16 bit, 32 bit va 64 bit.

Khdng bao ham béat ky phan tir nao lam n6 gidm kha nang ctia phan cung,
Thoi gian ma hoéa dii liéu rat thap duwdi 10/1000 gidy trén bd vi xir ly 8bit.

C6 thé thuc hién trén bd vi x& ly 8 bit voi 64 byte bd nhd RAM.
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Sau khi thuc hién hai lan tuyén chon, ¢ nam thuat toan duogc vao vong chung
két, gom c6: MARS, RC6, SERPENT, TWOFISH va RIINDAEL. Céc thuat toan
nay déu dat cac yéu cau clia AES nén duoc goi chung la cac thuat toan (rng vién
AES. Céc thuat toan Gng vién AES cé do an toan cao, chi phi thuc hién thap. Chi
tiét vé cac thuat toan nay dugc trinh bay trong Chwong 3 - Phurong phap ma hoéa

Rijndael va Chuong 5 - Céc thuét toan (ng clr vién AES.
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Chuong 3
Phuwong phap méa hda Rijndael

No6i dung cta chwong 3 trinh bay chi tiét vé phuong phap mé hoéa Rundael
cla hai tac gid Vincent Rijmen va Joan Daeman. Bay la giai thuat duoc Vién
Tiéu chuan va Cong nghé Hoa Ky (NIST) chinh thitrc chon lam chudn méa hda

nang cao (AES) tr ngay 02 thang 10 nam 2000.
31 Gibi thiéu

Vi toc dd va kha nang x ly ngay cang duoc nang cao clia cac bd vi xt ly hién
nay, phuvong phap ma héa chuin (Data Encryption Standard - DES) tré nén
khong an toan trong bao mat thdng tin. Do d6, Vién Tiéu chuan va Cong nghé
Hoa Ky (National Institute of Standards and Technology - NIST) da quyét dinh
chon mot chuén ma héa méi voi d an toan cao nham phuc vu nhu ciu bao mat
thong tin lién lac cta Chinh phi Hoa Ky ciing nhu trong cac (ng dung dan su.
Thuét toan Rijndael do Vincent Rijmen va Joan Daeman da duoc chinh thirc chon
tré thanh chudn ma hoéa nang cao AES (Advanced Encryption Standard) tir ngay

02 thang 10 nam 2000.
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Phuong phdp ma hoa Rijndael la phuvong phap ma hoa theo khéi (block cipher)

c6 kich thwdc khdi va ma khda thay doi linh hoat voi céc gia tri 128, 192 hay 256

bit. Phuong phap nay thich hop tng dung trén nhiéu hé thdng khac nhau tir céc

thé théng minh cho dén cac may tinh ca nhan.

3.2 Tham s6, ky hiéu, thuat ngir va ham

AddRoundKey

SubBytes

InvSubBytes

MixColumns

InvMixColumns

40

Phép bién ddi str dung trong ma hoa va gidi ma, thuc hién
viéc cong ma khoa cla chu ky vao trang thai hién hanh. D6
dai clia ma khoa ctia chu ky bang véi kich thuéc cla trang
thai.

Phép bién d6i st dung trong ma hda, thuc hanh viéc thay
thé phi tuyén tong byte trong trang thai hién hanh théng qua
bang thay thé (S-box).

Phép bién doi str dung trong gidi ma. Day la phép bién doi
nguoc cla phép bién doi SubBytes.

Phép bién doi str dung trong méa hoa, thuc hién thao tac tron
thong tin cla tirng cot trong trang thai hién hanh. Moi cot
dwoc xt ly doc lap.

Phép bién dbi st dung trong gidi ma. Day la phép bién doi

nguoc cla phép bién doi MixColumns.



ShiftRows

InvShiftRows

Nw

Nb

Nk

Nr

Phrong phap mé hoa Rijndael

Phép bién do6i sir dung trong ma hoa, thuc hién viéc dich
chuyén xoay vong tirng dong cla trang thai hién hanh voi di

s twong Ung khac nhau

Phép bién d6i str dung trong gidi ma. Day la phép bién doi

nguoc cla phép bién doi ShiftRows.

S6 lvong byte trong mot don vi di¥ liéu “tir”. Trong thuat
toan Rijndael, thuat toan mé réng 256/384/512 bit va thuéat
todn mé rong 512/768/1024 bit, gia tri Nw lan luot la 4, 8 va
16

Khoa chinh.
S6 lugng cot (s lwgng cac to 8xiMw bhit) trong trang thai.
Gia tri Nb =4, 6, hay 8. Chuan AES gi¢i han lai gia tri cla

Nb =4.

S6 lwong cac to (8xNw bit) trong khoa chinh.
Giatri Nk =4, 6, hay 8,

S6 lugng chu ky, phu thudc vao gia tri Nk and Nb theo cong
thirie: Nr = max (Nb, NK)+6.
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RotWord Ham duoc s dung trong qua trinh mé rong ma khéda, thuc
hién thao tac dich chuyén xoay vong Nw byte thanh phan

clia mot tur.

SubWord Ham duoc sir dung trong qua trinh mé réng ma khéa. Nhan
vao mot tr (Nw byte), ap dung phép thay thé dwa vao S-box
doi véi tling byte thanh phan va tra vé tr gom Nw byte

thanh phan da dugc thay thé.

XOR Phép toan Exclusive-OR.
0 Phép toan Exclusive-OR.
0 Phép nhan hai da thirc (moi da thirc c6 bac < Nw) modulo

cho da thirc xXNw+ 1.

. Phép nhén trén trwong hiru han.

3.3 MOt sO khéi niém toan hoc

Pon vi thong tin duoc xi ly trong thut toan Rijndael 1a byte. M6i byte xem nhu
mot phan ti cla trwong Galois GF(2X duoc trang bi phép cong (ky hiéu ©) va
phép nhan (ky hiéu «). Mbi byte c6 thé dwoc biéu dién bang nhiéu céach khac
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nhau: dang nhi phan ({bibiybsbabib Ibo}), dang thép luc phan ({h\h()Y) hay dang
7

da thirc co6 céac hé s6 nhi phan 'y'bjX*
-0

3.3.1  Phép cong

Phép cong hai phan tir trén GF(28 dugc thrc hién bang cach “cong” (thuc chét 1a
phép toan XOR, ky hiéu ©) cac hé sb cla cac don thirc dong dang clia hai da thirc
tong Gng voi hai toan hang dang xét. Nhu vay, phép cong va phép trir hai phan

tr bat ky trén GF(28 la hoan toan twong dwong nhau.

Néu biéu dién lai cac phan tir thudc GF(29 dudi hinh thic nhi phan thi phép cong
gira {ala@9Saiazamo} voi {bybcybsbabrbibo} la {GGHACCID} VoI
d=di©bj,0</<7.

3.3.2 Phép nhan

Khi xét trong biéu dién da thitc, phép nhan trén GF(2X (ky hiéu ) twong Gng voi
phép nhan théng thudng cla hai da thirc dem chia lay dv (modulo) cho mét da
thirc t6i gidn (irreducible polynomial) bac 8. Pa thirc dugc goi la t6i gidn khi va
chi khi da thirc nay chi chia hét cho 1va chinh minh. Trong thuét toan Rijndael,

da thirc t6i gian duoc chon la

m(x) =X +x4+x3+X+1 (3.1)

hay 1{lb }trong bi€u dién dang thap luc phan.
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Két qua nhan duoc 13 mét da thirc bac nhd hon 8 nén co thé duoc biéu dién dudi
dang 1byte. Phép nhan trén GF(28 khong thé duoc biéu dién bang mot phép toan

don gidn & mirc dd byte.

Phép nhan duoc dinh nghta trén day co tinh két hop, tinh phan phoi doi voi phép
cong va co phan tir don vi la {01}. V&i moi da thiic b{x) c6 hé s& nhi phan voi
bac nhd hon 8 ton tai phan tir nghich dao cuta b(x), ky hiéu b*\x) (dugc thuc hién

bang cach sir dung thuat toan Euclide mé rong [45]).

Nhan xét: Tap hop 256 gia tri to 0 dén 255 duwoc trang bi phép toan cong (dwoc
dinh nghta la phép toan XOR) va phép nhan dinh nghfa nhu trén tao thanh truong
hi*ru han GF(28.

3.3.2.1 Phép nhan vai X

Phép nhan (thdng thuong) da thirc

7
b(x) =b7x 7 +b6x 6 +b5X5 +bax 4 +b3x 3+b2x 2 +bix+bF="bjX" (3.2)
=0

vOi da thire X cho két qua la da thic
O7X8+b6x 7+b5x 6+b4aX5+b3x 4 +b2x 3+biX2 +b0x (3.9
Két qua Jeb(x) duoc xéac dinh bang cach modulo két qua nay cho da thirc m(x).

1 Trwong hgp ¢>7=0

= bx1+b5x6 +b4x5+b3x4 +b2x 3 +biX2 +biix (3.4)
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2. Truong hop ¢>7=1

=(07x8+b6x 7 +b5x 6 +b4x 5 +b3X 4 +b2xi +biX2 +6Xjmodm(x)
= [bix A+b(,x7 +b5x 6 +b4x 5 +b3x 4 +h2x 3 +hiX2 +60Jc]-m(x) (3.5)

Nhu vay, phép nhan véi da thire X (hay phan tir {00000010} e GF(28) co thé
duoc thuc hién & mic do byte bang mdt phép shift trai va sau dé thuc hién tiép
phép loan XOR voi gia tri {Ib néu bl =\ .Thao lac nay duuc ky hiéu la
xtime (). Phép nhan vai céac Ity thira clia X cd thé duoc thuc hién bang cach ap
dung nhiéu lan thao tdc xtime (). K&t qua clia phép nhan véi mot gia tri bat ky

duoc xac dinh bang cach cong (© ) cac két qua trung gian nay lai voi nhau.

Khi d6, viéc thuc hién phép nhan gilra hai phan tir a,b bat ky thudc GF(29 c6 thé
duoc tién hanh theo cac budc sau:

1Phan tich mét phan tir (gia s la a) ra thanh tdng clia cac Ily thira cla 2,

2. Tinh tong cac két qua trung gian clia phép nhan gitra phan ti con lai (la b)

v@i cac thanh phan la Iy thira clia 2 duoc phan tich to a.

O Vi du:

{57}. {13} = {fe}V

{57}. {02}y = xtime({57}) = {ae}
{573 <« {04y = xtime({ae}) = {47}
{57}. {08}y = xtime({47}) = {8e}
{57}= {10} = xtime({8e}) = {07},
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Nhuw vay:

{57 }= {13} {57} «({01} © {02} © {10}
{57}0{ae}0{07}

{fe}

3.3.3  Da thirc vGi hé sb trén GF(29

Xét da thirc a(x) va b(x) bac 4 véi cac hé sé thudc GF(28):

3 3
a(x) ="aiX"' vab(x) =" Db ixi (3.6)
e =0

Hai dathic ndy c6 thé duoc biéu dién lai dudi dang tr gom 4 byte
[(to,, a2, €3] va [00, Oi,02, bi]. Phép cong da thirc duocthuc hién bang cach
cong (chinh Ia phép toan XOR trén byte) cac hé sb cuia cac don thirc dong dang
vOi nhau:

3

a{x)+b(x) =~ (ri ©bi)x' (3.7)

i=0

Phép nhén gitra a(x) voi b(x) dugc thie hién thong qua hai budc. Trudc tién, thyc

hién phep nhan théng thuong c(x) = a(x)0o(x).

c(x) = BXO+C5X5+ CAX4 +C3X3 + C2X2 + CiX + O (3.8)
VO )
clr=a0»bi c4=a3»0i ©a2+*b20© i »b3
G =at*bh0O© al- bi c5=a3+b2 © a2<h3
c2=a2*blr© i »bi ®a0*;>2 C6 =r3*"3 (3-9)

c3=a3+*hQO a2 b ®a{*hb20al-h3.
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R6 rang la coc) kliong thé dugc biéu dién bang mot tir gdm 4 byte. Da thirc cot)
c6 thé duoc dwa vé mot da thic co bac nhd hon 4 bang cach 1y c(jc) modulo cho

mot da thirc bac 4. Trong thuat toan Rijndael, da thirc bac 4 dwoc chon la

M (x)=x4+1.
Do XJ mod(x4 + 1) = XJriad4 nén két qua d{x) = a(x) €b(x) duoc xac dinh bang

d(X) = i/3x3+d2x 2 +diX +d0 (3.10)
VOi
d0=aQebit®a3shi ©a2eb2©axeb3
dx=di*b0©alehi ©a3eh2©a2eh3
d2 =a2+bi® axebi ©alreb2© a2e+b3
d3=a3»b0®a2nbi®a{»b2®ald»h3 (3.11)

Trong trwdng hop da thirc a(x) ¢6 dinh, phép nhan d(x) =aix) <s>b(x) ¢ thé duoc

biéu dién dudi dang ma tran nhu sau

i i .
o o al a2 :Eb

dl g alr B a2 p\ (3.12)
d2 a2 i a0 33 p2 '

d3 73 az2 a\ a0 h

Do x4 +1 khéng phai la mot da thirc toi gidn trén GF(28 nén phép nhan véi mot
da thic  a(x)cb dinh dwgc chon bat ky khéng dadm bao tinh khdnghich. Vi vay,
trong phuong phap Rijndael dd@ chon da thic a(x) ¢ phan tiinghich dao
(modulo M(x))
avw) = {03}x3+ {01}x2+ {01}x+ {02} (3.13)
a\x) = {0b}x3+ {0d}x2+ {09}x+ {Oe} (3.14)
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3.33.1  Phép nhéan voi X

Xét da thirc

b(x)= b*x3 +b2x 2 +biX +bir (3.15)

Két qua ctia phép nhan c(x) - b(pc) ® X dwoc xac dinh bang

c(x) =b2x 3 +biX2 +biix +b3 (3.16)

Phép nhan voi X twong dwong voi phép nhan & dang ma tran nhw da trinh bay &
phan trén v&i cac gia tri a0=a2= a3= {00} va d\ ={01}.

co 00 00 00 01~ po
g 01 00 00 00
cl 00 01 00 00 b2
00 00 01 00
3 0 .8

Nhuv vay, phép nhan véi X hay cac Ily thira ciia X sé& twong tng véi phép dich

chuyén xoay vong cac byte thanh phan trong mot ti.

Trong thuét todn Rijndael can st dung dén da thic X3 (alr= ai =a2= {00} va
Ui~ {01}) Irong ham RotWord nham xoay vong 4 byle thanh phan clia mét Ity
dwoc dua vao. Nhu vay, néu dua vao tU' gém 4 byte [/)), b\, b2 bi\ thi két qua
nhan duoc la tlr gom 4 byte [bi, b2 bT, ba].
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3.4 Phuong phap Rijndael

Phrong phap mé hoéa Rijndael bao gom nhiéu bwéc bién doi dwoc thue hién tuan
tw, két qua dau ra clia budc bién doi trude la dau vao cua budc bién doi tiép theo.

Két qua trung gian gilra cac bwéc bién doéi dugc goi la trang thai (State).

MOt trang thai co the dugc biéu dién dwdi dang mot ma tran gdm 4 dong va Nb
cot véi Nb bang véi do dai cta khéi chia cho 32. Ma khoa chinh (Cipher Key)
cling dugc biéu dién dudi dang mot ma tran gdbm 4 dong va Nk cot vai Nk bang
vOi do dai ctia khoa chia cho 32. Trong mot s6 tinh hung, ma tran biéu dién mot
trang thai hay ma khoa cé thé duwoc khao sat nhv mang mot chiéu chira cac phan

tlr c6 d6 dai 4 byte, moi phan ti tvong tng véi mot cot clia ma tran.

S6 lwgng chu Ky, ky hiéu Ia Nr, phu thudc vao gia tri ciia Nb va Nk theo céng
thiee: Nr = maxiNb,Nk}+ 6

70,0 «0,1 a02 a03 aQ4 aQ5 oo 01 Kl ~o3
«1,0 all ai2 ai3 «1,4 al5 A,0 M1 M2 A3
20 aT,i a22 a23 a2A a25 n2,0 M1 N22 123
#3,0 a3i a32 a33 «34 a35 73,0 31 732 733

Hinh 3.1. Biéu dién dang ma tran cua trang thai (Nb = 6) va ma khoa (Nk = 4)
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3.4.1  Quy trinh m& hda

Quy trinh mé& hoéa Rlindael str dung bdn phép bién doi chinh:

1 AddRoundKey: cdng (©) ma khda clia chu ky vao trang thai hién hanh. B0

dai clia ma khoa clia chu ky bang voi kich thuéc clia trang thai.

2. SubBytes: thay thé phi tuyén moi byte trong trang thai hién hanh théng qua
bang thay thé (S-box).

3. MixColumns: tron théng tin clia tirng cot trong trang thai hién hanh. Mdi cot

dugc xir ly doc lap.

4. ShiftRows: dich chuyén xoay vong tlrng dong cla trang thai hién hanh voi

di so khac nhau.

MOi phép bién ddi thao tac trén trang thai hién hanh S. K&t qua S’ clia moi phép

bién ddi sé trd thanh dau vao clia phép bién doi ke tiép trong quy trinh ma hoa.

Truwoc tién, toan bo dir liéu dau vao dwoc chép vao mang trang thai hién hanh.
Sau khi thyc hién thao tdc cong méd khda dau tién, mang trang thai sé dugc trai
qua Nr = 10, 12 hay 14 chu ky bién d6i (thy thudc vao dd dai ciia ma khda chinh
cling nhu dd dai cta khdi dwoc xt ly). Nr- 1 chu ky dau tién la cac chu ky bién
d6i binh thuong va hoan toan tvong tw nhau, riéng chu ky bién doi cudi cung co
s khéc biét so véi Nr-1 chu ky truéc dd. Cubi cung, ndi dung clia mang trang

thai sé duoc chép lai vao mang chira di liéu dau ra.

Quy trinh m& hoa Rijndael dwoc tom tét lai nhu sau:
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1. Thuc hién thao tdc AddRoundKey dau tién trwdc khi thwe hién cac chu ky
ma héa.

2. Nr- T chu ky ma hoa binh thudng: moi chu ky bao gdm bén budc bién d6i
lién ti€p nhau: SubBytes, ShiftRows, MixColumns, va AddRoundKey.

3. Thuc hién chu ky ma hda cudi cung: trong chu ky nay thao tac MixColumns

dugc bo qua.

Trong thuat todn duwdi day, mang w [] chira bdng mé khdéa mé rong; mang in []

va out [] lan lugt chiva dir liéu vao va két qua ra cla thuat toan ma héa.

Cipher( byte in[4 * Nb],
byte out[4 * Nb],
word w[Nb * (Nr +1)7])
begin
byte state[4,Nb]
state = in
AddRoundKey(state, w) //Xemphan 3.4.6
for round = 1 to Nr - 1
SubBytes(state) //Xemphan 3.4.2
ShiftRows(state) //Xemphan 3.4.4
MixColumns(state) //Xemphan 345
AddRoundKey(state, w + round * Nb)
end for
SubBytes(state)
ShiftRows(state)
AddRoundKey(state, w + Nr * Nb)
out = state

end
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3.4.2 Kién truc cua thuat toan Riindael

Thuat toan Rijndael dwgc xay dwng theo kién trac SPN st dung 16 s-box (kich
thudc 8 x 8) dé thay thé. Trong toan bd quy trinh mé hda, thuat toan str dung
chung bang thay thé s-box co dinh. Phép bién doi tuyén tinh bao gom 2 budc:
hoan vi byte va ap dung song song bon khéi bién déi tuyén tinh (32 bit) cd kha
nang khuéch tan cao. Hinh 3.2 thé hién mot chu ky ma héa clia phuong phap
Rlindael.

Trén thuce t€, trong moi chu ky ma héa, khéa cla chu ky dwgc cong (XOR) sau
thao tac bién doi tuyén tinh. Do chlng ta c6 thuc hién thao tac cong khoa trudc
khi thuc hién chu ky dau tién nén cé thé xem thuat toan Rijndael théa cau tric
SPN [29],

©kll

Hinh 3.2. M6t chu ky ma héa cla phwong phap Riindael (voi Nb = 4)
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3.4.3  Phép bién déi SubBytes

Thao tac bién doi SubBytes la phép thay thé céc byte phi tuyén va tdc dong mot
cach doc lap Ién tong byte trong trang thai hién hanh. Bang thay thé (S-box) co

tinh kh& nghich va qua trinh thay thé 1 byte x dwa vao S-box bao gbm hai buéc:
1 Xac dinh phan ti nghich ddox"1le GF(28. Quy wéc {00r' = {00}.

2. Ap dung phép bién d6i affine (trén GF(2)) d&i v&i xa (gia st JC1co biéu dién
nhi phan la {x7"6x5x4x3x2x x0}):

— —
vV 1 0 0 0 1 1 1 1" T
y\ 11 0 0 0 1 1 1 *1 1
y2 1 1 1 0 0 0 1 1 « 0
n3 1 1 1 1 0 0 0 1 «3 0

- +

y 4 1 1 1 1 1 0 0 0 =4 0
y5 0 1 1 1 1 1 0 0 x5 1
y6 0 0 1 1 1 1 1 0 «g 1
yi 0O 0 0 1 1 1 1 1 5 0

H

hay
y3 =Xi © x(,+4)mod8 ® x (i+5)mod8 ® x (i+6)mod8 ® x (i+7)mod8 ® ci (319)

voi G la bit thiv i cia {63}, 0<i<7.
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500 501 702 s03 500 scu 702 sO03
S-Box

*10 S ¢1  S12

$2,ii SuliBytes

src S22 s2i M0 gy 822 s23

*31 SX2 S3D 4,1 s32

Hinh 3.3. Thao tac SubBytes tac dong trén tirng byte clia trang thai

Bang D.l thé hién bang thay thé S-box dugc st dung trong phép bién doi
SubBytes & dang thap luc phan.

O Vi du: néu giad tri {xy} can thay thé Ia {53} thi gia tri thay thé
S-box ({xy}) duoc xac dinh bang cach ldy gia tri tai dong 5 cot 3 cla
Bang D.l. Nhuv vay, S-box ({xy}) = {ed}.

Phép bién d6i SubBytes duoc thé hién dudi dang ma gia:
SubBytes(byte State[4,Nb])
begin
for r = 0 to 3
for c = 0 to Nb -1
state[r,c] = Sbox[state[r,c]]
end for
end for
end
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3.4.4  Phép bién ddi ShiftRows

8 ShiitRcms g*
sofi s01 s02 s03 sOfi SOA S0J s03
si2 *+13 STl gy su s st
O H 10T h
s21 72,2 s2) $s22 s23 s20 s2]l
s30 s2) $33 s30 *31 si?2

Hinh 3.4. Thao tac ShiftRows tac dong trén tung dong cla trang thai

Trong thao tac bién doi ShiftRows, moi dong cla trang thai hién hanh duwoc dich

chuyén xoay vong di mot s6 vi tri.

Byte S c tai dong r cot ¢ s& dich chuyén dén cot (c - shift(r, Nb)) mod Nb hay:

s'r,c = Sric*shut(r,Nb))<miNb v6i0O< /<8 vald<C<Nb (3.20)
Giatri di so shift(r, Nb) phu thudc vao chi s6 dong r va kich thuéc No cta khoi dir
liéu.

Bang 3.1. Gia tri di s6 shift(r, Nb)

: r
shift(r, Nb) 1 9 3
4 1 2 3
Nb 6 1 2 3
8 1 3 4
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Phép bién doi ShiftRows dugc thé hién duoi dang ma gia:
ShiftRows(byte state[4,Nb])
begin
byte t[Nb]
for r = 1 to 3
for c = 0 to Nb - 1
t[c] = state[r, ( + h[r,Nb]) mod Nb]
end for
for c = 0Oto Nb -1
state [r,c] = t[c]
end for
end for

end

3.45 Phép bién d6i MixColumns
Trong thao tac bién doi MixColumns, moi cOt cliatrang thai hién hanh dugc biéu
dién dudi dang da thic s(x) c6 cac hé s trén GF(28). Thuc hién phép nhan

s'(x)= aX)<B8>s(x) (3.21)
vOi

a(x)= {03 13+ {01 po+ {01}x+ {02} (3.22)

Thao tac nay duoc thé hién & dang ma ton nhv sau:

e 02 030l 0L sqp
sic 0l 0203 0L g
oc 0l 0102 03 #

03 0101 02 s

(3.23)
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© dr(.v)

\
\c 02 03 @ so00 *0c 02 s0i

Slo Su U sl,0 eicC 'u «U
o

s20 gox 22 523 520 4 52,1

SO ¢ic 12 $3j0 h i

Hinh 3.5. Thao tac MixCoiumns tac dong Ién mdi cot clia trang thai

Trong doan ma chwong trinh dwéi day, ham FFmul (x, y) thuyc hién phép nhan
(trén trwong GF(28)) hai phan tir Xvay voi nhau
MixColumns (byte state[4,Nb])
begin
byte t[4]
for c = 0 to Nb - 1
for r = 0 to 3
t[r] = state[r,c]
end for

for r = 0 to 3

state[r,c] =
FFmul (0Ox02, t[r]D Xor
FFmul (Ox03, t[(r + ) mod 4]) Xxor
t[(r + 2 mod 4] Xor
t[(r + 3) mod 4]
end for
end for

end
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3.4.6 Thao tac AddRoundKey

Phuong phap Rijndael bao gdbm nhiéu chu ky ma héa lién ti€p nhau, mdi chu ky
c6 mot ma khoa riéng (Round Key) c6 cung kich thwéc voi khdi dir liéu dang
dwoc xt ly va dugc phat sinh t0 ma khéa chinh (Cipher Key) cho truéc ban dau.
M4 khoa clia chu ky cling duoc biéu dién bang mot ma tran gdm 4 dong va Nb
cOt. Moi cot clia trang thai hién hanh dwgc XOR véi cot twong (ing clia ma khéa

clia chu ky dang xét:

0c’sic’s 2c’s 3c]—["0,c> A1C s2,C’ *N3,c] ® round*Nb+c] ’ (3-24)

vdi 0 < c <Nb.

Thao tic bién doi nguoc cla AddRoundKey cling chinh la thao tac
AddRoundKey.

Trong doan chuong trinh dw6i day, ham xbyte (r, w) thuc hién viéc lay byte
thr r trong tir w.

AddRoundKey(byte state[4,Nb], word rk[D
// rk = w + round * Nb
begin
for c = 0 to Nb - 1
for r = 0 to 3
state[r,c] = state[r,c] xor xbyte(r, rk[c])
end for
end for
end
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I = round ~*Nb
>0,c
SO,| su0 9%
1
sl sl L3
s20 s2l s20 s2i 2 Sy3
0 %31 s3> 41 '3c¢ “3P

Hinh 3.6. Thao tac AddRoundKey tac dong Ién moi cot cla trang thai

3.5  Phéat sinh khéa ctia moi chu ky

Céc khda ctia méi chu ky (RoundKey) dwoc phat sinh ti' khda chinh. Quy trinh

phét sinh khoa cho méi chu ky gébm 2 giai doan::
1 M@ rong khoa chinh thanh bang khéa mé rong,

2. Chon khéa cho mbi chu ky tir bang khoéa mé rong.

3.5.1 Xay dwng bang khéa mé réng

Bang khéa mé réng la mang 1 chiéu chira cac tir (c6 do dai 4 byte), dwoc ky hiéu
la w[Nb*(Nr +1)]. Ham phat sinh bang khéa mé rong phu thubc vao gia tri Nk,

tac la phu thudc vao do dai ctia ma khoa chinh.
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Ham SubWord W) thuc hién viéc thay thé (st dung s-box) tlrng byte thdnh phan
clia to 4 byte dwoc dua vao va tra két qua vé 1a mét tir bao gdbm 4 byte két qua sau

khi thue hiéc viéc thay thé.

Ham RotWord (W thuc hién viéc dich chuyén xoay vong 4 byte thanh phan (a, b,

c, 8) cla tu’dwoc dwa vao. K&t qua ta vé ciia ham RotWord la mot tir gém 4 byte

thanh phan la (b, ¢, d, a).
KeyExpansion(byte key[4 * NK] , word w[Nb * (Nr + 1)], NK)
begin
i=0
while @ < NK)
w[i] = word[key[4*i],key[4*i+l1],
key[4*i+2],key[4*1+3]]

end while
i = Nk
while (1 < Nb * (Nr + 1))
word temp = w[i - 1]
if (@ mod Nk = 0) then
temp = SubWord(RotWord(temp)) xor Rcon[i 7/ NK]
else
if (\k = 8 and (@ mod Nk = 4) then
temp = SubWord(temp)
end if
wl[i] = w[i - NK] xor temp
=i+ 1
end while

end
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Céc hang s6 clia mbi chu ky hoan toan doc lap vai gia tri Nk va duoc xac dinh

bang Rcon[d = (RC[d, {00}, {00}, {00}) v&i RC[/] e GF(29 va thda:
RC[1]=1 ({01})

RCLIT =* ({02} )*(RC[i-1]) =*(M (3.25)

3.5.2  Xac dinh khoa cua chu ky

Khéa clia chu ky thir i dwgc xac dinh bao gom cac to (4 byte) co chi s6 tir Nb* i
dén Nb*(i+1)-1 clabadng ma khéa mé rong. Nhu vay, ma khoa clia chu ky thi

i bao gobm cac phan t& w{Nb*i], M{Nb*/+1],..., ViiNb*(i +1)-1].

w0 W w2 W4 w5 w6 w7 w8 Wo wiwn \y2 w3 wHhWE e W

M4 khéa chu ky 0 M& khoa chu ky 1 M& khoa chu ky 2

Hinh 3.7. BAng ma khéa mé rong va cach xac dinh ma khéa cta chu ky
(Nb =6vaNk = 4)

Viéc phat sinh ma khoa cho céc chu ky cé thé duoc thuc hién ma khong nhat thiét
phai st dung dén mang ViiNb* (Nr +1)]. Trong trudng hop dung lvgng bd nhé
han ché nhu & cac thé thong minh, cac ma khoa cho tirng chu ky c6 thé dugc xac
dinh khi can thiét ngay trong qud trinh x®* ly ma chi can st dung
max(M:, Nb) *4 byte trong b nho.

Bang khéa mé rong ludn duoc tw dong phat sinh tir khoéa chinh ma khong can

phdi dwoc xac dinh truc ti€p tir ngudi dung hay chwong trinh (ng dung. Viéc
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chon lya khoa chinh (Cipher Key) Ia hoan toan tv do va khéng c6 mét diéu kién

rang budc hay han ché nao.

3.6  Quy trinh gidi ma

Quy trinh gidi méa duwoc thwe hién qua cac giai doan sau:

1 Thuc hién thao tac AddRoundKey dau tién truéc khi thuc hién cac chu ky
gidi ma.

2. Nr-1 chuky giai ma binh thutng: mdi chu ky bao gbm bén budc bién déi
lin tiép nhau:  InvShiftRows, InvSubBytes,  AddRoundKey,
InvMixColumns.

3. Thyc hién chu ky gidi md cudi cung. Trong chu ky nay, thao tac

InvMixColumns duoc bé qua.

Duéi day 1a ma gia cla quy trinh gidi ma:
InvCipher(yte in[4 * Nb] ,
byte out[4 * No] ,
word w[Nb * (Nr + 1)T)

begin
byte State[4,Nb]
State = 1In
AddRoundKey(State, w + Nr * Nb) /I Xemphan 3.4.6
for round = Nr - 1 downto 1
InvShiftRows (State) /IXemphan 3.6.1
InvSubBytes(State) //Xem phan 3.6.2

AddRoundKey(State, w + round * Nb)
InvMixColumns(State) /IXemphan 3.6.3

end for
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InvShiftRowa(state)
InvSubBytes(State)
AddRoundKey(State, W)
out = State

end

3.6.1  Phép bién doi InvShiftRows
5 S*

sofi *0.1 0,2 "0.3 ~0,0 SOl s02 s03

SLO su s12 S10  su S12

20 s21 s22 s23 r $s22 s2,i s20 s2l

*3,1 S3.2 *31 SX2 *33

Hinh 3.8. Thao tac InvShiftRows tac dong Ién tirng dong clia

trang thai hién hanh

InvShiftRows chinh la phép bién d6i nguoc clia phép bién doi ShiftRows. Dong
d4u tién cla trang thai s& van duoc gilt nguyén trong khac ba dong cudi ciia trang
thai sé dwoc dich chuyén xoay vong theo chiéu ngwoc véi phép bién doi
ShiftRows véi cac di s6 Nb-shift (r, Nb) khac nhau. Cac byte & cudi dong dugc
duwa vong lén dau dong trong khi cac byte con lai c6 khuynh huéng di chuyén vé

cudi dong.

S 'r,(c+shiMr,Nb))modNb = Src VOIO<r<4 va 0<c<Nb (326)
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Gia tri cta di sb shift(r,Nb) phu Giubc vao chi sé dong r va kich thuéc Nb cua

khéi va dugc thé hién trong Bang 3.1.

InvShiftRows(byte state[4,Nb])
begin
byte t[Nb]
for r = 1 to 3
for c = 0 to Nb - 1
t[(c + h[r,Nb]) mod Nb] = state[r,c]
end for
for c = 0 to Nb - 1
state [r,c] = t[c]
end for
end for

end

3.6.2  Phép bién ddilnvSubBytes

Phép bién doi nguoc cla thao tic SubBytes, ky hiéu la InvSubBytes, s dung
bang thay thé nghich ddo cltia s-box trén GF(28), ky hiéu la s-box'1l Qua trinh

thay thé 1bytey dwa vao s-box'lbao gébm hai bwéc sau:

1 Ap dung phép bién d6i affine (trén GF(2)) sau d6i vaiy (co biéu dién nhi
phan la {yly6yS "y 2yiyQ}Y
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Xg 0 0100 10T 79 -1
X 100 10010 y\ 0
X2 0 100100 1y 1
*3 10100100 yi 4 0
X4 0 10 100 10ys 0
X5 0010100 1y O
x6 10010100y 0
x7_ 0 1001010 Vi 0
hay
Xxi = ~/+2)raod8 ® 3;(i'"+5)tnod8 ® J(/+7)mod8 ® d i,
v6i dila bit ther 7 ctia gid tri {05}, 0<i<7. (3.28)

RO rang day chinh la phép bién doi affine nguoc cla phép bién doi affine &

bwéc 1cla s-box.

2. Goi J la phan ti thudc GF(28 c6 biéu dién nhi phan 1a PIIBEXXNX(}

Xéac dinh phan tir nghich dao x'1le GF(28 véi quy uwéc {00 Ja = {00}
InvSvibBytes (byte State [4,Nb])
begin
for r = 0 to 3
for c = 0 to Nb - 1
state[r,c] = InvSbox[state[r,c]]
end for
end for

end
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Bang D.2 thé hién bang thay thé nghich ddo dugc sir dung trong phép bién doi
InvSubBytes

3.6.3  Phép bién doi InvMixColumns

InvMixColumns la bién d6i ngugc clia phép bién d6i MixColumns. Mai cot clia
trang thai hién hanh dwgc xem nhu da thirc s(x) bac 4 c6 cac hé sé thudc GF(28
va dugc nhén voi da thic @\x) la nghich dao cua da thirc aix) (modulo M(x))

duwoc str dung trong phép bién doi MixColumns.
a\x) = {jC3+ {Cd}.*2+ {09} x+ {Ce} (3.29)

Phép nhan s'(jt) = a~I(jc) ®sdt) co thé duoc biéu dién dudi dang ma tran:

mc Oe Ob Od 09 o

09 Oe 0b Od v6i 0< ¢ <Nh (3.30)

Slu Od 09 Oe Ob S 2,C

A Ob O0d 09 Oe

Trong doan mé& chuwong trinh dudi ddy, ham FFmul (x, y) thuc hién phép nhén
(trén trwong GF(28)) hai phan t6 Xvay voi nhau.
InvMixColumns(byte block[4,Nb])
begin
byte t[4]
for c = 0 to Nb - 1
for r = 0 to 3
t[r] = block[r,c]
end for
for r = 0 to 3
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block[r,c] =
FFmul (Ox0e, t[r]D) Xor
FFmul OxOb, t[ (r + 1) mod 4]) xor
FFmul (OxO0d, t[ (r + 2) mod 47]) Xxor
FFmul Ox09, t[ (r + 3) mod 4])
end for
end for

end

3.6.4  Quy trinh gidi ma twong duong

Nhan xét:

1. Phép bién doi InvSubBytes thao tac trén gia tri cla tirng byte riéng biét cla
trang thai hién hanh, trong khi phép bién doi InvShiftRows chi thuc hién
thao tac di chuyén cac byte ma khong lam thay doi gia tri cla chiing. Do do,
thr tw cGa hai phép bién doi nay trong quy trinh ma héa cé thé dwgc dao

nguoc.

2. VGi phép bién doi tuyén tinh A bat ky, ta cé A(x +k) =A(x)+ A{k). Tl do,
suy ra

InvMixColumns(State XOR Round Key)=
InvMixColumns(State) XOR InvMixColumns(Round Key)

Nhu vay, thit tv ctia phép bién déi InvMixColumns va AddRoundKey trong quy
trinh giai ma co6 thé duoc dao nguoc voi diéu kién moi tir (4 byte) trong bang ma
khéa ma rong str dung trong gidi ma phai dwoc bién ddi bdi InvMixColumns. Do

trong chu ky méa héa cudi cung khéng thuc hién thao tac MixColumns nén khong
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can thuc hién thao tac InvMixColumns déi YOi ma khoéa cla chu ky giai ma dau

tién cling nhu chu ky gidi méa cudi cung.

Vay, quy trinh gidi ma Rijndael c6 thé dugc thic hién theo voi trinh tu-céc phép
bién d6i ngwoc hoan toan twong dwomg véi quy trinh méa hda.
EqglnvCipher(byte in[4*Nb], byte out[4*Nb],
word dw[Nb*(Nr+1)D
begin
byte state[4,Nb]
state = 1in
AddRoundKey(state, dw + Nr * Nb)
for round = Nr - 1 downto 1
InvSubBytes(state)
InvShiftRows(state)
InvMixColumns(state)
AddRoundKey(state, dw + round * Nb)
end for
InvSubBytes(state)
InvShiftRows(state)
AddRoundKey(state, dw)
out = state
end

Trong quy trinh trén, bang ma khéa mé réng dw dwgc xay dung tu' bang ma khéa

w béng cach ap dung phép bién déi InvMixColumns 1én tirng tir (4 byte) trong w,

ngoai trir Nb tir dau tién va cudi cung clia w.
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for i = 0 to (N\r + 1) *Nb - 1
dwi] = w[i]

end for

for rnd = 1 to Nr - 1
InvMixColumns(dw + rnd * Nb)

end for

3.7 Céc van dé cai dat thuat toan

Goi a la trang thai khi bat dau chu ky ma hda. Goi b, c, d, e 1an luot 13 trang thai
két qua dau ra sau khi thuwc hién cac phép bién doi SubBytes, ShiftRows,
MixColumns va AddRoundKey trong chu ky dang xét. Quy wdc: trong trang thai
s (s =a,b,c,d,e), cot thlrj dwoc ki hiéu §j, phan t tai dong i cotj ki hiéu la §jj.

h.j S[adq ]
- K i S[ahj ]
Sau bién d6i SubBytes: J (3.31)
K i S[a2J]
S[a3J]
h i -
Sau bién doi ShiftRows: cu ,(j+shift (I,Nb)) mod Nb (3.32)
c2J A2 {j+.ihift (2,M>))mod Nh
C3J _ ~T,(j+ shift (;Nb)) mod Nb
o 03 01 01" @y
s 02 03 01 ;
Sau bién déi MixColumns: du chj (3.33)
. 01 02 03 (v
&y 01 01 02
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eQj d»  kQj

Sau bién d6i AddRoundkey: &4 €\ g Ki (3.34)
e2] dij k2)
8 <X a.
B RN N

Két hop céc két qua trung gian cla moi phép bién ddi trong cung chu ky voi
nhau, ta co:

80j '02 03 01 O01¢ S[aoj] ~0j

ehj = 0L 02 03 0L Sp\(sshifiM)mdNd.

e20 0L 0L 02 03 Sn(sshifieNo)moaNd,  k2J

el 03 01 01 02 SegfshifaNo)moNo.  Sj .

Ky hiéu y[r]= (j +shift(r, M>))mod N b, biéu thirc (3.35) c6 thé viét lai nhu sau:

"Ky[o
=702 03 01 01 Ylol]
01 02 03 01 4% ']]
& 01 01 02 03 © ©-9
e2) 5 [d212]
A/ 03 0L 01 02
h s [ a3j[3]_
Khai trién phép nhan ma tran, ta co:
02 03 oL o xy/
WY c o 01 @ _r ‘103 r 1 01
o © R o O1SE2IT S
03 oL oL 2 i
@337
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Dinh nghta cac bang tra cttu To, T\, 72, 73 nhu sau:

*s[a]*02_ s[]» 03
s[tr s[¢]*02
W = [ ] »T, W= L]
s[ai s[a]
S[«]»03_ s[a]
5[t] s[a\
2@ = s a\« 03 T3] = s[a] (3.38)
s ae02 ’ s[a]*03 '
S[ai _ ST«]» 02
Khi do, bigu thire (3.38) duoc viét lai nhu sau:
ej = 1M"© [ai,jvi]‘® Wtound*Nb+j (3.39)

voi round la s thi tv cla chu ky dang xét.

Nhu vay, moi cot & cua trang thai két qua sau khi thic hién mot chu ky méa hoa
c6 thé dwoc xac dinh bang bén phép toan XOR trén cac s nguyén 32 bit st dung

bon bang tra cteu To, Ti, T2var3

Cong thirc (3.39) chi ap dung dwoc cho Nr-1 chu ki dau. Do chu ky cudi cung
khong thuc hién phép bién d6i MixColumns nén can xay dung 4 bang tra clu

ricng cho chu ki nay:

"S[] 0 0 0
._ Sl 0 .0
uOfai = o U Xa] = 0 ,w2[a] = 5 ,u 3[ai= 0 (3.40)
0 0 0 A[iF]
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3.7.1  Nhan xét

K thuat st dung bang fra clru gilp cai thién téc d0 ma hoa va giai ma mot cach
dang ké. Ngoai ra, k¥ thuat nay con gitp chong lai cac phwrong phap pha méa dua
trén thoi gian ma héa do khi si dung bang tra cru, thoi gian ma hoa dir liéu bat

ky déu nhu nhau.

Ky thuat nay c6 thé dwgc str dung trong quy trinh ma héa va quy trinh gidi ma
twong dwong do su tvong (ng gilta cac budc thue hién cua hai quy trinh nay. Khi
d6, chiing ta c6 thé dung chung mot quy trinh cho viéc ma hoa va giai ma nhung

sir dung bang tra khac nhau.

Trén thuc té, cac bang tra cttu co thé duoc lun trik san hodc duoc xay dung truc
ti€p duwa trén bang thay thé S-Box cung véi thong tin vé cac khuén dang twong

tng.

Trén céac bd vi x& ly 32-bit, nhitng thao tac bién doi st dung trong quy trinh ma
hoa c6 thé dwoc t6i un hda bang cach st dung bén bang tra cteu, mdi bang c6 256
phan tir véi kich thudc mdi phan tir 1a 4 byte. V&i moi phan tir a € GF(29, dit:
5[a]*02' Sa 03
r.-H- J] , T, W

*s[«]*03
s[ai

(3.41)
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Nhan xét: Tj[a] —RotWord(Tj-;[a]) véi i =1,2,3 . Ky hiéu RotWord' la ham x{
ly gbm i lan thic hién ham RotWord, ta co:

Ti[al= Rotword' (IQa]) (3.42)

Nhu vay, thay vi dung 4 kilobyte dé& lun trir san ca b6n bang, chi can tén 1
kilobyte dé luu bang dau tién, cac bang con lai ¢ thé dwgc phat sinh lai khi st
dung. Cac han ché vé bd nhé thuong khdng duoc dat ra, trd' mot so it trwong hop
nhw d6i v6i cac applet hay servier. Khi do, thay vi lvu tri? san bang tra cttu, chi
can lun doan ma xt ly phat sinh lai cac bang nay. Luc dd, cong thirc (3.39) sé tré

thanh:

3 3
ej = kj © TXaij[i\ = kj ® RotWord ' (rO[¢.y{T)) (3.43)
=0

i=0

3.8 K&t qua thtr nghiém
Bang 3.2. Toc do x&r ly ctiaphucrngphap Rijndael

Téc do xir ly (MbiUgiay)

Kich thuéc Penitium Pentium 11 Pentiiam 111 Pentium IV
(bit) 200]MHz 400]MHz 733]MHz 2.4 GHz
Khéa  Khoi C++ c C++ c C++ c C++ c

128 128 69.4 705 1380 1415 2529 2592 8630 884.7
192 128 58.0 598 1162 1197 2129 2193 7265 7483
256 128 0.1 513 1012 1015 1855 181 6335 6349

Két qua thtr nghiém thuat toan Rijndael dwoc ghi nhan trén may Pentium 200
MHz (str dung hé diéu hanh Microsoft Windows 98), may Pentium Il 400 MHz,
Pentium Il 733 MHz (st dung hé diéu hanh Microsoft Windows 2000
Professional), Pentium 1V 2,4GHz (st dung hé diéu hanh Microsoft Windows XP

Service Pack 2).
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3.9 KEét luan

3.9.1 Khéa nang an toan

Viéc st dung cé4c hang s6 khac nhau (ng véi modi chu Ky gitp han ché kha nang
tinh ddi x(ng trong thuat toan. Sy khac nhau trong céu tric cta viéc méa hoa va
gidi ma da han ché duoc cac khda “yéu” (weak key) nhu trong phvong phap DES
(xem phan 4.5.1). Ngoai ra, thong thuwdng nhitng diém yéu lién quan dén méa khoa
déu xudt phat tlr s phu thudc vao gia tri cu thé cila ma khdéa cuia cac thao tac phi
tuyén nhu trong phwong phap IDEA (International Data Encryption Algorithm).
Trong céac phién ban mé rong, cac khéa duoc sir dung thong qua thao tdc XOR va
t4t ca nhitng thao tac phi tuyén déu duoc c6 dinh san trong S-box ma khéng phu
thudc vao gia tri cu thé clla ma khda (xem phan 4.5.4). Tinh chét phi tuyén cling
kha nang khuéch tan thdng tin (diffusion) trong viéc tao bang ma khéa mé rong
lam cho viéc phan tich mat mé dua vao cac khéa twong duwong hay cac khoa co
lien quan tré nén khong kha thi (xem phan 4.5.5). B4di véi phwong phap vi phan
rat gon, viéc phan tich chd yéu khai thac dac tinh tap trung thanh vung (cluster)
clia cac Vvét vi phan trong moét s6 phuvong phap méa héa. Trong truong hop thuat
todn Rijndael v&i s6 luvgng chu ky 16n hon 6, khéng ton tai phwong phap cong
pha mat méa nao hiéu qud hon phuong phap thtr va sai (xem phan 4.5.2). Tinh
chat phirc tap cta biéu thirc S-box trén GF(28 cung vai hiéu ting khuéch tan gitp
cho thuat toan khong thé bi phan tich bang phuvong phap ndi suy (xem phan
4.5.3).
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3.9.2 béanhgia

Phrong phap Rijndael thich hop cho viéc trién khai trén nhiéu hé théng khéc
nhau, khéng chi trén cac may tinh cad nhan ma dién hinh la st dung cac chip
Pentium, ma ca trén cac hé thong thé thong minh. Trén cac may tinh ca nhan,
thuat toan AES thuc hién viéc x&r ly rat nhanh so véi cac phuong phap ma hoa
khac. Trén cac hé thdng thé thong minh, phuong phap nay cang phat huy un diém
khong chi nho vao téc dd xt Iy cao ma con nho vao ma chwong trinh ngén gon,
thao tac xr ly st dung it bd nhé. Ngoai ra, tat ca cac budc xr ly clia viec ma hoa
va gidi ma déu duoc thiét ké thich hop v6i co ché xir ly song song nén phuong
phap Rijndael cang chi*rng té thé manh cta minh trén cac hé thdng thiét bi méi.
Do dac tinh cla viéc xtr ly thao tac trén tirng byte di¥ liéu nén khong co sw khac

biét nao duogc dat ra khi trién khai trén hé thong big-endian hay little-endian.

Xuyén su6t phuvong phap AES, yéu cau don gian trong viéc thiét ké cung tinh
linh hoat trong xt ly ludn dwoc dat ra va da dugc dap ¢ng. Do Ién cha khoi di
liéu cling nhw ctia ma khéa chinh cé thé tuy bién linh hoat to 128 dén 256-bit voi
diéu kién la chia hét cho 32. s6 lwong chu ky cd thé duoc thay doi tuy thudc vao

yéu cau riéng duoc dat ra cho tirng (rng dung va hé thong cu thé.

Tuy nhién, van ton tai mot s6 han ché ma hau hét lién quan dén qua trinh giai ma.
Ma chuwong trinh cling nhu thoi gian xt ly cuta viéc gidi ma twong d6i 16n hon
viéc ma hoa, mac du thoi gian nay van nhanh hon dang ké so vai mot sé phuong
phap khac. Khi cai dit bang chuwong trinh, do qué trinh ma hda va giai ma khong
giong nhau nén khong thé tan dung lai toan bd doan chuwong trinh mé héa ciing

nhu cac bang tra clru cho viéc gidi ma. Khi cai dat trén phan clng, viéc giai ma

75



Chuwong 3

chi st dung lai mot phan cac mach dién t& st dung trong viéc méa hoa va voi trinh

tu-str dung khac nhau.
Phrong phap Rijndael véi mirc do an toan rat cao cung cac wu diém dang cha y

khac chac chan sé nhanh chong duoc &p dung rong rai trong nhiéu tng dung trén

céac hé thdng khac nhau.
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Chuwong 4
Phuong phéap Rijndael m& rong

Trong chuwong 3, ching ta d& tim hiéu vé phwong phap ma hda Riindaei.
NOi dung clia chwong 4 sé trinh bay mot s6 phién ban mé rong cla chuan ma
hdéa Rijndael. M6t s6 két qua thir nghiém cung voi phan phan tich va chirng minh
kha nang an toan cuaphwongphap Riindael va cac phién ban mé rong nay cling

duoc trinh bay trong chwong 4.

4.1  Nhu cau mé rong phuvong phap ma héa Rijndael

Vao thap nién 1970-1980, phwong phap DES von dugc xem la rat an toan va
chua thé cong phé bang cac cong nghé thai bdy gid. Tuy nhién, hién nay phurong
phéap nay cé thé bi pha v& va tré nén khéng con dl an toan dé bao vé cac thong
tin quan trong. Bay chinh la mot trong nhiing ly do ma NIST quyét dinh chon
mot thuat toan ma héa mdi dé thay thé DES nhdm phuc vu nhu cdu bdo mét
thong tin cta Chinh phi Hoa Ky cling nhuv trong mot s6 (ng dung dan sv khac.
Phuong phap ma héa Rijndael dwgc danh gia c6 dd an toan rat cao va phuong

phap vét can van 1a cach hiéu qua nhat dé cong pha thuat toan nay. V&i kha ning
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hién nay cla cac hé théng may tinh tién Thé gidi tlii giai phap vét can van la
khong kha thi. Tuy nhién, véi sw phat trien ngay cang nhanh cta cong nghé thdng
tin, cac thé hé may tinh méi ra doi voi nang luc va toc dé xr ly ngay cang cao,
thuét toan Rijndael sé c6 thé bi cdng pha trong twong lai. Khi do, nhitng thong tin
quan trong vén da dugc bado mat bang phwong phap Rijndael can phai dwoc ma
hoa lai bang mot phrong phdp ma hda mai an toan hon. van dé tai t6 chic dir
liéu quan trong duoc tich 0y sau nhiéu thap nién la hoan toan khéng don gian.
Diéu nay di dan dén yéu cau md& réng dé nang cao do an toan cla thut toan,
chang han nhu tang kich thuéc khoéa va kich thuwéc khdi duoc x ly. Cac phién
badn mé& réng 256/384/512-bit va phién ban md& rong 512/768/1024-bit cla thuat
toan Rijndael dwoc trinh bay du¢i day dwoc ching téi xay dung trén clng co s@
ly thuyét cuia thuat toan nguyén thly va c6 kha nang xt ly cac khoa va khéi dir

liéu 16n hon nhiéu lan so véi phién ban géc.

4.2 Phién ban mé& réng 256/384/512-bit

Trong thuat todn mé& rong 256/384/512-bit clia phuong phap Rijndael, moi tir
gdm c6 Nw=8 byte. Mdi trang thai cé thé duoc biéu dién dwdi dang mdt ma tran
gém 8 dong va Nb cot voi Nb bang vai do dai ctia khéi chia cho 64. Khoa chinh
cling duoc biéu dién dwdi dang mot ma tran gdm 8 dong va Nk cot véi Nk bang
vGi do dai cla khoa chia cho 64. Ma tran biéu dién 1 trang thai hay khoa co thé
duoc khao sat dudi dang mang 1 chiéu cac tir (Nw byte), mdi phan ti tvong tng

vGi 1cot clia ma tran.

S6 lvong chu ky, ky hiéu laNr, c6 gia tri la

Nr=max {Nb, Nk}+ 6 4.1
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4.2.1  Quy trinh m& hda

Trong quy trinh m& hoa van st dung 4 phép bién ddi chinh nhw da trinh bay trong

thuét toan ma hoa Rijndael co ban:

1 AddRoundKey: cong (© ) ma khéa cla chu ky vao trang thai hién hanh. Do

dai ctia ma khda clia chu ky bang véi kich thwdc clia trang thai.

2. SubBytes: thay thé phi tuy&n moi byte trong trang thai hién hanh théng qua
bang thay thé (S-box).

3. MixColumns: tron thong tin cla tirng cOt trong trang thai hién hanh. Moi cot

duoc xtr ly doc lap.

4. ShiftRows: dich chuyén xoay vong tirng dong cua trang thai hién hanh véi

di s0 khéc nhau.

M®6i phép bién ddi thao tac trén trang thai hién hanh s. K&t qua S’ ctia moi phép

bién dbi sé trd thanh dau vao cla phép bién doi ké tiép trong quy trinh méa hoa.

Trudce tién, toan bd di¥ lieu dau vao dwgc chép vao mang trang thai hién hanh.
Sau khi thiyc hién thao tdc cong méa khéa dau tién, mang trang thai sé dwoc trai
qua Nr = 10, 12 hay 14 chu ky bién doi (tly thudc vao dd dai ctia ma khda chinh
cling nhw do6 dai ctia khoi dwoc x ly). Nr-1 chu ky dau tién la cac chu ky bién
déi binh thwong va hoan toan twong tw nhau, riéng chu ky bién déi cudi cing co
st khac biét so voi Nr -1 chu ky truéc d6. Cudi cung, ndi dung clia mang trang

thai sé dwgc chép lai vao mang chira di liéu dau ra.
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Hinh 4.1 thé hién kién tric cia mot chu ky bién déi trong thuat toan Rijndael 110

rong 256/384/512-bit voi Nb =4,

Quy trinh ma hoa Rijndael m& rong duoc tom tat lai nhu sau:

1 Thuc hién thao tac AddRoundKey dau tién trwdc khi thuc hién cac chu ky
ma hoa.

2. Nr-1 chu ky ma hoa binh thudng: moi chu ky bao gdm 4 budc bién d6i lién
tiép nhau: SubBytes, ShiftRows, MixColumns, va AddRoundKey.

3. Thuc hién chu ky ma hda cubi cung: trong chu ky nay thao tdc MixColumns

duoc boé qua.

Hinh 4.1. Kién triic mot chu ky bién doi cla
thuat toan Rijndael mé réng 256/384/512-bit voi Nb = 4

Trong thuéat toan dud¢i day, mang w[] chia bang ma khdéa mé rong; mang in []

va out [] lan lwot chira di liéu vao va két qua ra clia thuat toan ma hoa.
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Cipher(byte in[8 * Nb],
byte out [8 * Nb] ,
word w[Nb * (Nr + 1)
begin
byte state[8,Nb]
state = in
AddRoundKey(state, w)
for round = 1 to Nr - 1
SubBytes(state)
ShiftRows(state)
MixColumns(state)
AddRoundKey(state, w + round * Nb)
end for
SubBytes(state)
ShiftRows(state)
AddRoundKey(state, w + Nr * Nb)
out = state

end

4.2.1.1  Phép bién doi SubBytes

/Xemphan4.2.1.4

//Xemphan4.2.1.1
//Xemphan4.2.1.2
//Xemphan4.2.1.3

Thao tac bién ddi SubBytes la phép thay thé cac byte phi tuyén va tdc dong mot

cach doc lap Ién tang byte trong trang thai hién hanh. Bang thay thé (s-box) co

tinh kha nghich va qua trinh thay thé 1 byte Xdwa vao s-box bao gdm hai buéc:

1 Xé&c dinh phan t&r nghich ddo jf1G GF(28. Quy véc {00}~ = {00}
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2. Ap dung phép bién ddi affine (Irén GF(2)) d6i véix 1(gia sttx 1co biéu dién

nhi phéan la
y>i - Xi © -£(7+4)mod8 ® x (i+5)mod8 © x (i+6)mod8 ® x (i+7)mod8 ® ci (42)

v6i Cilabitthtv i clia {63}, 0<i<7.

Phép bién d6i SubBytes duoc thé hién dwéi dang ma gia:
SubBytes(byte State[8,Nb])
begin
for r = 0 to 7
for c = 0 to Nb - 1
state[r,c] = Sbox[state[r,c]]
end for
end for

end

Bang D.2 thé hién bang thay thé nghich ddo dugc s dung trong phép bién doi
SubBytes.

4.2.1.2 Phép bién doi ShiftRows

Trong thao tac bién doi ShiftRows, mdi dong cula trang thai hién hanh duoc dich
chuyén xoay vong véi do doi khac nhau. Byte Src tai dong r cot ¢ sé dich chuyén
dén cot (c - shifl(r, Nb)) mod Ni) hay:

, VOi 0<r<8valO<c<A/Z> (4.3)

sr,c s r,(c+shift(r,Nb))moaN

shift(r, Nb) = r mod Nb (4.4)
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Phép bién doi ShiftRows duoc thé hién dwdi dang ma gia:

ShiftRows (byte State [8,Nb])

begin
byte t[Nb]

for r = 1 to 7
for c = 0 to Nb - 1

tc] =

end for

state[r,

(c + shift[r,Nb]) mod Nb]

for c = 0O to Nb - 1

state [r,C]

end for
end for

end

42.1.3 Phép bién d6i MixColumns

t[c]

Trong thao tac bién déi MixColumns, moi cdt ctia trang thai hién hanh duoc biéu

dién dudi dang da thirc

s'(x) = G(X)® s(;t) vbi ¢(x) ="

a0
al
az2
a3
a4

«b

«b
al

a’
ao
al
az2
a3
«4

«5
«b

«b
al

ai
ax
az2
a3
ad
as

«b

«b
«f

«0

«2

«3
«4

7

10

ad «3 «2
«5 a4 a3
«6 ab
«l «6 «5
«0 arl «6

«0 a7’
«2 «1 «0
a3 a2 «

c6 cac hé s6 trén GF(2X. Thuc hién phép nhan:

dix1, ai e GF(28

al
az
«3
«4
«5

«b6
a’

«0

(4.5)

(4.6)
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s'oC sikc
s\,c slc
s'2¢C s2C
Ta co: ¢3.C =Ma " e ,0<c<Nb 4.7)
s\,c s4c
S's,C s5c
s'ec "6,C
< o
= () -

Chiing ta c6 nhiéu kha nang chon lua da thirc a(x) khac nhau ma van ddm bao
tinh hiéu qua va do an toan cla thuat toan. Be ddm bao céc tinh chat an toan cla

minh, cac hé s6 clia ma tran nay phai thda cac tinh chat sau:

1 Khéa nghich.

2. Tuyén tinh trén GF(2).

3. Céc phan t&r ma tran (cac hé sb) co gia tri cang nho cang t6t.

4. Kha nang chdng lai cac tdn cong cua thuat toan (xem 4.4 - Phan tich mat ma

vi phan va phan tich mat ma tuyén tinh)

Poan ma chuwong trinh dwéi day thé hién thao tac bién doi MixColumns véi da
thiec duoc trinh bay trong cong thirc (2.6). Trong doan chwong trinh nay, ham
FFmul (x, y) thwc hién phép nhan (trén truong GF(28) hai phan td' X vay Vvoi

nhau.
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begin
byte t [8]
for c = 0 to Nb - 1
for r = 0 to 7
t[r] = state[r,c]
end for

for r = 0 to 7

state[r,c] =
FEFmul (Ox01, t r]) Xxor
FFmul (Ox05, t (r + 1)
FFmul (OX03, t (r + 2)
FFmul (OX05, t (r + 3)
FEmul (Ox04, t (r + %
FFmul (OX03, t (r + 5)
FEmul (Ox02, t (r + 6)
FFmul(Ox02, t (r + 7)
end for
end for

end

4.2.1.4 Thao tac AddRoundKey

Phirong phap Rijndael mo rong

mod
mod
mod
mod
mod
mod

mod

Lo Qi Qe e Ryt Qe ey

Xor

Xor

Xor

Xor

Xor

Xor

Xor

Ma khoa cua chu ky dugc bieu dien bang 1 ma tran gom 8 dong va Nb cot. Moi

cot cua trang thai hien hanh dugc XOR voi cot tuo'ng ung cua ma khoa cua chu

Ky dang xet:

*l,c’"2,c” ~3,c” M,c’"5,c’ "6,c: "l,c ]® \-“round*Nb+c ]

vcnO<c<Nb,

(4.8)
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F* Nhan xét: Thao tac bién doi nguoc clia AddRoundKey ciing chinh la thao tac

AddRoundKey.

Trong doan chwong trinh du6i day, ham xbyte (r, w) thuwc hién viéc lay byte
thir r trong tir w.

AddRoundKey(byte state[8,Nb], word rk[D
// rk = w + round * Nb
begin
for c = 0 to Nb - 1
for r = 0 to 7
state[r,c] = state[r,c] xor xbyte(r, rk[c])
end for
end for

end

4.2.2 Phat sinh khéa cia mdi chu ky

Quy trinh phat sinh khéa cho moi chu ky bao gom hai giai doan:
1 M@ rong khéa chinh thanh badng ma khéa mé rong,

2. Chon khda cho moi chu ky tir bAng ma khoa mé rong.

4.2.2.1 Xay dvng bang khéa mé réng

Bang khoa mé rong la mang 1 chiéu chira cac tU' (co6 do dai 8 byte), dwoc ky hiéu
la w[Nb*(Nr +1)]. Ham phét sinh bang khéa mé réng phu thudc vao gia tri Nk,

tlc la phu thudc vao dé dai ciia ma khoéa chinh.
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Ham SubWord (W) thay thé (st dung s-box) tirng byte thanh phan clia mot tr
(c6 do dai 8 byte).

Ham RotWord (W thuc hién viéc dich chuyén xoay vong 8 byte thanh phan
(binbi, b., bs, ba bs be b? cla tr dvoc dua vao. KEt qua trd vé ctia ham
RotWord la 1td gdm 8 byte thanh phan la (bhb2bi,b4 b 5b 6 b7 b0).

KeyExpansion(byte key[8 * Nk], word w[Nb * (Nr +1)], NKk)
begin
1 =0
while (1 < NKk)
wl[i]=word[key[8*i] , key[8*i1+1],
key[8*i+2], key[8*i+3],
key[8*i1+4], Kkey[8*i+5],
key[B8*i+6], key[8*i+7]]

1P =1+ 1
end while
i = Nk

while (@ < Nb * (Nr +1))
word temp = w[i - 1]
ifT (@ mod Nk = 0) then
temp = SubWord(RotWord(temp)) xor Rcon[i / NK]
else
iIfT (Nk = 8 and (1 mod Nk = 4)) then
temp = SubWord(temp)
end if
end if
wl[i] = w[i - NK] xor temp
=1+ 1
end while
end

Céc hang s6 ctia moi chu ky hoan toan doc 1ap voi gia tri Nk va duogc xac dinh

bang Reon[i] = (¢~1,0,0,0,0,0,0,0), i > 1
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4.2.2.2 Xac dinh khéa cua cku ky

Ma khoa cla chu ky thé T dugc xac dinh bao gdém céac tir (8 byte) c6 chi so tur

Nb* i dén Nb*(i+1)-1 cua bang ma khoéa mé rong. Nhuv vay, ma khéa cua

chu ky thit i bao gom cac phan t0' ViiNb*i] ,w{Nb*i+ 1],.. wM>*(i+1)-1].

wo Wj w2 w9 wa w5 w6 w7 w8 wg w0 w, w2 w3 w4 w5 ywewil7 ..

Ma khoa chu ky 0 Ma khoa chu ky 1 M4& khéa chu ky 2

Hinh 4.2. Bang ma khéa mé& rong va cach xac dinh ma khéa cta chu ky

(v6i Nb = 6 va Nk = 4)

4.2.3 Quy trinh giai ma

Quy trinh gidi ma dwgc thwe hién qua céac giai doan sau:

1 Thuc hién thao tac AddRoundKey dau tién trudc khi thwc hién cac chu ky

gidi ma.

2. N r- i chuky gidi ma binh thuong: méi chu ky bao gébm bén buéc bién doi
lien  tiép  nhau: InvShiftRows, InvSubBytes, = AddRoundKey,

InvMixColumns.

3. Thuc hién chu ky gidi ma cubi cung. Trong chu ky nay, thao tac

InvMixColumns duwgc bd qua.
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InvCipher(byte in[8 * Nb] ,
byte out[8 * Nb] ,
word w[Nb * (Nr + D)
begin
byte state[8,Nb]
state = 1In
AddRoundKey(state, w + Nr * Nb) //Xemphan 0
for round = Nr - 1 downto 1
InvShiftRows (state) //Xemphan4.2.3.1
InvSubBytes(state) //Xem phan 0
AddRoundKey(state, w + round * Nb)
InvMixColumns (state) // Xem phan 0
end for
InvShiftRows (state)

InvSubBytes(state)
AddRoundKey(state, Ww)
out = state

end

4.23.1  Phép bién doi InvShiftRows

InvShiftRows la bién d6i ngwoc cla bién doi ShiftRows. M6i dong cla trang thai
dwoc dich chuyén xoay vong theo chiéu nguoc voi bién doi ShiftRows véi do doi
Nb-shift (r, Nb) khac nhau. Cac byte & cudi dong dugc dwa vong Ién dau dong

trong khi cac byte con lai c6 khuynh huéng di chuyén vé cudi dong.

Ar,(c+shift(r,Nb))modNb ~ src v6i0O<r<8 va 0<c<Nb (4.9)
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InvShiftRows(byte state[8,Nb])
begin
byte t[Nb]
for r = 1 to
for c = 0 to Nb - 1
t[( + shift[r,Nb]) mod Nb] = state[r,c]
end for
for c = 0 to Nb - 1
state|r,c] = t]c]
end for
end for

end

4.2.3.2 Phep bien doi InvSubBytes

Phep bien doi ngugc cua thao tac SubBytes, ky hieu la InvSubBytes, sir dung
bang thay the nghich dao cua S-box tren GF(28 dugc ky hieu la S-box'l Qua
trinh thay the 1bytey dira vao S-box'lbao gom hai buoc sau:

1 Ap dung phep bien doi affine (tren GF(2)) sau doi voiy (co bieu dien nhi
phanla {yly 6y 5 A/ zy 2y x 0})-
xi = N(/+2)mod8 ® y(i+5)mod8 ® "N (/+7)mod8 ® «/>

voi djla bit thu i cua gia tri {05}, 0</<7. (4.10)

Day chinh la phep bien doi affine ngugc cua phep bien doi affine 6 buoc 1

cua S-box.
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2. Goi Xla phan tir thudc GF(2X c6 biéu dién nhi phan la fTXEXEX4Xs X2IIX0}.

Xac dinh phan tlr nghich dao x'1G GF(28) véi quy wéc {00 r' = {00}

Bang D.2 thé hién bang thay thé nghich ddo duoc st dung trong phép bién doi
InvSubBytes

InvSubBytes(byte State[8,Nb]
begin
for r = 0 to 7
for c = 0 to Nb - 1
state[r,c] = InvSbox[state[r,c]]
end for
end for

end

4.2.3.3 Phép bién doi InvMixColumns

InvMixColumns Ia bién d6i nguoc cla phép bién ddi MixColumns. M®oi cot cla
trang thai hién hanh dugc xem nhu da thic sot) bac 8 c6 cachésd thuéc GF(28

va dvgc nhé&n véi da thirc ci\x) la nghich ddo cla dathtc a(x)(modulo

m (x)= X8+ 1) duoc st dung trong phép bién déi MixColumns.

V6i
a(x) = {05 }x7+ {03 }x6+ {05335+ {04}x4+
{03 M3+ {02 }x + {02 }x+ {01} (4.11)

ta co:
a\x)= {b3 Ix7+ {39}JB+ {9a}x5+ {al}x4+
{dblx" {54}2+ {46XC+ {2a} (4.12)
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Phép nhan s'(x) = a 1(x) 0 ~(x) duoc biéu dién dudi dang ma tran nhu sau:

S'I*
s'2,c
s'lc
s<4.c
s's,C
56,

s<Te

al

sOc
SWw
*2,C
s3c
sAC
A5C
BC

, 0< c< Nb

(4.13)

DPoan chuwong trinh sau thé hién thao tac InvMixColumns st dung da thiéc &\x)

trong cong thirc (4.12).

InvMixColumns(byte block[8,Nb])

begin
byte t][8]
for c = 0to Nb - 1
for r = 0 to 7

t[r] = block[r,c]

end for
for r = 0 to 7
block[r,c] =

FFmul (Ox2a,
FFmul (Oxb3,
FFmul (0x39,
FFmul (Ox9a,
FFmul (Oxal,
FFmul (Oxdb,
FFmul (Ox54,
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FFmul (Ox46, t[(r + 7) mod 8])
end for
end for

end

4.2.4  Quy trinh giadi ma twong duong

Quy trinh gidi ma Rijndael cé thé duoc thic hién theo véi trinh tu-cac phép bién
doi nguoc hoan toan twong dwong véi quy trinh mé héa (xem chirng minh trong
phan 3.6.4-Quy trinh gidi ma twong duong).
EglnvCipher(byte in[8*Nb], byte out[8*Nb], word dw[Nb*(Nr +
)
begin

byte state[8,Nb]

state = iIn

AddRoundKey(state, dw + Nr * Nb)

for round = Nr - 1 downto 1

InvSubBytes(state)

InvShiftRows (state)

InvMixColumns (state)
AddRoundKey(state, dw + round * Nb)
end for
InvSubBytes(state)
InvShiftRows (state)
AddRoundKey(state, dw)

out = state
end
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Bang ma khoa ma rong dw dwoc xay dwng t0' bang ma khoéa w bang cach &p dung
phép bién dodi InvMixColumns Ién tirng t0 (8 byte) trong w, ngoai tri’ Nb tlr dau
tién va cudi cung cua w.
for 1 = 0to (N\r +1) * Nb - 1

dw[i] = w[i]
end for
for rnd = 1 to Nr - 1

InvMixColumns (dw + rnd * Nb)

end for

4.3  Phién ban mé& rong 512/768/1024-bit
Thuéat todn mé rong 512/768/1024-bit dua trén phuong phap Rijndael dwoc xay
dwng twong tu-nhw thuat toan mé réng 256/384/512-bit:

. Trong thuat toan 512/768/1024 bit, mdi tir c6 kich thudc Nw= 16 byte.

e DPathic duoc chon trong thao tac MixColumns cé bac 15 va phai cé hé

s0 Branch Number la 17. Chlng ta c6 thé chon da thirc sau d€ minh hoa:
a(x) = {07}CBH+{09}x14+{04}jc13+{09}jc12+{08}jtu+{03}jc10+{02}jco+{08}jc8 +
{06 Y+ {04 Yicb+ {043x5+ {01 Yo+ {08 }ic3+ {03 Ix2+ {06 }jt+ {05} (4.14)
Va da thirc nghich dao ¢'%c) twong tng la
a'l(x)={le}xB+{bc}xU+{55}xB-{8d }xI2+{la}x 1+ {37 }x0+{97}IxH{10}x8+

{fO}x7+{d5}x6+{01}x5+{ad}x4+{59}x3+{82}x2+{59}x+{3a} (4.15)

Chi tiét vé thuat toan duoc trinh bay trong [12], [16].
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4.4 Phan tich mat ma vi phan va phan tich mat ma tuyén tinh

4.4.1 Phan tich mat ma viphan

Phuong phép phéan tich mat ma vi phan (Differential Cryptanalysis) dugc Eli
Biham va Adi Shamu trinh bay trong [3].

Phwong phap vi phan chi cé thé duwgc ap dung néu cé thé dy doan duoc sy lan
truyén nhitng khéac biét trong cac mau dau vao qua hau hét cac chu ky bién doi
V@i sO truyén (prop ratio [10]) 16n hon dang ké so voi gia tri 21" véi n la do dai

khéi (tinh bing bit).

Nhu vay, dé dam bao an toan cho mét phuong phap méa hoa, diéu kién can thiét la
khong ton tai vét vi phan (differential trail) lan truyén qua hau hét cac chu ky cé

s0 truyén 16n hon dang ko so véi gia tri 217

Po6i voi phuong phap Rijndael, cac tac gid da ching minh khong tén tai vét vi
phan lan truyén qua bén chu ky c6 s6 truyén 16n hon 2'3xA+) [8] véi
Nb =n/Nw = «/32. Nhv vay, khéng ton tai vét vi phan lan truyén qua tdm chu
ky c6 sO truyén Ién hon 2'60(AH). Diéu nay da dé dam bdo tinh an toan cho thuat

toan Rijndael.
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Phan chirng minh dwgc trinh bay trong 4.4.5-Trong s6 vét vi phan va vét tuyén
tinh cho ching ta cac két luan sau:
e DAGi voi thuat toan mé rong 256/384/512-bit, khdng ton tai vét vi phan
lan truyén qua bdn chu ky c6 s6 truyén 16n hon 2'54AMN) voi
Nb =nINw =n/64. Nhv vay, khoéng ton tai vét vi phan lan truyén qua
tam chu ky c6 s6 truyén Ién hon 2"I08(A,H).
e DOGi véi thuat todn mé rong 512/768/1024-bit, khéng ton tai vét vi phan
lan truyén qua bon chu ky c6 s6 truyén I6n hon 2'1RM+H) voéi
Nb =n/Nw =n/128. Nhu vay, khdéng ton tai vét vi phan lan truyén qua

tam chu ky cd s6 truyén 16n hon 2'204(A+1).

Cac két luan trén ddm bao tinh an toan cho thuat toAn mé& rong 256/384/512 bit va

512/768/1024-bit d6i v&i phuong phap phan tich mat ma vi phan.

4.4.2 Phan tich mat ma tuyén tinh

Phuwong phap phan tich mat ma tuyén tinh (Linear Cryptanalysis) dwgc Mitsuru

Matsui trinh bay trong [32].

Phuong phap tuyén tinh chi cé thé duoc ap dung néu su tvong quan gira dau ra

vOi dau vao cua thuat toan qua hau hét cac chu ky c6 gia tri rat 16n so voi 2
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Nhu vay, dé ddm bao an toan cho mot phuvong phap méa hoéa, diéu kién can thiét la
khong ton tai vét tuyén tinh (linear trail [10]) lan truyén qua hau hét cac chu ky co

sO truyén Ién hon dang ké so véi giatri 2 "2

Da&i voi phrong phap Rlindael, cac tac gia da ching minh dugc rang khong ton
tai vét tuyén tinh nao lan truyén qua bén chu ky vé&i do twong quan Ién hon
2151 D) kg Nh,u vay, khong ton tai vét tuyén tinh nao lan truyén qua tam chu ky
véi do lvung quan Ikn hun 2'3AM). Diéu nay di dé dam bao tinh an toan cho

thuat toan Rijndael.

Phan ching minh dugc trinh bay trong 4.4.4-Sy lan truy&n mau cho ching ta céac

két luan sau:

»  DA4i vai thuat toan mé rong 256/384/512-bit, khdng ton tai vét tuyén tinh
lan truyén qua bdn chu ky véi do twong quan 16n hon 2'2Zi(vh 1). Nhu vay,
khdng ton tai vét tuyén tinh nao lan truyén qua tam chu ky véi do twong

quan lén hon 2'54MH).

e DOi voi thuat todn mé rong 512/768/1024-bit, khong ton tai vét tuyén
tinh lan truyén qua bon chu ky véi do tuong quan Ién hon 2'51(A+). Nhu
vay, khong ton tai vét tuyén tinh nao lan truyén qua tam chu ky véi do

tvong quan I6n hon 2 ' VWH\

Cac két luan trén ddm bao tinh an toan cho thuat todn mé rong 256/384/512 bit va

512/768/1024-bit ddi v&i phwong phap phan tich mat ma tuyén tinh.
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4.4.3 Branch Number

Xét phép bién ddi tuyén tinh F trén vector cac byte. M6t byte khac 0 duoc goi la
byie hoat dong (active). Trong s byte clia mot vector a, ky hiéu la W(a), la s6

lvgng byte hoat dong trong vector nay.

Pinh nghta 4.1: Branch Number B cla phép bién d6i tuyén tinh F la d6 do kha

nang khuéch tan ctia F, dugc dinh nghfa nhu sau:
B{F) = miiw,, (W(@) + m m )) (4.16)

> Nhan xét: Branch Number cang I¢n thi khd nang khuéch tan théng tin cla F

cang manh, gitp cho hé théng SPN cang tré nén an toan hon.

Trong phép bién ddi MixColumns, néu trang thai ban dau c6 1 byte hoat dong thi
trang thai két qua nhan dwoc sau khi ap dung MixColumns c6 t6i da Nw byte hoat

dong. Do do, ta co:

6(MixColumns) < Nw +1 (4.17)
véi Nw lan lvgt nhan gia tri la 4, 8 va 16 trong thuat todn Rijndael, thuat toan mé

rong 256/384/512 bit va thuat toan mé réng 512/768/1024 bit.

Nhw vay, dé dat dwgc mic do khuéch tan thong tin cao nhat, chling ta can phai
chon phép bién ddi MixColumns sao cho hé s6 Branch Number dat dvogc gia tri
cwe dai la Nw + 1. Noéi cach khac, Branch Number ctia MixColumns trong thuat
toan Rijndael, thuat todn mé& réng 256/384/512 bit va thuat todn md rong
512/768/1024 bit phai dat dwoc gia tri lan lwot 1a 5, 9 va 17. Khi do6, quan hé
tuyén tinh gilra cac bit trong trang thai dau vao va dau ra cta MixColumns lién

quan dén cac Nw +1 byte khac nhau trén cung mot cot.
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4.4.4  Su lan truyén mau

Trong phuong phap vi phan, s6 lvgng S-box hoat dong dwoc xac dinh bang s6
lvong byte khac 0 trong trang thai dau vao cta chu ky. Goi mau (vi phan) hoat
dong (difference activity pattern) 1a mau xac dinh vi tri cac byte khac 0 trong

trang thai va goi trong so byte la s6 lvgng byte khac 0 trong mau.

Trong phwong phép tuyén tinh, s6 lvong S-box hoat dong dwoc xac dinh bang s6
lvong byte khac O trong cac vector dwgc chon & trang thai bat dau cda chu ky
[10]. Goi mau (twong quan) hoat dong (correlation activity pattern) 1a mau xac
dinh vi tri cac byte khac 0 trong trang thai va goi trong sé byte la sé luong byte

khac 0 trong mau.

Moi cdt trong trang thai co it nhat mot byte thanh phan Ia byte hoat dong duoc
goi cOt hoat déng. Trong sd cot cla trang thai a, ky hiéu la Wo(a), duoc dinh
nghia la s6 lugng c6t hoat ddng trong mau. Trong so byte cla cotj cua trang thai

a, ky hiéu la W(a) \j, duoc dinh nghta la s6 lugng byte hoat ddng trong cot nay.

Trong s6 ctia mot vét lan truyén qua cac chu ky dwoc tinh bang téng tat ca céc

trong s6 clia cac mau hoat dong & dau vao ctia modi chu ky thanh phan.

Trong cac hinh minh hoa du¢i day, cot hoat dong dwoc td6 mau xam con cac byte

hoat dong dwoc td mau den.
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Hinh 4.3 minh hoa su lan truy&n cac mau hoat dong (bao gdm ca mau vi phan va
mau twong quan) qua tirng phép bién ddi trong cac chu ky mé hoa clia thuat toan

m& rong 256/384/512-bit cia phwong phap Rijndael véi Nb = 6.

SubBytes ShiftRows MixColumns AddRoundKey

Hinh 4.3. Sy lan truyén mau hoat dong qua tirngphép bién ddi
trong thuat toan mé rong 256/384/512-bit cla
phrongphap Rijndaei voi Nb =6

MGi phép bién d6i thanh phan trong phwrong phap ma hoa Rijndael c6 tac dong
khac nhau déi vai cac mau hoat dong va cac trong so:
1 SubBytes va AddRoundKey khong lam thay d6i cac mau hoat dong ciing

nhu gia tri trong s6 cot va trong s6 byte clia mau.

2. ShiftRows lam thay d6i mau hoat dong va trong s6 cot. Do phép bién ddi
ShiftRows tac dong Ién tirng byte cua trang thai mot cach doc lap, khdng co
su twvong tac gilta cac byte thanh phan trong trang thai dang xét nén khong

lam thay ddi trong soO byte.

3. MixColumns lam thay d&i mau hoat dong va trong s6 byte. Do phép bién ddi
MixColumns tac déng Ién tirtng c6t cla trang thai mot cach doc lap, khdng co
su trong tac gilra cac cot thanh phan trong trang thai dang xét nén khong lam

thay doi trong s6 cot.
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Bang 4.1 tom tat anh hudng clia cac phép bién ddi 1én mau hoat dong.

Béang 4.1. Anh hwdng ctia cac phép bién ddi I1én mau hoat dong

Suv anh huéng

STT Phép bién doi Mau hoat dong Trong so cot Trong so byte
1 SubBytes Khong Khong Khong
2 ShiftRows Co Co Khong
3 MixColumns Co Khoéng Co
4 AddRoundKey Khong Khong Khong

Nhuw vay, phép bién doi SubBytes va AddRoundKey khong anh hwdng dén su lan
truy&n cac mau hoat dong trong vét nén ching ta cé thé bd qua cac phép bién ddi

nav trong qua trinh khao sat cac vét vi phan va vét tuyén tinh dudi day.

Trong phép bién d6i MixColumns, voi moi cot hoat dong trong mau dau vao
(hodc mau dau ra) ctia mot chu ky, téng trong s6 byte ctia cdt nay trong mau dau

vao va dau ra bi chan du@i béi Branch Number.

Do ShiftRows thwc hién viéc dich chuyén tat cd cac byte thanh phan trong mot
cot cla mau dén cac cot khac nhau nén phép bién déi ShiftRows cé céac tinh chat

dac biét sau:

1. Trong s6 codt ctia mau dau ra bi chdn dwdi bdi gia tri t6i da cla trong s6 byte

clia moi cdt trong mau dau vao.

2. Trong s6 cdt cla mau dau vao bi chan dudi boi gia tri t6i da cla trong s6

byte cia moi c6t trong mau dau ra.

D7 nhién ciing can lvu y 1a trong s6 cot clia mot mau bat ky bi chan dudi bdi s6

lvong cdt (Nb) c6 trong mau.
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Trong phan du¢i day, mau hoat dong & dau vao cta chu ky ma hoa duoc ky hiéu
la &i.\, mau hoat dong két qua sau khi thuc hién phép bién d6i ShiftRows duoc Ky
hiéu 1a bi.1, Cac chu ky bién d6i dugc danh s6 ting dan bat dau to 1. Nhu vay, ai)
chinh 1a mau hoat ddng & dau vao ctia chu ky ma hoa dau tién. Dé dang nhan thdy
rang mau &i va bi co cling trong s6 byte, mau bj_I va &j c6 cung trong sd cot. Trong

s6 clia mot vét lan truyén qua m chu ky dugc xac dinh bang téng trong s6 clia cac
mau a0 ax am\. Trong cac hinh minh hoa dw¢i day, cot hoat dong duwoc td

mau xam con cac byte hoat ddng dwgc t6 mau den. Hinh 4.4 minh hoa sy lan
truyén mau trong mot chu ky cla thuat toan 256/384/512-bit ctia phwong phap
Rijnd™.
a bi
ShiftRows

w(b,)=w(a,)

wA“5) a min{max; W(biij,Nb)

aj+l
ShiftRows /R\_
!~
r a W(b’):ir(a’) V\b(aM):V\b(b,)

MixColumns

\-1i

' v Vi mbi cotj hoat do
tt' |a.)> minimaX’W(bA”Nb) 01 moOl cQt] hoat dong

w(brJ+w(aM}J>B

Hinh 4.4. Sy lan truyén mau hoat déng (thuat toan mé& rong 256/384/512-bit)
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DPinh ly 4.1: Trong s6 cua vét lan truyén qua hai chu ky cé Q c6t hoat dong & dau
vao cta chu ky 2 bi chan dwoi bdi B*Q voi B la Branch Number ctia phép bién

doi MixCoiumns.
trc(ai) =Q=>W(a0)+Wiai)>B*Q (4.18)

v@oi B = BranchNumber(MixColwmns)

iOChtng minh: Goi B la Branch Number cla phép bién d&i MixCoiumns.

Tdng trong so byte clia mdi cdt twong Gng hoat ddng trong mau bo va a\ bi chin
dudi bdi B. Néu trong sd coOt cla cu la Q thi tong trong sO byte cla bo va ai bi
chan duéi boi B*Q. Do alrva hi) c6 cung trong s6 byte nén téng rong s6 byte clia

«0 va i\ bi chan du¢i bdi B*Q.

Nhu vay, bat ky mot vét lan truyén qua hai chu ky déu c6 it nhat B*Q phan tl
hoat dong.

Hinh 4.5 minh hoa Dinh ly 4.1 d6i v&i thuat toan mé rong 256/384/512-hit (0=2)

W(biH) = W(a0) W(FI1) + W(b0) >B* We(ai)

Hinh 4.5. Minh hoa Binh ly 4.1 véi Q = 2 (th-toan m& réng 256/384/512-bit)
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Pinh ly 4.2: Vo6i moi vét lan truyén qua hai chu ky, t6ng so cdt hoat déng trong
mau dau vao va mau dau ra tdi thiu 1a Nb + 1vai Nb 1a s luong cot trong trang

thai.

Wc(a0)+Wc(a2)>Nb + 1 (4.19)

iOChtng minh: Trong mdt vét bat ky ton tai it nhat mot cot hoat dong trong

mau a\ (hodc b0. Goi cot hoat dong nay la c6t g. Goi B la Branch Number cua
phép bién d6i MixColumns. T6ng trong s byte ctia cdt g trong mau bo va mau a1

bi chan du@i boi B.

+ (4.20)

Phép bién d6i ShiftRows di chuyén tit ca cac byte thanh phan tong mot cot bat
ky thudc ai dén cac cot khac nhau thudc bi va nguoc lai, moi cot thudce bi lai chira
cac byte thanh phan clia cac cot khac nhau thudc di. Trong s6 cot hay so luvong
cot hoat dong ctia & bi chin duoi bdi trong s6 byte clia moi cot thudc bi va trong
sO cOt cla bi bi chdn dui boi trong s6 byte clia moi cot thuéc di.DTnhién la trong

sO cOt cla dj hay bi déu bi chan dudi bdi sd lwvgng c6t Nb cla trang thai.

We (di) > minIm>, maxj w (b ,i) (4.21)
wc(b,) > min|/vz>, maXyw (ai\) (4.22)

=> W. (a0) +w. [0X > min|m>max wib{@| I+minINb,max.wia}) | (4.23)

=>Wc(fl0) + we{bX) >min [m>, w(b®)| 1+min  w(al) | (4.24)
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1 Trwong hop 1 Néu fV(b0) I,,>Nb hay W(ci\) I,,> Nb thi
woat) + wadb® > Nb +1 (4.25)

2. Trwong hop 2: Néu iV(bo) Ig<Nb va W(a\) \,,<Nb thi
wc{ao) + wdb® > W(bo L+ W(@YL > B (4.26)

Do Nb chi nhan mot trong ba giéa tri 4, 6, hay8 va B chi nhan mo6t trong ba gia tri
a5 9hay 17 (twong Ung v@i thuat toan goc,thuattoan mé rong 256/384/512-bit
hay 512/768/1024-bit). Vay:

wo{al) + WAbY > B > Nb+1 (4.27)
Do a2va b\ c6 cung trong sd cOt nén suy ra

wc{al) + WEbD) > Nb +1 (4.28)

Hinh 4.6 minh hoa Dinh ly 4.2 d6i v&i thuat toan mé rong 256/384/512-bit.

a0 bo
r a
ShiftRows
WAa0)- minimax, VVikAANK) w{ax j +w(bl\ j >B
(] bi 2
1
B B
MixColunms
------------- I/

Hinh 4.6. Minh hoa Binh ly 4.2 véi Wc(ai)=1

(thuat toan mé rong 256/384/512-bit)
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Binh ly 4.3: Moi Vvét lan truyén qua 4 chu ky déu cé téi thiéu B * (Nw + 1) byte

hoat dong v&i B la Branch Number ctiaphép bién déi MixColumns.

iISTChirng minh: Ap dung Pinh ly 4.1 cho hai chu ky dau (chu ky 1va 2) va hai

chu ky sau (chu ky 3 va 4), ta co:

(WM +Wfa)* BW'fa)
\w{a?2)+w(a3)> BWc{a3)

3
=>'Ew(ai)zB(wWM)+irM)) (4.30)
i=0

Nhu vay, trong s6 byte cta vét bi chan duéi bai B(Woal) + IVA(k3))

Theo Binh Iy 4.2, tong trong sO cot cla ai va «3 bi chan dugi bi Nb+1.

irc(a,)+frt(a,)>Nb +1 (4.31)

Vay, trong sO byte cla vét lan truyén qua bon chu kybi chanbdi B{Nb +1) hay
vét lan truyénqua bon chu ky c6 it nhat B{ Nb + 1) byte hoat dong.

Hinh 4.7 minh hoa Dinh ly 4.3 d6i v&i thuat toan mé rong 256/384/512-bit.
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We{al)+Wcef{a,)>Nb+ 1

a

a

nlri+7tiri*ivXa,) W(ai )+W (ai)>B*We(ai)
Hinh 4.7. Minh hoa Dinh ly 4.3 (thuat toan m& réng 256/384/512-bit)

445  Trongsd vét viphan va vét tuyén tinh

Trong [10], J. Daemen d4 chirng minh rang:

1 S6 truyén ciia vét vi phan co thé dugc xdp xi bang tich s6 clia cac S-box hoat

déng

2. DO twong quan cta vét tuyén tinh c6 thé dugc xdp xi bang tich s6 cta do

twong quan gitra dau ra-dau vao cla cac S-box hoat dong.

Trong chién luoc thiét ké thuat toan Rijndael, S-box dwoc chon sao cho gia tri 16n
nhat cla s6 truyén va gia tri 16n nhat ctia dé twong quan cang nhé cang t6t. Bang
thay thé S-box dugc chon cé gia tri I6n nhat cla s truyén va gia tri 16n nhét cla

do twong quan lan luot la 2'6va 2'3
Ngoai ra, s lugng S-box hoat dong trong vét vi phan hay vét tuyén tinh lan

truyén qua bén chu ky ma héa cua thuat toan nguyén thidy, phién ban

256/384/512-bit va phién ban 512/768/1024-bit 1an lugt 12 5(M>+1), 9(M>+1) va
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\I(Nb+\) v&i Nb la s6 cot trong mot trang thai (phan chirng minh duoc trinh bay

trong 4.4.4-Su lan truy&n mau). Nhu vay, cé thé két luan rang:

1 Moi vét vi phan lan truyén qua bon chu ky cuda thuat toan Rijndael c6 so
truyén t6i da la 2'30(Mi)
2. Moi vét vi phan lan truyén qua b6én chu ky cua thuat toan mé rong

256/384/512-bit c6 s6 fruyen t6i da la 2'4AM I}

3. Moi Vét vi phan lan truyén qua bon chu ky cla thuat todn mé rdng

512/768/1024-bit c6 s6 truyén toi da la r M),

4. Moi vét tuyén tinh lan truy&n qua bon chu Ky cla thuat toan Rijndael nguyén
thay c6 do twong quan t6i da 1a 2' 5.
5. Moi Vvét tuyén tinh lan truyén qua bdn chu ky cla thuat toan mé rong

256/384/512-bit c6 do twong quan t6i da la 2"20AL ).

6. Moi vét tuyén tinh lan truyén qua bon chu ky cla thuat toan mé& rong

512/768/1024-bit c6 db twong quan t6i da la 2'5l(vh 1),

4.5 Khao sat tinh an toan doéi v&i cac phuwong phaptan congkhac

451  Tinh d6i x(rng va cac khéayéu ctiia DES

Viéc st dung cac hang s6 Rcon khac nhau cho moi chu ky gitp han chétinh
dodi xGng trong thuat todn. Su khac nhau trong cau tric cua viéc ma hoa va gidi
ma da han ché duoc cac khda “yéu” nhu trong phuong phap DES. Tinh chat phi
tuyén cla qué trinh phat sinh bdng ma khéa mé rong gilp han ché cac phwong

phap phan tich dya vao khoa twong duong.
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45.2 Phuongphap tan cdng Square

Phuvong phap ma héa Square dwoc J. Daemen, L.R. Rnudsen va V. Rijmen gi0i
thiéu vao nam 1997 [9]. Trong bai viét nay, cac tac gia da trinh bay phwong phap
tan cong dac biét d6i véi thuat toAn ma hoa Square. Do phuong phap Rijndael ké
thira nhiéu dac tinh cta phwong phap Square nén phuong phap tdn cong nay cling

c6 the dwoc ap dung ddi véi thuat toan Rijndael.

Trong [8], J. Daeman va V. Rijmen da trinh bay cach ap dung phuong phap tan
cdng Square cho thuat toan Rijndael cé t6i da 6 chu ky ma hda. Bdi voi thuat
toan Rijndael c6 dud¢i 6 chu ky ma héa, phvong phap tdn cong Square td ra hiéu
qua hon phuong phap vét can dé tim ma kh6éa mac du véi ky thuat hién nay,
phuong phéap tdn cong Square van khong thé thuc hién dugc. Voi cac thuat toan
Rijndael co6 trén 6 chu ky méa héa (c6 tir 7 chu ky méa héa tré 1én), phuvong phép

vét can dé tim ma khoa van la phuong phap hiéu qua nhét.

4.5.3 Phuwongphéap néi suy

Phwong phap noi suy st dung trong phan tich mat ma ap dung trén cac thuat toan
ma hoéa theo khdi dugc Jokobsen va Knudsen trinh bay trong [28] vao nam 1997.
Phrong phap nay chi ap dung duoc khi cac thanh phan st dung trong quy trinh
m& hoa cd thé biéu dién bang céac biéu thirc dai s6. Yéu cau chinh cla phuong
phap nay la xay dwng dugc cac da thirc (hay biéu thirc chuan héa) dwa vao céc
cap dir liéu trwdc va sau khi ma héa. Néu cac da thirc nay cé bac twong ddi nho
thi chi can st dung mot vai cap di liéu trwdc va sau khi ma héa dé xac dinh duoc

cac hé sb (doc lap véi ma khéa) cla da thic nay.
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Béang thay thé s-box c6 cong thirc trén GF(29 la:
s (x) = {63} +{8f }xIZ/+ {b5 }x19+ {01 }x223+ {f 4 }x20+
{25 ycoa7+ {f 9 Ix251+ {09 W3+ {05 Ix4 (4.32)
Do tinh chat phtc tap cta bi€u thirc nay cung véi hiéu ('ng khuéch tan trong thuat
toan nén khong thé s dung phuwong phap ndi suy dé tdn cong phwong phap

Rijndael.

454  Cackhoayéu trong IDEA

Trong mot s6 phvong phap ma héa, vi du nhv phwong phap IDEA (International
Data Encryption Algorithm), viéc chon Iva ma khéa gdp phai mot s6 han ché.
Trong cac phwong phap nay, mot s6 méa khéa du hgp 1é nhwng khi str dung ching
dé ma hoa dir liéu sé dé dang bi phan tich va thdng tin can ma héa sé khdng an
toan [10]. Thong thwong nhitng diém yéu lién quan dén méa khéa déu xudt phat tir
st phu thudc vao gia tri cu thé clia ma khoa trong cac thao tac phi tuyén. Trong
phurong phap Rijndael cling nhw cac thuat todn ma réng, cac khoa dwgc st dung
théng qua thao tdc XOR va tat ca nhitng thao tac phi tuyén déu dwoc ¢ dinh san
trong bang thay thé S-box ma khéng phu thudc vao gia tri cu thé cila ma khéa nén

khong cé bat ky mot han ché nao trong viéc chon ma khéa chinh.

455 Phuongphdap tdn cong khoa lién quan

Vao nam 1993, Eli Biham d& gidi thiéu mot phwong phap tdn cdng mat ma st
dung cac ma khoéa lién quan [4]. Sau do, phwong phap nay dugc John Kelsey,
Bruce Schneier va David Wagner nghién cru va ap dung thir trén mot sé thuat

toan ma hda [30] vao nam 1996.
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Trong phuvong phap tdn cong khoéa lién quan, ngudi phan tich thuec hién viéc ma
hoa st dung cac khéa phan biét cé lién quan véi nhau. Boi voi phuong phap
Rijndael cling nhv cac thuat todn mé rong, tinh chat phi tuyén cung kha nang
khuéch tan thdéng tin trong viéc tao bang khdéa mé rong lam cho viéc phan tich

mat ma dwa vao céac khoa lién quan tré nén khdng kha thi.

4.6 K&t qua thtr nghiém

Nho ap dung ky thuat bang tra cru trong viéc cai dat cac phién ban mé rong cla
thuat toan Rijndael nén thoi gian thuwc hién viéc ma hoa va thoi gian thyc hién
viéc gidi ma la twong dwong voi nhau. Cac thér nghiém dwgc ti€én hanh va ghi
nhan trén may Pentium 200 MHz (st dung hé diéu hanh Microsoft Windows 98),
may Pentium n 400 MHz, Pentium 111733 MHz (st dung hé diéu hanh Microsoft
Windows 2000 Professional), Pentium 1V 2.4GHz (st dung hé diéu hanh
Microsoft Windows XP Service Pack 2).

Bang 4.2. Téc do xt lyphién ban 256/384/512-bit
trén may Pentium IV 2.4GHz

Pentium 1V
2.4 GHz CHt ¢
Khoa KNoi oo Phc & #Nhip P8 d&
(bit) (bit) P (Mbit/giay) P (Mbit/giay)
256 256 1763 343.9 1721 353.3
384 256 2091 290.4 2052 297.8
512 256 2456 257.4 2396 263.1
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Bang 4.3. Toc do xt ly phién ban 512/768/1024-bit
trén may Pentium 1V 2.4 GHz

Pentium IV
C
2.4 GHz Cre N

Khoéa Khoi : TOC d6 : Toc 4o
(bit) biy NP uniggiay) NP vbitgiay)
512 512 8360 1534 8160 1574
768 512 9910 1301 9730 1323
1024 512 11645 1107 11364 1137

Bang 4.2 va Bang 4.3 thé hién toc dd x& ly cla phién ban 256/384/512-bit va
phién ban 512/768/1024-bit trén may Pentium IV 2.4 GHz. Két qua duoc tinh
theo don vi MbiUgidy va don vi nhip dao dong.

Bang 4.4. Bang so sanh téc do x& ly cla phién ban 256/384/512-bit

Toc dé xir ly (Mbit/giay)
Kich thuéc Pentium Pentium Il Pentium IlI Pentium IV
(bit) 200 MHz 400]MHz 733 MHz 2.4 GHz
Khéa Khoi C++ C C+ C C++ C C++ C
256 256 269 274 550 564 1008 1034 3439 3533
384 256 227 233 464 475 85.0 871 290.4 297.8
512 256 195 20.2 411 420 753 769 2574 263.1

Bang 4.5. Bang so sanh téc do x& ly cliaphién ban 512/768/1024-bit

Téc dé xir ly (Mbit/giay)
Kich thuéc Penidum Pentium Il Pentiiim I11 Pentium IV
(bit) 200]MHz 400]MHz 733]MHz 2.4 GHz
Khéa Khdi C++ C C+ ¢ C++ C C++ C
512 512 12.0 124 244 251 447 459 1534 1574
13 512 10.6 11.0 207 216 379 386 1301 1323
1024 512 8.9 9.2 17.6 181 323 33.1 110.7 113.7
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KEt qua so sanh toc d6 x& ly trén may Pentium 200 MHz (st dung hé diéu hanh
Microsoft Windows 98), may Pentium Il 400 MHz, Pentium Il 733 MHz (st
dung hé diéu hanh Microsoft Windows 2000 Professional), Pentium IV 2.4GHz
(s dung hé diéu hanh Microsoft Windows XP Service Pack 2) clia phién ban
256/384/512-bit va phién ban 512/768/1024-bit duoc thé hién trong Bang 4.4 va
Bang 4.5.

47  Két luan

Ddi vai phién ban nguyén thly cua thuat todn ma héa Rijndael, phuvong phap
hiéu qua nhat dé phan tich mat ma van 1a phuong phap vét can de tim ra ma khoa
chinh da dwoc st dung. Nhw vay, néu st dung ma khéa chinh cé 128/192/256 bit
thi khong gian ma khéa K can khao sat lan lwgt c6 2 18 2 12, 2256phan ti.

Mot cach twong tus dbi véi cac phién ban mé réng cla thuat toan Rijndael,
phrong phap vét can dé tim ra ma khoa van 1a phuong phap kha thi hon so véi

cac phuong phép khéc.

Doi voi phién ban mé rong 256/384/512-bit cla thuat toan ma hoéa Rijndael,
khong gian méa khéa K can khao sat c6 226 234 2512phan ta tuy thudc vao do dai
ctia mé khéa chinh dwoc str dung la 256, 384 hay 512 bit.

D6i voi phién han mé rong 512/768/1024-hit cta thuat toan ma héa Rijndael,
khong gian ma khoa K céan khao sat c6 2512, 278 2 1Iphan t& tuy thuéc vao do
dai cia méd khéa chinh dwoc si* dung la 512, 768 hay 1024 bit.

Dua vao céc sO liéu thong ké trong Bang 3.2, Bang 4.4 va Bang 4.5, chlng ta c6

thé nhan thdy rang khi tang gép doi kich thudc khéi dwoc xi ly thi thi gian ma
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hoa mot khoi dir liéu tang 1én hon 4 lan va do dé téc d6 ma hda sé giam di hon
hai lan. Tuy nhién, diéu nay hoan toan c6 thé chap nhan duoc do viéc tang kich
thuéc méa khoa va kich thugc khoi xir ly sé lam khong gian ma khéa tang Ién

dang ké va thong tin dwoc ma hoa sé cang an toan hon.
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Chuong 5
Céac thuat toan rng cr vién AES

Jé?i Trong chwong 3, chung ta d& khao sat phuwong phap ma hoa Rijndael.
Cung v&i phuvong phap nay, con c6 bon phwong phap ma héa khac duoc chon
vao vong chung két cac trng cr vién cla chuan ma hdéa AES, bao gém phurong
phap MARS, RC6, Serpent va TwoFish. Trong ndi dung cla chuvong nay sé lan

lwot gidi thiéu vé bon phwongphap méa hoéa tng cr vién AES nay.

51 Phuwong phap ma héa MARS

MARS la thuét toan ma hda khoa ddi xirng ho tro kich thwdc khdi dir liéu 128 bit
va cho phép st dung mé khéa co kich thudc thay doi dwoc. Thuat toan dugc thiét
ké trén co s& khai thac cac thé manh clia viéc thuc hién cac phép toan trén céac thé
hé may tinh hién nay nham tang hiéu qua cla thuat toan so voi cac thuat toan ma

hoa quy wéc trugc day.
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51.1  Quy trinh ma hoa

116

Théng tin D[3] D[2] D[I]
can méa hoa

Cong khoa

8 chu ky tron “t6i’
khong co khoa

8 chu ky trén “t61’
c6 khoa

8 chu ky trén “lui’
co khda

8 chu ky trén “lui’
khong co khoa

Tri khéa

Thong tin da
ma hoa D’[3] D’[Z D[l]

B3 Phép cong B Phép tru

Hinh 5.1. Quy trinh m& héa MARS

D[0]

D’[0]

Tron

Phan IGi
chinh

V Tron
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Hinh 5.1 thé hién 1:Ohinh chung cta quy trinh ma héa MARS. D liéu dau vao
va két qua cla qua trinh ma héa déu la to c6 do dai 32 bit. Tat ca cac phép toan
trong quy trinh ma hoa va gidi ma déu thuc hién trén cac tir 32 bit. Trong trudng
hop khao sat dir lieu ma héa du¢i dang mang goém 4 byte, cac tac gia quy wéc s

dung th tw lwu trir little-endian.

5.1.2 S-box

Trong qua trinh thiét ké S-box, cac phan ti trong S-box dwgc chon sao cho S-
box c6 céc dac tinh tuyén tinh va vi phan an toan chéng lai cac phwong phap tén
cong. Phu luc A trinh bay chi tiét n6i dung cla S-box duoc st dung trong thuat
toan MARS.

Cac s-box duwoc phat sinh bang cach cho i =0 dén 102, 7 = 0 dén 4,

S[5i +j] = SHA-I(5i| ci\c2\ c3)j (5.1)
(¢ day SHA - 1(.)j la to thirj trong két qud cta SHA - 1). Xem i nhu mot s6
nguyén khong ddu 32 bit va Ci, c2 ¢31a cac hang s6 ¢d dinh. Trong khi thrc hién
ta dat ¢, = 0xb7415162, c2=0x283f6a88 (la phan khai trién nhi phan cta céc
phan s6 e, n tvong Ung) va bién doi G cho dén khi tim duoc mot s-box ¢ nhiing
dac tinh t6t. Xem SHA-1 nhv mot phép toan trén cac dong byte va st dung quy

woc little-endian dé chuyén ddi gitra cac tlr va cac byte.
s-box dwoc xay dwng nhw sau: Dau tién bién doi cac gia tri c6 thé co clia G theo

thiv tv tdng dan, bat dau voi ¢3= 0. D6i vai moi gia tri, phat sinh s-box va sau

d6 c6 dinh n6 bang céach bién d6i toan bd cac cdp (i,j) cla cac muc trong so, Sl
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iheo tht tw Itr dién va kiém Ira xem S[/] © S[/] ¢6 chénh léch 2 hodc nhiéu byte
zero. Bat ky lGc nao tim dwoc sy chénh léch 2 hodc nhiéu byte zero thi thay thé
S[d voi 3-S[i'] va di chuyén dén i ké tiép. Sau khi dirng lai, thr nghiém s-box lai
dé kiém tra xem né c6 thda man hét cac diéu kién 1-8 & trén va tinh single bit
correlation (diéu kién 9). Gid tri cla c3 gidm single bit correlation la
c3=0x02917d59 . S-box nay c6 parity bias 2-7, single bit bias dat cao nhat la

1/30, Two consecutive bit bias dat cao nhat 1/32 va single bit correlation bias nhé
hon 1/22.

5.1.3 Kh¢itao vaphan bo khoa

Tha tuc Key-Expansion thuc hién viec mé rong mang khoéa k[] bao gom n tir 32
bit (v6i n 12 s6 bat ky trong khoang tir 4 dén 14) thanh mot mang Al] gdm 40 tir.
Can lvu y la khdng can c6 bat ky yéu cau dac biét gi vé cdu tric cta khoa goc k\\
(vi du nhv khéa khdng can st dung cac bit parity). Ngoai ra, thd tuc Key-
Expansion cting dam bao rang mdi tir trong khoa dugc st dung cho phép nhan

trong thu tuc méa hoa cé cac dac tinh sau day:

1 Hai bit thdp nhat cla moét t0 trong khoéa dwgc st dung trong

phép nhan co6 giatri 1

2. Khong cé tir nao trong khoa chira lién tiép 10 bit 0 hoac 10 bit 1
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5.1.3.1 Tha tuc Key-Expansion

Thu tuc Key-Expansion bao gom céc buéc sau:
1 Ban dau, ndi dung khéa gbc dwoc chép vao mot mang tam [] (c6 dd6 dai la
15 tlr), tiép theo la sd n va cudi cung la cac so 0. Nghta la:
T[Q.n-1] =K[0..n-1],T[n] =n,T[n+1..14] =0 (5.2)
2. Sau do, cac budc dudi day duoc thwe hién 13p lai bén 1an. M6i lan 13p sé tinh
gia tri cla 10 tir ké ti€p trong khéa mé rong:
a) Mang J[] duoc bién doi st dung cong thirc tuyén tinh sau:

fori=0to 14
T[i] =T[I1© ((r[i - 7mod 15]0 T[i- 2mod 15]) < « 3)© (4i +j)
vGij las6 thtw chalanlap (=0, 1,...)
b) KEé dén, mang T[] sé& dwoc bién doi qua bon chu ky ctia mang Feistei loai 1:
+ 5[9 bit thdp cda 717-1 mod 15]])) « < 9
voii=01,14.

c) Sau dd, ldy 10 ti trong mang 7[], sap xép lai roi dwa vao thanh 10 to ké

tiép clla mang khéa mé rong £[].
Al1Q/ + /] = T[4i mod 15],1=0,1,...,.9

vGij laso th tw cha lan 1ap,j =0,1,...
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3.

120

Cubi cung, xét 16 tir dung cho phép nhan trong ma héa (bao gém céc tur

£[5], Kil],  £[35]) va bién doi chiing dé c6 hai dac tinh néu trén, can luu

y la kha nang tir duoc chon lwa ngau nhién khong thda dic tinh tht hai (tic
la tir c6 10 bit lién tiép bang 0 hodc bang 1) 1a khoang 1/41. Mbi tir £[5],
Al17],..£[35] duoc x& ly nhu sau:

a)

b)

Ghi nhan hai bit thdp nhét cia /C[i] bang cach dat j = K[i] A3. Sau do,
xay dung t' Xdua trén £[/] bang cach thay thé hai bit thdp nhat ctia K[i]

bang gia tri 1, tec 1a w=~[i]v3 .

Xay dwng mot mat na M cla cac bit trong w thudc mot day gom 10

(hodc nhiéu hon) bit 0 hoac 1 lién tiép. Ta c6 M, = 1néu va chi néu w/

thuéc mot day 10 bit 0 hodc 1 lién tuc. Sau do dat lai O cho céc bit 1
trong M twong (ng véi diém cudi clia duong chay cac bit 0 hoac 1 lién
tuc trong w, cling lam nhuw vay d6i v6i 2 bit thap nhat va 1 bit cao nhat
ctia M. Nhu vay, bit thtv i cila M dwgc dat lai giad tri 0 néu i < 2, hodc

/ = 31, hodc néu bit thr T clla w khac bit tht (i +1) hodac bit thi (i - 1).

O Vi du, gid st taco w = 03130121011 (& day O, V biéu dién i bit 0 hodc
1 lién tuc). Trong tredng hop nay, dau tién dat M = 031204, ké dén, gan

lai gia tri 1 & cho cac bit & vi tri 4, 15, 16 va 28 dé c6 M = 04In00I1'°05.

Tiép theo, st dung mdt bang B (gom bon tlr) c6 dinh dé “sira w”. Bon
phan t& trong B dwoc chon sao cho moi phan td' (cling nhu cac gia tri
xoay chu ky khac dwgc xay dwng tir phan ttr nay) khong chira bay bit 0

hodc muoi bit 1 lién ti€p nhau. Cu thé, cac tac gia st dung bang



d)

Céc thuat toan &rng cr vién AES

B[\ = {Oxa4a8d57b, 0x5b5dI93b, 0xc8a8309b, 0x73f9a978}, (day la
cac phan tr thir 265 dén 268 trong s-box). Ly do chon cac phan tlr nay
la chi c6 14 mau 8 bit xudt hién hai lan trong cac phan ti nay va khong

c6 mau nao xuat hién nhidu hon hai lan.

St dung hai bitj (& buwéc (a)) d€ chon mot phan tir trong B va st dung
ndm bit thdp nhat cta Al/-1] dé quay gia tri clia phan td' dwoc chon nay,

ttrc la:
p=m «< (5bitthdp nhat clia K[i—])

Cudi cling, thuc hién XOR mau p voi w st dung mit na M va lun két

qua trong ATJ/].

K[i]=w® (p AM)

Do hai bit thdp nhat cia M la 0 nén hai bit thap nhét cta KJi] sé la 1 (do
nhiing bit nay trong wla 1). Ngoai ra, viéc chon gia tri ciia mang B bao

dam rang K[i] khéng chira ddy muwoi bit 0 hodc 1 lién tuc.

Lwu y rang tha tuc nay khéng chi dam bao rang cac tir Al5], AT[7]...., £[35] c6
hai d3c tinh néu trén ma con gitr duvoc tinh chat “ngau nhién” cla cac ' nay, tlc
la khéng c6 bat ky mot gia tri cla td' don nao c6 xac suat 16n hon trong su phan
b6 dong. St dung phuong phéap vét can, co thé kiém ching dwoc rang khong cé
mau 20 bit ndo xudt hién trong céc tir nay vai xac xudt Ién hon 1.23 X2-20. Twong
twr, khdng c6 mau 10 bit nao xuat hién véi xac suét 16n hon 1.06 X2'°. C4c yéu t6

nay dugc st dung trong viéc phan tich thuat toan.
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Duo6i day la ma gia cho tha tuc Key—Expansion
Key-Expansion (input: k[] , n; output: ff{]D
/I n1a sé lugng to trong mang khoéa &), (4<n< 14)

Il £[] 1a mang chira khéa mé rong, bao gém 40 tir

/I Z]] 1a mang tam, bao gobm 15 tir

// 5[] 1a mang c6 dinh gom 4 tir

// Khéi tao mang 7]
BU = {0xa4a8d57b, 0x5b5d193b, 0xc8a8309b, 0x73f9a978}

// Kh&i tao mang T vai gia tri cia mang khoa k\\
710...n-1] =A:[0..W-1], T[n] =n, T[n+1... 14 =0

// L&p 4 1an, mdi 1an tinh gi& tri 10td trong mang Al]

forj =0to 3
fori=0to 14 // Bién d6i tuyén tinh
T[] = I[/1©((71/-7 mod 15] © Tii-2 mod 15]) « < 3) © (4i+j)
repeat 4 lan /' 4 chu ky bién doi
fori=0to 14
T[i] = [/ + S[9 bitthdp cda 717-1 mod 15]]) « < 9
end repeat
fori=0to 9 /I Lwu két qua vao 10 tlr k€ tiép cla £]]

X[IQ/ + ] = T[4/mod 15]

end for

// Slra ddi cac gia tri khoa sé str dung trong phép nhan
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fori=5,7,...35
j =2 bit thdp nhat cta Al/]
w = AlJ/] véi 2 bit thap nhat dat lai l1a 1

/I Phat sinh matna M

M f = 1khi vao chi khi W thudc vé day 10 bit 0 hay 1lién ti€p trong w

va2 <t <30vaW-\=W=W

// Chon 1 mau trong mang B, quay gia tri phan t& dwoc chon
r =5 bit thap cta K\i - 1] /Is6 lwvong bit quay
p=B\jl«<r

I Thay doi K[i] st dung gia tri p va mat na M
AT[Z*]= w © (p A M)

end for

5.1.4  Quy trinh ma hoa

Cau tric chung cla viéc ma héa dwgc md td trong Hinh 5.1 gom ba giai doan:
tron “t¢i” (Forward mixing), phan I6i chinh (Cryptographic core) va tron “lui”
(Backward mixing). Viéc ma hoa chinh nam & phan 16i bao gébm cac phép bién

doi c6 khéa.

MOt s6 ky hiéu sir dung trong quy trinh méa hoéa:
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1 £)[] 1a mdt mang bon tir dir liéu 32 bit. Ban dau D chita cac to clia van ban
ban dau (théng tin cdn ma héa). Khi két thic qua trinh ma hoéa, D chira cac tir

cla thong tin da dugc ma hoa.
2. £[] lamang khbéa mé rong, bao gom 40 to 32 bit.

3. S[] lamodt S-box, bao gdm 512 tir 32 hit, dwoc chia thanh hai mang: so gom

256 to dau tién trong S-box va SI gém 256 tir con lai.

T4t ca cac mang st dung co chi s6 mang bat dau tir 0.

5.14.1 Giai doan 1: Tron “toi”

Néu ky hiéu 4 byte clia cé4c tir ngudn bang bo, bi, b2, 63 (¢ day bi) 1a byte thdp nhat
va bi la byte cao nhat), sau d6 dung bo, b2 lam chi s6 trong s-box so va bi, 78
lam chi s trong s-box SI. Dau tién XOR SJA véi ti’ dich tht nhét, sau do
cong SI[/>i] cling véi tir dich thir nhat. KE dén cong so [2] v6i tir dich thit hai va

xor Sl [;3] vai to dich thi 3. Cudi cung, quay tir ngudn 24 bit vé bén phai.

D06i vbi chu Ky ké tiép, quay bdn to vé& bén phai mot tir dé tir dich th(r nhat hién
tai tré thanh t0 nguodn k€ tiép, tu' dich th hai hién tai tré thanhtlr dich thi nhat
ti€p theo, tlr dich thi ba hién tai tr& thanh tU' dich th( hai tiéptheova td nguon

hién tai trd thanh tir dich thi ba ti€p theo.
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D[3] D[2] D[] D[0]
m«'K[3] BB<—K[2] 5H:-K[]_] m < - K[O]
e<r SO Q-
S 8y
S ‘8»:
e<r Sl
3
e<r S0 '8 > »
Sl 8y -
0 8»:
SI >0
e<r SO 8.,
Sl g>:
8>: > 0 ->E3
S H»0
g>> P >0
8> > Sl ->E]
8> > O ->E3
SI -> O
\I
© Phép XOR EBPhép cong
so Sl S-box 8» > phép quay phai 8 bit

8 « < phép quay trai 8bit

Hinh 5.2. Cau trlc giai doan “Tron toi'
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Holl nira, sau moi 4 chu ky riéng biét cong mot tlr trong céc tu' dich vai tir nguon.
Cu thé, sau chu ky tht nhat va chu ky thr nam cong to dich thir 3 voi tlr ngudn va
sau chu ky thir hai va chu ky thit sdu cong tir dich th* nhat véi to nguon. Ly do dé
thic hién thém nhiing phép tron 1an thém vao nay la dé loai trir mot vai phuong

phap tan céng vi phan chéng lai giai doan nay.

5.1.4.2  Giai doan 2: phan 18i chinh cua giai doan ma hoéa

Phan 16i chinh cta quy trinh ma héa MARS la mot hé thong Feistei loai 3 bao
gébm 16 chu ky. Trong moi chu ky st dung mot ham E duoc xay dung dua trén
mot t6 hop cla cac phép nhan, phép quay phu thudc dir lieu va S-box. Ham nay
nhan vao mot tir dir liéu va tra ra ba to di liéu, cau trac cla hé thong Feistei dwgc
thé hién trong Hinh 5.3 va ham E dwoc mé ta trong Hinh 5.4. Trong méi chu ky
str dung mot t0' div liéu dua vao E va cho ra ba t0’dir liéu duoc céng hodac XOR
voi ba ta di¥ liéu khac. Sau khi thic hién xong ham E tU' ngudn dugc quay 13 bit

veé bén tréi.

DE dam bao rang viéc ma hoa ¢ stic chdng choi cac phwong phap xam nhép vin
badn ma hoa, ba tir dir li€u cho ra tu' ham E dwoc dung véi mot thir tv khac hon
trong 8 chu ky dau so v&i 8 chu ky sau. Nghfa I3, trong 8 chu ky dau cong tlr thir
nhat va tu' thi hai tir két qua ham E véi to dich th¢ nhat va thi hai, va XOR tlr
thv ba tir két qua ham E va6i tir dich tht ba. Trong 8 chu ky cubi, cong tr thir nhat
va tU' thi hai tir két qud ham E véi tir dich thr ba va thv hai, va XOR to thit ba tir

két qua ham E vai to dich thir nhét.
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Ché do “t6i°

0 PhépXOR Ham mé réng (96 tir 32 bit)

BB Phép cong 13 « < Phép quay trai 13 bit

Hinh 5.3. Hé thdng Feistel loai 3

5143 HamE

Ham E nhan vao mot tU' di liéu va st dung hai to0 khéa nita dé sinh ra ba tu.

Trong ham nay dung ba biéntam L,MvaR (twong ¢ng voi trai, gitta va phai).
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Pau tién, R gili gia tri cla tU' nguoén dwoc quay 13 bit vé bén trai va M gilr gia tri
tong cua to ngudn va tir khda thir nhat. Sau dé xem 9 bit thap nhat ciia M nhw mot
chi s6 clia s-box s 512-entry (thu duoc bang cach két hop so va Sl tU giai doan

trén) va L gilr gia tri cia mot muc twong tng trong s-box.

> out3

> out?2

> outl

© PhépXOR S-Box (9x 32
BB Phép cdng n<<< Phép quay tréi n bit
H] Phép nhéan «<  Phép quay phu thudc dir liéu

Hinh 5.4. Ham E

Tiép theo nhan tir khda thi hai (phai chra mot sé nguyén Ié) voi R va quay R 5
bit vé bén trai (do do 5 bit cao nhat cla tich sb trd thanh 5 bit thdp nhat clia R sau
khi quay). Ké dén xor R va L, va cling xem 5 bit thdp nhat cla R nhu mot sd bit
quay trong khoang 0 va 31, va quay M vé bén trai voi s6 bit quay nay. Tiép theo,
quay R 5 bit nira vé bén trai va XOR véi L. Cudi cung, lai xem 5 bit thap nhat cla
R nhr mot s6 bit quay va quay L vé bén trai vgi s bit quay nay. Tu két qua thi

nhat ctia ham E la L, th¢ hai la M va th ba laR.
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Duai day la doan méa gia cho ham E
E-function(input: in, keyl/ key2)
//St dung 3 bién tam L, M, R

M =in + keyl /lcdng tir dau tién cua khoa
R =(in «< 13) Xkey2 /Inhan v¢i to thi 2 cta khda (s6 18)
m =9 bitthap cla M
L = s[m] //Béang tra S-box

R =R «< 5

R =5 bitthdp cla R//xac dinh sb bit can quay
M =M<« r //phép quay phu thudc di¥ liéu lan 1
L =L © R

R =R «< b5

L =L © R

r =5 bitthdp cla R//xac dinh sb bit can quay
L =L «<r /Iphép quay phu thudc dir liéu lan 2

output(@, M, R)

5.1.4.4 Giai doan 3: Tron lui

Giai doan tron lui gidng giai doan tron t¢i cla quy trinh ma hoa, ngoai trir cac tlr
dir liéu dwoc xr ly theo thir tu khac. Nghia la, néu dwa két qua tir giai doan tron
tdi khdng dung khoa vao giai doan tron lui khéng dung khéa theo thir tw dao lai
(trc 1a div liéu két qua D[3] dwa vao dir liéu vao D[0], dir lieu két qua D[2] dua
vao dir liéu vao DII], ...) sau d6 hai giai doan nay sé khir 1an nhau. Hinh 5.5 thé

hién giai doan tron lui.
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D[3] D[2]
e<r
e<r
e<r S go <
8< <
8<
8< « .;|
8 <<« .
S
8<:<
0
K[39]
0 Phép XOR

O Sl s-box

S

K[38]

D[I] D[0]

&<r S| ' <

33 ‘g<x <
S 8< <
SO <
'§*<
'8< «
Sl
8« < . 1 « Thuc
~S0 ->0 \liién
lan
_>0
E»0

K[37] \rK[sa]

Phép cong

8» > phép quay phai 8 bit
8 « < phép quay trai 8bit

Hinh 5.5. Cau trGc giai doan “Tron lui'
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Nhu & giai doan tron t¢i, & day cling vay trong moi chu Ky st dung mot tlr ngudn
dé thay d6i ba tir dich khac. B6n byte clia td ngudn duoc biéu dién bang bo, b\, b2,
&. Vi birva b2 dwgc st dung lam chi s6 cho s-box Sl; b\ va bi lam chi s6 cho
s-box SO. XOR SI[6Q v6i tir dich thr nhat, trir SO[/>3 véi tir di¥ liéu thi hai, triv
SI[Z7] v6i tr dich thir ba va sau d6 XOR S0[Z>] voi to dich thir ba. Cudi cung,

quay tlr nguon 24 bit vé bén trai.

Da6i voi chu ky ké tiép quay bon tlr vé bén phai mot tir dé tir dich thir nhat hién tai
trd thanh tir nguon ke tié€p, tir dich th hai hién tai tré thanh tir dich thi nhat ké
ti€p, tir dich th+ ba hién tai tré thanh tu’ dich thv hai ké tiép va tlr nguon hién tai

tré thanh tir dich thi ba ke tiép.

Ciing nhu vay, trvéc moi bon chu ky riéng biét trlr mot tlr trong s céc to dich voéi
t0 nguon: trwdc chu ky thir tw va chu ky thi tdm trir to dich th(r nhat véi tir nguon

va truvdc chu ky thir ba va chu ky thir bay trir to dich thv ba véi tr nguon.

5145  Quy trinh md8 héa MARS

Trong doan ma gid mé ta quy trinh méa héa ctia phuvong phap MARS st dung cac

Ki hiéu va quy wéc sau:

1 Cac phép toan str dung trong ma hoa duwoc thuc hién trén cac tiv 32 bit (duoc
xem la s6 nguyén khong dau). Cac bit dwgc danh so tir 0 dén 31, bit 0 Ia bit

thap nhat va bit 31 la bit cao nhat.

2. Chung ta biéu dién:
a © Ma phép XOR cliaavab,
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avbvaaa blaphép OR vaAND claa vab.

a + b biéu dién phép cong modulo 232

a-b biéu dién phép trd' modulo 23

a Xb biéu dién phép nhan modulo 232

a«< bvaa »> b biéu dién phép quay cta tir 32 bit a sang phai hodc sang
trai b bit.

(D[3], D[2], D[I1, D[0]) <- (D[0], D[3], D[2], D[I]) biéu dién phép quay
mot mang bon tlr sang phai mot tu.

MARS-Encrypt(input: D[], K[D
Pha (I): Trén “tGi”
/[Trwdc tién, cdng cac subkey vao dir liéu
for i = 0to 3

DTil = DTil = K[i]

//Sau dé thyc hién 8 chu ky tron “toi”

for i = 0to 7 //Dung D[0] dé thay doi D[], D[2], D[3]
/[Tra bang S-box
D[] =D[1] © SO[byte tht lcua D [0]]
D[] =D[1] + Sl[byte tht 2cua D [0]]
D[2] = D[2] + SO[byte th& 3cua DJ[0]]
DI3] =D[3] © Sl[byte tht 4cua D[O]]

/lthuc hién phép quay phai tlr ngudn (source word)
D[O] = DJO] »> 24
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//Thao téc tron bo sung
if i = 1 or 4 then

D[0] = D[0] + D[3] //Cbng D[3] vao td ngudn
end if
ifi =1 or 5 then

D[0] = D[0] + D[1] //Cbng DJI] vao tir nguon
end if

/IQuay D[] sang phai 1tlr dé chuén bi cho chu ky tiép theo
(D[3], DI2], D[1], D[0]) <- (D[O], D[3], D[2],
end for
Pha (11) Bién ddi st dung khoéa
/IThuc hién 16 chu ky bién doi cé khoa
for i = 0 to 15
(outl,out2,0ut3) = E-function(D[0], K[2i + 4],
D[0] - DJ[0] «< 13
D[2] = D[2] + out2

if i < 8 then //8chu ky dau - ché do “t¢i”
D[I] = D[I] + outl

D[3] = D[3] © out3
else //8 chu ky sau - ché do “Iii”
D[E] = D3] + outl
D[1] = D[1] e OUt3
end if

//Quay D[] sang phai 1tlr d€ chuén bi cho chu ky tiép theo
(OI31. DI2]. D[1]. DIOD) <- (DP[Gl. DI[31. DIZ].

end for

D[] )

K[2i + 5])

DL )
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Pha (in): Tron “lui”
/[Thyc hién 8 chu ky trdn “lui”
for i = 0to 7

/IThao tac trén b sung

if i = 2 or 6 then

D[0] = D[0] - D[3] //tru'tdo ngudn cho D[3]
iIfT i = 3 or 7 then

D[0] = D[0] - DI[1] //tru'ttr ngudn cho D[I]

//Tra bang S-box
D[] =DJ[1] ® Si[bytetht* 1 cua DJ[O] ]

D[2] = D[2] -SO[bytetht 4 cua D[O]]
D[3] = D[3] -SlI[bytetht 3 cua D[O]]
D[4] = D[4] ® SO[bytetht 2 cia D[O0]]

//Quay tlr ngudn sang trai
D[O] = DJO] «< 24

//Quay D[] sang phai 1tlr dé chuan bi cho chu ky tiép theo
(CE . b21, b1/ DOD < (D[Ol, DI3], DI2], DLID

end for

/[ITrir div liéu cho subkey
for 1 = 0 to 3
D[i] = D[i] - K[36 + i]

end for
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5.1.5 Quy trinh gidi ma

Quy trinh gidi ma la nghich ddo cuta quy trinh ma héa. Ma gia cho quy trinh giai
ma cla thuat todn MARS tuong tu véi méd gia cla quy trinh ma héa cla thuat
toan
MARS-Decrypt(input: D[], K[D
Pha (I): Trén “tGi”
/] Cong céac subkey vao di liéu
for 1 = 0 to 3
DIi] = D[i] + K[36 + i]

/[Thyc hién 8 chu ky tron “t&i”
for 1 = 7 downto O
/IQuay D[] sang trai 1tlr dé bat dau x& ly trong chu ky nay
@I31. O[2.D0[A]1. D[A1) < (OI21. DLI1. DI[Ol. DI3D

//Quay tlr ngudn sang phai
D[0O] = D[O] »> 24

/[Tra bang S-box

D[4] =D[4] © SO[byte th& 2 cua D[O]]
D[3] =D[3] + Sl[byte tht 3 cia DJ[O]]
D[2] =D[2] + SO[byte thkt 4 cua DJO]]
D[] =D[1 © Si[byte tht 1 cia D[O]]

/IThao tac trén b sung

if 1 = 2 or 6 then

D[0] = D[0] + D[3] //Cdng D[3] vao to ngudn
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if 1 = 3 or 7 then
D[0] = D[0] + D[1] //COng D[] vao tirngudn
end for
Pha (11): Bién doi sir dung khoa
/IThuc hién 16 chu ky bién doi cé khéa
for 1 = 15 downto O
/IQuay D[] sang trai 1tlr dé bat dau chu ky nay
@®E. b2l D[], DOD < (DOI[2Z], DLI1, © OT © 8
D[0] = D[O] »> 13 I
(outl, out2, out3)=E-function(D[0]., K[2i + 4), K[2i + 5])
D[Z] = D[Z] - out2

if i < 8 then /8chu ky cubi - ché dé “ti”

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
=

DI1] = D[1] - outl
D3] = DI3] © out3
else //8 chu ky dau— ché do “Iur”
DI3] = D[3] - outl
D[1] = D[1] © out3
end i1f

end for
Pha (in): Tron “Iui”
/[Thyc hién 8 chu ky trdn “lui”
for 1 = 7 downto O
/IQuay D[] sang trai 1tir d& bat dau chu ky nay
@I31. DI2]. D[11. D[@1) < (©I21. D[I1. DI[Ol. D[31)

/IThao téc tron bo sung
if 1 = 0 or 4 then
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D[U]=D [U] - D3] //Tru tlr ngudn cho D[3]

if i =1or 5 then

D[0] = D[0] - D[A] //Trr ti*ngudn cho DI[I]

//Quay tlr ngudn sang trai
D[0O] = D[0] «< 24

/[Tra bang S-box

D[3] = D[3] ® SI[byte th* 4 cta D[O] ]

D[2] = D[2] - SO[byte th& 3 cha D[0]]

D[IT = D[1] - Si[byte th¢ 2 cha D[0]]

D[I] = D[1] © SO[byte tht 1 cua D[O] ]
end for

/[Trir di¥ liéu cho cac subkey
for 1 = 0 to 3

D[i] = D1 - K[ ]

end for

5.2 Phuwong phap ma héa RC6

Thuét toan RC6 toong (rng v&i cac tham sb wirlb, trong do6 kich thugc tir 1a w bit,

quy trinh ma hdéa bao gém r chu ky va tham sé b xac dinh chiéu dai ma khoa tinh

bang byte. D& dap (rng yéu cau khi tham gia vao viéc chon lva chudn ma hoa

AES, RC6 phai dat dugc kich thudc khéa b 1a 16, 24 va 32-byte (twong Ung voi

128/192/256 bit).
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RC6-w/r/b thuc hién trén cac don vi bon tir w bit st dung sau phép toan co ban

va Logarit co s6 2 ctia w, ky hiéu bang lgw.

a+b phép cong s6 nguyén modulo 2
a-b phép trlir s6 nguyén modulo 2M
a@hb phép XOR

a*b phép nhan s6 nguyén modulo 2
a«<b quay chu ky tron bén trai b bit
a»>b quay chu ky tron bén phai b bit

52.1 Khéitao vaphan bd khoéa

RC6 ldy céc tir to khda nguoi str dung cung cdp dé st dung trong sudt qua trinh
ma hoéa va gidi ma. Nguwoi s dung cung cap mot khda céd chiéu dai b byte
(0 < b < 255), thém céc byte zero vao dé chiéu dai khoa bang véi mot s nguyén
(2r 14) cua cac tlr, sau dé nhitng byte khéa nay dwgc nap vao tao thanh mét day
c tir w bit L[0], . . L[c-1]. Nhuv vay byte dau tién cta khéa sé luu vao vi tri byte
thap cta L[0], ... va L[c-Y\ sé dwoc thém vao céac byte zero & vi tri cao néu can.
(P& y rang néu b =0 thi ¢ = 1va Z[0] = 0). s8 tir w bit dwoc phat sinh dé b6 sung
vao cac khoa thyc hién mot chu ky 1a 2r + 4 va cac khoa nay dugc gilr lai trong
mang5[0,2r + 3].

Hang s6 p32= 0xB7E15163 va § 32= 0x9E3779B9 gidng nhw "hang s6 huyén bi"
trong viéc phan bo khéa. Gia tri pi2 phat sinh to viéc khai trién nhi phan clia e - 2
(e la co sO cua ham logarit). Gia tri Qi2phat sinh ta viéc khai trién nhi phan cua

0 - 1 {0 laty s6 vang).
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Du6i day la doan ma gia cho viéc khéi tao va phan bd khoa
Key schedule ctia RC6-wlrlb
Input:
Khéa (gom b byte) do ngui dung cung cap dwoc dwa vao mang L[0,.. C-1]
(gdm c-tur)
r la s6 luvgng chu ky
Output: Cac khda chu ky w bit SIO, . . 2r + 3]
Begin
S[0]=pw
fori=1to2r+3
S[i]=S[i-1] + ow

A=B =i=j=0
v= 3 x max{c; 2r + 4}
fori =1toV

¢ =S[/]=(S|7]+/4+fl)<«3
B=Luv] =([/?] +A+B) <« (A +B)
i =(i+1)mod (2r + 4)
j =@+ )modc
end for
End

522 Quy trinh ma hoa

RC6 lam viéc v@i bon to w bit A, B, ¢, D chia cac dit liéu dwa vao ban dau cling

nhu di liéu ma hoéa dwa ra cubi quy trinh ma héa. Byte dau tién cla van ban ban
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dau va van ban ma héa dwgc dat vao vi tri byte thdp nhat cta A; byte cudi cung

clia van ban ban dau va van ban ma héa dwgc dat vao byte cao nhat ctia D.

plaintext: B C D
y  Subkey
S[]
Subkey
a- - 5147
Vv Vv Vv
ciphertext: B C D

Hinh 5.6. CAu trdc ma hda RC6

Dau tién, to B cdng thém vao to khda thi nhat va tir D cdng thém vao tir khoa thir
hai. Tiép theo thuc hién 20 chu ky lién tuc. Trong moéi chu ky, truéc tién quay
f(b) =bx(2b+1) sang trai \gw (= 5 cho kich thtrc tu' = 32 bit) vi tri va luu vao
bién t. Tuong tw, quay f{d) =dx (2d +1) sang trai Igw vi tri va lun vao bién u.
Ke dén XOR tlr A véi t roi quay sang trai u vi tri va cong thém vao A tir khda thir
2i (chu ky th i), twong tu-XOR tir C v&i u roi quay sang trai i vi tri va cong thém

vao C tv khéa ther 2i + 1
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B C D
B D
© phép XOR phép nhén
EB phép cbng « < n phép quay tréi n bit

Hinh 5.7. Chu ky th( i cia quy trinh m& héa RC6
P6i voi chu ky k& tiép quay bon tr vé bén phdi 1 vi tri

(A,B,c,D)=>(B,c,D,A). Do dé bdn tir ngudn cho chu ky thuc hién ké tiép la

(5, ¢, D, A) rng v0i dau vao la (A. B, c, D).
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Sau khi thuc hién xong 20 chu ky, tu” A céng thém vao tU’ khéa thir 2r + 2
(& day r la s6 chu ky = 20, tir khoa thir 42) va to ¢ cong thém vao tir khéa thir
2r + 3 (t khoa thir 43).

Ma gia quy trinh ma hoa RC6-~w/r/b:

Encryption RC6-w/r/b
Input:
D{ liéu can ma héa duoc lwu trir trong bon thanh ghi wbit A, B, ¢, D
r. s6 luong chu ky
Céc khoa chu ky (w bit) 510, . . 2r+ 3]
Output: Thong tin dd ma hoa dwoc lun trlr trong bon thanh ghi A, B, ¢, D
Begin
B=5 + S[0]

£=£+ SJl]

fori= 1tor
t=(B X(2B + 1)) « < Igw
u=(D X(2D + 1))« < lgw
A—((A©t)«< U)+ 5[
c =((CO U)« < t)+ S[2i+ 1]
(A B c,D)=(B,c, DA

end for

A=A+S[2r +2]

C=C+5[2r+3]

End
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5.2.3  Quy trinh gidi ma

Quy trinh gidi ma cta RC6 la nghich do cua quy trinh ma hoa. Dugi day la doan
ma gia cho quy trinh giadi m&d RC6-w/r/b:
Input:
Thong tin da ma héa can duoc gidi méa dwoc lun trir trong bon thanh ghi w bit
A B,c, D
r: s6 lwgng chu ky
Céc khoa chu ky (w bit) iS[0, . . 2r + 3]
Output:
Di liéu dwvgc gidi ma duoc lwu trir trong 4 thanh ghi A,B,C,D
begin
C=C-S[2r+3]
A=A-S[2r + 2]

fori- r downto 1
(A B, C,D) =(D, A, B, C)
U=(D X(2D + 1)) « < Igw
t={B X(2B + 1)) « < Igw
C=((C-S[2i+ 1])>»0© u
A= ((A-S[2i])>»u)@ t

end for

£=27)-S[1]

5=5-510]

end
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5.3 Phuvong phap ma hbda Serpent

531 Thuéat toAn SERPENT

Serpent 1a mot hé thdng 32 chu ky thuc hién trén 4 tlir 32 bit, do d6 né dua ra kich
thudc khoi la 128 bit. Tat ca cac gia tri dung trong viéc ma héa dwgc xem nhu cac
dong bit. ¢tng véi mdi to 32 bit, chi s8 bit dwoc danh tir 0 dén 31, céc khoi
128 bit c6 chi so tlr 0 dén 127 va cac khoa 256 bit cd chi so tlr 0 dén 255... Doi
voi cac phép tinh bén trong, tat ca cac gia tri dat trong little-endian, & d6 to dau
tién (tlr cé chi s6 0) la to thap nhat, ta cudi cung la tlr cao nhat va bit 0 cla tir 0 la

bit thdp nhat. O' ngoai, ta viét mdi khdi dudi dang s6 hexa 128 bit.

Serpent ma héa mot van ban ban dau p 128 bit thanh mot van ban ma hoa c
128 bit qua 32 chu ky véi sy diéu khién clia 33 subkey 128 bit (KA, Ka3)-
Chiéu dai khoa nguoi dung la bién sd (néu ta cd dinh chiéu dai khoa la 128, 192
ho3c 256 bit thi khi ngudi st dung dua vao chiéu dai khoa ngan hon, ta dat mot

bit 1vao cu6i MSB, con lai dién cac bit 0).

5.3.2 Khéitao vaphan bd khéa

Viéc md hoa doi hdéi 132 tlr 32 bit clia toan bd khoa. Pau tién td khdéa nguoi
st dung cung cdp (néu can ta bién doi theo chiéu dai khoa da dinh nhw da trinh
bay & trén). Sau do ta m¢& rong thanh 33 subkey 128 bit (KO, Ki2) bang céach
ghi khéa K thanh 8 tir 32 bit (wg, W) va mé& rong céc tir nay thanh khoa

trung gian wo, . . w13l bang cong thirc sau:

W=Wi-sOwWsOwWssOW:©I® )« < 11 (5.3)
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& day é la phan phan sb cla ti s6 vang (V5 +1)/2hodc s6 hexa 0x9e3779b9. Pa
thirc co s& Ji8+ X7+X5+ X3+ 1 cung vai phép congcla chi s6 chu ky dwgcchon
dadm bao mdt si phan b6 déu dan cac bit khda qua cac chu ky, loai cac khéa yéu

va cac khda budc.

Nhitng khoa thuc hién mét chu ky duoc suy ra td cac khoa trudce khi sir dung cac
s-box. Sl dung s-box dé bién d6i cac khda W thanh cac tlr ki clia khda chu ky

theo cach sau:

{fo ku k2 h) = ST(WQ, WA, w2 wa)
{A4, k5, k6, kj} = s2(w4, Ws, W6, w 7)
{kz, ki, KQ, k\\) = *§18 w9, Wo, W\i)
{k\2, ki3, k\4, k\s} = <So(wi2, Wi3, w\a, Wis)
{&16, 17, ~18, £ 19} = Wi7, WIs> W 19)

{k\2A K\25, k\26, k\2l} - SAW2A wi2s, WAzs, W127)

{km, K\2o> 2139 7131} = A3(M285 wbWIa>  wid) (5-4)

Ta danh s0 lai cac gia tri 32 bit kj giong cac subkey 128 bit Ki (cho i ¢ 0, r)

nhw sau:

Ki = {kai, k4+ kai+2 laiH,} (5.5)
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Ke dén ap dung phép hoan vi dau (IP) vao khéa thic hién mot chu ky dé dinh vi

cac bit khoa vao dung vi tri (cot).

wl Y2 W3 W4 wb we W/ wss

—N32
32
\V
\\M
W-2
Vv
W4
\V
Ws
\/
W6 Counter
(V2 +1)/2
W-8
VVV\NIVM
Vv
0
32
«<1l1
\/
S-box

Hinh 5.8. M6 hinh phat sinh khda
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533 S-box

S-box clia Serpent la phép hoan vi 4 bit. S-box dugc phat sinh theo cach sau: st
dung mot ma tran gdm 32 day, moi diy 16 phan t&. Ma tran dwoc khai gan voi 32
hang ctia S-box DES va duoc bién déi bang cach hoan ddi cac phan ta trong day
r tly thudc vao gia tri cia cac phan td’trong ddy (r+ 1) va chudi ban dau dai dién
cho mot khoa. Néu day két qua cé cac dac tinh nh mong mudn (vi phan va tuyén
tinh), ta lvu ddy nay nhu mot Serpent S-box. Ldp di lap lai thi tuc nay dén khi 8
S-box duwoc phat sinh.

Chinh xac hon, cho serpent[-] 1a mot day chira 4 bit thdp nhét (thdp nhét) ctia moi
16 ki tv ASCII "shoxesforserpent”. Cho sbox[-][-] 1a mét ddy (32 x 16) chira 32
hang cua 8 S-box DES, & day sbox[r][-] la hang r. Ham swapentries(-, ) dung

dé hoan vi hai phan t.

Duwéi day la doan ma gia phat sinh S-box
index = 0
repeat
currentshox = index mod 32;
fori=0to 15
J = sbox[(currentsbox+l) mod 32][serpent][i]];
swapentries (sbox[currentsbox][i], sbox[currentsbox][j]);
end for
if shox[currentshox][.] c6 tinh chét theo yéu cau then luwu lai;
index = index + 1;

until 8 S-boxes da dwgc phat sinh xong

147



Chuwong 5

Phu luc ¢ trinh bay ndi dung chi tiét s-box va s-box nghich ddo dwgc st dung

trong thuat toan Serpent.

5.3.4  Quy trinh ma hoa

Viéc ma hda bao gom:
1 Phép hoan vi dau IP (initial permutation);

2. 32 chu ky, moi chu ky bao gdm mot phép tron khoa, mot lwot duyét qua cac
S-box va mot phép bién dbi tuyén tinh (cho tat ca cac chu ky trd' chu ky
cubi). O chu ky cudi cing, phép bién d6i tuyén tinh nay thay thé bang mot

phép trén khoa.

3. Phép hoén vi cubi FP (final permutation).

Phép hodn vi dau va hoan vi cudi duwoc trinh bay chi tiét trong

Phu luc B - Cac hoan vi st dung (rong thuat toan Serpent.

Ta st dung cac ky hiéu nhuv sau: Phép hoan vi dau IP &p dung vao van ban ban
dau p cho ra BAi) la dir liéu vao chu ky thit nhét (cac chu ky danh s6 to 0 dén 31).
D liéu ra ctia chu ky tht nhat 1a BAUdU liéu ra cta chu ky tht hai 1a BA2, dir
lidu ra cGia chu ky th 7 1a BAi+... cho dén chu ky cu6i cung. Phép bién d6i tuyén
tinh & chu ky cudi cung thay thé bing phép tron khda dugc ky hiéu BA..- Phép

hoan vi cudi FP ap dung vao BA.. cho ra vin ban ma hoa c.
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32
chu ky

Hinh 5.9. Cau tric ma hoa

Cho Ki la subkey 128 bit chu ky th* i va s-box Si dugc st dung & chu ky thiv i.
Cho L la phép bién déi tuyén tinh. Khi d6 ham thuc hién mot chu ky duoc dinh

nghia nhuw sau:
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Xi<-B, 0 Ki
YirSiu)
Bil <-LOI),i =0,...,30

Bu <-Yi®KFli=31 (5.6)

Hinh 5.8 thé hién cac budc thuc hién trong chu ky thv i (i = 0, 30) cla quy
trinh ma hoa Serpent. Riéng chu ky thtr 31, phép bién d6i tuyén tinh duoc thay

bang phép cdng modulo 2 vé&i round key.

MOi nta byte ctia dif liéu dau vao duoc dwa qua ciing 1s-box

4------Khoa
SRS cta chu ky
sLUU JTIMLUILLLELUT LECLELEEEELE
Hoén vi toa do
Bién dGi tuyén  Bién dGituyén  Bién ddituyén  Bién doi tuyén
tinh tinh tinh tinh
wVouv N\ iririra rlelr argrarledrlrlcAr o wlrw wMIM oy

Hoan vi nguoc toa do

Hinh 5.10. Chuky thtti (i= 0,  30)

cla quy trinh méa hda Serpent
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O mbi chu ky ham Rj (i € {0, ..31}) chi si dung mot ban sao s-box. Vi du: RO
str dung ban sao So, 32 ban sao cla sOduoc thwc hién song song. Do d6 ban sao
thr nhat cla So chon cac bit 0, 1, 2 va 3 clia BA. © KAq 1am dir liéu vao va trara 4
bit dau cla vector trung gian, ban sao ké ti€p cla So chon cac bit tu’4 dén 7 cla
BAq © KAglam di liéu vao va té ra 4 bit ké tiép cda vector trung gian... Sau do
st dung phép bién doi tuyén tinh dé bién ddi vector trung gian nay, két qua cho ra
BAi. Tuong tu-Ri st dung 32 ban sao ctia Si thuc hién song song trén BA\ © KA]

va st dung phép bién d6i tuyén tinh dé bién d6i dir liéu ra, két qua cho ra tiA2

Xét mot s-box Sj (rng dung vao khdi Xi 128 bit. Bau tién tach Xi thanh 4 tlr 32 bit
X0, X u x2va J3 (rng voi moi vi tri cla 32 bit, xay dung mot bd 4 bit td mdi tr va
bit & vi tri x31a bit cao nhat. Sau dé ap dung s-box Si vao dé xay dung 4 bit va

lun két qua vao cac bit twong tng cla Yi= (yG,yi,y2, \3.

Phép bién doi tuyén tinh L trén Yi=(yo,y\, y2,yy dinh nghia nhv sau:

Jo<->0<« 13
y2<-y2<«3
yi <-jo©7i ®y>2

© (yo«3)
yi<-yi«< 1
y3 y3<« 7
70<-700" ©73
y2<-72®y3 ® (yi«7)
yo<"yo«<5
y2<yi«< 22
Bm <-(vo,yi,yi,::) (5.7)
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Trong cac biéu thiéc trén day, ky hiéu «< la phép quay trdi va «

la phép dich trai.

B6 tam s-box (So...£:) dwoc st dung 4 lan. Do d6 sau khi str dung s76 chu ky 7,
So lai tiép tuc duoc st dung & chu ky 8, si & chu ky 9... O chu ky cudi cing ham
i1 hoi khdc so v@i cac ham con lai: 4p dung s7 vao BAN © KA3
va XOR két qua thu duoc vai KAT2- Sau do két qué BA.. duoc hoan vi bang FP

cho ra van ban ma hoa.

Vay 32 chu ky st dung 8 s-box khac nhau, mdi S-box anh xa 4 bit vao thanh 4
bitra. MOi S-box st dung 4 chu ky riéng biét va trong moi chu ky S-box duoc st

dung 32 lan song song.

Phép hoan vi cudi la nghich dao clia phép hoan vi dau. Do d6 viéc méa hoa co thé
md t& bang cong thirc sau:
BA. = IP(P)

BAm =RIBAI)

c=fp@aid
Rj(X) =L(SA,iX© KAj)),i=0,..30
R{X) =SAi(X® KAi) 0 KAi2, i'=31 (5.8)

& day SAi la két qua khi ap dung S-box Simd832 lan song song va L la phép bién
doi tuyén tinh.
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5.3.5  Quy trinh gidi ma

R
chu ky

Hinh 5.11. Cau tric giai ma
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Quy trinh giai ma c6 khac vai quy trinli md héa. Cu thé la nghich dao
cac S-box (S-box -I) phai dwoc str dung theo thi tu-nguoc lai, cling nhuw nghich

dao clia bién doi tuyén tinh va nghich dao thir tw cac subkey.

54 Phuong phap ma héa TwoFish

54.1 Khaitao vaphan bd khéa

Giai doan tao khéa phat sinh ra 40 tir khéa mé rong Ki), Ky) va bon s-box
phu thudc khoa dé str dung trong ham g. Thuéat toan Twofish duoc xay dung doi
V@i chiéu dai khdaN= 128, N= 192 vaN - 256 bit. C4c khoa c6 chiéu dai bat ky
ngan hom 256 c6 thé dwoc bién ddi thanh khoa 256 bit bang cach dién cac s6 0

vao cho dén khi du chiéu dai.

Ta dinh nghia k —N/64. Khoa M bao gdm 8Abyte i, Cac byte nay
duwoc bién déi thanh 2k tir 32 bit.
M =i>w 21,1=0,...,2k-I (5.9)
sau do bién do6i thanh hai tr vector co6 chiéu dai k
Me=(MgM2 M-

= (Mh Mi, MX-\) (5.10)

Mot vector gdm k ti' 32 bit thr 3 cling dwoc suy ra td khda bang céch 14y ra tirng
nhém goém 8 byte trong khoa, xem nhém cac byte nay la mot vector trén GF(28

va nhan vector nay v&i ma tran 4x8 (thu dwgc tu' Reed-Solomon code). Sau do6
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moi két qua 4 byte dugc xem nhu mot tir 32 bit. Nhitng tir nay két hop lai tao

thanh vector thi ba.

/ Ha \
/Si,O\ / \ m3+2
SRS (5.11)
A J
KSi3 j m$H5
m36
7)
wm X -v zﬁ (5.12)

7=0

voi1=0 . . k- 1vas S(KUSk, .m )

Can luu y rang thir tw cac tir trong danh sach S bi ddo nguoc. B6i vai ma tran
nhan RS, GF(28) dugc bhiéu dién biang GFQ)[XJw(x), VoI
w(x) =X8+ Jt6+Jt3+ J2+ 1 la mot da thirc tdi gian bac 8 trén GF(2). Phép anh xa
gilta cac gia tri byte va cac phan td' cia GF(28 thuc hién twong t nhu déi voi

phép nhan ma tran MDS.

Ma tran RS duwoc dinh nghia nhw sau:

"01 A4 55 87 5A 58 DB O9E
A4 56 8 F3 \E C6 68 E5
02 Ai FC Ci 47 AE 3D 19
A4 55 87 5A 58 DB 9E 03
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5411 M®& rong doi voi cac chiéu dai khéa

Twofish chdp nhan bat ky chiéu dai khéa 1én dén 256 bit. B6i véi kich thuéc
khoa khong xac dinh 128, 192, 256), cac khda nay duoc thém vao cac so 0 cho
dd chigu dai xac dinh. Vi du: mot khoa 80 bitm0, m 9s& mé rong bang céac dat

rrii-0véii=10,15 vaxem ndé nhu khdéa 128 bit.

5412 Hamh

Hinh 5.12 thé hién tdng quan vé ham h. Ham nay dua hai di¥ liéu vao, mot la tir
32 bit X va mot la danh sach L = (Zg, LK) cla cac tu' 32 bit, két qua trd ra la
mot tr. Ham nay thuc hién k giai doan. Trong mdi giai doan, 4 byte, mdi byte
thwc hién qua mot S-box c6 dinh va XOR v6i mot byte trong danh sach. Cudi
cung, mot lan nira cac byte nay lai dwgc thuc hién qua mot S-box c¢b dinh va 4
byte nhan voi ma tran MDS nhuw trong ham g. Bung hon, ta chia cac to thanh cac

byte
Jmod2d
(5.14)
voii=0 , k- 1vay=0,3. Saudo lan luot thay thé va &p dung phép XOR.

yk,j=xj>j=0>->3 (5.15)

Néu k = 4, ta c6:
y3,0 =4 ii>4,0] ©/3,0
yi, 1= 0oy4 ] © h, 1
y\2 =qi\y",u® h,2
3= Al|>4,3] ©/3,3 (5.16)
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Hinh 5.12. Ham h
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Néu&> 3, la co:

72,0="1[>30] ©/2,0
Yi, 1= 40[F3 1] ® k 1
yi,2=00[y32 © h,?2
Yi,s- 1 [N%,:]©h,s (5.17)

Trong moi trwong hop ta co
yo=qi [goiqoiyi, 0] © /1,0] © /0,0]
y\= go[qo[qily2,] © h, 1 ® k 1]
yi=qWi [Joys © /12 © K, 7]

y3= qo[q\[gxiyi, 3] © /1,3] ® I, 3] (5.18)

54.1.3  S-boxphu thudc khoa

MO0i S-box dugc dinh nghta vai 2,3 hodc 4 byte clia dit lieu dau vao cia khoa tiy

thudc vao kich thuéc khéa. Biéu nay thic hién nhu sau cho cac khoa 128 bit:
Sq(x) = qi[q0[00[X] © So.q © su(
Si(x) =q0[g0[giM ® sB>] 0 su.]
52(x) = \[O\[ql[X] ® So,2] ® s1,2]

S&) = qO[ai[qi[X] © % ,:] © ™..] (5-19)

158



Céc thuat toan &rng cr vién AES

So S,
B §% § A S-box 0 7\
i@ - |
fx 0 X Aoy, A4 n S-hnx 1 N
T oL vflft..v ../l
§3\ S A\ S-hnx 2 /\
S-hnx 3

Hinh 5.13. M6 hinh phéat sinh cac s-box phu thuéc khoa

O day Sij la cac byte 18y tir cac byte khoa st dung ma tran RS. D& y rang véi cac
byte khoa bang nhau s& khong c6 cip s-box bang nhau. Khi moi si)j= 0 thi
s0x) =4, [>f'(")]

Pa6i vai khoa 128 bit, moi khoa N/8 bit dung dé xac dinh cac két qua hoan vi 1
byte trong mot phép hoan vi riéng biét. Vi du: trwong hop khda 128 bit, S-box so

str dung 16 bit clia key material. Moi phép hoan vi Strong 2 Bphép hoan vi duoc

xac dinh riéng biét, véi Si, s2, s3ciing gidng vay.

54.1.4 Céc tlr khda mé rong Kj

Céc tir khda md rong duoc dinh nghia bang céach st dung ham h.

D =22+ 2%+ 28+ 2°

Ai = h(2ip, M¢)

Bi =ROL(/z((2i+l)p, M9, 8)

K2 = (A-+ Bi) mod 22

k2M =ROL((4 + 2Bi) mod 23, 9) (5.20)
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Hinh 5.14. M& hinh phat sinh subkey Kj

Hang s6 p st dung dé nhan doi cac byte, T €0, 255, ip gbm 4 byte bang nhau,
mdi byte (rng v&i gia tri i. Ap dung ham h 1&n cac tir theo dang nay. Déi voi Ai
céc gia tri byte la 2i va ddi so thi hai clia h 1a Me. Twong ty Bi duoc tinh toan, st
dung 2i + 1 nhv gia tri byte va M() nhw d6i s6 tht* hai véi mot phép quay thém
trén 8 bit. Cac gia tri Ai va Bi t0 hop thanh mdt PHT (Pseudo-Hadamard
Transform). Mot trong hai két qud nay quay 9 bit nita. Hai két qua nay tao thanh

hai tr kh6a m¢& rong.

54.1.5 Cacphép hoan vi g(va qi

Céc phép hoan vi q0va q\ la cac phép hoan vi c6 dinh trén céac gia tri 8 bit. Ching
duwoc xay dung tu’4 phép hoan vi 4 bit khac nhau. B6i voi gia tri di liéu vao x, ta

xac dinh duogc gia tri dit liéu ray twong r'ng nhu sau:
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do, b0 = [x/16], Xmod 16

) = a0 © b0

b\ = a0 © ROR4(6Q 1) © 8a0mod 16

a2b2 = to[a{\ tiibi]

«3 =« Of >

Q = a2 © ROR.@@2j:) © ... mod 16

«4, b4 = t2[a3], i3eJ

y = teme A (5.21)

O day ROR4 la ham quay phai cac gia tri 4 bit. Trudc tién, 1 byte dugc chia thanh
hai nhém gom 4 bit. Hai nhém 4 bit nay duoc két hop vao trong mot buédc tron
objective. Sau do, mdi 4 bit thuc hién thdng qua s-box 4 bit ¢8 dinh cla chinh né
{a\ —>1to, b\ —1\). Ti€p theo twong tv cho (i: —>t2, .. —» i3). Cudi cung, hai 4 bit
tai két hop lai thanh 1byte. D6i véi phép hoan vi qo, cac s-box 4 bit dwgc cho
nhuw sau:

o =[817D6F320B59ECA4]
h =[ECB81235F4A6709D]
h =[BASE6D90C8F3247 1]
t3=[D7F4126E9B3085CA] (5.22)

O day mdi s-box 4 bit dwoc mo ta bang mot danh séch cac muc st dung ky hiéu
hexa (cAc muc cla div liéu vao la danh sach c6 thr tw t0 0, 1,  15). Twong tu,

do6i voi <i cac s-box 4 bit dwoc cho nhu sau:

o= [28BDF76E3 1940AC5]
i = [LE2B4C376DA5F908]
h= [4C75 169A0ED82B3F]
3= [B95 1C3DEG647F208A] (5.23)
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Hinh 5.15. Phép hoan vi g
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5.4.2  Quy trinh ma hoa

Hinh 5.16 thé hién tong quan vé quy trinh ma héa Twofish. Twofishstr dung mot
cau trac tua Feistel gobm 16 chu ky véi bd whitening dugc thém vao & giai doan
trudc khi dir liéu vao va ra. Chi cac phan tt phi-Feistel la quay 1 bit. Cac phép

quay c6 thé duoc dua vao trong ham F dé tao ra mot cdu tric Feistel thuan tly.

Van ban ban dau dwa vao la bon tlr 32 bit A, B, ¢, D. Trong buéc whitening di
liéu vao, bon to nay XOR véi bon tir khoa Al Ké dén thuc hién tiép 16 chu ky.
Trong moi chu ky, hai tir A, B 1a di¥ liéu vao ctia ham g (dau tién to B duoc quay
trai 8 bit). Ham g bao gbm bén S-box (moi S-box la mot byte) phu thudc khoa,
theo sau la bwdc tron tuyén tinh dua trén ma tran MDS. Két hop két qua tra ra cla
hai ham g théng qua bién doi twa Hadamard (PHT) rdi cong thém vao hai to khoa
(K24ii cho A va Kar+9 cho B & chu ky r). Sau do hai két qua nay XOR voi hai tir C
va D (trwdc khi xor tir D véi B, tir D dwgc quay trai 1bit va sau khi XOR tu' ¢ voi
A, tlr ¢ duoc quay phai 1bit). K& dén hai to A va ¢, B va D hoan doi cho nhau dé
thwc hién chu ky ké tiép. Sau khi thwc hién xong 16 chu ky, hoan chuyén tré lai
hai tir A va ¢, B va D, cudi cung thuc hién phép XOR bén tir A, B, C,D vai bén

tir khoa xa..7 cho ra bén tvr A\B\ ¢\ D’ da dugc ma hoa.

Chinh xac hon, dau tién 16 byte cla van ban ban dau Pq  P\s chia thanh bon tlr

P o, P 3 32 bit str dung quy wéc little—endian.

(5.24)
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input
whitening

chuky

15
chu ky

Hoan vi

cuoi

output
whitening

Hinh 5.16. Cau true ma hoa
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Trong bwéc whitening clia dit liéu vao, cac tir nay XOR véi bén tir clia khéa 110
rong:

ROi=Pi®Ki, i=0, 3 (5.25)

Vi moéi chu ky trong 16 chu ky, hai t' A, B va chi s6 chu kyduocst dung lam

dir liéu vao cta ham F. Tir ¢ XOR v6i to két qué thé nhat ca ham F va quay
phédi 1 bit. Tk thr D quay trai 1 bit va XOR véi t0 két qua tht hai cia ham F.
Cudi cung, hai tlr A va ¢, B va D hoan doi cho nhau. Do dé:

(Fr0,Fr,i) = F(Rro,R-1,1)

Nt-1,0 = ROR(Rr2® FrQ 1)
Rr+11 = ROL(/?r3 1)© Fp 1
Rr+l, 2 ~ Rr,0

no13 = Rr.l (5.26)

re(0,15), RORvaROL lahai ham quay phai va trai v&i déi s6 thi nhat la tir

32 bit duvgc quay, d6i s6 thiv hai la s bit can quay.

Buédc whitening di liéu ra khdng thuc hién thao tdc hoan chuyén & chu ky cudi

ma no thuc hién phép XOR céc tir di liéu v&i bon to khda mé rong.

Q =R16([+)md4© Ki+,i=0, 3 (5.27)
Sau do6, bon tr clia van ban ma héa dwoc ghi ra thanh 16 bytecl  c\s st dung
quy wéc little-endian nhw da ap dung véi van ban ban dau.

Cy. .
Ci= gy M0d2,i=0,15 (5.28)
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5421 Ham F

2

2% M2

2i+1
2+1
2i+1
21+ 1 rs

[?1- «< 8
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Céc thuat toan rng clr vién AES

Ham F la phép hoan vi phu thudc khoa trén cac gia tri 64 bit. Ham F nh&n vao ba
ddi s6 goém hai to di* liéu vao Ro va Ri, va s6 th tv r cha chu ky dungdé lua
chon cac subkey thich hop. Ro dugc dwa qua ham g dé tao ra Tqg Ri dwgc quay tréi
8 bit, sau d6 duoc dua qua ham g dé sinh ra Ti. Ke dén, két qua ) va Ti duoc két

hop st dung PHT va cong thém hai tir trong bang khéa mé rong.

To= g(Ro)

Tx g(ROL(tf,, 8))

Fo = v 0+Ti+K2rz) mod22

F\ = Ob+2T\+ K2¥) mod 23, (Fg F\) la két qua ctua F. (5.29)

5422 Hamg

Ham g la trung tdm cda thuat toan Twofish. Tl dir liéu vao X dugc chia thanh 4
byte. M6i byte thuc hién thdng qua s-box phu thudc khda clia chinh minh. Moi
s-box dwa 8 bit di¥ liéu vao va duva ra 8 bit két qua. 4 byte két qua duwoc xem nhuw
mot vector c6 chiéu dai bang 4 trén GF(2X va vector nay nhan véi ma tran MDS
4x4 (st dung vung GF(28 cho viéc tinh toan). Vector két qua dugc xem nhu

mot to 32 bit va né ciing la két qua cta ham g.

X = [X/28]mod28i=0,..3
/ \
4 MDS y
z2 y 2
Vv eV
z = £ z.2% (5.30)
i

167



Chuwong 5

voi Si la s-box phu thudc khéa va z la két qua clia g. D& lam rd van dé nay, ta
can xac dinh rd mdi quan hé gilra gia tri cia moi byte v&i cac phan tir cila GF(2X.
Ta biéu dién GF(2X dudi dang GF(2)[x]/v(X) v&i vic) =x 8+ x 6+ x5+ x3+ 1 1a da

7

thicc co s& (primitive) bac 8 tréen GF(2). Phan tir a=~ ciiX v6i & G GF(2)
/0

0'=0 ,..k-1)ddong nhat voi gia tri byte ~  di2'.

Ta c6 ma tran MDS cho nhuv sau:

(01 EF 5B ©5B

58 EF EF 01
MDS = (5.31)
EF 58 01 EF

KEF 01 EF ©5B

& day cac phan tir dwoc viét dwdi dang gia tri byte hexa.

Ma tran nay nhan mot gia tri dir liéu vao 32 bit voi cac hang s6 8 bit, tat ca cac
phép nhan nay déu thuc hién trén GF(28. Da thic X8+ X6+ X5+ X3+ 1 la da thic
co s& bac 8 trén GF(2). Chi c6 3 phép nhan khac nhau dwoc st dung trong ma

tran MDS la:
1 5Bi6=0101 10112 (thé hién tén GF(28 bang da thirc JB+X4-X 3+ X +1

2. EF16=1110 11112 (thé hién trén GF(29 bang da thic
X7+x6+ X5+ X3+ X2+ X + 1

3. 0116= 0000 00012 (tvong duong vai phan tir trong GF(28 bang 1)
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5.4.3  Quy trinh gidi ma
Quy trinh ma hoa va gidi méa cla thuat toan Twofish twong tv nhv nhau. Tuy

nhién, quy trinh giai ma doi hdi ap dung céac subkey theo thir tw ddo ngugc va mét

sO thay doi nho trong cau triic mé héa (Xem Hinh 5.18)

Hinh 5.18. So sdnh quy trinh ma héa (a) va giai ma (b)

5.5 KEé&t luan

Vi bon thuat toan trén quy trinh ma héa dwoc thwc hién qua cac giai doan chinh:
khéi tao, phan bd khda va ma héa. Twong tu-ddi véi gidi ma ciling thuc hién qua

cac giai doan chinh: khéi tao, phan bd khoa va giai ma.

Quy trinh khéi tao va phan bd khoa dwoc thuc hién dwa trén khéa ngudi st dung

cung cap dé phat sinh bd subkey phuc vu cho viéc ma héa va gidi ma.

Quy trinh méa héa dugc thuc hién déi voi:
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> MARS gbm ba giai doan: tron téi (Forward mixing), Phan 16i chinh
(Cryptographic core) va tron lui (Backward mixing).
o Giai doan tron t6i gom phép toan cong khoéa va 8 chu ky tron toi
khong dung khoa.
o Giai doan c6t 16i chinh gom 8 chu ky bién d6i t6i c6 khda va 8 chu
ky bi€n ddi lui c6 khoa,
o Giai doan tron lui gdm 8 chu ky tron Iui khdng dung khoa va phép
toan trir khoa.
> RC6 gom:
0 Phép cong khoa dau.
0 20 chu ky.

o Phép cong khoa cubi.

> SERPENT gom:
0 Phép hoan vi dau IP (initial permutation),
0 32chuky.

0 Phép hoan vi cu6i FP (final permutation).
> TWOFISH gom:
0 Inputwhitening,

0 16 chuky.
0 Output whitening.

D{ liéu vao va ra quy trinh ma héa cling nhv gidi ma la khdi di liéu 128 bit.
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Twong quan gilra quy trinh ma hoa va giai ma:
0 Trong phwong phap MARS va RC6, hai quy trinh nay thyc hién twong

tv nhau (theo thir tw ddo nguoc)
0 Trong SERPENT, hai quy trinh nay khac nhau.

o Trong phuong phap TWOFISH, hai quy trinh nay gan nhu giéng hét

nhau.
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Chuong 6
M6t s6 hé théng ma héa khda céng cong

NOi dung clia chwong 6 sé gidi thiéu khai niém vé hé thdng ma hoéa khéa
cdng cong. Phuong phap RSA néi tiéng cling dwoc trinh bay chi tiét trong
chuong nay. & cudi chuong la phan so sanh gitta hé théng ma hoa quy wéc va
hé thong ma héa khoa céng cong cung véi mo hinh két hop gitra hai hé théng

nay.
6.1 Héthéng ma héa khbda cong cong

Van dé phat sinh trong cac hé thong ma hoa quy wéc la viéc quv wvéc chung ma
khoa k gitra nguoi glri A va nguoi nhan B. Trén thuc t€, nhu cau thay doi noi
dung clia ma khoa k la can thiét, do dd, can cé sw trao doi thong tin vé méa khoa k
gitra A va B. D€ bao mat ma khdéak, A va B phai trao doi véi nhau trén mot kénh
lién lac that s an toan va bi mat. Tuy nhién, rat khé c6 thé bao dam duoc sv an

toan cla kénh lién lac nén ma khéa k van cé thé bi phat hién bai nguoi C!

Y twdng vé hé théng ma hoa khoa céng cong dwgc Martin Heilman, Ralph

Merkle va Whitfield Diffie tai Dai hoc Stanford gid¢i thiéu vao nam 1976. Sau do,
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phuvong phap Diffie-Hellman cia Martin Hellman va Whitfield Diffie da duoc
cong b6 [45]. Nam 1977, trén bdo "The Scientific American”, nhom tac gia
Ronald Rivest, Adi Shamir va Leonard Adleman da cong bd phuong phap RSA,
phwong phap ma héa khéa cdng cong noi ti€éng va duoc si¢ dung rat nhiéu hién
nay trong cac ung dung ma hoa va bao vé thong tin [39]. RSA nhanh chong tr&
thanh chuan méa héa khéa cong cong trén toan thé gi¢i do tinh an toan va kha

nang (rng dung cua no.

Mot hé théng khéa cong cdng st dung hai loai khoa trong cung mot cap khéa:
khéa cdng cong (public key) duoc cong bb rong rédi va dwgc st dung trong ma
hoa théng tin, khoa riéng (private key) chi do mét nguoi nam gilr va duoc s
dung dé giai ma thong tin da dugc mad hoa bang khoa cong coéng. Cac phuong
phap ma hoa nay khai thac nhitng &nh xa/ ma viéc thyc hién anh xa nguwoc /~'
rat khé so véi viéc thuc hién anh xaf. Chi khi biét dwgc ma khoa riéng thi méi c6
thé thuc hién duoc anh xa nguoc/

khoa céng cong khoa riéng

Thoéng diép Ma& hoa Théng diép Giai ma Thong diép
goc da ma hoa duoc gidi ma
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Hinh 6.1. M6 hinh hé th6ng ma hoa véi khda cong cong

Khi 4p dung hé théng méa héa khéa cong cong, ngudi A sir dung ma khoda cong
cong dé ma hda thong diép va glri cho ngudi B. Do biét dwgc ma khoa riéng nén
B m@i c6 thé gidi ma thong diép ma A dd ma hda. Ngudi ¢ néu phat hién dugc
thong diép ma A gtri cho B, két hgp v@i thong tin vé ma khoa céng cong da duoc
cong bd, ciing rat kho cé kha nang giai ma dwoc théng diép nay do khong nam

duoc méa khéa riéng cua B.

6.2 Phuwong phap RSA

6.2.1 Phuongphéap RSA

Ndam 1978, RX.Rivest, A.Shamir va L.Adleman dd dé xuat hé th6ng ma hoéa
khoa cong cong RSA (hay con duoc goi la “hé théng MIT”). Trong phuong phap
nav, tat ca cac phép tinh déu dwoc thuc hién trén Zn voi n la tich cta hai s6

nguyén t6 iép va q khac nhau. Khi do, ta c6 (lifi) = ip-1) (q-2)

Thuét todn 6.1. Phvongphéap mé hoa RSA
n=pq voipvagq lahai sd nguyén td Ié phan biét.
Cho p —C —7nva dinh nghfa:
K= {((n, p, g, a b)\ n=pq,p, q lasd nguyén t6, ab = 1 (mod (lin))}
Vi mbi k = (n, p, g, a b) e K, dinh nghfa:
ek(x) = X mod n va diiy) =yamod n, v&i x,y GZn
Giatri n va b dwgc céng bd, trong khi gia trip, q, a dwgc gitr bi mat
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Dua trén dinh nghia phvong phap ma héa RSA, viéc ap dung vao thuc té dugc

tién hanh theo cac buwédc sau:

Thuat toadn 6.2. S dungphwong phap RSA
Phat sinh hai s6 nguyén t6 c6 gia tri lénpvagq
Tinhn=pqgva (A)=ip-\){q-\)
Chon ngau nhién mot s6 nguyén b (1 < b < &(n)) thda god(Z>, &(n)) = 1
Tinh gié tri a = b~xmod &(n) (bang thuat toan Euclide m& rong)
Giatri n va b dwgc cong bd (khda cdng cong), trong khi gia tr\p,q,a dwoc gil bi
mat (khdariéng)

6.2.2 Moatséphuongphép tdn céng gidi thuat RSA

Tinh chat an toan ctia phuong phap RSA duva trén co sé chi phi cho viéc gidi méa
bat hop Ié thong tin da dwoc ma hoa sé qua Ién nén xem nhu khdng thé thuc hién

duoc.

Vi khéa la cong cong nén viéc tan cong bé khéa phuong phap RSA thudng dua
vao khoa céng cong dé xac dinh dwoc khoéa riéng twong (ng. Diéu quan trong la

dua vao n dé tinhp, g cta /7, tir d6 tinh duoc d.

6.2.2.1 Phuong phap st dung é(n)

Gia st nguoi tdn cong biét dwoc gia tri (lin). Khi d6 viéc xac dinh gidtr i g
dugc dwa vé viéc gidi hai phuong trinh sau:

n=p-q
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é(n)=(p-\\a-\) (6.1)

Thay q - n/p, ta dugc phwong trinh bac hai:

p2-{n-0{n)+Hp+n=0 (6.2)

p, q chinh lahainghiém cda phuwong trinh bac hai nay. Tuy nhién van dé phat

hién duoc giatri &(n)con khd hon viéc xac dinh hai thira s6 nguyén td cla n.

6.2.2.2Thuét toan phan tich ra thira s& p-1

Thuat todn 6.3. Thuat toan phan tich ra thira sérp-l
Nhép nva B
1 a=2
2. for/=2toBdo
a=d modn
3. d=gcdf{a- 1,n)
4. if1<d<n then
d la thira s6 nguyén t6 ctia n (thanh céng)
else

khdéng xac dinh dwoc thira s6 nguyén t6 cta n (that bai)

Thuét toan Pollard p-1 (1974) Ia mdt trong nhiing thuat toan don gidn hiéu qua
ding dé phan tich ra thira s6 nguyén t0 cac s6 nguyén Ién. Tham sO dau vao cla
thuat toan la s6 nguyén (I18) n can dugc phan tich ra thira s6 nguyén t6 va gia tri

gi¢i han B.
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Gia stt n =p.q (p, q chua biét) va B 1a mot s6 nguyén da I6n, véi moi thira s6

nguyéntd k, k <B Ak\(p- )=>(p - I)jB\

O cubi vong 1ap (buéc 2), ta co
a =2m(mod n) (6.3)
Suyra

a=2m(modp) (6.4)

Dop\n nén theo dinh ly Fermat, ta cé :
T x=1(modp) (6.5)

Do ip-\)\B\, nén & bu¢c 3 cua thuat toan, ta co:

a=1(modp). (6.6)

Vi thé, & budc 4:
p\{a-\)vap\n, (6.7)
nénnéu d=gcd(a - 1,n)thid=p.

O Vi du: Gia st n = 15770708441. Ap dungthuat toanp - 1 voi
B = 180, chlng ta xac dinh dwgc a = 11620221425 ¢bwdc 3cla thuat

todn va xac dinh duwoc gia tri d = 135979. Trong truong hop nay, Vviéc
phan tich ra thlra s6 nguyén td thanh céng do gia tri 135978 chi cé cac

thira s6 nguyén t6 nho khi phan tich ra thira s6 nguyén t6:

135978 =2 x3 x 131 x 173
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Do dé, khi chon B > 173 sé dam bao diéu kién 135978 | 6!

Trong thuat toanp - 1c6 B - 1phép tinh Ily thira modulo, moi phép doi hoi toi
da 21ogd phép nhan modulo st dung thuat toan binh phwvong va nhan (xem 6.2.6
- Xt ly s6 hoc). Viéc tinh USCLN st dung thuat todn Euclide cé dd phtic tap

o((log ny). Nhu vay, dd phtrc tap cla thuat toan la o [b log 5(logn)2 +(logn f |

Tuy nhién xac sudt chon gia tri B twvong d6i nhé va théa diéu kién (p - 1)|5! la rat

thdp. Nguoc lai, khi tdng gia tri B (chang han nhu B « y[n ) thi gii thuat sé& thanh
céng, nhwng thuat toan nay sé khdng nhanh hon giai thuat chia dan nhv trinh bay

trén.

Giai thuat nay chi hiéu qua khi tdn cong phwong phap RSA trong trwvong hop n c6
thira s6 nguyén to p ma {p - 1) chi cé cac wéc s6 nguyén td rat nhd. Do dd, ching
ta cO thé dé dang xay dwng mot hé théng ma hoa khda cong cong RSA an toan
d6i VOI gidi thuat tin congp - 1 Cach don gidn nhat 1a tim mo6t s6 nguyén ts P\
I6n, ma p = 2p\ + 1 cling la sb nguyén t6, twong ty tim gxnguyén té lon va

g =2qx+ 1nguyén to.

6.2.2.3  Bé khoéa khi biét sé mii d cia ham giadi ma
Viéc tinh ra duoc gia tri d khéng dé dang, boi vi day la khoa riéng nén néu biét no

thi c6 thé giadi ma dugc moi doan tin tvong (ng. Tuy nhién giai thuat nay mang y

nghia vé mét ly thuyét, nd cho ching ta biét rang néu cé d thi ta c6 thé tinh cac
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thira sO clla n. Néu diéu nay xay ra thi nguoi s hitu khda nay khong thé thay doi

khéa cong cong, ma phai thay luén s6 n.

Nhéc lai: phrong trinh x2= 1 (mod p) c6 hai nghiém (modulo p)\a.x =+1 mod p.

Tuwong tu, phuong trinh X2= 1 (mod q) c6 hai nghiém (modulo g) 1aXC= £1mod qg.

X2=1(mod n) <=>X2= 1(modp) AX2= 1(mod q) (6.8)
nén ta co

x2=1(modri) <=>JC=% 1(modp) AJC-i 1(modq) (6.9)

St dung ly thuyét so6 dv Trung Hoa, chlng ta cé thé xac dinh dwoc bdn can bac

hai ciia 1 modulo n..

Néu chon dugc w la boi s6 clap hay g thi & bwéc 2 cda thuat toan, ching ta c6
thé phan tich dwoc n ra thira s6 nguyén t6 ngay. Neu w nguyén td cung nhau voi

n, ching ta tinh wr,\?r,w4",... cho dén khi ton tai t sao cho:

w2'=l(mod«) (6.10)

Do ab- 1=2sr =0 (mod é(n)) nén w2r =1(mod/i).Vay, vong lap while &
buwdc 8 clia thuat toan thuc hién t6i da s lan lap.

Sau khi thuc hién xong vong lap while, ching ta tim dwoc giad tri vO thoa

Wy = 1(mod n) hay W= % 1 (mod n). Néu W= -1 (mod n) thi thuat toan that bai;
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nguoc lai, vola can bac 2 khong tam thwong cla 1 modulo n va chlng ta cé thé

phan tich n ra thira s6 nguyén t6.

Thuat todn 6.4. Thuat toan phan tich ra thira s6 nguyén to,
biét trudc gia tri s6 mii gidi ma a
Chon ngau nhién w théa 1<w <n - 1
Tinh X= gcd(w, n)
tf 1<x<n then
Cham dwrt thuat toan (thanh céng véi X= g hay x=p)
end if
Tinh a = A(b)
batab - 1=2Vvoirlé
Tinh V=wrmod n
if V=1 (mod ri) then
Cham dit thuat toan (that bai),
end if
while Vo 1(mod n) do
v0=V
V=\V2mod n
if W= -lI(mod n) then
Cham dt thuat toan (that bai).
else
Tinh J = gcd(v0t 1, n)
Cham dwt thuat toan (thanh céng véi = g hay x=p).
end if

end while

180



Mot ) hé théng ma hda khéa céng cbng

6.2.2.4  Bé khda dva trén cac tan cong lap lai

Siimons va Norris d4 chi ra rang hé thng RSA c6 thé bi tdn thwong khi st dung
tan cong lap lién tiép. D6 la khi doi thi biét cap khoa cdng cong {n, b} va tir khda

C thi anh ta c6 thé tinh chudi cac tir khda sau:
Ci=o (mod n)

C2=CiE(mod n)

Ci=q_i* (mod n) (6.11)

Neu c6 mot phan tr Cj trong chudi C1, Q €3 Cisao cho Cj= c thi khi dé anh

ta sé tim dwgc M=Cj. 1 béi vi:
Cj=Cj.ie(mod n)

C-Af (modn) (6.12)

O Vi du: Gid st anh ta biét {n, b, C}={35, 17, 3},anh ta sé tinh:
Ci=0 (modn) =3T7(mod 35) = 33

C2=Cie(mod n) =3317(mod 35) = 3
ViC2=CnénM=C1=33
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6.2.3  Su che dau théng tin trong hé thng RSA
Hé théng RSA c6 dac diém la thong tin khdng phai ludn dwoc che dau. Gia st

nguoi g&i c6 e = 17, n = 35. Néu anh ta mudn g&i bat ct di¥ liéu nao thudc tap

Sau:

{1, 6,7, 8, 13, 14, 15,20,21, 22,27,28, 29, 34}

thi két qua cda viéc mé héa lai chinh la di liéu ban dau. Nghta Ia, M=Memod n.

Con khi p = 109, q = 97, e =865 thi hé thdng hoan toan khong cé su che dau
thdng tin, baéi vi:

VM, M = A/8Bs mod (109*97),

V&i moi gia tri n, co it nhat 9 trwong hop két qud ma hoa chinh la di liéu nguon
ban dau. That vay,
M= hf modn (6.1)
hay:
M —Af modpyaM=Memod q (6.2)

VO6i moi e, (6.2) co it nhat ba giai phap thudc tap {0, 1, -1}. D& xac dinh chinh
xac sO thong diép khong duwoc che dau (khong bi thay doi saukhi ma héa) ta s
dung dinh ly sau: “Néu céac thong diép duoc ma hoatrong hé thdng RSA duoc

xac dinh bai s6 modulus n =p.q (p,q la s0 nguyén td) va khda cong cdng e thi co:

m = [I+gcd(é-1,/2-1)][1+gcd(é-I), g-1] thong diép khdng bi che dau.
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Mau chot dé co thé giai ma duwoc thong tin la c6 dwgc gia trip va q tao nén gia tri
n. Khi c6 duoc hai gia tri nay, ta co thé dé dang tinh ra duoc a(n) =(p-1)(q- 1)
va gia tri a = b~ mod (lin) theo thuat toan Euclide mé rong. N€u s6 nguyén n co
thé dwoc phan tich ra thira s6 nguyén to, tirc la gia trip va g cé thé dwoc xac dinh
thi xem nhu tinh an toan cta phuong phédp RSA khéng con dwgc bdo ddm nira.
Nhuw vay, tinh an toan ctia phuong phap RSA dua trén co s¢ cac may tinh tai thoi
diém hién tai chwa di kha nang giai quyét viéc phan tich cac sé nguyén rét 16n ra
thira s6 nguyén td. Tuy nhién, véi s phat trién ngay cang nhanh chéng clia may
tinh cling nhu nhi*tng buéc dot pha trong Iinh viyc toan hoc, phuvong phap RSA sé
gap phai nhirng kho khan trong viéc bdo mat théng tin. Nam 1994, Peter Shor,
mot nha khoa hoc tai phong thi nghiém AT&T, dd dwa ra mot thuat toan cé thé
phan tich mot cach hiéu qua cac s6 nguyén rat I6n trén may tinh lvgng ti. Mac du
may tinh lwgng tr hién chua thé ché tao dwoc nhwng rd rang phrong phap RSA

sé gap phai nhiéu thach thirc 16n trong twong lai.

6.2.4  Van dé so nguyén t6

Pe bao dam an toan cho hé théng mé héa RSA, s nguyén n=pq phai du Ion dé
khéng thé dé dang tién hanh viéc phan tich n ra thira s6 nguyén t6. Hién tai, cac
thuat toan phan tich thira s6 nguyén to da co thé giai quyét dwoc cac s nguyén cé
trén 130 chir s6 (thap phan). De an toan, s nguyén té p va q can phai du 16n, vi
du nhuw trén 100 chi s6. van dé dat ra & day la giai quyét bai toan: lam thé nao dé
kiém tra mot cach nhanh chéng va chinh xac mot s6 nguyén dwong n la s

nguyén t6 hay hop s6?

Theo dinh nghTa, mét s6 nguyén dwong li 1a s6 nguyén t6 khi va chi khi n chi chia

hét cho i van (& day chi xét cac s6 nguyén duong). Tl d6 suy ra, n la s6 nguyén
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t6 khi va chi khi n khéng c6 wéc sé dwong nao thudéc doan 1°2,...,IVh . Nhu

vay, taco: n lasd nguyéntd <>Vie 2,.., Jn J,—Yn=0(mod/))

Viéc kiém tra mot s6 nguyén dwong n la s6 nguyén t6 theo phwong phéap trén sé
dua ra két qua hoan toan chinh xac. Tuy nhién, thi gian x ly cda thuat toan ro
rang la rat 16n, hodc tham chi khong thé thwc hién dwoc, trong trudng hop n

twong doi lén.

6.2.5 Thuéat toan Miller-Rabin

Trén thuc té, viéc kiém tra mot s6 nguyén duong n la s6 nguyén td thuong ap
dung céac phuong phap thuéc nhom thuat toan Monte Carlo, vi du nhw thuat toan
Solovay-Strassen hay thuat toan Miller-Robin; trong dd, thuat toan Miller-Robin
thwong duoc st dung pho bién hon. Céc thuat toan nay déu cé wu diém la xi ly
nhanh chéng (s6 nguyén dwong n cé thé duoc kiém tra trong thoi gian ti 1é véi
log2, tic la s6 lwgng cac bit trong biéu dién nhi phan ctia n) nhung van c6 kha
nang la két luan cuda thuat todn khoéng hoan toan chinh xac, nghia la c6 kha nang
mot hop sO n lai dwoc két luan la s6 nguyén t6, mac du xac sudt xay ra két luan
khéng chinh xac 1a khong cao. Tuy nhién, vin dé nay cé thé dugc khic phuc
bang cach thwc hién thuat toan mot s6 1an da 16n, ta co thé lam gidm kha nang
xav ra két luan sai xuéng duw6i mot ngwdng cho phép va khi dd, xem nhu két luan

c6 do tin cay rat cao.

binh nghfa 6.1: Thuat toan thuéc nhdm Monte Carlo dugc st dung trong viéc
khang dinh hay pht dinh mdt van dé nao do. Thuat toan ludn dwa ra cau tra Ioi
va cau tra 10i thu dwoc chi cd khd nang hoac la “C6” (yes) hoac la ‘“Khdng”

(no).
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binh nghia 6.2: Thuat toan “yes-biased Monte Carlo” la thuat toAn Monte
Carlo, trong d6, cau tra 10i “C6” (Yes) luén chinh xac nhung cau tra 10i

“Khéng™ (No) co thé khéng chinh xac.

Thuat toan 6.5. Thuat toan Miller-Rabin
Phan tich s6 nguyén duvongp dwéi dang n = 2km + 1véim Ié
Chon ngau nhién s6 nguyén duonga ¢ {1,2,/7-1}
Tinh b =cT modp
if b= 1(modp) then
Két luan p la sé nguyén t6” va dirng thuat toan
end if
for/=0 tok- 1
ifb=p- 1(modp) then
Két luan “p la s6 nguyén t6” va dirng thuat toan
else
b=b2modp
end if
end for

R

Két luan “/? la hop s6

Thuat toan Miller-Rabin la thuat toan “yes-biased Monte Carlo” ddi v&i vi tlr “sd
nguyén duong n la hop s6”. Xac suat xay ra két luan sai, nghta la thuat toan dua
ra két luan “« la s6 nguyén t6” khi n that sv la hop so, chi t6i da la 25%. Néu ap

dung thuat toan k lan véi cac gia tri a khac nhau ma ta van thu duoc két luan “n la

1 :
s nguyén t0” thi xac suat chinh xac cua két luan nay la 1— —-»1, v@i k du lon.
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6.2.6 Xt lysb hoc

Trong phwong phap mé héa RSA, nhu cau tinh gia tri clia biéu thirc z =xhmod n
duoc dat ra trong ca thao tac ma hoa va gidi ma. NEu thuc hién viéc tinh gia tri

theo cach théng thudng thi ro rang la khéng hiéu qué do thoi gian x& ly qua Ién.

Thuét toan “binh phuong va nhan” (square-and-multiply) c6 thé dwoc st dung dé

tinh gia tri biéu thirc z =xhmod n mot cach nhanh chdng va hiéu qua

Thuat toan 6.6. Thuat toan “binh phworng va nhan ” dé tinh gia tri
z =xbmodn

Bi€u dién b dwdi dang nhi phan biabi_2...bxbi, bjG {0, 1}, 0<7i < |
z=1
X=X modn
for 1= 11 downto 0

Zz—z modn

if bi= 1then

Z=zxx modn
end if

end for

6.3 Ma héa quy wdc va ma hdéa khda céng cong
Cac phuong phap mé héa quy wéc c6 wu diém x& ly rat nhanh so véi cac phuong

phap ma hda khéa céng cong. Do khéa dung d€ méa hoa cling dwgc dung dé giai

ma nén can phai gil* bi mat ndi dung ctda khba va ma khéa duoc goi la khoa bi
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mat (secret key). Ngay cd trong truong hop khda dugc trao dbi truc ti€p thi ma
khoa nay van cé kha niang bi phat hién, van dé kho khan dat ra d6i voi céac

phuong phap ma héa nay chinh la bai toan trao doi ma khoa.

Nguoc lai, cac phwong phap mé hoa khéa cong cong gilp cho viéc trao déi ma
khoa tré nén dé dang hon. Noi dung cta khéa cong cong (public key) khong can
phéi gitt bi mat nhw d6i véi khéa bi mat trong cac phwong phap méa héa quy wéc.
St dung khoéa cong cong, méa khoa bi mat céd thé duoc trao doi an toan theo quy

trinh trong Hinh 6.2.

Hinh 6.2. Quy trinh trao ddi khoa bi mat

st dung khoa cong cong

Van dé con lai d6i véi khoa cong cong la lam cach nao xac nhan dugc chinh xac

ngudi chud that sy cia mot khda cong cong (xem Chuwong 10).

Dua vao Bang 6.1, ching ta c6 thé nhan thdy rang dé c6 duoc mirc do an toan

tvong duong vei mot phwong phdp mé hoa quy wéc, mot phuwong phap mé hoa
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khda cdng cdng phai st dung ma khda c6 dd dai Ién hon nhiéu lan ma khoéa bi

mat dvgc st dung trong méa héa quy udc. Diéu nay dwgc thé hién ré hon qua do

thi so sanh chi phi can thiét dé cong pha khoéa bi méat va khéa céng cong trong

Hinh 6.3. Kich thwéc ma khoa duwoc tinh dya trén mé hinh danh gia, wéc lvong

chi phi phan tich mat ma do Hoi dong Nghién clu Québc gia Hoa Ky (National

Research Council) dé nghi [43].

Béang 6.1. So sdnh dd an toan gilra khda bi mat va khéa cong cong

Phuong phap mé héa quy wéc

Kich thuwéc
ma khoa (bit)
56
70

80

96
112

128
150
168
192
256

188

Thuét toan

DES

SKIPJACK

3DES v@i 2 khoa
IDEA, AES

3DES v@i 3 khoa
AES
AES

Phrong phap ma hda khda cdng cong

Kich thudc
ma khoa (bit)

256
384

512

768
1024

1440
2047
2880
3000
4096

t’ng dung

Phién ban PGP cii
(kich thuwéc t6i thiéu)
Short DSS,
PGP “low grade”
PGP “high grade”
Long DSS,

PGP “military grade

PGP “alien grade”



M6t s0 hé théng méa hoa khoa cong cdng

--------------------------------------------- >- DO dai mi khoéa (bits)

Hinh 6.3. B0 thi so s&nh chiphi congpha khoéa bi mat

va khoéa cong cong

Trén thuc té, khda cong cong dé bi tdn cong hon khoa bi mat. DE tim ra dwoc
khoa bi mat, nguwdi gidi ma can phai c6 thém mot s6 thong tin lién quan dén cac
dac tinh cta van ban nguon truvdc khi ma hdéa dé tim ra manh méi gidi méa thay vi
phai sir dung phuong phap vét can méa khoa. Ngoai ra, viéc xac dinh xem thong
diép sau khi gidi ma c6 dang la thdng diép ban dau truéc khi ma hdéa hay khong
lai Ia mot van dé khé khan. Nguoc lai, d6i vai cac khoa cong cong, viéc cong pha
hoan toan cé thé thuc hién duoc véi digu kién cé da tai nguyén va thoi gian x ly.
Ngoai ra, dé co thé giai ma mot thong diép st dung phwong phap méa héa khoa
cong cong, nguoi gidi ma cling khong can phai vét can toan bo khdng gian ma

khoa ma chi can khao sat trén tap con cla khong gian nay.
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Bén canh dé, khda cong cong cou la muc tiéu tdn cong dang gia ddi voi nhirng
nguoi gidi ma hon cac khoéa bi mat. Khéa cong cong thwong dung dé ma héa cac
khoa bi mat khi thwc hién viéc trao doi ma khoa bi mat. Néu khda cong cong bi
phéa thi céc thdng diép sau dé st dung ma khéa nay ciing bi gidi ma. Trong khi
do, néu chi phat hién dwgc mot ma khoa bi mat thi chi c6 thong diép st dung ma
khoa nay mai bi gidi ma. Trén thuc t€, ma khéa bi mat thwdng chi dwgc st dung
mot 1an nén it c6 gia tri hon so v&i khda cong cong. Tom lai, mac du khoéa cong
cong duoc ding dé ma hoa cac thong tin ngin nhung day lai la cac théng tin quan

trong.
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Chuong 7
Chir ky dién tw

NOi dung cla chuong 7 sé giodi thiéu khai niém vé chir ky dién tl clng voi
mot so phuong phap chi ky dién t& phd bién hién nay nhv RSA, ElGamal va

DSS
71  Gioi thiéu

Chir ky dién t& khong dwoc st dung nhdm bao mat thong tin ma nham bao vé
thong tin khong bi nguoi khac co tinh thay doi dé tao ra thong tin sai léch. Noi
cach khac, chir ky dién to gilp xac dinh dwgc nguti da tao ra hay chiu trach

nhiém do6i v&i mot théng diép.

M6t phuong phap chir ky dién tir bao gdm hai thanh phan chinh: thuat toan ding

dé tao ra chir ky dién t&r va thuat toan twong Ung dé xac nhan chir ky dién ti.

Pinh nghia 7.1: Mt phwong phap chir ky dién t& dwoc dinh nghia la mét bo-

nam (P, A, K, S, V) thoa cac diéu kién sau:
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1. p latap hop hiru han cac théng diép.
2. A 1a tap hop hitu han cac chitky co thé dwoc st dung.
3. Khdng gian khéa K la tap hop hitu han cac khéa c6 théslr dung.

4. V6i mdi khéa k ¢ K, ton tai thuat toan chit ky sigk ¢ S va thuat toan xac
nhan chir ky twong ¢ng verk e V. Moi thuét toan sigk: p —A va verk : p x A

—> {true,false} 1a CACham thda diéu kién:

Vxe P,VycA:ver(x,y) = (7.2)

7.2  Phuwong phap chir ky dién tir RSA

Phurong phap chit ky dién tir RSA duwoc xay dung dua theo phuong phap ma hoa
khoa cong cong RSA.

Thuat toan 7.1. Phuvongphap chi ky dién tir RSA
n=pq voip vaq la hai s6 nguyén td & phan biét.
Cho p =C =2Znvadinh nghta:
K= {(np, g a b): n=pq,p, q lasé nguyén t6, ab = 1 (mod é{n))}
Gia tri n va b duoc cong bd, trong khi gid trip,q,a dwoc gilr bi mat.
Vi méi K = (n,p, g, & b) ¢ K, dinh nghfa:

sigx(x) =xamod n

veriAx, ¥) = true <>Jdt =yh(mod li), v&i X,y 6 Zn
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7.3 Phuwong phap chir ky dién t&r ElIGamal

Phuong phap chir ky dién t¢ EIGamal dwgc gi¢i thiéu vao nam 1985. Sau dé,
Vién Tiéu chudn va Cong nghé Qudc gia Hoa Ky (NIST) da sra doi bd sung
phwong phap nay thanh chuan chir ky dién tir (Digital Signature Standard- DSS).
Khéac v&i phuong phap RSA c6 thé ap dung trong méa hoa khoéa cong cong va chir
ky dién t&r, phuvong phap ElGamal dugc xay dung chi nham giai quyét bai toan

chir ky dién tt.

7.3.1 Baitoan logarit ri rac

Phat biéu bai toan logarit roi rac: Cho sd nguyén to p, goi a € Zp la phan t& sinh

(generator) va /3 ¢ Zp*. can xac dinh s6 nguyén dwong a e Zp\ sao cho

ot =I15(modp) (7.2)
Khi do, a duoc ky hiéu la logal3.

Trén thyc t€, bai toan logarit roi rac thuéc nhdm NP hay néi cach khac, chua cé
thuat toan cé thoi gian da thirc nao cé thé giai quyét dwoc van dé nay. Voip co
t0i thiéu 150 chir sO vap - 1 c6 thira sO nguyén td da Ion, phép toan Ily thira
modulo p c6 thé xem nhu la ham 1chiéu hay viéc giai bai toan logarit roi rac trén

Zp xem nhu khong thé thuc hién duoc.
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7.3.2 Phuongphép ElGamal

Trong phuong phap ElGamal, mét thong diép bat ky c6 thé c6 nhiéu chir ky hop

Ié khac nhau.

Thuat toan 7.2. Phuongphap chi ky dién ti EIGamal
Chop la sb nguyén t6 sao cho viéc giai bai toan logarit ri rac trén zp xem nhw
khong thé thuc hién dugc. Cho a € Zp* la phan to sinh.
Chop =2Zp, A =zp*x Zp-\ va dinh nghia
K= {{p, a,a,P)\p =a (modp) }
Giatrip, a valsduoc cong b6, trong khi gia tri a dwgc gitk bi mat.
V6i moi K = (p, a, a, (7) e K va mdt s8 ngau nhién (duoc gilt bi mat) k GzZp ¥
dinh nghta:
sigtix.k) = (r, 0)
VoI

y =otmodp

s ={x-ay) k !'mod (p-1)
Voix, y €Zp va o6 ¢ Zp i, dinh nghta
ver/dpc, y, 6) =true <>(3y =ax(modp)

7.4 Phuwong phap Digital Signature Standard

Phuong phap Digital Signature Standard (DSS) la sv céi tién cta phwong phap

ElGamal. Phuvong phap nay duoc cong bd trén Federal Register vao ngay 19
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thang 5 ndm 1994 va chinh thirc trd thanh phuong phap chuan tir ngay 1thang 12
nam 1994,

Thuét toan 7.3. Phuvong phap Digital Sinature Standard
Cho p la s6 nguyén t6 512-bit sao cho viéc giai bai toan logarit roi rac trén Zp
xem nhu khong thé thuc hién duoc va g la s6 nguyén t6 160-bit la wéc s6 cla
p -1. Cho a €Zp* 14 can bac g cta 1 modulop.
Cho p =Zq, A =zqx Zq va dinh nghia
K= {(p,q, a,a,/J3):33=(/(moap) }
Giarip, g, ava fi dwoc cong bd, trong khi gia tri a dwgc gitr bi mat.
V6i mbi K =, a, a, i) (K va mdt s6 ngau nhién (duoc git bi mat) k e 20,
dinh nghta:
sigdx,k) = (y, 0)
VO

Y =(a modp) mod q

60 =ix+ay)k _1mod q
VOiX Gz* vay, 6 e Zqg dinh nghia
verK(x,y,06) =true <>ja€/i@mod/?)modq =Y

Vi e\ = XOA mod qvae2=ydA mod q

MOt van ban dién t&, vi du nhw cac hop dong kinh t€ hay di chdc thira ké, co thé
can duoc kiém tra dé xac nhan chit ky nhiéu Ian sau mot khoang thoi gian dai nén
van dé an toan ddi vaoi chir ky dién t6 can phai dwoc quan tdm nhiéu hon. Do mic

do6 an toan cta phuong phap ElGamal phu thudc vao do phic tap cla viéc tim loi
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giai cho bai toan logarit roi rac nén can thiét phai str dung s6 nguyén té p dud Ién
(t6i thi€u la 512-bit [43]). Néu st dung s6 nguyén to p c6 512 bit thi chit ky dién
tU' dwoc tao ra sé co do dai 1024-bit va khong phu hop véi cac ting dung str dung
thé théng minh v6n c6 nhu cau st dung chi* ky ngan hon. Phuong phap DSS da
giai quyét van dé nay bang cach dung chit ky dién t&r 320-bit trén van ban 160-bit
vOi cac phép tinh toan déu duoc thue hién trén tap con c6 2 180 phan tir cla Zp* voi

p lasd nguyén td 512-hit.
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Chuong 8
Phuwong phap ECC

Trong chwong 6 va 7, chlng ta da tim hiéu vé vé khai niém va mot so
phirong phap cu thé phd bién trong hé théng mé héa khoa cong cong va chir ky
dién t&. Trong chuong nay, chling ta sé tim hiéu vé viéc (ng dung ly thuyét toan
hoc duong cong elliptic (elliptic curve) trén truong hitu han vao hé théng ma

hoa khda cdng cdng.

8.1 Ly thuyét duwong cong elliptic

Hé thong méa hda khéa cong cong dwa trén viéc str dung cac bai toan kho giai
quyét. Van dé khd & day chinh la viéc sd lvgng phép tinh can thiét dé tim ra mot
I0i gidi cho bai toan la rat I6n. Trong lich st 20 ndm cla nganh méa hoa bat doi
xirng da c6 nhiéu dé xuat khac nhau cho dang bai toan nhu vay, tuy nhién chi cé
hai trong s6 cac dé xuat dé con ton tai viing dén ngay nay. Hai bai toan dé bao
gobm: bai toan logarit roi rac (discrete logarithm problem) va bai toan phan tich

thira s6 clia s6 nguyén.
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Cho dén nam 1985, hai nha khoa hoc Neal Koblitz va Victor S Miller da doc 1ap
nghién clru va duwa ra dé xuat ing dung ly thuyét toan hoc duong cong elliptic

(elliptic curve) trén trwong htru han [35].

Pudng cong elliptic - cling nhu dai s6 hinh hoc - dwgc nghién ctu rong rai trong
vong 150 nam tré lai day va da dat duoc mot s6 két qua ly thuyét co gia tri.
Pudng cong elliptic dwoc phat hién lan dau vao thé ky 17 dwéi dang cong thic

Diophantine: y2-Jf3=c véi ce li.

Tinh bdo mat cta hé théng ma hda st dung dutng cong elliptic dua trén diém
mau chét la do phirc tap cla bai toan logarit roi rac trong hé thong dai sd. Trong
sudt 10 nam gan day, bai toan nay nhan duoc s quan tam chid y réng réi cla cac
nha toan hoc hang dau trén thé gi¢i. Khong giéng nhv bai toan logarit r¢i rac trén
treong hiru han hoac bai toan phan tich thira sé clia s6 nguyén, bai toan logarit roi
rac trén duong cong elliptic chwa c6 thuat toan nao cé thoi gian thuc hién nho
hon cép Iy thira. Thuat toan t6t nhat dwgc biét cho dén hom nay tén thoi gian

thuc hién cap Iy thira [27].

8.1.1  Cbngthurc IVeierstrasse va duong cong elliptic

Goi K la mot trwong hiru han hodac vé han. Mét dwong cong elliptic dwoc dinh
nghta trén truong K bang cong thic Weierstrass:

y 2+aixy +aly =xT +ax2+adx +ab (8.1)

trong dé axa2ai,ad,ababc K .
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Puong cong elliptic trén trvong K dwoc ky hiéu E(K). sO lvgiig cac diém nguyén
trén E ky hiéu la #E(K), c6 khi chi don gian la #E. DB06i véi tirng trvong khac
nhau, cong thirc Weierstrass co thé dugc bién doi va don gian hoda thanh céac dang

khac nhau. M6t duong cong elliptic la tap hop cac diém thda cong thic trén.

y

y2=x3-4x +0.67

Hinh 8.1. M6t vi du vé dwdng cong elliptic

8.1.2 Dbuong cong elliptic trén trwuong R2
Pudng cong elliptic E trén trwdng s6 thuc R 1a tap hop cac diém (x, y) thod méan
cong thirc:

y2=X3+ @X +06 vGi «4, «6 € R (8.2)
cling véi mot diém dac biét o dwoc goi la diém tai vO cuc (cling la phan ti

identity). Cap gia tri (x,y) dai dién cho mot diém trén dwong cong elliptic va tao
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nén mit phang lua do hai chiéu (affine) R x R. Buwirng cong elliplic E Irén R2
dwoc goi la dinh nghta trén R, ky hiéu la E(R). Buong cong elliptic trén so thuc
c6 thé dung dé thé hién mot nhom (E(R), +) bao gdom tdp hop céc di€ém

(x,y) €R X R v@i phép cdng + trén E{R).

8.1.2.1  Phép cbng

>2 = -6X+6

Hinh 8.2. Diém O'vo cuc

Phép cong diém (ESUM) duoc dinh nghta trén tap E{R) clia cac diém (x,y). Diém

tai vO cuc O la di€ém cong véi bat ky diém nao ciling sé ra chinh diém do.

Nhu vay,. VP(x,y) e E(R), P+0 =0 +P =P :

(8.3)
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Nhw vay, twong (’ng v&i moét gia trix ta sé co hai gia tri toa dby.

Diém (x,-y) ky hiéu la-P e E(R), dwoc goi la diém ddi cliap voi:

P +(-P) =(xy) +(x,-y) =0 (8.4)
Phép cong trén E{R) dwoc dinh nghTa theo phwong dién hinh hoc. Gid st cé hai
diém phan biétp va Q, p, Q e E(R). Phép cong trén nhom duong cong elliptic la

P+Q=R,R eE(R).

p (-2.35, -1.86)

‘R (3.89, 5.62)
R (3.89, -5.62)

P+Q=R= (3.89, -5.62).

V2 =X3- Ix

Hinh 8.3. Phép cbng trén dudiig cong elliptic

Pe tim diém R, ta ndi PvaQ béng duong thang L. Budng thang L s& cat E tai ba

diémp, Qva -R(x,y). Diém R(x, -y) sé co tung do la gia tri doi cta”.
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Thé hién phép cong dwong cong elliptic dwéi dang dai so, ta co:

P = (xhyl)
Q=(ey)
R= P+Q=(3Yd

trong dé p, Q, R € E(R) va:

*3= 02-X\ —x2

yi=8&ixi+ x"-yi
6 =——— néuisz™ Q
x2-X,
4 2
hodc 6 = — --—-—-— néup =Q
2

Thuét toan cong trén duong cong elliptic dwoc the hién nhu sau:

Thuét toan 8.1: Thuat toan cdng di€ém trén dwong cong elliptic

Input:

Buong cong elliptic E(R)v@i cac tham s6 a4, a6 €E(R),

Diém p =(xuyi) e E(R) va Q=(*2, e £(i?)
Output: R=p +Q, R=(X3"3 € £(7?)
Ifp =0 thenR <-Q vata végiatriR
TfQ =0 then R<-P vatravégiatriR
Ifx\=x2 then

If yx=y2 then

0 3X +a4
2yl
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else if yx=-y2then
R <0 vatrdveR,
else

fi<- yizlz
X 2—X1

end if
JB3=02- Xi- x2
y3=9(xl +x3-yi
Travé (*3y3 =R

8.1.2.2  Phép nhan doi
P (2 2.65)
-R (-1.11, -2.64)
R (-1.11, 2.64)

2P =R= (-1.11, 2.64).

y2 =X3-3x+5

Hinh 8.4. Phép nhan ddi trén dwong cong eliiptic
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Xél phép nhan ddi (EDBL): néu cong hai diém p, Q e E(R) véi p —Q thi duling
thang L s& 14 tiép tuyén cla duong cong elliptic tai diém p. Truong hop nay diém

-R sé la giao diém con lai ctia L véi E. Luc do R = 2p.

8.1.3  DBuong cong elliptic trén trwvong hiru han

buong cong elliptic duwoc xay dwng trén cac trwong hiru han. Cé hai trwdng hiru
han thuwong dwgc st dung: trvdng hitu han Fq voi g la s6 nguyén t6 hodc q la 2m

(m la s6 nguyén).

Tuy thudc vao trwong hitu han Fg véi moéi bac cla g, ton tai nhiéu dwdng cong
elliptic. Do d6, v&i mot trieong hiru han cd dinh ¢ q phan tir va q Ién, ¢ nhiéu su

lva chon nhom duwong cong elliptic.

8.1.3.1  Buong cong elliptic trén truvong Fp (p 1a s6 nguyén t6)

Chop lasé nguyén to (p >3), Cho a, b GFpsao cho4a + 21b2l 0 trong truong
Fp. Mot dwong cong elliptic E(Fp) trén Fp (dwgc dinh nghfa bdi cac tham s a va
b) 1a mot tap hop céac cap giatri oc,y) (x,y GFp) thda cong thirc

y2=X3+ax+b (8.9)

cung v&i mot diém o —goi la diém tai vo cuc. s6 lvong diém ctia E(Fp) la #E(Fp)

thda dinh ly Hasse:

p+\-2j]> <#E(FP)< p +\+2jp (8.10)
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Cac phép toan cua duwdng cong elliptic trén Fp cling twong tu véi E(R). Tap hop

cac diém trén E(Fp) tao thanh mot nhom thda céc tinh chat sau:

0 Tinhdong: Va,be G,a+b Go.

o Tinh két hop: Cac phép toan trong nhém cé tinh két hop.

Do db, (a+ti)+c=a+(b+c).
0 Phan tlr trung hoa: co motgiatri0eo saochoa+0=0+0t=a,Viie G

o Phan t&r d6i: Vaeo,3-aeG goi las0 ddi cla a, sao cho

—a+a=a+(-a) =0.

Bac clia mot diéem A trén E(FP) la mot s6 nguyén dwong r sao cho:

A+A+.+A=0 (8.11)

8.1.3.2 Buong cong elliptic trén truong Fm

Mot duong cong elliptic E{F m) trén F duwoc dinh nghia bdi cac tham so6
a,b GF  (v6i bY 0) la tap cac diém (x,y) voi Xe Fm,y e F thoa cong
thirc:

y2+xy =3+ ax2+b (8.12)

cung voi diém o la diém tai vO cuc. sO lwong cac diém thudc E(F ,) ky hiéu

#E(F ) thod dinh ly Hasse:
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q+l- 2 " <#E(Fan)<q +1+ 27 (8.13)

trong d6 q = 2m Ngoai ra, #£( F ) 1a s6 chan.

Tap hop cac diém thudc E( F m) tao thanh mdt nhom thoa céc tinh chét sau:

o 0+0=0

0 (Yy)+0=(xY), V(xy) e E(Fr,)

0o (Xy)+Xx+y)=o0, VX Yy) ¢ E(F m). Khi dd, oc, x +y) la diém ddi cla

(x,y) Gén E(Fr,))

Viéc xt ly dwgc thwc hién trén hai hé toa dd khac nhau: hé toa do affine va hé toa
dod quy chiéu. V&i cac hé toa do khac nhau, viéc tinh toan trén dudng cong cling

khac nhau.

Céc phép toan trén dutng cong elliptic trong hé toa do affine

Hé mé& hda duwong cong elliptic dya trén bai todn logarit roi rac trén E(F m) va
cac tinh toan co ban trén dwdng cong elliptic. Phép nhan duoc thé hién la mot day
cac phép cong va phép nhan dbi cac di€ém cua dwdng cong elliptic. Gidng nhu cac
phép tinh trén dudng cong elliptic trén s6 thuc, phép cong va phép nhan déi duoc

dinh nghfa trén hé toa do.
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Xét duong cong elliptic E trén F mtrong hé toa do affine. Cho p = (x\, yi),
Q=(02J2 la hai diém trén duwong cong elliptic E{F ). Diém doi cla p la
-P=(xhyi+ xi) e £(F2,).

N&u Qi -PMP +Q =R=(3*) e £(F ).

x A X +X2
NéuP” Othi (8.14)
X-i—O0 + 0 + " @2

ji3=(x, +X3)0 + X3+ M

G=-"+Xx

Néu p = igthi 8.15
XN—0 Y0 ( )

y3=xf + (¢ + I)x3

?
Thuat toan 8.2: Thuat toan céng diém trong hé toa dé affine
Input:
Puong cong elliptic E(F  )v6i cac tham s6 a2 a6e F
Diémp =(xuy® € £(F2,)va0=(*272) e E(Fr,)
Output: R=p + Q R=(xi,yT) GE( Fim)

Ifp =0 then R <—Q vatrdvé giatriR
IfQ=o0 thenR <P vata végiatriR
Ifjt'i =x2 then

If y{=y2 then
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07y+ +x vax3<-elL+0+a2

Else If y2=Xi+ y\ then
R <0 vatravéR,
End If

O<- *7
X, +Xx2

EndlIf

X 62+6+X+xX+ (2
<—(*1 +x3<9+x3+y 1

Travé (x3 W =R

Cac phép toan dudong cong elliptic trong hé toa dd chiéu

Puong cong E{F m)co thé duoc xem la twong duong véi tap hop cac diém

E{F m) trén mat phang chiéup A F ,) théa man cong thic:

Yz +xyz=X3+

St dung hé toa do chiéu, thao tac tinh nghich ddo can cho phép cong va phép

nhan doi diém trong hé affine c6 thé duoc loai bo.
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Chuyén doi gira hé toa do affine va hétoa do chiéu

Moi diém (a, b) GE(F ) trong hé toa dd affine co6thé duoc xem la bo ba
ot,y, z) trong E{F ) trong hé toa d6 chiéu v6ix =a,y =b,z= 1 Hon nita, mot

diém (ix ty, tz) trong hé toa dd chiéu véi t Y 0 dwoc xem nhw trang voi diém

(X, Y, ). Nhu vay, chuyén doi gitra hé affine va hé toa do chi€u nhuv sau:

M(a, b) =M'(a, b, 1) (8.17)

N(p,g,r) =N(Pii) =N(P,I) (8.18)
r’r’ rr

Cac phép toan dwdng cong trong hé toa do chiéu

Phuong phap trinh bay céng thic cta phép cdng va nhan doi trong hé toa do

chiéu tvong tw véi hé toa do affine.
ChoF = (x{{y\.zZi) e E{F,,), 0 = (@2:y2:z229 e F(F,,)vap Y-Q trong dé
F, Q thudc hé toa do quy chiéu.

Do P' = {xjz\ :yxzx: 1), ta c6 thé ap dung cdng thirc cdng va nhan cho diém

P(xi/zi, yi/zi) va Q (x2 yi) cho E(F ,,) trong hé ailine dé tim P’+¢ =R’

ta:/ 3:1).
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Tw do ta co:

, B2 B A
S

X, ———H ha,

AA z 28.19)

- A" A -
Y 3= G e+ B

Trong d6 A = (xZi + Xi) va 5 = (yZi + M). Datz3= A3A va *3 = X33, y3= .y,
néup + Q =(*3:73: A) thi:

*3 = /ED,
yi = CD +A\B xx+ 4yi) (8.20)

3=
voi C=i4+B\a.D =AA +a2\) +7\BC.

Tuwong tw 2p = (X3 :\8:2z3 voi
x3=AB,
yT,=x\A+B{x\2+y\Z\+A) (8.21)

2=A1

Trong d6 A =xiz\ va B = (t6Zi4+ X4 Diém két qua co thé dwoc chuyén trd lai sang
hé affine bang cach nhan vai z f\ Nhu vay s& khong c6 thao tac tinh nghich dao
trong hé toa do chi€u. Do do, chi can 1 phép nghich ddo sau mét day cac phép

cong va nhan doi dé chuyén sang hé affine.
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Bang 8.1. So sanh so lvgng cac thao tac déi véi cac phép toan

trén dwong cong elliptic trong hé toa do Affine va hé toa do chiéu

, Toa db affine Toa dcichiéu
Thao tac
ESUM EDBL ESUM EDBL
Nhan 2 2 13 7
Nghich dao 1 1 0 0

8.1.3.3  Phép nhan duong cong

Thuat toan 8.3: Thuét toan nhan diém trong hé toa do affine

Input: p e EiFr,)vaceFr,

Output: Q=cxP
c="Z10bt2l ,bie {0, 1}A=1

Q<-P
for i = n-i downto O
Gan Q<-Q +Q (AffineEDBL)
if bi= 1 then
Gan Q <-Q +p (AffineESUM)
end if
end for
Travé Q

Phép nhan dugc dinh nghta nhu mét day cac phép cong.

Q=cxp = P+Pt/...+P
C

(8.22)
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Thuat toan 8.4: Thuat toan nhan diém trong hé toa dd chisu

Input: p e E(Fr,)andc G Fr,
Output: Q=cx p

c=z "HA2'’bi G{»1>A=1
Biéu dién p trong hé toa do chiéu: p
Gan Q <
for i =n-\ downto 0
Q'<-Q + O (Projective EDBL)
if bi—1 then
QO <-0Q +p (Projective ESUM)
end if
end for
Biéu dién O trong hé toa do affine, ta duoc Q

Travé Q

8.1.4 Bai toan logarit roi rac trén duong cong elliptic

Bai toan logarit roi rac trén dudng cong eliiptic (ECDLP): Cho E la mot
dwong cong elliptic va p E E la mot diém c6 bac n. Cho diém Q e E, tim so

nguyén ducmgm (2 <m <n -2) thda man cong thirc Q = m x p.

Hién nay chwa c6 thuat toan nao duoc xem la hiéu qua dé giai quyét bai toan nay.
DE giai bai toan logarit roi rac trén dwdng cong ellipse, can phai kiém tra tat ca
cac gid tri me [2..n- 2]. Néu diém p dwoc chon lya can than véi n rat I6n thi

viéc gidi bai toan ECDLP xem nhuv khdng kha thi. Viéc giai bai toan ECDLP kho
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khan hon viéc gidi quyét bai toan logarit roi rac trén truong s6 nguyén théng

thuong [2].

8.1.5 Ap dung Iy thuyét dwdng cong elliptic vao ma hoéa

Céc ly thuyét toan hoc nén tang ctia duong cong elliptic dwgc cac nha khoa hoc
ap dung kha hiéu qua vao Iinh viec mé héa, bado méat (Elliptic Curve Cryptography
- ECC). Céac két qua nghién can vé duwong cong elliptic da duoc st dung trong

quy trinh méa héa di liéu, trao doi khoa va ky nhan dién ti .

8.2 Ma hoda dir liéu

M6 hinh ma hoéa di liéu st dung dwdng cong elliptic (Elliptic Curve Encryption

Scheme - ECES) bao gom 2 thao tac: mé hoa va giai ma.

Trudc khi thuc hién viéc ma hoéa div liéu voi Elliptic Curve, ngudi goi va nguoi
nhan can phai s& hiru mot cap khéa cong cong - khoa rieng. Céc gia tri sau duoc
quy wéc chung gilra ngudi g&i va ngudi nhan, goi la cac tham sé chung cla hé
thong ma hoa:

« Duong cong elliptic curve E.

« DiémP,PgE. Diémp cobacn (nxp =0).
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Qua trinh tao khéa duwoc thuc hién nhu sau:
e Chon mot s6 nguyén batky d, d €[2,11 - 2].Day chinh la khda riéng.

e Tinhgiatricladiém Q=dx p e E. Bay chinhla khéa céng cong.

8.2.1 Thao tdc ma hoa

Thao tac ma hoa s& ma hoa mot thong diép bang khoa cong cdng clia ngwdi nhan
va cac tham sd dwong cong da duoc quy wéc thong nhat chung gitra nguoi gébi

(B) va nguoi nhan (A).

Trinh tv ma hdéa dugc thuc hién nhuw sau:

« B s dung khoa cong cong clia A (QA)-

B chon mot s6 nguyén batky k e [2,72-2].
« B tinh gié tri cda diém Q0), Vi) = k Xp.

« B tinh gia tri ciia diém (x2 yi) =kx QAX2Ila gia tri bi mat sé duoc si dung

dé tao khéa ma hoa thong diép.

e B tao madt na (mask) Y tir gia tri bi mat x2 Gia tri cla Y duoc tao thanh tir
mo6t ham mask generation. Tuy theo viéc cai dat ham mask generation ma

Y sé c6 gia tri khac nhau. Y chinh la khéa quy wéc dé ma héa thdng diép.

e B tinh gia tri ¢ = d>(7, M). ¢ chinh la thong diép da duoc mé héa. Thong
thuong, 0(7,M)=Y®M.

* B g06i cho A théng diép dd mad hoa ¢ cung voi gia tri (i, yi).
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Gia tri k va (xi, yi) duoc tao ra khong phai khoa riéng va khda cong cong dé giao
dich cla B. Pay la cap khoa cong cong - khoa riéng dwgc phat sinh nhat thoi
(one-time key palr) nham ma héa théng diép. M6i mot thong diép ma hda nén sty

dung mot cap khda cdng cong - khéa riéng duoc phat sinh ngau nhién.

8.2.2 Két hgp ECES véi thuat toan Rlindael va cac thuat toAn mé rong

Trong ECES, théng ihuvirng ham ma héa o lhuc hién thao t&c XOR khda voi
thong diép. Trén thuc té, dé tang do an toan cla thuat toAn méa hda, cac hé thong
mé hoa bang duong cong ellipse thay thé thao tdc XOR thong diép véi khoa bang
cach két hop véi mot thuat toan ma hoéa d6i xung hiéu qua hon. Trong [27] trinh
bay phuvong phap ECAES chinh la sw két hop ECES véi AES. Ching ta cling c6
thé sir dung céc thuat toan mé réng 256/384/512-bit va 512/768/1024-bit trong

qua trinh ma héa ctia ECES dé tao ra mot hé thng méa c6 do an toan rat cao.

8.2.3  Thao tac giai ma

Bang viéc st dung cac tham s quy wéc két hop véi khoa bi mat clia ngudi nhan
(A) va giatri (jG,yi), A thuc hién giai ma thong diép duoc ma hoéa bang ECES
(C) theo trinh tw sau:

Trinh tu giai ma:
e A nhan gia tri (xi,yi).

« A tinh gia tri cla diém (X2,yi) =dx (X, Vi). x2la gié tri bi mat sé dwoc sk

dung dé tao khda giai ma théng diép.
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* S dung cung m6l ham tao mat na (mask function) nhu da str dung & giai
doan mé& hda, A tao mat na Y tlr gia tri bi matx2 Y chinh la khéa bi mat dé
giai ma.

« A giai mi thong diép Cdé ldy théng diép A/ban dau bang cach tinh gia tri
M= o-\c, Y). Thong thuong, 0 “'(C, Y)=c® Y.

8.3 Trao ddi khda theo phwong phap Diffie - Heilman st dung ly
thuyét duwdng cong elliptic (ECDH)

8.3.1 MO hinh trao do6i khoa Diffie-Hellman

Nam 1976, Whitfield Diffie va Martin Hellman d&d dwa ra mot giao thirc dé trao
doi cac gia tri khda quy wéc gitta cac doi tac trén dwong truyén co do bao mat
trung binh. Su ra doi cla giao thirc trao ddi khoa Diffie-Hellman duoc xem la

bwéc mé dau cho Iinh vuc ma héa khoda cong cong.

Giao thirc nay dwa trén nguyén ly cla bai toan logarit roi rac trén truong so
nguyén hitu han. Cac thao tac thuc hién trao ddi khoa Diffie-Hellman gilta hai doi
tac A va B nhu sau:

e AvaB thong nhat cac gia trig va sd nguyéntop <g

« A chon mot s6 ngau nhién m. A tinh gia tri QA=gm va g&i QAcho B
« B chon mdt s8 ngau nhién n. B tinh gia tri Qs = g" va g&i Qbcho A

e A nhéan duvoc Qb va tinh gia tri k = {Qs)m= g nm

B nhanduwoc Qavatinhgiatrik = (Qa)s2= ¢g"n

k chinh la gia tri bi mat dwoc quy uéc chung.
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8.3.2 MO0 hinh trao déi khoa Elliptic Curve Diffie - Hellman

Mo hinh trao doi khéa Elliptic curve Diffie-Hellman twong tu-md hinh trao déi
khoa Diffie-Hellman. ECDH ciling dua vao nguyén ly ctia bai toan logarit roi rac
nhung ap dung trén duwong elliptic curve. M6 hinh nay dung dé thiét 1ap mot hoac

nhiéu khéa quy wéc chung gilra hai doi tac A va B.

Cac thao tac dé trao d6i khda bang ECDH dwoc thuc hién nhw sau:
e Ava B thdng nhat cac tham s6 sé st dung nhu: dwong elliptic curve E, va
diém PQc, 7)

« A chon mot gia tri m ngau nhién. A tinh gia tri diém QA=m Xp va goi
QachoB

« B chon mot gia tri n ngau nhién. B tinh gia tri diém Qb =n Xp va goi Qs
cho A

e Anhanduoc Qbvatinh giatrlG =mxQB=mxnxP

* B nhan duoc QAvatinh giatrio = «x(gA=nxmxP

GiatrlG =mxn x P chinh la gia tri bi mat dugc quy wdc chung.

Gia sir c6 mot ngudi ¢ tan cong vao duong truyén va lay duoc cac gia tri QA Qii,
E, p, Ccan ldy dugc m hodc n dé tim 0 =m x n x p. Diéu dé chinh 1a Cphai giai
bai toan logarit rdi rac trén dutng cong elliptic. Gidi bai toan nay doi hoi chi phi

tinh toan tvong duong véi st dung thuat toan vét can trén dwdng cong elliptic.
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8.4  KEét luan

Hé thdng ma hda khda cong cong ra doi da giai quyét cac han ché clia ma hda
quy wéc. Ma hda khéa cdng cong sir dung mot cap khda, moét khéa (thong thudng
la khda riéng) ding dé ma hoa va mot khda (khoa riéng) ding dé gidi ma. Ma hda
khoa cong cong gilp tranh bi tan céng khi trao ddi khoa do khda dé giai ma (khda
riéng) khong can phai truyén hodc chia sé véi nguoi khac. Ngoai ra, moi nguoi
chi can s& hiru mot cap khoéa cong cong —khda riéng va nguti gdi thong tin chi
can gilr khoa cong cong clia ngudi nhan do do6 s6 lwgng khoa can phai quan ly
gidm kha nhiéu. Moi ngudi chi can luu trlr bao mat mot khoéa riéng cta chinh

minh.

Tuy nhién, do nhu cdu ma héa va giai ma bang hai khéa khac nhau trong cting
mot cdp khdéa nén dé ddm bdo bdo mat, kich thuwéc khdéa cong cong - khoa riéng
Ién hon rat nhiéu so véi khoa cong cong. Do d6 toc dd ma hda khoda cong cong
cham hon téc d6 ma hoa khoa quy wéc. Téc dd ma hoa bang phan mém cla thuat
todn DES nhanh hon khoang 100 lan so v&i ma héa RSA véi cung mic do bao

mat.

Bang 8.2. So sanh kich thuwéc khoa gitta ma hda quy wéc va ma hoa khéa cong

cdng voi cung mic dd bao mat

Kich thuéc khéa (tinh bang bit)

Khéa quy wéc 56 80 112 128 192 256
RSA/DSA 512 1K 2K 3K 7.5K 15K
ECC 160 224 256 384 512
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So sanh gilra cac phwoiig phap ma hoa khoa céng cong

Ma hoéa khéa cong cong dua trén hai van dé I6n cla toan hoc la bai toan logarit
roi rac va bai toan phan tich thira s6 cta s6 nguyén. Phuwong phap RSA dua trén
bai toan phan tich thira s6 clia sO nguyén t0 va dad dwgc dua ra tlr cudi thap nién
70. Phwong phap ECC dua trén bai toan logarit roi rac trén treong sé cta dwong

elliptic curve (ECDLP) chi méi duoc dua ra to nam 1985.

Mot un diém cta ECC la kha nang bao mét cao véi kich thudc khda nhéd dwa vao
mirc do khé giai quyét clia van dé ECDLP. Bay chinh la mot tinh chat rat hitu ich
doi véi xu hudng ngay nay la tim ra phwong phap tang do bdo mat clia ma hoa
khoa cong cong vai kich thudc khoa duoc rat gon. Kich thwdc khéa nhd hon gilp
thu gon duoc kich thwéc cua chirng nhan giao dich trén mang va giam kich thwéc
tham sO clia hé théng ma héa. Kich thuéc khéa nhé gilp cac hé thdng bdo mat
duva trén ECC gidm thoi gian tao khoa. Thoi gian tao khéa thuong rat 16n & cac hé

thong RSA.

Bang 8.3. So sanh kich thuwéc khéa RSA va ECC
vOi cung mirc d6 an toan

Thoi gian can dé Kich thudc khoa

N . , Ti Ié kich thuwdc khoa
tan cong vao khoa

(don vi: nam) RSA / DSA ECC RSA:ECC
104 512 106 51
108 768 132 6:1
10 1024 160 7:1
1020 2048 210 10:1
107 21000 600 35:1
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3000

2500
'8 2000
"4 1500 .RSA/DSA
o ECC
ié 1000
S 50
a

0

Thoi gian phd vé hé m& (nam MIPS)1

Hinh 8.5: So sanh mirc dd bao mat gitta ECC v&i RSA / DSA

Do c6 kich thwéc khéa nhd va kha nang phat sinh khéa rat nhanh nén ECC rat
dwoc quan tam dé ap dung cho cac ’ng dung trén méi treong gidi han vé théng
luong truyén dir liéu, gidi han vé kha nang tinh toan, kha nang lun tri*. ECC thich
hop voéi cac thiét bi di dong k¥ thuat s6 nhw handheld, PDA, dién thoai di dong va

thé théng minh (smart card).

Céac hé théng ECC d& va dang dugc mot s6 cong ty 16n vé vién thong va bao mat
trén thé gidi quan tdm phat trién. N6i bat trong s dé la Certicom (Canada) két

hop véi Dai hoc Waterloo da nghién ctru va xem ECC nhuv la chién luvgc phat

1Nguon: Certicom Corp. http://www.certicom.com
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trién bado mat chinh cla cong ty. Certicom cung cdp dich vu bao mat dwa trén
ECC. Ngoai ra, mot s6 cong ty khac nhu Siemens (Buc), Matsushita (Nhat),
Thompson (Phap) cling nghién cin phat trién ECC. M¢i day, RSA Security
Laboratory - phong thi nghiém chinh clia RSA - da bat dau nghién ctru va dua

ECC vao san pham ctia minh.

Tuy nhién, ECC van c6 mot s6 han ché nhét dinh. Han ché I&n nhéat hién nay la
viéc chon sl dung cac tham s6 dwong cong va diém quy wéc chung nhu thé nao
dé that sy dat dwgc dd bao mat can thiét. Hau hét cac dwdong cong dugc dua ra
déu that bai khi 4p dung vao thuc tién. Do dé hién nay s6 lwvong duong cong that
su duoc s dung khdng dugc phong pha. NIST dé xudt mot s6 dwong cong
elliptic curve da dugc kiém dinh la an toan dé dwa vao st dung thuc t€ trong tai
liéu FIPS 186-2. Ngoai ra, ddi voi cac tham s6 mang gia tri nhd, mirc dd bdo mat
clia ECC khéng bang RSA (khi e = 3). B6i v6i mot s6 trwdng hop RSA van 1a lva
chon tot do RSA da ching minh duwoc tinh dn dinh trong mot khodng thoi gian
kha dai.

ECC van con non tré va can duoc kiém dinh trong twong lai tuy nhién ECC cung
cap khd nang tng dung rat I6n trong Iinh viec ma héa khoa céng cdng trén cac
thiét bi di dong va smart card. Twong lai ECC sé duoc nghién clu dua vao thuc

tién phdé bién hon.
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Chuong 9
Ham bam mat ma

Noi dung clia chwong 7 da trinh bay vé chir ky dién t&r. Dé cd thé st dung
chit ky dién tlr vao cac ing dung thuc t€, chiing ta can st dung cac ham bam mat
mé. Noi dung cla chuwong 9 sé trinh bay vé ham bam mat mad. Bén canh cac
phuong phap phé bién nhv MD5, SHS, cac phuong phap méi nhv SHA-224,

SHA-256/384/512 ciing dugc gidi thiéu trong chwong nay.

9.1 Gidi thiéu

9.1.1 bDatvandeé

Trén thuc té, cac thong diép st dung chir ky dién td’cé do dai bat ky, tham chi 1én
dén vai Megabyte. Trong khi d6, thuat toan chir ky dién tl dwgc trinh bay trén
day lai &p dung trén cac thong diép c6 do dai cd dinh va thuong twong d6i ngan,

chang han nhu phwrong phap DSS st dung chir ky 320 bit trén thong diép 160 bit.

Dé gidi quyét van dé nay, ching ta c6 thé chia nhd thdng diép can ky thanh cac
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doan nhd c6 db dai thich hop va ky trén tirng manh théng diép nay. Tuy nhién,

gidi phap nay lai c6 nhiéu khuyét diém va khong thich hop 4p dung trong thuc té:

o NEu van ban can dwgc ky qua dai thi sd luong chir ky dwgc tao ra sé rat
nhigu va két qua nhan duoc la mot théng diép cé kich thwéc rat 16n. Chéng
han nhv khi st dung phwong phap DSS thi théng diép sau khi dugc ky sé co

do dai gap ddi van ban nguyén thdy ban dau!

o Hau hét cac phrong phap chir ky dién t&r c6 dd an toan cao déu doi hdi chi
phi tinh toan cao va do do, toc dd x& ly rat cham. Viéc ap dung thuat toan tao

chit ky dién t&r nhiéu lan trén mot van ban sé thuc hién rat lau.

o Tirng doan van ban sau khi duoc ky cé thé dé dang bi thay ddi thi tu-hay b
b6t di ma khdong lam maét di tinh hop Ié cta van ban. Viéc chia nhd van ban

sé khong thé bao dam duoc tinh toan ven cda thdng tin ban dau can duoc ky.

9.1.2 Ham bam mat ma

Ham bam mat ma la ham toan hoc chuyén déi mot thong diép cé do dai bat ky
thanh mot day bit cé dd dai c6 dinh (tuy thudc vao thuat toan bam). Day bit nay
dwoc goi la thong diép rat gon (message digest) hay gia tri bam (hash value), dai

dién cho thdng diép ban dau.

Dé dang nhan thdy rang ham bidm h khong phai 1a moét song anh. Do do, voi
thong diép x bat ky, ton tai thdng diép x’ v x sao cho h(x)= h(x’). Luc nay, ta ndi

rang “co sv dung do xay ra”.
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M6t ham bam h duoc goi la an toan (hay “it bi dung d9”) khi khéng thé xac dinh
dugc (bang cach tinh toan) cip thong diép Xva x’ thda man x x’ va h(x) = h(x’).
Trén thuc té, cac thuat todn bam la ham mot chiéu, do dd, rat kho dé xay dung lai

thong diép ban dau tlr thdng diép rat gon.

Ham bam gilp xac dinh duogc tinh toan ven dit liéu ctia thong tin: moi thay déi,
du la rat nhd, trén thong diép cho trudc, vi du nhw doi gia tri 1 bit, déu lam thay
doi thdng diép rat gon twong &ng. Tinh chéat nay hitu ich trong viéc phat sinh,
kiém tra chir ky dién t&r, cac doan ma ching nhan théng diép, phat sinh s6 ngau

nhién, tao ra khoa cho qua trinh mé héa...

Ham bam la nén tang cho nhiéu (ng dung méa hdéa. Cé nhiéu thuat toan dé thuc
hién ham bam, trong s6 dé, phvong phap SHA-1 va MD5 thuong dwgc st dung
kha phd bién tir thap nién 1990 dén nay.

1 Ham bam MD4 (Message Digest 4) va MD5 (Message Digest 5):

e Ham bam MD4 duwoc Giao sv Ron Rivest dé nghi vao nam 1990. Vao

nam 1992, phién ban cai tién MD5 cUla thuat toan nay ra doi.

e Thoéng diép rut gon cé do dai 128 bit.

e Nam 1995, Hans Dobbertin da chi ra sy dung dd ngay chinh trong ban
than ham nén cua gidi thuat (mac du chwa that sy pha v& dwoc gidi thuat).

e Nam 2004, nhom tac gia Xiaoyun Wang, Dengguo Feng, Xueiia Lai va
Hongbo Yu da cong b6 két qua vé viéc pha vé thuat toan MD4 va MD5
bang phwong phap tdn cong dung do2 [49].

2Trong tai liéu [49], nhom tac gia khbng chi trinh bay két qua tin cong bang dung do ddi
voi phurong phap MD4, MD5 ma con ca thuat toan HAVAL-128 va RIPEMD
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Phuong phdp Secure Hash Standard (SHS):

Phvong phap Secure Hash Standard (SHS) do NIST va NSA xay dung
duoc cdng bo trén Federal Register vao ngay 31 thang 1nam 1992 va sau

dé chinh thic tré thanh phuong phap chuén tu' ngay 13 thang 5 ndm 1993.

Thong diép rat gon c6 dé dai 160 bit.

Ngay 26/08/2002, Vién Tiéu chuan va Cong nghé quéc gia clia Hoa Ky (National

Institute of Standard and Technology - NIST) da dé xudthé thong chuan ham

bam an toan (Secure Hash Standard) gdm 4 thuat todn ham bam SHA-1, SHA-
256, SHA-384, SHA-512. Bén 25/03/2004, NIST da chap nhan thém thuat toan

ham bam SHA-224 vao hé thdng chuan ham bam. Cac thuat toan ham bam do

NIST dé xuat duoc ddc ta trong tai liéu FIPS 180-2 [24].

9.1.3 CAau trdc cta ham bam

Hau hét cac ham bam mat ma déu c6 cdu truc giai thuat nhuv sau:

Cho trwéc mot thong diép M c6 dd dai bat ky. Tuy theo thuat toan dugc st
dung, chiing ta c6 thé can bd sung mot sd bit vao thong diép nay dé nhan
duoc thong diép c6 do dai 1a bdi s6 clia mot hang sé cho trude. Chia nhd
thong diép thanh tirng khdi cé kich thudc bang nhau: Mi, M2, .. .Ms

Goi H la trang thai c6 kich thwdc n bit,/1a “ham nén” thyc hién thao tac trén
khoi di¥ liéu vei trang thai hién hanh

s Khéi gan Ho bang mot vector khéi tao nao dé

v' Hi= voii=12 3, ....8

Hs chinh la thdng diép rat gon cla thdng diép M ban dau
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9.1.4  Tinh an toan ctia ham bam d6i véi hién twong dung do

Ham bam dugc xem la an toan déi véi hién twgng dung do khi rat khé tim duoc

hai thdng diép co cung gia tri bam.

Nhan xét: Trong mot tap hgp ma cac phan t mang moét trong N gia tri cho truéc
vGi xac sudt bang nhau, ching ta can khoang y[N phép thir ngau nhién dé tim ra

mot cap phan tl c6 cung gia tri.

Nhu vay, phuvong phap ham bam dugc xem la an toan ddi voi hién tugng dung do
néu chra c6 phuong phap tdn cong nao co6 thé tim ra cdp théng diép co cling gia
tri ham bam v@&i s6 luvgng tinh todn it hon dang ké so v&i ngudng 2"2 véi n la

kich thwéc (tinh bang bit) cta gia tri bam.

Phuong phap tédn cong dua vao dung do:
* Timra 2 thdng diép c6 ndi dung khac nhau nhwng cung gia tri bam.

o Ky trén mot théng diép, sau dd, nguoi ky sé khéng thira nhan day la chi

ky ctia minh ma néi rang minh da ky trén mot thong diép khac.

e Nhu vay, can phai chon 2 théng diép “dung d6” véi nhau trwéc khi ky.

9.15 Tinh mot chiéu

Ham bam dugc xem la ham mot chiéu khi cho truéc gia tri bam, khéng thé tai tao

lai thong diép ban dau, hay con goi la “tién anh” (“pre-image”). Nhw vay, trong
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truong hop ly twdng, can phai thuc hién ham bam cho khoang 2" thong diép dé

tim ra duoc “tién dnh” twong G4ng voi mot gia tri bam.

Néu tim ra duoc mdt phuong phap tdn cong cho phép xac dinh dwoc “tién anh”
twong ng v&i mot gia tri bam cho trwdc thi thuat toan bam sé khéng con an toan

nira.

Céch tdn cdng nham tao ra mot thong diép khac voi thong diép ban dau nhung cé

cung gia tri bam goi la tAn cong “tién anh th hai” (second pre-image attack).

9.2 Ham bam MD5

9.21 Gitithiéu MD5

Ham bam MD4 (Message Digest 4) duoc Giao su Rivest dé nghi vao nam 1990.
Vao nam sau, phién ban cai tién MD5 cla thuat toan nay ra doi. Cung voi
phuong phap SHS, day la ba phvong phap cé wu diém tdc do x& ly rat nhanh nén
thich hop ap dung trong thwc té ddi véi cac thong diép dai.

Thong diép ban dau X sé dwgc ma rong thanh day bit X cé do dai la boi so cla
512. M6t bit 1 dugc thém vao sau day bit X tiép dén la ddy goém d bit O va cudi
cing la day 64 bit / biéu dién d6 dai cha théng diép X. Day gom d bit 0 dwgc thém
vao sao cho dady X cé dd dai la boi s6 512. Quy trinh nay dugc thé hién trong

Thuat toan 9.1.
Thuat toan 9.1 Thut toan xay dung day bit X tr day bit X

¢/=(447- Ul) mod 512
Goi ddy 64 bit / 12 biu dién nhi phan cla gia tri 1X| mod 264
X=x 11111& 11/
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Pon vi x ly trong MD5 la cac tir 32-bit nén day X sé& dwoc biéu dién thanh day
cactrJg>-]132 bit: X =70 ]I v@iNIa bdi sb cua 16.

Thuat toan 9.2 Ham bam MD5

0x67452301;
Oxefcdab89;
Ox98badcfe;
0x10325476;

for 1 = 0 to N/16 -1
for 1 = 0 to 15

o o0 W r
I

M[J1 = X[16i-j ]
end for
AA = A
BB = B
CC=¢C
DD = D
Roundl
Round2
Round3
Round4
A = A+AA
B = B+BB
C = CctCC
D = D+DD

end for

Pau tién, bon bién A, B, C, D duwgc khoi tao. Nhiing bién nay duoc goi la

chaining variables.
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B6n chu ky bién déi trong MD5 hoan toan khac nhauva lan lvotslr dung céc
ham F, G,H va l. M6i ham co6 tham s6 X, Y, z la cac tir 32 bit va két qua la mot
tlr 32 bit.

F(X,Y,Z2)=(Xa YY)V ((-TA)a Z)

G(X, Y,Z2)=(Xa2Z)v(7 A(-, 2)

H(X,Y,Z)=X®Y®Z

1(X,Y,Z2) =Y®(XVv hZ)) 9.1)
vOi quy uoc:

XayY Phép toan AND trén bit gitaXvayY

XvyY Phép todn OR trén bit gittaX va Y

XO©Y Phép toan XOR trén bit gitta X va Y

-nX Phép toan NOT trén bit cia X

X+ Y Phép cong (modulo 23)

X «<'s  Cac bit cia X duwgc dich chuyén xoay vong sang téi s vi tri (0 <s <32)

Binh nghfa cac ham:

vGi Mj 1a M[i] va hang s6 ti xac dinh theo cong thic:

ti =12821sin(/) 1J, i tinh bang radian.
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Béang 9.1 thé hién chi tiét bon chu ky bién ddi str dung trong MD5.

Bang 9.1. Chu ky bién ddi trong MD5

Chuky 1
FF(a,b,c,d,MO 7 ,0xd76aa478)
FF({d,a,b,c,Ml 12,0xe8c7b756)
FF(c,d,a,b,M2 17,0x242070db)
FF(b,c,d,a,M3 22,0xclbdceee)
FF(a,b,c,d,M4  7,0xF57cOfaf)
FF (d,a,b,c,M5 12,0x4787c62a)
FF (,d,a,b,M6 17,0xa8304613)
FF @, c,d,a,M7 22,0x¥fd469501)
FF @, b, c,d, M8 7 ,0x698098d8)
FF d,a, b, c,M9 12,0x8b44f7af)
FF(c,d,a,b,M10 17,0xFFFf5bbl)
FF @, c, d, a,MIl 22,0x895cd7be)
FF(a,b, c,d,M12 7,0x6b901122)
FF (@, a, b, c,M13 12,0xfd987193)
FF (c,d, a,b,M14 17,0xa67 9438e)
FF (@, c, d, a,M15 22,0x49b40821)
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Chuky 2
GG(a,b,c,d,Ml 5,0xf61e2562)
GG(d,a,b,C,M6 9,0xc040b340)
GG(c,d,a,b,MIl 14,0x265e5a51)
GG (b, c,d,a,M0 20,0xe9b6c7aa)
GG(a,b,c,d,M5 5,0xd62F105d)
GG(d,a,b,C,M10 9,0x02441453)
GG(c,d,a,b,M15 14,0xd8ale681)
GG (b,c,d, a,M4 20,0xeid3fbc8)
GG(a,b,c,d,M9 5,0x21elcdeb)
GG(d,a,b,C,M14 9,0xc33707d6)
GG(c,d,a,b,M3 14,0x¥4d50d87)
GG (b, c,d, a,M8 20,0x455al4ed)
GG (,fc, c,d,M13  5,0xa9e3e905)
6G(d,a,b,C,M2 9,0xfcefa3ffd)
GG (c,d, a,b,M7 14,0x676F02d9)
GG (b, c,d, a,M12 20,0x8d2a4c8a)
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HH(a, b, c, d,M5
HH(d, a, b, C,M8
HH(c, d, a, b, MI1
HH(b, c, d, a, M14
HH(a, b, c, d, Ml
HH({d, a, b, c, M4
HH(c, d, a, b,M7
HH(b, c, d, a,M10
HH(a, b, c, d, M13
HH(, a, b, ¢, MO
HH(c, d, a, b,M3
HH(b, c, d, a,M6
HH(a, b, c, d, M9
HH(, a, b, c,M12
B o,d,a,b,M5
HH @, c, d, a,M2

9.2.2 Nhan xét

4, OxFfFfa3942)
11, Ox8771f6811
16, 0x6d9d6122)
23, Oxfde5380c)

4, Oxadbeead4)
11, Ox4bdecfa9)
16, OxTf6bb4b60)
23, Oxbebfbc70)

4, 0x289biec6)
11, Oxeaal27fa)
16, Oxd4e¥3085)
23, 0x04881d05)

4, 0xd9d4d039)
11, Oxe6db99e5)
16, Ox1fa27cft8)
23, Oxc4ac5665)

Ham bam mat ma

Chuky 4

Il @b, c,d,MO
Il @, a, b, C,M7
Il (c,d, a, b,M14
1l @,c,d,a,M5
Il @@,b, c,d, M12
11 d,a,b, C,M3
1l (c,d, a, b, M10
I ®,c,d,a, Ml
Il @b, c,d,M8
11 (d, a, b, C,M15
11 (c,d, a, b,M6
I @,c,d, a,M13
Il @,b, c,d,M4
Il @, a,b, c,Ml
Il c,d, a,b,M2
1l @, c,d,a,M9

6,0x¥4292244)
10,0x432aff97)
15,0xab9423a7)
21,0xfc93a039)

6,0x655b59c3)
10,0x8f0ccc92)
15,0xffeff47d)
21,0x85845ddl)

6,0x6fa87e4f)
10,0xfe2ce6e0)
15,0xa3014314)
21,0x4e0811al)

6,0xF7537e82)
10, 0xbd3af235)
15, 0x2ad7d2bb)
21 ,0xeb86d391)

Phrong phap MD5 c6 nhitng wu diém cai tién so v&i phuong phap MD4 [45]:

o MD4 chi c6 ba chu ky bién doi trong khi MD5 dugc bd sung thém chu ky

th(r tw giup tang marc dod an toan.

o MOdi thao tac trong tirng chu ky bién d6i cia MD5 st dung cac hang s6 ti

phan biét trong khi MD4 st dung hang s& chung cho moi thao tac trong cling
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chu ky bién d&i (Trong MD4, hang s ti st dung trong moi chu ky lan luot 1a
0, 0x5a827999, Ox6ed9ebal).

0 Ham o & chu ky hai ctia MD4: G(X, Y, 2) = (X AY) V (Xa 2) V (7 A2))

duoc thay thé bang ((XA Z) v ¢ A Z)) nham giam tinh d&i xung.

o MOdi butc bién ddi trong tirng chu ky chiu &nh hudng két qua cla budc bién

d6i tredc d6 nham tang nhanh téc d6 cla hiéu ¢ng lan truyén (avalanche).

o Cac hé s6 dich chuyén xoay vong trong moi chu ky duoc t6i wu hda nham
tang toc dd hiéu &ng lan truyén. Ngoai ra, méi chu ky s dung bdn hé s6 dich

chuyén khéc nhau.

9.3 Phwong phap Secure Hash Standard (SHS)

Phuwong phap Secure Hash Standard (SHS) do NIST va NSA xay dung duoc
cdng b6 trén Federal Register vao ngay 31 thang 1 nam 1992 va sau d6 chinh

thirc tré thanh phuong phap chuén tir ngay 13 thang 5 nam 1993.

Nhin chung, SHS dugc xay duwng trén cung co s¢ v@i phwong phap MD4 va
MDS5. Tuy nhién, phuong phap SHS lai 4p dung trén hé thdng big-endian thay vi
little-endian nhv phuong phap MD4 va MD5. Ngoai ra, thdng diép rat gon két
qud clia ham bam SHS c6 do dai 160 bit (nén phuong phap nay thuvong dwoc sk

dung két hop vai thuat toan DSS).
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Twong tv MD5, thong diép ngudn x sé duoc chuyén thanh mot day bit c6 do dai
la bdi s6 cua 512. Tikng nhdm gom 16 tir-32 bit JE[0], <415] s& duwoc mo
rong thanh 80 tlr-32 bit W[0], W[1 ] , FF[79] theo cbng thirc:

n_ix[ti 0<t <15
- i . . rziiz (9.2)
=u¢ b -3]®x\j-8lox\]-14©0x\j-10ll6 <t<79
Trong phién ban cai tién ctia SHS, céng thirc trén dwoc thay bang:
X[t 0<t<ib
w[t]=]j (9.3)

(x\] - 3]®x\j -8]® x\j - 14]®x\]j - 16])« < 1,16 <t <79

Twong - MD5, phuong phap SHS sir dung b6n chu ky bién d6i, trong dé, moi
chu ky gdm 20 buéc bién doi lién ti€p nhau. Ching ta cé thé xem nhw SHS bao
gom 80 buéc bién ddi lién tiép nhau. Trong doan ma chwong trinh du¢i day, ham

f[t\ va hang s6 K{{\ duoc dinh nghia nhu sau:

(x aF)v((-il)az), 0<i<19
rrMm v r/U r7®2° 20<i<39 (9.4)
* m " \(XaY)v{xaz)v(yaz), 40<i<59
X©70Z, 60<t<79
0x5a827999,0<i<19
Ox6ed9ebal,20 <t <39
(9.5)

0x8flbbcdc,40 <i<59
Oxca62cld6,60 <t<79

0x67452301
Oxefcdab89
Ox98badcfe
0x10325476

o O W r
I
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E = Oxc3d2elf0;
for 1=0 to N/16 -1
for t=0 to 15 do
W] = x[16*t-j]
end for

for t=16 to 79
Wt] = @rt-31 xor wW[t-8] xor W[t-14] xor W[t-16])«<I

a=»A

b =8

c=2C

d=0D

e = E

for 1=0 to 79
TEMP = (a«<5)+f[t] (b,c,d)+e+w[t]+K[t]
e =d
d =cC
c = b «< 30
b = a
a = TEMP

end for

A = A+a

B = B+b

C = C+c

D = D+d

E = E+e

end for
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9.3.1 Nhan xét
Phrong phap SHS rat giéng véi MD4 nhung thong diép rat gon duoc tao ra c6 do

dai 160-bit. Ca 2 phuong phap nay déu la sy ci tién to0 MD4. Dué6i day la mot s6
dac diém so sanh gilta MD5 va SHS:

Tuong tw nhuw MD5, phwong phap SHS cling b6 sung thém chu ky bién doi

o

thi t dé tang mirc dd an toan. Tuy nhién, chu ky thit tw cila SHS st dung lai

ham / cla chu ky thir 2.

o 20 budc bién d6i trong cung chu ky ctia phuong phap SHS st dung hang s6
chung K\t] trong khi moi bwdc bién d6i cia phuong phap MD5 lai dung céc

hang s8 khac nhau.

Trong phuong phap MD5, ham G & chu ky th¢ hai cia MD4:

o

G(X,Y,Z2) =((Xa7)v(laz)v(Ta 2)) duoc thay thé bang

{{Xaz)v(Faz)) nham giam tinh d&i xi*tng. Phrong phap SHS van st dung
ham G nhuv trong MDA4.

o Trong MD5 va SHS, moi bwdc bién ddi chiu anh hudng bdi két qua cla

bwéc bién doi trudc dé dé tang nhanh hiéu &ng lan truyén.

Hién tai van chwa c6 phwong phap tdn cong nao co6 thé ap dung duoc déi voi
phuwong phap SHS. Ngoai ra, do thdng diép rat gon ctia phvong phap SHS cé dd
dai 160 bit nén c6é dd an toan cao hon ddi v&i phrong phap tan cong brute-force

(ke cd phwvong phép birthday attack) so v&i phwong phap MD5.
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9.4 Hé théng chuan ham bam mat ma SHA

9.4.1 Ytwdng cla cac thuat todn ham bdm SHA

Cac thuat toan ham bam SHA gom 2 buwéc: tién x& ly va tinh toan gia tri bam.

¢ Budc tién xtr ly bao gém céac thao tac:
0 M@& rong thong diép
0 Phan tich théng diép dd mo rong thanh cac khdi m bit
0 Khoi tao gia tri bam ban dau
Buwéc tinh toan gia tri bam bao gém cac thao tac:
0 Lam N lan cac cdng viéc sau:
m Tao bang phan bd thdng diép (message schedule) tu' khdi thir i.

m Dung bang phan b thong diép cling véi cac ham, hang s6, cac thao

tac trén tir dé tao ra gia tri bam i.

0 S dung gia tri bam cudi cung dé tao théng diép rut gon.

Théng diép M dugc mé rong trwée khi thue hién bam. Mucdich cla viec mé
rong nay nham dam bao théng diép md& rong co do dai 1a bdi s6 clia 512hoic

1024 bit tuy thubc vao thuat toan.

Sau khi thong diép dd mé rong, thong diép can dwoc phan tich thanh N khéi m-bit

trudc khi thwe hién bam.
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DP6i voi SHA-1 va SHA-256, thong diép 11O rong duoc phan tich thanh N khoi
512-bit Aél\ AéN. Do do6 512 bit cla khoi dir liéu dau vao co thé dugc thé

hién bang 16 tir 32-bit, M (in chira 32 bit dau cla khdi thong diép i, M \I) chira

32 hit ké tiép...

Doi véi SHA-384 va SHA-512, thong diép ma rong dugc phan tich thanh /Vkhoi
1024-bit MM, A/2..., Do d6 1024 bit cta khéi di liéu dau vao co thé duoc

thé hién bang 16 t0 64-bit, M g*chta 64 bit dau cla khéi thong diép i,

M [i] chira 64 bit ké tiép...

Trwge khi thwe hién bam, véi moi thuat toan bam an toan, gia tri badm ban dau
/1 () phdi duoc thiét lap. Kich thuwdc va s6 lwgng to trong // () tuy thudc vao kich
thuéc thdng diép rat gon. Cac gia tri bam ban dau cla céac thuat toan SHA duoc

trinh bay trong phan Phu luc E .

Céc cap thuat todn SHA-224 va SHA-256; SHA-384 va SHA-512 cd céc thao tac
thwc hién giong nhau, chi khac nhau vé s6 lvong bit két qua cla thong diép rat
gon. N6i cach khac, SHA-224 st dung 224 bit dau tién trong két qua théng diép
rat gon sau khi &p dung thuat toan SHA256. Twong tv SHA-384 st dung 384 bit
dau tién trong két qua théng diép rat gon sau khi ap dung thuat toan SHA-512.

9.4.2 Khung thuat toan chung ctia cac ham bam SHA

Trong cac ham bam SHA, ching ta can s dung thao tac quay phai mot ti, ky

hiéu 1a ROTR, va thao tac dich phai mt tir, ky hiéu 1a SHR.
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Hinh 9.1 thé hién khung thuat toan chung cho cac ham bam SHA
Hinh 9.1. Khung thuat toan chung cho cac ham bam SHA

fori- itoN
fort=0to 15
W= MT)
end for

for t—16to scheduleRound

wt= 0AWX-U + Wt-1 + *AWt- 5 + wt_16

end for
a= 110

b =

C= H<r>
d =

e= H 1)
g=»r

h = H 0-n

fort—0Oto 63
Tl=h+Z(€) + Ch(e.f, g) +Kt+ wt

T2=Zo(a) + Maj(a, b, c)
h=g
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b=a
a=TN+T2
end for
Hii} =a+ Hial)
HIO =b+ h 1)
hm=c+ Hi*l)
H ii) =d+
Hf =e+ Hi~3
Hi° =f+

Hid=g+H tl
Hi° =h+ Hi*l)
end for

MOi (riuat toan c6 bang hang s6 phan bd théng diép twong ng. Kich thuwdc bang
hang s6 thong diép (scheduleRound) clia SHA-224 va SHA-256 14 64, kich thuéc
bang hang s6 thong diép ctia SHA-384 va SHA-512 14 80. Chi tiét cla tirng bang

hang s6 duoc trinh bay trong Phu luc E .

Trong phwong phap SHA-224 va SHA-256, chiing ta can st dung cac ham sau:
Ch(jt,y, z) = (x Ay) © (XAZ)
Maj(x,y,2) - (XxAYy)© (xAz)O(y Az)
AN (X)=ROTR2(x) ©ROTRB(x) © ROTR2(x) (9.6)
£ (X)=ROTR6(X)© ROTRI(X) © ROTRA(X)
cr0(jc)= ROTR7(jc)© ROTRB(x) © SHR3(jc)
cr, (X) = ROTRT(X) © ROTRI(X)0 SHRD(X)

Trong phrong phap SHA-384 va SHA-512, chiing ta can s* dung cac ham sau:
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Ctl(x,J,2) = (x A j)© (—Xaz)
Maj(x,y,z) =0c Ay) @(x Az)®(y Az)

£ (x) = ROTR3B(x) © ROTR3(jc © RO TRA(jt) 9.7)
£ 0c)= ROTRM(Xx) © ROTRB(jd © ROTRA(jt)

0Q(x) = ROTR(jc) © ROTR8(X) © SHR7(X)

3, (jc) = ROTR1Ax)©ROTREL(jc)®SHRE(X)

94.3 Nhan xét

Chuan SHS dic ta 5 thuat toan bam an toan SHA-1, SHA-2243 SHA-256, SHA-
384 va SHA-512. Bang 9.2 thé hién cac tinh chat co ban cla bén thuat todn bam

an toan.

Su khac biét chinh cuta cac thuat toan la sé lvgng bit bdo mat cta dir liéu duoc
bam - diéu nay c6 anh hudng truc ti€p dén chiéu dai clia thong diép rat gon. Khi
mot thuat toan bam duoc st dung két hop vai thuat toan khac doi hdi phai cho két
qud sd lvgng bit twong ¢ng. Vi du, néu mot thong diép dwoc ky voi thuat toan
chir ky dién tlr cung cap 128 bit thi thuat toan chir ky dé cé thé doi héi st dung
mot thuat todn bam an toan cung cdp 128 bit nhw SHA-256.

Ngoai ra, cac thuat toan khac nhau vé kich thuéc khoi va kich thuéce tr duoc sk

dung.

3Day la thuat toan ham bam vira dwgc NIST cdng nhan thanh chudn ham bam an toan vao
02/2004
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Bang 9.2. Cac tinh chat cla cac thuat toan bam an toan

Kich thuwoc (bit)

R , . " Po6 an toan
Thuattoan o oo diep  Khoi Ty TONGAI®D o vi bit)
rat gon

SHA-1 <2m 512 32 160 80
SHA-224 <2m 512 32 224 112
SHA-256 <2m 512 32 256 128
SHA-384 <213 1024 64 384 192
SHA-512 <2 1X 1024 64 512 256

9.5 Kién tridc ham bam Davies-Mayer va (rng dung cua thuat toan
Rijndael va cac phién ban mé rong vao ham bam

9.5.1 Kién tric ham bam Davies-Mayer

Ham bam Davies-Mayer [36] la m6t kién tric ham bam dva trén viéc ma hoéa
theo khdi trong do do dai cla thong diép rat gon (tinh theo bit) bang voi kich

thudc khoi thong diép (’ng véi thuat toan ma hoa dwoc st dung.

Goi n, k lan luot la kich thwéc khoi va kich thwdc khoa cla thuat toan dwoc st
dung. Trong ham bam Davies-Mayer khong can st dung khéa. Khéa ban dau
duoc thiét 1ap mac dinh, cé gia tri 1a 2k-1 v&i k 1a kich thwdc khoa (tinh bang bit)

cla thuat toan. Ham ma hoéa E st dung khoa K dwoc ky hiéu la EK

4"P0d an toan" la viéc str dung phuong phéap tan cdng vao thong diép rat gon kich thudc n,
doi hoi xr ly xap xi 2n2
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Thong diép ban dau duoc chia thanh m khdi cé kich thuwéc n bit. Davies-Mayer

hash chinh la thuc hién lan lvot m lan thao tac sau:

H,=EAH,)9Xa (99)

Hmchinh la théng diép rat gon ctia thong diép ban dau.

95.2 Ham AES-Hash

Cac thuat toan ma héa duoc st dung chu yéu véi chirc nang chinh la € méa hoéa
va gidi ma di liéu, tuy nhién céc thuat toan nay con cé mot khd nang rng dung
khac it dwgc dé cap dén do la duoc st dung nhy mot ham bam. Bram Cohen dé
xudt viéc str dung thuat toan thudc chuan AES dé lam ham bam (AES-Hash) vao

thang 05 nam 2001.

Theo Bram Cohen[6], AES-Hash ddm bao céc tinh chat ciia mot ham bam: nhan
vao thong diép ban dau la mot chudi bit co do dai bat ky va trd vé mot chudi bit
c6 do dai c6 dinh la 256 bit. Moi su thay ddi du nhé nhat cla thong diép ban dau
sé lam gia tri bam thay d6i. Viéc tim kiém hai thdng diép ban dau cé cung gia tri
bam 256 bit doi hoi phai thuwc hién 2 1B phép toan, va can 226 phép toan dé tim

“tién &nh” cla gia tri bam 256 bit.

AES-Hash dwoc mo ta dua trén kién tric ham bam Davies-Mayer, st dung thuat

toan Rijndael véi kich thudc khdi va khéa déu la 256 bit.
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Qua trinh thuc hién AES-Hash gobm cac buéc:
* M0 rbng thdng diép.
Thong diép duoc mé rong dé cé kich thudc bang mot bodi s6 chan nho
nhat (I6n hon kich thwéc thong diép) cla kich thwéc khoi. Viéc nay
duoc thuc hién bang cach thém vao céc bit zero vao cudi thong diép sao
cho kich thuéc dat dwgc la mot bdi s6 18 nhé nhat (I6n hon kich thwéc
thong diép) cua 128 bit. Sau dé thém 128 bit chira gia tri chiéu dai ban

dau cua thong diép.

OVi du: Thong diép ban dau (40 bit):

1110 1011 001001100011 01100111 1011 1001 1001
Thong diép maé rong sé cé do dai: 40 bit ban dau + (128 - 40) bit 0 mé réng +
128 bit thé hién gia tri 1010002

Thoéng diép ma réng:

mo 1011 G010 a1 Ao A1 1311 100 10 am. . dvoe... adao

A0bit 88bit 128bit
«  Chia thdng diép m& rong thanh n khdi X\, ... x,, mdi khdi kich thudc 256
bit.

«  Ap dung Davies-Mayer Hash bang thuat toan Rijndael n lan cho n khéi.

(9.9)

(9.10)
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9.5.3 Ham bam Davies-Mayer va AES-Hash

Ham bam Davies-Mayer dugc chirng minh rang dé tim thong diép ban dau thir 2
c6 cung két qua gia tri bam (dd dai n bit) véi thdng diép ban dau cho trwéc (“tién
anh th(¥ hai”) can phai thuc hién 2" thao tac, dé tim cap théng diép cé cling gia tri
bam can thic hién 2"R2 thao tac [36]. Do dd, dé dat dwgc mirc d6 bao mat cé thé
chap nhan duwogc thi kich thwéc khéi doi hdi phai 16n. Vao thoi diém hién tai, kich
thwéc khdi phai 16n hon 80 bit dé tranh tdn cong “tién anh tht hai” va Ién hon
160 bit dé tranh tdn cong dung d6. Diéu nay c6 nghia khong thé str dung céc thuat
todn ma hda c6 kich thuéc khoi 64 bit (vi du nhu DES [25], IDEA...) dé thuc hién
Davies-Mayer Hash. Mot diéu lvu y khac 1a ham bam Davies-Mayer duoc xem la

khdéng an toan khi st dung céac thuat toan DES-X (vi du nhv 3DES).

AES-Hash ap dung Davies-Mayer Hash, st dung thuat todn Rijndael 256 bit nén
dam bao dwgc do an toan doi voi tan cong “tién anh th hai” va tan céng “dung
do”. Ngoai ra, AES-Hash con thwc hién thao tac b6 sung cudi dé tang chi phi khi
tan cdng ham bam. Do dé, mic dd an toan bdo mat cia ham bam AES-Hash sé

dwoc tang dang ke.

Hién tai, thuat toan AES-Hash chua duoc NIST b0 sung vao danh sach cac chuan
ham bam an toan vi AES-Hash si* dung thuat toan Rijndael véi kich thutc khoi
256 bit, trong khi NIST chi m¢i quy dinh kich thwéc khdi trong chuan AES la
128 bit. Tuy nhién, NIST da duva AES-Hash vao danh sach dé nghi chuan ham

bam an toana

5Computer Security Objects Register (CSOR): http://csrc.nist.gov/csor/

244



Ham bam mat ma

9.6 Xay dwng cac ham bam s dung cac thuat toan mé& réng dua
trén thuat toan Rijndael

Mot trong nhitng tng dung clia ham bam 14 bién d6i chudi mat khau co do dai bét
ky clia nguoi dung thanh mang cac byte cé kich thwéc cd dinh dé st dung lam
khéa cla cac thuat todn ma héa déi xing. Boi véi cac thuat toan mé rong duwa
trén thuat toan Rijndael, bao gom thuat toan mé& rong 256/384/512-bit va thuat
toan mé rong 512/768/1024-bit, ching ta can st dung méa khoéa c6 kich thuéc la
256, 384, 512, 768 hoac 1024 bit. Néu si* dung cac ham bam thdng thuong (nhw
nhém cac ham bam SHA hoac AES-HASH) thi chua dap Gng duoc tat cd cac
truong hop kich thwéc ma khda cua cac thuat todn mé rong nay. Viéc ghép ndi
hay bién doi gia tri bam cla cac ham bam thong thudng dé kéo dai chudi bit nhan
duoc ra d0 dd dai doi hoi cla khoa khdng phai la gidi phap t6i vu. Do do, gidi
phap dugc dé nghi la st dung chinh cac thuat todn mé rong dé xay dung cac ham
bam c6 khong gian gia tri bam rong hon, déng thoi cé kha nang phuc vu cho viéc

tao khoa cho chinh céc thuat toan nay tlr chu6i mat khau ctia nguoi dung.
Qué trinh thyc hién nhdm ham bam nay hoan toan twong tuv nhuw AES-Hash, chi

thay doi do dai cha khdi va thao tdc méa héa thong tin duoc st dung trong thuéat

toan.
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Chuong 10
Chirng nhan khdéa cong cong

N&i dung cta chwong 10 trinh bay cac van dé vé chirng nhan khoéa cong cong,
bao gdm cac loai gidy chirng nhan khéa céng cong, cac thanh phan cta mot co sé ha
tang khéa cong cong (PKI), cac quy trinh quan ly gidy chdng nhan va cac mo hinh
chitng nhan khoéa céng cong. Phan cudi chrong nay trinh bay rng dung két hop gilta
hé théng ma hoéa quy wéc va hé théng ma héa khoa cdng cong céd st dung chirng

nhan khéa cong cong dé xay dung hé thong thu dién ti an toan.

10.1 Gi@i thiéu

Khéng giéng nhi cac ma khoa bi mat, ma khéa cong cong van cé thé dam bao duoc
an toan thdng tin ngay ca khi dwgc cdng bd rong rai. Diéu nay gilp cho van dé trao
d6i ma khoa tré nén dé dang hon. Tuy nhién, van con tdn tai mot s6 van dé lién quan
dén viéc trao d6i ma khoa cong cong, dac biét la van dé lam thé nao xac dinh duoc ai

that sw 1a chd cia mot ma khoa.

Mot hé thong st dung khéa cong cong chi that su an toan khi xac dinh duoc chinh

xac nguoi chu s hiru cia ma khoa. Duwéi day la mot truong hgp khéng an toan trong
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viéc st dung khoa céng cong ma khong thé xac dinh chinh xac dwgc nguti chi cla

mé khoa.

O Vi du: Gia st C c6 thé nhan duoc tat ca thoéng tin trao d6i gitta A va B.
Khi B gtti ma khéa cdng cdng xxxx ctia minh cho A, ¢ sé nhan ldy thong
diép nay va gti cho A ma khéa cobng cong yyyy ctia minh. Nhuv vay, A sé
cho rang yyyy chinh la khéa cong cong cta B va dung ma khoa nay dé ma
héa thv glti cho B. Luc nay, ¢ lai gidi ma bic thw cia A va ma héa mot
théng diép khac bang khoa cong cong xxxx cla B roi giti cho B. Nhu vay,

B sé€ nhan dugc mot thdng diép tir ¢ thay vi trr A.

Hinh 10.1. Van dé chl s& hitu khda cong cong
Trén thuc t€, van dé nay dugc gidi quyét theo hai cach:

0 Chang nhan khoéa céng cong: Khoa cong cong duoc phan phdi gom ba

thanh phan chinh: ho tén hodc dinh danh cla ngui s& hitu that sw clia khoa,
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khoa céng céng va chir ky dién t0’ giup xac nhan duwoc tinh hop 1é cla hai
thanh phan nay (Hinh 10.2).

0 Heé théng phan phdi khoéa tin cay: sir dung hé thong trao doi thong tin dang
tin cay dé chuyén ma khoa cong cong dén ngwdi nhan. Qua trinh trao doi
nay dé dang hon so v&i qua trinh trao d6i ma khda bi mat vi & day khong
dat ra van dé bao mat ma chi can ddm bao duoc ndi dung chinh xac clia ma
khoa can trao doi. Giai phap nay thwong ap dung ddi voi khda cong cong sé
dwgc cung dé kiém tra chir ky dién t& trén chirng nhan cla cac khéa cong

cong khac.

Cac chirng nhan khéa cong cong duoc ky bdi mot to chirc trung gian cé uy tin duoc
goi la CA (Certification Authority). Khéa cong cong clia CA sé dwgc cung cap cho
nguoi st dung thong qua hé thdng phan phdi khoéa tin cay dé ho co thé kiém tra duoc

cac chirng nhan khéa cong cdng khac do t6 chirc nay ky.

Chtng nhan khoa céng khai
Public Key Certificate

8

Ho tén Khoa cong khai Chit ky dién tw

Hinh 10.2. Cac thanh phan cta mo6t ching nhan khéa céng cong
Hinh 10.3 minh hoa hé théng st dung chi*ng nhan khéa céng cong. Gia s A can c6
khéa céng cdng clia B. Khi do, A sé nhan xac nhan khéa céng céng clia B to CA

Server va st dung khéa céng cong clia CA dé kiém tra xem day cé that su la khoa
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cong cdng cla B hay khong. A sé& dé dang phat hién dwgc xac nhan khéa cong cong

gia ctia B do C tao ra nho vao khda cong cong ctia CA.

M4 héa khda cong cong co thé gap phai van dé trong viéc phan phéi khéa nhwng véan
dé nay khéng nghiém trong nhu trong viéc phan phoi khoa clia mé héa doi xing. Su
chirng thuc cla khéa cong cong co thé dwgc thuc hién bédi mot to chirc trung gian thi
ba dang tin cay. Sv bdo ddm vé tinh xac thuc clia ngudi sé' hiru khéa cdng cdng dugc
goi la sw chirng nhan khéa cong cong. Nguoi hay to chirc chitng nhan khoéa cong

cong duoc goi laté chirc chirng nhan (CA - Certification Authority).

B
\ xiiufig iifiaii N
Tén va khéa khéa céng khai |-B—
cong khai ctia B cla B do CA ky y
I CA Server
CA
Ching nhan

khoa céng khai
cla B do CA ky

Chitng nhéan gia
khoéa cdng khai
cta B do C ky

Hé théng phan phdéi dang tin cy

Hinh 10.3. M6 hinh Certification Authority don gian
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10.2 Céc loai giay chirng nhan khoéa céng coéng

Pe khoa cong cong clia minh dwoc chirng nhan, bén do6i tac phai tao ra mot cap khéa
bat déi xing va gri cap khda nay cho td6 chirc CA. Bén doi tac phai glri kem cac
thong tin vé ban than nhu tén hoac dia chi. Khi td chirc CA da ki€ém tra tinh xac thuc
cac thong tin ctia bén dbi tac, né sé phat hanh mot gidy ching nhan khéa cong cong
cho bén déi tac. Gidy chirng nhan 1a mot tap tin nhi phan co thé dé dang chuyén ddi

gua mang may tinh.

T6 chirc CA ap dung chi¥ ky dién ttr clia né cho gidy chirng nhan khéa céng cong ma
n6 phat hanh. Mot t6 chirc CA chitng nhan khoa cong cong bang cach ky nhan no.

Néu phia d6i tac bén kia tin twdng vao t6 chirc CA thi ho cd thé tin vao chir ky cla

Sau day la mot s6 loai gidy ching nhan khoéa cong cong.

10.2.1 Chrng nhan X.509

Chirng nhan X.509 Ia chung nhan khéa céng cong phd bién nhat. Hiép hoi vién
thong qudc té (International Telecommunications Union - 1TU) d& chi dinh chuan
X.509 vao nam 1988 [2] Pay la dinh dang phién ban 1 cta chuan X.509. Vao nam
1993, phién ban 2 ctia chuan X.509 dwgc phat hanh véi 2 trvdng tén nhan dang duy
nhat dwoc bé sung. Phién ban 3 ctia chudn X.509 dwoc b6 sung thém trudng mé rong

da phat hanh vao nam 1997.

Mot ching nhan khoa cong cong két budc mot khda cong cong vaéi su nhan dién cla
mot ngudi (hodac mot thiét bi). Khda cong cong va tén thic thé s¢ hitu khoa nay la

hai muc quan trong trong mot chirng nhan. Hau hét cac trwong khac trong ching
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Chtrng nhan khoéa céng cong

treong trong chirng nhan X.509 phién ban 3 [2]:

0]

Version: Chi dinh phién ban cta ching nhan
X.500.

Serial Number, s6 loat phat hanh duoc gan bdi
CA. M6i CA nén gan modt ma sb loat duy nhét cho

moi gidy chirng nhan ma né phat hanh.

Signature Algorithm: Thuat toan chitr ky chi rd

thuat toan ma hdéa duoc CA sl dung dé ky gidy

version
Serial Number
Signature Algorithm
ssuer Name
validity Period
Subject Name
-*ubiic Key
ssuer Unique >

Subject Unique ID

extensions

ching nhan. Trong chirng nh&n X.509 thuong la

sw két hop gitta thuat toan bdm (chang han nhu
Signature

MD5) va thuat toan khoa céng cong (chang han

nhu RSA).

, Hinh 10.4. Phién ban
Issuer Name: Tén t0 chi'c CA phat hanh gidy , . ,
3 cua chuan chung

chtrng nhén, day la moét tén phan biét theo chuan nhah X.509

X.500 (X.500 Distinguised Name - X.500 DN).
Hai CA khong duwoc str dung cung mot tén phat
hanh.

Validity Period: Truwong nay bao gom hai gia tri chi dinh khodng thoi gian ma
gidy ching nhan c6 hiéu lyc. Hai phan cla trvong nay la not-before va not-after.
Not-before chi dinh thdi gian ma chiéng nhan nay bét dau c6 hiéu lwc, Not-after
chi dinh thoi gian ma chirng nhan hét hiéu luc. Cac gia tri thoi gian nay dwoc do

theo chuén thoi gian Qudc té, chinh xac dén tong giay.
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0 Subject Name: la mot X.500 DN, xac dinh doi tvgng s& hiru gidy chiing nhan ma
cling la s& hitu cla khda cong cong. Mot CA khdng thé phat hanh 2 gidy chirng

nhan c6 cung mét Subject Name.

0 Public key: Xac dinh thuat todn cla khéa céng cdng (nhv RSA) va chira khoa

cbng cdng duoc dinh dang tuy vao ki€u cua no.

0 Issuer Unique ID va Subject Unique ID: Hai trvong nay duoc gidi thiéu trong
X.509 phién ban 2, duvoc ding dé xac dinh hai t6 chirc CA hoac hai chl thé khi
ching c6 cung DN. RFC 2459 dé nghi khdng nén s dung hai trieong nay.

0o Extensions: Chira cac thong tin b0 sung cén thiét ma nguoi thao tic CA mudn

dat vao chirng nhan. Trwong nay dwoc gidi thiéu trong X.509 phién ban 3.

o Signature: Day la chr ky dién tlr dwoc to chirc CA ap dung. TO chiic CA st
dung khoa bi mat cé kiéu quy dinh trong truong thuat toan chir ky. Chir ky bao
gom tét ca cac phan khac trong gidy ching nhan. Do do, to chiic CA chirng nhan
cho tat ca cac thong tin khac trong gidy chirng nhan chir khéng chi cho tén chu

thé va khoa cong cong.

10.2.2 Chrng nhan chat lvgng

Pidc diém chinh cla céac gidy chirng nhan chét lvong la chiing quan tam quan téi doi
tvong ma ching dwoc phat hanh dén. Thuc thé cubi s hiru gidy chirng nhan X.509
hodc RFC 2459 c6 thé la mot nguoi hodc mot may. Tuy nhién, céc gidy chirng nhan

chat lvgng chi cé thé dwgc phat hanh cho con nguoi.

Giady chirtng nhan chat lvgng RFC 3039 cung cép cac yéu cau chi tiét dua trén noi

dung cla nhiéu trwvdng trong chirng nhan X.509. Cac truong tén nha xuat ban, tén
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cht thé, phan mé rong déu duoc cung cap cac yéu cau ndi dung cu thé. Tén nha xuét
ban cla gidy chirng nhan chat lwvong phai xac dinh duoc t6 chirc chiu trach nhiém
phat hanh gidy chirng nhan dé. Tén chd thé cla gidy chitng nhan chét lwong phai xac

dinh m&t con ngu i that.

10.2.3 Chwirng nhan PGP

DBon gian hon chirng nhan X.509, gidy chirng nhan PGP khdng ho tro phan mé rong.

Gidy chirng nhan X.509 duoc ky bdi to chirc CA. Trong khi dé, gidy chiing nhan
PGP c6 thé duoc ky bdi nhiéu ca nhan. Do d6 m6 hinh tin cay cla gidy chitng nhan
PGP doi hdi ban phai tin twdng vao nhitng nguti ky gidy ching nhan PGP ma ban

mudn dung chi khéng chi tin twdng vao té chirc CA phat hanh chirng nhan X.509.

10.2.4 Ch&ng nhan thudc tinh

Cac gidy chung nhan thudc tinh (Attribute Certificates - AC [2]) la c&c gidy chirng
nhan dién tir khéng chira khda céng cong. Thay vi thao tac chirng nhan khoéa céng

cbng, ACs chi thao tac chirng nhan mot tap hop céc thudc tinh.

Céc thudc tinh trong mot AC dwoc dung dé chuyén cac thong tin gidy phép lién quan

dén nguoi gitr gidy chirng nhan.

Cac ching nhan thudc tinh phan quyén cho nguoi gil* ching.
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Hé thong phat hanh, st dung va hdy ACs la
(PMI).
Trong PMI, t6 chic ching nhan thudc tinh
Attribute Authority (AA) phat hanh ACs. M6t
AA c6 thé khong giong nhu mot CA.

Privilege Management Infrastructure

Pong co chinh cho viéc s dung ACs la dé cap
phép. Vi mot nguoi dung cé thé chi gitt mot vai
tro nao do trong td chirc trong mot thoi gian ngan,
nén khac ve6i gidy chirng nhan khéa cong cong,
AC chi co gia tri trong mot vai ngay hodc ngan

hon.

10.3 Sw chirng nhan va kiém tra chi ky

Hinh

version
iolder
ssuer
Signature Algorithm
Serial Number
validity Period
Attributes
ssuer unique IL>

extensions

Signature

10.5. Phién ban 2 cla

cau tric ching nhan thudc tinh

Qua trinh chirng nhan chi* ky dién ra theo hai budc. Dau tién, cac trwong cla ching

nhan dwgc ky va nén bdi thuat toan tron cho truéc. Sau dd, két qua xuat clia ham

tron, duoc goi la hash digest, dwgc ma hoa véi khoa bi mat cua to chirc CA da phat

hanh chirng nhan nay.
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Subject Name

Public Key
(other fields)
Hash
Algorithm
Fran's X.509 Certificate
Encryption Subject Name
Public Key
CA'S
(other fields)
Signature

Hinh 10.6. Qua trinh ky chdng nhan

Chirng nhan cua CA phai duoc ky bdi khéa bi mat. Khéa bi méat nay phai thudc
quyén s& hitru ciia CA, va thdng qua viéc ky chirtng nhan cla ddi tac A, to chirc CA

nay chirng nhan su hién hitu clia d6i tac A.

Pe c6 mot chirng nhan, mot té chirc CA chi can tao ra va ky giav chitng nhan cho
chinh n6, chr khong can ap dung cho mot CA khac dé chdng nhan. Biéu nay duoc
hiéu nhu su tv chirng nhan (self-certification), va mot gidy ching nhu thé dwoc goi la

gidy chirng nhan tv ky (self-signed certificate)
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-ran's X.509 Certificat© :A'S X.509 Certificate
Subject Name Subject Nam©
Jubl!C Key Jut>lic Key
[Other tieio's) ;other fields)
Signature Signature

auDlic Key
Signature

Subject Name

-'ubiic Key

J ti Hasn Digest
ecrypti -
:other fields) yptigt - .. J
=7
iash
ﬁgontnm
"m"9 ~sh Digest

Hinh 10.7. Qua trinh kiém tra chling nhan

T0 chirc CA st dung khoa bi mat ctia né dé ky gidy chirng nhan cutia doi tac A va
dung cung khéa bi mat dé dé ky gidy chirng nhan cho chinh n6. Mot doi tac B c6 thé
kiém tra ca chit ky trén gidy ching nhan cla déi taic A va chir ky trén gidy chirng
nhan cua t6 chirc CA thong qua viéc dung khéa cong cong trong gidy chirng nhan
clia CA. Ca hai gidy chirng nhan cla d6i tac A va td chirc CA tao nén mot chuodi
chirng nhan. Qua trinh kiém tra ching nhan thvong yéu cau sv kiém tra clia chudi
ching nhan. Su kiém tra két thic khi mot gidy ching nhan tu-ky dwoc kiém tra &

cudi chudi [2].
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10.4 Céc thanh phan cia mot c& s& ha tang khéa céng cong

‘Jertiticate Hequest
Revocation Kequest

RAIA IMMUL M«Jl AB JUMA muw

Registration Authority

:nd bntity A

e ‘Jertificate Request
"edificate Revocation Hequest

Certificete CftL

depository Certification Authority

Hinh 10.8. M6 hinh PKI co ban

10.4.1 To chirc chirng nhan - Certificate Authority (CA)

TO chirc CA la mot thuc thd quan trong duy nhat trong X.509 PKI. (Public key

Infrastructure).
T0 chirc CA c6 nhiém vu phat hanh, quan ly va hily bé céc gidy chirng nhan.

Pe thyc hién nhiém vu phat hanh gidy chitng nhan ctia minh, CA nhan yéu céu
chirng nhan to6 khach hang. N6 chirng nhan su ton tai clia khach hang va kiém tra noi
dung yéu cau chirng nhan clia khach hang. Sau dd, to chirc CA tao ra ndi dung chirng

nhan m@&i cho khach hang va ky nhan cho chirng nhan dé.

Neu CA c6 st dung noi lvu trir chirng nhan thi n6 sé lwvu gidy chirng nhan méi duoc
tao ra nay & do. To chirc CA cling phan phdi chiing nhan téi khach hang thong qua

email hodc dia chi URL, noi ma khéach hang cé thé 1ay chirng nhan.
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Khi mot gidy chirng nhan can bi hdy bd, td chirc CA s tao va quan ly thong tin hly
bd cho ching nhan. Khi hlly bd mot gidy chirng nhan, CA cé thé xdéa chirng nhan
khoi noi lwu trir hodc danh ddu xdéa. T8 chic CA ludn thdng bao cho khéach hang rang
chirng nhan ctia ho da bi hay, dong thoi cling sé thém sd loat ctia chiing nhan bi hay

vao danh sach cac chirng nhan da bi hty - Certificate Revocation List (CRL) [2].

10.4.2 To chtrc dang ky chirng nhan - Registration Authority (RA)

Mot RA 1a mot thuc thé tly chon duoc thiét ké dé chia sé bot cong viéc trén CA. Mot
RA khong thé thic hién bat ky mot dich vu nao ma t6 chirc CA clia né khong thuc
hién duoc [2].

Céc nhiém vu chinh clia RA ¢ thé duoc chia thanh cac loai: cac dich vu chirng nhan
va cac dich vu kiém tra. M0t RA sé chirng nhan céac yéu cau khac nhau cla cac dich
vu duoc truc ti€p glri dén to chirc CA clia né. M6t RA c6 thé dwoc xac lap dé xi ly
cac yéu cau chirng nhan, cac yéu cau hly bé chirng nhan thay cho mot CA. Sau khi
xac minh mot yéu cau, tic la xac dinh yéu cau doé dén to thuc thé thich hgp, mot RA

sé kiém tra tinh hop Ié ctia ndi dung yéu cau.

Mot RA hoat dong nhu la mot xt ly ngoai vi cia CA. Mot RA chi nén phuc vu cho

mot CA. Trong khi d6, mot CA c6 thé duoc ho tro bdi nhigu RA.

Mot CA cd thé con chiu trach nhiém trong s tvong tac véi noi lwu trir chirng nhéan
va co thé ky CLRs cling nhu ky céc gidy chitng nhan. Thong qua viéc chia sé bot
nhiéu nhiém vu cho cac RA, vé thuc chat mot CA cé thé lam tang thoi gian tra 1oi

clia nd cho cac yéu cau cla thuc thé cudi.
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10.4.3 Kho lvu trir chirng nhan - Certificate Repository (CR)

Mot kho chirng nhan la mot co s& dir liéu chira cac chirng nhan dwgc phat hanh boi
mot CA. Kho c¢6 thé dwoc tat ca cac nguoi dung cta PKI ding nhw ngudn trang tam
cac chiing nhan, va do do la ngudn cac khéa cong cong. Mot kho ciing cé thé duoc

dung nhu vi tri trung tdm cla céac danh sach CRL [2].

10.5 Chu trinh quan ly gidy chirng nhan

10.5.1 Khoitao

Truwéc khi yéu cau mot chirng nhan, doi tac phai tim hiéu vé PKI ma minh mudn
tham gia. DAi tac phai co dia chi cua to chirc CA, clia RA va kho lvu trit néu chiing
ton tai. DOi tac cling can phai c6 gidy chirng nhan cuta to chirc CA, va co thé ca
ching nhéan cta RA. Cudi cung, dbi tdc can phai c6 cach tao ra cdp khoa bat doi
xtrng va lwa chon céac thuéc tinh cho tén phan biét (Distinguised name- DN [2]) cla

minh.

10.5.2  Yéu cau veé gidy chirng nhan

Dai tac cé thé yéu cau mot chirng nhan tir CA thong qua nhiéu ki thuat. Trong trwdng
hop phat sinh lai, d6i tdc khong can yéu cau, to chirc CA sé tao ra mot gidy chirng
nhan thay cho doéi tac. KT thuat nay yéu cau td chirc CA cling phai phat sinh cdp khoa

bat d6i x(rng dé c6 dwgc khoa cong cong dwgc kem theo trong chirng nhan.

Hau hét cac CA st dung mot trong hai phwong thikc tiéu chuan clia yéu cau chirng

nhan : PKCS #10 va CRMF.
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Yéu cau chirng nhan theo chuan PKCS #10 [2]:

o Version: phién ban clta dinh dang Version
yéu cau chirng nhan. Subject Name
-'ublic key

0 Subject Name: la mo6t X.500 DN,
Attributes
xac dinh thuc thé cudi yéu cau gidy
ching nhan, ngudi s& hitu khoa Signature Algorithm

c()ng CC)ng. Signature

0 Public Key: chi ra thuat toan cla
khoa cong cong, chta khéa cong Hinh 10.9. Mau yéu cau chlng nhan
cdng cd dinh dang tuy thubc vao theo chudn PKCS#i0

loai clia no.

0 Attributes: bao gdbm céc théng tin bo sung dung dé xac dinh thuc thé cudi.

o Signature Aigorilhm: chi ra thuat toAn ma héa duoc duiig bdi thuc thé cudi dé ky
yéu cau chirng nhan.

o Signature: chit ky dién t&r dwoc ap dung bdi thwe thé cudi yéu cau chirng nhan.
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Yéu cau chirng nhan theo chuéan ctia CRMF [2]:

0 Request ID: sd dwoc st dung bdi doi tac Uertitication Request IL>
va t6 chirc CA dé lién két yéu cau voi certificate Template
tra 10i chira chirng nhan duoc yéu cau. Version

Serial Number

o Certificate Template :trong yéu cau Signature Algorithm
PKCS #10, d6i tac chico thé chi dinh ssuer Name
tén va thong tin khdacdng cdng bao Validity Period

gom trong gidy ching nhan. Trong Subject Name

CRMF, d6i tac c6 thé bao gom bét ct -‘ublic Key

ssuer Unique IL>

trwdng nao cda chung nhan X.509 nhw
Subject Unique IL>

la mdt mau ching nhan trong yéu cau _
extensions

cda ho.

Registration Controls

o Controls : cung cdp cach thirc ma doi

tAc glri c4c chi tiét giam sat lién quan toi Jroot of Possession
. Registration Information
yéu cau cla ho t6i t6 chirc CA. Truong
nay c6 thé dwoc dung twong tu- nhu
. . Hinh 10.10. Binh dang théng diép
treong thudc tinh trong PKCS #10.
yéu cau chirng nhan theo RFC 2511

o ProofofPossesion : CRMF ho tro bén phuong thire dé déi tac chirng minh  rang
ho s& hitu khéa bi mat twong G4ng v6i khda cong cong trong yéu cau. Moi

phuong thirc dwoc st dung tuy thudc vao muc dich st dung khéa.

0 Registration Information : la truong tay chon chira cac di liéu lién quan dén yéu

cau chirng nhan dugc dinh dang truéc hodc duoc thay thé.

261



Chuong 10

10.5.3 Tao lai chirng nhéan

Ddi tac cé thé muobn tao méi lai chirng nhan cla minh vi nhiéu ly do: gidy ching
nhan hét han, thém théng tin m&i vao chirng nhan, xac nhan lai khéa céng cong hién
¢, hodc xac nhan khoa méi. Khi td chirc CA dap rng yéu cau tao maéi lai nay, nd sé
phat hanh cho d6i tac mot gidy chirng nhan méi va co6 thé xuat ban gidy chirng nhan

ma&i nay vao kho luwu tri.

Yéu cau tao lai thi don gian hon rat nhiéu so véi yéu cau chiing nhan nguyén thay.
Khi CA nhan yéu cau chirng nhan, né phai xac minh sy tén tai cla ddi tdc. Nhung
khi doi tac glri yéu cau tao lai, ho co6 thé bao gdm gidy chirng nhan hién c6 va chir ky
st dung khoa bi mat twong Ung voi chirng nhan dé. Diéu d6 co thé xem nhu sy
chiing nhan t6n tai cta ddi tac. Do do, viéc tao lai chiing nhan thi dé cho CA déap ¢ng

hon.

10.5.4 Huay bd chirng nhéan

Tat ca cac ching nhan déu c6 thoi han sir dung clia né va ching cudi cung sé bi hét
han. Tuy nhién, can phai hiy bd mot chirng nhan trwéc khi n6é bi hét han. Ly do
chung nhat dé hily mot chirng nhan la do sv nhan dién dwoc xac nhan bdi CA da thay
doi.

Certificate Revocation List (CRL) la cach dau tién va thong dung nhat dé pho bién
théng tin hay bd. CRL chira thong tin thoi gian nham xac dinh thoi diém t6 chirc CA
phat hanh nd. CA ky CRL véi cung khéa bi mat dwoc ding dé ky cac chirng nhan.
Cac CRL thuong dwoc chira trong cting kho voi cac chiing nhan nham dé dang cho

viéc rit trich.
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Céac CA phéat hanh cac CRL theo dinh ki, thuong l1a hang gio hoac hang ngay.

0]

o

o

Version

Version : phién ban dinh dang CRL

Signature Algorithm
Signature Algorithm : xac dinh thuat toan ma ssuer Name
héa dugc dung dé ky CRL. Ihis Update
Next Update
Issuer Name : mot X.500 DN, xac dinh tén -ievoked Certificates
t0 chirc ky CRL. Serial Number
-(evocation Date
This-Update : thoi diém CRL duoc tao ra. URL Entry Extensions
Next-Update : thoi diém CA tao ra CRL ké VRL Extensions
Signature

tiép.

Revoked Certificates : danh sach cac ching Hinh 10.11. Phién ban 2 cla
nhan bi hdy bd. Méi chirng nhan bi hly co dinh dang danh sach

mot muc CRL, chira cac théng tin sau: chirng nhan bi hay

e Serial Number : mé sd chirng nhan
» Révocation Date : ngay hay bo

«  CRL Entry Extension : cac thong tin bd sung

CRL Extensions : c4c thong tin bd sung hd tro cho viéc ding va quan ly céc
CRL.

Signature : chir ky cla to chirc phat hanh CRL.
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10.5.5 Luwu trir va khéiphuc khoa

Lwu trir khda la mot dich vu dwoc cung cdp bai nhiéu td chiic CA.

Thong qua viéc lwu trir khdéa ma hoa bi mat, khach hang cé thé tranh dwoc treong
hop khong gidi ma duoc di¥ liéu khi bi mat khéa. Be lun trir khéa, khach hang phai
glri khoa bi mat t¢i noi lwu trir. Béi vi cac yéu cau lwu trir hay khoi phuc khéa déu

phai dugc xac minh nén cac nguoi dung khong thé thao tac truc tiép dén noi lun triy

ma phai thdng qua RA hoac CA.

10.6  Cac mo hinh CA

10.6.1 M6 hinh tap trung

Hinh 10.12. M6 hinh CA tép trung
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Tat ca moi chirng nhan khoa cong cong déu dwoc ky tap trung bdi to chirc CA va cd
thé dugc xac nhan bang khoa cong cong ctia CA. Khoa céng cong nay dwoc phan
phoi tryc ti€p dén nguoi s dung dwdi dang dinh kém trong mot chuong trinh kiém

tra chiing nhan khoa cong cong do to chic nay cung cap.

Pay la hutng ti€p can truyén thong, dwoc st dung trong cac phién ban dau cla

Netscape Navigator.

Khuyét diém chinh clia md hinh nay la hién twgng “nit c6 chai” tai trung tam [2].

10.6.2 M6 hinh phan cép

T0 chirc CA duwogc phan ra thanh nhiéu cép, t0 chirc CA & cdp cao hon sé ky vao
chirng nhan khda céng cong cla cac to chirc CA con tric tiép clia minh. M6t chirng

nhan khéa cong cong ctia nguoi st dung sé duoc ky bdi mot td chirc CA cuc bo.

Khi mot nguoi st dung muon kiém tra mét chirng nhan khéa céng cong, ho can kiém
tra chitng nhan khoéa cong cong clia té chirc CA cuc bd da ky trén chlng nhan nay.
Pé lam dwoc diéu nay, can phai kiém tra chirng nhan khoéa cong céng cla to chirc
CA cdp cao hon da ky trén chirng nhan khéa cong cong clia té6 chirc CA cuc bo, ...
Viéc kiém tra c lan truyén Ién céac cap cao hon cua to chirc CA cho dén khi co thé
kiém tra dwoc bang chiing nhan khoa cong cong cua t6 chiec CA bang khda cong

cng duoc cung cap truc tiép cho ngudi st dung.

Hé thong PEM (Privacy Enhanced Mail) va hé thong DMS (Defense Message
System) clia B6 Qudc phong Hoa Ky st dung md hinh nay.
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Hinh 10.13. M6 hinh CAphan cép

10.6.3 MO0 hinh “Web of Trust”

Bat clv ai c6 dwgc chirng nhan khoa cong cong c6 thé ky vao chling nhan khéa cong
cOng cla nguoi khac. Bay la huong ti€p can trong hé thong Pertty Good Privacy
(PGP) cla CA.

MO0i thanh vién tham gia vao hé théng nay c6 thé dong vai tro clia CA dé ky vao
ching nhan khda cong cong clia mot thanh vién khac. De cé thé tin mdt chirng nhan

khoa cong cong la hop &, ta can phai cé dugc khda cong cong clia ngudi da ky trén
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chiing nhan nay va can phai dam bao rang ngudi nay chi ky trén nhitng chitng nhan
hop Ié.

D Vi du: Trong hinh sau, A ky vao chirng nhan khéa cong cong cla B, D,
F: D ky vao ching nhan khoa cong cong clia A, C, E; B va C ky vao chiing

nhan khoa cong cong cula nhau.

D& dam bao an toan cho hé théng, mdi thanh vién tham gia vao mé hinh nay co trach
nhiém doi vai chir ky ctia minh trén chirng nhan khéa céng cdng cla cac thanh vién

khac. DE thuc hién diéu nay, thong thurong:

0 Tiép xuc tryc ti€p: Cac thanh vién c6 thé gap nhau truc tiép dé trao doi khda
cong cong ctia minh va khi dé ho cé thé ky vao chirng nhan khéa cong cong clia

nhau.
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o Ky thuat “D&u van tay” (Fingerprinting): “D&u van tay” 1a chudi gdm 128-bits

két qué khi str dung ham bam MD5 d6i véi mé khoéa cong cong.

e “Dau van tay” clia mot nguoi A sé dwgc cong b6 rong rai theo nhiéu
cach khac nhau, chdng han nhv trén card visit hay (*én trang web cta
A..

e Néu nguoi B chua tin vao cac chit ky trén chirng nhan khoéa cong cong
clia A thi B co thé str dung ham bam MD5 dé kiém tra lai ma khéa nay
c6 phu hop v6i “dau van tay” clia A da duoc cong bd hay khong.

* Nho vao mic dd an toan ctia phwong phap MD5, nén viéc tim mot ma
khoa cong cong khac co cung gia tri dau van tay véi mot ma khoa cho

trvdc la khong kha thi.

10.7 &ng dung “Hé thong bao vé thw dién tkr”

10.7.1 Patvande

Thu tin dién t0' dang ngay cang dugc st dung rong réi trong cac linh virc doi song xa
hoi. Hé thdng thu dién t&r cho phép thuc hién cac giao dich thwong mai mot cach
nhanh chéng, hiéu qua, gilp cac co quan, don vi cé thé lién lac dé dang v&i nhau, hd

tro viéc trién khai cac dé an dong thoi tai nhiéu dia diém...

Do tam quan trong chién lvgc clia ndi dung chira dwng bén trong thw dién tG-nén yéu
cau dat ra la phai bao vé dwoc tinh bi mat va an toan clia cac birc thong diép dién t&r
nay. Quy trinh ma hda va giai ma thuv dién ti' dwdi day la mot trong cac gidi phap kha

thi nham giai quyét bai toan bao vé thu tin dién td ([20], [15]).
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10.7.2  Quy trinh ma héa thw dién t

S
May tinh ctia A Khoa cong cong
M3 khoa cua B
Chirng nhé&n khoda
M4 hoa cdng cong cua B
bat d6i xrng
Phat sinh o
ngAu nhién DIt ligu can Khoabimat
. da ma hoa Thong diép
ma hoda A x s
dad mé hoda
Khoa bi mat gtri dén B
Ma& khoa
f
Ma héa
doéi xrn
vV g
o Noi dung théng diép
mé& hoa

dd ma hoa

Hinh 10.15. Quy trinh ma hoa thw dién ti

Hinh 10.15 thé hién quy trinh ma hoa thu dién t. Gia sz A muén glri mot thong diép
dién t& bi mat cho B va gid sir A da c6 duoc khda cong cong clia B (cé thé do B trao

doi truc ti€p cho A hay thdng qua chirtng nhan khéa cong cong clia B).

o Giai doan 1- M4 hoa thong diép bang mot phuong phap ma hoa déi xdng
an toan: May tinh cla A s& phat sinh ngau nhién khoa bi mat K dugc st
dung dé ma hda toan bd thdng diép can giti dén cho B bang phwong phap

méa hoéa d6i xing an toan duogc chon.
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o Giai doan 2 - M4 hoa khoa bi mat K bang mot phwrong phap ma hoa bt doi
xtrng str dung khoa cong cong cua B.

o NOi dung thong diép sau khi ma hoa & giai doan 1 cung YOI khoa bi mat K
duwoc md hoa & giai doan 2 s& dwoc gii cho B dwgi dang mot bic thw dién

te.

10.7.3  Quy trinh giai ma thw dién ti

Khéa bi mat M4 khoa
dad mé& hoa Khoa riéng
v cua B
Giai ma
D lidu bat dbi xng
Thong diép M4 khéa
dd ma hoa Khoa bi mat
glri dén B
Giai ma
D licu doi xtng

Noi dung théng diép
da ma hoéa

Hinh 10.16. Quy trinh gidi ma thu dién t
Hinh 10.16 thé hién quy trinh gidi ma thu dién t.
0 Giai doan 1- Giai ma khéa bi mat K: B si* dung khéa riéng clia minh dé

gidi ma khoa bi mat K bang phwong phap ma hoa bat déi xitng ma A da

diing dé ma hda khda K.
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0o Giai doan 2 - Giai ma thong diép cla A: B st dung khéa bi mat K dé giai
mé toan bod thong diép clia A bang phurong phap ma hda déi xirng ma A da

dung.

10.7.4 Nhan xét- banh gia

Str dung k¥ thuat trén day, ngwdi giti thw ¢ thé yén tam rang bire thu ciia minh chi
co thé duoc giai ma bdi nguwoi nhan hop 1€, bdi vi chi c6 nguoi nay méi cé dwoc ma
khoa riéng dé giai ma duoc khoa bi mat K va tir dé giai ma dwoc ndi dung cla thong

diép.
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