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1. An toan théng tin trén mang

1.1 Tai sao cin c6 Internet Firewall

Hién nay, khdi niém mang toan cau - Internet khong con
méi mé. N6 da tré nén phd bién téi mic khong can phai chi
giai gi thém trong nhiing tap chi k¥ thuat, con trén nhiing
tap chi khdc thi tran ngdp nhiing bai viét dai, ngin vé
Internet. Khi nhitng tap chi thong thuong chi trong vao
Internet thi gio day, nhitng tap chi ky thuat lai tdp trung vao
khia canh khéc: an toan thong tin. P6 cling la mét qué trinh
tién trién hop logic: khi nhitng vui thich ban dau vé mot
siéu xa 10 thong tin, ban nhit dinh nhan thiy rang khong chi
cho phép ban truy nhap vao nhiéu noi trén thé gidi, Internet
con cho phép nhiéu ngudi khéng moi ma ty ¥ ghé tham mdy

tinh ctia ban.

Thuc vay, Internet c6 nhiing k¥ thuét tuyét voi cho phép
moi ngudi truy nhép, khai thic, chia sé thong tin. Nhiing né
cling 12 nguy co chinh dan dén thong tin cta ban bi hu hong

hoéc pha huy hoan toan.

Theo sb liu cia CERT(Computer Emegency Response
Team - “Ddi cip ciru mdy tinh™), sd lwong cic vu tin cong
trén Internet duoc thong bdo cho t6 chirc nay Ia it hon 200
vao nam 1989, khoang 400 vao nam 1991, 1400 vao nam
1993, va 2241 vao nim 1994. Nhiing vy tin céng nay nham
vao tat ca cdc mdy tinh c6 mat trén Internet, cdc mdy tinh
clia tat ca cdc cong ty 16n nhu AT&T, IBM, céc truong dai
hoc, cic co quan nha nudc, cic td chirc quan su, nha bang...
Mot s& vu tAn cong c6 quy md khong 16 (c6 t6i 100.000
mdy tinh bi tin cong). Hon nita, nhitng con s6 nay chi la

phan néi cuia tang bang. Mot phan rat 16n cic vu tan cong



khong dugc thong bdo, vi nhidu 1y do, trong d6 cé thé ké
dén ndi lo bi mat uy tin, hodc don gian nhitng ngudi quan
tri hé théng khong hé hay biét nhitng cudc tdn céng nham

vao hé thong cua ho.

Khong chi s6 lugng cdc cudc tan cong ting 1én nhanh
chéng, ma cic phuong phép tdn cong ciing lién tuc duoc
hoan thién. Piéu d6 mot phan do cdc nhan vién quan trji hé
thong duoc két ndi véi Internet ngay cang dé cao canh
gidc. Ciing theo CERT, nhiing cudc tin cong thoi ky 1988-
1989 chil yéu dodn tén ngudi str dung-mat khau (UserID-
password) hodc st dung mot s6 13i cua céc chuong trinh va
h¢ diéu hanh (security hole) lam vo hiéu hé¢ théng bao vé,
tuy nhién cdc cudc tin cong vao thoi gian gan diy bao
gdm cé cic thao tic nhu gia mao dia chi IP, theo doi thong
tin truyén qua mang, chiém céc phién lam viéc tir xa (telnet

hodc rlogin).



1.2 Ban muon bao vé cai gi?

Nhiém vu co ban cia Firewall 1a bdo vé. Néu ban muon xay
dung firewall, viéc dau tién ban can xem xét chinh la ban

can bao v¢ cdi gi.
1.2.1 Dir liéu cua ban

Nhiing thong tin luu trit trén hé thong mdy tinh can duoc

bdo v¢ do cic yéu cau sau:

= Bao mat: Nhiing thong tin c6 gid tri vé kinh té, quan su,

chinh sich vv... can dugc git kin.

= Tinh toan ven: Thong tin khéng bi mét mat hodc stra

doi, danh trio.

= Tinh kip thoi: Yéu cdu truy nhap thong tin vao ding

thoi diém can thiét.

Trong céc yéu cau nay, thong thuong yéu cau vé bao mat
dugc coi 1a yéu cau sé 1 dbi véi thong tin luu trit trén mang.
Tuy nhién, ngay ca khi nhitng thong tin nay khong dugc giir
bi mat, thi nhitng yéu cau vé tinh toan ven ciing rit quan
trong. Khong mot cd nhan, mot t6 chiic nao lang phi tai
nguyén vat chat va thoi gian dé luu trit nhitng thong tin ma

khong biét vé tinh diing din ctia nhitng thong tin d6.
1.2.2 Tai nguyén cia ban

Trén thuc té, trong cic cudc tn cong trén Internet, ké tn
cong, sau khi dd 1am chu dugc hé thong bén trong, c6 thé st
dung cic mdy nay dé phuc vu cho myc dich ciia minh nhu
chay cic chuong trinh do mat khau ngudi sir dung, sir dung
cic lién két mang san c6 dé tiép tuc tan cong cic hé thong

khac vv...



1.2.3 Danh tiéng ciia ban

Nhu trén did néu, mot phan 16n céc cudc tin cong khong
duogc thong bdo rong rai, va mot trong nhiing nguyén nhan
1a ndi lo bi mat uy tin cua co quan, dic biét 1a cic cong ty
16n va cidc co quan quan trong trong bd mdy nha nudc.
Trong trudng hop ngudi quan tri hé théng chi duoc biét
dén sau khi chinh hé théng ctia minh duoc ding 1am ban
dap dé tan cong cic hé thong khdc, thi ton that vé uy tin 1a

rat 1on va c6 theé dé lai hau qua lau dai.



1.3 Ban muon bédo v¢ chong lai cai gi?

Con nhitng gi ban can phai lo lang. Ban s& phai duong dau
v6i nhitng kiéu tan cong nao trén Internet va nhitng ké nao

s& thuc hién chiing?
1.3.1 Cac kiéu tin cong

C6 rat nhiéu ki€u tan cdng vao h¢ thong, va cé nhi€u cich
de phan loai nhitng ki€u tan cong nay. ¢ day, ching ta chia

thanh 3 kiéu chinh nhu sau:

1.3.1.1 Tén cong truc tiép

Nhitng cudc tin cong tryc tiép thong thuong duoc s dung
trong giai doan dau dé chiém dugc quyén truy nhdp bén
trong. Mot phuong phdp tan cong c6 dién 1a do cip tén
ngudi sir dung-mat khau. Day 1a phuong phap don gian, dé
thuc hién va khong doi hoi mot diéu kién dic biét nao dé
bat dau. Ké tan cong c6 thé sir dung nhiing théng tin nhu
tén ngudi ding, ngay sinh, dia chi, sé nha vv.. & dodn mat
khau. Trong trudng hop c¢6 duoc danh sich ngudi sir dung
va nhitng thong tin vé méi truong lam viée, c6 mot truong
trinh ty dong hod vé viéc do tim mat khau nay. mot truong
trinh c6 thé dé dang lay duoc tir Internet dé giai cic mat
khau d4 ma hod cua cdc hé thong unix c6 tén 1a crack, c6
kha ning thir cdc to hop céc tir trong mot tir dién 16n, theo
nhitng quy tic do nguoi dung tu dinh nghia. Trong mdt s6
truong hop, kha nang thanh cdng cia phuong phip nay c6
thé 1én t6i 30%.

Phuong phdp sir dung cdc 16i ciia chuong trinh tng dung va
ban than hé diéu hanh da dugc sir dung tir nhitng vu tin

cong dau tién va van dugc tiép tuc dé chiém quyen truy



nhap. Trong mot s6 truong hop phuong phdp nay cho phép
ké tdn cong c6 duoc quyén cta ngudi quan tri hé thong

(root hay administrator).

Hai vi du thuong xuyén dugc dwa ra dé minh hoa cho
phuong phédp nay la vi du véi chuong trinh sendmail va

chuong trinh rlogin ctia hé diéu hanh UNIX.

Sendmail 12 mot chwong trinh phirc tap, v6i mi ngudn bao
g6m hang ngan dong 1énh cta ngdn ngit C. Sendmail dugc
chay véi quyén uu tién cua ngudi quan tri hé thong, do
chuong trinh phdi c6 quyén ghi vao hop thu cua nhiing
nguoi sit dung mdy. Va Sendmail tryc tiép nhan cédc yéu
cau vé thu tin trén mang bén ngoai. Pay chinh la nhing
yéu t& 1am cho sendmail tré thanh mot ngudn cung cip

nhitng 16 hong vé bao mat dé truy nhap hé thong.

Rlogin cho phép ngudi st dung tor mot mdy trén mang truy
nhép tr xa vao mot méy khac str dung tai nguyén cia may
nay. Trong qud trinh nhan tén va mat khau cta ngudi st
dung, rlogin khong kiém tra d6 dai ciia dong nhap, do d6
ké tan cong cé thé dua vao mot xau da duoc tinh todn trude
dé ghi d& 1én ma chuong trinh cia rlogin, qua d6 chiém

dugc quyén truy nhap.

1.3.1.2 Nghe trom

Viéc nghe trom thong tin trén mang c6 thé dua lai nhiing
thong tin c6 ich nhu tén-mét khiu cia ngudi sir dung, cic
thong tin mat chuyén qua mang. Viéc nghe trom thuong
duogc tién hanh ngay sau khi ké tin cong da chiém duoc
quyén truy nhap hé théng, thong qua cic chwong trinh cho
phép dua vi giao tiép mang (Network Interface Card-NIC)

vao ché dd nhén toan bd cic thong tin luu truyén trén mang.



Nhimng thong tin nay ciing c6 thé dé dang ldy dugc trén

Internet.

1.3.1.3 Gid mgo dia chi

Viéc gia mao dia chi IP ¢6 thé duoc thuc hién thong qua
viéc st dung kha ning dan duong truc tiép (source-
routing). V6i céch tin cong nay, ké tin cong giri cdc géi tin
IP t6i mang bén trong véi mét dia chi IP gia mao (thong
thuong 14 dia chi ciia mdt mang hodc mdt may duoc coi 1a
an toan d6i véi mang bén trong), dong thoi chi 16 duong

dan ma céc géi tin IP phai gui di.

1.3.1.4 Vo hi¢u hod cdc chirc ning ciia hé théng (denial

of service)

Day 1a kéu tan cong nham t& liét hé thong, khong cho né
thuc hién chirc ning ma né thiét ké. Kiéu tan cong nay
khong thé ngin chin duoc, do nhitng phuong tién dugc t6
chirc tan cong ciing chinh 1a cic phuong tién dé lam viéc va
truy nhép thong tin trén mang. Vi du st dung Iénh ping voi
téc d6 cao nhit c6 thé, budc mot hé théng tiéu hao toan bod
tdc do tinh todn va kha nang cua mang dé tra 101 céc 1énh
nay, khong con cdc tai nguyén dé thuc hién nhiing cong

viéc ¢d ich khac.
1.3.1.5 Loi ciia nguwoi quan tri hé thong

Pay khong phai 1a mot kiéu tdn cong cua nhiing ké dot
nhép, tuy nhién 13i ciia ngudi quan tri hé théng thuong tao
ra nhitng 16 hong cho phép ké tin cong sir dung dé truy

nhép vao mang ndi bd.
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1.3.1.6 Tén cong vao yéu té con nguwoi

Ké tin cong co thé lién lac v6i mot nguoi quan tri hé théng,
gia 1am mot nguoi sir dung dé yéu ciu thay d6i mat khau,
thay d6i quyén truy nhap ctia minh dbi véi hé théng, hodc
tham chi thay d6i mot s6 ciu hinh cua hé thng dé thuc hién
cic phuong phdp tin cong khdc. Voi kiéu tin cong nay
khong mot thiét bi nao c6 thé ngan chin mot cich hitu hiéu,
va chi ¢c6 mdt cach gido duc nguoi st dung mang ndi bd vé
nhitng yéu ciu bao mat dé dé cao canh gidc véi nhitng hién
tuong dang nghi. N6i chung yéu td con ngudi 1a mot diém
yéu trong bat ky mot hé thong bao vé ndo, va chi c6 su gido
duc cong véi tinh than hop tdc tir phia nguoi sir dung c6 thé

nang cao dugc do an toan cua hé théng bao vé.
1.3.2 Phan loai ké tin cong

C6 rat nhiéu ké tin cong trén mang toan cau — Internet va
chiing ta ciing khong thé phan loai chiing mot cich chinh
xéc, bt cir mot ban phan loai kiéu nay ciling chi nén duoc
xem nhu la mdt su gidi thi€u hon la mdt cich nhin rap

khuon.

1.3.2.1 Nguwoi qua duwong

Nguwoi qua dwong 1a nhitng ké budn chan véi nhitng cong
viéc thuong ngiy, ho mudn tim nhing trd giai tri méi. Ho
dot nhap vao may tinh ctia ban vi ho nghi ban c¢6 thé ¢6
nhitng dit liéu hay, hodc béi vi ho cam thay thich thi khi st
dung may tinh cua nguodi khdc, hodc chi don gidn la ho
khong tim duoc mot viéc gi hay hon dé lam. Ho c6 thé 1a
nguoi to mo nhung khong chu dinh 1am hai ban. Tuy nhién,
ho thuong gy hu hong hé thdng khi dot nhap hay khi xod

bé dau vét cua ho.
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1.3.2.2 Ké phd hoai

Ké phd hogi chu dinh phd hoai hé thdng cuia ban, ho c¢6 thé
khong thich ban, ho ciing c¢6 thé khong biét ban nhung ho

tim thay niém vui khi di phd hoai.

Thong thuong, trén Internet ké phd hoai khd hiém. Moi
ngudi khong thich ho. Nhidu nguoi con thich tim va chin
dtng nhiing ké pha hoai. Tuy it nhung ké pha hoai thuong
gy hong tram trong cho hé thdng cta ban nhu xo4 toan bo

dir liéu, phd hong céc thiét bi trén mdy tinh cta ban...

1.3.2.3 Ké ghi diém

Rét nhiéu ké qua dudng bi cudn hit vao viéc dot nhap, pha
hoai. Ho mudn duge khéng dinh minh théng qua sb lugng
va cdc kiéu hé thdng ma ho da dot nhap qua. Dot nhap duoc
vao nhitng noi ndi tiéng, nhitng noi phong bi chit chg,
nhitng noi thiét ké tinh xao c6 gia tri nhiéu diém d6i véi ho.
Tuy nhién ho ciing s& tan cong tat ca nhiing noi ho c6 thé,
v6i muc dich s6 Iugng cling nhu muc dich chét Iugng.
Nhirng ngudi nay khong quan tim dén nhimng thong tin ban
¢6 hay nhitng dic tinh khdc vé tai nguyén cua ban. Tuy
nhién dé dat duoc muc dich 1a dot nhép, vo tinh hay hitu y

ho s& 1am hu hong hé thng cua ban.

1.3.2.4 Gidn diép

Hién nay c6 rat nhiéu thong tin quan trong dugc luu trir trén
mdy tinh nhu céc thong tin vé quan sy, kinh té... Gian diép
mdy tinh 12 mot van dé phirc tap va khé phat hién. Thyc té,
phan 16n cdc t6 chtc khong thé phong thii kiéu tan cong nay

mot cdch hi€u qua va ban cé thé chac rang duong lién két

12



v6i Internet khong phai 13 con dudng dé nhat dé gian diép

thu Iugm thong tin.
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1.4 Vay Internet Firewall 1a gi?

1.4.1 Pinh nghia

Thuét ngit Firewall ¢6 ngudn gdc tir mot ky thuét thiét ké
trong xdy dung dé ngin chin, han ché hoa hoan. Trong
cong ngh¢ mang thdng tin, Firewall 1a mot ky thuat dugc
tich hop vao hé théng mang dé chéng sy truy cap trai phép
nham bao vé cdc nguén thong tin ndi bd cling nhu han ché
su xam nhép vao hé théng ctia mot s6 thong tin khéac khong
mong mudn. Ciing ¢6 thé hiéu rang Firewall 12 mot co ché
dé bao vé mang tin tudng (trusted network) khoéi cdc mang

khong tin tudng (untrusted network).

Internet Firewall 12 mot thiét bi (phén cfxng+ph5n mém)
gilta mang ctia mot to chirc, mot cong ty, hay mot quic gia
(Intranet) va Internet. N6 thuc hién vai trd bao mat cac

thong tin Intranet tir thé gidi Internet bén ngoai.

1.4.2 Chirc niang

Internet Firewall (ttr nay vé sau goi tat 1a firewall) 12 mot
thanh phan dit gitta Intranet va Internet dé kiém sodt tat ca
cdc viéc luu thong va truy cdp gitta ching véi nhau bao

\
A

gom:

e Firewall quyét dinh nhimg dich vy nao tir bén trong
duoc phép truy cdp tu bén ngoai, nhitng nguoi nao t
bén ngoai duoc phép truy cip dén cdc dich vu bén
trong, va ca nhitng dich vu nao bén ngoai dugc phép

truy cap bdi nhitng ngudi bén trong.
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e D¢ firewall 1am viéc hiéu qua, tat ca trao doi thong tin
tir trong ra ngodi va nguoc lai déu phai thuc hién théng

qua Firewall.

e Chi c6 nhiing trao doi nao dugc phép boi ché d6 an ninh
cua hé théng mang ndi bd maoi duoc quyén luu thong

qua Firewall.

So dd chuc niang hé thong cua firewall dugc md ta nhu

trong hinh 2.1

Hinh 2.1 So d6 chirc nang hé thong cua firewall

1.4.3 Céu tric

Firewall bao gom:

e Mot hodc nhi€u hé thong mdy chu két néi véi cac bd

dinh tuyén (router) hodc c6 chtic nang router.

e Cic phan mém quan 1y an ninh chay trén hé théng may
chi. Thong thuong 1a cic hé quan tri xac thuc
(Authentication), cép quyén (Authorization) va ké toan

(Accounting).

Ching ta s& dé cap k¥ hon céc hoat dong cta nhing hé nay

O phan sau.
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1.4.4 Cic thanh phan cia Firewall va co ché hoat dong

Mot Firewall chuin bao gdm mét hay nhiéu cdc thanh phan

sau day:
e BOJ loc packet ( packet-filtering router )

e (Cong ung dung (application-level gateway hay proxy

server )

. Céng mach (circuite level gateway)
1.4.4.1 B¢ loc goi tin (Packet filtering router)

1.4.4.1.1 Nguyén ly:

Khi néi dén viéc luu thong dit liéu giita cic mang véi nhau
thong qua Firewall thi diéu d6 c6 nghia rang Firewall hoat
dong chat ché€ vai giao thuc lién mang TCP/IP. Vi giao thuc
nay lam viéc theo thuat todn chia nho céc dir liéu nhan dugc
tor cdc ing dung trén mang, hay néi chinh xidc hon la cic
dich vu chay trén cic giao thuc (Telnet, SMTP, DNS,
SMNP, NFS...) thanh cic géi dir liéu (data packets) roi gan
cho céc packet nay nhiing dia chi dé c6 thé nhan dang, tdi
1ap lai ¢ dich can gti dén, do d6 cic loai Firewall ciing lién
quan rat nhiéu dén cic packet va nhiing con s dia chi cia

ching.

B0 loc packet cho phép hay tir chdi mdi packet ma né nhan
duogc. N6 kiém tra toan bo doan dit liéu dé quyét dinh xem
doan dir liéu d6 c6 thod man mdt trong s6 céc luat 18 cua loc
packet hay khong. Cac luat 1€ loc packet nay la dua trén cac
thong tin & dau mdi packer (packet header), dung dé cho

phép truyén cdc packet d6 & trén mang. D6 1a:

e Dia chi IP noi xuét phét ( IP Source address)

16



e Dia chi IP noi nhan (IP Destination address)

e Nhiing thu tyc truyén tin (TCP, UDP, ICMP, IP tunnel)
e Cong TCP/UDP noi xuat phat (TCP/UDP source port)
] Céng TCP/UDP noi nhan (TCP/UDP destination port)
¢ Dang thong bdo ICMP ( ICMP message type)

e giao dién packet dén ( incomming interface of packet)
e giao dién packet di ( outcomming interface of packet)

Néu luat 18 loc packet dugc thod man thi packet dugc
chuyén qua firewall. Néu khong packet s& bi bo di. Nho vay
ma Firewall ¢6 thé ngan can duoc cdc két ndi vao cdc may
chi hoac mang nao dé dugc xac dinh, hoac khod viéc truy
cap vao hé théng mang ndi bg tur nhitng dia chi khong cho
phép. Hon nita, viéc kiém soat cdc cong 1am cho Firewall c6
kha nang chi cho phép mot s loai két nbi nhat dinh vao
cic loai may chu nao dé, hodc chi cé nhitng dich vu nao dé
(Telnet, SMTP, FTP...) dugc phép méi chay dugc trén hé

théng mang cuc bo.

1.4.4.1.2 Uu diém

» Pa s cic hé théng firewall déu sir dung bo loc packet.
Mot trong nhitng vu diém cia phuong phép diing bé loc
packet 1a chi phi thip vi co ché loc packet da dugc bao

gdm trong moi phan mém router.

= Ngoai ra, bg loc packet 1a trong suot doi véi nguoi st
dung va cdc ung dung, vi vay né khong yéu cau sy huan

Iuyén dic biét nao ca.

1.4.4.1.3 Han ché:
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Viéc dinh nghia céc ché d6 loc packer 1a mot viéc kha phuc
tap, né doi hoi ngudi quan tri mang can c¢6 hiéu biét chi tiét
vé cdc dich vu Internet, cic dang packet header, va céc gia
tri cu thé ma ho ¢4 thé nhéan trén mdi trudng. Khi doi hoi vé
su loc cang 16n, cic luat 1€ vé loc cang tr¢ nén dai va phuc

tap, rat khé dé quan ly va diéu khién.

Do lam viéc dua trén header cua cic packet, rd rang la by
loc packet khong kiém sodt dugc ndi dung thong tin cia
packet. Céc packet chuyén qua van c6 thé mang theo nhiing
hanh dong véi ¥ dd an cdp thong tin hay pha hoai cua ké

14
A

xau.
1.4.4.2 Céng vrmg dung (application-level gateway)

1.4.4.2.1 Nguyénly

Day 1a mot loai Firewall duoc thiét ké dé ting cudng chirc
nang kiém sodt céc loai dich vu, giao thic dugc cho phép
truy cap vao hé théng mang. Co ché hoat dong cua né dua
trén cach thic goi 1a Proxy service (dich vu dai dién).
Proxy service 1a cac bd chuong trinh dac biét cai dat trén
gateway cho timg tng dung. Néu ngudi quan tri mang
khong cai dat chuong trinh proxy cho mét ing dung nao do,
dich vu twong ung s& khong duoc cung cip va do d6 khong
thé chuyén thong tin qua firewall. Ngoai ra, proxy code c6
thé duoc dinh cdu hinh dé hd tro chi mot sé dac diém trong
mg dung ma ngudi quan tri mang cho 1a chip nhan duoc

trong khi tir chéi nhitng dic diém khéc.

Mot cong tng dung thudng dugc coi nhu 13 mot phdo dai
(bastion host), boi vi né dugce thiét ké dat biét dé chéng lai
su tAn cong tir bén ngoai. Nhimng bién phap dam bao an ninh

cuia mot bastion host la:
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= Bastion host ludn chay céic version an toan (secure
version) cliia cic phan mém hé thong (Operating
system). Cic version an toan nay duogc thiét ké chuyén
cho muc dich chéng lai sy tdn cong vao Operating

System, cling nhu 1a ddm bdo su tich hop firewall.

= Chi nhitng dich vu ma ngudi quan tri mang cho 1a cin
thiét mé&i dugc cai dat trén bastion host, don gian chi vi
néu mot dich vu khong dugc cai dat, n6 khong thé bi tin
cong. Thong thudng, chi mot s gisi han cdc ung dung
cho cac dich vu Telnet, DNS, FTP, SMTP va xac thuc

user la duoc cai dat trén bastion host.

= Bastion host ¢6 thé yéu cau nhicéu muc d xac thuc khac

nhau, vi du nhu user password hay smart card.

=  Mbdi proxy dugc dit ciu hinh dé cho phép truy nhap chi
mot s6 cic mdy chii nhét dinh. Diéu nay c6 nghia rang
bd 1énh va dic diém thiét 1ap cho mdi proxy chi diing

véi mot sO may chu trén toan h¢ thong.

= MJi proxy duy tri mot quyén nhat ky ghi chép lai toan
bd chi tiét ciia giao théng qua né, mdi sy két ndi,
khoang thoi gian két nbi. Nhat ky nay rat c6 ich trong

viéc tim theo dau vét hay ngan chin ké pha hoai.

= MGdi proxy déu doc lap véi cic proxies khic trén bastion
host. Piéu nay cho phép dé dang qua trinh cai dat mot

proxy méi, hay thdo g& mét proxy dang c6 van dé.
Vi du: Telnet Proxy

Vi du mét ngudi (goi 1a outside client) mudn st dung dich
vu TELNET dé két ndi vao hé théng mang qua mot bastion

host c6 Telnet proxy. Qud trinh xay ra nhu sau:
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1.

Outside client telnets dén bastion host. Bastion host
kiém tra password, néu hop 1¢ thi outside client dugc
phép vao giao dién cua Telnet proxy. Telnet proxy cho
phép mot tap nho nhing 1énh cua Telnet, va quyét dinh
nhiing mdy chu ndi bg nao outside client dugc phép truy

nhap.

Outside client chi ra mdy chu dich va Telnet proxy tao
mot két ndi cua riéng né téi mdy chii bén trong, va
chuyén cic 1énh téi mdy chu dudi su uy quyén cia
outside client. Outside client thi tin rang Telnet proxy la
mady chu thét ¢ bén trong, trong khi mdy cha ¢ bén trong

thi tin rang Telnet proxy la client that.

1.4.42.2 Uu diém:

Cho phép nguoi quan tri mang hoan toan diéu khién
dugc tung dich vu trén mang, boi vi ng dung proxy
han ché bo 1énh va quyét dinh nhitng mdy cha nao ¢

thé truy nhap dugc bdi cic dich vu.

Cho phép nguoi quan tri mang hoan toan diéu khién
duoc nhitng dich vu nao cho phép, bdi vi sy véng mat
cua céc proxy cho céc dich vu tuong ing cé nghia la cac

dich vu 4y bi khod.

Cong tng dung cho phép kiém tra do xdc thuc rat tot, va
né c6 nhat ky ghi chép lai théng tin vé truy nhap hé

thong.

Luat 1¢ filltering (loc) cho cong tng dung 13 dé dang ciu

hinh va kiém tra hon so véi bd loc packet.

1.4.4.2.3 Han ché:
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Yéu ciu céc users bién doi (modiy) thao tic, hoac modiy
phan mém da cai dat trén mdy client cho truy nhap vio céc
dich vu proxy. Vi duy, Telnet truy nhap qua cong tmg dung
doi hoi hai budc dé ndi v6i may chu chir khéng phai 12 mot
budc thodi. Tuy nhién, cling da c6 mét $b phﬁn mém client
cho phép tmg dung trén cong g dung Ia trong sudt, bang
cich cho phép user chi ra mdy dich chir khong phai cong

ung dung trén 1énh Telnet.

1.4.4.3 Céng vong (circuit-Level Gateway)

Cong vong 12 mot chire ning dic biét c¢6 thé thuc hién duoc
boi mot cong ung dung. Cong vong don gian chi chuyén
tiép (relay) céc két néi TCP ma khong thuc hién bt ky mot

hanh dong x1r 1y hay loc packet nao.

Hinh 2.2 minh hoa mo¢t hanh dong sir dung ndi telnet qua
céng vong. Céng vong don gian chuyén tiép két nbi telnet
qua firewall ma khoéng thyc hién mot su kiém tra, loc hay
diéu khién céc thu tuc Telnet n20.Cong vong lam viéc nhu
mdt soi diy,sao chép céc byte giita két ndi bén trong (inside
connection) va cdc két ndi bén ngoai (outside connection).
Tuy nhién, vi su két ndi nay xuét hién tir hé théng firewall,

né che diu thdng tin vé mang ndi bo.

Cong vong thuong dugc st dung cho nhitng két ndi ra
ngoai, noi ma cic quan tri mang thét sy tin tudng nhiing
ngudi dung bén trong. Uu diém 16n nht 12 mot bastion host
c¢6 thé duoc cau hinh nhu 1a mot hdn hop cung cip Cong
mg dung cho nhitng két ndi dén, va céng vong cho cic két
nbi di. Pidu nay 1am cho hé théng buic tuong lira dé dang st
dung cho nhiing nguoi trong mang ndi bd mudn truc tiép

truy nhap téi cic dich vu Internet, trong khi vin cung cap
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outside host

chic nang biic tuong lra dé bao vé mang ndi bd tir nhitng

su tan cong bén ngoai.

Inside host

Circuit-level Gateway

Hinh 2.2 Cong vong

1.4.5 Nhirng han ché cia firewall

Firewall khong dii thong minh nhu con ngudi dé c6 thé
doc hiéu ting loai théng tin va phén tich ndi dung tot
hay xau cta né. Firewall chi ¢6 thé ngan chian sy xam
nhap cua nhitng ngudn thong tin khéng mong mudn

nhung phai xdc dinh 13 cdc théng s6 dia chi.

Firewall khéng thé ngin chin mot cudc tin cong néu
cudc tin cong nay khong "di qua" né. Mot cich cu thé,
firewall khong thé chéng lai mot cudc tan cong tor mot
duong dial-up, hodc sy do ri thong tin do dir liéu bi sao

chép bat hop phdp 1én dia mém.

Firewall ciing khong thé chdéng lai cic cudc tin
cong béng dir liéu (data-driven attack). Khi c6 mot s6
chuong trinh dugc chuyén theo thu dién tir, vuot qua
firewall vao trong mang dugc bdo vé va bat dau hoat

dong o day.

Mot vi du la cdc virus mdy tinh. Firewall khong thé lam
nhiém vu ra quét virus trén cic dir liéu dugc chuyén qua

nd, do toc do lam viéc, su xuat hién lién tuc cua cac
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virus méi va do cé rat nhiéu cach dé ma héa dir liéu,

thodt khoi kha nang kiém soét cta firewall.

1.4.6 Cac vi du firewall

1.4.6.1 Packet-Filtering Router (B trung chuyén cé loc
80i)

Hé thdng Internet firewall phd bién nhit chi bao gdm mot
packet-filtering router dat gitta mang ndi bd va Internet
(Hinh 2.3). Mgt packet-filtering router ¢ hai chuc nang:
chuyén tiép truyén thong giita hai mang va st dung céc quy
luat vé loc g6i dé cho phép hay tir chéi truyén thong. Cin
ban, cic quy luat loc dyoc dinh nghia sao cho céc host trén
mang ndi bd dugc quyén truy nhap truc tiép téi Internet,
trong khi cic host trén Internet chi c6 mét sb gidi han cic
truy nhdp vao cic mdy tinh trén mang ndi bd. Tu tudng cta
md cau triic firewall nay 1a tit ca nhimng gi khong duoc chi

ra ro rang 1a cho phép thi c6 nghia 1a bi tir chdi.

Packet filtering B*n trong

router

[
[
|

B2n ngoyi |
|
|

M'ng néi bé

The Internet

Hinh 2.3 Packet-filtering router
Uu diém:

= gi4 thanh thap (vi cAu hinh don gian)
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= trong suot doi voi nguoi st dung
Han che:

= (6 tat ca han ché ciia mot packet-filtering router, nhu Ia
d& bj thn cong vao cic by loc ma cdu hinh duoc dat
khong hoan hao, hodc 1a bi tAn cong ngam dudi nhiing

dich vy da dugc phép.

= Bdi vi cédc packet duoc trao doi truc tiép giita hai mang
thong qua router , nguy co bi tin cong quyét dinh boi s6
Iugng céac host va dich vu dugc phép. Piéu d6 dan dén
mdi mot host duoc phép truy nhép truc tiép vao Internet
can phai duoc cung cap mot hé thdng xéc thuc phirc tap,
va thuong xuyén kiém tra bi ngudi quan tri mang xem

¢6 dau hiu cta sy tan cong nao khong.

*  Néu mot packet-filtering router do mot su cd ndo dé6
ngung hoat dong, tat ca hé théng trén mang ndi bd cb

thé bi tan cong.

1.4.6.2 Screened Host Firewall

H¢ théng nay bao gém mot packet-filtering router va mot
bastion host (hinh 2.4). Hé thdng nay cung cdp d bao mat
cao hon hé théng trén, vi né thuc hién ca bao mat & t?mg
network( packet-filtering ) va ¢ tang mg dung (application
level). Pong thoi, ké tan cong phai phd v& ca hai tang bao

mat dé tan cong vao mang ndi bo.
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B2n ngoyi

B?n trong

s
.

Packet filtering

router ’
?
! m, y néioé

Bastion host AN

Information server p

Hinh 2.4 Screened host firewall (Single- Homed Bastion Host)

Trong hé théng nay, bastion host dugc cdu hinh & trong
mang ndi bd. Qui luat filtering trén packet-filtering router
dugc dinh nghia sao cho tat ca cdc hé thdng & bén ngoai chi
c¢6 thé truy nhdp bastion host; Viéc truyén thong toi tat ca
céc hé thong bén trong déu bi khod. Béi vi céc hé thong noi
bd va bastion host ¢ trén cing mdt mang, chinh sich bao
mét ctia mot td chuc s& quyét dinh xem cac hé théng noi bd
dugc phép truy nhap tryc tiép vao bastion Internet hay 1a
ching phai sit dung dich vu proxy trén bastion host. Viéc
bét budc nhting user ndi by duogc thuc hién béng cach dat
céu hinh bo loc ciia router sao cho chi chip nhan nhiing

truyén théng ndi bo xuat phat tir bastion host.

Uu diém:
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Mdy chii cung cap céc thong tin cong cong qua dich vu
Web va FTP c6 thé dit trén packet-filtering router va
bastion. Trong trudng hop yéu ciu do an toan cao nhat,
bastion host c¢6 thé chay cdc dich vu proxy yéu cau tat ca
cdc user ca trong va ngoai truy nhap qua bastion host trudc
khi ndi v&i mdy chu. Truong hop khong yéu cau do an toan

cao thi cic mdy ndi bo c6 thé noi thang voi may chul.

Néu can do bao mat cao hon nita thi ¢ thé dung h¢ théng
firewall dual-home (hai chiéu) bastion host (hinh 2.5). Mot
hé thong bastion host nhu vdy c6 2 giao dién mang
(network interface), nhung khi d6 kha ning truyén thong

tryc tiép giita hai giao dién d6 qua dich vu proxy 1a bi cim.

B?n trong

’

B*n ngoyi Packet filtering - Bastion host

router ’

|
[
[

N Information server .

Hinh 2.5 Screened host firewall (Dual- Homed Bastion Host)

B&i vi bastion host 1a hé thong bén trong duy nhat c6 thé

truy nhap dugc tir Internet, sy tin cong ciing chi giéi han
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dén bastion host ma thdi. Tuy nhién, néu nhu ngudi ding
truy nhap dugc vao bastion host thi ho c6 thé dé dang truy
nhap toan by mang ndi bd. Vi vy can phai cAm khong cho

ngudi dung truy nhdp vao bastion host.

1.4.6.3 Demilitarized Zone (DMZ - khu vuc phi qudn su)

hay Screened-subnet Firewall

Hé théng nay bao gdm hai packet-filtering router va mot
bastion host (hinh 2.6). Hé théng firewall nay c6é d6 an toan
cao nhit vi né cung cp c& muc bio mat : network va
application trong khi dinh nghia mdt mang “phi quan su”.
Mang DMZ d6ng vai tro nhu mot mang nho, cd lap dit giira
Internet va mang ndi bg. Co ban, mét DMZ dugc cAu hinh
sao cho cac hé théng trén Internet va mang ndi b chi cé thé
truy nhdp duoc mot sb gidi han cic hé théng trén mang
DMZ, va sy truyén tryc tiép qua mang DMZ 1a khéng thé

duoc.

Véi nhitng thong tin dén, router ngoai chong lai nhing sy
tn cong chuan (nhu gia mao dia chi IP), va diéu khién truy
nhap téi DMZ. N6 cho phép hé thong bén ngoai truy nhap
chi bastion host, va c¢6 thé ca information server. Router
trong cung cip sy bao vé thir hai bang cich diéu khién
DMZ truy nhap mang ndi bo chi voi nhitng truyén thong bat

dAu tir bastion host.

Vi nhitng thong tin di, router trong diéu khién mang ndi bo
truy nhap téi DMZ. N6 chi cho phép cdc hé thong bén trong
truy nhap bastion host va c6 thé ca information server. Quy
luat filtering trén router ngodi yéu cau sir dung dich vu
proxy bang céch chi cho phép thong tin ra bat ngudn tir

bastion host.
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Uu diém:

= Ké tin cong can phd v& ba tang bdo v¢: router ngoai,

bastion host va router trong.

= Béi vi router ngoai chi quang cdo DMZ network tdi
Internet, hé théng mang ndi bo 12 khong thé nhin thay
(invisible). Chi c6 mot sé hé thong dd duoc chon ra trén
DMZ 12 dugc biét dén boi Internet qua routing table va

DNS information exchange (Domain Name Server).

= Bai vi router trong chi quang cdo DMZ network t&i
mang ndi b, cac hé théng trong mang ndi bd khong thé
truy nhép tryc tiép vao Internet. Didu nay dam bao rang
nhitng user bén trong bat budc phai truy nhap Internet

qua dich vu proxy.

[
l B2n trong
[

Packet filtering
router

B2n ngopi

|

|

|

. |
Bastion host |
|

|

T

|

I
Insidg router

. |
Information server |
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Hinh 2.6 Screened-Subnet Firewall
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2. Cac dich vu Internet
Nhu da trinh bay ¢ trén, nhin chung ban phai xdc dinh ban
bao vé cdi gi khi thiét l1ap lién két ra mang ngoai hay
Internet: dir liéu, tai nguyén, danh tiéng. Khi xdy dung mot
Firewall, ban phai quan tim dén nhitng van dé cu thé hon:
ban phai bao vé nhiing dich vu nao ban dung hoac cung cﬁp

cho mang ngoai (hay Internet).

Internet cung cip mot hé thong céc dich vu cho phép ngudi
diing ndi vao Internet truy nhap va st dung céc thong tin &
trén mang Internet. Hé thong cdc dich vu nay da va dang
dugc bd sung theo sy phat trién khong ngimg cua Internet.
Cic dich vu nay bao gom World Wide Web (goi tit 1a
WWW hodc Web), Email (thu dién tu), Ftp (file transfer
protocols - dich vu chuyén file), telnet (ng dung cho phép
truy nhap mdy tinh & xa), Archie (hé théng xac dinh thong
tin & céc file va directory), finger (hé théng xdc dinh cac
user trén Internet), rlogin(remote login - vao mang tir xa) va

mot sO cac dich vu khac nira.
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2.1 World Wide Web - WWW

WWW la dich vu Internet ra doi gan ddy nhét, nhung phat

trién nhanh nhat hién nay. Web cung cdp mot giao dién vo

cling than thién véi nguoi diing, dé sir dung, vo cing thuan

loi va don gian dé tim kiém thong tin. Web lién két thong

tin dya trén cong nghé hyper-link (siéu lién két), cho phép

cdc trang Web lién két vdi nhau truc ti€p qua cac dia chi cia

ching. Thong qua Web, ngudi diing c6 thé :

Phét hanh cic tin tic cia minh va doc tin tic tir khip

noi trén the gioi

Quéang cdo v€ minh, v€ cong ty hay to chic cua minh
cling nhu xem cdc loai quang cédo trén the gidi, tir kiém
viéc lam, tuyén md nhén vién, c6ng nghé va san pham

mdi, tim ban, van van.

Trao d6i thong tin voi be ban, cic to chuc xa hgi, cic

trung tdm nghién ctru, trudng hoc, van van

Thuc hién cac dich vu chuyén tién hay mua ban hang

hoa

Truy nhép cic co s¢ dir liéu cta cic tO chuc, cong ty

(néu nhu duoc phép)

Varat nhi€u cac hoat dong khac nira.
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2.2 Electronic Mail (Email hay thw dién tir).

Email 1a dich vu Internet dugc st dung rong rai nhét hién
nay. Hau hét céc thong bdo ¢ dang text (van ban) don gian,
nhung ngudi sir dung c6 thé giri kem theo céc file chua céc
hinh anh nhu so d0, anh . Hé thong email trén Internet 1a hé
thong thu dién tir 16n nhat trén thé gidi, va thudng duoc st

dung cting véi cdc hé thong chuyén thu khac.

Kha nang chuyén thu dién t&r trén Web c¢6 bi han ché hon so
v6i cdc hé théng chuyén thu dién tir trén Internet, boi vi
Web 1a mot phuong tién trao d6i cong cong, trong khi thu 1a
mot cdi gi d6 riéng tu. Vi vy, khong phai tat ca cic Web
brower déu cung cép chitc ning email. (Hai browser 16n
nhét hién nay 1a Netscape va Internet Explorer déu cung cap

chtrc nang email).
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2.3 Ftp (file transfer protocol hay dich vu chuyén file)

Ftp 12 mot dich vu cho phép sao chép file tir mot hé thdng
mdy tinh nay dén hé thong mdy tinh khac ftp bao gdm thi
tuc va chuong trinh tng dung, va la mét trong nhitng dich

vu ra doi sém nhat trén Internet.

Fpt c6 thé duoc dung & mirc hé théng (gd 1énh vao
command-line), trong Web browser hay mot sd tién ich
khéc. Fpt v6 cung hitu ich cho nhitng ngudi dung Internet,
béi vi khi suc sao trén Internet, ban s€ tim théy v s nhitng
thu vién ph?m mém c6 ich vé rat nhiéu linh vuc va ban cé

thé chép chiing vé dé st dung.
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2.4 Telnet va rlogin

Telnet 1a mot ng dung cho phép ban truy nhdp vao mdt
may tinh & xa va chay cic ung dung ¢ trén mdy tinh do6.
Telnet 1a rat hitu ich khi ban mudn chay mét ung dung
khong cé hoac khong chay dugc trén mdy tinh cta ban, vi
du nhu ban mudn chay mot ing dung Unix trong khi may
cua ban la PC. Hay ban mdy tinh cua ban khong du manh dé
chay mot ung dung nao d6, hodc khong cé cac file dit li€u

can thiét.

Telnet cho ban kha nang lam vi¢c trén mdy tinh & xa ban
hang ngan cdy s6 ma ban van c¢6 cam gidc nhu dang ngdi

trudc may tinh do.

Chtic nang cua rlogin(remote login - vao mang tr xa) ciling

tuong tu nhu Telnet.
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2.5 Archie

Archie 12 m6t loai thu vién thuong xuyén ty dong tim kiém
cdc mdy tinh trén Internet, tao ra mot kho dir li¢u vé danh
sdch céc file c6 thé nap xudng (downloadable) tir Internet.

Do d6, dit liéu trong céc file nay ludn ludn 1a méi nhat.

Archie do d6 rét tién dung cho nguoi ding dé tim kiém va
download cic file. Nguoi ding chi can giri tén file, hodc cédc
tir khod t61 Archie; Archie s€ cho lai dia chi cua cac file co

tén d6 hodc c6 chura nhitng tur do.
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2.6 Finger

Finger 1a mot chuong trinh tmg dung cho phép tim dia chi
cua céc user khac trén Internet. Toi thiéu, finger c6 thé cho
ban biét ai dang sir dung mot hé thong mdy tinh nao do, tén

login ctia nguoi do 1a gi.

Finger hay dugc su dung dé tim dia chi email ctia be ban
trén Internet. Finger con c6 thé cung cdp cho ban nhiéu
thong tin khédc, nhu 1a mot ngudi nao d6 da login vao mang
bao 1au. Vi thé finger c6 thé coi 12 mot nguoi tro gitp déc

lyc nhung ciing 1a m6i hi€ém hoa cho su an toan cua mang.
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3. Hé théng Firewall xay dung béi CSE

B6 chuong trinh Firewall 1.0 cua CSE dugc dua ra vao

thang 6/1998. Bo churong trinh nay gom hai thanh phén:
= BJ loc géi tin — IP Filtering
= B{ chuong trinh cong (mg dung — proxy servers

Hai thanh phan nay c6 thé hoat dong mot céch riéng ré.
Chting ciing c6 thé két hop lai v6i nhau dé tré thanh mot hé

thdng firewall hoan chinh.

Trong tap tai liéu nay, ching toi chi dé cap dén bo chuong

trinh céng ung dung da duoc cai dat tai VPCP.



3.1 Téng quan

B0 chuong trinh proxy cua CSE (phién ban 1.0) duoc phét
trién dua trén bd cong cu xay dung Internet Firewall TIS
(Trusted Information System) phién ban 1.3. TIS bao gdom
mot b cac chuong trinh va sy dat lai cAu hinh hé théng dé
nham muc dich xdy dung mot Firewall. BO chuong trinh
duogc thiét ké dé chay trén hé UNIX st dung TCP/IP véi

giao dién socket Berkeley.

Viéc cai dat bo chuong trinh proxy doi héi kinh nghiém
quan 1y hé thong UNIX, va TCP/IP networking. Tdi thiéu,

nguoi quan tri mang firewall phai quen thudc vdi:
= viéc quan tri va duy tri hé théng UNIX hoat dong
= viéc xay dung cic package cho hé thong

Su khéc nhau khi dit cu hinh cho hé thong quyét dinh mirc
dd an toan mang khic nhau. Ngudi cai dat firewall phai
hiéu 15 yéu cdu vé do an toan cua mang can bao vé, nim
chic nhiing rui ro nao 1a chap nhan duoc va khong chip
nhén duogc, thu Iugm va phan tich ching tir nhitng doi héi

cua nguoi dung.

B6 chuong trinh proxy dugc thiét ké cho mot sé ciu hinh
firewall, trong d6 cic dang co ban nhét 12 dual-home
gateway (hinh 2.4), screened host gateway(hinh 2.5), va
screened subnet gateway(hinh 2.6). Nhu chiing ta da biét,
trong nhiing cdu tric firewall nay, yéu td cin ban nhét 1a
bastion host, déng vai trd nhu mot ngudi chuyén tiép thong
tin (forwarder), ghi nhat ky truyén théng, va cung cp céc
dich vu. Duy tri d¢ an toan trén bastion host l1a cuc ky quan
trong, boi vi d6 1a noi tap trung hau hét cdc cb gang cai dat

mot hé théng firewall.
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3.2 Céc thanh phin ciia by chwong trinh proxy:

B0 chuong trinh proxy gém nhitng chuong trinh bac tng
dung (application-level programs), hodc 1a dé thay thé hodc
la dugc cong thém vao phén mém hé théng da c6. Bo

chwong trinh proxy c6 nhitng thanh phan chinh bao gom:
=  Smap: dich vu SMTP(Simple Mail Tranfer Protocol)

= Netacl: dich vy Telnet, finger, va danh muc cac di€u

khién truy nhap mang
= Ftp-Gw: Proxy server cho Ftp
= Telnet-Gw: Proxy server cho Telnet
= Rlogin-Gw: Proxy server cho rlogin

= Plug-Gw: TCP Plug-Board Connection server (server

két ndi ttrc thoi dung thi tuc TCP)
3.2.1 Smap: Dich vu SMTP

SMTP duoc xdy dung bang céch st dung cip cong cu phin
mém smap va smapd. C6 thé néi rang SMTP chéng lai sy
de doa téi hé thdng, boi vi cic chuong trinh mail chay &

mirc d6 hé thong dé phan phét mail toi cdc hop thu cia user.

Smap va smapd thyc hién diéu d6 bang céch c6 1ap chuong
trinh mail, bat né chay trén mot thu muc danh riéng
(restricted directory) qua chroot (thay dbi thu muc géc),
nhu mot user khong ¢6 quyén wu tién. Myc dich ctia smap
1a c6 1ap chwong trinh mail vén da gdy ra rat nhiéu 15i trén

hé théng. Phan 16n céc cong viéc xtr Iy mail thudng duoc
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thyc hién bdi chuong trinh sendmail. Sendmail khoéng yéu
ciu mot su thay doi hay dat lai cAu hinh gi ca. Khi mot hé
thong & xa ndi téi mot cong SMTP, hé diéu hanh khoi dong
smap. Smap 1ap tuc chroot t6i thu muc danh riéng va dat
user-id & mic binh thuong (khdéng c6 quyén wu tién). Béi vi
smap khong yéu cau hd tro boi mot file hé thong nio ca, thu
muc danh riéng chi chua cic file do smap tao ra. Do vay,
ban khong can phai lo sg 1a smap s& thay ddi file hé thong
khi né chroot. Muc dich duy nhat cta smap 1a ddi thoai
SMTP véi cac hé théng khéc, thu Iugm thong bdo mail, ghi

vao dia, ghi nhat ky, va thoat.

Smapd c6 trach nhiém thuong xuyén quét thu muc kho cua
smap va dua ra cic thong bdo di duoc xép theo thir tu
(queued messages) toi sendmail dé cudi ciing phan phit.
Chu y rang néu sendmail dwoc dit ciu hinh ¢ muc binh
thuong, va smap chay vdi uucp user-id (?), mail ¢ thé dugc
phan phét binh thuong ma khong can smapd chay véi mirc
uu tién cao. Khi smapd phéan phat mét thong bdo, né xod

file chira thong bao d6 trong kho.

Theo y nghia nay, sendmail bi cd 1ap, va do d6 mot user la
trén mang khong thé két ndi véi sendmail ma khong qua
smap. Tuy nhién, smap va smapd khong thé giai quyét van
dé gia mao thu hodc céc loai tan cong khic qua mail. Smap
¢6 kich thudc rat nho so voi sendmail (700 dong so voi
20,000 dong) nén viéc phan tich file ngudn dé tim ra 156i don

gian hon nhiéu.
3.2.2 Netacl: cong cu diéu khién truy nhiap mang

Ching ta di biét rang inetd khéng cung cdp mot sy diéu

khién truy nhap mang nio ca: né cho phép bat ky mot hé
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thong nao trén mang ciing c¢6 thé noi tdi cac dich vu liét ké

trong file inetd.conf.

Netacl 1a mdt cong cu dé diéu khién truy nhép mang, dua
trén dia chi network ciia mdy client, va dich vu dugc yéu
ciu. Vi vay mot client (xdc dinh bdi dia chi IP hoac
hostname) c6 thé khéi dong telnetd (mdt version khac cua

telnet) khi né ndi véi céng dich vu telnet trén firewall.

Thudng thudng trong cdc ciu hinh firewall, netacl duoc st
dung dé cAm tit ca cdc mdy trir mot vai host dugc quyén
login toi firewall qua hodc 12 telnet hodc 1a rlogin, va dé

khod céc truy nhap tir nhitng ké tan cong.

Do an toan cua netacl dua trén dia chi IP va/hoac hostname.
Véi cac hé théng can d6 an toan cao, nén dung dia chi IP dé
tranh sy gid mao DNS. Netacl khong chéng lai duoc sy gia
dia chi IP qua chuyén ngudn (source routing) hodc nhiing
phuong tién khdc. Néu c6 céc loai tdn cong nhu viy, can
phai sit dung mot router c6 kha ndng soi nhiing packet da

duoc chuyén ngudn (screening source routed packages).

Chi ¥ 12 netacl khéng cung cip diéu khién truy nhap UDP,
boi vi cong nghé hién nay khong dam bao su xac thuc cta
UDP. An toan cho cédc dich vu UDP ¢ ddy ddng nghia véi
su khong cho phép tat ca céc dich vu UDP.

Netacl chi bao gdm 240 dong ma C (ca giai thich) cho nén
rat dé dang kiém tra va hiéu chinh. Tuy nhién van can phai

can than khi cau hinh né.

3.2.3 Ftp-Gw: Proxy server cho Ftp

Ftp-Gw 1a mot proxy server cung cap diéu khién truy nhap

mang dua trén dia chi IP va/hodc hostname, va cung cap
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diéu khién truy nhap thtr cip cho phép tuy chon khod hoic
ghi nhat ky bat ky Iénh ftp nao. Dich cho dich vu nay ciing
c6 thé tuy chon dugc phép hay khoa. Tat ca céc sy két ndi

va byte dit liéu chuyén qua déu bi ghi nhat ki lai.

Ftp-Gw tyu ban than né khong de doa an toan cta hé thong
firewall, bdi vi n6 chay chroot t&i mét thu muc rong, khong
thuc hién mot thu tuc vao ra file nao ca ngoai viéc doc file
céu hinh cia né. Kich thudce cua Ftp-gw la khoang 1,300
dong. Ftp gateway chi cung cap dich vu ftp, ma khong
quan tim dén ai c6 quyén hay khong c6 quyén két xut
(export) file. Do vy, viéc x4c dinh quyén phai duoc thiét
lap trén gateway va phdi thyc hién tricoc khi thyc hién Kkét
Xudt (export) hay nhap (import) file. Ftp gateway nén dugc
cai dat dua theo chinh siach an toan ciia mang. Bd chuong
trinh ngudn cho phép ngudi quan tri mang cung cap ca dich

vu ftp va ftp proxy trén ciing mot hé thong.
3.2.4 Telnet-Gw: Proxy server cho Telnet

Telnet-Gw 12 mot proxy server cung cdp didu khién truy
nhdp mang dua trén dia chi IP va/hoac hostname, va cung
cap sy diéu khién truy nhap thir cap cho phép tuy chon kho4
bat ky dich nao. Tat ca cdc sy két ndi va byte dir liéu
chuyén qua déu bi ghi nhat ky lai. M&i mot lan user ndi toi
telnet-gw, s& c6 mot menu don gian cta cic chon lya dé ndi

tédi mot host & xa.

Telnet-gw khong phuong hai toi an toan hé thong, vi né
chay chroot dén mét thu muc danh riéng (restricted
directory). File nguén bao gdm chi 1,000 dong 1énh. Viéc

xtr 1y menu 12 hoan toan dién ra & trong bo nhd, va khong
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c6 mdt subsell hay chuong trinh nao tham du. Cling khéng
c6 viéc vao ra file ngoai viéc doc cAu hinh file. Vi vay,
telnet-gw khong thé cung cap truy nhdp téi ban than hé

thong firewall.

3.2.5 Rlogin-Gw: Proxy server cho rlogin

Cic terminal truy nhap qua thu tuc BSD rlogin c6 thé dugc
cung cép qua rlogin proxy. rlogin cho phép kiém tra va diéu
khién truy nhap mang tuong tu nhu telnet gateway. Rlogin
client c6 thé chi ra mot hé thong & xa ngay khi bat dau nbi
vao proxy, cho phép han ché yéu cau twong tic cia user voi

mdy (trong trudng hop khong yéu ciu xéc thyc).

3.2.6 Sql-Gw: Proxy Server cho Oracle Sql-net

Thoéng thuong, viéc khai thic thong tin tr CSDL Oracle
dugc tién hanh thong qua dich va WWW. Tuy nhién dé hd
trg ngudi st dung ding chuong trinh plus33 ndi vio may
chu Oracle, bo firewall ciia CSE dugc dua kém vao chuong
trinh Sql-net proxy. Viéc kiém sodt truy nhap duoc thuc
hiéu qua tén mdy hay dia chi IP ciia mdy ngudn va mdy

dich.

3.2.7 Plug-Gw: TCP Plug-Board Connection server

Firewall cung cdp cdc dich vy thong thuong nhu Usernet
news. Nguoi quan tri mang cé thé chon hoic 1a chay dich
vu nay trén ban than firewall, hodc la cai dat mét proxy
server. Do chay news truc tiép trén firewall d& gy 15i hé
thong trén phin mém nay, cich an toan hon 1a sir dung

proxy. Plug-gw duoc thiét ké cho Usernet News.
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Plug-gw c6 thé duoc dat cdu hinh dé cho phép hay tir chdi
mot su két ndi dua trén dia chi IP hodc 13 hostname. TAt ca
su két ndi va céc byte dir liéu chuyén qua déu dugc ghi nhat

ky lai.
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3.3 Cai dit

B cai dit gdm 2 dia mém 1.44 Mb, R1 va R2. Mdi b cai
dit déu c6 mot sb Serial number khic nhau va chi hoat
dong dugc trén may c6 hostname da xac dinh trude. Viéc
cai dit dwoc tién hanh binh thuong bang cich dung 1énh

custom.

Khi cai dat, mdt nguoi sir dung cé tén la proxy dugc dang
ky v6i hé thdng dé thuc hién cic chic ning quan 1y proxy.

Ngudi cai dat phai dat mat khau cho user nay.

Mot thu muc /usr/proxy dugc tu dong thiét lap, trong d6 cé

cac thu muc con:
= pin d€ chlra cic chuong trinh thuc hién

» efc dé chira cic tép cau hinh Firewall va mot sb vi du
cic file cAu hinh cta hé théng khi chay vé6i Firewall nhu

inetd.conf, services, syslog.conf
= Jog dé chira cdc tép nhat ky
= report dé chira cic tép bdo cdo sau ndy.

Viéc dit cau hinh va quan tri CSE Firewall déu thong qua
cic chirc nang trén menu khi login vao méy Firewall bang
tén nguoi st dung 13 proxy. Sau khi cai dit nén doi tén

nhitng tép hé théng va luu lai trude khi dit cdu hinh:
= /etc/inetd.conf
= Jetc/services

= Jetc/syslog.conf.
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3.4 Thiét 1ap cAu hinh:

3.4.1 Céu hinh mang ban dau

V6i Firewall host-base Chiing ta c6 thé chac chin vao viéc
mang dugc cai dit theo mot chinh sach an toan dugc lya
chon nhim ngin can moi ludng thong tin khéng mong mudn
giita mang duoc bao vé va mang bén ngoai. Diéu nay cé thé
dugc thuc hién béi screening router hay dual-home
gateway. Thong thuong, cdc thiét bi mang déu st dung co
ché an toan cai dit trén router noi ma moi lién két déu phai

di qua.

Mot diéu can quan tim 12 trong khi dang cai dat, nhitng may
cht cong khai (Firewall bastion host) c6 thé bi tdn cong
trude khi co ché an toan cta né dugc cAu hinh hoan chinh
dé c6 thé chay dugc. Do d6, nén cu hinh tép inetd.conf dé
cAm tat ca céc dich vu mang tir ngoai vao va st dung thiét

bi dau cudi dé cai dat.

Tai thoi diém d6, chiing ta ¢ thé quy dinh nhiing truy nhap
gitta mang dugc bao v¢ va mang bén ngoai nao s€ bi khod.
Tuy theo muc dich, ching ta c6 thé ngin céc truy nhap tuy
theo hudng cua ching. Chwong trinh ciing can duoc thi
nghiém ky cang trudc khi sir dung. Néu can thiét c6 thé
ding chuwong trinh /usr/proxy/bin/netscan dé thir két ndi t6i
tat ca mdy tinh trong mang con dé kiém tra. N6 s& ¢ ging
thir lot qua Firewall theo moi huéng dé chic chin ring cic
truy nhap bat hop phép 1a khong thé xay ra. Ngin cim truy
nhap vao ra 1a cdi chét trong co ché an toan cua Firewall
khong nén st dung néu n6 chua dugc cai dit va thir nghiém

k¥ ludng.
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3.4.2 CAu hinh cho Bastion Host

Mot nguyén nhin co ban ciia viéc xay dung Firewall 1 dé
ngan chan céc dich vy khong can thiét va céc dich vu khéng
ndm ro. Ngan chan cic dich vu khong can thiét doi hoi
ngudi cai ddt phai cé hiéu biét vé cau hinh hé thong. Cic

budc thuce hién nhu sau:

= Sta doi tép /etc/inetd.conf, /etc/services,

/etc/syslog.conf, /etc/sockd.conf.

= Sira d6i cdu hinh hé diéu hanh, loai bé nhing dich vu c6

thé gy 16i nhu NFS, sau d6 rebuild kernel.

Viéc nay duoc thuc hién cho t&i khi hé théng cung cip dich
vu t6i thiéu ma nguoi quan tri tin tudng. Viéc ciu hinh nay
c6 thé 1am dong thoi véi viée kiém tra dich vy ndo chay
chinh xdc bang cich ding cdc 1énh ps va netstat. Phan 16n
cdc server dugc ciu hinh cung voi mot sb dang bao mat
khic, cdc cau hinh niy s& mo ta & phan sau. Mot cong cu
chung @ thim do cic dich vu TCP/IP 1la
Jusr/proxy/bin/portscan c6 thé ding dé xem dich vy nao
dang duoc cung cip. Néu khong c6 yéu cau dic biét c6 thé
dung céc file cAu hinh néi trén da duoc tao san va dit tai
Jusr/proxy/etc khi cai dit, nguoc lai ¢6 thé tham khao dé sira

dbi theo yéu cau.

Toan bd cac thanh phﬁn cua bod Firewall doi hoi duoc cau
hinh chung (mac dinh la /usr/proxy/etc/netperms). Phan 16n
céc thanh phén cua b Firewall dugc goi bdi dich vu cua hé
thdng 12 inetd, khai béo trong /etc/inetd.conf tuwong tw nhu

sau:
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ftp stream  tcp nowait  root /usr/proxy/bin/netacl ftpd

ftp-gw stream  tcp nowait  root /ust/proxy/bin/ftp-gw ftp-gw
telnet-a  stream  tcp nowait  root /ust/proxy/bin/netacl telnetd
telnet stream  tcp ~ nowait  root /usr/proxy/bin/tn-gw tn-gw
login stream  tcp nowait  root /ust/proxy/bin/rlogin-gw rlogin-gw
finger stream  tcp nowait  nobody /usr/proxy/bin/netacl fingerd
http stream  tcp  nowait  root /usr/proxy/bin/netacl httpd
smtp stream  tcp nowait  root /ust/proxy/bin/smap smap

Chuong trinh netacl 1la mét vo boc TCP (TCP Wrapper)
cung cip kha ning diéu khién truy cap cho nhiing dich vu

TCP va ciing sir dung mot tép cau hinh voi Firewall.

Budc dau tién dé cau hinh netacl 1a cho phép mang ndi bd
truy nhap c6 giéi han vao Firewall, néu nhu né can thiét cho
nhu cau quan tri. Tuy thudc vao TELNET gateway tn-gw c6
dugc cai dat hay khong, quan tri c¢6 thé truy cép vao
Firewall qua cong khac véi cong chudn cua telnet (23). Boi
vi telnet thuong khong cho phép chuong trinh truy cép toi
mdt cong khong phai 1a cong chuin ciia né. Dich vu proxy
s& chay trén cong 23 va telnet thyc sy s& chay trén cong
khac vi du dich vu cé tén la telnet-a & trén (Xem file
inetd.conf & trén). C6 thé kiém tra tinh diing dan ciia netacl
bang cdch cau hinh cho phép hodc cdm mdt sb host rdi thir

truy cép cdc dich vu tir ching.

MGdi khi netacl duoc céu hinh, TELNET va FTP gateway
can phai dugc cau hinh theo. Cau hinh TELNET gateway
chi don gian la coi né nhu mét dich vu va trong netacl.conf
viét mot s6 miéu ta hé théng nao c6 thé s dung né. Tro
gitip ¢6 thé duge cung cap cho ngudi sir dung khi can thiét.

Viéc cau hinh FTP proxy ciing nhu vay. Tuy nhién, FTP ¢6
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thé sir dung cong khic khong giébng TELNET. Rat nhiéu

cic FTP client hd trg cho viée st dung cong khong chuan.

Dich vu rlogin 1a mét tuy chon c6 thé diing va phai duoc cai
dit trén cong tmg dung cua bastion host (cong 512) giao
thtrc rlogin doi hoi mot céng dac biét, mdt qua trinh doi hoi
su cho phép cua hé théng UNIX. Nguoi quan tri mudn st
dung co ché an toan phai cai dat thu muc cho proxy dé né

gidi han né trong thu muc do.

Smap va smapd la cic tién trinh loc thu ¢6 thé duge cai dat
sir dung thu muyc riéng cua proxy dé xir Iy hodc sir dung mot
thu muc nao d6 trong hé thong. Smap va smapd khong thay
thé sendmail do d6 van cin cdu hinh sendmail cho Firewall.

Viéc nay khong md ta trong tai liéu nay.
3.4.3 Thiét 1ap tap hop quy tic

Khi cdu hinh cho proxy server va chuong trinh diéu khién
truy cap mang diéu can thiét 1a thiét 1ap chinh xé4c tap quy
tac dé thé hién ding véi md hinh an toan mong mudn. Mot
cach tot dé bat dau cau hinh Firewall 12 dé moi ngudi trong
mang st dung tu do cic dich vu déng thoi cAm tat ca moi
ngudi bén ngoai. Viée dat cdu hinh cho firewall khong qua
rac roi, vi né duge thiét ké dé hd tro cho moi hoan canh.
Tép tin /usr/proxy/etc/netperms 1a CSDL cau hinh va quyén
truy nhdp (configuration/permissions) cho céc thanh phan
cua Firewall: netacl, smap, smapd, ftp-gw, tn-gw, http-gw,
va plug-gw. Khi mét trong cac ing dung nay khoi dong, né
doc cau hinh va quyén truy nhap ciia né tir netperms va luu

trlt vao mot CSDL trong b nhd.

File configuration/permissions dugc thiét 1ap thanh nhing

quy tic, mdi quy tic chira trén mot dong. Phan diu tién cia
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mdi quy tic 12 tén cua ung dung, tiép theo 12 dau hai cham
(“). Nhiéu g dung c6 thé diung chung mét quy tic véi
tén ngdn cich boi diu phay. Dong chi thich ¢ thé chén vao

file cAu hinh bang cach thém vao dau dong ky tu “#.

3.4.3.1 Thiét lp tdp hop cdc quy tic cho dich vu HTTP,
FTP

Viéc thiét 1ap cdu hinh cho céc dich vy HTTP, FTP 1 tuong
tu nhu nhau. Ching t6i chi dua ra chi tiét vé thiét lap cu

hinh va quy tac cho dich vu FTP.

#Example ftp gateway rules:

B

ftp-gw: denial-msg /usr/proxy/etc/ftp-deny.txt

ftp—gw: welcome-msg /usr/proxy/etc/ftp-welcome.txt

ftp-gw: help-msg lusr/proxy/etc/ftp-help.txt

ftp-gw: permit-hosts 10.10.170.* -log {retr stor}

ftp-gw: timeout 3600
Trong vi du trén, mang 10.10.170 dugc cho phép dung
proxy trong khi moi host khic khoéng cé trong danh séch,
moi truy cap khéc déu bi cAm. Néu mot mang khac mubn
truy cip proxy, né nhan dugc mot théng bdo tir chdi trong
Jusr/proxy/etc/fip-deny.txt va sau d6 lién két bi ngat. Néu
mang dugc bdo v¢ phat trién thém chi can thém vao céc
dong cho phép.

ftp-gw: permit-hosts 16.67.32.*% -log {retr stor}
or

50



netacl-ftpd:
netacl-ftpd:

netacl-ftpd:

ftp-gw:

ftp-gw:

permit-hosts 16.67.32.* -log {retr stor}

permit-hosts 10.10.170.* -log {retr stor}

Mbi bd phan cua Firewall c6 mot tap cdc tuy chon va co
dugc md ta trong manual page riéng ciia phan d6. Trong vi
duy trén, Tuy chon -log {retr stor} cho phép FTP proxy ghi

lai nhat ky véi tuy chon retr va stor.

3.4.3.2 Anonymous FTP

Anonymous FTP server di duoc s dung trong hé diéu
hanh UNIX tir 1au. Cac 16 hong trong viéc bao dam an toan
(Security hole) thuong xuyén sinh ra do cic chitc nang méi
duoc thém vao, sy xuét hién cua bug va do cu hinh sai.
Mot cach tiép can voi viéc dam bao an toan cho anonymous
FTP la st dung netacl dé chic chan FTP server bi han ché
trong thu muc cia né trudc khi duoc goi. Voi cAu hinh nhu
vay, kh6é khan cho anonymous FTP lam ton hai dén hé

thdng bén ngoai khu vyc ciia FTP.

Duéi day 1a mot vi du st dung netacl dé quyét dinh gidi han
hay khong giéi han viing str dung cia FTP dbi v6i mdi lién

két. Gia st 1a mang dugc bao v¢ 1a 192.5.12

hosts 192.5.12.* -exec /etc/ftpd

hosts unknown -exec /bin/cat /usr/proxy/etc/noftp.txt

hosts *

-chroot /ftpdir -exec /etc/ftpd

Trong vi du nay, ngudi ding ndi véi dich vy FTP tir mang
dugc bao vé c6 kha nang FTP binh thuong. Nguoi ding két
ndi tr hé théng khac domain nhéan dugc mot thong bao rﬁng
ho khong c6 quyén su dung FTP. Moi h¢ théng khac két ndi

vao FTP déu sur dung véi ving file FTP. Diéu nay c6 mot
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s6 thuan loi cho viéc bao dam an toan. Thtr nhét, khi kiém
tra xdc thyc, ftpd kiém tra mat khau cta nguoi str dung
trong vung FTP, cho phép nguoi quan tri dua ra “account”
cho FTP. Piéu nay can thiét cho nhimg ngudi khéng cé
account trong bastion host cung cép su kiém tra va xac thyuc
né con cho phép quan tri sir dung nhimng diém manh cua

ftpd cho dit né chira mét s6 16 hong vé an toan.

3.4.3.3 Telnet va rlogin

N6i chung truy cdp téi bastion host nén bi cim, chi ngudi
quan tri ¢6 quyén login. Thong thudng dé khi chay proxy,
chuong trinh telnet va rlogin khong thé chay trén cic cong

chuan cua ching. C6 3 céch giai quyét van de nay:

= Chay telnet va rloggin proxy trén cong chuan voi telnet
va rlogin trén cong khéc va bao vé truy cép tdi ching

bang netacl
= Cho phép login chi véi thiét bi dau cudi.

= Ding netacl dé chuyén ddi tuy thudc vao diém xuét phat

cua ket noi, dua trén proxy de thuc hién két ndi thuc su.

Céch giai quyét cudi cling rat tién loi nhung cho phép moi
ngudi ¢6 quyén ding proxy dé login vao bastion host. Néu
bastion host sir dung xdc thuc muc cao dé quan 1y truy cap
ctia ngudi ding, su rui ro do viée tdn cong vao hé bastion
host s& dugc giam thiéu. dé cau hinh hé thong trudc hét, tat
ca céc thiét bi duoc ndi vao hé théng qua netacl va ding né
goi cic chuong trinh server hay proxy server tuy thugc vao

noi xuat phét cua két noi.

Nguodi quan tri mudn vao bastion host trude hét phai két noi

vao netacl sau do ra 1énh két ndi vao bastion host. Viéc nay
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netacl-telnetd:

netacl-telnetd:

netacl-telnetd:

netacl-rlogin:
netacl-rlogin:

netacl-rlogin:

don gian vi mot so ban telnet va rlogin khong lam viéc neu

khong dugc két ndi vao ding cong.

permit-hosts
permit-hosts
permit-hosts
permit-hosts
permit-hosts

permit-hosts

127.0.0.1

myaddress

&

127.0.0.1

myaddress

*k

3.4.3.4 Sql-net proxy

-exec /etc/telnetd

-exec /etc/telnetd

-exec /usr/proxy/bin/tn-gw
-exec /etc/rlogin

-exec /etc/rlogin

-exec /usr/proxy/bin/rlogin-gw

Gia thiét 1a ¢6 hai CSDL STU nam trén mdy 190.2.2.3 va
VPCP nam trén mdy 190.2.0.4.

Dé cau hinh cho sql-net proxy, phai tién hanh cic budc nhu

sau:

3.4.3.4.1 CAu hinh trén firewall

= Dt chu hinh cho t&p netperms nhu sau:

#Oracle proxy for STU Database

ora_stul:

ora_stul:

ora_stu2:

ora_stu2:

#Oracle proxy for VBPQ Database

timeout 3600

timeout 3600
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ora_vpcepl:
ora_vpcpl:
ora_vpcp2:

ora_vpcp2:

timeout 3600
port 1421 * -plug-to 190.2.0.4 -port 1521
timeout 3600

port 1426 * -plug-to 190.2.0.4 -port 1526

= Dit lai tép /etc/services nhu sau:

#Oracle Proxy for STU Database

ora_stul

ora_stu?2

1521/tep oracle proxy

1526/tcp oracle proxy

#Oracle Proxy for VBPQ Database

ora_vpcepl

ora_vpcp2

1421/tcp oracle proxy

1426/tcp oracle proxy

= Dait lai tép /etc/inetd.conf nhu sau:

#Oracle Proxy for VBPQ Database

ora_stul

ora_stu?2

stream tcp nowait root  /usr/proxy/bin/plug-gw

stream tcp nowait root  /usr/proxy/bin/plug-gw
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#Oracle Proxy for VBPQ Database
ora_vpcpl stream tcp nowait root  /usr/proxy/bin/plug-gw ora_vpcpl

ora_vpcp2 stream tcp ~ nowait root  /usr/proxy/bin/plug-gw ora_vpcp2

= Dait lai tép Jetc/syslog.conf nhu sau:
#Logfile for Sql-gw

“sql-gw” lusr/proxy/log/plug-gw

3.4.3.4.2 Cau hinh trén mdy tram

= Diat lai t€p oracle_home\network\admin\tnsnames.ora

nhu sau:

#Logfile for Sql-gw
stu.world =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS =
(COMMUNITY = tcp.world)
(PROTOCOL = TCP)
(Host = firewall)
(Port = 1521)
)
(ADDRESS =

(COMMUNITY = tcp.world)
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(PROTOCOL = TCP)
(Host = firewall)

(Port = 1526)

)
(CONNECT_DATA = (SID = STU)

)

vpep.world =
(DESCRIPTION =
(ADDRESS_LIST =

(ADDRESS =
(COMMUNITY = tcp.world)
(PROTOCOL = TCP)

(Host = firewall)
(Port = 1421)

)

(ADDRESS =
(COMMUNITY = tcp.world)
(PROTOCOL = TCP)

(Host = firewall)

(Port = 1426)

)
(CONNECT_DATA = (SID = ORA1)



Ban c6 thé d& dang mé rong cho nhidu CSDL khac nam trén

nhiéu may khéc nhau.

3.4.3.5 Cdc dich vu khadc

Tuong ty nhu trén 1a cic vi du cau hinh cho cic dich vu

khéc khai béo trong file netperms:

# finger gateway rules:

netacl-fingerd: permit-hosts 190.2.* ws1 -exec /etc/fingerd

netacl-fingerd: deny-hosts * -exec /bin/cat /usr/proxy/etc/finger.txt

# http gateway rules:

netacl-httpd: permit-hosts * -exec /usr/proxy/bin/http-gw

http-gw:

#http-gw:
#http-gw:

#http-gw:

http-gw:
http-gw:
http-gw:

#

timeout 3600

denial-msg  /usr/proxy/etc/http-deny.txt
welcome-msg  /usr/proxy/etc/http-welcome.txt
help-msg /usr/proxy/etc/http-help.txt
permit-hosts 190.2.* 10.* 192.2.0.* -log { all }
deny-hosts 220.10.170.32 wsl

default-httpd hpnt

# smap (E-mail) rules:
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smap, smapd: userid root

smap, smapd: directory /ust/spool/mail

smapd: executable /usr/proxy/bin/smapd
smapd: sendmail /usr/lib/sendmail
smap: timeout 3600

#

Ngoai ra, trong CSE Firewall con c¢6 dich vu socks dé kiém
soat cac phﬁn mém ung dung dac biét nhu Lotus Notes. Can

phai thém vao cc file cdu hinh hé thong nhu sau:

File /etc/services:
socks 1080/tcp
File /etc/inetd.conf:
socks stream tcp nowait  root /etc/sockd sockd

Ciu hinh va quy tic cho dich vu nay nam ¢ file
Jetc/sockd.conf, chi ¢6 hai tir khod can phai quan tim 1a
permit va deny dé cho phép hay khong cic host di qua, dich
vu nay khong Kkét hop véi dich vu xac thuc. Dia chi IP va
Netmask dit trong file nay gidng nhu véi 1énh dan duong
route cua UNIX.

permit 190.2.0.0 255.255.0.0

permit 10.10.170.50 255.255.255.255

permit 10.10.170.40 255.255.255.255

permit 10.10.170.31 255.255.255.255

deny 0.0.0.0 0.0.0.0 : mail -s 'SOCKD: rejected -- from %u@ %A to host %Z
(service %S)' root
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3.4.4 Xac thuc va dich vu xac thue

B§ Firewall chita chuong trinh server xdc thuc dugc thiét ké
dé hd trg co ché phan quyén. Authsrv chira mot co so dir
liéu vé nguoi ding trong mang, mdi ban ghi tuong tmg voi
mdt ngudi dung, chira co ché xdc thuc cho mdi anh ta, trong
d6 bao gém tén nhém, tén day du cua nguoi ding, lan truy
cap méi nhat. Mat khau khong ma hod (Plain text password)
dugc sir dung cho ngudi ding trong mang dé viéc quan tri
dugc don gian. Mat khau khong ma hoa khong nén diing
v6i nhitng nguodi su dung tir mang bén ngoai. Authsrv dugc
chay trén mot host an toan thong thudng 1a bastion host. Dé
don gian cho viéc quan tri authsrv nguoi quén tri c6 thé st
dung mot shell authmsg dé quan tri co s¢ dir lidu c6 cung

cap co ché ma hod dir liéu.

Nguoi ding trong 1 co so dit liéu cta authsrv ¢6 thé duoc
chia thanh cac nhém khéac nhau dugc quan tri béi quan tri
nhém 1a ngudi c6 toan quyén trong nhém ca viéc thém, bot
nguoi ding. Piéu nay thuan loi khi nhiéu to chirc cling

dung chung mot Firewall.

Dé cau hinh authsrv, diu tién can xdc dinh 1 cong TCP
trbng va thém vao mot dong vao trong inetd.conf dé goi
authsrv mdi khi c6 yéu cau két ndi. Authsrv khong phai mot
tién trinh deamon chay lién tuc, n6 1a chuong trinh dugc goi
mdi khi ¢6 yéu cau va chira mot ban sao CSDL dé tranh rui
ro. Thém authsrv vao inet.conf doi hoi tao thém diém vao
trong /etc/services. Vi authsrv khong chip nhan tham s6, ma

phai thém vao inetd.conf va services cdc dong nhu sau:

Trong /etc/services:
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authsrv 7777 cp

Trong /etc/inetd.conf:

authsrv stream tcp nowait root /ust/proxy/bin/authsrv authsrv
Céng dich vu dung cho authsvr s€ dugc dung dé dat ciu
hinh cho cic ung dung client cé sit dung dich vu xac thuc.
Dich vu xac thuc khong can ap dung cho tat ca cdc dich vu

hay tat ca céc client.

#Example ftp gateway rules:

ftp-gw:  authserver local host 7777

ftp-gw:  denial-msg /usr/proxy/etc/ftp-deny.txt

ftp-gw:  welcome-msg /usr/proxy/etc/ftp-welcome.txt

ftp-gw:  help-msg /usr/proxy/etc/ftp-help.txt

ftp-gw:  permit-host 192.33.112.100

ftp-gw:  permit-host 192.33.112.% -log {retr stor} -auth {stor}
ftp-gw:  permist-host * —authall

ftp-gw:  timeout 36000

Trong vi du trén, xdc thyc ding v6i FTP proxy. Dong dau
tién dinh nghia dia chi mang céng dich vu cua chuong trinh
xdc thyc. Dong permist-host cho thdy mot trong s6 su mém
déo cua hé théng xdc thuc, mot host duoc lya chon dé
khong phai chiu co ché xdc thuc, ngudi ding tir host nay ¢6
thé truy cap tu do téi moi dich vu cla proxy. Permist-host
thir 2 doi héi xac thuc moi hé théng trong mang 192.33.112
mudn truyén ra ngoai véi -auth {store} nhitng thao tic cia

FTP s€ bi khoa téi khi nguodi dung hoan thanh viéc xac thuc
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#Example authhsrv rules:

véi server. Khi d6, 1énh dugc mo khod va nguoi dung c6 thé
vao h¢ thong. Vi du cudi dinh nghia moi nguodi c6 thé noi

véi server nhung trude hét ho phai dugce xac thyec.

Authsrv server phai duoc cau hinh dé biét mdy nao duoc
cho phép két ndi. Piéu nay cam tat ca nhiing cd gang truy
nhép bét hgp phdp vao server tir nhiing server khong chay
nhitng phan mém xdc thyc. Trong Firewall authsrv s& chay
trén bastion host ciing v4i proxy trén d6. Néu khong c6 hé
thong nao doi hoi truy cip, mdi client va server coi “local
host” nhu mot dia chi truyén thong. Céu hinh authsrv dinh

nghia né s& van hanh CSDL va client h trg.

authsrv: database /ust/proxy/bin/authsrv.db
authsrv: permit-host localhost
authsrv: permit-host 192.5.214..32

Trong vi du trén, duong dan t6i CSDL dinh nghia va 2 host
dugc nhan ra. Chi y CSDL & trén trong hé thong duoc bao
vé hodc dugc bao vé nghi€m ngat boi co ché truy cap file.
Bao vé CSDL rit quan trong do d6 nén dé CSDL trén
bastion host. L6i vao thir 2 1a mot vi dy vé client sir dung
mé hod DES trong khi truyén théng véi authsrv. Khod ma
chira trong tép cau hinh ddi hoi file cau hinh phai duoc bao
vé. N6i chung, viéc ma hod 1a khong can thiét. Két qua cia
viéc md hod 1a cho phép quan tri c6 thé quan 1y co so dit
lidu xdc thyc tir tram 1am viéc. Ludng dir liéu duy nhét can

phai bao vé€ la khi nguoi quan tri mang dat lai mat khéu qua
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mang cuc bd, hay khi quan 1y co s& dir liéu xédc thuc qua

mang dién rong.

Duy tri CSDL x4c thuc dua vao 2 cong cu authload va
authdump dé load va dump CSDL xéc thyc. Nguoi quan tri
nén chay authdump trong crontab tao ban sao dang ASCII
ctia CSDL d tranh truong hop x4u khi CSDL bj hong hay

bi xo4.

Authsrv quan 1y nhém rat mém déo, quan tri ¢6 thé nhém
nguoi ding thanh nhém dung “group wiz”, ngudi c6 quyén
quan tri nhém cé thé x04, thém, tao sura ban ghi trong nhém,
cho phép hay cAm ngudi ding, thay d6i password clia mat
khiu cta user trong nhém ciia minh. Quan tri nhém khong
thay d6i dugc nguoi diing cia nhém khéc, tao ra nhém méi
hay thay d6i quan hé giita cdc nhém. Quan tri nhém chi c6
quyén han trong nhém ctia minh. Viéc nay c6 ich d6i véi to

chtrc ¢6 nhiéu nhém lam viéc cuing str dung Firewall.
Tao mdt nguoi st dung bang 1€nh “adduser”

adduser mrj ‘Marcus J. Ranum’

Khi mét user record méi dugc tao né chua dugc hoat dong
va nguoi st dung chua thé login. Trudc khi nguoi st dung
login, quan tri mang c6 theé thay d6i mat khau va so hiéu
nhom cua nguoi su dung do
group users mjr
assword “whumpus” mjr
p d 13 h p 2 J

proto SecurID mjr

enable mjr
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Khi mot user record tao ra boi nguoi quan tri nhom, né

thira huong s6 hieu nhém ciing nhu giao thirc xdc thuc.

User record c6 thé xem boi 1énh “display” hay “list”.
Vi du mét phién lam viéc voi Authmsg:

90-> authmgs

Connected to server

authmgr-> login

Username: wizard

Challenge “200850” : 182312

Logged in

authmgs-> disp wizard

Report for user wizard (Auth DBA)

Last authenticated: Fri Oct 8 17:11:07 1993

Authentication protocol: Snk

Flags: WIZARD

authmgr-> list

Report for user in database

user group longname flags proto last

wizard users Auth DBA y W Snk FriOct 8 17:02:56 1993
avolio users Fred Avolio y passwd Fri Sep 24 10:52:14 1993

mj users Robert N. Jessey passwd Wed Sep 29 18:35:45 1993
mjr users Marcus J. Ranumy none ri Oct 8 17:02:10 1993
authmgr-> adduser dalva “Dave dalva”

ok - user added initially disable
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authmgr-> enable dalva
enabled

authmgr-> group dalva users
set group

authmgr-> proto dalva Skey
changed

authmgr-> disp dalva

Report for user dalva, group users (Dave Dalva)
Authentication protocol: Skey
Flags: none

authmgr-> password dalva
Password: ##HHHHH

Repeat Password: ###H#H#
ID dalva s/key is 999 sol32
authmgr-> quit

Trong vi du trén quan tri ndi vao authsrv qua mang sir dung
giao dién authmsg sau khi xéc thyc user record hién thi thoi
gian xdc thyc. Sau khi login, list CSDL user, tao nguoi

dung, dat password, enable va dua vao nhom.

Khai tao CSDL Authsry:

# authsrv
-administrator mode-
authsrv# list

Report for user in database
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user group longname flags proto last
authsrv# adduser admin ‘Auth DBA’

ok - user added initially disable

authsrv# enable admin

enabled

authsrv# superwiz admin

set wizard

authsrv# proto admin Snk

changed

authsrv# pass ‘160 270 203 065 022 034 232 162’ admin
Secret key changed

authsrv# list

Report for user in database

user group longname flags roto  last

admin Auth DBA y W Snk  never

authsrv# quit

Trong vi dy, mdt CSDL méi duoce tao cung véi mot record
cho ngudi quan tri. Nguoi quan tri duge gdn quyén, gan

protocol x4c thuc.
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Select option> _

3.4.5 Sir dung man hinh diéu khién CSE Proxy:

Sau khi cai dat xong, khi login vao user proxy man hinh
dicu khién s& hién nén menu cic chirc nang d¢ nguodi quan

tri c6 thé lya chon.

PROXY SERVICE MENU
1 Configuration
2 View TELNET log
3 View FTP log
4 View HTTP log
5 View E-MAIL log
6 View AUTHENTICATE log
7 View FINGER log
8 View RLOGIN log
9 View SOCKD log
a Report
b Authentication
¢ Change system time
d Change password
e Shutdown

q Exit

Con s6 hay chit ci d4u tién thé hién phim bidm dé thyc hién

chirc ning. Sau khi mdi chirc ning thuc hién xong xuat hién
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thong bdo Press ENTER to continue rdi chd cho toi khi

phim Enter duoc bam dé trd lai man hinh diéu khién chinh.

3.4.5.1 1 Configuration

Chtrc ning nay cho phép soan thao tryuc tiép téi file cau hinh
ctia proxy. Trong file nay chira cdc quy tic cua cdc dich vu
nhu netacl, ftp-gw, tn-gw... Cti phdp ciia cdc quy tic nay da
dugc md ta & phan trén. Sau khi sir ddi cdc quy tic chon
chtic ning Save thi cdc quy tic méi sé lap tic dugc dp

dung.

Chii y: B0 soan thao van ban dé soan thao file cau hinh c6
cidc phim chic ndng tuong ty nhu chuc ning soan thao cia
Turbo Pascal 3.0. (Céc chirc nang can thiét déu c6 thé thay
trén Status Bar ¢ dong cudi ciing ctia man hinh). D6i véi
mot s6 truong hop bd soan thao nay khong hoat dong thi
chuong trinh soan thao vi cia UNIX s& dugc dung dé thay

I3
A

the.

3.4.5.2 2 View TELNET log

Chtrc ndng xem ndi dung nhét ky cua tn-gw. Nhat ky ghi lai
toan bd cdc truy nhap qua proxy déi véi dich vu tn-gw. Dbi
v6i cdc dich vu khac nhu ftp-gw, http-gw déu duoc ghi lai
nhat ky va c6 thé theo ddi boi cdc chirc ning tuong tu (Xem

cac muc dudi day).
3.4.5.3 3 View FTP log
Chtic nang xem ndi dung nhét ky cuia ftp-gw.

3.4.5.4 4 View HTTP log

Churc nang xem ndi dung nhat ky cta http-gw.
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3.4.5.5 5 View E-MAIL log

Chtrc nang xem ndi dung nhét ky cia dich vu email.

3.4.5.6 6 View AUTHENTICATE log

Chtrc nang xem ndi dung nhét ky cta dich vu xdc thuc.

3.4.5.7 7 View FINGER log

Chtrc nang xem ndi dung nhét ky cua finger.

3.4.5.8 8 View RLOGIN log

Chtrc nang xem ndi dung nhét ky cia rlogin-gw.

3.4.5.9 9 View SOCKD log

Chtic ndng xem ndi dung nhét ky cta sockd.

3.4.5.10 a Report

Chtic nang 1am béo cdo thong ké ddi vai tat ca cdc dich vu
trong mot khoang thoi gian nhét dinh.

Déu tién man hinh s& hi¢n 1én mot lich dé chon khoang thoi
gian mudn 1am bdo cdo. Sau khi tinh todn xong bdo cdo.
Nguoi sir dung s& phai chon mot trong cdc dau ra cua bdo
céo gém - xem (dua ra man hinh), save (ra dia mém) hay
print (in ra mdy in gin truc tiép v6i méy server). Néu mudn
in tir cdc mdy in khdc ta c6 thé dua ra dia mém rdi in cdc tép

d6 tir cdc tram lam viéc.
Fri May 8 10:39:13 1998
Apr May Jun
SMTuWThFS SMTuWThFS S MTu WThFS

1234 12 123456
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567891011 3456789 78910111213
12131415161718 10111213141516 14151617 1819 20
19202122232425 17181920212223 21222324252627
26 27 28 29 30 24252627282930 282930

31

From date (dd/mm[/yy]) (08/05/98):01/05/98
To date (dd/mm[/yy]): (08/05/98):05/05/09
Calculating...

View, save to MS-DOS floppy disk or print report (v/s/p/q)? v

3.4.5.11 b Authentication

Chtic nang nay goi authsrv d& quan tri nguoi st dung va
chuc nang xac thuc cho nguoi d6. authrv da duge mo ta kha

ro rang & trén.

authsrv# list
Report for users in database

user  group longname  status proto  last

dalva  cse n passw  never
ruth cse y passw  never
authsrv#
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3.4.5.12 ¢ Change system time

Chirc ning d6i thoi gian hé thong. Chic ning nay cé tic
dung diéu chinh chinh xédc gid cua hé thong. Boi vi gio hé
thdng ¢6 anh huong quan trong téi do chinh xdc clia nhat
ky. Gitip cho ngudi quan tri c¢6 thé theo doi ding cic truy

nhép tdi proxy.

Dong nhap thoi gian s€ nhu dudi day. Ngay thang nam cé
thé khong can nhap nhung cin chid y t6i dang cta s6 dua

vao. Dudi day 1a vi du doi gio thanh 11 gio 28.

Current System Time is Fri May 08 10:32:00 HN 1998

Enter new time ([yymmdd]hhmm): 1128
3.4.5.13 d Change password

Chtic nang d6i mat khau cta user proxy.

3.4.5.14 e Shutdown

Chirc nang shut down toan bo hé thdng. Chirc ning nay
dugc ding dé tit may mot cach an toan ddi voi ngudi sir

dung.

3.4.5.15 q Exit

Chtic ning nay logout khoi man hinh diéu khién proxy.
3.4.6 Cac van dé cin quan tam véi nguoi sir dung

V6i nguoi sir dung, khi ding CSE Proxy can phai

quan tdm dén cic van de sau:
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$ telnet vectra

Trying 192.1.1.155...

3.4.6.1 Vdéicdc Web Browser

Cén phai dit ché do proxy dé chiing c6 thé truy nhap dén

cic trang Web thong qua proxy.

Trong Microsoft Internet Explore (version 4.0) ta phai
chon View -> Internet option -> Connection -> Proxy
Server va dit ché do Access the Internet using a proxy, dat

dia chi IP va port cua proxy vao.

Trong Netscape Nevigator (version 4.0) ta phai chon Edit -
>Preferences -> Advanced -> Proxies va dat dia chi proxy
va cong dich vu (port) (80) qua phdn Manual proxy

configuration.

3.4.6.2 Voingwoi sir dung telnet,

Néu khéng dugc dat chirc ning xac thyc thi qud trinh nhu

sau:

connect hostname [serv/ port]

connect to vectra.

Escape character is’"]’.

Vectra.sce.gov.vn telnet proxy (version V1.0) ready:

tn-gw -> help

Valid commands are: (unique abbreviations may be used)

connect hostname [serv/ port]

telnet hostname [serv/ port]

x-gw [hostname/ display]
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help/ ?

quit/ exit

password

tn-gw ->c¢ 192.1.1.1
Trying 192.1.1.1 port 23...

SCO Openserver ™Release 5 (sco5.cse.gov.vn) (ttysO)

Login: ngoc

password: #HiHHHHE

Néu c6 ding chirc nang xdc thuc, thi sau khi mdy proxy tra

101:

Vectra.sce.gov.vn telnet proxy (version V1.0) ready:

Nhic ta phai dua vao t€n va mat khéu dé thuc hién xdc thuc:

Username: ngoc
password: #HHHHHE
Login accepted

tn-gw ->

3.4.6.3 Doivdi ngwoi ditng dich vu FTP
Néu c6 diing chirc ning xdc thuc thi quy trinh nhu sau:

$ftp vectra
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Connected to vectra.

220 -Proxy first requres authentication

220 Vectra.sce.gov.vn FTP proxy (version V1.0) ready:
Name (vectra: root): ngoc

331 Enter authentication password for ngoc

Password: ##HHHHH

230 User authenticated to proxy

ftp>user ngoc@192.1.1.1

331 -(----GATEWAY CONNECTED TO 192.1.1.1----)
331-(220 sco5.cse,gov.vn FTP server (Version 2.1 WU(1)) ready.)
331 Password required for ngoc.

Password:

230 User ngoc logged in.

ftp>

ftp>bye

221 Goodbye.

$
Con néu khong sir dung chirc ning xdc thuc thi don gian
hon:

$ftp vectra

Connected to vectra.

220 Vectra.sce.gov.vn FTP proxy (version V1.0) ready:

Name (vectra: root): ngoc@192.1.1.1

331 -(----GATEWAY CONNECTED TO 192.1.1.1----)

331-(220 sco5.cse,gov.vn FTP server (Version 2.1 WU(1)) ready.)
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331 Password required for ngoc.
Password:
230 User ngoc logged in.

ftp>

ftp>bye
221 Goodbye

$

Néu st dung chuong trinh WS_FTP trén Window ciia
Ipswitch, Inc thi can phai dit ché do Use Firewall & trong
phan Advanced khi ta cdu hinh mét phién ndi két. Trong
phan Firewall Informatic ta s& dua dia chi IP ciia proxy vao
phan Hostname, tén ngudi ding va mat khau (UserID va
Password) cho phan xic thyc trén proxy va cong dich vu
(21). Pong thoi phai chon kiéu USER after logon ¢ phan
Firewall type.
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