TOng Quan V& Fortigate Firewall
Tac gid: Nguyén Quéc Han

TOng quan vé Fortigate AntiVirus Firewall

Fortigate AntiVirus Firewall(FGA) 1a thi€t bi security c6 kha nang ki€m soét traffic cUa

network & nhiéu mUrc d6 khac nhau:

-MUc Application services nhu chOng virus va 1oc n6i dung

-MUc Network services nhu firewall, intruction detection, VPN va traffic shaping.

FGA-800 dung cho doanh nghi€p 16n h6 trg Vlan, HA , vdi 8 port, 4 port két n6i 1000
va 4 port két nOi 100, support 30.000 current sessions

AntiVirus
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+FGA-800 c6 khd ning quét virus qua giao thlc web (HTTP),FTP,email (SMTP,
POP3, IMAP) khi d{tliéu c6 virus dugc gbi qua FGA.

+Né&u virus dugc phét hién, FGA s& loai bd virus khéi ludng di¥liéu dang di qua
va thong bdo cho ngu0di bi nhiém vius biét 12 At liéu nhiém virus da loai bo.N

goai ra d€ bao vé& tot hon, ngudi dung c6 th€ cdm dinh dang file ma nhiém
virus(.exe,.bat...)

+FGA c6 khd ning loai bd grayware gay nguy hi€m cho hé thOng va quarantine
lai trén 6 cUng clla FGA va sé tu x6a sau mOt thOi gian .FGA s€ gdi mail canh bdo dén
administrator khi phat hién c6 va loai b virus khoi ludng dit liéu.
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+FGA c6 thé€ phat hién

] 0 I M

. @ HEP H

w
|

y |1 R N | B P
|

-100% céc loai virus trong WildList(wildlist.org)

-virus trong file nén dung PKZip
-email dugc ma héa bang uuencode, MINE

- log lai tat ca hoat dOng quét.
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Web Content Filtering

-FGA c6 th€ quét HTTP, c4c loai URLs, URL patterns
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va ndi dung clla web
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-Néu ngudi dung truy cap trang web triing vGi Block list hodc web ch(a 1 tir hodc 1
cum tU trong content block list FGA sé block trang web d6.Trang web bi blocked sé dugc

thay thé bang trang théng bao blocked

-FGA FortiGuard sé block mOt loai n0i dung web nao do
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-FGA l0c Java Applet , Cookies va ActiveX...
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Spam Filtering

-FGA quét 19c spam qua céc giao thUc email POP 3, SMTP, IMAP, dia chi IP, dia chi
email, tiéu dé email,n0i dung email...
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-ChUrc ning RBL(Realtime Blackhole List)phan loai spam va sdp x&p vao blackhole va
ORDBL(Open Relay Database List)chUic ning chOng g@i mail nac danh...
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-Néu email dugc FGA cho 14 spam thi email s& dugc thém tab vao subject cUa email,



ngudi ding c6 th€ dung trinh mail client d€ 10c spam
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-FGA bdo v€ may tinh trong mang cuc b0 tranh khai tan cong tU Internet.
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-Sau khi cai dat so b FGA c6 kha ndng bdo vé ngu0i dung trong mang cuc bd truy
suat Internet va blocking céc truy suat tU Internet vao mang cuc bo.
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-FGA cho phép cau hinh ki€m soét truy cap tU mang cuc bl ra ngoai Internet va kiém



soat truy cap trong mang ndi b bao gbm:

- Kiém soat tat 3 traffic ra vao clla mang

- Kiém soat ma héa traffic VPN

- Loc virus va ndi dung web

- Block hodc cho phép truy cap tat cd policy

- Kiém soat theo policy

- Chap nhan hodc tUr chOi truy cap tU mOt dia chi

- Kiém soat ngudi diing chudn va ngudi ding dac biét hodc nhém dac biét. ..
- Yéu cdu ngudi diing ching thuc trudc khi truy cap

- Thiét dat uu tién truy cap va bdo dam hodc gidi han bang théng cho tUng policy
- Logtat ca két ndi

- NAT/Route Mode Policy

- Mixed NAT va Route Mode policy

- FGA c6 th€ hoat dOng NAT/Route mode hodc Transparent mode

NAT/Route mode

-G NAT/Route mode FGA 12 mOt thiét Layer 3 , m&i interface c6 mdt IP subnet khac
nhau va xuat hién & thié€t bj khac nhu 1a mot router.
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-Déy 1a nguyén tAc hoat ddng clia mOt firewall théng thudng.O' NAT/Route mode,
FGA cung cap NAT mode policies va Route mode policies
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-NAT mode policies ding NAT d€ gidu dia chi gitp gia tang secure trong mang kém
secure.



-Route mode policies chap nhan hodc tur ch6i k€t n6i mang véi viéc NAT

Transparent mode
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-Transparent mode FGA khéng lam thay d6i m6 hinh Layer 3 tUc la cac interface cé
cung 1 IP subnet va xuat hién nhu 1a bridge trong céc thiét bi mang khéc.

-FGA hoat déng @ Transparent mode s€ cung gé'p gidi phap antivirus va content
filtering dUng dang sau gidi phap firewall c6 san.

-Transparent mode cung cap basic firewall nhu NAT mode.FGA sé block hodc chap
nhan packets tity thudc vao firewall policy.

-FGA c6 th€ gan vao bat ky trong mang khong can thay d6i cau triic va cac thanh
phan cUa mang.Tuy nhién mOt vai tinh nang firewall cao cap chi c6 8 NAT/Route
mode.



VLANS va virtual domains
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-FGA support IEEE 802.1Q VLAN tags.

-Ding VLAN, FGA don c6 kha ning cung cap security, ki€m sodt security két n6i,
nhiéu security domain gan vao VLAN IDs thém vao VLAN packets.

-FGA c6 th€ nhan ra VLAN IDs va apply security policies d€ secure network va
IPSEC VPN gi(ra security domain.

-FGA c6 khd nang chling thuc, content filtering va antivirus protection doi véi traffic
VLAN-tagged network va VPN.

-FGA support VLANs NAT/Route mode va Transparent mode.() NAT/Route mode ,
ngudi ding nhap vao VLAN subinterfaces d€ gli va nhdn VLAN packets.

-FGA virtual domains cung cap nhi€u firewall va router logic trén ciing mOt FGA.

-Khi s dung virtual domains 1 FGA cung cap firewall va routing services cho nhi€u
networks.



-Ngu0oi ding c6 th€ tao va quan 1y interfaces, Vlan subinterfaces, zones, firewall
policies, routing, va cdu hinhVPN cho m0i virtual domains.M&i virtual domains la
mOt FGA logic, vi€c chia ra virtual domains d€ cdu hinh don gidn, trong cting mot
lic ngudi dung khong th€ quan ly nhiéu router va firewall.

Intrusion Prevention System(IPS)
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-FGA TIPS két hop signature va anomaly based intrusion detection and prevention.



-FGA c6 thé€ ghi nhén traffic ddng ngd bang log, gdi email canh béo dén
administrator, c6 thé log, pass,drop,reset hoac clear packets hodc session dang ng0.

-C3 IPS predefined signatures va IPS engine c6 th€ upgrade thdng qua ForiProtect
Distribution Network(FDN).NguGi dung c6 thé tao signatures riéng.

VPN
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-SUr dung FGA VPN, ngudi ding dugc cung cap secure connetion gilta separated
office networks hodc telecomuters hodc travellers vdi an office network.

-FGA VPN bao gOm
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Industry standard and ICSA-certified IPSec VPN

* [PSec VPN in NAT/Route and Transparent mode,



* IPSec, ESP security in tunnel mode,

* DES, 3DES (triple-DES), and AES hardware accelerated encryption,

* HMAC MD5 and HMAC SHAT1 authentication and data integrity,

* AutoIKE key based on pre-shared key tunnels,

* IPSec VPN using local or CA certificates,

* Manual Keys tunnels,

* Diffie-Hellman groups 1, 2, and 5,

» Aggressive and Main Mode,

* Replay Detection,

* Perfect Forward Secrecy,

* XAuth authentication,



* Dead peer detection,

* DHCP over IPSec,

* Secure Internet browsing.

* PPTP for easy connectivity with the VPN standard supported by the most popular

operating systems.

* L2TP for easy connectivity with a more secure VPN standard, also supported by

many popular operating systems.

» Firewall policy based control of [PSec VPN traffic.

» [PSec NAT traversal so that remote IPSec VPN gateways or clients behind a NAT

can connect to an IPSec VPN tunnel.

* VPN hub and spoke using a VPN concentrator to allow VPN traffic to pass from

one tunnel to another through the FortiGate unit.

* [PSec Redundancy to create a redundant AutolKE key IPSec VPN connection to a

remote network.



High availability(HA)
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-FGA HA 1a cong nghé s dung nhiéu phan cling FGA va FortiGate

Clustering Protocol (FGCP).

-M06i FGA 1a mOt HA cluster cling security policy va cung cdu hinh.Ngudi dung c6 thé
thém dén 32 FGA vao HA cluster.

-M0Gi FGA 1a m0t HA cluster phai cling model va cting chay FortiOS firmware. FGA HA
supports link redudancy va device redundancy.

-FGA c6 th€ hoat dOng active-passive(A-P) hodc active-active(A-A) mode. A-A va A-P
cluster c6 thé chay & NAT/Route va Transparent mode

-A-P HA cluster nhu 13 hot standby HA bao gbm 1 FGA primary processes traffic va 1
hodc nhi€u FGA subordinate.

-FGA subordinate n0i vao network va thanh FGA primary nhung khong processes traffic

-A-A HA cluster load balances virus scanning trén tat cd FGA trong cluster.

-A-A HA clusters bao gdm 1 FGA primary processes traffic va 1 hodc nhi€u secondary
FGA cling processes traffic.

-Primary FGA sU dung thudt to4n scanning virus phan tan trén tat ca FGA trong HA
cluster.



Secure installation, configuration, and management

-Khi bat nguén FGA 1an dau tién, FGA dugc cau hinh vdi default IP va security policies.

-Két n6i dén FGA thong qua web-based, chinh mode hoat dong, ding Setup wizard dé
set 1ai IP va FGA san sang bdo vé network.

-Ngu0i ding ding web d€ cdu hinh tinh ning cao cap cla FGA.

Nguoi ding c6 thé tao basic configuration cho FGA théng qua LCD niit diéu khién

Web-based manager

-SUr dung HTTP hodc HTTPS tUf mdy tinh nao c6 IE, ngudi ding c6 thé connect va quan
Iy FGA.

-FGA support nhi€éu ngén ng(t

-Ngu0i ding cau hinh FGA théng qua HTTP va HTTPS tU bat ky interfaces

-Ngu0i ding c6 thé ding web d€ cdu hinh hau hét FGA settings.

-Ngudi dung cé th€ ding web d€ quan ly monitor status clla FGA



-C&u hinh dugc thay d6i bGi web s€ c6 tac dung tc thi khong can resetting firewall
hodc ngat dich vu.

-Khi da hai 1ong v&i cdu hinh, ban c6 th€ download v€ va save 1ai.Cau hinh sao luu c6
thé phuc hoi bat c( Itic nao.

Command line interface



Dizcernec]

-Ban c6 th€ access FGA command line interface (CLI) bang cach két n6i

cOng serial may tinh d€n FGA RS-232 serial console connector.

-Ban c6 thé s dung Telnet hodc secure SSH connection d€ connect d€n CLI tir bat ky

network nao da connect d&n FGA, k& cd Internet.

-Giao ti€p CLI supports cling configuration va chlc ning monitoring nhu web-based
manager.

-Thém vao dé, ban cé th€ st dung CLI cho advanced configuration ma web-based
manager khong c6 san.

Logging and reporting

-The FGA supports logging rat nhi€u thay d6i v€ categories cUa traffic va configuration



-Ban c6 thé configure logging to:

« bao cdo traffic connects dén firewall,

* bao cdo network services dugc sU dung,

* bao cao traffic dugc cho phép trong firewall policies,

* bdo céo traffic bi tU ch@i trong firewall policies,

* bdo cdo su kién nhu configuration thay dGi va events khac, IPSec

tunnel negotiation, virus detection, attacks, and web page blocking,

* b4o céo attacks detected bdi IPS,

» g@iemail to system administrators to b&o cdo virus ,intrusions, and

firewall hoac VPN events hodac bi xam nhap.

-Logs c6 thé sent dén remote syslog server hodc 1 WebTrends NetIQ Security Reporting

Center and Firewall Suite server st dung dinh dang WebTrends enhanced log .

-FGA c6 th€ save logs vao hard drive. N€u hard drive khong dugc installed, ban c6 thé



configure FGA ghi log hau hét events gan va attacks detected by IPS vao system memory.

Nguoi viét: Nguyén Quic Han

VNPro Web Admin



