TRUONG CD CNTT HU'U NGHI
VIET-HAN

Hé diéu hanh Windows Sever 2003

Giang vién: DUONG THI THU HIEN
Email: thuhienkt81 @vyahoo.com

Website: www.viethanit.edu.vn



Bai 3: Quan Iy Windows Server 2003

@r

» Chinh sdch hé thOng trong moi truOng cUc bo
» Quan ly dia va luu
> Sao luu va phuc hoi hé thOng

» Qudn 1y dich vU in an



Bai 3: Quan Iy Windows Server 2003

@r

» Chinh sich hé thOng trong moi trudng cuUc bo

¥ Chinh sdch mat khau

v Chinh sach khda tai khoan

v Chinh sach kiém toan

¥ Chinh sich quyén hé thOng cUa ngu0i diing

¥ Céc tuy chon chinh sidch bao mat khéc



Bai 3: Quan Iy Windows Server 2003

@r

» Chinh sach hé thOng trong moi truOng cuc bd
Click trén menu *‘Start”, chOn muc ‘“Administrative Tools”’. Trén
menu Administrative Tools chOn muc *‘Local Security Policy”’:

‘] Certification Authority
5 Cluster Administrakor
§» Component Services
= Computer Management
| Configqure Your Server Wizand
S Data Sources (ODEC)
o Distributed File System
{4] Event Viewer
2% Licensing

# Manage Your Server
B Microsoft JNET Framewark 1.1 Configuration
o Microsoft .NET Framework 1.1 Wizards

@ Network Load Balancing Manager

@ Performance
IT) Accessaries ¥ [ Remote Desktops
i) Startup » = Routing and Remote Access
& Inkernet Explorer & Services
L."'E.I Outlook: Express 'EU Terminal Server Licensng

.. Remote Assistance ] Terminal Services Configuration
i Administrative Tools Pk f Terminal Services Manager
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0

v Chinh sidch mat khau

Password policy nham ddm bdo an toan cho tai khodn ngu0i dung,

cho phép quy dinh chi€u dai, d0 phUc tap cla mat khau.

=101 x|

File Action View Help

cr|BmIXBR

@ Security Settings

= L8 Account Policies
I} assword Policy
(@ Account Lockout Policy

&8 Local Policies

#1-(_] Public Key Palicies

- (] Software Restriction Policies

-8, IP Security Policies on Local Computer

Policy /

I Security Setting

#ig|Enforce password history
@Maxh’num password age
@Minimum password age

E‘gﬂhﬂinimum password length
L-"_ig]Password must meet complexity r...
Eﬁ]smre passwords using reversible ...

0 passwords remem...
42 days

0 days

0 characters

Disabled

Disabled
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0

v Cl

hinh sach mat khau

Chinh sach Mo ta Mic dinh

Enforce Password History S0 lan dat mat khau khong duoc 0
trung nhau

Maximum Password Age Quy dinh s0 ngay nluéu nhat ma 42
mat khau nguor dung co laéu Iuc

Minummum Pagsword Age Quy 86 ngay tor thieu truee klu 0
nguror dung co the thay doir mat khau

Minimum Password Length | Chiéu dai ngdan nhat ciia mat khau 0

Passwords Must Meet Mait khau phai co do phuc tap nlur: | Khong khai

Complexity Requirements co ky tu hoa, thuong, co ky =o. bao

1 . - . . - ~ 7 . . -y~ ~ .

Store Password Using Mat khau nguor ding duoe lua | Khong khai

Reversible Encryption durét dang ma hoa bao
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Bai 3: Quan Iy Windows Server 2003

@r

» Chinh sdch hé thOng trong moi truOng cUc b0
v Chinh sidch mat khau

DE thié€t 1ap chinh sdch mat khau cho m&t muc niao dé ban Double
click vaio muc d6 d€ xudt hién giao dién cho phép thuc hi€n thiét

18n 2]
1dU:
Local Security Setting I

Minimum password length

Password must be at least:

|Ei :I: characters '

thiéu cia mat khau

0K Cancel |  Appy
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» Chinh sdch hé thOng trong moi truOng cUc b0
v Chinh sidch mat khau

Bai 3: Quan Iy Windows Server 2003

Luru y: DE hé thOng mang an toan ban nén:

* Thi€t 1ap chinh sich qui dinh chi€u dai tdi thi€u cla mat khdu
cho ngu0i sU dung khi ding nhap vao hé thOng (ché d0 mac dinh
bang 0).

* Khi dat mat khdu nén st dung ché d6 dat mat khau phuc tap.
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sach khoa tai khoan

khoan bi khoa

Chinh sach Mo ta Gia tri mac dinh
Account Lockout | Quy dinh sé 1an ¢ gang | 0 (tai khoan sé khéng bi khéa)
Threshold dang nhap trwéc khi tai

Account Lockout
Duration

Quy dinh th¢i gian khoa
tai khoan

La 0, nhwng néu Account
Lockout Threshold dworc thiét
lap thi gia tri nay la 30 phut

Reset Account
Lockout Counter
After

Quy dinh thoi gian dém
lai s6 lan dang nhap
khéng thanh céng

La 0, nhwng néu Account '
Lockout Threshold dworc thiét
lap thi gia tri nay la 30 phut




@r

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sach khoa tai khoan

Account Lockout Policy quy dinh c4ch thUc va thOi di€m khoéa
tai khodn.

Bai 3: Quan Iy Windows Server 2003

'ifi Local Security Settings

=101 x|

Eile  Action Wew Help

&= | Bm XB 2

@ Security Settings Policy ¢ | Security Setking |
EI @ Account Palicies Fl.n:l:n:uunt lockout duration Mot Applicable

o @ Password Policy .ﬁ.n:n:nunt lockouk Ehreshiold 0 invalid logon atkempts
P ! Reset account lockout counter after Mot Applicable

l @ Local Policies

l -7 Public Key Policies
(-] Software Restriction Policies
,g IP Security Palicies on Local Computer
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sach khoa tai khoan

Dé thié€t 1ap chinh sich khéa tai khodn cho mOt muc nao dé ban
Double click vao muc do:

Vi du:

‘i Local Security Settings

File  Ackion  ‘iew Help

=101 ]

== =Y

@ Security Settings
=28 Accoun  Policies
L8 password Policy
- 28 Account Lackout Palicy
{3 Local Policies
D Public key Policies
-1 Software Restriction Policies
g IP Security Policies on Local Computer

olicy  / |Securit Setking

Lacal Security Setting

.4 Account lockout threshold

Eﬁ:

Account will lock aut after:

|3 _|::' invalid logon attempts

Jaccount lockout duration Mot Applicable
| Account lockout threshold 0 inwalid logon attempts
|Reset account lockout counter aftker Mot Applicable

2|

Ok, Cancel
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@r

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sach khoa tai khoan
Sau khi quy dinh sau 3 1an ding nhap tai khodn thi tai khodn sé b
khéa, nhan vao “Apply” trén hOp thoai ta s€ thay giao di€n sau:
Vi du:
21 x|

Because the walue af Account lockout threzhold 12 now 3 invalid logon atternpts, the sethings for
the following tems will be changed to the suggested walues.

Falicy Folicy Setting Suggested Setting
.-'-"-.c:c:::uunt lockout duration Mot Applicable A0 minutes

RHezet account lockout counter after Mot &pplicable A0 minubes
4] |+

ak. I Cancel |
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0

v Chinh sich kiém todn

Audit Policy gitip ban cé th€ gidm sit va ghi nhan cdc su kién xdy ra trong
hé thOng, trén cac dbi tugng cling nhu d6i v48i User. Thong qua chinh sdch
ki€m todn ngudi qudn tri mang c6 th€ ki€ém tra va gidm sit hé thOng mang

an toan va chat ché hon.

-loix]

File Action View Help

«» Om xXB 2

| security Setting

@ Security Settings Policy 7
- (@ Account Policies }Eﬂ.ﬁ.udit account logon events

=8 Local Policies
ORI 1A udit Policy
#-_8 User Rights Assignment
%8 Security Options

#-[_] Public Key Policies

(#-[_] Software Restriction Policies

[ @ IP Security Policies on Local Computer

@Audit account management
@Audit directory service access
!rﬁ,'ﬂ.ﬂ.udit logon events

!g'g"].ﬁ.udit object access

@]Audit policy change

;"_’T_,'_gt].ﬂ.udit privilege use

-'ﬁﬂ.ﬂ.udit process tracking
!rﬁ'gtlﬁ.l.ldit system events

K

Success

Mo auditing
Mo auditing
Success

Mo auditing
Mo auditing
Mo auditing
Mo auditing
Mo auditing
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sach ki€m todn

e Sl . 2 .
» Cac lwa chopefrong chinh sach kiem toan

Chinh sach

Mo ta

Audit Account
Logon Events

Kiém toan nhirng sw kién khi tai khoan dang nhap, hé
thong sé ghi nhan khi ngwoi dung logon, logoff hoac tao
mot két néi mang

Audit Account
Management

Hé théng sé ghi nhan khi tai khoan ngw¢i dung hoac
nhom co sw thay doi théng tin hay cac thao tac quan tri
lién quan dén tai khoan nguwdi dung

Audit Directory
Service Access

Ghi nhan viéc truy cap cac dich vu thw muc

Audit Logon Events

Ghi nhan cac sw kién lién quan dén qua trinh logon nhw
thi hanh mét logon script hoac truy cap dén mét roaming
profile

Audit Object Access

Ghi nhan viéc truy cap cac tap tin, thw muc, va may tin

Audit Policy Change

Ghi nhan cac thay déi trong chinh sach kiém toan
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sach ki€m todn

'wc 3',.1 r r - A r
» Cac lwa chogEfrongchinh sach kiem toan (t.t)

Chinh sach

Mo ta

Audit privilege use

Hé théng sé ghi nhan lai Khi ban ban thao tac quan tri
trén cac quyén hé théng nhw cap hoac x6a quyén cua
mot ai do

Audit process
tracking

Kiém‘toén nay theo do6i hoat déng cua chwong trinh hay
hé diéu hanh

Audit system event

Hé thépg sé ghi nhan méi khi ban kh&i déng lai may
hoac tat may
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» Chinh sdch hé thOng trong moi truOng cUc b0

¥ Chinh sdch ki€m toén
- No Auditing: Khong thi€t 1ap chinh sich ki€m todn
- Success: Thiét 1ap chinh sich ki€m todn thanh cong (nh{ng su ki€n thanh cong
sé& dugc ghi nhan lai trong “bdo cdo” Event Viewer)
- Failure: Thi€t 1ap chinh sich ki€m to4n khong thanh cong (nhlng su kién
khong thanh cong s€ dugc ghi nhan lai trong “bdo cdo” Event Viewer)
=10/

File Action ‘iew Help

e | a@m XB| 2

@ Security Settings Policy [ ﬂcurh@ttting
[#-_& Account Policies E@ﬂnudit account logon events Success
=8 /L__oca1 Policies E‘g’]Audit account management Mo auditing

& .Q Audit Policy .ﬂ.udit directory service access No auditing

] ;§ User Rights Assignment {Eﬂ Audit logon events Success

2 9 _SEEU’RY O_'I?ti‘:'“s #g)audit object access Mo auditing
[#-[_] Public Key Policies %g)audit policy change Mo auditing

[#-(_] Software Restriction Policies

Mo auditin
-8, 1P Security Policies on Local Computer i

Mo auditing
Mo auditing

@Audit privilege use
@\ﬂﬁudit process tracking
'rﬁ'gtl.ﬁ.udit system events

4 I
| |
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» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sach ki€m todn
DE thi€t 1ap chinh sach ki€m todn cho mOt muc nao d6 ban Double
click vao muc dé lic nay s€ xuat hién giao di€n c6 dang nhU sau:

Audit logon events Properties 2| x|

Local Security Setting I

Audit logon events

Audit these attempts:

<<<<<<<<<<<<<<<<<<<<<<

................

I~ Failure

0K Cancel Spply
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» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sach ki€m todn

Dé xem k€t qud cUa chinh sich ki€m todn trong hé thOng Windows
Server 2003 ban chOn muc “Event Viewer” trong menu Administrative

Tools. Giao di€én “Event Viewer” ¢6 dang nhU sau:

HEvl‘:r‘lt Yiewer = nl_ﬁ[
Eile Action Yiew Help

e~ aEFRR(@

L) Event Viewer (Local) | Smrfy 8 event(s)
I_’f.l Application Type | Dake | Time | Source | category | Ew
) Securkty & Success Audit 4/232008 2:27:17 AM  Secwrity  Logonflogoff 57
1] System oF Success Audit 4{23/2008 9:27:17 M Securty  LogonjLogeff 52

JSucceszs Audit 4)23/2008 D277 AM Security LogonyLogaff 55,
§| Fallure dudie  4f23/2008 Q2715 AM  Security Account Logon 681
§| Faillure fudit 472372008 2711 AWM Security Accounk Logon 681
,_;’Suu:eszs Audit 4)23/2008 92707 AM Security LogonyLogaff 53
@f Success Audit 4f23j2008 Q27106 AM  Security LoganfLogoff 55
,fﬁuu:eszs Audit 4j23j2008 2657 AM Security System Event 51
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sich quyén hé thong cUa ngu0i diing

User Rights Assignment dé cap dén mOt s6 quyén hé thdng cho
User va Group

@ Security Settings Policy 7/ | Policy Setting -
& E_.JJ Account Policies E;tlnccess this computer from the network Everyone, Administrators, Authenti. .
= 'l Local Po.licies. @¥)Act as part of the operating system

I —;d Aodk Policy &%) Add workstations to domain Authenticated Users

c3 ﬁ ;'::;Eﬁ::u‘:f“’"m 8] adust memory quotas For a process LOCAL SERVICE,NETWORK SERVI..
& :H évent Lod E{Iﬁllow log on locally Administrators,Backup Operators, ..
.'.+‘. @ Restrictad Groups g'ﬂlﬁ.lluw log on through Terminal Services Mot Defined
@58 System Services __-"_i,'{laack up Files and directories Administrators,Backup Operators, ..
B @ Registry __-‘i'{ls'_.apass traverse checking Everyone, Administrators, Authenti, .
& 13 File System ﬁﬂchange the system time Administrators, Server Operators
Y wireless Network (IEEE 802.11) P | 8%]Create a pagefie Administrators
-] Public Key Policies @Create a token object
-] Software Restriction Policies 9] Create global objects Mot Defined pillj
[+ g IP Security Policies on Active Direc .-_T'ﬂcreate permanent shared objects

_ZT'{IDebug programs Administrators

#]Deny access to this computer from the network NETCLASS\SUPPORT 38894530
#4)Deny log on as a batch job
jﬁ]Deny log on as a service

E'y:lDeny log on locally METCLASS|\SUPPORT_388945a0
ﬂf]oeny log on through Terminal Services Mot Defined

:-‘iif]enable computer and user accounts to be tru.,. Administrators

?__'{IFor-:e shutdown From a remote system Administrators, Server Operators
_-_?'gtIGenerate security audits LOCAL SERVICE,NETWORK SERVICI w»

« | B | Bl
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Bai 3: Quan Iy Windows Server 2003

@r

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sich quy@n hé thOng cla ngudi ding

» Mot sé quyéi&ﬁtﬁén‘g cho ngweéi ding va nhém

Quyén M6 ta
Access This Computer Cho phép ngwoi dung truy cap may tinh thong
from the Network qua mang. Mac dinh moi ngw&i déu cé quyén nay.
Allow log on locally Cho phép ngw¢éi dung dang nhap cuc bé vao
server

Bypass Traverse Checking | Cho phép ngwoi dung duyét qua cau trac thu muc
néu ngudi dung khéng c6 quyén xem (list) néi
dung thw muc nay.

Back Up Files and Cho pheép ngwoi dung sao Iwu dw phong (backup)
Directories cac tap tin va thw muc bat chap cac tap tin va thw
muc hay hgwei dé co quyén khéng.

Change the System Time | Cho phép ngwi dung thay déi gio hé théng cua

may tinh.
Deny Access to This Cho phép ban khoéa ngwoi dung hoac nhom khong
Computer from the dwoc truy cap dén cac may tinh trén mang.

Network
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Chinh sich quy@n hé thOng cla ngudi ding

> Mot sé quyéﬁﬁt'ﬁén'g cho ngwéi ding va nhém (t.t)

Quyén

Mo ta

Deny Logon Locally

Cho phép ban ngan can nhirng ngwéi dung va
nhom truy cap dén may tinh cuc bo.

Load and unload device
drivers

Cho phép ngwi dung cai dat hoac go bo driver
cua thiet bi

Log On Locally

Cho phép ngwi dung logon tai may tinh Server.

Restore Files and
Directories

Cho phép ngwoi dung phuc héi tap tin vathw
muc, béat chap ngwdi dung nay cé quyén trén file
va thue muc nay hay khéng.

Shut Down the System

Cho phép ngwei dung shut down cuc bé may
Windows 2003.

Take Ownership of Files or
Other Objects

Cho ngw&i dung twéc quyén s& hivu ctia mét doi
twong hé théng.
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» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Céc tuy chon chinh sidch bao mat khéc
Security Options cho phép ngu0i quan tri khai bdo thém cdc thong
s nham nang cao tinh bdo mat cho hé thdng.

=
Fle Action View Help
&= | A XB| 2
3] Security Settings Palicy  / I Security Setting -
®-_9 Account Policies [2%) Accounts: Administrator account status Enabled
=8 Local Policies ) Accounts: Guest account status Disabled
e (8 Audit Policy [2¥] sccountts: Limit local account use of blank ..,  Enabled
E2 -_—':‘:" User Rights Assignment [#8] Accounts: Rename administrator account Adrinistrator
gi, *:-u:ur'it';.! '::"ti':' L R]F\cmunts Rename guest accounk Guest .
:_ E'II :z:tl:::;ﬂ:ji::bn Pokdias E'g'] Audit: Audit the access of global system o...  Disabled
._ S St e o (et e ;'_"{]qudit Audit the use of Backup and Restor.,, Disabled
[88] audit: Shut down system immediately if un... Disabled
EDCOM Machine Access Restrictions in Sec.,, Not Defined
BH]DCOM: Machine Launch Restrictions in Sec... Nok Defined
__,{lDew:es: Allow undock without having ta lo...  Enabled
A_,QHDE‘HICES: Allowed to Format and eject remo...  Administrators
ﬂDew:es: Prevent users From installing print,,, Enabled
8| Devices: Restrict CO-ROM access to locally... Disabled
Eii]Dewcas: Restrict Floppy access to locally lo,..  Disabled
ﬂ{]Devices: Unsigned driver installation behavior Warn but allow installat
:{]Dumaln controller: Allow server operators t... Not Defined
E'yi]Du:umeln controller: LDAP server signing req... Mot Defined
;_EIDnmaln contrnller Relusa machine accoun... Mot Defined J:I
4 | »
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Bai 3: Quan Iy Windows Server 2003

» Chinh sdch hé thOng trong moi truOng cUc b0
¥ Céc tuy chon chinh sidch bao mat khéc

Tén hra chon

Mo ta

Accounts: Lt local account use of
blank passwords to console logon only

Cho phép khai bao gié1 han hay khong
2101 han tar khoan st dung mat khau
trong

Account: Rename administrator
account

Cho phép @61 tén tai  khoan

Admuustrator thanh tén mo

Audit: Audit the access of global
system objects

Gram sat viéc truy cap cac do1 tirong hé
thong toan cuc

Interactive logon: Do not display last
user name

Khong hien thi tén nguwron dung da logon
trén hop thoair Logon

Interactive logon: Do not require
CTRL+ALT+DEL

Khong véu cau an to hop phim

Network security: Force logoff
when logon hours expires

Tu dong logoff khoir hé thong klu
nguor dung heét thor gian st dung hoac
ta1 khoan hét han

Shutdown: Allow system to be shut
down without having to log on

Cho pheép ngum dung shutdown hé
thong ma khéng can logon
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