TONG QUAN VE HE THONG FILE NTFS

Hé thOng file NTFS cung cdp su ph6i hop thuc hién, d0 tin cdy,
khd ning tuong thich ma khong tim dugc & trong hé thOng file FAT.
NTFS dugc thiét k€ d€ thuc hién nhanh cac thao tic chudn trén file nhu
doc, ghi, va tim ki€m. Tham chi cic hoat dOng tién ti€n nhu kha ning
khéi phuc hé théng file, ho tro cic dia cling c6 dung 1uong 16n.

Hé thOng file NTFS bao gbm nhiéu tinh ning an toan can dén cho
céc file server va cdc mdy tinh c4 nhan high-end trong moi truGng tich
hgp. NTFS ciing h6 trg di€u khién truy cap d{ liéu va cdc ddc quyén
s& hitu, diy 1a dac di€u quan trong cho toan ven d{f liéu.

Dudi day 1a mOt s6 dac trung chi dugc cung cdp bdi hé thOng file
NTES:

0 Ta c6 th€ gan cdc quyén cho cic file va thu muc, vi vay ta c6 thé
chi dinh ai 12 nguGi dugc phép quyén truy cap dén file hodc thu muc
d6, va c6 thé gidi han kha niing truy cap thong qua céc ki€u truy truy
cap da dugc dinh nghia. Hé thOng file NTFS dua ra nhi€u quyén hon so
vGOi hé thOng file FAT, va ta c6 th€ dat cic quyén cho moi ngudi st
dung hodc nhém ngudi st dung riéng 1€. Pdc trung nay th€ hién kha
ning bdo mat cUa NTFS.

0 Kha ning khoi phuc da thiét k& cho hé théng file NTES 1 d&
ngUdi st dung it khi phdi chay bat ky chudng trinh stra chita dia nao
trén O dia NTFS. Trong tru0ng hop d0 v& (crash) hé thOng, thi hé thOng
file NTFS diing file sG ghi (log file) clla né va thong tin di€m ki€m tra

(checkpoint) d€ tu dOng khdi phuc tinh nhat quan cla hé thOng file.



0 TG chlec 1uu trt cdc thu muc theo cdu triic ciy nhi phan lam cho
viéc truy cap t6i céc file trén mOt thu muc 16n nhanh hon viéc truy cap
tdi céc file trén mOt thu muc cling kich thudc trén hé thOng file FAT.

0 Ta c6 th€ nén céc file va thu muc riéng 1€ trén dia NTFS. Qu4
trinh gidi nén s tu dOng thuc hién khi md file, va tu dOng nén lai khi
cat hodc dOng file.

0 HO trg da lubng d{ liéu cho file, tén lubng dit 1iéu nhdn biét mot
thudc tinh dr liéu mdi trén file. MOt thé file c6 thé md cung v&i moi
mOt ludng dit liéu.

Ngoai cdc dac trung trén thi NTFS5 (phién ban 5.0) con cung cap
cdc dac trung sau:

0 Kha niing ma hoa.

0 Gi6i han khong gian dia cho tUng ngudi st dung.

0 Céc di€m reparse.

0 C4c di€m gan dia.

0 C4c file thua.

0 Theo doi lién k€t phan tan.

0 Kha ning tao chi muc chung.

0 Tén dua trén Unicode.

0 Panh dau céc cluster hdng.

0 Ghi chép céc thay d6i.

0 Gidi phan manh.

0 Lién két cUng.



Tié€p theo em s€ trinh bay cach tG chlc 1uu tr(r d(f li€u trén dia cla
hé thOng file NTFS va mOt sO ddc trung quan trong cUa hé thOng file
nay. Phan nay dugc chia 1am hai chuong.

Chuong 1 sé trinh bay cich t0 chlc luu trlt d(F li€u clia NTFS.

Chuong 2 trinh bay mOt sO ddc trung quan trong trong hé thOng
file NTFS. C6 thé dua ra cdc vi du va hinh minh hoa cic budc thao tic
trén Windows 2000, cdc haim API cho khd ning 1ap trinh trén nén Win
NT/2K.



Chuong 1.

T chutc luu trir dir liu trén hé théng file NTFS.

I. Cau triic mét volume sau khi duoc dinh dang béi NTFS.

Partition
boot sector

Master File Table

System
files

File area

Hinh minh hoa mOt 6 dia dugc dinh dang boi

NTFS

- Partition boot sector: 12 thong tin dau tién trén G dia NTFS dugc sU
dung khGi dOng partition. Thong tin nay bat dau & sector 0 va cé thé dai
t3i 16 sector, n6 bao gOm 1énh nhdy, ID cUa hing ché tao thiét bi gbc

(OEM), bang tham s& chinh va bang tham s6 m& rdng, chuong trinh

mOi, va culi cuing 1a ch{t ky clla hé di€u hanh (ludn 12 55AA).

- Master File Table: 12 bdng file chU (MFT), 1a file dau tién trén dia
NTFS. MFT bao gdm céc ban ghi ch(fa thong tin vé céc file va thU muc

trén dia. Trong d6 c6 16 ban ghi dau tién danh d€ luu tr(r c4c file thong

tin dac biét (sé dugc dé cap chi ti€t ¢ phan dudi).

- System files: c6 nhi€u loai file hé thOng khdc nhau, ching 1uu

thong tin dac biét d€ thuc thi hé thdng file, céc file nay khong thé nhin

thay.




- File area: 1a vung Iuu d{ liéu cUa file hodc thu muc khi kich
thudc dit liéu (c6 thé 1a cd thubc tinh) cUa file hodc thU muc qué 16n

d€ dién hét vao mOt ban ghi MFT.



I1. Partition boot sector.
Bdng sau md ta sector khdi dOng cUa dia dugc dinh dang bdi
NTES.

\ Byte Offset | Field Length | Field Name |
- 0x00 ' 3bytes " Jump Instruction \
| 0x03 | 8bytes | OEMID |
- 0x0B | 25 bytes ' BPB \
- 0x24 | 48 bytes ' Extended BPB |
| 0x54 | 426 bytes | Bootstrap Code |
' Ox01FE ' WORD | End of Sector Marker |

Khi ta dinh dang dia NTFS thi chuOng trinh dinh dang phan 16
sector dau tién cho sector kh@i dOng, n6 gOm hai cau tric:

KhOi tham s6 BIOS (BPB). Khoi nay ch(fa thong tin v€ su' x€p
dat (layout) cUa dia va cdc cau tric file hé thOng.

Chuong trinh mOi (bootstrap code) md ta cich tim va nap céc file
khéi dOng nhu thé nio.

Trén dia NTFS céc truOng d liéu theo sau BPB (BIOS Parameter
Block) hinh thanh BPB m& rOng. D{f li€u trong cac trudng nay cho phép
Ntldr (NT loader program) tim bang file chU (MFT) trong liic kh&i dOng.
MFT khong dugc dinh vi trudc & sector nao d6 (khong gibng nhu 1a
FATI16 va FAT 32). BGi vi MFT c6 thé dugc di chuyén néu & vi tri
thong thudng cla né c¢6 mot sector bi h@ng. Tuy nhién, n€u d{ liéu cla
BPB m@ rOng bi sai 1&ch thi khong th€ xac dinh dugc MFT, va Windows
NT/2K cho rang 6 dia ny chua dudc dinh dang.



Vi du sau minh hoa sector kh&i dOng cUa dia NTFS dugc dinh dang khi
chay Windows 2000. Ta c6 th€ chia s liéu nay thanh ba phan:

Cic byte 0x00  0x0A 14 1énh nhdy va OEM ID

Céc byte 0xOB  0x53 1a BPB va BPB md rOng

Phan con lai la chuOng trinh mOi va chu ki cUa he diéu

Physical Sector:Cyl 0, Side 1, Sector 1

00000000:EB 52 90 4E 54 46 53 20 -20 20 20 00 02 08 00 00 .R.NTFS ........
00000010:00 OO0 GO OO0 OO F8 0O 00 -3F OG0 FF 00 3F 00 00 00 ........ 2000700,
00000020:00 00 0O 00 80 00 80 00 -4A F5 7F 00 00 00 00 00 ........ Jovinnn
00000030:04 OO0 OO OO0 OO OO OO 00 -54 FF 07 00 GO GO 00 OO0 ........ Toooonn
00000040:F6 00 00 00 01 00 G0 00 -14 A5 1B 74 C9 1B 74 1C ........... t..t.
00000050:00 OO0 GO0 00 FA 33 CO 8E -DO BC 00 7C FB B8 CO 07 ..... 3..... |.-..
00000060:8E D8 E8 16 00 B8 00 0D -8E CO 33 DB C6 06 OE 00 .......... 3.....
00000070:10 E8 53 00 68 00 6D 68 -6A 02 CB 8A 16 24 00 B4 ..S.h..hj....$..
00000080:08 CD 13 73 05 B9 FF FF -8A F1 66 OF B6 C6 40 66 ...s...... f...ef
00000090:0F B6 D1 80 E2 3F F7 E2 -86 CD CO ED 06 41 66 OF ..... TR Af.
000000A0:B7 C9 66 F7 E1 66 A3 20 -00 C3 B4 41 BB AA 55 8A ..f..f....A..U.
000000BO:16 24 00 CD 13 72 OF 81 -FB 55 AA 75 09 F6 C1 01 .$...r.. PR
000000C0:74 04 FE 06 14 00 C3 66 -60 1E 06 66 A1 10 00 66 t...... f..f...f
000000D0:03 06 1C 00 66 3B 06 20 -00 OF 82 3A 00 1E 66 6A ....f;....:..Tj
000000E0:00 66 50 06 53 66 68 10 -00 01 00 80 3E 14 00 00 .fP.Sfh..... >...
000000FO:0F 85 OC 00 E8 B3 FF 80 -3E 14 00 00 OF 84 61 00 ........ >..... a.
00000100:B4 42 8A 16 24 00 16 1F -8B F4 CD 13 66 58 5B 07 .B..$...... X [..
00000110:66 58 66 58 1F EB 2D 66 -33 D2 66 OF B7 OE 18 00 fXfX.-f3.f......
00000120:66 F7 F1 FE C2 8A CA 66 -8B DO 66 C1 EA 10 F7 36 f...... f..f....6
00000130:1A 00 86 D6 8A 16 24 00 -8A E8 CO E4 06 GA CC B8 ...... S
00000140:01 02 CD 13 OF 82 19 00 -8C CO 05 20 00 8E CO 66 .............. f
00000150:FF 06 10 00 FF OE OE 00 -OF 85 6F FF 07 1F 66 61 .......... o...fa
00000160:C3 AO F8 01 E8 09 00 AO -FB 01 E8 603 00 FB EB FE ................
00000170:B4 01 8B FO AC 3C 00 74 -09 B4 OE BB 07 00 CD 10 ..... <.t........
00000180:EB F2 C3 0D OA 41 20 64 -69 73 6B 20 72 65 61 64 ..... A disk read
00000190:20 65 72 72 6F 72 20 6F -63 63 75 72 72 65 64 00 error occurred.
000001A0:0D OA 4E 54 4C 44 52 20 -69 73 20 6D 69 73 73 69 ..NTLDR is missi
000001BO:6E 67 00 OD OA 4E 54 4C -44 52 20 69 73 20 63 6F ng...NTLDR is co
000001C0:6D 70 72 65 73 73 65 64 -00 OD OA 50 72 65 73 73 mpressed...Press
000001D0:20 43 74 72 6C 2B 41 6C -74 2B 44 65 6C 20 74 6F Ctrl+Alt+Del to
000001E0:20 72 65 73 74 61 72 74 -0D OA 00 00 00 00 00 00 restart........
000001FO:00 0O 00 00 OO 0O 00 00 -83 AO B3 C9 00 00 55 AA .............. u.

Ciéc truOng bat dau tUr dia chi 0x0B, 0x0D, 0x15, 0x18, Ox1A, va
0x1C c6 ¥ nghia nhu hé thOng file clla FAT16 va FAT32. Cac gi4 tri mau

tuong Ung sO 1i€u & trén.



Bdng mé ta cdc truOng trong BPB va BPB m0O rOng trén dia NTFS.

Byte
Field Length Sample Value Field Name
Offset
' 0x0B | WORD | 0x0002 | Bytes Per Sector |
 0x0D | BYTE | 0x08 | Sectors Per Cluster \
o= ' WORD | 0x0000 | Reserved Sectors \
- 0x10 | 3BYTES ' 0x000000 | always 0 |
- 0x13 | WORD | 0x0000 " not used by NTFS |
0x15 | BYTE | OxF8 | Media Descriptor \
- 0x16 | WORD | 0x0000 | always 0 |
- 0x18 ' WORD | 0x3F00 | Sectors Per Track \
' Ox1A ' WORD ' 0xFF00 ' Number Of Heads \
- 0x1C ' DWORD ' 0x3F000000 | Hidden Sectors \
- 0x20 | DWORD ' 0x00000000 " not used by NTFS |
- 0x24 | DWORD | 0x80008000 " not used by NTFS |
- 0x28 ' 8BYTES | 0x4AF57F0000000000 | Total Sectors \
Logical Cluster Number for the
0x30 8 BYTES 0x0400000000000000
file SMFT
Logical Cluster Number for the
0x38 8 BYTES 0x54FF070000000000
file $MFTMirr
Clusters Per File Record
0x40 DWORD 0xF6000000
Segment
- Ox44 ' DWORD | 0x01000000 | Clusters Per Index Block \
| 0x48 | 8BYTES | 0x14A51B74C91B741C ' Volume Serial Number \
- 0x50 ' DWORD | 0x00000000 | Checksum \

I11. Master File Table.

Mo6i mOt file trén dia NTFS tuong Ung vGi mOt ban ghi (record)
trong mot file ddc biét dugc goi la bang file chU (MFT). NTFS d€ danh
16 ban ghi dau tién cla bang d€ luu tr(r cic file thong tin ddc biét
(metadata files). Ban ghi dau tién ca MFT md td chinh MFT, ti€p theo 1a
ban ghi dnh MFT (MFT mirror record). N€u bdn ghi MFT dau tién bi
héng, thi NTFS doc ban ghi th(T hai d€ tim ra file anh MFT. File anh cla

bdn ghi dau tién giOng hét ban ghi dau tién cla MFT. Vi tri cdc doan d{



liéu clla MFT va file dnh MFT duQc ghi trong sector khGi dOng. MOt ban
sao cla sector kh@i dOng dugc dinh vi & gilta clia 6 dia logic. Ban ghi th(r
ba clla MFT la file s ghi (log file), file nay dugc ding cho cong viéc khoi
phuc 1ai file. C4c ban ghi tU th( 17 va ti€p theo clla MFT 1a mOi file hodc
thU muc trén dia NTFS.

Hinh dudi day la mé ta don gidn c8u triic MFT.

Extent
INnnnm
Haskber File Takls Bickenk

Leg file recerd

Ext=nt

anall Eil ] Extent 1
mall Eile recor
IR
Exteant 2
Large file record L
fmall directory resord Extent 3

Bang file chU phan phOi khong gian luu trlt thuc su cho moi ban
ghi file. C4c thuQc tinh cUa mOt file duQc ghi vao khong gian dia dugc
phan phGi trong MFT. Bén canh cic thuQc tinh file, mOi ban ghi file con
chlra thong tin v€ vi tri cUa né trong MFT.

Thong thudng mOi mot file s&* dung mOt ban ghi file. Tuy nhién
n€u mot file ¢6 sO Iuong thudc tinh 18n hodc bi phan mdnh, thi file d6 c6
th€ can nhi€u hon mot ban ghi file. Trong truGng hgp nay, ban ghi dau

tién dugc goi 1a ban ghi file cO s&, né 1Uu tr(r vi trf cla cac ban ghi file



khic ma file yéu cdu. Céc file va thu muc nhd (di€n hinh 13 1500 bytes

hodc nho hon) c6 th€ dugc chita hoan toan trong ban ghi MFT cUa file.

Vi du dudi day 1a ban ghi MFT cho mOt file hodc thu muc nho.

Thi€t k€ nay 1am cho viéc truy cdp vao file rat nhanh. POi vGi hé
thOng file FAT thi 1ai s& dung bang phan phoi file d€ dua ra tén va dia
chi clla mOi file. C4c phan t& thu muc FAT ch(tfa m6t chi muc trong bang
phan phoi file. Khi ta mudn xem moOt file. dau tién FAT doc bang phan
phOi file va gid st rang file can tim 13 tOn tai, sau d6 FAT 1dy thong tin
file bang vi€c tim chudi cdc kh6i vi trf dd dugc gan cho file. V&i NTFS thi
ngay khi tim thdy file 12 ta c6 th€ st dung.

Céc ban ghi thu muc dugc luu 1ai trong bang file chU nhu Ia cic
bdn ghi file, chi khic 13 & day thong tin chi muc dugc thay cho phan dit
li€u. C4c ban ghi thu muc nhO thudng tri hoan toan trong cdu tric MFT.
Cic thu muc 16n dugc t0 chlc thanh cay nhi phan, va ¢ cic ban ghi ciing
v@i céc con tro trd tdi céc cluster bén ngoai, cic cluster nay chlfa cdc phan
t0r thr muc ma khong th€ ch(ra cing v&i cdu triic MFT (c6 thé xem vi du
minh hoa trong phdn Tao chi mUc chung O chuong 2).

IV. Cdc thuc tinh file NTFS.
Hé thOng file NTFS coi m0i file (hodc thu' muc) nhu 13 mot tap céc

thuOc tinh file. MOi thudc tinh dugc nhan biét bGi ma kiéu thuOc tinh, va



tuy chon mOt tén thudc tinh. Khi c4c thudc tinh clla mot file c6 th€ dién
(vUra) vao ban ghi file MFT, thi c4c thuOc tinh nay dugc goi 1a cdc thulc
tinh cU tri (resident attributes). Vi du cdc thong tin nhu tén file, tem th0i
gian thi lu6n luén nam trong ban ghi MFT. Khi cé4c thong tin cho mOt file
12 qud 16n d€ dién vao ban ghi file MFT, thi mOt vai thuQc tinh cla file sé&
dudc phan phOi mOt hodc hon moOt cluster trén ving dia khac d€ phuc vu
cho viéc 1uu tr(t cdc thuOc tinh nay. Céc thuQc tinh nay dudc goi la céc
thudc tinh khong cU tri (nonresident attributes). NTFS tao danh sach thuOc
tinh d€ md td vi tri cla tat cd cac ban ghi thulc tinh.

Bang dudi day 1iét ké tat ca cac thulc tinh hién tai da dugc dinh
nghia bGi hé thOng file NTFS. Danh sach thuQc tinh nay c6 th€ m& rOng

ra, c6 nghia 12 c4c thuOc tinh khac c6 thé dugc dinh nghia trong tuong lai.



Ki€u

Tool Stream

A Mo ta
thuOc tinh

Thong tin Bao gbm cic thong tin nhU tem thGi gian va d€m lién két (link count).

chudn

Danh sich Liét ké vi trf cUa tat ca cac ban ghi thudc tinh (chi cho cédc thuQc tinh

thuOc tinh khong thé dién vao ban ghi MFT).

Tén File La mot thuOc tinh c6 th€ dugc 1ap 1ai cho ca tén file dai va tén file ngan.
Chiéu dai cUa tén file dai c6 th€ 1én tdi 255 ky tu Unicode, tén file ngan
c6 dang 8.3. Céc tén thém vao la cic lién k&t clng, tén dugc yéu cau bdi
POSIX c6 thé chifa cdc thubc tinh tén file thém vao.

Mo td bdo | Md ta ngudi chl s& hitu va ngudi cé thé truy cap.

mat

D{rliéu ChUra d(t liéu file. NTFS cho phép nhi€u thuQc tinh d{f liéu trén mot file.
Thong thudng moi mot file cé6 mOt thudc tinh dir li€u khong tén. MOt
file cing c6 thé c6 mOt hodc nhi€u hon cic thulc tinh dif liéu c6 tén,
mOi thuOc tinh dit liéu c6 tén nay diing mt ci phap riéng.

Dinh danh | Dinh danh file duy nhdt trén dia. Pugc ding bdi dich vU theo dai lién két

doi tugng | phan tan. Khong phai tat ca cic file d€u c6 cac dinh danh dOi tugng.

Logged Tuong tU nhu mOt ludng dit liéu, nhung cic hoat dOng dugc ghi vio

file sG ghi NTFS giGng nhu cic thay d0i metadata clla NTFS. ThuOc tinh
nay dugc st dung béi EFS.

Reparse buoc s dung cho cic di€m gan dia. Cic di€m reparse ciing dugc s
Point dung bdi cdc trinh di€u khi€n 1oc hé thOng file cai dat (IFS) d€ danh
d&u cic file thuc su'1a dac biét d6i v4i trinh di€u khién dé.
GOc chi Pugc ding d€ thuc thi cdc thu muc va cdc chi muc khac.
muc
Phan phoi Pugc diing d€ thuc thi cic thu muc va cdc chi muc khac.
chi muc
Bitmap | Pugc ding d€ thyc thi cdc thu muc va cdc chi myc khic.
Thong tin Chi dugc dung trong file hé thGng. Ch(ra phién bdn dia.
0 dia
' TénSdia  Chi dugc dung trong file hé thGng. Ch(ra nhan dia.

V. Cdc file hé théng NTFS.




NTFS bao gbm céc file hé thOng khéc nhau, tat cd céc file nay déu
khong thé€ nhin thdy. MOt file hé thOng dugc st dung bdi hé thOng file
d€ 1uu trlt cac siéu dir liéu (metadata) cUa né va d€ thuc thi hé thOng
file. Céc file h& thOng dugc dat 1én dia bang mot trinh tién ich dinh

dang (format unility).



Metadata duQc Uy trong bang file chU nhu sau:

File hé Tén file Ban ghi Muc dich cUa file
thOng MFT

Bang file $Mft 0 Ch(ra mOt ban ghi file cd sG cho mi file va thu

chu muc trén dia NTFS. Né&u thong tin phan phdi cho
mot file hodc thu muc 1a qui 16n d€ dién day
vao trong mOt ban ghi, thi ban ghi file khic sé&
dugc phan phoi.

Bang file $MftMirr | 1 Ban sao cUa bOn ban ghi dau tién clla MFT. File

chl 2 nay ddm bdo viéc truy cap dugc dén MFT trong
trudng hgp c6 mot sector nao d6 bi hdng.

Files6 ghi = $LogFile 2 File nay ch(a danh sdch céc budc thuc hién dung

(Log file) cho khd niing khoi phuc NTFS. Kich thudc file
phu thudc vao kich thudc cla dia va c6 thé la
4MB. File nay dugc dung bdi Windows NT/2000
dé€ khoi phuc tinh nhat quan cho NTFS sau mbt
16i hé thOng (system failure).

bia $Volume 3 Ch(ra thong tin v€ dia, vi du nhin dia va phién

(Volume) ban dia.

Céc dinh $AttrDef 4 Bang tén cdc thuOc tinh, s6 1ugng cic thudc tinh ,

nghia thuQc vi cdc mo ta thulc tinh

tinh

Chimuctn $ 5 Thu muc goc.

file gOc

Cluster $Bitmap 6 MOt dai dién cla 6 dia hién ra ma cic cluster dang

bitmap dung.

Sector khi  $Boot 7 Bao gdm BPB ding d€ gan (mount) dia va ma
dOng nap chuong trinh moi dugc dung néu day 1a dia
kh&i dOng.

File chUra $BadClu = 8 Chra céc cluster hdng cUa dia.

cluster S

héng

File  bdo $Secure 9 Ch(ra cdc mo ta bao mat cho tat cd cdc file trén
mat mOt dia.

Bang ch{t $Upcase | 10 Chuyén dGi cic ky tu thuOng thanh cic ky tu
hoa Unicode hoa tuong Ung.

File m& $Extend | 11 bugc dung cho cdc md rOng Iua chon khic nhau
rOng NTFS vi dU nhU quotas, reparse point data, and object
identifiers.

I 12-15 ' D& danh cho viéc s dung trong tuong lai.




Chuong 2.
Cac dac trung chtl yéu clla NTFS/NTFSS5.

I. Kha nding bao mét trong hé théng file NTFS.

NTFS luén luén hd trg tinh bdo mat, cho phép ngudi quan tri hé
thOng xdc dinh ngudi s& dung nao c6 thé va khong th€ truy cap dén céc
file va thU muc riéng tU. Trén hé thOng file NTFS moi file va thu muc
déu luu trlt mo td tinh bdo mat cla né trong thudc tinh bdo mat cla
chinh n6. Hau hét trong moi truOng hdp, ngudi quan tri hé thong c6 thé
4p dat céac thiét 1ap gibng nhau cho toan b0 mOt cdy thU muc, cé nghia la
néu viéc 4p dat 1a thu muc gbc thi mOt bdn sao cdc md ta tinh bao mat
cting dugc 4p dat cho céc file va thu muc con cla thu muc gOc d6. Ban
sao nay c6 th€ tan dung khong gian dia trong méi truOng nhi€u ngudi st
dung. NTFS5 t6i uu khd ning tan dung dia cho cdc mo td tinh bdo mat
bang viéc s dung mot file dif liéu trung tdm c6 tén $Secure d€ 1uu chi

mOt th& hién (instance) cla mOi mo ta bdo mat trén mot 6 dia.



File $Sucure ch(ra hai thubc tinh chi muc 12 $SDH va $SII, va mOt

ludng dit 1iéu c6 tén $SDS, nhu chi ra & hinh dudi day.

Gié tri bam (Hash) cUa
mOt md td tinh bdo
mat khi mOt thiét 1ap
tinh bdo mat dugc 4p
dat cho 11(51 file hoac

ID 1dy tU thulc tinh
$STANDARD_INFORMATIO
cla mot file khi ki€ém tra
tinh bdo mat cUa file

hodc thu mug
thu muc
$SDH Index $SDS Data Stream $SII Index
Hash 1 Security Descriptor NTFS Security IDO
$SDS Offset 0 < $SDS Offset
Hash 2 NTFS Security 1D1
$SDS Offset $SDS Offset
Hash 0 : : / NTFS Security ID2
$SDS Offset Security Descriptor $SDS Offset

1

Security Descriptor
2

NTFS5 gén cho mbi md td bdo mat trén dia mOt ID bdo mat ndi
b0, va ham bim (Hash) md td tinh bao mat theo m&t gidi thuat bim don
gidn. Cac phan t( trong chi muc $SDH dat céc gid tri bim (goi tat 1a
bim) md ta tinh bao mat téi vi tri Iuu trlt clla md ta bao mat trong thuOc
tinh d{t li€u $SDS, va c4c phan tU chi muc $SII dat cac ID bdo mat tdi vi
tri cla md ta tinh bdo mat trong thudc tinh d{r liéu $SDS.

Khi 4p dat mOt mo ta tinh bao mat cho mot file hodc thu muc,
NTFS nhan dugc mOt bin cla md ta bdo mat va tim trong chi muc $SDH
mOt tuong Ung. NTFS sdp x€p céc phan tl chi muc theo bim cla md t3
bdo mat tuong Ung va luu trf cdc phan t nay theo cdu triic cAy nhi phan.
Né&u NTFS tim thdy mOt tuong Ung cho md td trong chi muc $SDH, thi

NTFS x4c dinh vi tri tuong dGi (offset) clla md td bdo mat cla phan tr tur



gia tri tuong dOi cla phan t0r d6 va doc mo td bdo mat tir thube tinh
$SDS. Né&u céc bin tuong Ung tim thdy, nhung md td bdo mat khong tim
thdy, thi NTFS tim phan tU tuong Ung khéic trong thulc tinh $SDH. Khi
NTFS tim thdy m0t tuong Ung chinh x4c, thi file hodc thu mUc ma ta sé
4p dat cdc md tad bdo mat c6 thé tham chi€u dén mo td bdo mat di tOn
tai trong thuOc tinh $SDS. NTFS tao tham chi€u béng cach doc dinh danh
bdo mat tUu phan t& $SDH va luu tlt né trong thubc tinh
$standard_information cUa file hodc thu muc. ThuOc tinh
$standard_information 1a thuOc tinh ma tat cd céc file va thu muc déu cé,
n6 luu trlt thong tin co ban vé mot file, bao gdm cac thulc tinh clia né va
thong tin tem thdi gian.

Néu NTFS khong tim thdy trong chi muc $SDH m&t phan tU ¢6 md
td bao mat tuong Ung v&i md ta ta s€ dp dat, thi mo td ma ta s€ 4p dat la
duy nhat d6i vGi 6 dia va NTFS gan cho md ta nay mOt ID bdo mat nbi
b0 mdi. Céc ID bdo mat ndi b0 c6 gid tri 1a 32-bit, trong khi cic SID dién
hinh thi 16n hon vai 1an, do vay dai dién cho cac SID cung v&i cic ID bdo
mat clUa NTFS cdt vao trong khong gian thuOc tinh
$STANDARD_INFORMATION. Sau d6 NTFS cOng thém md td bdo mat
vao thuQc tinh $SDS, 14 thuOc tinh dugc sap x€p trong cdu tric ciy nhi
phan bang ID bdo mat cla NTFS, va NTFS con thém vao chi muc $SDS
va $SII cdc phan t& ma n6 tham chi€u dén vi tri tuong doi cla mo td
trong d{F li€u $SDS.

Khi mOt Ung dung m& mOt file hodc thu muc, NTFS dung chi muc
$SII d€ tim mod td bdo mat cla file hodc thu muc d6. NTFS doc ID bdo

A A . A

mat ndi bd cla file hodac thu muc tU thuOc tinh



$STANDARD_INFORMATION cUa phan tU, sau d6 s dung chi muc
$SII cUa file $Secure d€ xac dinh phan tl cla ID trong thudc tinh SDS. Vi
tri twong dGi trong thuQc tinh $SDS cho phép NTFS doc mé ta bdo mat
va hoan thanh viéc ki€m tra bdo mat. NTFS5 khong xo4 cic phan tUf trong
file $Secure, tham chi khong c6 file hay thu muc nao trén dia tham chi€u
dé€n c4c phan tlr d6, di€u nay c6 nghia 12 khong gidm khong gian dia da sU
dung cho file $Secure.

Viéc st dung tao chi muc chung clla NTFS5 cho phép céc file va
thU muc c6 cling c4c thi€t 1ap bdo mat, chia s cic mo6 td bdo mat mOt
cich hi€u qud. Chi muc $SII cho phép NTFS tim ki€m nhanh mOt mo t3
bdo mat trong file $Secure trong khi thuc hién ki€m tra bdo mat, va chi
muc $SDH cho phép NTFS quyét dinh nhanh xem mdt mo ta bdo mat di
dugc 4p dat cho mot file hay thu muc dugc luu tr(t trong file $Secure

chua ?, va c6 th€ ding chung khong ?.



My folder Properties 21X
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hinh minh hoa thao tdc thi€ tidp bdo mdt cho thu muc My folder

cho Users trén nén Windows 2000.

II. Kha ndng khoéi phuc file hé théng.

NTFS 12 hé thOng file c6 kha ning khoi phuc. N6 dugc thi€t k& dé
khéi phuc 1ai tinh nhat quan doi v6i mOt dia sau mOt 10i cla CPU, 16i hé
thOng, hodc 10i vao/ra. Khad ning niy ddm bdo tinh nhat quin cUa dia
bang céch s dung s6 ghi giao tic chudn (standard transaction logging) va
cdc k¥ thuét khoi phuc. NTFS khoi phuc 1ai tinh nhat quin bang cédch
chay mOt thu tuc khodi phuc. ThU tuc nay truy cap thong tin dugc luu
trong file s ghi (log file). ThU tuc khéi phuc NTFS 1a chinh xdc, ddm bdo

0 dia dugc khoi phuc 1ai trang thai nhat quan.



NTFS ddm bdo toan ven O dia bang viéc thuc hién tu dOng cic
hoat dOng khdi phuc 1ai dia ngay & 1an dau tién mOt chuong trinh truy
cap vao dia sau khi may tinh dugc khéi dOng 1ai sau mOt su cO.

NTFS ciing s& dung mOt kY thudt dugc goi 1a sap dat 1ai cluster
( cluster remapping) d€ t0i thi€u hi€u Ung cla mOt sector hdng trén dia
NTES.

1. Khoi phuc lai dir liéu trén dia NTFS:
NTFS xem mOi hoat ddng I/O, hoat ddng ma né slra d6i mot file hé
thOng trén dia NTFS nhu 1a mOt giao tdc (transaction), va NTFS quan ly
mOi mOt giao tdc nhu' mOt khoi tron ven. MOi 1an khdi dOng thi giao tic
c¢6 thé 1a dugc hoan thanh (1Am xong), hodc trong truGng hgp c6 su cO dia
thi quay 1ai giao tic (vi du khi dia NTFS trd 1ai trang thai ban dau, trang
th4i ma khi giao tdc chua dugc bat dau).

P& ddm bdo rang mot giao tic c6 th€ dugc hoan thanh hodc quay
tr& lai dugc, NTFS ghi c4c hoat dOng con (suboperations) cUa mOt giao
tac vao file s6 ghi trudc khi né ghi vao dia. Khi mOt giao tac da hoan thanh
dugc ghi vao file sG ghi, NTFS thuc hi€n cic hoat dOng con cla giao tic
trén cache dia. Sau khi NTES cép nhat lai cache, NTFS khang dinh
(commit) giao tdc d6 bang vi€c ghi vao sO ghi toan b giao tic hoan thanh.

M®6i 1&4n mot giao tic dugc khang dinh, NTFS ddm bdo rang toan
b0 giao tdc d6 xudt hién trén dia trong truOng hgp 10i dia. Trong ldc khoi
phuc, NTFS lam lai m0i giao tic da khang dinh tim trong file s6 ghi. Sau
d6 NTFS xé4c dinh cic giao tic ndo trong file sO ghi d6 ma khong dugc

khang dinh khi 16i hé thdng va xo4 bd (undo) cdc hoat ddng con giao tic



da ghi vao file sO ghi. C4c stta d6i khong tron ven doi vGi 6 dia thi bi
ngin cam.

NTFS ciing s dung dich vu file s6 ghi d€ ghi tat cd céc thdng tin
lam 1ai (redo) va huy bd (undo) cho mOt giao tac. NTFS ding cdc thong tin
lam lai d€ 13p 1ai giao tdc d6. Thong tin huy bd cho phép NTFS huy bd
cic giao tdc chua hoan thanh hodc c6 mot 10i.

2 S8p dat lai cluster (cluster remapping).

Trong trudng hop 16i do mbt sector bi hdng. NTFS thuc hién mbt
ky thuét khoi phuc dugc goi 1a sap dat lai cluster. Khi Windows 2000
tim thdy mt sector hdng, NTFS sap dat 1ai cluster chifa sector hdng va
phan phGi moOt cluster m&i cho d{r liéu. N&u 16i xdy ra trong khi doc,
NTFS trd vé moOt 16i doc cho chuong trinh g0i, va trong truGng hop nay
d{r liéu bj mat. Néu 16i x8y ra trong lic ghi, NTFS ghi d{f liéu vao mOt
cluster m&i, va d{t liu khong bi mat. NTFS dat dia chi cUa cluster ch(a
sector hdng vao file cluster hdng ($BadClus). Vi vay sector hOng sé khong
dugc st dung 1ai nira.

II1. Kha nding nén cla NTFS.

Hé thong file NTFS cho phép ta nén céc file, th muc mOt cich
riéng r€, va toan b0 dia NTFS. Cic file dugc nén trén dia NTFS c6 thé
dugc doc, ghi bdi bat ky Ung dung nao trén nén Windows ma khong can
phai gidi nén truGe bang mOt chuong trinh chuyén dung nao dé (Winzip

chang han).



Viéc gidi nén dugc thuc hién mOt cdch tu dOng khi file nén dugc
doc. File dugc nén tré 1ai khi né6 dugc déng hodc dugc cat. (cic file va
thu muc dugc nén c6 thudc tinh C khi xem trong Window explorer).

Trén dia NTFS c6 thé doc dang d{f liéu nén. Khi mOt Ung dung vi
du nhu Microsoft Word, hodc mOt 1énh clla hé diéu hanh vi du 1énh
copy yéu cau truy cap dén file, thi trinh di€u khi€n 10c nén (the
compression filter driver) gidi nén file trudc khi lam cho file nay kha
dung. Vi du khi ta copy mOt file nén t& mOt thU muc niao d6 dé€n moOt thu
muc nén khdc trén dia NTFS. Thi file dugc gidi nén khi dugc doc, copy,
va dugc nén 1ai khi cat gilr (saved).

Gidi thuat nén thi tuong tU nhu gidi thuat da s dung trong Ung
dung DriveSpace3 cUa Windows 98, chi khdc 1a & diy chlc ning bi giGi
han. Cu th€ 1a né chi nén toan bd dia (dia primary hodc dia logic). V&i
NTFS cho phép nén toan b0 mot 0 dia, mOt hodc hon mét thu muc trén
dia, tham tri mOt hodc mot vai file trong mOt thu’ muc.

Gidi thuét nén trén hé thong file NTFS dugc thiét k€ d€ ho trg
kich thudc cluster 1én t&i 4KB. Khi kich thudc cluster 16n hon 4KB thi
chlc ning nén clUa NTFS khong con khad dung.

Gidi thudt nén:

- Dung tGi thi€u 3 bytes tim ki€m thay cho 2 bytes ma DoubleSpace
da st dung cho phép nén va gidi nén nhanh hon (xap xi hai 1an) trong khi
chi lang phi 2% kha niing nén cho file vin ban.

- M0i lubng dir liéu chlra thong tin chi ra phan nio cla lubng dugc
nén. Cac ving dém nén (compressed buffers) riéng 1& dugc nhan biét béi

cic 10 trOng (holes) theo sau chiing trong thdng tin da Iuu trlt cho lubng d6.



Néu c6 mOt 10 tréng, thi NTFS tu dOng gidi nén viing dém phia trudc dé
dién vao 10 trOng.

NTFS cung cap th0i gian thuc truy cap dén mot file nén, gidi nén
file khi n6 dugc m@ va nén khi né dugc déng.

Khd ndng 1@p trinh:

IV. Md hod cdc file va thur muc.

Hé thOng file ma hod (EFS) cung cap kY thudt ma héa file d€ luu
cdc file dugc ma hod trén 6 dia NTFS. EFS d{ cdc file an toan tU nhiing
ngU0i xam nhap trai phép hong dat dudc muc dich ndo d6 c6 10i cho ho.

EFS st dung ma hod kho4 can d0i két hgp vdi kY thudt khod cdng
khai d€ bdo vé& cic file va ddm bdo rang chi ¢c6 ngudi chl cla file mbi
c6 th€ truy cdp dugc vao file. Moi ngudi s& dung EFS dudc phat cho
mOt chlng nhan s6 cuing v&i mOt khod cong khai va mOt cdp khod riéng.
EFS st dung tap kho4 nay va thdng tin nhan dugc khi ngudi st dung nap
vao hé thOng d€ quyét dinh quyén truy cdp vao file di duoc ma hod danh
cho ngu0i s dung do.

Ngudi st dung 1am viéc vdi file va thu muUc da dugc ma hod gidng
nhu ho 1am véi bat kY file hodc thU mUc nao bdi vi vi€c ma ho4 1a trong
sudt d6i vGi ngudi si dung (12 ngU0i d3a ma ho4 file). Hé thOng sé tu
dOng gidi mai file hodc thu muc di ma hod khi ngudi s dung truy cap
vao né. Khi file dugc cat thi qud trinh ma hod 1ai dugc 4p dung 1ai.
Nhing nguoi truy cap trdi phép khi truy cap vao file hodc thu muc da
dugc ma hod thi ho s& nhan dugc thong bido “Access denied” n€u ho cd

tinh m&, copy, di chuyén, hodc d6i tén file hodc thu muc dé.



PE& ma hod hodc gidi ma mot file hodc thu muc, ta dat thudc tinh
ma hod cho file hodc thu muc d6 gidng nhu ta dat bat ky thuQc tinh nio.
Néu ta ma hoa mOt thu muc, thi tat cd cdc file va cic thU muc con dugc
tao trong thu muc dugc mi hoa sé tu ddng dugc ma hoa.

Kha ndng 1@p trinh.

Ma hod dua vao mOlt cap ham API 1a EncryptFile() va
DecryptFile(). Hai ham nay 18y thudn 10i cUa thu vién CryptoAPI dé
lam cong viéc ma hod va gidai ma. Khi lam vi€c trong thu muc khong
duoc ma hod ta c6 thé tao file dUgc ma hod béng hai c4dch: hodc dung ham
CreateFile() va chi ra thuOc tinh FILE_ATTRIBUTE_ENCRYPTED hodc
tao/copy file nhU binh thudng va sau d6 sU dung EncryptFile().

D€ ki€m tra xem moOt file dua ra ¢6 dugc ma hoa hay khong, ta cé
th€ van s dung ham GetFileAttributes() nhu truOng hgp céc file nén.
Chi c6 mOt diém khic 12 ta kiém tra hang sO c6 tén
FILE_ATTRIBUTES_ENCRYPTED . Tuy nhién v&i Windows 2000 da dua ra
ham FileEncryptionStatus() thuin tién hon.

Tat cd cic file déu c6 thé dugc ma hod, ngoai trlf céc file hé thOng
va c4c thu muc gbc hé thOng. Tuy nhién khd ning ma hod cla NTFS c6
thé dugc bat hodc tat thong qua 10i goi ham EncryptionDisable(). C6
nghia 12 ta c6 th€ 1ap trinh dUng k¥ thudt ma hod/gidi mi tu ddng cho céc
thu muc da dugc danh dau 14 dd ma hod.

BOOL EncryptionDisable(
LPCWSTR DirPath,
BOOL Disable



V. File thua:

12 mOt file (thudng 1a file rat 16n) chla tap d{ li€u vo nghia (zero).
File thua c6 mOt thuQc tinh 1am cho hé thdng con I/O chi phan phoi dia
cho nhitng d{ li€u c¢6 ich (nonzero), con céc dit li€u vo ich khdc (thuOng
12 chi€m da sO) thi khong dugc phan phodi dia. Khi file thua dugc doc, thi
phan d{ liéu da dugc phan phdi dia sé dugc trd vé nhu 1a né di dugc
luu tr(t, con phan d{ 1iéu khong dugc phan phOi dia thi trd 1ai mac dinh
1a zero.

NTFS ho trg file thua cho ca file dd nén va file chua nén. NTFS x(r
1y cdc thao tdc doc trén file thua bang cdch trd 1ai dir liéu di phan phoi va
d(r liéu thua, do d6 cé th€ doc file thua nhu 13 d{r 1iéu di phan phOi va
mOt viing d{ li€u khong 18y lai dugc thong tin, mac du NTFS trd 1ai toan
b0 tap dt liéu nay bdi mac dinh.

Néu ta copy hodc di chuyén moOt file thua d€n hé thOng file FAT
hodc khéng phai 1a hé thOng file NTFS dugc hd trg bdi Windows 2000,
thi file dugc xay dung lai theo kich thudc xdc dinh ban dau cla n6. Néu
khong gian dia yéu cau 1a khong khd dung, thi thao tic nay khong thanh

cong. Hinh minh hoa mét file thua.
Offset X

s

Kich thudc vat

ly cUa file \{

Offset X+N

Kich thuéc
>logic cla file




NTFS danh dau (deallocate) cic luOng dit 1iéu thua va chi gilr 1ai
ludng d{r li€u thuc su nhu di phan phOi. Khi mOt chuong trinh truy cap
dén file thua, hé thOng trd 1ai phan d{ liéu da dugc phan phdi nhu dr

liéu thuc sy, va d(t liéu da danh dau trd 1ai nhu 12 zero.

ThuOc tinh file thUa khong dugc thiét 14p

Sparse, data (zeros)

Meaningful Data




ThuOc tinh file thua dugc thiét ldp

Allocated

Hinh trén minh hoa mot file duoc luu vOi thuOc tinh thua va khong dugc
Ity vOi thulc tinh thua.

Céc khOi mau xam bi€u dién di liéu khd dung, Cac khOi mau
trdng 13 cdc ving d liéu thua, ving ndy dugc gidi phéng bang
DeviceloControl(). N€u ta yéu cau ham GetFileSize() dé trd vé kich
thudc file, thi ta s€ nhan dugc kich thudc logic cUa file. PE nhan dugc
kich thudc thuc su (vat ly) clOa file thua ta dung ham
GetCompressedFileSize().

Kha ndng 1ap trinh.

D& cho phép khd ning thua trén mot file hodc trén mOt lubng, ta c6

th€ st dung ham DeviceloControl(), nhu dugc chi ra dudi day:
DWORD dwReturnedBytes=0;
DeviceloControl(hFile, FSCTL_SET _SPARSE, NULL, 0,
NULL, 0, &dwReturnedBytes, NULL);

va chac chan 1énh sau dd xudt hién & ddu chuong trinh.

#include winioctl.h



File tiéu dé winioctl.h chlra cdc dinh nghia cho tat cd cic cd 4p
dung cho DeviceloControl(). Bao gOm FSCTL_SET_SPARSE chi néu Ia
Win 2000, sO hi€u phién ban clla Windows 2000 12 5.0.

D€ ki€m tra moOt file hodc lubng c6 phdi 1a thua hay khong ta cé

\

thé dung ham GetFileAttributes() va kiém tra cO
FILE _ATTRIBUTE_SPARSE_FILE
DWORD dwAttrib = GetFileAttributes(m_szFile),

return (dwAttrib & FILE ATTRIBUTE_SPARSE_FILE),;

VI. File da lu6ng dir liéu (Multiple File Streams).

Dudi hé thOng file NTFS thi mOi mot file c¢6 thé c6 nhi€u luGng d{r
ligu. MOt file da luOng 1a viéc k&t hgp mOt tap céc file don lubng dugc
nhiing vao trong cing mOt muc nhdp (entry) hé thOng. Chiing giOng nhu
1a m6t don vi nguyén t( va duy nhat, nhung van bao gbm céc don vi con
d0c 1ap nhau, ta c6 th€ tao, xo4, stfa d6i mOt cich tach biét tUng don vi

con nay. MOi thé file (handle) c6 thé dugc m& vGi moOi lubng dit liéu,

MOt lubng luOng bc tinh file duy nhat.
CflC I ; - - fC]’\ thi PR~ ridna hiAt
nhung cac quyen _ pa d6i vGi moi hé
. , R th(")'n%,file 3 n
luOng chinh, luOng duy nhat cho ciac he
thOng file khong Y\ [con Iai phdi c6 mot
. MyFile.ext:Stream 1 Stream 1 Sng file NTFS. Hinh
durdi dav minh hod Chi c6 hé thOng
MyFile.ext:Stream 2 Stream 2 }—b file N:FFS mdil
c6 thé nhin thay
MyFile.ext:Stream n Stream n y,

Céu triic cla mot file da ludng



Khi copy mOt file da luOng trén dia NTFS t&i mOt dia khong phdi 1a
NTFS (hé thOng file FAT chang nay) thi chi mOt ludng dif liéu chinh
khdng c6 tén dugc copy, cic luOng thém vio s& bi mat. Tham chi néu ta
copy file d6 ngurgc 1ai thi ciing khong th€ khdi phuc 1ai dugc cic lubng
da bi méat do.

Pé x4c dinh mOt lubng c6 tén trong mot file ta dung quy Udc sau:

tén file + “” + tén luOGng. Vi du, d€ truy cap vio ludng cé tén la
StreamNamel trong file c6 tén 1a MyFile.txt ta s& dung tén file nhu sau:

MygFile.txt:StreamName 1

SU dung quy udc trén v4i bat ky ham API nio cla Win32 d€ thao
tac trén céc file. D€ truy cap dén ndi dung cUa luOng StreamNamel, ta

chuyén tén lubng nay cho ham CreatFile() va sau dé si dung ham

ReadFile() va WriteFile() d€ doc va ghi nhu binh thudng. Néu ta muln



ki€m tra mOt ludng thuc su di tOn tai cling v&i mot file hay chua ta ¢6
thé€ diing mau sau:
HANDLE hFile = CreateFile(szFileStreamName,
GENERIC_READ, 0, NULL, OPEN_EXISTING, 0, 0),
CloseHandle(hFile),
if (hFile == NULL)
MessageBox(hWnd, "Error", NULL, MB_OK);
VII. Nhét ky thay d6i (change journal):

La mOt dac trung m&i dGi v4i Windows 2000. N6 theo ddi cdc thay
d0i trén dia NTFS, bao gOm viéc thém, xo4, stfa d6i. N6 tOn tai trén dia
nhU mOt file thua. MOi mot dia NTFS st dung mOt nhat ky thay d6i dé
theo doi cic thong tin veé c4c file, thu muc, va cac d6i tuong khac da thém,
xod, stfa d0i, NTFS nhdp cdc ban ghi vao nhat ky thay dGi trong céc
lubng. MOi bdn ghi chi ra ki€u thay d6i va d0i tugng da thay d6i. PO
1&ch (offset) tUr chd bat dau cla ludng cho tGi mOt ban ghi khic dugc gOi
12 sO trinh tU cap nhat (the Update Sequence Number-USN) cUa ban ghi
d6. Ban ghi m&i dugc noi vao culi cla lubng. NTFS c6 th€ xod ban ghi
cti d€ gi(r khong gian dia. N€u cic ban ghi can thi€t da bi xo4, thi dich vu
chd dan (indexing service) khdi phuc 1ai bang céch chd dan 1ai 6 dia nhu
12 n6 lam khi nhat ky thay d0i khong tOn tai. Nhat ky thay d0i chi ghi
nh(ing thay d0i thuc su tdi file va nguyén nhan (reason) cho su' thay d6i
d6. N6 khong ghi ddy dU cic thong tin d€ cho phép ddo ngugc cic thay
d0i. Hon n(ra, nhi€u thay dGi v&i cing mot file c6 thé cho ra két qud chi

trong mOt cO nguyén nhan dugc thém vio ban ghi hién tai. Néu thay dbi



xay ra hon mOt 1an, NTFS khong ghi vao mOt ban ghi mGi cho su thay
d0i d6 sau ban ghi dau tién. Vi du cdc hoat dOng ghi khic nhau khéng
trén vao gilta hoat dOng déng va ma& 1ai file, ma ching chi tOn tai trong
mdt bdn ghi duy nhdt cing v&i  nguyén  nhin
USN_REASON_DATA_OVERWRITE.

PE& minh hoa nhat ky thay ddi lam viéc nhu th€ ndo, gid sU nguoi
st dung truy cap mot file trong cac ki€u sau:

1. Ghi vao mOt file.

2. Dat tem th&i gian cho file.

3. Ghi vao mOt file.

4. Cat mbt file.

5. Ghi vao mOt file.

6. Dong file.
Trong truOng hgp nay, NTFS gilr 1ai cidc hoat dOng sau trong nhat ky thay

doi (ky tu “I” th€ hién todn t or):



Su kién Hanh dOng cua NTFS

Hoat dOng | NTFS ghi vao mOt ban ghi USN m&i cing véi viéc dat

ghi dAu tién | c@ USN_REASON_DATA_OVERWRITE

Dat tem NTFS ghi vao mdt ban ghi USN méi cung v&i dat cO

thOi gian | USN_REASON_DATA_OVERWRITE |

cho file USN_REASON_BASIC_INFO_CHANGE

Hoat dOng | NTFS khong ghi vao mOt ban ghi USN m&i. B&i vi cO

ghi thrhai | nguyén nhin USN_REASON_DATA_OVERWRITE di dugc
dat cho ban ghi dang tOn tai, va khdng c6 su thay d0i nao

, dugc tao ra cho ban ghi.

Cat file NTFS ghi vdo m6t ban ghi USN md&i cung véi dat cO
USN_REASON_DATA_OVERWRITE |
USN_REASON_BASIC_INFO_CHANGE |
USN_REASON_DATA_TRUNCATION

Hoat dOng | NTFS khong ghi vao mOt ban ghi USN m&i. B&i vi cO

ghi thrba | nguyén nhan USN_REASON_DATA_OVERWRITE di duQc
dat cho ban ghi dang tOn tai, va khong c6 su thay ddi ndo
dugc tao ra cho ban ghi.

Hoat ddng | NTFS ghi vio mOt ban ghi USN m&i cung v4i cing véi

dong c4c cO sau dugc dat:
USN_REASON_DATA_OVERWRITE |
USN_REASON_BASIC_INFO_CHANGE |
USN_REASON_DATA_TRUNCATION |
USN_REASON_CLOSE

Nhat ky thay d6i ch(ta mdt loat cic ban ghi tUr khi mé file (1an dau

tién) cho t&i khi déng file (1&n cubi cing). MOi bdn ghi c6 mot bd cO




nguyén nhan ma&i (a new reason flag set). BO cO nay chi ra rang di c6 mot
ki€u thay d6i mdi x8y ra. Trinh tu cUa cdc ban ghi dua ra mOt phan lich
s cUa file. Ban ghi cudi cung dugc tao khi file dugc déng, va thém vio
d6 cO USN_REASON_CLOSE. Ban ghi nay mo ta tém tat cic thay d0i d6i
v@i file, nhung khong giGng nhU cdc ban ghi phia trudc, né khong dua ra

th(r tu cUa céc thay doi.

VIII. Tao chi muc chung (General Indexing).

MOt vai dac trung m&i cla NTFS5 dua vao dac trung cO sG cla
NTFS dugc goi 1a tao chi mu chung. Tao chi muc thuOc tinh bao gdm
viéc sdp x€p cdc phan t (entry) cla mOt ki€u thuOc tinh riéng biét nio
do, s& dung cic kY thuat luu tr(t c6 hi€u qud cho qud trinh tim ki€m
nhanh. Céc phién bdn Win 2K truéc cla NTFS chi hO trg tao chi dan
thudc tinh cho $I30, thudc tinh chi dan chi luu cdc phan t& thu muc. Qud
trinh tao chi dan thudc tinh sap x&p cdc phan t& thU muc bdi tén va Iuu
cdc phan tU nay theo cau triic ciy nhi phan. Hinh bén dudi minh hoa ban
ghi (phan t&) MFT cUa mOt thu muc chtfa 9 phén t{ 1uu trong 3 nit, mbi
ntit Ung v&i 3 phan t. ThuOc tinh Index Root chlfa gOc cla ciy nhi phan.
Bai vi 9 phan tU khong thé dién hét vao mOt phan t& MFT cUa thu muc.
NTFS phadi luu mOt vai phan t& vao noi khic. Do d6 NTFS phan ph0i hai
viing dém phan phoi chi muc (two Index allocation buffers) d€ 1uu trt hai
phan t (chi muc gbc va cic ving dém phan phdi chi muc di€n hinh c6
th€ ch(tfa nhi€u hon ba file trong mOt phan t&, phu thulc vao chi€u dai
tén file). Nhu da dé cap mOt phan t& MFT c¢6 kich thudc 1a 1KB, va cic

viing dém phan phdi chi muc 13 4KB.
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Miii tén nét dUt chi ra cach NTFS Iuu tr(t cdc phan tl. N6 1a cich
luu trt theo th( tu tU di€n. N€u ta chay mOt chuong trinh d€ md file
e.dak trong thu muc duQc minh hoa trong hinh v&, NTFS sé doc thubc
tinh Index root, Index root chUa cdc phan tU d.new, h.txt, va i.doc, va so
sanh xau “e.dak” vGi tén trong phan t& dau tién 14 d.new, NTFS két ludn
rang e.dak theo th(r tu tUr di€n 12 16n hon d.new va né dich 1én phan t(r ké
ti€p 12 h.txr. Sau khi thuc hi€n qua trinh so sanh nhU trén, NTFS phat hién
ra rang e.dak theo th(r tu ttr di€n 13 nhd hon A.zxr. Sau d6 NTFS sé tim
bén trong phan t& thu muc cla h.txt d€ 1y sO hiéu cluster do (VCN)
cUa viing dém chi muc. Viing nay ch(fa cic phan t0 thu muc 12 nh® hon
h.txt theo th(r tu tUr di€n (nhung 16n hon d.new). VCN tuong Ung vGi thr

tu mOt cluster trong pham vi mOt file hoac mét thu muc. NTFS sU dung



thong tin sdp x€p d€ dich mOt VCN thanh s hiéu cluster logic (LCV),
LCN 12 s0 hiéu cluster tuong d6i véi vi tri bat dau cla dia. Néu phan tUr
thu muc cho h.txt khong 1uu mOt VCN nao cho ving dém chi muc, thi
ngay 1ap tUc NTFS biét rang thu muc h.txt khdng chUa e.dak va sé chi ra
rang vi€c tim ki€m bj that bai.

Sau khi c6 s6 hi€u VCN cUa cluster sudt phit cUa ving dém chi
muc, NTFS doc ving dém phan phdi chi muc va quét toan b0 viing dém
nay d€ tim ra mOt tuong Ung. Phan t( ddu tién cla ving dém chi muc 1a
phan t& ma NTFS dang tim, do d6 NTFS doc sO hi€u phan t&* MFT cUa
e.bak. Cac phan tl thU muc ciing ch(a cdc thong tin khic nhu' tem thOi
gian cUa file (ngay, gi0 tao, ngay gi0 sUa 1an cudi cuing,...), kich thudc, va
c4c thuOc tinh kh4c.

Cic phan t( thu muc dugc sdp x€p theo thr tu tir di€n, di€u nay
gidi thich tai sao cac file NTFS ludn ludn in ra theo th(r tu tUr di€n. Ngugc
1ai hé thOng file FAT do khong sap x€p céc thu muc theo th(r tu tU dién
nén céc file dugc in ra khéng dugc sap x€p. Hon nira bGi vi NTFES luu tr(r
nhU 1a ciy nhi phan, do d6 vi€c tim ki€m mot file nao d6 trong mOt thu
muc 16n rat hi€u qud, NTFS chi can quét mOt phan nho cla thu muc.
Ngudc 1ai FAT phai quét toan b0 thu muc do.

Trong khi NTFS chi thuc hién tao chi muc cho tén file thi NTFS5
thuc hién tao chi muc chung. Pac trung nay cho phép NTFS5 luu trr dit
liéu bat ky chi muc va sap x€p cic phan tU d{f liéu nay bang mot vai tén
khéc nhau. NTFS sU dung tao chi muc chung d€ quan 1y cic mo ta tinh
bdo mat, thong tin han ngach dia, cic di€m reparse, va cac dinh danh d6i
tuong file.



IX. Cdc diém reparse.

Trén hé thOng file NTFS thi mOt file hodc thu muc cé thé chlra
di€m reparse. Pi€m reparse 12 mOt b0 dit 1iéu cUa nguGi diing dinh nghfa.
Dinh dang cUa d{ li€u nay dugc nhan bi€t bdi chuong trinh Ung dung
(1a chuong trinh 1uu trlt A0 1i€u), va bd loc hé thOng file (the file system
filter), 12 chuong trinh d€ dich d{t 1iéu va xr 1y file. Khi mOt chuong trinh
Ung dung dat mOt di€m reparse vao moOt file hodc thu muc, thi chuong
trinh d6 1uu trlr dr liéu nay, cOng v6i mOt thé reparse, thé nay s€ xdc
dinh d{r liéu di€m reparse dang luu tr(r. Khi hé thOng file m& mot file ¢
chta di€m reparse, n6 s€ tim b9 10c hé thOng file tuong Ung vGi dang dit
liéu di x4c dinh bdi cO reparse. N€éu mbt b0 10c hé thdng file nhu vay
dugc tim thdy, thi bo 1oc xU 1y file nhu dugc chi dan bai d{t liéu reparse.
Né&u khong tim thdy b0 10c nhu vay, thi thao tic md file 12 that bai.

Win2k cung cap mOt vai ki€u chlc nimg nhu cic di€m gan, cic
dau ndi NTFS, va quan 1y Iuu trt phan cdp (HSM). Em xin trinh bay c4ch
ma mOi chlic ning nay lam vi€c, sau d6 s€ di sdu vao cdch thuc thi cla
cic di€m reparse.

DE c6 thé€ truy cdp, tat cd cic dia NTFS phdi c6 tén O dia. Céc
di€m gan cho phép ta n0i mOt G dia vio mOt thu muc di€m gan trén dia
NTFS5 cha ma khong can gdn mt tén G dia cho 6 dia con d6. Khd niing
nay cho phép ta hgp nhat nhi€u dia dudi mot tén 6 dia. Vi du, néu ta gan
mOt dia c6 ch(a thu’ muc \articles t&i mOt di€m gdn c6 tén C:\documents,
thi ta c6 thé sir dung dudng dan C:\articles\documents d€ truy cap céc file

trong th muc \documents. Pi€m gan 12 mOt di€m reparse ma dir liéu cla



n6 ¢6 tén nQi bO clUa moOt dia. Tén ndi bO nay c6 dang \?N\Tén dia XX-
XX-XX-XX , vGi cic X 1a s6 hi€u ID toan cuUc duy nhat (GUID) ma
Win2K da gén cho dia.

Khi ta m@ file C:\articles\documents\column.doc, thi NTFS bat gdp
mOt di€ém gan lién két vGi thu muc \documents. NTFS doc d{t liéu
reparse cla di€m gan (tén G dia) va trd vé€ trang thai reparse cho trinh
quan ly dGi tugng (the Object Manager). Trinh quan 1y I/O dich trang thi
reparse ndy, ki€ém tra d{r liéu reparse, va quy€t dinh rang NTFS rang
NTFS di bat gdp mOt di€m gan. Trinh quan ly I/O slfa tén dudng dan
dang tim va dinh hudng trinh qudn 1y dGi tugng phat 1ai qud trinh tim
ki€m s dung duOng dan da slta  dGi  1a \?2én
dia GUID \documents\column.doc, va vi€éc tim ki€m s€ ti€n hanh trén O
dia dugc gan vGi dudng dan \documents\column.doc.

Cac mOi nOi NTFS tudng tu nhu cic di€m gan, trinh quan ly 1/0
va trinh quan 1y dOi tugng thuc thi cic mOi ndi thu 12 ching thuc thi cdc
di€m gan. Tuy nhién cdc mOi nOi thuOng tham chi€u dén cdc thu muc
hon 13 tham chi€u dén cic G dia nhu di€m gan. Néu ta tao mbi ndi
C:\artiles\documents tham chi€u d€n d:\documents, thi ta c6 th€ truy cép
dén cic file dugc luu trt trong D:\documents bang duOng dan
C:\articles\documents. Di€m reparse cla mOi n0i 1uu tr(t thong tin dudng
dan dugc d6i hudng, va nhu 1a di€m gan, trinh quan ly /O slra tén
dudng dan va phét 1ai qué trinh tim ki€m khi NTFS bat gdp m6t m6i n6i.

Hinh dudi diy minh hoa cdc mOi n0i lam vi€c nhu th€ nao.
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Khi mOt Ung dung md C:\directoryl\file, thi NTFS bat gap mot
di€m reparse trong C:\directoryl, di€m reparse nay trd vao C:\directory?2.
Trinh quan 1y /O thay d6i tén dudng dan thanh C:\directory2\file, va cudi
cuing chuong trinh Ung dung m@ C:\directory2\file.

Win2K khoéng cé cic Tool cho d€ tao cic mOi ndi, va Microsoft
chinh th(c khdng ho trg cic Tool nay bdi vi mOt vai Ung dung khong thuc
hién ding dan khi ching s& dung dudng dan c6 chlfa mOi nodi. Tuy nhién
ta c6 th€ dung coéng cu Linkd cla Microsoft Windows 2000 Recource Kit
hodc cong cU mOi ndi mién phi (http/www.sysinternals.com/misc.htm) dé
tao va liét ké cac mOi noi.

Khi mot file hodc thU muc ¢ mOt di€m reparse két hgp cung voi
né, NTFS tao mdt thuQc tinh c6 tén 1a $Reparse cho di€m reparse nay.
Thudc tinh nay 1uu trlt ma va dit liéu reparse. Do vy NTFS c6 thé dé
dang x4c dinh dugc tat cd cdc di€m reparse trén dia, File siéu d{t liéu
(metadata file) c6 tén \$Extend\$Reparse 1uu tr{f toan bd cic phan t(, 1a

cdc phan tU lién két cic sO hi€u phan t& file va thu muc cla MFT cé



ch(ta di€m reparse v&i cic ma di€m reparse tuong Ung. NTFS sap x€p

cdc phan tU nay bang sO hi€u phan t& cla MFT trong chi muc $R.

X. Giéi han dung luong cho mOi nguoi (g0i tat la han ngach dia-Disk
quotas).
La dung lugng dia khd dung t&i da danh cho mOi ngudi. Windows
2000 hO tro cic han ngach dia cho 6 dia dugc dinh dang béng hé thOng
file NTFS. Ta c6 th€ s dung han ngach dia d€ theo ddi va gidi han
khéng gian dia s& dung. Han ngach dia dugc theo doi trén cO s& moi
ngU0i st dung trén mOt G dia. NguOi qudn Iy hé thOng c6 thé sU dung
nhin Quota cUa hOp hOi thoai Properties d€ thuc hién cic tic vU sau:
- Cho phép hoac khong cho phép han ngach trén mot 0 dia.
- Ca&m moi ngudi st dung cat d{t liéu (mdi) khi ho da vuot qua
han nghach.
- Pat mUc cdnh bdo han ngach dia mac dinh va gidi han han
nghach dia cho moi ngu0i m&i st dung dia.
Xem thong tin han ngach dia cho mOi ngudi sU dung (sU dung
Quota emtries).
Han ngach dia theo doi va ki€m soét viéc si dung khong gian dia cho céc
0 dia. Ngu0i qudn Iy hé thOng c6 th€ cdu hinh Windows 2000 d€ thuc
hién céc tic vU sau:
- Cém sUr dung qua khong gian dia va nap moOt su ki€n khi ngudi
st dung vugt qua khong gian dia da chi ra.
- Nap mOt su kién khi ngu0i s& dung vugt qua mUc canh bao da

chi ra.



Khi cho phép han ngach dia, ta c6 thé dat gidi han va mUc canh bdo han
ngach dia. Gi6i han dia chi ra dung Iugng dia dugc phan cho mOt ngudi
st dung, con mUc cdnh bio chi ra khi mOt nguGi sU dung gan tdi gidi
han.

NTFS 1uu cac thong tin han ngach trong file \$Extend\$Quota, file
nay gbm cdc chi muc $O va $Q. Hinh dudi diy chi ra cich t6 chlc cUa
cac chi muUc nay. GiGng nhu khi NTFS gdn cho mOi mé td bao mat mot
ID n0i bd duy nhat, NTFS ciing gin cho m0i ngudi st dung mOt ID duy
nhat. Khi ngu0i qudn ly hé thdng chi dinh thdng tin han ngach cho mot
ngU0Oi st dung, thi NTFS phan ph®i mOt ID cho ngudi s dung d6 (ID
tuong Ung véi SID cla ngudi s dung). Trong chi muc $O, NTFS tao ra
mOt phan t& d€ dat mOt SID tuong Ung vGi mOt ID ngudi st dung va
NTES sap s€p chi muc nay theo ID ngudi si dung. Trong chi muc $Q,
NTFS tao mOt phan t& ki€m soat han ngach. MOt phan tU ki€m sodt han
ngach chla gia tri gidi han han ngach clUa ngu0i st dung ngay khi nguOi
st dung tiéu dung khong dung 1ugng dia cUa ho.



ID cUa ngu0i sU dung
18y dugc tir thulc tinh
$STANDARD_INFORMATIO

SID 14y dugc tU Ung
dung khi mot file

hodc mdt thur muc N trong liic thao tic v&i
dugc tao file ]1
$0 Index $Q Index
SIDO User ID 0
User ID O Quota Empty for User 0
SID 1 User 1D 0
User ID 1 Quota Empty for User 0
SID 2 User ID 0
User ID 2 Quota Empty for User 0

Khi mOt Ung dung tao mot file hodc thu muc, NTFS 1ay SID cUa
ngudi st dung Ung dung va tra cUu ID nguGi sU dung tuong Ung trong
chi muc $O. NTFS ghi ID ngu0i sU dung trong thuOc tinh
$STANDARD_INFORMATION cUa file hodc thU muc mdi, thuQc tinh nay
tinh toan bO khong gian dia di phan phGi cho file hodc thu muc dua vao
han ngach cla ngudi s& dung d6. Sau d6 NTFS tim phan tU giGi han
trong chi muc $Q va quyét dinh xem vi€c phan phdi mdi nay c6 lam cho
ngUdi st dung vugt qua nguOng gidi han hodc canh bdo cla ho hay
khong?. Néu vugt qua thi NTFS hodc nap mOt su kién thich hgp hodc
khong cho phép nguGi s dung tao file hodc thu muc d6. Khi mot file
hodc thay d6i kich thudc, NTFS cdp nhat phan t ki€m soit han ngach
tuong Ung vOi ID ngudi s dung di luu tw( trong thuOc tinh
$STANDARD_INFORMATION. NTFS diing chl mUc chung d€ tao moi tuong

quan gita cdc ID ngu0i st dung v&i cic SID (accounts), va v&i mOt ID



ngU0i si dung da dua ra thi cho phép tra cUu thong tin ki€m soat han

ngach cla mOt ngudi s& dung mOt cach hi€u qua.
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