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PE XUAT MQT SO BIEN PHAP PHONG CHONG PHUONG THUC
TAN CONG CLICKJACKING

Nguyén Ping Tién
Truong Pai hoc Ki thugt Hau can Cong an Nhan dan, Bg Céng an

Tom tit. Trong bai bao nay, ching toi dé xuat mot s bién phap phong chéng phuong thirc
lra dao truc tuyén (phishing) rat pho bién, d6 1a phuong thic tan cong Clickjacking. Day la
dang tin cong ma khi sir dung trinh duyét dé truy cap cAc tmg dung, nan nhan bi lira truy cap
va thao tac trén cac trang web gia mao do hacker tao ra. Nhiing trang web nay thuong duoc
nlp dudi vo boc cia mét trang web an toan. Tan cong Clickjacking khong yéu cau ki thuat
cao nhung hiéu qua thu dugc ¢6 thé rat I6n. Hau qua gay ra nhe 1a su phién toéi déi véi nguoi
dung, nang hon 1 bi mét cap théng tin cac loai tai khoan hay céc dir liéu nhay cam. Chidng toi
ciing dwa ra mot s6 phwong phéap phong ngira tir phia may chu Web va tir phia nguoi ding dé
ngan chin dang tin cong nay mot cach hiéu qua.

Tir khéa: Tan cong Clickjacking, thé iframe, thiét 1ap z-index, hacker, dich vu mang.

1. Mé dau

Clickjacking duoc Robert Hansen (ngudi sang lap va didu hanh héng SecTheory) va Jeremiah
Grossman (Haker mii tring) phat hién va cong bd vao nam 2008. Nam 2010, tai hoi thao Black Hat
Europe dién ra tai Barcelona, chuyén gia bao mat ngudi Anh - Paul Stone ciing d4 trinh dién thém céac
ki thuat khai thac méi ciia dang tan cong nay [1].

Clickjacking (hay Ul Redress Attack) 1a mot dang tin cong lira dao trén ng dung web.
Thuat ngir Clickjacking m6 ta viéc hacker du nguoi dung click vao cac lién két doc hai, nguy hiém,
dugc an minh dudi vé ngoai 1a mot trang web an toan. Viéc click vao cac lién két do co thé don gian la
bi diéu hudng sang cac trang web khac, ting view cho mdt quang cao gidp kiém tién cho hacker, hay
ning hon 14 bi danh cip cac thong tin bi mat, nhay cam va chiém quyén diéu khién may tinh. Diéu
d4ang ngai 12 hinh thic lira dao ndy xuat hién nhiéu trén web dén muc nguoi ta xem d6 1a mot phan
hién nhién khi truy cap Internet. Céc thiét hai thuong xay ra ddi voi cac ca nhén st dung internet hon
la nha cung cip dich vy hozc doanh nghiép nén phuong thirc tin céng ndy it duoc truyén thong chd y
S0 V6i cac dang tin cong khac nhu SQL injection, DoS hay DDoS. .

Mot sb giai phép phong chdng Clickj acking dd duoc nghién ctru trude day. Trong [2], tac gia e
xuat mot phuong phap trong d6 tai thoi diém ban dau, hanh dong truy cap vao timg duong dan cua
trang web dugc md phong. Sau do hé théng s& phan tich md phong nay va dua ra 16i canh bao ddi Voi
ngudi ding rang c6 kha ning déy 1a trang web tan cong Clickjacking hay khong. Guvstav va cong su [3]
da trinh by phuong phép trong do sir dung ki thuat frame-busting va ap dung cho mot sé trang web.
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Trong [4-6], cAc tac gia tap trung vao phan tich cac chién thuat hacker sir dung trong phuong phép
Clickjacking va cach phong cac ki thuat phong chdng loai tan cong nay. Nham nang cao nhan thuc cua
nguoi su dung internet ve Clickjacking, trong bai bao nay toi trinh bay mt s6 nghién cau vé c4c ki
thut tan cong, mdi nguy hiém ciia phuong thirc ndy va cudi cing la mét s6 husng dan cach thic
phong chéng.

2. Noi dung nghién ctru

2.1. Phwong phap tin cong Clickjacking va cach phong trong
2.1.1. Kich bén tin céng Clickjacking

O phan nay, tdi mo ta kich ban caa mét cudc tan cong Clickjacking don gian. Qué trinh ¢6 thé
duoc thyc hién nhu sau:

Hacker du nguoi ding truy cap vao mét trang web da dugc tao san, trang web ndy c6 thé 1a mot
tin thdng bao nhan thuong véi cac tai san hap dan, hay céc trang ¢6 noi dung nhay cam thu hit nguoi
xem. .. Chung thuong ¢ dang nhu sau:

[Z) chic mimg ban da trunc

& - C  Q /TrunglPhone7/trungthuong.php
Chic mirng ban da la nguoi thir 100.000 truy cap ngay hom nay!

Click vao NHAN THUONG dé nhin ngay 1a mét chiéc iPhone 7

v NHAN THUONG

Hinh 1. Trang triing thwéng nham thu hit ngwéi dung

Truy cap web dé triing thuong mét chiéc iPhone? Phan thuong nay du hap din dé khién nguoi
dung d& dang nhan chudt vao nat “NHAN THUONG” ma khéng biét rang dang bi dua vao nguy hiém.
Tht hién ra sau ci click chuot sg la:

Giao dich thanhcong X

& C' | Q Bank/giaodich.php

Transfer to Bank

Giao dich thwc hién thanh cong!!!
Ban da chuyén 500.000 USD cho Anonymous

Hinh 2. Giao dich chuyén khodn da dwoc thuc hién
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Chuyén gi da xay ra? Nguoi dung dang tuong tic vai trang web théng bao tring thudng, click
vao nit “NHAN THUONG” chtr khong str dung gi dén dich vu ngan hang, vay théng bao chuyén
khoan thanh cong & dau? Tai sao s6 dur trong tai khoan d bién mat 500 USD?

Xem xét Ki hon mét chdt, & day 10 rang nguoi dung dang tuong tac véi dich vu Internet Banking
cua ngan hang, voi mot nit “CHUYEN KHOAN” nim & trén do. Nhung thir hién thi 1én trén man
hinh may tinh cia nan nhan lai 1a mot trang web khong lién quan gi dén noi dung. Khi nguoi ding
click vao ndt “NHAN THUONG” duoc hién thi trén man hinh thi thuc sy hacker dé diéu huéng click
vao nit “CHUYEN KHOAN™, do d6 giao dich chuyén tién dugc thyc hién, tién trong tai khoan bj mt.

Ki thuat nay c6 thé thuc hién duoc la do mét sb tinh chat caa ngdbn ngit HyperText Markup
Language (HTML) d4 bi lgi dung. Ngon ngit HTML cung cép thé iframe ¢ chuc nang hién thi noi
dung ciia cAc trang web khac trén trang web hién tai. M3i phan tir cia mot trang web (HTML Element)
c6 ba ché do d6 1a hién thi, 1am ma va bi n. Néu cac HTML Element chdng I&n nhau thi thi ty cua nd
duoc quyét dinh boi mot tham sb goi 1a z-index.

Nhu vay 6 trong trudng hop ndy, trang giao dich ngan hang d4 dugc ding thé iframe dé tai vé va
chay trén trang web cua hacker, dong thoi duoc thiét 1ap z-index dé dat trudc tit ca céc thanh phan
khac nhung lai ton tai & trang thai an. Mot trang web thong béo trang thudng duoc cho hién thi trén
man hinh nhung hoan toan khong c6 ¥ nghia, vi tri caa ndt “NHAN THUONG” chinh 12 vi tri cua nit
“CHUYEN KHOAN” d4 dugc an di. Chung ta c6 thé hinh dung trang web nhur sau:

Ban day
ang tién hanp .
& 0 chuyén 00,00 5y Chiic mimg ban da ),
el vio Gy % D30 43 13 ngui thi 100, g
PN KHOAN 6éhoin 14 Click vio it A 10 N " AP iy
G 0¢ nhin nga

¥ 1 mit chide iPhone 7

Hinh 3. M0 td cdch ma trang web dwoc hién thj va trang bj én di

Déi véi nguoi dung, khi ho nhan nit “NHAN THUONG” ciing 12 llc tién dugc chuyén di. Nhu
vay, C&cC giao dich nhay cam lién quan dén dich vu ngin hang duoc 4n ngay trudc mat ngudi ding
nhung ho khéng hé hay biét, va hau qua gay ra c6 thé la rat lon.
2.1.2. Mot s6 ki thuat tan cong Clickjacking

Clickjacking la mot dang tin cong kiéu hra dao, do d6 no khong yéu ciu qua cao vé mat ki thuat,
ma chu yéu khai théc & yéu té con ngudi. Thyc té chi ra rang ddi véi moi co ché bao mat, yéu té con
ngudi 12 quan trong nhit va ciing d& bi khai théc nhat. Viéc tan cong do tim tai khoan, doan mat khiu
ddi véi hacker khd hon nhiéu so vai viéc loi dung su so ¥ ciia ngudi ding dé chiém doat thong tin.
Clickjacking c6 thé dugc st dung v6i nhiéu ki thuat da dang, tir don gian dén nang cao. Trong phan
tiép theo, t0i s& d& cap dén mot s ki thuat dic trung nhit cua Clickjacking.

* Twong tic véi frame dn

Ki thuat nay duoc trinh bay & vi du trén, loi dung cac tinh niing dugc cung cip cua ngdn ngir
HTML va Cascading Style Sheets (CSS) d6 1a thé iframe va chi s6 z-index. Trong HTML, thé iframe
duoc dung dé tai va chay cac trang web khac trén trang hién tai. Mot thé iframe c6 thé duoc khai béo

nhu sau:

5 <body>

<iframe src="._./transfer_html™ width="555" height="200">
</iframe>

</body>

71



Nguyén Ping Tién

Trong do, src="../transfer.html"13 dia chi trang web mudn tai v&. Hacker s& tao mot iframe tai noi
dung cua céc trang nhay cam nhu giao dich ngan hang, khai bao thong tin tai khoan... vé trang cua
minh, viéc tai qua iframe ny van cung cip day di chirc ning binh thuong nhu khi ta truy cap vao
chinh trang web do.

Togup Lénn Sosbwed Timudmadngca ¥

BIDV e-Banking @ "
e==m  Binh'dl)
E S o

CoN L G

Hinh 4. Website ciia ngén hang BIDV dwoct tdi vé va chay binh thwong
sie dung thé iframe tai thoi diém bai béo

Doan code gilp tai ndi dung vé cd thé duoc viét don gian nhu sau:

<head>
<title>Chdc mung ban d& trung iPhone</title>
</head>
<body>
<iframe src="http://www._bidv.com.vn/*" width=""100%"
height=""100%" id="bank' frameborder="0" scrolling="yes">
</iframe>
</body>

O vi du trén, trang giao dich cia ngan hang BIDV duoc tai vé trén trang web cua hacker bang thé
iframe, két hop cu hinh thém mot vai tham sé nhu width="100%"height="100%"frameborder="0",
trang giao dich nay dé cd thé hién thi va hoat dong binh thuong nhu khi truy cap vao dia chi chinh chi.

Tuy nhién, diéu nguy hiém 13 hacker khong dé ngudi ding thiy duoc trang ndy, ma an giau né
bang thiét lap z-index. Trong CSS, z-index 1a tham s6 thiét lap thir tu xép chong Ién nhau cia cac
thanh phan HTML, méc dinh 12 0 va thanh phan nao c6 z-index 16n hon s& wu tién xép cao hon, nghia
1a dugc uu tién hién thi hon. O day, hacker thiét lap z- -index=-1, do d6 thanh phan nguy hiém nay s&
dugc an minh sau cac HTML Element khéc, ngay trudc mét nhu‘ng ngudi dung khdng nhén ra. Khi do,
ho VO tinh thao tac trén mot trang web nguy hiém ma khong hé hay biét.

* Syka déi Vi tri con tré chugt

Day 1a Ki thut sir dung cac tinh ning cua Javascript, hacker khong can thiét phai du nguoi ding
click vao mot diém nao do trén man hinh nita, ma chiing cé thé kiém soat dwoc vi tri cia con tré chudt.
Dong thoi, két hop véi viéc thay ddi vi tri ciia cac dbi tuong trén trang web, khi nguoi ding click chuot
vao bét ky diém nao thi vi tri d6 déu dang chira nhing lién két doc hai.
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* M4t sé ki thugt tan cong Clickjacking nang cao

Dya vao y tuéng chu dao trén, hacker co thé phét trién thém nhiing ki thuat phiic tap hon, g1up an
minh tét hon, ting kha nang thanh cong va lugng thong tin thu thap dugc. Cac ki thuat tan cong nang
cao ¢ thé sir dung dén gdm co:

- Sir dung cac doan ma Java va Javascript, hacker khong nhitng kiém soat dugc thao téc click
chudt, ma con c6 thé thuc hién kéo-tha cac ddi twong nhu dich chuyén mot doan text vao form di liéu
hay chuyén ra khoi iframe. Qua do, hacker c6 thé thu dugc cac théng tin nhay cam nhu tai khoan ngan
hang, mat khau dang nhap.

- Hacker ¢6 thé lgi dung 16 hdng cross site scripting cua cac web site biang cach chén vao URL
cua cac web site ndy mot script diéu huéng

http://myidol.com.vn/home/search.php?q=%3Cscript+type%3Dtext¥%2Fjavascript+src%3D%22h
ttp%3A%2F%2F192.168.0.207%3A3000%2Fhook. js%22%3E%3C%2Fscript%3E.

Khi nguoi diing click vao link chita URL trén, nguoi ding s& bi diéu huéng téi web site chira mot
doan ma ddc java script (nhu URL trén thi doan ma doc 1a Hook.js). Sau do, doan ma doc nay sé duoc
tiém nhim vao trinh duyét cua ngudoi ding va Hacker hoan toan c6 thé kiém soét hay diéu khién trinh
duyét. Khi d6, Hacker tao ra nhiing théng bao gia mao nhu update flash va chén tiép mé doc reverse
shell gia mao phan mém flash, khi nguoi ding cai dat phan mém nay thi Hacker s& chiém toan quyén
s& hiru may cua nguoi ding. Hay Hacker c6 thé tiy y tao ra nhing Plugin gia mao khac dé du nguoi
dung click vao va liy cap thong tin ngudi dung nhur cac tai khoan quan trong.

- Thiét ké mot iframe 4n theo d6i su di chuyén hay diéu khién vi trf cia con tré chudt, dng thoi
kiém soat thoi diém click chudt. Biéu nay c6 thé thyuc hién duoc béi cac tinh ning trong Javascript. Tir
do, hacker c6 thé “chiém doat” cac sy kién click chudt ma khéng can quan tdm no dang & vi tri no,
hoiic tao ra mét cudc tan cong multi-click lién tuc, dugc hoan thanh sau mot sé 1an click chut. Két
thiic cudc tin cdng, hacker sé tré lai quyen kiém soét con tro. O day, nguoi dung chi thiy mét sé thao
tac la 50 vai binh thuong nhung khé c6 thé nhan ra minh dang bi tin cong nhur thé ndo.

- Sir dung céc 16 héng trong cac phan mém tiém an nhiéu rai ro nhu Adobe Flash, ActiveX hay
Microsoft SilverLight. Google ciing d4 ghi nhan sy xuét hién cua dang tin cong Clickjacking trén hé
diéu hanh Android cua ho.

* M4t sé bign phap phong chéng tan cong Clickjacking

T4n cdng Clickjacking la mét dang tAn cdng hra dao, hau qua gay ra cho nguoi dung ca nhan la
kha da dang. Ban dau, Ki thudt nay duoc sir dung dé nham 16i kéo nguoi ding dén cac trang quang cao
hay cac bai viét nhay cam. Céc hé théng quang cdo cua Google, Microsoft ... tinh sé lan click chuot
vao banner dé tinh ra s tién phai tra. Str dung Clickjacking, hacker c6 thé diéu huéng nguoi dung dén
CAC trang quang c4o, “chiém doat” nhiing cd click chudt ciia ho va tién s& dugc dua vé tai khoan cua
chlng. Facebook ciing ting la nan nhan cia Clickjacing khi nguoi dung vo tinh nhan vao cac duong
link 1am 1y lan cac ma doc hai hay don gian 1a “like” mot Page nao do. Tan cong dang nay khé phd
bién trén Internet, dén ndi nhiéu nguoi xem d6 1a didu hién nhién khi truy cap web, dan téi tam ly cha
quan, xem nhe tinh bao mat.

Ddi véi cac Ki thuat tin cong Clickjacing nang cao, hacker khong nhimng chiém doat cd click
chugt ma con ca cac doan text. Ching c6 thé chira thong tin tai khoan ngan hang, mat khau hay cac
thong tin nhay cam. Thiét hai ¢6 thé xay dén vai ngudi ding 1a rat lon.

bé phong chong tan cong Clickjacking, hai yéu t6 can duoc quan tm d6 1a con nguoi va ki thuat.
Trong do, yeu t con nguoi ¢ vai tro quan trong, déc biét la véi cac dang tAn cdng lira dao. Nguoi
dung can c6 hiéu biét co ban vé bao mat thong tin, 6 y thirc canh giéc khi truy cap vao céc trang web
la va cac hanh dong la, dac biét canh giac trudc cac 1oi du db, mon hoi trén Internet,
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C6 kha nhleu phuong phap khac nhau dé phong chdng Clickjacking, trong pham vi bai bdo, t6i e
cap dén mot s phuong phap hiéu qua nhat, duoc thyc hién & ca hai phia: may cha cung cip dich vu va
nguoi dung internet.

* (' phia M4y chi web

- K7 thugt Framebuster: Ki thuat dau tién co thé ké dén Ia sir dung cac kich ban Javascript ddc
biét nham ngan chan viéc tai ndi dung trang web vao trong mot frame. Nhitng doan ma nhu thé dugc

goi 14 framebuster, chung t6i d& xut viét nhu sau:
: <script>
if(top!=window)
{top.location=window. location}
</script>

O kich ban framebuster trén, mot diéu kién duoc kiém tra do6 1a trang web duoc tai ¢ phai nam
trong mot frame hay khdng. Néu trang Iam viéc hién tai khdng phai Ia trang cao nhit (dwoc hién thi)
thi trang cao nhét s& duoc gén lai dé hién thi ra cho nguoi dung. Tuy nhién, trong thyc té ki thuat nay
chura hoan toan dam bao dé chdng lai Clickjacking.

- K7 thudr X-Frame-Options: X-Frame-Options Header la mét tuy chon ¢ may chu, théng bao
cho trinh duyét ring website nay c6 cho phép dugc nhiing vao trong cac thé frame, iframe hay khong.
Header nay xuét hién vao nim 2009 va hién tai d4 dugc hau hét cac trinh duyét hd trg. C6 ba gia tri tiy

chon cua X-Frame-Options gém c6:

X-Frame-Options: DENY
X-Frame-Options: SAMEORIGIN
X-Frame-Options: ALLOW-FROM https://example.com/

O day, chung toi dé nghi chon DENY: cAm hoan toan viéc tai trang Web vao trong frame. Cu thé
ching t6i dura ra mot SO giai phap nhu sau
- D6i véi may chu Apache:

Header always set X-Frame-Options DENY

- D6i véi may chu Lighthttpd:

server .modules += ("'mod_setenv'")
$HTTP['scheme'] == "https"

{

setenv.add-response-header

= ("'X-Frame-Options'™ => "DENY')
by

Sau khi cugc tin cong Clickjacking gay ra thiét hai va duoc phét hién, cac nha cung cip dich vu
Web l6n d4 canh giac hon vé6i nd. Facebook, Twitter hay GitHub déu d4 cu hinh X-Frame-Options
gilip chan dang tin cong nay.

- K7 thugt sira 16i XSS dé tranh bj hacker két véi hop Clickjacking: XSS 12 15 ¢ Server c6 thé gay
nguy hiém I6n cho nguoi ding, tuy nhién lai khong qua kho dé phong tranh. Ban chit caa XSS ciing 1a
khong kiém soét Ki dit liéu nhap vao nhu SQL Injection. Bién phap dua ra 1a kiém duyét ki dit liéu vao,
chan cac tir khéa nguy hiém,

M6t phuong phap hiéu qua khac 1a ma héa cic ky ty dac biét cua dir liéu vao, st dung ham

htmlentities() cia HTML, nhu sau:
echo htmlentities($row["content']);
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Phuong phép trén ciing c6 thé duoc sir dung véi ASP, JSP.

* O phia ngwoi dung

V& phia ngudi ding, trudc hét can nang cao nhan thic vé van dé bao mat khi truy cap Internet,
than trong véi cac giao dich, thao tac nhay cam trén mang.

Vé ki thuat, c6 thé sir dung mot s6 phuong phap sau: Cai dat Add-on vao trinh duyét dé ngin
chan viéc chay Flash hay Javascript, nhu NoScript cua FireFox hay Clickjacking Reveal cua Chrome.
Tuy nhién diéu nay co thé gy ra mot sé phién toai trong qué trinh duyét web; ‘Thuong xuyén cap nhat
céc ban nang Cap cua trinh duyét, hé didu hanh va céc ban va I3i tir nha san xuat; Can than véi cac thao
tac la, cac “mon qua’ " bét ngo tur Internet; Cén than véi cac URL thiéu tin cay trén mang; Cai dat cac
phin mém Anti Virus manh va thuong xuyén update.

3. Kétluan

Clickjacking la dang tin cong ph bién, tuy khong yéu ciu ki thuat khai thic qué cao nhung hau
qua gay ra c6 thé rat nghiém trong, Pay la cudc tan cong mang cc dic trung cia dang tin cong hira
dio, do d6 ngoai van dé ki thuat, yéu t con ngudi 1a quan trong trong viéc phong chéng, phét hién va
tranh bj roi vao bay ma hacker dung san. Cac dang tan cong gay thiét hai hay gian vao cac may chu
cung cap dich vu nhu tin cdng DDOS, SQL- Injec‘[lon thuong duoc gii truyen théng va chuyén mén
chd y nhidu hon ma so'y bé qua cac cudc tan cdng c6 muc tiéu nhim dén cac ca nhan sir dung internet.
Céc nha phét trién website ciing chura thyc sy chu y dén Clickjacking. Hién nay, ngoai cac trang web
I6n dA chan iframe, van c6 nhiéu trang web nhay cam vé linh vuc tai chinh, ngan hang trong nuéc cho
phép tai trang ciia minh qua trang web khac. Hon bao gior hét, mdi ngudi dung Internet phai ty trang bi
cho minh nhirng hiéu biét co ban vé vin dé an ninh bao mat thong tin, dé c6 thé “an toan” trén khong
gian mang, dic biét 1a trong thoi dai Internet két ndi van vat nhu hién nay.
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ABSTRACT

Clickjacking attack prevention using various techniques
Nguyen Dang Tien
People's Police University of Technology and Logistics, Bac Ninh, Vietham

In this paper, we propose some methods of Clickjacking attacks to prevent a very popular online fraud
(phishing). This is an attack method that users access the applications via browsers; victims are cheated and
manipulated on the fake website created by the hacker. These sites are usually hiding under the guise of a
secure site. Clickjacking attack does not require high technical, but the consequences may be serious. The
consequences may cause a nuisance for users, more heavily account information or other types of sensitive
data may be stolen. We also offer a number of insurance methods to Web servers and users to prevent
clickjacking attack effectively.

Keywords: Clickjacking attack, iframe tag, hacker, set the z-index, internet service.
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