Lé Hoang Hiép va btg

Tap chi KHOA HQC & CONG NGHE

181(05): 143 - 149

KET HQP KY THUAT VLAN-ACCESS LIST NANG CAO HIEU QUA

BAO MAT MANG LAN AO
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TOM TAT

Khi s lugng VLAN nhiéu, viéc quan 1y cac IP traffic yéu cau hd trg mirc d6 co ban vé bao mat
cho cdc truy cap mang tré nén kho khan hon, ngudi quan tri mang khi d6 can mot k¥ thuat nao d6
vira tan dung duoc ha ting sin c6 vira dép ung duoc cac yéu cau vé hiéu nang quan tri mang, chi
phi, bing thong,...vira quan tri dwoc cac mang VLAN t6t hon, khi d6 c6 thé dung t6i ky thuat
VLAN-Access List thé hién ¢ tinh ning loc cac géi tin qua Router twrong tw nhu k§ thuat Access
List cho cic mang LAN cing v6i viée két hop céac tinh ning bao mat dugc tich hop trén cac thiét
bi mang co thé dem lai hiéu qua bido mat cao hon nhiéu so véi viée khong tng dung VLAN-

Access List.

Tw khoa: LAN, VLAN, Access List, VLAN-Access List, Vlan Access-map

GIOI THIEU

VLAN ACLs (VACLs) la mot dich vu cho
phép tao va quan Iy danh sach truy cip dua
vao dia chi MAC, IP. Nguoi quan tri mang cé
thé cau hinh VACLs dé kiém tra cac géi tin
luu thong trong ndi b mot VLAN, hodc giira
cac VLAN vé6i nhau. VACLs khong quan i
truy cép theo hudng (In, Out) nhu khi &p dung
ky thuat Access List cho cac LAN. VACLs
dung Access Map dé chira danh sach tuan ty
mdt hodc nhiu goi tin (entry) vé viéc quan i
truy cap. Mdi géi tin trong ban dd truy cap
mo ta viéc kiém tra goi tin dua vao IP hodc
MAC dé 4p dung cho mot hanh dong nao do

dbi véi nhitng goi tin [1] [5].

£
VLAN10» | VLAN10

VLAN 20

VACL - VLAN 10

[ vacL-wanzo |

VLAN 20

Bridged Packets
B

Hinh 1. Ap dung linh hoat kj thuGt VACLs nham ndng
cao hiéu qua bao mdt trong quan tri mang LAN do

Céc goi tin déu dugc danh sb tht tu nén co
theé cau hinh wu tién cho cac goéi tin phu hop
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v6i mot yéu cau nao d6. Khi cac goi tin di qua
thiét bi s& dugc kiém tra thong qua VACLs
dua vao ban dd truy cap da duoc cAu hinh ma
thiét bi s& quyét dinh c6 chuyén tiép goi tin di
hay khong. Nhiing g6i tin trong VLAN
Access Map cung cap cac hanh dong dbi véi:
+ Forward: Hanh dong nay s& cho phép goi
tin duoc chuyén tiép qua Switch.

4 Redirect: Goi tin s& duoc chuyén hudng
sang mot hodc nhidu giao dién (interface)
duoc chi dinh.

+ Drop: Vi mot goi tin vi pham thi hanh
dong nay cho phép huy goi tin ngay lap tirc va
chung ta c6 thé luu trang thai (logs) vé viéc
huiy céc goi tin nay.

Vén dé dat ra, véi ACLs binh thuong khi cau
hinh trén Router thi khong thé ngan chin hoic
cho phép luu lugng qua lai gitra caic VLAN,
nhung khi 4p dung ky thuat VACLs diéu nay
hoan toan ¢6 thé thuc hién duoc, do d6 tinh
nang nay s€ giup nang cao chinh sach bdo mat
cho hé théng mang LAN ao (VLAN) [5].
NHAN DIEN MOT SO NGUY CO TAN
CONG MANG LAN VA MANG LAN AO

Tén cong mang LAN

Dudi day la mot sO nguy co tiém tang ma ké
xau (Hacker) ¢6 the dia vao dic diém yéu
nay dé thuc hién tin cong vao 18 hdng bao
mat cia mang LAN [2]:

Kiéu tén cong lam tran MAC

- Bang CAM (Content Addressable Memory)
luu trlr cac dia chi MAC cua cac cong (port),
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va cac tham s6 VLAN trong Switch. Khong
gian nhé trong bang CAM 14 han ché nén co
nguy co tran bang CAM. Kiéu tin cong lam
tran MAC s& ¢ gang lam tran bang CAM cua
cac Switch, khi @6 Switch sé cu xir nhu cac hub.
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Hinh 2. Tén céng kiéu MAC flooding
Mot cudc tin cong kiéu nay (Hinh 2) trong
giéng nhu luu lwgng tr hang ngan may tinh
duoc chuyén dén mot céng, nhung thuc té 1a
né chi dén tir mot may gia mao dia chi MAC
cta hang ngan may tinh (host) gia mao.
Tan cong lam ngap lut bang MAC 1a mot
trong nhitng ki thuat tdn cong phd bién nhat &
Layer 2. Trong kiéu tdn cong nay thi Switch
da bi “ngap lut” véi cac goi tin cua cac dia chi
MAC khéc nhau, do d6 lam tiéu hao bd nhd
trong Switch, lic nay Switch s& tré thanh
Hub. Do d6 nguoi dung bat hop phap co thé
st dung mot cong cu Packet Sniffer dé thau
tom cac dir liéu nhay cam trong do.
ARP Spoofing

ARP  spoofing, ARP  cache poisoning,
hay ARP poison routing, 1a mot ky thuat qua
d6 ké tin cong gia lap thong diép ARP
trong mang cuc bo. No6i chung, muc tiéu la
két hop dia chi MAC cua ké tdn cong véi dia
chi IP ctia may chi khac, chiang han nhu cong
mic dinh (Default Gateway), 1am cho bat ky
luu lugng truy cdp nao danh cho dia chi IP d6
duogc giri dén keé tan cong.

ARP spoofing (Hinh 3) c6 thé cho phép ké
tan cong chan cac khung dir liéu trén mang,
stta d6i luvu luong, hoic dimg tit ca luu
luong. Thong thuong cude tdn cong nay dugc
st dung nhu 13 mot sy m& dau cho cac cudce
tdn cong khac, ching han nhu tin cong tur
chdi dich vu (DDos), tin cong Man-in-the-
middle attack, hodc cic cudc tan cong cudp
lién lac di liéu [1].

144

=
“ZEg 1. Configure IP

\9 Forwarding
¢

4. Sniff the traffic
from the link

2.Send fake ARP
response to re-map
default router IP to
attacker's MAC

5. Packets are forwarded
from attacker’s machine
to the actual default
router for delivery to the
outside world

Hinh 3. Tdn céng kiéu ARP spoofing
Cudc tin cong nay chi c6 thé dung trong cac
mang dung Address Resolution Protocol, va
gidi han trong cac mang cuc bo [2].
Tén cong vio dich vu DHCP
Tuy c6 nhiéu uwu diém, nhung giao thuc
DHCP hoat dong lai kha don gian, sudt qua
trinh trao ddi théng diép giita DHCP Server
va DHCP Client khong ¢6 su xac thyc hay
kiém soat truy cap. DHCP Server khong thé
biét duoc rang nd dang lién lac voi mot
DHCP Client bat hop phap hay khong, nguoc
lai DHCP Client ciing khong thé biét DHCP
Server dang lién lac c6 hop phap khong.

DHCP Server

3. Victim sends traffic
destined for outside world
based on poisoned ARP
table enfry

DHCP requests
with spoofed
MAC addresses

Untrusted
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setup rogue DHCP starve DHCP server
server

Hinh 4. Tén cong kiéu DHCP spoofing

Nhu véy s& ¢6 hai tinh hudng xay ra:

- Khi DHCP Client l mdt mdy tram bt hop phdp:
Khi ké tin cong thoa hiép thanh cong véi mot
DHCP Client hop phap trong hé théng mang,
sau d6 thuc hién viéc cai dat, thuc thi mot
chuong trinh. Chuong trinh nay lién tuc gui
t6i DHCP Server cac gbi tin yéu cau xin cip
dia chi IP v&i cac dia chi MAC ngudn khong
c6 thye, cho t6i khi dai IP ¢6 sén trén DHCP
Server can kiét vi bi né thué hét. Piéu nay
din toi viéc DHCP Server khong con dia chi
IP nao dé cho cac DHCP Client hop phap thué,
khién dich vu bi ngung tré, cac may tram khac
khong thé truy nhap vao hé théng mang dé
truyén théng véi cac mdy tinh trong mang.
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Trudng hop tAn cong nay chi 1am cho cac
may tinh dang nhap vao hé théng mang (sau
khi bi tn cong) khong thé s dung dich vu
DHCP, dan dén khong vao dugc hé thong
mang. Con cac may tram khac da dang nhap
trudc d6 van hoat dong binh thudng.

Day 14 kiéu tan cong tir chdi dich vy DHCP dé
dang nhat ma ke tén cong co thé thue hién. Ké
tan cong chi can rat it thoi gian va bang thong
1a c¢6 thé thuc hién duoc cudc tin cong nay.
- Khi DHCP Server la mt may chii bat hop phdp:

Néu ké tAn cong pha v duoc cac hang rao
bao vé mang va doat dugc quyén kiém soat
DHCP Server, no c6 thé tao ra nhitng thay d6i
trong ciu hinh cia DHCP Server theo y
mubn. Ké tdn cong c6 thé tin cong hé thong
mang theo céc cach sau:

Tin céng DoS hé thong mang: Ké thn cong
thiét 1ap lai dai IP, subnet mask ctia h¢ théng
dé cac may tram hop phap khong thé ding
nhap vao hé théng mang dugc, tao ra tinh
trang DoS trong mang.

Tén cong theo ’kié’u DNS redirect: Ké tn
cong ddi cac thiét 1ap DNS dé chuyén hudng
yéu cau phan dai tén mién cia Client t&i cac
DNS gia mao, két qua 1a Client c6 thé bi dan
du t6i cac website gida mao duoc xay dung
nhim muc dich danh cép thong tin tai khoan
cua nguoi dung hoac website ¢ chira cac ma
doc, virus, trojan... s& dugc tai vé may Client.
Tan céng theo kiéu Man-In-The-Middle: Ké
tan cong thay doi Gateway mic dinh tro vé
may cua ching, dé toan bd théng tin ma
Client gui ra ngoai hé théng mang s& duoc
chuyén téi may nay thay vi t6i Gateway mic
dinh thuc su. Sau khi xem dugc ndi dung
théng tin, gbi tin s& duoc chuyén tiép dén
Gateway thuc sy cia mang va Client van
truyén binh thudng véi cac may ngoai mang
ma ngudi dung khong hé biét ho da dé 16
thong tin cho ké tin cong.

Nhuoc diém cta cach tin cong nay 1a ké tin
cong chi co thé xem trom nodi dung thong tin
clia g6i tin guri ra ngoai mang ma khong thé
Xem nQi dung thong tin cia goi tin gri cho
Client tir bén ngoai mang.

Tén cong Telnet

TELNET (viét tit cia TErminaL NETwork)
la mot giao thic mang (network protocol)
duoc dung dé truy cap tir xa dén mot thiét bi

mang (Switch, Router, Server..) dé quéan
tri. Telnet 1la mot giao thic gira Client-
Server, dua trén mot két ndi tin cdy. Giao
thire nay hoat dong & tang 7 (layer 7) va sir
dung giao thirc TCP cbng 23.

Telnet
(1) user: Richard
Password: check

—

UschC\ User PC
\
\
I\
= | [

Hacker \l Hacker

1\ Tclncl
\l @ user: Richard
" Password: check

File Server Fule Server

Hinh 5. Tdn céng kiéu Telnet
Tuy nhién Telnet khéng bao mat vi nhitng 1y
do sau:
- Telnet, theo mic dinh, khong mi héa bat ky
dir liéu duoc gui qua két ndi (bao gdm ca mat
khau), va vi vy c6 kha ning bi nghe trom cac
thong tin lién lac va tir d6 Hacker c6 thé tom
dugc mat khau quan tri va c6 thé chin bét cac
g6i tin di qua bang cac cong cu phan tich goi
tin nhu Wireshark.
- Hau hét cac thao tac cia Telnet khong c6
chtng thyc ring s& dam bao thong tin lién lac
dugc thyc hién gitra hai bén nhu mong mudn
va khong bi chan & gita.
- Rat nhiéu 16 hong bao mat di dugc phat
hién trong nhiing ndm qua khi sir dung cau
1énh thong thuong nhu telnet, vi thé telnet 1a
giao thirc rat d& bi tin cong bang cac ky thuat:
Danh hoi phién telnet (Telnet communication
sniffing), TAn cong vét can (Telnet brute force
attack), tdn cong tir chdi dich vu ( Telnet DoS
— Denial of Service).

Telnet brute force attack: ké tan cong sir dung
danh sach cac mat khau phéd bién va mot tool
dugc thiét ké dé thiét 1ap mot phién telnet,
ding nhip bang mat khau nam trong danh
sach tir dién. Tool nay c6 thé két hop cac tir
(word) tuan tu véi nhau dé tir 6 ¢ thé dora
mat khau (password). Néu co thoi gian thi
kiéu tan cOng nay s€ co thé pha dugc tat ca
cac mat khau dugc st dung.
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Telnet DoS - tan cong tir chdi dich vu. Céc
cudc tin cong DoS 1a mot cach dé pha vo
truyén thong cua hai thiét bi mang bémg cach
st dung tat ca bang thong dang co. DPé lam
nhu vy ké tin cong giri nhidu goi dir lidu
khong ding voi quy dinh cua giao thuc TCP.
Cu thé & day 1a ké tin cong c6 thé str dung k§
thuat SYN-FLOOD. Khi c&c may tinh bi
nhiém ma doc s& chay tng dung Telnet trén
cac may tinh d6 dé tao ra két ndi dang half-
open voi mot thiét bi mang, lam cho kénh
dang nhap (line telnet) bi chiém dung trong
thoi gian dai, do vdy ngudi quan tri mang
khong thé login vao thiét bi.

TAn cong mang VLAN

VLAN (Virtual LAN) 1a mang LAN 40, mdt
cong nghé duoc sir dung phd bién trong cac
mang LAN cua doanh nghiép voi muyc tiéu
lam gia tang tinh bao mét cho mang, tiét kiém
chi phi dau tu thiét bi, tang hiéu nang thiét bi
va lam don gian hoa van dé quan ly mang.
Tuy nhién néu ciu hinh sai (16i cau hinh) thi
c6 thé dan t6i nhitng nguy co vé an ninh. C6 2
kiéu tin cong VLAN la VLAN Hoping va
VLAN Double Tagging [1] [2] [5].

Kiéu tin cong VLAN Hopping Spoofing:

Hinh 6. VLAN hopping spoofing
Trong Hinh 6, két ndi giira 2 Switch 1a két ndi
kiéu trunk, sir dung chuan déng dir liéu goi la
giao thirc 802.1Q. Két ndi trunk cho phép luu
luong cua nhiéu VLAN chay qua, vi du Iuu
luong dén VLAN 10 (dén Serverl) va VLAN
20 (dén Server2) co thé di qua két ndi trunk
gitta 2 Switch. Tuy nhién dé truy cap vao
Serverl thi may cua ké tan céng phai nam &
VLAN 10, con muén truy cap dén Server2 thi
may cta ké tin cong phai thuoc VLAN 20.
Tuy nhién c6 mot cach khac la danh lua
Switch rang may tinh cia ké tin cong 1a mot
Switch, tir d6 thiét 1ap két ni trunk tir may keé
tan cong dén Switch. Dé dénh lira, ké tan
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cong s& chay mot phan mém gia 1ap giao thuc
DTP (Dynamlc Trunklng Protocol) tren may
tinh cua ké tan cong. Néu trang thai cng cua
Switch dé & ché d6 mac dinh 1a Dynamic
Auto thi ké tan cong s& cdu hinh phan mém
chay DTP & ché d6 Dynamic Desirable hoic
Trunk, khi d6 két ni tir may ciia ké tan cong
dén Switch 1a két ndi trunk (Hinh 7). Nhu vay
Hacker c6 thé truy cap vao cac VLAN khéc
nhau, tr d6 truy cap dugc vao Serverl va
Server2.

Kiéu tin cong VLAN double tagging

ETH | VLAN9S RUENPLE Data
PC1 VLAN 99
\ ETH | VLAN20 | Data ETH Data

\ Native VLAN 99 VLAN 20

Switchl 802.1q TRUNK Switch2

Hinh 7. VLAN double tagging

I

Server0

Gia str ké tin cong mudn truy cp béat hop phap
vao Server nam & VLAN 20, tuy nhién may cua
Hacker lai ndm & VLAN 99 (native VLAN).
Vay lam thé nao dé truy cap vao Server?

Ké tdn cong s& gin thém mot tag VLAN 20
vao trong frame Ethernet giri dén Switch 1.
Swich 1 nhén thdy frame nay thuéc VLAN 99
nén no6 loai boé tag VLAN 99 va giri frame 1€n
dudng trunk ma khdng gin tag cho frame nay
boi vi frame nay thudc native VLAN. Nhu
vay nghiém nhién frame niy bay gio thudc
VLAN 20. Khi Switch 2 nhan duoc frame
VLAN 20, n6 s& forward dén Server nim &
VLAN 20. Nhu vy ké tan cong di truy cip
duoc vao Server nam & VLAN 20 mic du
may cia ké tn cong nim & VLAN 99.

Access Access -
Attacker VLAN: 1 802.1Q VLAN: 10 Vietim

E Trunk "h—-/'
= Si i sz
e -

Hinh 8. VLAN Hopping with Double Tagging

Nhirng ké tin cong giri cac goi tin dwoc gén 2
tag 802.1Q den Switch2 (Hlnh 8). Tat nhién
nhimg ké tan cong khong két ndi duogc véi
cong trunk, ma st dung mot Switch gia mao
dé chuyén d6i Switch cua minh sang ché do
trunking. Sir dung trunk encapsulation dé lira
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cac Switch tao cac frame sang qua cac VLAN
khac. Frame thuc v6i mot s6 dir liéu doc hai
dau tién trong 2 tag 802.1Q v6i VLAN ID cua
VLAN muc tiéu (VLAN 20). Sau do6 frame
gin tag 802.1Q gia mao thtr 2 duoc bd sung
truy cap Vlan ID cta ké tin cong (VLAN 10).
Khi Switch 2 nhan duoc frame dugc gin 2
tag, n6 quyét dinh day qua cong trunk. Piéu
nay la do tag VLAN 10 c6 cung VLAN ID
nhu native vlan trén cong trunk. Céc tag
VLAN 10 dugc go bo khi frame da duoc gui
trén cong trunk . Switch s& giri tat ca cac goi
tin khi g& bo cac tag native VLAN. Do d6 tag
VLAN 20 dugc chuyén sang Switch rdi tag
gid mao nay tiép tuc duoc g bo va goi tin
dugc chuyén dén VLAN 20. Lic d6 nhimg ké
tan cong da guri thanh cong géi tin tir VLAN
10 dén VLAN 20 théng qua chuyén mach 16p
2 ma khong can sir dung dinh tuyén.

KY THUAT CAU HINH VLAN-ACCESS LIST
Bén canh viéc 4p dung céac gidi phdp bao mat
mang LAN co ban, giai phdp ting dung k¥ thuat
VACLs s& lam tang kha néng bao mat cho mang
VLAN noi riéng va mang LAN ndi chung.

Trén thiét bi Switch, dang nhap, chuyén qua ché
d toan cuc, thuc hién cac budc sau dé ap (gan)
1énh thuce thi Vlan-Access List nhu sau [5]:

Tao Vlan Access Map:

Switch(config)#vlan  access-map  {map-
name}{sequence-number}

Pua ACL vao:

Switch(config-access-map)#match
{iplipv6|mac} address {ip-accesslist}

DPinh nghia cac hanh dong cho goi tin
Switch(config-access-map)#action
{forward|drop|redirect}

Ap dung 1én cac Vlan:

Switch(config)#vlan filter {map-name} vlan-
lit {list}

G®& bo cau hinh:

Switch(config)#no vlan access-map {map-
name} {sequence-number}

Dé,thuc hién kiém tra cdu hinh VACLs, trér)
thiét bi ‘SWitCh, dang nhp, chuyén qua che
dac quyén, th},rc hién cac budc sau dé ap dung
(gan) 1énh kiém tra Vlan-Access List nhu sau:

Hién thi ACL duoc cau hinh:

Switch#show running-config aclmrg

Hién thi théng tin VACLs ap dung cho VLAN:
Switch#show vlan filter

Hién thi cac entry trong Access-Map:
Switch#show vlan access-map

SU DUNG KY THUAT VLAN-ACCESS
LIST TANG KHA NANG BAO MAT
MANG VLAN

Bén canh céac giai phap truyén thong khac dé
bao vé mang LAN nhu s dung tuong ltra
(Firewall), thiét 1ap mang riéng a0 VPN hay
sir dung hé théng phat hién va ngin ngira xam
nhdp mang IDS/IPS,... ngudi quan tri con co
thé ung dung tdi da tinh ning bao mat trong
mang VLAN [1][2] [4] [5]

Khi ngudi quan tri mang thuc hién cAu hinh
VLAN cho mang LAN, luc do néu nhu mot
VLAN bi tdn cong s& khong giy anh hudng
t6i VLAN khéc vi mdi VLAN la mot mién
quang ba (Broadcast Doamain) riéng biét.
Trong bai bao nay, tac gia sé tip trung phan
tich, 4p dung tinh linh hoat khi str dung k¥
thuat VLAN-Access List cho cac mang LAN
40 (VLAN) nhdm néng cao tinh hiéu qua bao
mat, gidm chi phi van hanh, tdn dung tai
nguyén hé thong.

Dit vin dé

Pé minh chimg cho hiéu qua khi ap dung
VLAN-Access lam ting tinh bao mét mang
LAN 4o, duoi day tac gia st dung moé hinh
thuc nghiém nhu sau:

WLAN 3

IP WLAN ON SW3
VLAN 1: 192.168.1.1/24 Fa0/1

VLAN 2: 172.16.2.1/24 // 2950
VLAN 3: 172.16.3.1/24 __# Swit

,Tr‘unking
VLAN 1 Fal/2
Fa0/t | Fa0/1)
Fa0/2 24 EUF
For3o 3560-24P5  runking
/ lultilayer SW3 ., Fal/1
-
Fal,
E Fal
Server-PT Server-PT
Serverd Serverl
192.168.1.2/24 192.168.1.3/24

Hinh 9. M6 hinh thuc nghiém
Mo hinh nay (Hinh 9) dugc sir dung dé minh
hoa viéc gidi quyét bai toan bao mat nho nhu
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sau: cam (deny) viéc nguoi ding truy nhép
web tir PC1 t6i may Server 0 nhung cho phép
toan bo céc luu lugng (traffic) con lai dugce
phép (vi du, vin c6 thé PING, email,
telnet,...).

Thuc nghiém:

Duéi day su dung hai truong hop: khi khong
ap dung VACL va truong hop cé ap dung
VACL dé tir d6 c¢6 danh gia so sanh vé hiéu
qua bao mat cia VACL trong truong hop nay.
Trwong hop khong sir dung ky thuit VACL:
V61 mo hinh thuc nghiém nhu da néi (Hinh
9), md hinh mang khéng co thiét bi dinh
tuyén (Router). Trong trudng hop nguoi quan
tri muon st dung tinh ndng bdo mat san co
(1a trong tdm phan tich ctia bai bio nay nham
nang cao tinh bdo mat cho mang LAN 4o ma
khong sir dung thém céac thiét bj bao mat
chuyén dung hodc cac giai phap phai tra phi
khac) nhu Access Control List trén router thi
diéu nay 1a khong thé thuc hién dwgc. Hon
nita véi cac md hinh mang thiét ké phd bién
theo kiéu phan cdp trén thuc té hién nay, tir
mot router ndi t6i nhiéu Switch layer 2 va
Switch layer 3, bén trong d6 lai co rit nhiéu
mang VLAN, khi do VleC ap dung ky thuat
Access Control List truyén thong 1a diéu rat
kho dé giai quyét cac tinh hudng twong tw nhu
trong bai toan nay, gdy ra su phuc tap lon
trong viéc quan tri va thuc thi.

Truong hop ap dung ky thuiat VACL:

Dé giai quyét bai toan nay, viéc ap dung ki
thuat VACL 13 didu can thiét dé giai quyét
cac tinh hudng tuong tu v6i hé thdng mang co
nhiéu thiét bi chuyén mach (Switch). Trén
thiét bi Switch Layer 3, thuc hién ciu hinh
VACL nhu sau:

Switch(config)#access-list 120 deny tcp
172.16.2.0 0.0.0.255 host 192.168.1.2 eq www

Switch(config)# access-list 120 permit ip any any
Switch(config)#interface vlan 1
Switch(config-if)#ip access-group 120 out

Két qua sau khi ap dung ky thuat VACL trén
Switch d giai quyét duoc yéu cu cta bai toan:

+ Thyc hién 1énh Ping tr PC1 t&i Server0
thanh cong:
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C:\>ping 192.168.1.2

(0% loss),

, Maximim = 5Sms, Average = lms
+ Viéc cAm truy nhap web tir PC1 t6i Server0
thanh céng:
¥ pCi

Physical Config Desktop Atfributes Software/Services

Web Browser

[ < || = | urL hitpi//1o2.168.1.2]

Request Timeout

Dadnh gid két qua:

Bing viéc ap dung k¥ thuat VACLs phu hop
trén thiét bi Switch, kha nang bdo mat trong
mang VLAN tang 1én dang ké, tan dung duogc
tinh ning bdo mat san c6 ciia Switch, giam
chi phi van hanh,... Hodc trong cac truong
hop néu hé thong mang bi ké x4u tin cong st
dung mdt trong cac kiéu tdn cong dugc trinh
bay trong muc 2, ngudi quan tri rat kho dé
kiém soat cac luu lugng vao ra trong hé théng
hodc tim ra dugc cac canh bdo, nguy co mat
an toan dang dén. Tuy nhién, khi 4p dung linh
hoat k¥ thuat VACL, ngudi quan tri c6 thé
kiém soat luu luong ra vao (in/out) rat chi tiét
trong mang LAN 4o trén thiét bi Switch (tinh
ning ma Router chua hd trg, hoic la véi
mang c6 it hodc khong co thiét bi router khi
d6 VACL cang quan trong), dé tir d6 nim
dugc tinh trang hién thoi cua hé théng mang
va c¢6 phuong an xu 1y kip thoi [1] [5].

KET LUAN

Nhu da trinh bay, VACLS 1a mét trong nhiing
phuong phap nang cao tinh bdo mat trong
mang (cu thé 1a trong mang LAN). K¥ thuét
nay cho phép kiém soat Iuu lugng chay qua
thiét bi Switch. Khi cdu hinh VACLS ngudi
quén tri c¢6 thé phan loai luu lugng tir cac giao
thirc nhu: IP, TCP, HTTP,... Tuy vao chinh
sach ma nguoi quan tri mang ap dat vao
VACLS c6 thé loai bé hodc cho phép cac loai
dit liéu (theo ciu hinh) dwoc phép luu thong
trong h¢ thong mang.
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VACLSs c6 thé ap dung trong pham vi mang
VLAN hoéc gitta cac mang VLAN v6i nhau.
VACLs c6 dic diem nhu Router VACLs
(RACLSs) c6 thé loai bo, cho phép hay tai dinh
hudng céac goi tin.

Do cac dic diém uu viét trén day, khi cu
hinh trién khai hé thong mang LAN ao trong
ha tﬁng mang cua minh, ngudi quan tri c6 thé
két hop them k¥ thuat nay (VACLs) dé gitip hé
théng clia minh dugc bao mét t6t hon, bén canh
d6 tan dung duoc tinh ning san c6 cia thiét bi
va lam giam chi phi bao mat hé thong mang.

SUMMARY
COMBINNING VLAN-ACCESS LIST
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TO ENHANCE VLAN SECURITY EFFICIENT

Le Hoang Hiep”, Pham Thi Lien

University of Information and Communication Technology - TNU

As the number of VLANS increases, the management of IP traffic which requires more basic level
of security for network access becomes more difficult, then the network administrator have to need
a technology can meet the requirements of network management as efficiency, cost, bandwidth, ...
and manage also other VLANSs better. VACLSs are another good layer of security to help control
who can talk to who, much like access control lists that are in firewalls and Routers, however the
difference is VACLs operate at layer two of the OSI model. There could be situations where you
have multiple hosts on the same LAN and want to block traffic from reaching certain hosts within

that same network.
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