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Bdo dam an toan, an ninh thong tin trong linh vuc Ung dung cong nghé
thong tin cla S& Vin héa, Thé thao va Du lich Thanh Héa
(Ban hanh kém theo Quyét dinh sO: /OP-VHTTDL ngay thdng ndm
2012 cUa Vén héa, Thé thao va Du lich Thanh Héa)

Chuong I
QUY DPINH CHUNG

Pi€u 1. Pham vi diéu chinh

Quy ché nay quy dinh v€ n0i dung, bi€n phip bdo ddm an toan, an ninh
thong tin trong linh vuc Ung dung cong nghé thong tin (sau ddy goi tat 1a
CNTT) phuc vu cho cong tic di€u hanh va qudn ly hanh chinh nha nudc cla
S& Vin héa, Thé thao va Du lich Thanh Héa.

Piéu 2. Poi tuong ap dung

Quy ché nay dugc 4p dung vdi tat cd cdc phong, ban va cdc don vi su nghi€p
thuOc SG Vin héa, Thé thao va Du lich Thanh Héa.

Piéu 3. Gidi thich tur nglr

Trong Quy ché nay, cic tU ng(t dudi day dugc hi€u nhu sau:

1. C4n b6 chuyén trach CNTT (CBCT CNTT): La can b0 kY thuat hodc cédn
b0 quan 1y c¢é chuyén mon v€ linh vuc CNTT, truc ti€p tham mUu cho lanh
dao khai thac, qudn ly va thuc hién cdng tic Ung dung CNTT tai cO quan, dOn

vi, bao dam kY thuat va an toan, an ninh thong tin cho viéc khai thic, van
hanh hé théng CNTT tai don vi.

2. Tinh tin cdy: bdo ddm thdng tin chi cé th€ dugc truy cap bdi nhiing
ngUoi dugc cap quyén s dung.



3. Tinh toan ven: bdo vé su chinh x4c va day dU cla thong tin va céc
phuong phép xU ly.

4. Tinh san sang: bdo ddm nhiing ngudi dugdc cdp quyén cé thé truy cap
thong tin va céc tai sdn lién quan ngay khi ¢é nhu cau.

5. An toan, an ninh thdng tin (ATANTT): bao gbm c4c hoat dOng qudn 1y,
nghiép vu va k¥ thudt d6i vGi hé thOng thong tin nham bao vé, khoi phuc
cac hé thOng, cic dich vu va nOi dung thdng tin doi v&i nguy cO tuU nhién hodc
do con ngudi giy ra. Vi€c bdo vé thong tin, tai sdn va con ngUodi trong hé
thOng thong tin nham bdo ddm cho cic hé thOng thuc hién ding chlc ning,
phuc vu ding d6i tugng, tinh san sang cao vGi yéu cau chinh xdc va tin cdy.
An toan, an ninh thdng tin bao ham c4c ndi dung bdo v€ va bdo mat thong tin,
an toan d{ li€u cUa may tinh va an toan mang.

6. TCVN 7562:2005: Tiéu chudn Viét Nam vé& ma thuc hanh quén 1y an toan
thong tin.

7.1SO 17799:2005: Tiéu chudn quic t€ cung cdp cic hudng dan qudn Iv an
toan, bdo mat thong tin dua trén nhing quy pham cdng nghi€p tOt nhat (tap
quy pham cho quan 1y an toan bao mat thong tin).

8. ISO 27001:2005: tiéu chudn quOc t€ vé quan ly bdo mat thong tin do TS
chlc Chat lugng Quoc té€ va HOi dong Dién t0r Qubc té€ xuadt ban vio thang
10/2005.

Chuong 11
NOI DUNG BAO PAM AN TOAN, AN NINH THONG TIN

Pi€u 4. Cic bién phap quan Iy ky thudt co ban cho cong tic an toan, an
ninh thong tin.

1. TG chltc md hinh mang: Cai dat, cdu hinh, t0 chlc hé thdng mang theo
mo hinh Clients/Server, han ch€ st dung md hinh mang ngang hang. Khi thiét
1ap céc dich vU trén mdi truGng mang Internet, chi cung cap nhitng chlc ning
thi€t yéu nhat bdo ddm duy tri hoat dOng cla hé thOng thong tin; han ché sUr
dung chlc ning, cOng giao ti€p mang, giao thlc va cic dich vu khong can
thiét.

2. Qudn ly hé thOng mang khong diy: dinh ky 3 thang thay d6i mat khau
nham ting cuOng cong tdc bao mat.



3. TGO chlc quan 1y tai khodn: Céc tai khodn va dinh danh ngudi duing trong
hé thOng thong tin, bao gdm: tao mdi, kich hoat, slta dGi va loai bd cic tai
khodn, dong thdi t6 chlc ki€m tra cdc tai khodn cla hé thOng thong tin it
nhat 6 thang 1 18n thong qua cic cong cu cla hé théng. HUy tai khodn, quyén
truy nhap hé thOng thong tin, thu hoi 1ai tat cd céc tai sdn lién quan tGi hé
thOng thong tin (khéa, thé nhan dang, thu muc luu tr(t,...) doi vdi can bo,
cong chlc, vién chlc di chuyén cdng tic, chdm dUt hgp ddng lao dOng.

4. Qudn ly ding nhap hé thdng: Céc hé thOng thong tin can gidi han s6 1an
ding nhap vao hé thOng. Hé thOng tu dOng khoa tai khodn hodc co 1ap tai
khodn khi lién tuc ding nhdp sai vuot qua sO 1an quy dinh. TG chlic theo doi,
giam sét tat cd cac phuong phap ding nhap tUr xa (quay sO, internet,...), nhat 1a
céc ding nhap c6 chlc ning qudn tri, ting cuOng viéc sU dung mang riéng Ao
(VPN - Virtual Private Network) khi c6 nhu cau 1am vi€c tUr xa; yéu cau ngudi
s dung dat mat khau véi dd an toan cao, gidm sét, nhac nhG khuyén céo nén
thay d6i thuOng xuyén mat khau.

5. Qudn ly Logfile: H& thOng thong tin can ghi nhan cic su ki€n: qué trinh
ding nhap vao hé thOng, cic thao tic cdu hinh hé thOng. Thudng xuyén ki€m
tra, sao 1Uu (backup) céc logfile theo tUng thang d€ 1uu vét theo doi, x4c dinh
nhing su ki€én da xdy ra cla hé thOng va han ché viéc tran logfile gy dnh
hudng dén hoat dOng cla hé thOng.

6. ChOng ma dOc, virus: LUa chon, trién khai cdc phan mém chOng virus, thu
rdc trén cdc mdy chU, cdc thiét bi di dOng trong mang va nhiing hé thOng
thong tin xung y€u nhu: cOng thong tin dién tl, thu dién t&, mot clra dién
t(r,... d€ phat hién, loai trtt nhiing doan ma dOc hai (Virus, trojan, worms,...)
va hO trg ngudi st dung cai dat cic phan mém nay trén mdy tram. ThuOng
xuyén cap nhat cic phién ban (Version) m&i, cic ban vi 10i cla cic phan
mém chOng virus d€ bdo ddm chuong trinh quét virus clla cO quan trén cic
mdy chU, mdy tram ludn dugc cap nhat mdi nhat, thi€t 1dp ché d0 quét
thuOng xuyén it nhat 13 hang tudn.

7. TG chlc quan 1y tai nguyén: Ki€m tra, giam st chUc ning chia s€ thong tin
(Network File and Folder Sharing). TG chUc cap phit tai nguyén trén may chU
theo danh muc thu muc cho tUng phong/don vi truc thuQc; khuyén cdo ngudi
st dung can nhac viéc chia s€ tai nguyén cuc b0 trén mdy dang st dung,
tuy@t d6i khong dudgc chia sé toan b0 O cUng. Khi thuc hién viéc chia sé tai
nguyén trén may chl hodc trén may cuc b0 nén s& dung mat khdu d€ bdo vé
thong tin.

8. C4c bién phép k¥ thuat bdo ddm an toan cho Trang thong tin dién t(/ COng
thong tin dién t (g0i tat 12 trang web):



a) X4c dinh cdu trdc thi€t k& trang web: Qudn 1y toan b0 céc phién ban cla
ma nguOn, phdi hop vGi don vi thuc hién dich vu hosting t& chlfc md hinh
trang web hop 1y tranh khd niing tan cdng leo thang dac quyén. Yéu cdu don
vi cung cap dich vU hosting phdi cai dat cic hé thOng phong v€ nhu tuOng
10ra (firewall), thi€t bi phat hién/phong chOng xAm nhap (IDS/IPS) & mUc Ung
dung web (WAF- Web Application Firewall).

b) Van hanh Ung dung web an toan: Cac trang web khi dua vao sU dung
hodc khi b6 sung thém cac chlc ning, dich vu cong mdi can lién hé vdi Trung
tam Ung cUu khan cdp Mdy tinh Viét Nam (VNCERT) chi nhanh tai Ha N6i
hodc lién hé v&i cdc t6 chlc an ninh mang dénh gid ki€m dinh nham trénh
dugc céc 16i bdo mat thudng xay ra trén Ung dung web.

c) Thi€t 1ap va cau hinh c0 s& d{F li€u an toan:

- Ludn cap nhat ban v4 16i mGi nhat cho hé quan tri co s& dir liéu; s dung
cong cU d€ danh gid, tim ki€m 10 h6ng trén mdy chl c0 sG d{r liéu;

- GO b0 céc cO sG dir liéu khong st dung;

- C6 cdc cO ché sao luu d{t liéu, tai liéu héa qué trinh thay ddi cdu tric bang
cdch xay dung nhat ky CSDL v&i cic n0i dung nhu: ndi dung thay d6i, 1y do
thay d6i, thGi gian, vi tri thay doi,...

d) Phoi hgp vGi cdc nha cung cap dich vu hosting xdy dung phudng dn phuc
hoi trang web, trong d6 chd y mOi thang thuc hién viéc backup toan bd ndi
dung trang web 1 1an bao gbm ma nguln, c¢0 sG d{ 1iéu, d{t 1iéu phi cau
tric,... € bdo ddm khi c6 su ¢ c6 thé khac phuc 1ai ngay trong vong 24 gid.

9. Thi€t 1ap cO ché sao 1uu va phuc hOi may chl, mdy tram:

10. XU 1y khdn cdp: Khi phat hién hé thOng bi tan cong, thong qua cic dau
hi€u nhu lubng, tin (traffic) ting 1én bat ngd, nbi dung trang chl bi thay doi,
hé thOng hoat dOng rat cham khac thuOng,... can thuc hién cic budc co ban
sau:

a) Budc 1 : Ngat két n6i may chU ra khoi mang.

b) Budc 2: Sao chép logfile va toan b dit 1i€u cla hé thOng ra thi€t bi luu
trr (phuc vU cho codng tdc phan tich).

¢) BudGc 3: Khéi phuc hé théng bang cich chuyén dit liéu backup méi nhét
d€ hé thOng hoat dOng..

d) Budc 4: Thuc hién cic cong viéc cla khodn 2 Piéu 8.



Pi€u 5. Cac bién phap quan Iy van hanh trong cong tic an toan, an ninh
thong tin

1. B6i vdi céc cO quan, dOn vi:

a) PhO bi€n, hudng dan thuc hién cdc quy ché chung lién quan dén cong tic
Ung dung CNTT da dugc UBND tinh Thanh Héa ban hanh.

b) Ki€m tra viéc thuc hi€n cic ndi dung clia Di€u 4 Quy ché nay.

¢) TGO chlic dao tao tai don vi hodc ¢l can b tham gia cic 18p dao tao dé€
trang bi cdc ki€n thUc vé& an toan thdng tin cO ban cho c4n b0, cong chlc, vién
chlc trudc khi cho phép truy nhdp, van hanh, khai thic va s& dung hé thOng
thong tin.

d) Xéc dinh va phan b0 kinh phi chi thudng xuyén can thi€t cho cdc hoat
dOng lién quan dén vi€c bdo vé hé thOng thong tin, thong qua viéc dau tu cic
thi€t bi tudng 10ra, cic chuong trinh chOng Spam, Virus trén cic mdy tram,
mdy chu,...

2. PGi vbi can bO chuyén trach CNTT:
a) Tri€n khai, thuc hién cdc nbi dung cUa Di€u 4 Quy ché nay.

b) Tham mUu chuyén mén va van hanh an toan hé thOng thong tin cUa don
vi, tri€n khai c4c bi€n phdp bdo ddm an toan, an ninh thong tin cho tat cd cén
b, cong chlc, vién chUc trong don vi minh.

¢) Nam viing va thuc hién nghiém tic Phdp 1énh bdo v& bi mat Nha Nudc
ngay 28/12/2008. ThuOng xuyén tU cap nhat cic ki€n thUc v€ an toan, an ninh
thong tin, nguy cO ti€m an cé th€ gy mat mat thong tin va cac bi€n phéap
phong tranh khi ti€n hanh céc hoat ddng qudn 1y hay kY thudt nghi€p vu.

d) Thuc hién viéc danh gid, bdo cdo céc rUi ro va mUc dd nghiém trong cla
cdc rUi ro d6. Céc rUi ro d6 c6 thé xay ra do sU truy cdp trai phép, st dung trai
phép, mat, thay dGi hodc pha hly thong tin va hé thOng thong tin.

e) PhGi hgp chat ché v&i co quan Cong an trong cdng tic phong nglra, dau
tranh, ngin chan cdc hoat ddng xAm pham an toan, an ninh thong tin.

3. P0i v3i can b0, cong chlc, vién chlc:
a) ThuOng xuyén cap nhat nhiing chinh sich, thU tuc an toan thong tin cUa

don vi cting nhu thuc hién nhling huéng dan vé an toan, an ninh thong tin cla
c4n b0 chuyén trach nhu mOt phan cla cong viéc.



b) Han ché viéc s dung chlc ning chia s€ tai nguyén (sharing), khi st
dung chUc ning niy can bat thulc tinh bdo mat bang mat khdu va thuc hién
vi€c thu hoi chlc niing nay khi da s& dung xong.

c) C4dc may tinh khi khong sU dung trong th0i gian dai (qua 2 gi® lam viéc)
can tat may hodc ngung k&t ndi mang, d€ tranh bj cic hacker 10i dung, st
dung chlc niing di€u khién tUr xa diing mdy tinh cUla minh tan cong vio cic hé
thOng thong tin khéc.

d) SU dung chlc ning ma héa & mUc hé di€u hanh bdo ddm cic dit liéu
nhay cdm nhU tai khodn, mat khau, cic tap tin vin ban,... dUgc ma héa truGe
khi truyén trén moi truGng mang. Céc tap tin gUi dinh kém béi thu dién t0r
hodc dugc tai xudng tU Internet hay céc thiét bi luu trlt gdn vao hé théng can
dugc ki€m tra d€ phong chOng 1ay nhiém virus hodc phan mém gian diép giy
mat mat thong tin.

Chuong III
TRACH NHIEM PAM BAO AN TOAN, AN NINH THONG TIN

Piéu 6. Trach nhi€m cGa Lanh dao don vi

1.ThU trudng céc cO quan, dOn vi c6 trach nhi€m thuc hién Diéu 6 va Diéu
7 cla quy ché nay va chiu trach nhiém toan dién trudc Lanh dao tinh trong
cOng tdc bao vé€ an toan hé thOng thong tin cla dOn vi.

2. Khi ¢6 su cd hodc nguy cO mat an toan thong tin, kip thGi 4p dung moi
bién phdp d€ khac phuc va han ché thiét hai; Uu tién s dung luc luong kY
thudt an ninh théng tin cla don vi va 1ap bién ban bdo cdo bang vin ban cho
cO quan SG Vin héa, Thé thao va Du lich va SG Thong tin va Truy€n thong
Thanh Héa theo bi€u mau tai Phu luc 3 cla Quy ché nay.

Trudng hop cé su cd nghiém trong vugt qua khd ning khac phuc cla don vi,
phdi bdo cdo ngay cho S& Vin héa, Thé thao va Du lich va SG Thong tin va
Truyén thong d€ Thanh Héa cung phGi hgp x(r 1y.

3. Tao diéu kién thudn 10i cho cédc cO quan chlc ning tham gia khac phuc
sur cO va thuc hién ding theo huéng dan.

4. PhOi hop v6i Poan ki€m tra d€ tri€n khai cong tdc ki€m tra, khac phuc
sU cOd dugc nhanh chéng va dat hiéu qud; dong thOi cung cap day du céc
thong tin khi Poan ki€m tra yéu cdu xudt trinh.

5. Pinh ky hang Quy, 1&p bdo cdo tinh hinh an toan, an ninh théng tin theo
bi€u mau tai Phu luc 4 cla Quy ché nay va gli v€ SG Vin héa, Thé thao va



Du lich Thanh Héa qua hOp thu di€n t svhitdl@thanhhoa.gov.vn . Riéng bdo
cdo thubc quy IV cla nim yéu cau cdc don vi gli bang vin ban.

Pi€u 7. Trach nhiém cUa cin bd cong chiic trong cic co quan, don vi
qudn Iy hanh chinh nha nudc

1. Nghiém chinh chap hanh cic quy ché ndi b0, quy trinh v€ an toan, an ninh
thong tin cla S& ciing nhU quy dinh khéc cUa phép luat, nang cao y thUc cdnh
gidc va trach nhiém bdo ddm an toan, an ninh thong tin tai don vi

2. Khi phat hién su cO phdi bdo ngay vGi cO quan cap trén va b0 phan
chuyén trach CNTT dé€ kip thOi ngin chdn, x(r 1y.

3. Huéng Ung, tham gia cdc chuong trinh dio tao, h0i nghi vé an toan, an
ninh thong tin do cdc cdp t0 chlk.

Chuong V
KHEN THUONG, XU LY VI PHAM

Piéu 8. Khen thudng

C4c phong, ban, don vi truc thulc; céan b0, cong chlc, vién chlc va nguOi
lao dOng thuc hién tOt Quy ché nay dem 1ai hiéu qud thiét thuc sé dugc xem
xét danh gid khen thuéng.

Piéu 9. X Iy vi pham

C4c phong, ban, don vi truc thudc; céan bd, cong chlc, vién chlc va nguoi lao
dOng c6 hanh vi vi pham quy ché€ nay thi tiy theo tinh chat, mUc d0 vi pham
ma bi xU Iy ky luat theo trach nhiém, xU phat hanh chinh hodc bi truy cUu
trich nhi€m hinh su. N€u gay thiét hai thi phdi bOi thudng theo quy dinh cla
phép luat hién hanh.

~ Chuong VI
PIEU KHOAN THI HANH

Pi€u 10. Vin phong, cac phong ban va don vi ¢6 lién quan tri€n khai thue
hién Quy ch€ nay.

Trong qud trinh thuc hién néu cé phat sinh khé khin, vudng mac can sla
d0i, b6 sung cic phong ban, don vi kip thOi bdo cdo v€ Vin phong SG tOng
hop trinh Lanh dao s& xem xét, gidi quyét.
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Noi nhén: GIAM POC
- BCP CCHC tinh (BC);
- C4c d/c 1anh dao SO;
- Trudng cac phong, ban, don vi lién quan;
- B6 phan mot cla;
- Luu: VP, VT.
Nguyén Vin Tudn
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