Chuong 2

Cac rui ro tiém tang




NoOi dung

® Tinh toan cac chién thuat tan cong
® (Céc tan cong pho bién

® Nh(ing van dé vé bao mat TCP/IP
® (Cac chuang trinh nguy hai

® Van dé con nguoi



2.1 Tinh toan chién thuat tan
cong

®* Tan cong xay ra?
MOt nhém cac ca nhén cd gang truy xuat, hiéu chinh hoac
lam hu hé thong hoac moéi truong
® Cac muc dich tan cong:
Tan cong truy xuat: truy xuat tai nguyén
Tan cong phan doi hoac chinh stra: mudn chinh sra théng tin
trong hé théng
Tan cong tU choi phuc vu (DoS): pha vd hé théng mang va céac
dich vu



Tan cong truy xuat

® Tan cong truy xuat tu bén trong va bén ngoai

® Dumpster diving

® DPanh cap dit liéu dang truyén qua lai gilta 2 hé thong:
® Nghe Ién
®* Rinh mo
® S dung thiét bi nghe chan



Tan cong phan doi hoac chinh
sua

® Tan cong chinh slra: x6a, thém, thay doi thong tin khéng cé
quyén truy xuat

® Tan cong phan doéi: lam thong tin tré nén khong cé nghia
hoac thong tin gia. Vi du: gui email khich dong



Tan cong DoS va DDoS

® DoS nham ngéan chan truy xuat tai nguyén bat hap phap.
¢ DoStrén TCP, goila TCP SYN flood
Ping of death: guii g6i ICMP c¢6 kich thudc 16n hon hé thong xr ly.
Buffer overflow. Master

* DDoS: distributed DoS ]
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2.2 Cac tan céng phé bién

® Back-door

® Spoofing

® Man-in-the-Middle Attack

® Replay Attack

® Password-Guessing Attacks



Back-door

® Tan cong truy xuat hodc tan cong chinh sira

® Debug, sUa 10i, truy cap vao chuong trinh

® Gianh quyén truy xuat vao hé thdng mang va chén thém
chuong trinh tao 16i sau cho ké xam nhap.
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Tan cong Spoofing

® Tan cobng truy xuat
® |P spoofing, va DNS spoofing

Logon
Try 1 ) _ »
Invalid Logon
e Response
Real Client Real Server
Logon
Try2 = >
- . . Real Logon
Real Client Real Server

Attacker now has logon and password.



Man-in-the-Middle Attacks

® Kha phuec tap
® Tan cong truy xuat, hodc tan cong hiéu chinh
® Su dung chuong trinh trung gian gira server va user
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Replay Attack

® Tan cong truy xuat hodc hiéu chinh

‘ ‘ Login Information
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Password-Guessing Attacks

® Xay ra khi 1 account bi tan cong lap di [ap lai
® Brute-Force
® Dictionary



2.3 Nhitng van dé bao mat

TCP/IP

® Application layer

® Host-to-Host hoac Transport lay
® Internet layer

® Network Interface layer

HTTP

SMTP

TCP

UDP

Network Topology

Application

Host to Host

Internet

Metwork Access



Application layer

e HTTP

e FTP

® SMTP

® Telnet

® DNS

® RIP: cho phép trao dbi thdong tin tim dudng gilra cac router

® SNMP: |14 céng cu qudn tri cho phép trao doi théng tin gilra
cac thiét bi mang va chuong trinh quan tri.

e POP



Host-to-host / Transport layer

* TCP
* UDP



Internet Layer

® |P (internet protocol)

® ARP (Address Resolution Protocol)

® |[CMP (Internet Control Management Protocol)
® |GMP (Internet Group Management Protocol)



The Network Interface Layer

® Pat va lay cac packets trén dudng truyén vat ly thong qua
card mang



Xac dinh cac tan cong TCP/IP

® Thuong xay ra & I0p Host-to-Host hoac I8p Internet

® Tan cong tUr bén ngoai c6 thé gidi han bang céac thiét bi trong
mang

e TCP, UDP, IP dé bj tan cong

® Tdn cong tlr bén trong dé xay ra khi sir dung cac chuang
trinh ¢4 san.

® Sniffing Network

Thiét bi bat va hi€n thi ludng thdng tin qua mang: may tinh

Network sniffer la gbi phan mém trong System Management
Server

Nam bat dugc tat ca théng tin truyén trong mang



® Quét Port

TCP/IP c6 cac port ¢ san trong router

Sé dugc cung cap khi cé yéu cau

Cé thé yéu cau tra cac dich vu va port dang mad
® Tancong TCP

TGP SYN or TCP ACK Flood Attack

TCP Sequence Number Attack

TCP/IP Hijacking: khé nhan biét hon DoS



® TCP Sequence number attack
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¢ TCP/IP Hijack

Simulated
Client

(Attacker)

e

Broken Client Connection

N

Client Attacker




® Tan cong UDP
UDP flooding: UDP flooding lam qua tai cac dich vu, mang va
server. Lugng I&n cac packet UDP nham dén muc tiéu tan cong
lam dich vu UDP tai may bij tan céng shut down.
UDP floods cling lam qua tai bang théng network va hién tugng
DoS.
Tan cong ICMP
Tan cong ICMP Tunnel

® Tan cong qua |16 hdng phan mém



2.4 Cac chuong trinh gay hai

Ma gay hai?

Viruses, Trojan horses, bombs, and worms
Vi du: Melissa, 3/1999

Virus:

® Chuong trinh nhiém

* Xoéa file, format...

® polymorphic, stealth, retroviruses, multipartite, armored,
companion, phage, and macro viruses



Cac triéu chuing khi may nhiem
virus

® Chuong trinh khéi dong cham
® Xuat hién cac file bat thudng trén may, hodac mat file.
® Dung lugng file tang

* May tu dbng shutdown hoac tu khdi dong lai
® Khong truy cap dugc 6 dia hay thu muc



Co ché hoat dong cua virus

® Thuc hién 1 trong 2 diéu:
Lam cho may khoéng hoat dong
Hoac lay nhiém may khac

® Caoché:
Khi may bi nhiém, virus tu' thém vao cac file, sao chép nhan ban
tu may nay sang may khéc, hoac tu file nay sang file khac.

® Phan loai:
Virus da hinh: tu thay doéi tranh bi phat hién, tan cong may, hién
théng bao, xda file...

Stealth virus: tu &n nap, thudng luu tri & boot sector. Kich thudc
file bi nhiém thudng duoc khai bao I&n hon nguyén ban

Retrovirus: tan cong hoac vugt qua tam ki€m soat ct diét virus



® Phan loai (tt):
Multipartite Virus: tan céng nhiéu cach. Lay nhiém boot sector,
lay nhiém tat ca cac file thuc thi, x6a céc tap tin Ung dung
Armored virus: dugc thiét ké rat khé phat hién. Chilra doan ma
ngan chan viéc do ma cua cac chuong trinh debugger va
disassembler

Companion virus: tu thém vao cac chuong trinh hgp phap va tao
ra chuang trinh c6 phan mé rong khéc. Bugc chay khi user
chay chuong trinh cé san bij tédn cong

Phage virus: chinh va stra chira co sé dir liéu
Macro virus



Cac chuong trinh gay hai

® Trojan:

® File dinh kem

* MG& port

® S dung phuaong phap scan port
® | ogic Bomb

® Thuc hién tan céng vao 1 thai di€m dinh san trudc
* Worm

® Khac virus

® Tu nhan ban

* Khoéng can chuong trinh chd lay nhiém



2.5 Van dé con nguoi

® Kho6 quanly
® Tan cong qua dién thoai, email, tai cong sd
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