Chuong 3

Ha tang co s& va két noi




NoOi dung

® Bao mat co sé ha tang

® Su khac biét clia cac thiét bi mang nén tang

® Kiém tra va phan tich mang

® Bao mat may tram va may chu

® (Cac thiét bi di dong

® Truy cap tu xa

® Bao mat cac két ndi Internet

® Giao thic SNMP va céac giao thuc TCP/IP khac
®* Pac diém co ban cla cép, day noi va giao tiép
¢ Khaithac phuong tién luu trix



3.1 Bao mat co sé ha tang

® Lién quan dén khia canh co ban nhat cla dong thong tin va
cach lam viéc trong hé théng mang.
® Co sd ha tang la nén tadng cho tat ca cac cong viéc trong to
chuirc
® Cac thiét bi:
® Router
* Firewall
® Switch
* Server
®* Workstation
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® Thanh phan phan mém
* Nhiéu hé théng lam viéc dobc lap
® Can cé mot trung tdm diéu hanh quan ly chung NOC (Network
Operator Center)



3.2 Cac thiét bi nén tang

® Firewall
® Packet filter
® Proxy firewall
® Stateful inspection
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® Router
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Switch
Wireless AP
Modem
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Telecom/PBX
VPN
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3.3 Kiém tra va phan tich mang

Qua trinh sr dung thiét bi nam bat dir liéu hodc str dung pp
khac dé chan thong tin tir mang
2 loai:
Sniffer
Hé thong phat hién xam nhap (IDS)
Sniffer:
PC, NIC card, phan mém kiém tra

IDS:

Phan mém chay trén workstation hodc thi€t bi mang kiém tra va
theo doi cac hoat ddng mang

C6 thé cau hinh alarm, phan tich danh gia log,...
Puoc ban kém vai firewall.



3.4 Bao mat may chu va may
tram

® Tang cudng hé diéu hanh

® Ba thu tuc:
® Xoba cac chuong trinh, cac dich vu, cac qua trinh khong can thiét
® Cap nhat tat cé cac chuong trinh, cac dich vu

* Toi thi€u hoa céac théng tin phd bién vé HDH, dich vu, cac kha
nang cua hé thong



3.5 Cac thiét bi di dong

® PDAs, Cellphone

® WAP security:
®* Pang nhap v6 danh
® Server xac thuc: workstation xac thuc lai server
® Xac thuc hai chiéu: server client



3.6 Bao mat cac két noi internet

® Port, Socket
® Email
* Web
® SSL/TLS
* HTTPS
* Add-in:
Javascript
Java Applet

ActiveX Control

CGl
Buffer Overflow
Cokies



° FTP

®  Anymnomous
® Secure FTP: st dung giao thic SSH (secure shell)
® Sharing Files
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