CHUONG 4

Giam sat cac hoat dong giao tiép




NoOi dung

® (Giam sat mang

® (Céc hé thong phat hién xam nhap

® (Cac hé thong khong day

® (C4c dac diém cla cac phan mém gui nhan théng diép
® Phét hién goi



4.1 Giam sat mang

® Mang bi tan cong béi nhiéu hinh thic
® Viéc giam sat gilp ta theo doi cac su kién hoat dong cua hé
thdng mang.
® Real-time (network snipper) hoac ngay khi cé su kién xay ra
(str dung IDS)
® Bién phap:
Cai dat cac chuong trinh theo doi giam sat hé thong va bao cao
khi c6 su kién bat thudng xay ra
System log
Hé théng IDS



® Xéc dinh cac loai giao tiép
TCP/IP
IP, TCP, UDP, ICMP, and IGMP
SuU dung netstat
Céc giao thuc Novell
Novell Netware
IPX/SPX: giao thirc cho mang I6n va nho

NDS va eDirectory: dich vu directory ciia Novell (Netware Directory
Service)



Giao thuc Microsoft
NetBIOS:

st dung khai niém tén tai nguyén 15-ky tu, co thé giao ti€p NetBEUI,
TCP/IP, or IPX/SPX.

MG port cho dich vu chia sé tap tin va in an
NetBEUI:
NetBIOS Extended User Interface
St dung truyén NetBIOS qua LAN
La giao thic khong thé dinh tuyén -> khdng truyén duoc qua router
Dé bi tan cong bdi sniffer
chh vu WINS Service:
Chuyén dia chi NetBIOS sang dia chi TCP/IP, tuong tu DNS
Chay trén Windows Advanced Server
Néu khéng c6 WINS thi Windows st dung LMHOSTS
Dé bi tan cong & dang DoS
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® Giao thuc NFS:
Giao thlc chia sé tap tin trén hé thdng Unix
Cho phép user tir xa mount 6 dia trén mang
® Giao thuc Apple
AppleTalk
Giao thic kha dinh tuyén
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® Cac hé thong giam sat mang

External Tap Internal Tap Local Network

—

Router

Internet

Internal tap will not
see all of the traffic.

External tap will not
report internal violations.

DS



4.2 Cac hé thong phat hién xam
nhap

® |DS gilp phat hién su xam nhap
* |D: qua trinh giam sét theo dodi cac su kién trong hé thong
phat hién cé su xam nhap hay khong.
® Xam nhap:
° Hoat dong hay hanh déng de doa dén do tin cay, nhat quan
hoac tinh ¢ san tai nguyén



Mot so thuat ngtr

Activity: la mét thanh phan cda nguén di liéu dugc ngudi
diéu hanh quan tam

Administrator: nguoi chiu trach nhiém thi€t lap chinh sach
bao mat (trién khai, cau hinh cac IDS...)

Operator: nguoi chiu trach nhiém chinh IDS

Alert: thong bao tU chuong trinh phan tich cho biét c6 su kién
dugc quan tam xay ra (ICMP)

Analyzer - chuong trinh phén tich: phan tich dir lieéu c6 duoc
tu cam bién. Tim kiém cac hoat dong nghi ngo.

Data source: thong tin thd ma IDS s dung dé€ phat hién cac
hoat dong nghi ngo (tap tin audit, system log, lubng théng tin
trén mang)



Mot so thuat ngir (tt)

Event: 1a su kién xay ra trong nguon dir liéu cho biét c6 hoat
dong nghi van xay ra.

Manager: la chuong trinh hodc qua trinh ma nguai diéu hanh
st dung trong IDS. Vi du: IDS console

Notification: la qua trinh hoac phuong phap ma manager dua
ra thong bao alert cho nguoi diéu hanh.

Sensor: la thanh phan trong IDS, thu thap d{r liéu tU nguon
dit liéu va chuyén né cho analyzer (trinh diéu khién thiét bi,
hop den két ndi véi mang va truyén bao co véi IDS). La
diém thu thap di liéu ngudn chinh ctia IDS



1
1 L
. - LY .
& . Active
Data @ 1
Source activity ot 1 Response |
— event v -

activity N ‘
| l :
]

A]k gvent —= | Analyzer alert » | Manager
‘ Security |
policy security
policy notification
ity L
SEcur -
Administrator policy = Operator
A A
1 1
I trending I

and reporting



® Mo hinh IDS (IDS # firewall):
* Misuse Detection IDS: tap trung danh gia cac dau hiéu tan céng
va kiém tra.
Dé&u hiéu tan cong (attack signature): mé ta pp tan céng tGng quat
Tan cong TCP flood attack thuc hién cac session TCP khong hoan

tat. MD-IDS biét dugc hinh thai tan cong TCP flood attack, né tao
bao cdo hodc dap Ung tuong ('ng nham ngén tré tan cong
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® M6 hinh IDS (tt)
* Anomaly-Detection IDS: AD-IDS tim ki€m su bat thuong.
® Chuong trinh huan luyén hoc cac hoat ddng binh thuong, cé Al

AD-IDS System

Firewall

Network d f
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3) Notification network history Hlstgq;hggghase




Mb hinh IDS (tt)

* Network-based IDS (N-IDS): dugc thém vao hé thong qua giao
ti€p mang, quan ly, bao cdo tat cad cac ludbng thong tin trén mang

* Lap dat trude, hodc sau firewall
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®* N-IDS (i)
Trudc firewall: qudn ly tat ca cac ludng théng tin di vao mang
Sau firewall: chi thay dc cac hoat dong di qua firewall
C6 thé két nodi vai switch, hub hodc két ndi vdi tap.
2 loai dap ung:
Passive
Active



N-IDS

® Passive: 1a loai dap (ng phé bién dbi véi cac tan cong, dé phat
trién, hién thuc
bang nhap
Théng béo
Tranh
® Active: 1a dap Ung dua trén tan cong -> c6 thé ngan chan anh
hudng nhanh nhat.
Lap ké hoach cho céac event, cac chinh sach, va ca Al.
Huy qua trinh hoac session: ie. flooding
Thay d6i cau hinh mang: tr chéi cac yéu cau trén 1 IP nao dé trong thoi
gian biét trudc
banh Itra: danh Itra ké tan céng viéc tan cong da thanh cong, ki€ém soat
toan bo théng tin gui vé hé thong bi tan céng -> phan tich tinh hinh,
cach thic tan cong -> dua gidi phap



H-IDS (Host-based IDS)

La phan mém chay trén host nhu 1 dich vu hodc qua trinh
chay nén

S dung céc log, su kién hé thong, cac tuong tac cua phan
mém
Khoéng ki€m soét lubng théng tin truyén vao host.
Cai dat trén server st dung ma héa
Passive
2 khuyét diém:
C6 thé l1am hu hai céc file log
Phai trién khai trén moi host c6 nhu cau
1 uu diém:
Gitp luu gilr checksum trén file log -> dé nhan biét tan céng



Honey pot

® |3 may dugc thiét ké nhu “may moi”
® Muc dich la chiu dung su tan céng va chét -> hiéu co ché
tan cong -> dua ra gidi phap an toan
® Puogc thiét ké ti mi dé nh{r tan cong
® Trong thuc t€, may duoc thiét ké cai dat nhu la mot hé thong
mang tong hop, va giao ti€p véi hé théng mang
Enticement: la qua trinh danh IUra ngudi khac: quang cao phan
mém mién phi, gid vo khoe khdng co ai cé thé tan céng dugc
Entrapment: danh bay Ia qua trinh ma phap luat khuyén khich
st dung dé€ két luan ai dé pham t0i.



Pap ung rac roi

® |3 qua trinh cla nhan dang, diéu tra, stra chira, lap tai liéu,
va diéu chinh nham ngan chan rac roi khac xay ra.

Repairing

Adjusting

Investigating procedures

|dentifying



® B1:Nhan dién rac roi:
Tan cong bén trong hay tir bén ngoai?
Qua tai?

e B2: Piéu tra rac roi
Log, céac file lién quan dén rac roi
Xac dinh tan cdng ndo 16n: su kién ngau nhién hay la tich cuc
nham (c6 thé xay ra khi ludng thong tin qua mang khéng binh
thuong)
Thay doi chinh sach dé d6i phé véi cac de doa mdi
Can ghi nhan lai tai liéu



® B3: Su’ra chira hu hong
Tim cach phuc hoi truy xuat tai nguyén bi ton hai
Thié€t 1ap lai quyén ki€m soat hé thong
DoS -> reset
Hu hdng do worm -> anti-virus, ghost tU dau
® B4:Lap tai liéu su co
Lap tai liéu cac budc nhan dién, phat hién, va stra chlra
Chuyén théng tin cho céac nha viét phan mém hodc hé thdng
® B5: Diéu chinh sau khi xUr ly thanh céng su co
Céc chinh sach nao hoat dong t6t hay khong hoat dong
Hoc dudgc gi sau su co
Nén thuc hién thé nao vao lan sau



4.3 Cac hé thong khong day

® Wireless Transport Layer Security (WTLS)
® Cac chuan khéng day IEEE 802.11
® Céac ung dung WEP/WAP



WTLS

® [aldp an toan cua giao thic Ung dung khéng day (WAP)

® Cung cap xac thuc, mé héa va tinh nhat quan dir liéu cua
thiét bi khéng day.

® Su dung bang théng hep

®* Muc d6 bao mat vua phai

® Ung dung cho céac thiét bi dién thoai di ddng

* WTLS la m6t phan trong hé thong WAP

WAP —
P“‘:'“'-‘"' Handshake Alert Application | Change Cipher
Suite WTLS— Protocol Protocaol Protocol Spec Protocol

Record Protocol

=/ =/

802.11 Equipped Client 802.11 Equipped Client
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Cac chuan khéng day IEEE
802.11

Ho cac giao thic IEEE 802.11x cung cap giao ti€p khéng day trén tan so radio
® Phé tan s6 2.4GHz va 5GHz
¢ 802.11

®  bang thong 1Mbps hoac 2Mbps

® Phé tan s6 2.4GHz va st dung phé tan mé rong FHSS (frequency-hopping spread

spectrum) hoac DSSS (direct-sequence spread spectrum) de ma hoa dur liéu.

* 802.11a

® Bang théng: upto 54Mbps

*  PhG tan 5GHz.

* S dung OFDM (orthogonal frequency division multiplexing) d€ ma hoa dit liéu
e 802.11b

¢ Bang thong: upto 11Mbps (scale 5.5, 2, va 1Mbps)

* Phétan 2.4GHz.

®  Chistrdung DSSS.
e 802.11g

®* Bang théng: 20Mbps+

®*  Pho tan 2.4GHz.



Cac chuan khéng day IEEE
802.11 (it)

Direct-Sequence Spread Spectrum (DSSS) thém dir liéu
can duoc truyén vao duong truyén toc d6 cao hon. Truyén
toc d6 cao chlra thong tin du thira dé€ ddm bdo tinh chinh xac
cua dir liéu.

Frequency-Hopping Spread Spectrum (FHSS) phan doan
dudng truyén trén mot day cac tan s6 xac dinh trudc. Viéc
phan doan dugc dong bo & 2 dau cudi va dugc thay nhu mot
kénh truyén don & ca 2 dau

Orthogonal Frequency Division Multiplexing (OFDM) phan
chia d(t liéu thanh céc tin hi€u con va truyén ching dong
thoi. Viéc truyén nay co thé dién ra trén nhiéu tan so hoac
pho tan khac nhau



WEP/WAP

® WAP: Wireless Access Protocol
¢ WEP: Wired Equivalent Privacy
* WAP:
* Puogc phat tri€én béi Motorola, Nokia va mot s6 hang khac
® Chuc nang tuong tu nhu TCP/IP
® S{ dung phién bdn ngan gon ctia HTML (WML), WML script
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* WAP:

Hé thong gateway WAP
HTTP <-> WAP
Ma héa, giai ma trén cac giao thirc bao mat
WAP server va Internet kndbng dugc ma hoa -> gap trong WAP
* WEP:
La chuan an toan bdo méat mdi cho thiét bi khéng day
Ma héa dir liéu
Co6 kha nang bi hack trong vong 59



Cac tan cong c6 thé trén hé
thong khong day

® Tat cad giao tiép surdung tan so radio.

® Tan soO radio déu co th€ bi can thiép dé dang

® Surdung PC + 802.11x card tuong Ung + chuaong trinh bat
go6i dir liéu

® Diéu tra site (site survey): lang nghe trén hé thong mang
khong day, duoc st dung dé xac dinh ving khdng bi nhiéu
(loai hé théng, cac protocol st dung, thong tin mat khac cla
hé thong)



4.4 Phan mém nhan tin

® Trojan

® Ma code nguy hai
® DoS

® Link nguy hai



4.5 Phat hién goi

® | & qua trinh kiém soét d{t liéu truyén qua hé théng mang
® Chuong trinh bat goi goi la sniffer



4.6 Phan tich tin hieu

® Phan tich tin hiéu va tin hiéu thong minh lién quan dén viéc
bat va phan tich cac tin hiéu dién t.
® Pugc st dung trong quan ddi va cac té chic van phong
chinh phu
® Footprinting:
La qua trinh nhan dién mang va dac tinh bao mat moét cach cé
hé thong.
St dung hi€u biét vé hé thong, cac giao thiec, loai server dang
chay, va cac chuang trinh ing dung nhu web server, mail
server...

Vi du: xem xét ma ngudn clia website



® Scanning:
Thu thap thong tin cau hinh hé théng
Quét va tim kiém dudng xam nhap hé théng (vi du traceroute)

Khi biét hién thuc hé théng, thi n6é chuyén sang qué trinh quét
bang céach ping dia chi gan vd&i dia chi web server hay mail

server.
Néu c6 tin hiéu trd 16i -> IMCP dang chay (ttc |a TCP/IP hién
h{ru)

Tim port dang md trén hé thong dé

Khi tim dugg port, ti€n hanh tham do thd nham tim ra so hd cla
hé th6ng dé tan cong

Khi hoan tat qua trinh scan, ké tan céng cé thé st dung
enumerate.
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