Chuong 5

Hién thuc va bao tri an toan hé théng
mang




NoOi dung

®* Nén tang bdo mat

® Cungco OS vaNOS

® (Cung co cac thiét bi mang
® Cung cb cac Ung dung



5.1 Téng quan cac moi de doa
mang

® CO sGbao mat:
® Can phat trién co sd toi thi€u héa nhu cau an toan
® Dinh nghia cac cap dé bao mat
® Cung cap cac thong tin dau vao cho viéc thiét k&, hién thuc va
bao tri tinh bao mat mang
® Chuan CC (Common Criteria): Canada, Phap, Blc, Ha Lan, Anh
va My. Gom 7 cap dob an toan.



Chuan CC

® EAL 1: hé thdng hoat ddng dlng, khdng xem yéu t6 bdo mat |a quan trong

* EAL2:yéu cau ngudi thiét k& hé thong st dung t6t cac thu tuc thi€t ké. Yéu t6 bao mat
khong cé mic d6 uu tién cao

® EAL 3: Yéu cau phat trién can than cho muic do an toan

® EAL 4: doi hdi tich cuc thiét ké bao mat dua trén cac thu tuc an toan dugc phat tri€én
trong thuong mai. Chuan dé do tinh bdo mat cac hé théng.

® EAL 5:dam bao chac chan thiét ké bao mat dugc xay dung dua trén cac cong cu thuong
mai héa tu giai doan dau tién. Mirc d6 bdo mat cao, cac TH dac biét dugc xem xét

® EAL 6; cung cap cac muc do bao mat cao, chéng céc de doa I6n & muc cao, chdng xam
nhap & muc cao

® EAL 7:cac muc db bdo mat cuc cao. Yéu cau md rong ki€m tra, do dac, va ki€m tra cac
thanh phan riéng 1€ 1 cach ddc lap.



* Vidu:
EAL 4: Sun Microsystems, September 2002, Sun Solaris 8,
Operating Environment and Sun Trusted Solaris version 8 4/01
EAL 4+: Windows 2000, néu phan hién thuc hé théng khoéng st
dung céc bién phap bao mat san cé thi hé thong chi & mic dudi
EAL 4+



5.2 Cung co6 OS va NOS

Qua trinh lam cho méi trudng lam viéc an toan hon
Cau hinh cac giao thlrc mang
Microsoft Windows 9x

Cung c6 Microsoft Windows NT 4
Cung c6 Microsoft Windows 2000
Cung c6 Microsoft Windows XP
Cung c6 Windows Server 2003
Cung c6 Unix/Linux

Cung c6 Novell NetWare

Cung c6 Apple Macintosh

Cung c6 hé théng tap tin

Cap nhat hé diéu hanh



Cau hinh giao thitc mang

* NetBEUI
Kho bi tan cong tir bén ngoai
Vi NetBEUI khong thé€ dinh tuyén -> khéng thé két noi né véi mang bén

ngoai
* TCP/IP

Hién nay dugc thiét ké hién thuc kha an toan
® |PX/SPX

Giao thic hiéu qud, kha dinh tuyén, dugc thiét ké cho Novell Netware
C6 thé dinh tuyén khi yéu cau cau hinh router
NetBIOS c6 thé gan véi IPX/SPX
® Khong gan giao thic NetBIOS véi bat ky giao thiic khac.
® Protocol giao tiép gilta client/server phai nam vi tri dau tién trong
list gan giao thuec.



® Windows 9x
Cau hinh mang, quan ly cac dich vu, chia sé file, cap nhat cac
Ung dung
SU dung System Policies d€ ngan khong cho thay doi Registry.
System Policies dat trén server va dugc download vé cho moi
két noi client
® Windows NT 4
Co 6 service pack, SP6, SP6a
EAL 3
RAS, dich vu Web, FTP, chia sé tap tin
Tat cac dich vu khéng can thiét.
Thiét Iap cac chinh sach quan tri tai khodn



® Windows 2000
Cap nhat bdo mat: rat nhiéu.
Tat céc dich vu IIS, FTP, va moét s6 dich vu khéac khi khéng can
Microsoft TechNet

Microsoft security

System logs, b&o céo, cac cong cu quan ly
Event Viewer

Performance Monitor

Active Directory, han ché: tat ca cac may trong mang déu phai
chay windows 2000 hoac cao hon


http://www.microsoft.com/technet/default.mspx
http://www.microsoft.com/security/

® Windows XP
* XP Home thay thé Windows 9x
* XP Pro thay thé Windows 98, va 2000 Pro
® (Cai dat cac service pack
* SPS3



Cung co hé thong tap tin

® FAT, FAT16, FAT32: quyén truy xuat muc db user va chia sé
User c6 quyén ghi hogc thay do6i 6 dia, thu muc thi cé quyén
truy xuat dén toan bd cac tap tin & dé -> nguy hi€m trong
Internet

® NTFS: hé thong luu gilr cac giao tac, gitp phuc hoi trang thai

khi hé diéu hanh NT 10i hoac gap su co mat dién.

C4c tap tin, thu muc va 6 dia c6 thé co dac tinh bdo mat riéng.
Bao mat cla NTFS uyén chuyén va duoc xay dung san
C6 cac chuong trinh ma héa tap tin dac biét luu trr dir liéu trén
dia cung
Khuyén cdo: chi sé qua mang nén str dung NTFS.



® Hé théng tap tin Unix
La hé thong tap tin c6 cau tric day du.
MOi tap tin, hé thong file, thu muc con c6 tinh ki€m soat truy
xuat nhat quan
3 thudc tinh chinh: Read, Write, va Execute.
Tinh bdo mat cao nhat trong cac hé thong thuong mai



Cap nhat hé diéu hanh

® Hotfix
® Service patch
® Patch



5.3 Cung co thiét bi mang

® Cap nhat phan mém diéu khién router, switch
® Co6 thé duoc cau hinh trudc, ngudi quan tri c6 thé cau hinh
lai
® Cho phép thém, md rong cac dac tinh cla thiét b
® (Co thé cau hinh cac thiét bi dang web
Cho phép va cam cac dich vu, cac giao thic

SUr dung ACL (Access Control List) dé ngan chan su xam nhap
trai phép cua cac IP



5.4 Cung c0 cac phan mém

® Web Server
* Loc va ki€m soat truy cap dén cac script
® E-mail Server
® Su dung chuaong trinh diét virus
* Quét dinh ky nham loai bo virus va cac email rac
® FTP Server
* Cho phép tao tap tin trén bat ky 6 dia nao trong hé thong
* Nén tao 6 dia hoac thu muc riéng cho dich vu FTP
®* Sudung SSH, hoac VPN trong dich vu
* Tat ché d6 anymnomous
® DNS Server

® Chuy DNS DoS, Network footprint (NSLOOKUP), ddm bao tinh nhat
quén cua céc record.



® Cung co hé thong tap tin, may in va céac dich vu
Tat cac dich vu lién quan NetBIOS
Céc dich vu NetBIOS & port 135, 137, 138, 139 dé bj tédn cong
Trén Unix, tat port RPC 111.
Khoéng nén share thu muc goc
® Cung co dich vu DHCP
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