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Chuong 1: Tong quan vé an toan va
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i 1. Ta1 sao phai bao v¢ thong tin

= Thong tin la mot b phafm quan trong va la ta1 san thudc
quyen so hiru cua cac to chire

= Su thiét hai va lam dung thong tin khong chi anh
hu(mg dén ngu’(n SUr dung hoac cac ing dung ma no
con gy ra cac hau qua tai hai cho toan bo to chirc d6

= Thém vao d6 su ra doi cua Internet da giap cho vigc
truy cap thong tin ngay cang tré nén dé dang hon



2. Khai niém hé thong va tai san cua

i hé thong

= Khai niém hé thong :Hé théng 1a mét tap hop cac may tinh bao
gém cac thanh phan, phan ctmg, phan mém va di liéu lam viéc
duoc tich luy qua thoi gian.

= Tai san cia hé thong bao gom:

- Phan ctng

~ Phan mém

+ Dir liéu

» Cé4c truyén thong giira cac may tinh cua hé thong
~ Mo1 truong lam viéc

~ Con nguoi



3. Cac moi de doa d6i voi mot hé
i thong va cac bien phap ngan chan

= C6 3 hinh thirc chii yéu de doa doi véi hé thong:

- Pha hoai: ké thu pha hong thiét bi phan ctng hoic phan
mém hoat dong trén he théng.

. Stra doi: Tai san cua hé thong bi sira doi trai phép. bicu
nay thuong lam cho hé thong khong lam dang chirc ning
ciia né. Chang han nhu thay doi mat khau, quyén ngooi
dung trong hé thong 1am ho khéng thé truy cap vao hé
thong dé lam viéc.

» Can thiép: Tal san bi truy cap boi nhitng ngudi khong céd
tham quyén. Cac truyén thong thuc hién trén hé thong bi
ngan chan, stra doi.



3. Cac moi de doa d6i voi mot hé
i thong va cac bien phap ngan chan

= Cac de doa doi voi mot hé thong thong tin co thé dén tir ba
loai doi twong nhw sau:
~ Céc doi twong tir ngay bén trong hé thong (insider), day la
nhirng ngudl cd quyén truy cap hop phap doi vai hé thong.
~ Nhitng d0i twong bén ngoal he¢ thong (hacker, cracker)

thu’(rng cac doi tuong nay tan cong gqua nhirng duong két noi
v6i hé thong nhu Internet chang han.

~ Cac phan,mem (chang han nhoj spyware, adware ...) chay
trén h¢ thong.



3. Cac moi de doa d6i voi mot hé
thong va cac bien phap ngan chan

s Cac bién phap ngan chan:
. Piéu khién thong qua phan mém: dua vao cac co ché an

toan bao mat cua hé thong nén (hé diéu hanh), cac thuat toan
mat ma hoc

. Piéu khién thong qua phan cing: cac co ché bao mat, cac
thuat toan mat ma hoc duoc ctiing hoa dé su dung

. Piéu khién thong qua cac chinh sach cua to chirc: ban hanh
cac qui dinh cua to chirc nham dam bao tinh an toan bao mat
ctia hé thong.



4. Muc tiéu chung cua an toan bao

i mat thong tin

Tinh bi mat (Confidentiality): - Dam bao rang thong tin khong bi
truy cap bt hop phap

s Thuat ngtr privacy thuong duoc st dung khi dir liéu duoc bao

v€ co lién quan td1 cac thong tin mang tinh ca nhan.

= Tinh toan ven (Integrity): - Pam bao rang thong tin khong bi stra
doi bat hop phap
= Tinh sin dung (availability): - Tai san luon sian sang dugc st
dung bai nhung nguoi cd tham quyén.
= Tinh xac thyuc (Authentlcatlon) - Pam bao rang dit liéu nhan
duoc chic chin 1a dit liéu goc ban dau

= Tinh khong thé chéi bé (Non- repudation): - BDam bao rang nguoi
gl hay ngu:0’1 nhén dir liéu khong thé chdi bo trach nhiém sau khi
da gui va nhan thong tin.




i 5. An toan thong tin bang mat ma

Mait ma 1a mot nganh khoa hoc chuyén nghién ctru cac phuong phap
truyén tin bi mat. Mat ma bao gom : Lap ma va pha ma.
= Lap ma bao gom hai qua trinh: ma hoa va giai ma.Cac san
pham cta linh vuc nay 1a cac hé ma mat , cac ham bam, cac hé
chit ky dién ttr, cac co ché phan phoi, quan 1y khoa va cac giao
thirc mat ma.
= Pha ma: Nghién clru cac phuong phap pha ma hoac ta0 ma
gia. San pham cua linh vuc nay 1a cac phuong phap pha ma ,
cac phuong phap gia mao chit ky, cac phuong phap tan cong
cac ham bam va cac giao thirc mat ma



i 5. An toan thong tin bang mat ma

= Mot trong nhitng nghé thuat dé bao vé thong tin 1a bién ddi nd
thanh mot dinh dang mé1 kho doc.

= Viét mat ma c6 lién quan dén viéc ma hoa cac thong bao trude khi
giri chting di va tién hanh giai ma chung luc nhan dugc

Plaintext, P Plaintext, P
Encryption Decryption
Ki”'—b Method Method 4—KT<V'
Eu(P) Dw(C)
¥
Ciphertext, C Ciphertext, C

Network

Figure 2: The basic cryptographic technigques



i 5. An toan thong tin bang mat ma

= C6 2 phwong thitc mi hoa co ban: thay thé va ho4n vi:

. Phwong thic ma hoa thay thé: 1a phuong thirc ma hoa ma
ting ky tu goc hay mot nhom ky tu goc cua ban 1o duoc thay
thé boi cac tir, cac ky hiéu khac hay két hop véi nhau cho phu
hop véi mot phuong thic nhat dinh va khoa.

~ Phwong thirc ma hoa hoan vi: 1a phuong thirtc ma hoa ma cac
tr ma cua ban rd duoc sap xEép lal theo mot phuong thirc nhat
dinh.



i 6. Hé mat ma

= Val tro cia hé mat ma:

~ Hé mat mid phai che dau dugc ndi dung cia van ban rd
(PlainText).

» Tao cac yéu to xac thuc thong tin, dam bao thong tin Ivu hanh
trong hé thong dén ngudr nhan hop phap la xac thuc
(Authenticity).

» To chtrc cac so do chit ky dién tir, ddm bao khong cé hién
trong gia mao, mao danh dé giri thong tin trén mang.



i 6. Hé mat ma

= Khai niém co ban

v

Bén ro X duoc goi 1a 1a ban tin goc. Ban 18 c6 thé dugce chia
nho co6 kich thude phu hO’p
Bin ma Y la ban tin goc da dugc ma hoa. O day ta thuong xeét

phu’O’ng phap mi hoa ma khong lam thay doi kich thudc cia
ban r0, tirc 1a chung c6 cung dd dai.

Ma la thuét toan E chuyén ban ro thanh ban mi. Thong
thuong ching ta can thuat toan ma héa manh, cho du k¢ thu
biét dugc thuat toan, nhung khong biét thong tin vé khoa ciing
khong tim dugc ban ro.



i 6. HE mat ma

Cac thanh phan ciia mét hé mit ma :

Mot hé ma mat 1a bé 5 (P, C, K, E, D) thoa man céac diéu kién
Sau.
- P 1a khong gian ban rd: 1a tap hitu han cac ban rd c6 thé co.
- C 1a khong gian ban ma: 13 tap hiru han cac ban ma c6 thé co.
- K'1a khong gian khoa: 1a tap hitu han cac khoa c6 thé co.
Doi voi moi k e K co mot quy tac ma ex: P — C va mot
quy tac gidl ma tuong ung d, €
Voimoi  ey:P— Cvadg: C— P lanhitng ham ma
dy (ex(X))=x Vé’i moi ban ro X € P.

Ham giai ma d, chinh la &nh xa nguoc cia ham ma hoéa e,



/. T1€u chuan danh gi1a h¢ mat ma

d an toan: Mot hé mat dugce dua vao str dung diéu dau tién phai
co do an toan cao.
Chung phai ¢6 phuong phap bao vé€ ma chi dya trén sy bi mat
cua cac khoa, con thuat toan thi cong khai. Tai mot thoi diém,
do an toan cua mot thuat toan phu thudc:

» Néu chi phi hay phi ton can thiét dé pha v& mot thuat toan
l6n hon gia tri cia thong tin d3@ ma hoa thuat toan thi thuat
toan do tam thoi dugc col 1a an toan.

» Néu thoi gian can thiét dung dé pha v& mot thuat toan 1a
qua lau thi thuat toan d6 tam tho1 duoc coi la an toan.

» Néu lugng dit liéu can thiét dé pha v mdt thudt toan qua
lon so vo1 luong dir liéu da dugc ma hoa thi thuat toan do
tam tho1 duoc col 1a an toan

Ban mi C khong duoc co cac dic diém giy chu y, nghi ngo.



/. T1€u chuan danh gi1a h¢ mat ma

= Toc d0 ma va giai ma: Khi danh gia hé mat ma ching ta phai
chtl ¥ dén toc d6 ma va giai ma. Hé mat tot thi thoi gian ma va
giai ma nhanh.

= Phan phi")i khoa: Mot hé mat ma phu thudc vao khoa, khoa nay
duoc truyén cong khai hay truyén khoa bi mat. Phan phoi khoa bi
mat thi chi phi sé cao hon so v6i cac hé mat c6 khoa cong khai.
Vi vay day cling 1a mét ti€u chi khi lya chon hé mat ma.



8. M6 hinh truyén tin co ban ctia mat
i ma hoc va luat Kirchoff

K4 K,

Saiid Insecured —
enaer eceliver
X Y Chﬂ]]]]ﬂl Y X

|

Enemy

Hinh 1.1: M6 hinh co ban cua truyén tin bado mat



8. M6 hinh truyén tin co ban ctia mat
i ma hoc va luat Kirchoff

= Theo luit Kirchoff (1835 - 1903) (mot nguyén tac co ban trong
ma hod) thi: toan bé co ché mdlgidi ma trir khod la khdng bi mdt
doi voi ké dich.

= Y nghia ciia luat Kirchoff: sy an toan cua cac hé ma mat khong
phal dua vao su phirc tap cua thuat toan ma hoa st dung.



9. Mot so g dung ctia mi hoa
i trong security

Mot sb tmg dung ciia ma hod trong doi song hang ngay noi
chung va trong linh vuc bao mat no1 riéng. Do 1a:

= Securing Email

= Authentication System

= Secure E-commerce

= Virtual Private Network

= Wireless Encryption




i Chuong 2: Cac hé ma khéa bi mat

I. Hé ma hoa co dién:

1. Hé mi hoa thay thé :

Hé mi hoa thay thé 1a hé ma hoa trong d6 moi ky tu cua

ban rd duoc thay thé bang ky tu khac trong ban ma (c6 thé

1a mot chir cai, mét sd hoic mot ky hiéu).

Co 4 k¥ thuat thay thé sau day:

a. Thay thé don: 1a hé trong d6 mdt ky tu cua ban rd dugc
thay bang mot ky tu twong ¢ng trong ban ma. Mot anh xa
1-1 tir ban rd téi ban ma duoc sir dung dé ma hoa toan bo
thong diep.



I. Hé ma hoa co dién:

b. Thay thé dong dm: giong nhu hé thong ma hoa thay thé don, ngoai
trir mot ky tu cia ban rd cé thé dugce anh xa tdi mot trong s6 mot
vai ky tu ciia ban ma: so d6 anh xa 1-n (one-to-many). Vi du, “A”
c6 thé twong ung voi 5, 13, 25, hoic 56, “B” ¢6 thé twong ung véi
7,19, 31, hoac 42, v.v.

c.Thay thé da mau tw: duoc tao nén tir nhiéu thuat toan ma hoa thay

thé don. Anh xa 1-1 nhu trong truong hop thay thé don, nhung co
thé thay doi trong pham vi mot thong diép. Vi du, co thé c¢6 nim
thuat toan ma hoa don khac nhau duoc st dung; dac biét thuat toan
ma hod don duogc sir dung thay doi theo vi tri ct



i I. Hé ma hoa co dién:

d. Thay thé da so do: 1a thuat toan trong d6 cac khoi ky tu
duoc ma hoa theo nhom. Pay 1a thuat toan tong quat
nhat, cho phép thay thé cac nhom ky tu cua vin ban goc.
Vi du, “ABA” c6 thé twong ang véi “RTQ”, “ABB” ¢c6
thé twong (ing véi “SLL”, v.v



i I. Hé ma hoa co dién:

2. Hé ma Caesar:

-Hé ma Caesar 13 mot hé ma hoa thay thé don am lam viéc
trén bang chir cal tieng Anh 26 ky tu (A, B, ..., 2).

-Khong gian cac ban rd P la cac thong diép dwoC tao tur
bang chir cal A, khong gian cac ban ma C = P. Gia sir s
phan tir cia bang chir cai |A|] = N.

- Pé ma hoa nguoi ta danh sb cac chir cai tir 0 tdi N-1.

- Khong gian khoa k= Zy. Véi moi khéa Kek ham ma héa
va gial ma mot ky tw co so thir tw la | sé duoC thuc hién
nhu sau:



i I. Hé ma hoa co dién:

Ma héa: Ex(i) = (i + k) mod N.
Giai mé: Dy(i) = (i~ k) mod N.

- Hé ma Caesar vai bang chit cai tiéng Anh s& co N = 26

chit cai, bang chit cai dugc danh s6 nhu sau:

A

B

C

D

L

M

N

W

0

1

2

3

11

12

13

22

23

23

25




i I. Hé ma hoa co dién:

Vi du: Vi k=3 (truong hop da dugc hoang dé Caesar sir
dung), ky tu A duoc thay bang D, B duoc thay bang E, ...,
W duoc thay bang Z, ..., X duoc thay bang A, Y duoc thay

bang B, va Z duoc thay bang C.

Bang chi¥ cai gdc:

A/B|CIDIE|F|G|H|I |[JIK|ILIMIN|IOIP|Q|IR|S|IT|U|VIW X|Y|Z
Bang chi¥ cai dung dé ma hoa:
D E|FIG|H|I |[J|KILIMN|IOIPIQR|S|IT|U|VIWX|Y|Z|A|B|C

(14

Do d6 chang |
DQJOHV”.

nan xau “ANGLES” s¢ dugc ma hoa thanh




i I. Hé ma hoa co dién:

- Hé ma Caesar st dung phuong phap thay thé don am nén
c6 hién tuong goi 1a phu thudc tan suat xuat hién cua ngon
ngtr tw nhién.

- Trén thuc té hé ma Caesar co6 sd khoa it nén hoan toan cé
thé tham ma bang cach thur tat ca cac khoa co thé (kiéu tan
cong Brute force).



I. Hé ma hoa co dién:

3. He ma Affine:
ChoP=C=2,

K={ab)sZ, ~Z, gcd(an)=1]
Vormot khoa & = (a,b) e K , dmh nghia:

e,(x)=(ax+b)mod n va d (x)= (a'(v—>b))ymod n Vil x,v & Z,

E_]!'E? ;frﬂllﬂ.[)—{.[) ;{_'TK

-g1al ma chinh xac thong tin ?7?

-e, phat la song anh
VyeZ,,AxeZ,,ax+b=y(modn)

-a va n nguyén to cung nhau: ged(a,n)=1



i I. Hé ma hoa co dién:

Vidu: Giasu P=C=/2Z,.

e encryption: ei(x) =a-x + bmod 26 .
o key: k= (a,b) where a,b € Zs .

o decryption: r = a'(y — b) mod 26 .

-a va 26 nguyén to cung nhau: ged(a,n)=1



i I. Hé ma hoa co dién:

- M3 tuyén tinh 12 mot ma thay thé c6 dang
e(x) =ax + b (mod 26), trong do a,b € Z,;
- Gi1a1 ma: Tim x?
y =ax + b (mod 26)
ax =y — b (mod 26)
X =al(y—b) (mod 26).
- Van dé: Tinh a'l.
Pé co a'l, doi hoi (a,26)=1.
Tinh a'l: Thuat toan Euclide m& rong




i I. Hé ma hoa co dién:

Bai Tap.
- a=5,b=3:y=5x+3(mod 26).
Ma hoa: ANTOANTHONGTIN - ?




I. Hé ma hoa co dién:

4. Hé ma Vigenere:

- Trong phuong phap ma hoa bang thay thé: véi mot khoa k duoce
chon, moi phan tr X € P dugc 4nh xa vao duy nhat mot phan tiry e
C.

-Phuong phap Vigenere st dung khoa c6 do dai m.

Pugc dit tén theo nha khoa hoc Blaise de Vigenere (thé ky 16)

-Qé thé xem phl}:o*ng phap ma hoa Vigenere bao gom m phép ma hoa
bang dich chuyén dugc ap dung luan phién nhau theo chu ky
-Khong gian khoa K ctia phuong phap Vigenere co so phan tir [a n™
-Vi du: n=26, m=5 thi khong gian khda ~1.1 x 10’



Chon 5o nguyen duong m. Dinh nghia P = =K = (Z,)"
K={k.ky. K, )e(Z, "

Voi moi khoa k =k, ky,...k, )e K, dinh nghia:

e, (x,x,,...x )= ((x +k)modn,(x, +k,)modn,. .(x_+k )modn)

d.(v.v,,...v, )=y, —k)modn (v, —k,)modn, .(yv -k )modn)

vol x,y£(Z,)".




I. Hé ma hoa co dién:

idu. m=06vakeywordla CIPHER
-Suy ra, khoa k = (2, 8, 15, 7, 4, 17)
-Cho ban rd: thiscryptosystemisnotsecure

B

19 7 8 18 2 17|24 15 19 14 18 24
2 8 15 7 4 17| |2 8 158 7 4 17
21 15 23 25 6 8| 0 23 8 21 22 15

18 19 4 12 8 18 (13 14 19 18 4 2
2 8 15 7 4 17 |2 8 16 7T 4 17
20 1 19 19 12 9 |15 22 8 25 8 19

U 17 4
2 8 15
22 25 19

-Vav ban ma la: “vpxzoiaxivwoubttmipwizitwzt”



“L I. Hé ma hoa co dién:

Bai tap 3.14: Cho hé ma Vigenere ¢ M = 6. M& hoa xau P = “THIS IS MY TEST" nguoi
ta thu dwoc ban ma la “LLKJML ECVVWM'.

a) Hay tim khda ma hda da dung cua hé mé trén.

b) Dung khéa tim duwoc & phan trén hay gidi ma bdn mi C = “KLGZWT
OMBRVW’.



i I. Hé ma hoa co dién:

5. Hé¢ ma Hill:
-Phuwong phap Hill (1929)
-Tac gia: Lester S. Hill
-Y tudng chinh:

St dung m to hop tuyén tinh ctia m ky tu trong plaintext dé tao ra m
ky tu trong ciphertext

-Vi du:

= 11z; + 3z 11 8
=Rt e (U 2)
y2 = 811 + Txo.



“L I. Hé ma hoa co dién:

Chon s6 nguyén duong #:. Binh nghia:

P=C=(Z, Y va £latap hop cac ma tran # < m kha nghich

-
"%-1,1 "%-1,2
o %31
Vi1t mo1 khoa £ = . )
-.H’%m,l ’%m,z
i
*351,1
g
21
e (x)=xk =(x .55, x,, ) :
-.x’%_m,l

va .:fk(y}zyk_l Vol ye .

Al |

xn

e X, dinh nghia:

Moi phép toan 6 hoc déu duoc thuc hién trén Z .

vl X = (X, %,...

.

m

ye P



I. Hé ma hoa co dién:

Vi du: cho hé ma Hill ¢ M = 2 (khoa Ia cac ma tran vudng cp 2) va bang chir caila
bang chi¥ cai tiéng Anh, tirc 14 N = 26. Cho khoa

3 3
K=
s

Hay ma hda xau P = “HELP” va giai ma ngwoc lai ban ma thu duorc.



I. Hé ma hoa co dién:

Pé ma hoa chung ta chia xau ban ro thanh hai vecto hang 2 chiéu “HE” (7 4) va “LP”
(11 15) va tién hanh m4 hoa lan luot.

-

V6iP,=(74)taco Ci =Py *K=(7 4) (i ‘;J - (315) = (D P)

-

V6i P, = (11 15)tac6 C, = P, *K=(11 15) (‘; ?;] = (11 4) = (LE)

Vay ban mé thu dwoc la C = “DPLE".



I. Hé ma hoa co dién:

Pé giai ma ta tinh khéa giai ma la ma tran ngh  ich ddo cta ma tran khoa trén Z
theo céng thirc sau:

k ' : :
Vi K = { 1 2 J va det(K) = (K11*Ka — Ko1*k12) mod N 1a mét phan tir coé phan to
21 22

nghich dao trén Zy (ky hiéu la det(K)") thi khéa gidi ma s& Ia

=de
'kzl ku
Ap dung vao trwéng hop trén ta cé det(K) = (15 - 6) mod 26 = 9. GCD(9, 26) =1 nén
ap dung thuéat toan O'clit mé réng tim dwoc det (KY' = 3. vayK ' = 3 *

5 23) (15 17
24 3] 120 9)



3. ~ r " -1 15 ]'? : i ”
GiaimdaC="DP"=(315),P=C*K ' =(315)"* =(315)= HE”.
20 9
Twong tu gidi ma xau C = “LE” két qua sé& dwoc ban rd P = “LP”.

Chu y 1a trong vi du trén chung ta st dung khéa K cé kich thwéc nhd nén dé dang
tim dwoc khéa dé gidi ma con trong trwdng hop tdng quat diéu nay 1a khéng dé dang.



I. Hé ma hoa co dién:

Bai tap 3.12: Cho hé ma Hill co M = 2.

15 13 ,
a) Matran A = {7 } dwoc str dung lam khéa cho hé ma trén. Hay tim tat ca
a
cac khoa co thé str dung ctia hé ma trén.

b) Gid str nguwdi ta st dung hé ma trén dé ma hoa ban rd P = “MARS” va thu duoc
ban mé la “YARH". Hay thwc hién gidi ma voi ban ma la C = “MANNTF” va dua
ra ban ro.



I. Hé ma hoa co dién:

6. Hé ma doi chd (transposition cipher)

Mot h¢ ma hod doi ché 13 hé ma hoa trong do cac ky tu cua
ban ro van dugc gitt nguyén, nhung thur tu cia ching duoc
doi cho cho nhau.

Vidy: mot hé ma hoa doi chd cot don gian

Ban rd: COMPUTER GRAPHICS MAY BE SLOW BUT AT LEAST IT'S EXPENSIVE

COMPUTERGR

APHICSMAYB

ESLOWBUTAT

LEASTITSEX

PENSIVE

Ban ma: CAELPOPSEEMHLANPIOSSUCWTITSBIUEMUTERATSGYAERBTX




i I. Hé ma hoa co dién:

Cac ky thudt doi cho:

1. Dao nguoc toan bo bdrf ro: nghia 1a ban r0 dugc viét
theo thtr tr nguoc lal dé tao ra ban ma.
Vi du: ban ro “TRANSPOSITION CIPHER” duoc ma
hoa thanh “REHPICNOITISOPSNART”.

Nhin xét. Day 1a phuong phap ma hoa don gian nhat vi
vay khong dam bao an toan.

>, Md héa theo mau hinh hoc: Ban 1o dugc sap xép lai
theo mdt mau hinh hoc nao do, thuong Ia mot mang
hoac mot ma tran hal chiéu.



Vidu: ban rd “LIECHTENSTEINER” dwoc viét thanh ma tran

3x5 theo hang nhu

sau:
Cot 1 2 3 4 5
Ban r L | E C H
T E N S T
E | N E R
Néu lay cac ky tw ra theo sé thir tw cot 2, 4, 1, 3, 5 thisécébanma

‘IEICSELTEENNHTR".

Nhdn xét: Han ché cua phuong phap nay 1a toan bo cac ma
tran ky tu phai duoc sinh dé ma hoa va giai ma.



I. Hé ma hoa co dién:

3. Hoan vi cac ky tu cua ban ro theo chu ky c6 dinh d:
Néu ham f 1a mot ham hoan vi1 cia mot kho1 gom d ky
tu duoc bicu dien boi K(d,f)

Ban ro: M = M4 Mo...MgMgs+q...Mog
V&im; la cac ky tv , va ban ré sé duoc ma hoa thanh
EK(M) = Mg1)My2)...MyayMeaye 1. - - Masra)

Trong dé mgyMgzy...M¢q la MOt hoan vi cua mym,...mg.



I. Hé ma hoa co dién:

Vi du: gia st d=5 va f hoan vi day i=12345 thanh f(i)=35142

Vi tri dau Vi tri hoan vi Tw Ma hoa
1 3 G O
2 5 R P
3 1 O G
4 4 U U
5 2 P R




= Mat ma Playfair 1a m6t h¢ ma hoa nhiéu chi,
giam bot twong quan gitra van ban ma hoa va
nguyén ban bang cach ma hoa dong thoi nhiéu chi
céi ciia nguyén ban. Co ché hoat dong nhu sau: sir
dung mot ma tran chir cai 5xX5 trén co s¢ mot tu
khoa: dién cac chit cai cua tir khoa (bo cac chir
tring), dién nhitng vi tri con lai ciia ma tran véi
cac chir ca1 khac cua bang chir cai; I, J co thé &
trén cung mot 0 cua ma tran.


https://vi.wikipedia.org/wiki/Ch%E1%BB%AF_c%C3%A1i
https://vi.wikipedia.org/wiki/Ch%E1%BB%AF_c%C3%A1i

= Vi du ma tran vo1 tu khoa
= MONARCHY
= MONARCHYBDEFGIJKLPQSTUVW

y A

= * Ma hoa 2 chir cai mét luc

— Néu 2 chir giong nhau, tach ra bai 1 chit dién thém
thuong la X hoac Q Vi du: EE s€ dugc thay bo1 EX

— Néu 2 chit nam cung hang, thay bdi cac chit bén phai Vi
du: EF s€ thay bang FG

— Néu 2 chit nam cung cot, thay bdi cac chir bén dudi Vi
du: OF thay bang HP

— Céc truong hop khac, moi chit cai dugc thay boi chir cai
khac cung hang, trén cot chir cal cung cap Vi du: ET s€
thay bang KL



i Chuwong I1. Chuin ma dir li¢u DES

1.Gi6i thiéu chung vé DES

> Ngay 13/5/1973 iy ban qudc gia vé tiéu chuan ctia My
cong bo yéu cau vé hé mat ma ap dung cho toan quoc.
Diéu nay da dat nén mong cho chuan ma hoa dir li¢u, hay

la DES.

> Lic dau DES duoc cong ty IBM phat trién tir hé ma

_ucifer, cong bé vao nam 1975.

~ Sau d6 DES dugc xem nhu la chuan mi héa dir liéu cho
cac ung dung.




i 2. Pac diém cua thuat toan DES

> DES la thuat toan ma hoa kh01 do dai modi khoi 1a 64 bit

> Khoa dung trong DES c6 d0 dai toan b 1a 64 bit. Tuy
nhién chi c6 56 b?it thuc su duoc str dung; 8 bit con lai chi
dung cho viéc kiém tra.

» DES xuat ra ban ma 64 bit.

> Thuat toan thuc hién 16 vong

> Ma hoa va gia1 ma dugc str dung cung mot khoa.

> DES duogc thiét ké dé chay trén phan cing.



Cau truc logic cta thuat toan DES



Plainte=xt

L:=F; Rgle@_fl:Rl; Ki:'
; i
IJ_--"'_ -hl-_"l
* ¥
Li1==F;4 Rlslei':_Efl:Rl'i:K
lE"
3 (: lni
- w
Fag=Las®f (Ric, K L1s=Fas
Ip-1
Ciphertext

Luu do thuét toan DES



* 3. M6 ta thuat toan

Ehoa
28 bit

28 bit

- -
28 bit

Dich

Dich

- -
28 bit

56 bit

Hoan vi Chon

48 bit

Mo rong
Hodn vi
48 bit

Hép 8
Thay thé
Lia chon
32 bit

-

Hép P
Hoan vi

Mgt vong ldp DES




i 3. M6 ta thuat toan

Thuat toan duwgc thuc hién trong 3 giai doan:

1. Cho ban r0 x (64bit) dugc hoan vi khoi tao IP (Initial
Permutation) tao nén xau bit x,
X,=1P(X)=L,R,

L, 1a 32 bit dau tién cia x,,.
R, 1a 32 bit cudi cua x,,.



i 3. M6 ta thuat toan

Bo chuyén vi IP

Hoan vi khai dau nham doi chd khoi dit liéu vao , thay doi vi tri
ctia cac bit trong khoi dit liéu vao. Vi du, hoan vi khai dau
chuyén bit 1 thanh bit 58, bit 2 thanh bit 50, bit 3 thanh bit 42,...

58 |50 |42 [ 34| 26 |18 | 10 | 2
60 | 52 |44 | 36| 28 | 20 | 12
62 | 54 | 46 | 38 | 30 | 22 | 14
64 | 56 | 48 | 40 | 32 | 24 | 16
57 |49 41 33|25 |17 | 9
59 | 51 |43 | 35| 27 | 19 | 11
61 | 53 |45 | 37| 29 | 21 | 13
63 | 55 | 47 | 39| 31 | 23 | 15

- nNn(W| =] 0| ®| I




i 3. Mo ta thuat toan

Tu L, va R, s€ 1ap 16 vong, tai moi vong tinh:
—|_R|-1
R=L.,®f(R.,K)  véii=1,2,...,16

vO1:
@ la phép XOR cua hai xau bit:
0®0=0, 1®1=0
1®0=1, 0&1=1
f Ia ham ma ta s€ mo ta sau.
K 1a cac xau c6 do dai 48 bit dugce tinh nhu 1a cac ham
cua khoa K.



i 3. M6 ta thuat toan

3. Tai vong thtr 16, R16 d6i chd cho L16. Sau d6 ghép 2
nira R16 L16 cho di qua hoan vi nghich dao cua hoan vi IP
s¢ tinh dugc ban ma. Ban ma cling c6 d6 dai 64 bit.

Hoan vi IP-1

40 |8 45 |16 |96 |24 | G4 | 32
39 |7 47 |19 |95 |23 |63 | 31
38 |6 45 |14 |54 |22 |62 | 30
37 | o 45 |13 |93 |21 |61 | 29
36 |4 44 112 |92 |20 | GO | 28
30 |3 43 |11 |51 |19 |99 | 27
34 |2 42 |10 |50 |18 |58 | 26
33 |1 41 |9 49 |17 |57 | 25




‘L 3. M6 ta thuat toan

Ham F T ) =

B_{ B Bi B.g B Bﬁ B~ BS

v v LR S 2 2 |

5 82 Sz 5 Ss 5 S7 Sg

|| / [/

Dher [leo [ & [ e[ e/ e/ eof] es/]
! ) /




i 3. M6 ta thuat toan

Ham F
Ham f 1ay d6i s6 dau vao 1a xau nhap R.; (32 bit) d6i s6 thir hai 1a K.
(48 bit) va tao ra xau xuat c6 do dai 32 bit. Cac budc sau dugc thuc
hién.
1. Poi s6 dau R, s& duoc “mé rong” thanh xau c6 do dai 48 bit twong
ng vo1 ham mo rong E co dinh. E(R;) bao gom 32 bit tu R;, duoc
hoan vi theo mot cach thirc xac dinh, vo1 16 bit duoc tao ra 2 lan.

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1

Ham mo rong E



i 3. Mo ta thuat toan

2. Tinh E(R,,) ® K; két qua duoc mot khoi co do dai 48
bit. Khoi nay s& duoc chia lam 8 khoi
B=B,B,B;B,B:B;B-Bg 'MBoi khoi nay c6 do dai 1a 6 bit.

3. Budc ke tlep 1a cho cac khoi Bi di qua hop S; sé bién
mot khoi co do dai 6 bit thanh mot khoi C co do dai 4

bit.



i 3. M6 ta thuat toan

Hop S

> MOi hop S-box 1a mot bang gom 4 hang va 16 cot duoc
danh so tir 0. Nhu vay modi hop S c6 hang 0,1,2,3. Cot
0,1,2,...,15. Mo6i phan tor cua hop 1a mot so 4 bit. Sau bit

vao hop S s& xac dinh s6 hang va sb cot dé tim két qua
Ia.

> MObi khoi Bi c6 6 bit ki hiéu 1a b, b2, b3, b4, b5 va b6.

Bit b1 va b6 duoc ket hop thanh mot 56 2 b1t nhan gia tri

tu 0 dén 3, tuong tng vo1 mot hang trong ban S. Bon bit

& gitra, tir b2 t61 b5, dugce két hop thanh mot sO 4 bit,

nhan gia tr1 tu O dén 15, tuong Urng vo1 mot cot trong
bang S.



Hop S1
14 4 (131 |2 15 11 /8 |3 (10 6 12|55 (9 |0 |7
0 157 4 |14 2 (131 |10 6 1211 9 |5 |3 |8
4 /1 148 136 |2 11[15 129 |7 3 (105 |0
1> |12 | 8 2 4 9 1 7 3 11 | 3 14 10 |0 6 13
Hop S2
151 '8 14]6 113 (4 |9 (7 2 13|12 0 |5 10
3 01304 7 |15 2 |8 1412 0 1 |10/ 6 |9 |11 |5
] 14 | 7 11 |10 | 4 13 |1 3 8 12 | 6 a 3 2 15
15 | 8 10 |1 3 15 | 4 2 11 |6 7 12 |0 ) 14 | 9




Hop S3

100 9 14]6 3 15/5 |1 (13 127 |11 4 |2 8

13(7 (0 9 |3 (4 6 (10 2 |8 |5 14 12 11 15 1

13(6 4 9 |8 153 (0 [11 1 |2 (125 |10 |14 7

1 (10 13 0 |6 |9 8 |7 |4 (15 14 3 |11 5 |2 |12
Hop S4

7 /13 14 3 (0 6 (9 [10/1 |2 '8 |5 11 12 4 |15

13 (8 11 5 |6 15/0 (3 |4 |7 |2 121 |10 14 9

106 9 0 |12 11|7 /13151 |3 |14 5 |2 |8 4

3 /150 6 (10 1 |13 8 |9 |4 |5 |11 127 |2 |14




Hop S5
2 /124 |1 7 (10116 |8 |5 (3 |15 130 14 9
14 11 2 (124 (7 |131 |5 (0o [15/10 3 (9 '8 6
4 /2 1 (1110137 |8 [15/9 125 6 3 |0 |14
118 127 |1 (142 [13/6 (150 (9 10 4 |5 3
Hop S6
21 10(15/9 (2 |6 |8 |0 (133 |4 14 7 |5 11
1015 4 (2 |7 '12/9 |5 |6 |1 13 14 0 11 |3 |8
o |14 155 |2 |8 (12/3 (7 |0 4 |10 1 13|11 6
4 /3 2 |12 9 |5 |15 /10 11 141 |7 |6 |0 & |13




i 3. M6 ta thuat toan

Hop S7
4 11 | 2 15 | 0 8 13 | 3 12 |9 7 3 10 | 6 1
13 0 |11 4 /9 1 (10143 |5 122 (15 8 |6
1 (4 |11 23 7 [14]10/15/6 8 0 |5 9 |2
6 11 | 13 1 4 10 |7 9 3 0 15 |14 | 2 3 12
Hop SI8
13 | 2 8 6 15 |11 |1 10 | 9 3 14 | 5 0 12 7
1 15 |13 103 7 (4 |12/5 |6 11 0 |14 9 |2
7 |11 |4 9 |12 142 0 6 (10|13 /15 3 |5 |8
2 |1 |14 4 /108 (13 15(12 9 |0 |3 5 |6 |11




i 3. M6 ta thuat toan

Vidu: Tac6é B1=011000 thi b;b,=00 (xac dinh r=0),

b,b,b,b:=1100 (x4c dinh c=12), tir 46 ta tim dugc phan tir &

vi tri (0,12) --> S1(B1)=0101 (twong tng vdi so 5).
b,b3b,bs=1100

b4b=00 |

144 (13[1 ]2 |15(11|8 |3 |10/ 6 (12| 549 |0 | 7
0157 |4 (142|131 |10| 6 [12|11| 9|5 |3 | 8
4110148136 |2[11]15]/12]9 |7 |3[10|5]| 0
150121824917 ]5[11]3[14|10] 0|6 |13

Hop S1

- M&i xau xuét 4 bit clia cac hop S duoc dua vao cac Cj tuong
ung: Cj = Sj(Bj) (1<=j<=8).



i 3. M6 ta thuat toan

4. Xau bit C = C,C,C;C,C.CC,Cq cO do da1 32 bit duge
hoan v1 tuong irng vo1 hoan vi ¢6 dinh P. Két qua co P(C)=
f(R;,K.).

16 7 20 | 21

29 12 28 17
1 15 23 26
i 5 18 31 10
Hoan vi P 5 3 >4 | 14
32 27 3 9
19 13 30 6
22 11 4 25




i 3. M6 ta thuat toan

Khoa K

> K 'la mot xau c6 do dai 64 bit trong doé 56 bit dung lam

khoa va 8 bit dung dé kiém tra sy bang nhau (phat hién

161).

~ Cac bit ¢ cac vi tri 8, 16,..., 64 dugc xac dinh, sao cho
moi byte chtra s6 le cac SO 1 vi vy ting 16i c¢6 thé duoc
phat hién trong moi 8 bit.




3. M6 ta thuit toan

x|
| Co Dy ]
' '
=) (&)
' I

e D F—s{pc2 |l K

So d6 tinh khoa ky,K,,... kqg



i 3. M6 ta thuat toan

Qua trinh tao cac khoa con (subkeys) tir khoa K dugec mo ta
nhu sau:

Cho khoéa K 64 bit, loai bd céc bit kiém tra va hoan vi cac
bit con lai cta K tuwong tmg véi hoan vi ¢6 dinh PC-1. Ta
viét PC1(K) = C,D,, véi C, bao gom 28 bit dau tién cla
PC-1(k) va D, 1a 28 bit con lai.

Trong d6 bang so bit dich trai tai moi vong la

Vong i 1123 4|56 |7 /8,910 11 12 |13 |14 15 |16

S6 bit dich i1fy22(2|2(2|2/12 |2 |2 |2 (2 |2 |1




i 3. M6 ta thuat toan

Céc hoan vi ¢d dinh PC-1 va PC-2:

Bang trat tw khoa (PC-1):

ST 49 |41 | 33 |25 | 17| 9 1 | 58

10 2 |59 |51 |43 |35 |27 |19 |11 ] 3
63 | 55 (47|39 |31 |23 |15 | 7 | 62
141 6 |61 |53 45|37 |29 |21 |13

Bang trat tw nén(PC-2):

1417 | 11 | 24 1 5 3

23 |19 | 12 | 4 | 26 | 8 16

-3

LA
vy
I'JJ
-

41 | 52 | 31 | 37 | 47

A
[ bd
=
fnt

44 | 49 | 39 | 56 | 34




i Giii ma

» Viéc gial ma dung cung mot thuat toan nhu viéc ma hoa.

> Dé giai ma dir liéu da dugc ma hod, qua trinh giong nhu
ma hoa dugc lap lai nhung cac chia khoa phu dugc dung
theo thr tu nguoc lai tir K,z dén K1, nghla la trong buoc
2 cla qua trinh md hod dir liéu dau vao & trén R, sé
dugc XOR véi1 K7 chir khong phai von K.



i Vi du ma hoa

Ma hoa ban r0 sau trong dang thap luc phan (Hexadecimal)
0123456789ABCDEF

Sur dung khoa thap luc phan 133457799BBCDFF1



11001 100000000001 100110011111111

Output 5-hgp =
fiR;. K:) =
La=ER: =

Li=R,; = 11110000101010101 1 11000010101010
I :
EiRy) = 01111010000101010101010100111010:0001010101010101
E, = 000L1011000000101 11011111111 1100011100000L1 10010
E(R; © K, OLLO000LO00L0L111011 1010100001 1001 1001010010011
Output 5-hgp 0LOL1II0O0LO0M00LI01I011010110010111
fiRe.Ky) = 00L00011010010101010100L10111011
L:=FK; = 11101111010010100110010101000100
EiR;) = 01110101111010100101010000L 10000 1L010101000001001
E: = 011110011010111011011001110110112110010:0111 100101
E(R1) @ K: 0000 L10001000100100011011110101 101 10001111101 1060

111110001101 00000011 101010101110
001111001010101110:00011110100011

11001 10000000:001011101 1100001001




EiRz)

11100101 1000000000000010101110101110100001010011

Ky = 010101011111110010001010010000101100111110011001
ER; 2K, 1011000001111 100100010001111 1000001001111 1001010
S=-hox output 001001 11000100001 L1O0QOLOLI0OLL1Y
fiR:. K;) = 010011010001L01100L101110101 10000
Li=R: = 1010001001011 1000000101 111110100
EiR; = 0101000001000010111 1100000000 L0101 11111110101001
K, 011100101010110111010110110110110011010100011101
ER:;) 2K = 001000011100 1110010110011010110:010010L010L10100
S<box output = 00L0000LLI10L101100LLLL000LLL0LD
fiR:s. Ky = 10111011001000110L11011 101001100
L:=Ry = 011101110
EiR;) = 10111000111010010000010000000000000000100000L010
K: = 0111110011001 0000000011 0111010110101 00L 110101000
ER;) @2 K: = 110001100000010100000011111010110101000L10100010
Rufit S<hép = 0101000011001000001 1000111101011
fiRy k) = 00100L000000100L11010110L11 1000011

Ls=R:

LOO0L0L0010011111010011000110111




E(R;)

ks
EiR:) @ Ks
S=hox outpur
fiR: K;)

L; =R

11000 101010000100101111 1110100001 LO0GO0MDOLLI0L0111]

vl1000111010010100111110010100000L111011000101111

101001101 110011 101100001 100000001011 101010000000

01000001111100110000110000111101

10011110010001011100110100101100
11101001011001111100110101101001

EiRg)

| %
EiRs) & K7
S=-hox output
fiRs K-

L: =K,

1111010100101011000011211170:01011010101101010011
11101100100:001 0010110121 1713101 10000 L1 00010111100
00011001101011111011 10:000:0010011101 1001111101111
00010000:0111010101000:00010101101
10001 100000:0010100011 10000100111
00000110:010010101011 10100010000

E(R5]

000000001 10000100 10101010101 1 11 101000000 LOL0000)

K

EiR: & Ks
S=-hox output
fiR;. K3)
Lo=Rs

1111011110001010001110101 1000001001 1101110117011
1111011 1010010001101111100111100111101101011011
011011000001 100001111 10010101110
0011110000001 11010000 110111110401
11010101011010:01010:01011 10010000




E(Rs)

0110101010101011010100101010010101111 10010100001

Liz=Ry

K, 1110000010110 1121010100110 101111001 1 110000001
E(R; 2 K, = 10001010011 1000010 1100101001000 L0 L LOL 10O L0000
1| S=box output = 0001000100001 100010L0LLIOLL1I0L1L
fiRg Ka) 0010001000 100100 1111000101010
Lio=Rs = 0010010011001 10001 1001111010
E(Rs) = 00010000100000L 11101100101 100000L 1000011111 10L00
K = 101100011111000101000L01101110100100011001001111
ER) B Ky = 101000010111000010111110110110101000010L10111011
S-box output = 11011010000001000101001001110101
fiRe. Kjg) = 011000101011 11001001 1 100001000 L0
Lu=Ryw = 10110111010101001101000010110010
EiRjyg) = 0101101011011 11010101010111010100111110110100101
Ky = 0010000101000 1001 1010010010111 10L10100LL10000L10
ERp @Ky = 01111011101000010111100000L1010000L0L1100010001 1
S-box output = 01110011000001011 101000 100000001
fiR. Ky = 1110000100000100111 1101000000010

110001010111 10000011110001111000




EiRi) 0110000010101011111 1000000011111 10000011111 10001
K OLL10LOI0LLI00OLIIL10LOLIO0 L0000 LI00LLLLLI0L00]L
E(R;) & K 0001010110 101000000 LOL 1000 L0111 L 100100000 L 1000
S-box output 0111101100010 100100 1000110101
iR Kzl 110000100 110100011001 11211101010
Lix=R; 0111000010111 0010001 L0000 LOL L1000
EiR;;) = 0011101010111 000121010100000L1 1100000010111 10000
Ky o= 100000110 10000001 1100000111110 1010101 1 101001000001
ERpEZEn = 101011010111100000101011011101011011 100010110001
S-box output = 10011010L1010:00L1000L0LI0L00L1L]
fiRy:, Kja) = 1101110410001 1010 10010100100 100010
Liy=Ry = 000110001 100001 10001010101011010
E(R;z) = 0000111 1000101 1000110100010 10101010101 1110100
Kyy = 0101011 1010000010 1101102201010 100101 110011 1001 1 100 0y

E(R;:)2 Ky

0101000:001010101101 100010111 10000100110111001110




S-box output

01100100011110011001101011110001

fiRi: Kyy) = 101101110011000110:0:0111001010101
Li:=K;,y = 11000010100011001001011000001101
EiRy) = 111000000101010001011001010010101 10000000 1011011
K = 101111111001000110001101001111010001111100001010
ERWE K = 010111111100010111010100011101111111111101010001
S<box output = 10110010111010001000110100111100
fiRy. Kyz) = 010110111000000100100LL10L10L110
Lig=Rys = 0100001101000010001 1001000110100
EiRy;:) = 001000000110101000000L00000110100100000L10101000
Ky = 110010110011110110:0010L 1000010 10:0001011111110101
ER: @Ky = 111010110101011110001111000101000101011001011101
S-box output = 10100111100000110010010000101001
fiRys, Kis) = 11001000110000000100111110011000

Ris

0000101001001 10011011001 10010101




i Vi du ma hoa

Két luan:

Cuo6i cung ap dung IP-1 cho R16L16 ta nhan duoc ban rd
trong dang thap luc phan sau:



4. Pac diém cia hé ma DES

4.1 Khong gian khoa

-DES ¢6 2°° = 10%" khoa

-Néu biét dugc mot cip “tin/ma” c6 thé thur tat ca 1017 kha ning nay
deé tim ra khoa cho két qua khop nhat.

-Néu mot phép thtr 10-6s thi s& mat 101s tirc 1a 7300 nam

-Vao nam 1976 va 1977, Diffie va Hellman d3 udc luong rang c6 thé
ché tao dugc mot may tinh chuyén dung dé€ vét can khong gian khoa
DES trong %2 ngay vai cal gia 20 triéu do la

-Dén nam 1990, hai nha toan hoc nguol Do Thai - Biham va Shamir -
da phat minh ra phuong phap pha ma vi sai, day la mot k¥ thuat s
dung nhitng phong doan khac nhau trong ban rd dé dua ra nhiing
thong tin trong ban ma




i 4. Pic diém cua hé ma DES

4.2 Tinh bu:
Néu ta ky hiéuU La phan ti bu ctia U ( vi du 0100101 1a
phan bu cua 1011010 ) thi DES ¢6 tinh chat sau:

y = DES(x,k) — v =DES(x,Fk)
—> Néu biét ban ma y, ban 16 x va khoa k thi biét Y, X,k
Do tinh bu, ta co the giam do phuc tap clia tan cong duyét
toan bo Xuong 2 lan (tuong Gmg vai 1 bit) véi diéu kién 1a
ta c6 thé Iva chon ban rd.



4.3 Khoa yéu

Khoa yéu 1a cac khoa ma theo thuat toan sinh khoa con thi
tat ca 16 khoa con déu nhu nhau:

Ki=Ky= . = K5 =Ky
=>Vi¢éc ma hoa va gial ma doi véi khoa yeéu 1a gidong hét
nhau

Khoa }réu (Hex) Co Dyg

0101 0101 0101 0101 | {0}** | {0}7®
FEFE FEFE FEFE FEFE | {1}* ] {1}°®
IFIF IF1IF OEOE OEOE | {0} ] {1}*

EOE0 EOE0 FIF1 FIF1 | {1}**| {0}°®




4.3 Khoa yéu (tt)

DPong thoi con ¢d 6 cap khoa nira yéu (semi-weak key) khac voi
thudc tinh nhu sau:

y = DES(x.k;) vay = DES(x,k»)
Nghia la voi 2 khoa khac nhau nhung ma hoa ra cung mot ban ma tir
cung mot ban ro:

Co Dy Semi-weak key (Hex) Cy Dy
{01} | {01} | 01FE O01FE OIFE OlFE |FEOl FEOl FEOl1 FEO1 | {10} | {10}"
{01}"] {10} | 1FE0O 1FE0O OEF1 OEF1 |EOLF EOIF FI0E F10E| {10}"]|{0o1}™
{01}"*] {0}*®* |01E0 O01E0 O01F1 OI1F1 |E001 E001 F101 F101 | {10}"| {0}
{01}*| {1}*® | IFFE 1FFE OEFE OEFE |FEIF FEIF FEOE FEOE| {10}"| {1}
f03*® | {01} | 011F O011F 010E Ol10E | 1FO1 1F0l1 OEO1 OEO01l | {0}** |{10}"
{1}*® | {01} |EOFE EOFE FIFE FIFE|FEE0O FEEO FEF1 FEF1| {1}* | {10}*




i 5. Triple DES (3DES)

-Hé ma DES (hay chuan ma héa dit liéu) vdi khong gian
khoa co 2% khoa nén thuc té hién nay c6 thé bi tham ma
trong mot khoang tho1 gian ngan.

-Tim kiém mot hé ma méi 1a diéu tat yéu.

-Tan dung hé ma DES, chung ta dua ra mt phuong phap ma
hoa mo61 bang cach ma hoa nhiéu 1an.

-Chung ta sir dung 2 khoa dé ma hoéa hai 1an C = E,,(Ex,(P))
-Cach nay goli 1a double DES hay 2DES, khoéa ctia hé ma
theo m6 hinh nay 1a 112 bit tuy nhién vé mit 1y thuyét thi hé
ma nay khong an toan hon DES.



i 5. Triple DES (3DES) (tt)

-Chung ta ¢ thé sir dung thuat toan DES véi 3 khoa dé ma
hoa duoc goi la Triple DES (TDES) hay 3DES

JREINEY
:




i 5. Triple DES (3DES) (tt)

la EEE,
-Mbt bién thé khac ctiia md hinh nay goi la EDE véi budc &
gitra str dung thuat toan gial ma cua DES:

C = DESks( DESy, (DESk4(M)).
-Khoa cta Triple DES 1a 168 bit. Cac chirmg minh vé mat

Iy thuyét va cac tan cong doi vai Triple DES cho thay hé
ma nay van sé con duoc st dung trong mot tuong lai dai



Chuong 3: Mat ma khoa cong khai
i (Public Key Cryptosystems)

1. Mi Hoéa Khéa Bi Mat va Nhuoc Piém
sM3 hoa khoa bi mat chi st dung MOT khoa trong ca qua
trinh ma hoa va giai ma (do1 xirng).

= Khoa nay phai dugce gitr bi mat.
s Céc nhuoc diém cta khoa bi mat:
= Can co kénh an toan dé trao doi khoa.
= Trén mpi truong mang ¢6 N nguoi gﬁng, thi can N(N-l)/Z
khoa dé N(N-l)/? cap nguoi trao doi thong tin (t6 hop
chap 2 cua N phan tir) -> Can qua nhiéu khoa cho nén viéc
quan 1y khoa phurc tap



il. M3 Héa Khéa Bi Mt va Nhwoc Piém (tt)

= Khong thé thiét 1ap duogc chir ky dién tir
->Sur dung quy trinh ma hoa khoa cong khai.



i 2. Y tudng cua Diffie & Hellman

= Diffie & Hellman (1975-76) da dé xuat mot loai hé ma voi nguyén
tac mo1, dugc gan volr mot NSD nhat dinh chr khong phai la gan
vO1 mOt cuQc truyén tin gitta mot cap NSD.
= moi user ¢d hai khoa: mot khoa bi mat (Kc) va mot khod cong
khai (Kp) -- tu do pho bién cong khai.
= Kho4 thir nhat gan lién véi giai ma, con khoa thir hai véi sinh
ma.
= Vi cac hé ma khoa cong khai viéc phan phdi khoa sé tré nén dé
dang hon qua cac kénh cung cap khoa cong cdng, s6 luong khoa
hé thong quan 1y cting s€ it hon (la n khéa cho n nguoi dung).
= Cac dich vu mdi nhu chir ky dién tir, théa thuan khoa ciing duogc
xay dung dua trén cac h¢ ma nay.



i 2. Y tudéng cua Diffie & Hellman(tt)

= Céc yéu cau cua loai hé ma nay:
= Viéc sinh K¢,K, phai dé dang
= Viéc tinh E(Kp, M) 1a dé dang
= Néu c6 C = E(Kp, M) va K thi viéc tim ban & ciing 1a dé
= Néu biét K thi viéc do tim K 1a kho
= Véc giai ma ban rd tir ma 1a rat kho
= Khi A muén truyén tin cho B, A s& sir dung khoa Kj, ciia
B dé ma hoa tin tirC va truyén?bén ma t&1 cho B, B sé su
dung khoa bi mat cia minh dé gial ma va doc tin:



‘L 3. M6 hinh hé mi hoa PKC

Khoéa cong Khoéa bi mat
. khai (Kp) (Ks) .
Plamtext Plaintext
A »|  Mi héa »  Giiima > B
Ciphertext
Mo hinh sir dung 1 cua cac hé ma khoa céng khai PKC
Ciphertext = E(Kp,Plaintext) .Plantext = D(Ks, E(Kg,Plaintext)) (1)
lK_hé-a bi mat Khoa cong
(Ks) khai (Kp)
Plamtext Plaintext
A »  Mai hoa » Giai ma » B

Signed Message

Mo hinh sir dung 2 cua cac hé ma khoa céng khai PKC
Mo hinh (2) duoc stir dung cho cac hé chu ky dién tir con mo hinh (1)
duoc st dung cho cac hé ma mat



i 3. M6 hinh hé ma héa PKC(tt)

—>Cac Thuat toan PKC 1a bat d6i xtmg vi qua trinh ma hoa
va gial ma dung cac khoa khac nhau, hay vai tro cua nguoi
gir1 va nhan khong tuong duong: Ngud1 ma hoa thong digp
hoidc kiém tra chit ky khong thé giai ma hodc tao nén chit
ky.



i 4. Nguyén tic ciu tao mot hé PKC

s Mot hé ma PKC ¢6 thé duoc tao dung trén co

sO su dung

mot ham kiéu one - way (1 chiéu). Mot ham f duoc goi 1a

one-way néu:
= D6i véi moi X tinh ra Y = f(X) 1a dé dang.

= Khi biét Y rat kho dé tinh ra X. Hay viéc tim f1 13 kho
= Vi du. Cho n s nguyén to pl, p2, ...pn ta c6 thé dé dang

tinh dugc N = pl * p2 * ... * pn, tuy nhién
vieéc tim cac thua s6 nguyén t6 cua no la kho kl
nhi€u

<hi biét N,

han hon rat



i 4. Nguyén tdc cau tao mét hé PKC(t1)

s Can mot ham one-way dac biét, trang bi mot trap-door
(ctra bay), sao cho néu biét trap-door nay thi viéc tinh X
khi biét f(X) (tirc 1a di tim nghich dao cua f) 1a dé, con
nguoc lai thi kho

= Mot ham one-way c6 trap door nhu thé -> mot hé ma
PKC

= Lay E, (ham sinh m3) 1a ham one- way c6 trap-door.

= Trap- door chinh 13 khoa mat,ma néu biét né thi co thé dé
dang tinh duogc cai nghich dao cua E, tic 1a biét Dz, con
néu khong biét thi rat kho tinh duogc.



i 5. An Toan Cua Ma Hoa Khoa Cong Khai

= D0 an toan cua thuat toan ma hoa khoa cong khai phu thuat
vao do kho cua bai toan nguoc (tinh f1(y) khi khong c6 thong
tin bo sung (khoa bi mat)).

= Tham ma bang phuong phap vét can khoa vé mit 1y thuyét 1a
[udn ludn c6 thé thyc hién duge.

= Nhung trén thuc té cac khoa sir dung 1a qua 16n cho viée vét
can (>512bit).

= Pé chdng lai mot s6 phuong phap tham ma tién tién khac, can
phai str dung cac khoéa rat 16n (>>512 bit).

= Do vay viéc cair dat thuat toan khoa cong khai cham hon
nhiéu so v&i thudt toan khoa bi mat.



i 6. Mot so hé ma khoa cong khai

6.1 Hé ma knapsack

= 1978, hai 6ng Merkle - Hellman da dé xuat mot thuat toan
ma hoa PKC dua trén bai toan xép ba 16:

Bai toan xép ba 16 tong quat nhu sau:

Cho M, N va Ay, As, ..., Ay la cac so nguyén duong tim cac s x khong am sao cho:

N
M= Z X; * ‘;"1'
i=1

Vecto A = (Ay, As, .. Ay) duroc goi 1a vecto xép bald con vecto X = (X, Xa, ... Xn) &
vecto nghiém.

M6t trurérng hop riéng da ng gquan tadm cla bai toan xép ba 16 tdng quat 1a trrdng
hop ma x = {0, 1}. Khi do ta co baitoan xép balé 0, 1.



i 6.1 Hé ma knapsack (tt)

Vecto xép ba [0 siéu ting : Trong frwtmg hop vecto (Ay, Ay, .. Ay) duoc sap lai
thann (A'y, A, ... A'y) 580 cho:

7 1a co: Z Aj < A thi vecto (Ay, Ay, ... Ay) duoc goia vecto xep balo siéu tang.
J<

Khi (A, Ay, . Ay)1a mdt vecto xép balo siéu tang ta co ngay tinh chat: M>= A 7 i
Do d0 viéc gidi bai toan xép ba 16 0/1 trd nén dé dang hon rat nhiéu.



i 6.1 Hé ma knapsack (tt)

Cach xay dwng:

1. Chon 1 vecto siéutang A = (a4, a2, . an), chon 156 M > 2 * ay. chon ngau
nhién 1 s6 u < Mva (u, M) = 1

2. Xay dwng Vecto A = (a4, @, . ay) frong ddéa = (a; * u)ymod M
3. Khoa: Kp = (A, M), Ks = (u, u™)
4. Khéng gian cac ban rd la khéng gian moi day N bit

P = (X4, X2, ..., ¥n).
.
Méa hoa: C = ':Z”f *:r!. ymod M
-]

Gidima: tinh C = C * u™ mod M sau do giai bai toan xép ba 16 0/1 vai A, C tir do
tim duoc P = (X, X2, ..., Xn).



i 6.1 Hé ma knapsack (tt)

Vidy 1: Cho hé mé Knapsack co A = (2,3, 6,12, 25), N=5 M=53 u=46,u" =
15

a) Hay tim céc khoa cua hé ma trén

b) M4 hoa va gial ma ban m4 frong (g cua ban ré M= 01001.



Bai tap 4.9: Cho hé ma Knapsack co A={11, 15, 30, 60} M="150vau=77.

a) Hay tim khoa cong khai Kg, va khoa bi mat Ks ctia hé ma trén.

b) Dé ma hoa cac thong diép viét bang tiéng Anh nguéi ta dung mét ham chuyén

ddi tir cac ky twr thanh cac xau nhi phan nhu sau:

Ky tr | Xau bit | Ky tw | Xau bit | Ky twr | Xau bit | Ky twr | Xau bit
A 00000 | H 00111 | O 01110 |V 10101

B 00001 || 01000 | P 01111 | W 10110

C 0oo10 | J 01001 | Q 10000 | X 10111

D 00011 | K 01010 | R 10001 | Y 11000

E 00100 |L 01011 | S 10010 | Z 11001

F 00101 | M 01100 | T 10011

G 00110 | N 01101 | U 10100

Khi d6 vi du xau ABCD sé duoc chuyén thanh 00000 00001 00010 00011 va cat
thanh cac xau co do dai 4 dé thure hién ma hoa. Két qua thu dwoc ban ma la mot day cac

5O = Zy,. Hay thue hién ma hoa xau P = “ANTI".

c) Gia str ban ma thu duoc la C = <120, 105, 105, 0, 60, 75, 30, 22, 22, 30>. Hay

thure hién giai ma ban ma trén dé thu duoc thong diép ban dau.




Nhan xét chung vé hé ma PKC

tr ndm 1976, nhiéu giai phap cho PKC d3 dugc néu ra nhung kha
nhiéu trong s6 d6 da bi pha v& hodc bi danh gia 1a khong thuc dung do
dung luong tinh toan 16n hodc thong tin né ra qua 16n khi ma hoa.
Mot hé thong PKC c6 thé dap ung 2 muc dich:
= Bao mat thong tin va truyén tin.
s Chuirng thuc va chir ky dién tur.
Hai thuat toan dap Gmg cac ung dyung trén thanh cong nhat 1a RSA va El-
Gamal.
No6i chung PKC cham, khong thich hop cho on-line encryption.
= Can khi yéu can tinh an toan cao va chap nhan toc d6 cham.
= Ngoai ra nguoi ta thuong sir dung két hop PKC va SKC(symmetric key
cryptosystems):
= dung PKC dé tao khoa bi mat thong nhat chung gitta hai bén truyén tin
dé thuc hién pha truyén tin chinh bang SKC sau do.



i 6.2 Hé ma RSA

RSA 1a mot thuat toan ma hoa khoa cong khai.

Pay 1a thuat toan dau tién phu hop véi viée tao ra chit ky dién tor dong

tho1 vo1 viéc ma hoa.

RSA dang duoc su dung phé bién trong thuong mai dién tir va duogc cho

la dam bao an toan vdi diéu kién d6 dai khoa du 16n.

RSA dugc Ron Rivest, Adi Shamir va Len Adleman gidi thi€u nam

1977 tai Hoc vién Cong nghé Massachusetts (MIT).

RSA duya trén tinh kho cta bai toan phén tich cac s6 16n ra thira so

nguyén to

= Biét mot SO nguyen to nhﬁq chting v&i nhau dé thu E‘Iu’(jc mot

hop so0 1a d€ con bi€t hgp s6, phan tich nod ra thura s6 nguyén to
1a kho.



i Y twong(Motivation)

= Y tudng ciia cac nha phat minh 1a gan cac thuét toan sinh
ma va ma hod véi phép toan lay luy thura trén truong  Z,
={0,1,2,..n-1}.
n Chfﬁmg han, vi¢c sinh ma cho tin X sé dugc thuc hi€én qua:
Y = X& mod(n)
= Con viéc giai ma: X = Y9mod(n)
= Do do e va d phai dugc chon sao cho: X8 = X (mod n)
= Trong d6 X la doan tin, e 1a khoa cong khal duoc sur
dung dé ma hoa, Y 1a doan tin d3 dugc ma hoa, d 1a khoa
bi mat dung dé giai ma



i Hién thuc y twong

Nguwei ta da tim dwoc cach xay dung cap sb (e,d) nay trén co s&
céng thurc nhu sau:

X% =1 (mod n) (dinh Iy O - le)
o ¢(n) la sé cac thude Z, ma nguyén té ciing nhau véi n.

m] ¢n{ ) co thé tinh dugc khi da biét t::::ng thire phan tich thura sé nguyén té
cua n, cu thé la néu da biét n = p*q (p,q la nguyén té) thi ¢n) = (p-1) (g-1).

Nguwoi ta chon e*d sao cho chia ¢(n) dw 1, hay
d=e' (mod ¢ (n),
khi dé ta sé& co diéu can thiét:
Xed = Xkdn)+1 =(X#n)d X =1 X =X (mod n)
Tom lai: Néu da biét e va
o Biét PTTSNT cda n = tim duoc d= e (mod ¢(n)) tire X9 = X (mod n)
a  Néu khéng biét PTTSNT cla n thi rat kho.



i Thuit toan RSA

Thuit toan RSA bao gom 3 buée:
1. Tao khoa
2. Ma hoa

3. (G1arma



1. Tao khoa

Pé tao cip khoa, thwe hién cac buéc sau:
1. Chgn 2 sO nguyén to 16n: p va q, voi p # q va p, q >120 chir s0. Lua chon
ngau nhién va doc lap.
2. Tinh s6 n =p.q
3.Tinh s6 ¢(n) = (p-1).(g-1) (ham phi Euler)
4.Chon s6 e sao cho 1 < €< o(n) va 1a so nguyén F(A’) cung nhau yé’i @(N) (tuc
la: ged(e, @(n)) = 1, dé dam bao e mod ¢(n) ton tai duy nhat)
5.Tinh s6 d = e mod (N)
Khi d6, ta c¢6 khoa la cac bo so:
Khoa cong khai: K, = {e,n}
Khoéa ca nhan: K, = {d,p,q}



i 2. M3 héa

= Thong diép ban dau: m (0 <m < n)
= Sir dung khoa cong khai K, = {e, n} dé tinh thong diép
ma hoa (ciphertext): €
c = meémod n



i 3. Giai ma

= Ngudi nhan dung khoa bi mat K. = {d,p,q} d¢ tinh lai
thong diép goc m tu thong diép da ma hoa c:
m =c?mod n



iVl du

- Ta chon hai sO nguyén to p va q ,véip=5vaq=7

- Tinh n =p*q=5*7 = 35.

- 9(n) = (p- D*(-1) = (5-1)(7-1) = 24

- T1i€p dén chon e thoa 1<e<n

-> chon e= 5.

- Tim d ,sao cho e*d = 1 mod(24)

-> Tinh duoc d = 29.

- Do d6: Public key =(n,e) =(35,5)
Private key = (d,p,q) =( 29,5,7)



i Vi du (tt)

Ap dung ma héa chudi sau: secure

Ta c6 bang sau:

NOI dung vi tri Me NOI dung bi
ma hoa
S 19 246099 24
E 5 3125 10
C 3 243 33
U 21 4084101 21
R 18 1889568 23
e 5 3125 10




i Vi du (tt)

Giai ma chudi secure

Néi dung bi (M=cdmodn |D{ liéu goc
ma hoa

24 19 S

10 5 E

33 3 C

21 21 u

23 18 R

10 5 e




Chohé maRSAcép=29, =43, e=11.

a) Hay tim khéa céng khai Kp, va khoa bi méat K5 cda hé ma trén.
b) D& ma héa cac théng diép dwoc viét bang tiéng Anh ngudi ta dung mét ham
chuyén ddi cac ky tu thanh cac sé thap phan c6 hai chir sé nhw sau:

Ky tw A /B |C D JE|F |G |H]|I |J K ]|L |[M
Ma hoa 00 0102|0304 [05/06|07[08]09|10 |11 |12
Ky tw N 1O |P | QR[S |T U |V WX |Y |Z
Ma hoa 13114 |15 (16 |17 |18 [ 19|20 |21 |22 |23 |24 | 25

Khi d@6 vi du xau ABC sé& dwoc chuyén thanh 00 01 02 va sau dé cat thanh cac sb
cd 3 chir s6 000 (bang 0) va 102 dé ma hdéa. Ban ma thu dwoc la mét tap cac sé = Zy,.
Hay thwc hién ma hdéa xau P = "TAURUS".

c) Gid sl ban ma thu dwoc la C = <1, 169, 1206, 433> hay thuc hién gidi ma dé
tim ra théng diép ban ré ban dau.



i 6.3 Hé ma ElIGamal

= Thuat toan ElGamal duoc gi6i thi€u nam 1984 boi Tahgr
Elgamal. Pay cling 1a mdt thuat toan ma hoéa bat doi
xung.

= Thuit toan ma hoa ElGamal ciing gom 3 budc:
1.Tao khoa
2.Ma hoa

3.G1a1 ma



ﬁ 1. Tao khoa

» Thue hién cac buoc sau

1. Chon sé nguyén té lon p, va co so a
2. Chon so x
3. Tinhsoy:y=a*modp
= Ta duoc cap khoa:
» Khoa ca nhan: {p, a, x}
» Khoa cong khai: {p, a, y}



‘L 2. M hoa
= Théong diép ban dau: M
= Dung khéa cong khai {p, a, y} dé m3 hda:
1. Chonsdk,vdil<k<p-1
2. Tinh K=y*modp
3. Sau dé tinh cap ciphertext {C,, C,}:
- C,=a¥mod p
*C,=K.Mmodp

= Nhu vay, M da dugc ma hoa thanh {C,, C, }:
M 9 {Cll CZ}
= k chi duvgc dung mét ldn, sau khi tinh {C1, C2} s& bi hay.




* 3. G1a1 ma
* Ding khoa ca nhan {p, a, x} dé giai ma {C,, C,}

1. TinhK=C*modp
* (vi C;*mod p = a** mod p = y* mod p = K)

2. TinhK*mod p
3. TinhM=C,.K" modp




‘L Vi Du Ma Héa EIGamal

= Tao khoa:

1. Chonp=97,a=5,

2. Chon x =58,

3. Tinh:y=5%=44 mod 97
= Duoc cap khoa:

» Khoa bi mat: {97, 5, 58}
» Khoa cong khai: {97, 5, 44}



i Vi Du Ma Hoa ElGamal (tt)

= M3 hoa: Thong diép M = 3:
* Chon k = 36,
* Tinh K =443%=75 mod 97
= Tinh cap ciphertext {C,, C,}:
e C,=5%=50mod 97,
* C,=75.3 =31 mod 97
= Giai ma: {50, 31}:
* Tinh K=50°8=75 mod 97,
e Tinh K'=22 mod 97
« Tinh théng diép ban dau: M =C, . K*mod p =31.22 mod
97=3 mod 97



So sanh thoi gian va chi phi can thiét
i dé pha cac khoa c6 do dai twrong rng.

Gia D6 dai khod (bit)
(USD)
40 56 64 80 128
100 nghin | 2 gidy 35 gio 1nam | 70000 ndm | 10'° ndm
1 triéu 2 giay 3,5 gio 37 nam | 7000 nam |10 nam

100 triéu | 2 mili gidy | 2 phut 9 gidy 70 nam 10% nam

1ty 2 mili giday |13 giay |1 gio 7 nam 10%°> nam

100 ty 2 micro gidy | 1 gidy 32 gidy |24 ngay 1013 nam




So sanh do dai cac khoa trong hai hé ma
hoa do1 xtrng va bat do1 xirng vo1 cung
do an toan

Do dai khoa doi xung (bit) Do dai khoa bat dbi xtmg (bit)
56 384
64 512
80 768
112 1792
128 2034




Ma do1 xirng va ma bat do1 xung

Téc d6 xtr Iy cham

Ma khoa dai

Kho trao do1
ma khoa

o
o















