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e RUi ro mat an toan dir liéu

e Giai phap bao vé dit liéu

e Cac ky thuat ma hoa
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 RGi ro mat an toan di¥ liéu

e Cac dang rui ro:
— DU liéu cd nhan duwoc s6 hda va luu trir trong may

tinh bi 10 ra ngoai (do mat may tinh, thé nhag,...)
— Nhiém virus may tinh

\ —Tin tac tan cong
e Tan cong tur choi dich vu (DoS)
* Trinh theo doi nghe lén (sniffer)
* Phishing
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Rui ro mat an toan di liéu

/  Virus may tinh la nhirng chwong trinh hay
doan ma dwoc thiét ké dé ty nhan ban va sao
chép chinh nd tao ra cac file bi nhiém trén cac
thiét bi luvu trir.

e Cac hinh thirc 1ay nhiém virus:

— LAy qua cac thiét bi lwu trir
— Lay qua email
— Lay qua internet
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/ Rui ro mat an toan dir liéu

© + Cac phuong thirc virus 1ay nhiéem qua email:

— LAy nhiém vao cac file dinh kém (attached mail) —
may tinh nguwdi dung s& khdng bi nhiém virus cho tai
khi file dinh kém bi nhiém virus duoc kich hoat

— LAy nhiém do m& mot lién két trong email — dan dén
mot trang web duwoc cai san virus, do khai thac cac 16
héng cla trinh duyét va hé diéu hanh

— LAy nhiém ngay khi m& dé xem email — chwa can kich
hoat cac file hodc mé céc lién két, mdy tinh da cd thé
bi 1ay nhiém virus, do khai thac cac 16i cda hé diéu
hanh.
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/ RUi ro mat an toan di¥ liéu

/ + Cac phwong thirc virus lay nhiém qua internet:

" — LAy nhiém qua cac file tai liéu, phan mém khi tai tur
Internet,...

— LAy nhiém khi dang truy cap cac trang web duoc cai dat
m3 ddc gay |1y nhiém virus va phan mém ddc hai vao
may tinh.

— LAy nhiém virus hodc chi€ém quyén diéu khién may tinh
théng qua cdac 16i bao mat hé diéu hanh, &rng dung san
cé trén hé diéu hanh hodc phan mém cla hang th& ba
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/ Rdi ro mat an toan di liéu

~ * Tan cong ti chdi dich vu (Denial of Service) —
ki€u tan cong khién mot hé théng may tinh
hodc mdt mang bi qua tai, dan t&i khdng thé
cung cap dich vu hodc phai dirng hoat dong.

\ e Cac dang DoS khac:

— DDoS (Distributed Denial of Service) — tan cong
tlr chdi dich vu phan tan

— DRDoS (Distributed Reflection Denial of Service)
— tan cong theo phuong phap phan xa phan tan.
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Rui ro mat an toan di liéu

* Minh hoa mét kiéu tdn cdng DoS




Rui ro mat an toan di liéu

e Tan cong Sniffer — chuwong trinh theo dai,
nghe trém, giam sat suw di chuyén cla théng
tin trén mang.

Original Connection

Attacker
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Rui ro mat an toan di liéu

e Minh hoa mdt kiéu phishing bang cach glri email cé
dinh Trojan

4) Trojan mails itselfto secondary victims

3) Hostile code ’ I
searches fordata, and
>

sends it back outto

attacker A | Attacker
1) Attacker e-mails
2) Victim double-clicks ~ Primary Trojan horseto victim
on attachment, Vicim Firewall
allowing hostile Trojan
to execute
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Giai phap bao vé dir liéu

‘

* Cac giai phap:

— Phong chong virus

— Thiét |ap xac minh 2 budc doéi vdi cac tai khoan truy
cap truc tuyén trén internet

\ — Ma hoa cac dir liéu quan trong lvu trén may tinh va
‘ trao d6i trén mang — st dung cac k{ thuat ma hoda

— Cac giai phap bao vé khac ...
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/ Giai phap bao vé dit liéu

/ « Cach phong chdng virus:

| — St dung phan mém diét virus: Microsoft Security
Essentials, Norton Symantec, Kaspersky, ...

— St dung twong Ilra bang phan cing: cau hinh trén
cac thiét bj wireless router/access point, ...

— St dung twong Ilra bang phan mém: chrc nang
twong Ira cé san cia HDH Windows, hodc cla
hang khac nhu ZoneAlarm Security Suite, ...
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/ Giai phap bao vé dir liéu

* * Thiét l1ap twong llra Firewall

— Moi di¥ liéu lru thong tw bén trong hoac bén ngoai
déu bi kiém soat tai twong Ilra va chi cac dir liéu
duogc phép mdéi di qua twong Itra.

— Cai Firewall trong HDH Windows 7: Control Panel
— System and Security — Windows Firewall
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- Giai phap bao vé di¥ liéu

* Twong lra dugc dat gitta mang noi b6 vai internet

N -

coming in

E-.

\ ,’ FIREWALL W J,//—\-.
\\ Private | All W o
. Network | /  Traffic Out ~
The Internet
\_.~\-/\\-~ ,”/
Traffic filtered A
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Giai phap bao vé dir liéu

e Xac minh 2 buwdc (two-step verification)
— xac thuc 2 yéu to (two-factor authentication)

Step 1 Step 2 2

Email/Username

your-username

Password Enter code
KRXREXRR 123456
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- Giai phap bao vé di¥ liéu

e Xac thuc 2 yéu to:

— Phuwong phap xac thuc nguoi dung dua vao yéu
td ngudi dung biét (knowledge factor) va yéu to
nguoi dung so hitu (possession factor)

5

o i
! 1|

' SOMETHING.

SOMETHING |

e.g. digital certificate,
security token or mobile phone

e.g.user |ID and password
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Cac ky thuat ma hoa

~ * Muc dich

Pam bao an toan cho cac théng tin duoc lwu gilt,
va dam bao an toan cho théng tin khi truyén phat
trén mang.

Cac ky thuat ma hoa co ban
Thuat toan bam - ham bam (Hash function)
M3 hod doi xirng — ma hda khod bi mat
M3 hoa bat doi xirng — m3 hda khoda cong khai
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Thuat toan bam

* Thuat toan bam tao ra ma bam (hash code) tv

mot khoi dit liéu, cd cac dac tinh:

1. Do dai dau ra cd dinh v&i moi thuat todn

2. Khoi di¥ liéu dau vao gidng nhau thi m3 bam
gidng nhau

3. Khi biét ma bam rat khé tim ra dwoc khéi dir liéu
ban dau

4. Hai khoi dir liéu gan giéng nhau thi tao ra 2 m3
bam tuong doi khac nhau
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Thuat toan bam

» Khéi dir liéu ban dau — Ham bam — M3 bam
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' Thuat toan bam

= Minh hoa thuat toan bam:

Input Digest
Fox ”“’E’a“;ha“h" DFCD 3454 BEEA 788a 751A
. 636Cc 2403 7003 CcAIld Zn17

function

The red fox cryptographic D086 46EE FETD CBEZ 823c

JUrmps aweEr hash ACC7? 6cD1l 90B1 EEGE 3ABC

the blue dog function

U bl ot ”FF’E“JLE'PH‘ SFD8 7558 7851 4r32 D1CE

Jumps ouer as "

the blue dog function 7681 7343 4 813

E:;:‘i:zf ”FF’E’E‘JELE'P*"‘ FCD3 7FDEB BAFZ CEFF 915F

the blue dog funchion D401 cOR9 7DI9A 46AF FB4SH

The red fox crypt_lngrhaphic e

jumps oer as HaE

the blue dog funchion 1793 7n88 BCrE 3283 GAGC
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Thuat toan bam

» CAc giai thuat phd bién:

— CRC32 (Cyclic Redundancy Check): ma bam dai 32 bit

— MD5 (Message Digest algorithm 5): ma bam dai 128 bit
— SHA1 (Secure Hashing Algorithm): ma bam dai 160 bit

— SHA256 (Secure Hashing Algorithm): ma bam dai 256 bit
— SHA384 (Secure Hashing Algorithm): ma bam dai 384 bit
— SHA512 (Secure Hashing Algorithm): ma bam dai 512 bit
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' Thuat toan bam

~» Ung dung ca ham bam:

— Chong va phat hién xam nhap — so sanh gia tri
hash cua mot file/mau dir liéu véi gia tri trude do
dé kiém tra file/mau dir liéu dé co bi thay doi hay
khdng

— Tao chia khda tir mat khdu — lwu gid tri mat khau
dudi dang ma bam

— Phéi hop véi ma héa khéa cdéng cong dé tao chir
ky s0.
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U'ng dung ctia ham bam: lwu mat
- khau

pang ky  |-oassihueng Ma héa

l pass md5

Thanh cong

Database

Pass trony dala

Pass ma hoa khi dang nhilp
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U'ng dung cila ham bam: tao chir ky

I\’
hash of private key
dncum< i
| agree to pay hash []
55000 for the — \ as . 70eefld235d6ea3h )
function 4218362¢c752a0b75
software n
docurment digital
bei .
Si;"egd signature ————___|_222f472098335655
B229215e1e08c2d
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Ma hoa khoa bi mat

* Md hod khod bi mdt — mé hod déi xirng

— Phuong phap ma hda st dung mot khoa cho ca
qua trinh ma hoa (thwc hién boi nguoi guri) va
qua trinh giai ma (thuwc hién boi nguoi nhan)

B%&=%&
L AR NN RN N #*(%=# LA RN EEN RN RN FEN NN
; ' $#n? . '
E Hello! ' : '
: " ooooen : '
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Ma hoa khoa bi mat

. * Cac phuong phap phé bién:

— Ceasar: quay vong bo ky tv

— DES (Data Encryption Standard): ho tro v&i khda dai 64
bit

— RC2 (Rivest Cipher 2): ho tro véi khoa dai tir 40 dén
128 bit

— AES (Advanced Encryption Standard): ho tro vdi khda

dai 128, 192 hoac 256 bit. Con duoc goi vdi tén la
Rijndael

— TripleDES: ho trg khda dai 128 hodc 192 bit. Con duworc
g0i |3 3DES
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Ma hoa khoa bi mat

e Ma hoa Ceasar:

—MAat m3 thay thé — moi ky tu trong van ban
duoc thay thé bang mét ky tu cdch nd mot
doan k trong bang chit cai dé tao thanh ban
ma.

—Ma hda E,(x) = (x+k) mod 26

— Giai ma D, (x) = (x-k) mod 26

\
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\

Ma hoa khoa bi mat

 Vitricacky tu trong bang chit cdi tiéng Anh

A B | C | D E F | G | H I J
OO | 0102|0304 05|06 | 07| 08| 09
K L M| N | O | P | Q| R | S T
10 11|12 13 | 14 | 15 | 16 | 17 | 18 | 19
u v | w | X|Y | 2| A B | C | D
20 1 21 | 22 | 23 {24 | 25 | 00 | 01 | 02 | O3
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Ma hoa khoa bi mat

 * Phép toan modulo:

— Cho s6 nguyén duong n, hai s6 nguyén a, b
duwoc goi la ddng du theo modulo n néu
ching co cung s6 du khi chia cho n.

—Tuong duwong (a - b) chia hét cho n.

\

— Ky hiéu: a=b (mod n)
—Néua=b(modn) thia+z=b+z(mod n)
—Vidu: 26 =0 (mod 26) thi

26-15 = 0-15 (mod 26), trc 11 =-15 (mod 26)
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- Ma hoa khoda bi mat

Vi du m3 hda Ceasar: ma hda chudi ATTACK

vOi k=23

— E,5(A) = (00+23) mod 26 = 23 - X
— E5(T) = (19423) mod 26 =16 2 Q
— E5(T) =(19423) mod 26 =16 2> Q
— E,5(A) = (00+23) mod 26 =23 - X
— E,5(C) =(02+23) mod 26 =25 > Z
— E,5(K) = (10+23) mod 26 =07 - H
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M3 héa khéa bi mat
4 « Gidi m3 chudi YVCCFNFICU, biét k=17 ?

 Giai m3 chuoi NBIPBNBUNBDFBTBS,
bietk=1

 Giai ma chud6i RFMTFMFXMKZSHYNTS,
biétk=5

 Giai ma chuoi NBIPBLIPBCBUEPJYVOHSTB,
biét k = 25

=y
y

i
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Ma hoéa khoéa cong khai

 Md hod khod céng khai — mé hod bat déi
xuwng
— Phuong phap ma hda st dung cap khoa, mot
khod (khda public cia nguwei nhén) dé m3 hod
thong diép va mot khoa khac (khoa private cua
ngudi nhdn) dé gidi m3

S
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Ma héa khoa cong khai

e Chon mot s6 ngau nhién I&n dé sinh c3p khda

Alice

52EDB79E
70F71D92

—

$6 ngdu nhién
I6n

Khoa eéng khai

cua Alice

Chdc nang
sinh khoa

Khoa bi mat
cua Alice
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Ma hoéa khoéa cong khai

* Dung khod cong khai dé ma hda, nhung dung khod
bi mat dé gidi m3
Bob

Encrypk

Alice's
public key

-
Alice mipt

Alice's

private kKey
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Ma héa khoa cong khai

* Dung khod bi mat dé ky mét thong bdo;dung khod

cong khai dé xac minh chir ky

Alice

YEC DAL

x 4
\ '
MO

RREATRAA
BBEA788A

‘

Che 16l va Ky h
N ) .I‘ .
éﬁ% ‘J’ » (ahoa)

Khoa bi mét
cuda Alice

_(Gléi ma)

Khoa céng khai
cua Alice
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Ma héa khoa cong khai

e Cdac gidi thuat pho bién:
— Diffie-Hellman
— DSS
— RSA
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Giai thuat ma hoa khéa cong khai RSA

~ « Gidi thuat RSA:

— tac gia Ron Rivest, Adi Shamir va Len Adleman
phat minh vao nam 1977

— Y tudng: néu biét trwdc modt s6 nguyén I&n n, rat
khé dé tim ra 2 s6 nguyén t6 p va g ma tich cdia né:
p*q=n
(bai todn phén tich n ra thira sé nguyén to)

— N&u n dd I&n (chiéu dai 1024 dén 2048 bit) — kha
nang pha m3 gan nhw khéng thé |
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Giai thuat ma hoa khéa cong khai RSA

& - Cic budc tao cap khda cua giai thuat RSA:
Chon 2 s6 nguyén tdé lén pva q vdip #q
Tinh n = p*q

Tinh gia tri ham s6 Euler ¢(n)=(p-1)*(g-1)

=BT

Chon mot s6 tw nhién e sao cho 1 < e < ¢(n) va
UCLN(e, @(n)) =1

5. Tinh dsaochod*e mod ¢(n)=1
e Khoa cong khai: (e,n)
e Khoa bi mat: (d,n)
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Giai thuat ma hoa khéa cong khai RSA

e Ma hoa:

— Gia s&r Bob mudn giri thong diép m cho Alice. Luc nay Bob
cd m va biét (e,n) do Alice gtri. Bob sé& tinh c la ban m3 hda
cua m theo cong thirc:

[ c=me¢modn ]

\

e Giai ma:
— Alice nhan c tir Bob va biét khéa bi mat d. Alice cd thé tim
dwoc m tuw ¢ theo cong thire sau:

[ m = c4 mod n ]
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Giai thuat ma hoa khéa cong khai RSA

- Viduchonp=3vaq=11

- Tinhn=p*qg=3*11=33

- Tinhd(n)=(p-1) *(q-1)=2*10=20

— Chon esaocho1<e<@(n)va UCLN(e, p(n)) =1.Laye
=7

— Tinh d sao cho (d * e) mod ¢(n) = 1. Giai phap lad =3,
vi (3*7)mod20=1

— Khoa cong khai la (e, n) => (7, 33)

— Khéa bi mat la (d, n) => (3, 33)

— Ma3a hda thong diép m = 2 thanh ¢ = 2’ mod 33 = 29

- Twc=29,giaimdaram=29"mod 33=2
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- Giai thuat ma héa khéa cong khai RSA

e Bai tap:
—Cho 2s6 nguyéntéop=11vaqg=13
—Tim public key va private key
—Ma hoda thong diepm =2
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- Giai thuat ma hoa khoa cong khai
RSA

Tinh d(n)=(p-1)*(g-1)= 120

Tim e sao cho: 1 < e < ¢(n) va UCLN(e, d(n)) =1
e=7/

. Tinh d sao cho (d * e) mod Pp(n) =1

g = &=p(n)+1)

e

, Vi k 1a s6 nguyén duong
d =103
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- Giai thuat ma héa khéa cong khai RSA

e Bai tap thém:
—Cho 2s6nguyéntdop=11vaqg=>5
—Tim public key va private key
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- Giai thuat ma héa khéa cong khai RSA

e Bai tap:
—Cho 2s6nguyéntop=17vaqg=>5
—Tim public key va private key
—Ma hoda thong diepm =2
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