Cong nghé thong tin

PANH GIA HIEU NANG BAO MAT CUA MANG VO TUYEN
CHUYEN TIEP VA GAY NHIEU CO LUA CHON HAI CHANG

Chu Tién Diing'", V& Nguyén Quéc Bao®, Nguyén Tung Hung’

Tém tit: Bdo mdt thong tin & 16p vt 1y dang thu hit dwoc nhiéu sw quan tam
ciia cdc nha nghién ciru. Cu thé, gdy nhiéu nhan tao dang la mét cdch tiép cdn hiéu
qua trong truyén thong hop tac, kj thudt nay dwoc goi la hop tdc gdy nhiéu. Cho
dén nay, hau hét cac nghién ciru déu sir dung ky thudt Khuéch dai va Chuyén tiép
(Decode and Forward - DF). Trong bdi bdo nay, ching t6i quan tam dén giao thirc
Ngdu nhién va Chuyén tiép (Random and Forward - RF), niit chuyén tiép dir liéu
dén dich la nit dwoe chon. Pé danh gid hiéu ndng bdo mdt ciia mé hinh dé xudt,
chiing t6i diwa ra biéu thirc dang déng ciia Xdc sudt dirng bao mdt (Secrecy Outage
Probability - SOP), Xdc sudt bio mdt khdc khéng (Non-zero Secrecy Capacity
Probability - PrNZ) va Dung luong bdao mdt trung binh (Average Secure Capacity -
ASC). Cudi ciing, ching téi thire hién mé phong Monte-Carlo dé chitng minh cdc
phan tich.

Tir khoa: Xéc suat ding bao mat, X4c sudt bio mat khac khong, Dung lwong bao mét trung binh, Chuyén tiép
va gay nhiéu c6 lwa chon.

1. PAT VAN DE

Ngay nay, hé thong thong tin vo tuyén cling duoc md rong va phat trién khong
ngimg, cac thiét bi di dong dugc ngudi dung st dung rong rdi v6i nhidu dich vu
dugc cung cap boi cac nha cung cap dich vu vién thong. Do dic tinh quang ba cua
kénh truyén vo tuyén, cac thiét bi phat déu co thé bi nghe 1én boi bat ky thiét bj thu
nao trong ving phu séng nén ngudi sit dung hé thong théng tin vo tuyén ding
trudc nguy co mat an toan dir liéu. Pé dam bao an toan thong tin cho hé thong
truyén thong vo tuyén, cac hé thong truyén théng truyén thong thuong thuc hién
ma mat tin hiéu bang cac thuat toan ma dbi ximg, ma khong ddi xtng, cac thuat
toan nay thuong dwoc ap dung & 16p ung dung. Tuy nhién, do hé théng truyén
thong vo tuyén dugc phan bd trén dia ban rong, cac thiét bj dau cudi co tinh di
dong cao va thong tin dugc truyén lan trong méi truong vo tuyén pha dinh nhanh..,
Do do, st dung k¥ thuat ma hoa va giai ma s€ khoé khan va kém hiéu qua.

Dé khéc phuc nhiing han ché vé bao mat cta hé thong truyén thong vo tuyén, gan
day cac nha nghién ciru trén thé gidi tap trung nghién ciru, khao sat cac déc tinh vat
Iy ctia hé thong truyén thong vo tuyén dé cai thién hidu nang bao mat ctia hé thong.

Tién phong trong nghién ciru vé bao mat 16p vat 1y phai noéi dén phan tich 1y
thuyét vé 1y thuyét bio mat thong tin ctia Shannon [1], theo dé mirc d6 bao mat cia
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hé thdng thong tin vo tuyén phy thudc vao sd lugng thong tin nhitng ngudi nghe
1én biét duge. Hé théng chi c¢6 thé dat duoc bao mat hoan toan khi nguoi nghe 1én
khong thu dugc thong tin. Sau do, trong nghién ciru [2], Wyner chi ra rang khi
kénh truyén ctia nguoi st dung hop phap c6 didu kién truyén lan tét hon so véi
nguoi nghe trom thi co thé dat dugc bao mat hoan hao ma khong can phai mat ma
hoa dir liéu. Két luin nay ciing di dugc mé rong trong [3] qua kénh Gaussian, tac
gia chi ra rang dung luong bao mat 1a sy khac nhau gitta dung lwong cua kénh hop
phap va kénh nghe 1én. Tuy nhién, khi cac diéu kién kénh trong mang thong tin vo
tuyén khong thuan loi cho nguoi dung hop phap, ty 18 bao mat c6 thé rat thap hoic
tham chi giam xubng khong.

Trong cac nghién ctru vé bao mat 16p vat 1y, giai phap truyén thong hop tac
dang dugc nhiéu nghién ctru va duoc danh gia 13 mot trong nhitng giai phap hiéu
qua. Muc dich ctia bao mat 16p vt 1y trong truyén thong hop tac 1a ngin chin qua
trinh nghe 1én thong tin lan truyén tir nut ngudn sang nat dich, qua trinh hop tac
chuyén tiép thong tin thong thuong 1a ngiu nhién. Pé dat duoc mic d6 bao mat
cao hon, mot sé giai phap nhu: i) Iya chon nut chuyén tiép da dugc dé& xuit nhim
tang d6 loi cuia kénh hop phap; ii) hop tic gdy nhidu lam han ché kha ning thu
nhan va gidi ma thong tin cuia nut nghe 1én.

Trong bai bao [4], tdc gid va cac cong su nghién ciru hi¢u nang bao mat cua
mang vo tuyén hop tac hai ching st dung ky thuat DF, c6 su hién dién ctia mot nat
nghe 1én. Két qua cta bai bao, tac gia dua ra duoc biéu thirc dang dong cua dung
luong bao mat egodic. Trong [5], Wang lai tiép tuc khao sat v6i cing md hinh
trong [4] v6i nhiing phan tich sau hon nhu anh hudng cia trang thai kénh truyén
khong hoan hao 1én mé hinh va c6 sy hién di¢n cua nhiéu nat nghe 1én, tuy nhién,
bai bao ciing chi dung lai & két qua dung luong bao mat trung binh va t6i wu hé s6
phan bo cong suat tai cac niit chuyén tiép. Trong [6], tac gia dé xuat mo hinh mang
truyén thong hop tac hai chiéu bang k¥ thuat chuyén tiép DF. Trong bai bao [7],
khao sat mot mang vo tuyén chuyén tiép hai ching sir dung k¥ thuat Khuéch dai va
Chuyén tiép (Amplify and Forward - AF), ¢6 sy hién dién cia mot niit nghe 1én.
Két qua bai bao, tac gia dé xuit ba kich ban dé so sanh, do la: k¥ thuat lga chon nut
theo gia tri SNR ttrc thoi; lua chon nut chuyén tiép théng thudng; lua chon nat giy
nhidu thong thuong va lua chon nut chuyén tiép tdi wu. Trong [8], bai viét dé xuat
mo hinh mang v6 tuyén hop tic gdm bdn nit, danh gia hiéu ning bao mat cia mo
hinh d& xuat khi nat chuyén tiép dong vai tro 1a chuyén tiép hay giy nhiéu. Hai
kich ban da dugc khao sat va so sanh trong [8], d6 13 kich ban truyén thong truc
tiép két hop voi gay nhidu va kich ban truyén thong chuyén tiép. Trong [9], k¥
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thuat chuyén tiép RF da dugc nghién ctru ddi véi hé théng truyén théng vo tuyén
hop tac, tuy nhién van dé bao mat chua duoc dé cap toi.

Trong bai béo nay, ching t6i nghién ctru kha ning bao mat ctua hé théng hé
théng truyén thong vo tuyén hop tac sit dung ky thuat chuyén tiép RF dé nut nghe
1én khong két hop dugc dir liéu & cac ching. Gia thiét mo hinh kénh 1a pha dinh
Rayleigh, bai bao s& khao sat va phan tich xac sudt ding va xac suat dung luong
bao mat khac khong, dung lugng bao mat trung binh nham d4nh gia hié¢u ning bao
mat cua hé théng. Bén canh do, tac gia cling thyc hién so sdnh hi¢u nang bdo mat
ctia hé thong truyén thong vo tuyén hop tac gay nhiu va chuyén tiép ¢ lya chon
v6i gay nhiéu va chuyén tiép ngiu nhién.

Phén con lai ctia bai bao duge to chitrc nhu sau: Muc 2 mé ta mé hinh hé thong.
Trong muc 3, ching t6i phan tich tinh toan tham sé danh gia hiéu ning bao mat
ctia md hinh dé xuét. Két qua mé phong dugc trinh bay trong muc 4. Cubi cing,
chung t6i1 thuc hién két luan két qua dat dugc cua bai bao trong muc 5.

2. MO HINH HE THONG

,//”7R,E
6 @
Pha thir nhét Pha thi hai

Kénh di liéu
__________ Kénh gay nhiéu
—_——— = Kénh nghe trom

Hinh 1. Mé hinh hé thong.

Xem xét mot mang vo tuyén hop tac dwoc minh hoa theo hinh 1. Trong mé
hinh, gém c6 mot nut nguén - § va mot nut dich - D. Gia str, khong c6 sy két ndi
tryce tiép tir nt ngudn dén nat dich, viée truyén thong giira hai nat phu thudc hoan
toan vao su gitp d& cua M nit chuyén tiép R, v&i n=1,2,...,M. Ton tai mot nit
nghe 1én - E - c¢d ging thu thap thong tin duoc phéat ra ctia nit ngudén va nut
chuyén tiép trong qua trinh truyén dit liéu. T4t ca cac nit trong md hinh duoc trang
bi mot anten va hoat dong & ché do ban song céng. Chung t6i gia dinh rang, nit
phat c6 day dii thong tin trang thai — CSI — ciia ca hai kénh chinh va kénh nghe

trom. Nhu vay, qué trinh truyén dir liéu tir ngudn dén dich xay ra trong hai pha.
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Trong pha dau tién, nat ngudn thuc hién phat quang ba thong tin, lac nay M —1
nut chuyén tiép va ké ca nut nghe 1én déu thu nhan dugc thong tin. Ciing trong pha
nay, dé uu tién cho viéc gdy nhiéu nhim han ché nut nghe 1én thu duoc dit lidu tir
nat ngudn, nat chuyén tiép co do loi kénh truyén cao nhat dén nit nghe 1én s& duoc
Iwra chon dé thuc hién gay nhiéu cho nat nghe 1én, ky hiéu 1a R,. Ta ky hiéu R, 1a
nat chuyén tiép duogc lua chon dé chuyén tiép thong tin tir ngudn dén dich ¢ pha
tiép theo v6i R e(1,2,...,M —1), Vs, 12 d0 loi kénh truyén tir S dén R, va Ve 12
d6 loi kénh truyén tir R, dén E .

Vi vay, Vrp=aAgMax, .,  y7Vrr. (D

Vi toan bo cong sudt phat ctia nat ngudn 1a P, ta c6 thé phan bo cong sut cho
nat S va nat chuyén tiép R, tuong ing 1a aP va (1-a)P, gia tri « dé dam bao
cong sut thu tai nit nghe 1én khong vuot qua P, v6i 0<a <1. Do d6, twong tu
nhu trong [10], dung luwong kénh truyén ciia duong truyén tir S dén R, va clia R,

dén E duoc biéu dién nhu sau:

1 aPyg,
C* =—log,| 1+ = |, 2
1 > gz[ N, ( )
P
CPe = Tlog, | 14— 10|, ()
2 N, +(1- a)PyRJE

trong d6, N, 1a bién ngiu nhién ciia tap 4m Gaussian, gia tri 1/2 cho biét qua trinh
truyén tin dugc dién ra trong hai khe thoi gian.

Dung lugng bao mat cua pha dau tién 1a mot dai lugng 16n hon khoéng va dugc
dinh nghia 1a sy chénh 1éch gitta dung luong chuén hoa tac thoi cua kénh dir lidu
va kénh nghe 1én trong pha dau tién [11], cu thé dugc biéu dién nhu biéu thirc sau:

C]Sec = max (0, C]Data _ C]Eve ) (4)

Trong pha thir hai, dé uu tién cho viéc chuyén tiép dir liéu dén dich, ntit chuyén
tiép c6 do6 loi kénh truyén cao nhit dén dich duoc lya chon dé hop tac chuyén tiép
dit liéu dén dich. Nut chuyén tiép t6t nhat d6 khong phai 1a nit gay nhidu R, tai
pha thtr nhét. Sau khi lua chon dugc nit chuyén tiép t6t nhat dé chuyén dir liéu, nut
chuyén tiép c6 d6 loi kénh truyén t6t nhat dén nat nghe 1én trong sé M —1 nut
chuyén tiép con lai dugc lya chon 1am niit gdy nhidu cho nut nghe 1én (ky hiéu la
R). Luu ¥ rang, tit ca cac hé sd kénh truyén bi thay d6i sau mdi pha, vi vay nit

gdy nhidu R tai pha nay c6 thé 1 gidng hodc khac v6i nat gdy nhidu tai pha thir
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nhit. Trong pha ndy, ta quan tdim dén do loi kénh truyén tr R, dén D, va tr R,

dén E, chung duoc biéu dién twong Gmg nhu hai biéu thirc duéi day:

Yrp =MaAX, 15 MmVRrD> ®)

,,,,,

Vre =MaxX, 15 wmaVrE: (6)

-----

Tuong tu nhu trén, cong sut phat cia nut R, dugc phan bb gibng nhu cong
sudt phat ctia niit nguon 1a «P, trong khi d6 cong suat phat cia nit R 1a (1-a)P.

Do d6, dung lugng kénh truyén tir R. dén D, vatir R, dén E la:

aP
cP = log, [1 P j @)
2 0
aP
CZE\fe :llogz 1+ }/R(,E ) (8)
2 N, +(1- a)PyRAE

Nhu vay, dung luong bao mat ciia pha thir hai dugc biéu dién nhu biéu thirc sau:
Cy* = max(0,CY" - C). 9)
3. PHAN TiCH HIEU NANG BAO MAT
3.1. Xac suit dirng bao mit - Secrecy Outage Probability (SOP)
DPé dua suy hao dudng truyén vao trong tinh toan, ta mé hinh hoa Ag bO1
g =d% [¥ vOi ¥ =P[N,va df; 1akhoang cich tir S dén R, va £ 1 hé so suy
hao duong truyén.

Trude hét, xac suét dirng bao mat cua pha dau tién duoc tinh tuong ty nhu cac
nghién cuu [10, 12, 13].

1+ a??’s&.
ayYse
1+ (1=a)77p

out

P, =Pr(C3 <R,) =Pr <p|=m{x<2tepn ] (0)
a

1+

trong d0, p=2"% voi R, 1a ngudng toi da dé nut chuyén tiép c6 thé giai ma tin

Vs

— 1a cac bién ngau nhién phan bd mil véi trung
1+ (1=a) 77

hi€u. X, =pyg ., X, =
binhla Ay, =df /7.

Do do,
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1o -1
Palut = Io |:1 - exp(_ﬂvs&, pTJ exp(_/ISRL PX; ):| fx2 (xz )dxz
(11)
1) e
=1- exp(—/ls& pT] jo exp(—/is& PX, )sz (x2 )dxz,
trong d6, f (x,) la ham phan b6 xac suat (PDF) ctia X, . Dé tinh duoc biéu thirc
(11) chiing ta tim PDF cua X, .
777/SE

, , Y .
Trudc hét, ta viét lai: X, = = ! ,VOL Y =9, Y, =7y, ..
C 2 1+(1_a)77/RJE 1+(1—0{)Y2 1V = Yses 2 = VVRE

Y, 12 bién ngu nhién phan bd mil véi trung binh 1a A, = d”. /7, do do:
Fy (xz) = J. [l—exp(—lSExz)exp(—ﬂSE (l—a)xzy2 )]fy (yz)dyz, (12)
0

trong do, PDF ctia Y,, dugc ky higula f, (y,), duoc dua ra nhu sau:

OF, (y
1y (1) = )
B )’2 Y (13)
_ z(_l)mﬂ ( . \JmﬂR/E exp(—mﬂR‘,Eyz ),
m=1
trong d6, A, , =dy /7.
Thay thé (13) vao (12), ta duoc:
FX2 (xz ) =1- exp(_iSExz ) I exp(_iSE (1 - a)xzyz )fy2 (yz )dyz
) N (14)
m+ Q)
- 1—;(_1) ! [ mj m :xz exp(—Agx, ),
A
trong do, w, = e
g (1-a)
Chung ta c6 duoc biéu thirc (15) nhu sau:
fo (%) i( l)mﬂ [M] @, exp(—Agx, ) . @, Agy eXp(—Ag; X, ) (15)
X, )= - .
o ? m=1 m (a)m + XZ )2 wm + xz

Thay thé biéu thirc (15) vao (11), ta c6 duoc xac suat dimg bao mat ciia pha dau
tién la:
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B, =1- exp( —As ,0;1 mH [ ] A P+ Ag )a) exp((ﬂ‘s&p + Ay )wm)
XE ((Z'SR p+/lSE) )+(0 A’SE eXp SR ID+/15E @ )El ((X’SR(‘ID+/,{’SE)0)I"):| (16)
=1 —exp(—ﬂSRb P 1 m” ( )
Ca )= 1
X |:1 - ﬂ'SR( Pa, exp((ﬂSRL P+ ﬂ’SE)a)m )El ((ﬂSRL P+ ﬂ’SE)a)m ):|>
v6i E (. la tich phan ham mi.
Xéc suit dimg bao mat & ching thir hai la:
P, =Pr(Cy* <R,)
o o 17)
YVrE
1+(1- a))/le_E

_ j F (_+ pxz}/é (2,)z,

TV rE
1+(1- 0‘)777R, B
phan bb tich lity (CDF), dugc cho boi:

F, (x)= (1 —exp(—ﬁk Dx))w1
o ~ (18)
=1-Y (-1)" (M 1]exp(—u/1RLDx).

trong do, Z, = va Z, =7y, , 1a bién ngau nhién phan bé mii cua ham

Vi vay, ta c6 thé tinh biéu thie (17) nhu sau:

P, —I—MZ“I(—I)Ml (M _ljexp[—u}ik Dp—_lj fexp(—ulk Dpzz)fz (Zz)dzz, (19)
e a e 2

u=l1 u 0

Tuong ty nhu (15), ta tinh duge PDF cua Z, nhu sau:

M- _ exp(—1 A, expl—A
fZZ (22): (_1)m+l (M 1j[¢m Xp( R(§Z2) n ¢m R.E Xp( RL,EZZ) , (20)
m=1 m (¢m + zZ, ) (Dm + 2
mA
trong do, ¢, AL
(1-a) A s
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Thay thé (20) vao (19), chiing ta nhan duoc biéu thirc xac suat dimg bao mat
ctia ching thir hai nhu biéu thirc (21).

M-1 — —
P =1-> (—1)”1 (M 1jexp(—u/1k R P_lj
¢ (04

u=l1 u

€2y

§ M-l (_l)m+l {Mm— lj[l —Uly p PP, exp((ﬂ,R‘E + ARlDup)gom )El ((J,R‘E + erDup)qom )J

m=

Dung lugng bao mat toan hé théng truyén thong hop tac 1a dung lugng bao mat
nho nhit ciia cac ching chuyén tiép, dugc biéu dién bai biéu thirc sau:

OS5 — min(Clsec , CZSec )’ (22)

ele
Tir (22), x4c suét dirng bao mat ctia toan hé thdng dugc tinh boi:

P =1-(1-P,)(1-P,). (23)

out out out

Thay thé (16) va (21) vao (23), ta ¢6 dugc két qua cia P

out

3.2. Xac suat dung lwong bio mat khiac khong - None-zero secrecy capacity
probability (PrNZ)

Xac sudt dung lugng bao mat khac khong 13 xac suat ma gid tri €% >0. Cu thé,

theo mo hinh bai toan, P*> duoc biéu dién nhu (24):

non

Poe =Pr(Ch > 0)

non e2e
= Pr(min(C*,C})>0) (24)
=Pr(C* >0)Pr(C* >0).

Trude hét, ta tinh xac sudt dung luong bao mat khac khong cua pha thir nhét
Pr(C* >0), tir cac biéu thirc (2), (3) va (10), ta ¢6:

Pr(qsec > 0) - Pr(WSR( > 1"‘(17_/7#77&5}: ‘!‘ exp(_;LSR(‘ X )fxz (xz )dxz, (25)

Thay thé (15) vao (25), twong tu nhu tinh toan & trén, ta co:

Pr(Clsec > 0) = f:(—l)m+l (Mj[l — A @, CXp((ﬂ,SR(‘ + Ay )a)m )El ((ﬂ’SRl + Agp )a)m ):|a (26)

m=1 m

Xéc suit dung lugng bao mat khac khong cua pha thir hai:

, _ V n
Pr(C) > 0)= Pr[;/;/R > —_J
‘ 1+(1—a))/)/RE
' 27)

-1

=3 (1) (Mu_l) jo” exp(-uly px) /,, (2,)dz,.

u=1
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Thay thé (20) vao (27), ta c6 duoc biéu thirc cua dung lwong bao mat khac
khong cua pha thir hai:

Pr(Czsﬂ S 0) _ E(_I)M (M - 1)3’1"(_1)’%1 [Mm_ lj[l —uky p @, exp((ﬂ“ + lRLDu)gpm)E, ((AR’E + ﬂ,,wu)(pm )} (28)

u=1 u m=1

y szl(,l)mﬂ [M’n— 1][1 714]_&0(0’” exp((ﬂR’E + ﬂR(Du)q)m )El ((AR,E + ﬂR‘Du)(o,,, )j|
3.3. Dung lwgng bdo mét trung binh - The average secrecy capacity (ACS)
Gia tri dung lugng bao mat trung binh dugc tinh boi biéu thuc
+oq e2e
- [l g (29)
P

Trude hét, ta viét lai biéu thirc (23):

voooo(M 2 A A
P =1=3 (—1)" ( ){exp(ijexp(—ipJ — Ay PO, exp(i + lsgwmj
m=1 m a a a

1 & (M-l
xexp| —4 (a)m——jij A P+ A, wm} -1 [ ]
o002 o (s o) (S (M, 50
= a(M-1 A A A
x> (-1)" 1[ . j[exp(u;‘[’)exp(—u;‘” p]—uﬂmp% exp[u aR‘D +/1R,E(pmj
m=1

X exp(—u/IRrD ((/}m - éjp]exp((ﬂ,&g + lR(Dup)(pm )E1 ((ﬂ‘R,»E + lR(‘Dup)wm )}

Thay thé P vao biéu thirc (30), ta c6 dwoc biéu thirc chinh x4c ciia dung
luong bao mat trung binh C .
3.4. So sanh véi phwong phap giy nhiéu va chuyén tiép ngiu nhién

Tuong ty nhu khao sat v6i kich ban chuyén tiép va gy nhiéu c6 Iya chon da
duogc gidi thidu ¢ phan trén. Tuy nhién, kich ban dugc phan tich theo phuong phap
chuyén tiép va gay nhidu ngau nhién.
3.4.1. Xdc sudt dirng bdo mat

Ciing twong ty nhu kich ban chuyén tiép va gy nhidu c¢6 lya chon, gia sir cong
sudt phat ciia nat S 1a P, va cong suat phat ciia nut gay nhiéu ngau nhién R, 13

(1-a)P . Vay, xac sudt dimg bao mat ctia pha thir nhat duoc biéu dién boi:

P, =Pr(C <R,)

out

1+ayy,
=Pr 775t <p 31
1+ aWSE

1+(1-a) 77y,

Tt -1
= J. (1 —exp (_}“SR( pT — Asg P%; )jf)g (x3 )dx,,
0
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trong d(,), X3 Zﬁ.
R.E

Tinh ham PDF cua X, ta duoc:

@ Dy Asi
X, )=—2——exp(—Aq.x, )+ exp(—Aqx; ), 32
fX3( 3) (a)0+x3)2 p( SE 3) o, + %, p( SE 3) (32)
trong do, o, z%.
SE

Do d6, xéac suit ding bdo mat tai pha thir nhét cua kich ban nay la:
-1
})olur =1- exp(_Z’SRL ij[l - /1313(, P, exp((iSch + Ay )wo )El ((ASR(‘p + Agg )wo )} (33)

Tiép theo, ching t6i khao sat pha thir hai trong qua trinh truyén tin cua kich ban
chuyén tiép va gay nhiéu ngiu nhién. Trong M —1 nut chuyén tiép con lai, hé
thong ngau nhién Iya chon mot nut chuyén tiép hoat dong véi vai tro 1a nut gay
nhiéu, ky hiéu 1a R, . Gia st nhu trén, néu cong suat phat ciia nit R 1a P, khi d6
cong suat phat ctia nit gay nhiéu R, s& 1a (1-a)P. Do d6, x4c suat dimg bao mat
ctia pha thtr hai dugc tinh béi biéu thirc:

P, =Pr(C* <R,)
1+ a7y (34)
— <pl
YV rE
1+ (1 — 0{)}77/RIE

=Pr

1+

Tuong tu nhu tinh toan & pha tha nhat, ta c6 duoc xac suat dung bao mat cua
pha thir hai theo biéu thuc (35).

})oit =1- exp(_/erD pT_lj[l - j'szjpa)4 exp((/iRCDp + ZRCE )a)4 )El ((ﬂ’R(‘Dp + A’RL,E )w4 )} (35)

R E

An (l—a)'

Cudi cung, ta c6 dugce dung lugng bao mat cta toan trinh 13 dung lwong bao mat

trong d6, o, =

nho nhét cua hai pha.

CSe =min(CF,C5). (36)

ele

Vi vay, xéc sudt dung bdo mat toan trinh dugc tinh theo biéu thuc:
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out out out

Poe=1-(1-P,)(1-P2,). (37)

3.4.2. Dung lvong bao mdt khac khong

Dung luong bao mat khac khong 1a xac suit ma dung luong bao mat toan trinh

C% dugc tinh boi cong thire:

ele

P2 = PH(CS: > 0)
(38)
=Pr(C>** > 0) Pr(Cy*° > 0)

v6i Pr(C* >0) va Pr(Cy >0) dugce biéu dién nhu sau:
Pr(CIS“' > 0) =1- g @, exp((ZSRC + Ag )a)o )E1 ((xlSRC + Ay )a)o ), (39)
Pr(CZS“"' > 0) =1-2; po, exp((ZRLD + Ay )a)4 )El ((ﬂ,R(D + A i )a)4 ) (40)

4. MO PHONG VA PANH GIA KET QUA

Trong phan nay, ching t6i thyc hién mé phong Monte-Carlo bang phan mém
Matlab dé kiém chimg cac két qua di dugc phan tich ¢ trén. Ching toi thuc hién
mo phong danh gia cac tham s SOP, PrNZ va ACS ciia m6 hinh d& xuét trong céc
kich ban khac nhau. Dé minh hoa cho mé hinh h¢ thdng, ta xét trong khong gian
hai chiéu Oxy véi cac nut dugce bd tri tai nhitng vi tri sau: R(0,0.4); E(0.5,0.5);
5(0,0); D(1,0); va hé sb suy hao duong truyén p=3.

=

£

o

oG

o

=)

f=

=

E=]

<@ ~

S ~

w ~

g 107 ® %

*4 L A g e a e
% Mé phong chuyén tiép va gay nhiéu co lua chon b
- = Ly thuyét chuyén tiép va gy nhidu c6 lya chon S .
+ M6 phong chuyén tiép va gay nhiu ngau nhién N “k
—Ly thuyét chuyén tiép va gay nhidu ngau nhién

104 ' ' ' L
0 5 10 15 20 25
PIN, [dB]

Hinh 2. Xdc sudt dung bdao madt biéu dién theo gid tri P/Ny, khi M = 3, o. = 0,5.
Trong hinh 2, chung t6i khao sat anh hudng ctia chuyén tiép va gy nhiéu ¢ lua
chon 1én mé hinh hé thong truyén thong hop tac vo tuyén, va danh gia tham s xéac
sudt dimg bao mat toan trinh cia mé hinh hé théng P qua xac suét ding P va

out out
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P2 cla hai pha. Khi khao sat voi R, =1, ta thiy x4c sudt dimg bao mat cua kich

ban chuyén tiép va giy nhiéu c6 lwa chon tot hon so véi kich ban chuyén tiép va giy

nhi¢u ngau nhién.

1

2095 -t
«Q -
=

X

K 09

£

=~

Tosst

o

@™

Es}

o 08

=

B

=]

o075

i=

=

k=]
‘§ 0.7 S 3 Mé phang chuyén tiép va gay nhiéu cé lya chon
® L ‘ ——Ly thuyét chuyén tiép va gay nhiéu co lya chon
L oes5t.” + Mb phong chuyén tiép va gay nhiéu ngau nhién

-+ - = Ly thuyét chuyén tiép va gay nhiéu ngau nhiény
06 | |
0 5 10 15

PIN, [dB]
Hinh 3. Dung liong bio mdt khdc khéng biéu dién theo gid tri P/Ny
khi M =3, a=05vaR,=1.

Trong hinh 3, chung t6i khao sat, so sanh xac suat dung luong bao mat khac
khong cua hai kich ban. Khi gia tri ti s6 tin hiéu trén tap am P/N, thp, lac nay
xéc suit dung luong bao mat khac khong cua kich ban chuyén tiép va gay nhiéu co
Iira chon tot hon xé4c suat dung lugng bao mat khac khong cua kich ban chuyén
tiép va gy nhiéu ngiu nhién. Tuy nhién, khi gia tri P/N, ting thi x4c suit dung

lugng bao mat khac khong cua cé hai kich ban tién gan lai v6i nhau.

10°
A
A
Ay
AY
N
M - 1 .
-*\ 1 =+ 1 -+ = =+ 1
A9
Ay
- Al
«O \
E AY
“ hY
£ *
= N
:.g 10 ! * ~
& %
2 -
© ¥~ -
g B
2 e Al e *
% Mé phéng chuyén tiép va gay nhiéu co lwa chon
— — Ly thuyét chuyén tiép va gdy nhiéu cé lua chon
+ Mé& phéng chuyén tiép va gay nhiu ngiu nhién
—Ly thuyét chuyén tiép va gay nhidu ngau nhién
102

Hinh 4. Xdc sudt dung bdao mdt biéu dién theo gid tri M khi oo = 0,5 va Ry, = 1.
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Trong hinh 4, chung t6i m6 phong dung lugng bao mat cta hai kich ban. Qua
trinh mo phong ciing cho ta két luan rang phuong phap chuyén tiép va gay nhiéu
c6 lya chon c6 xac suat mat bao mat giam khi sb lugng nat chuyén tiép ting. Két
qua mo phong ciing cho thiy xic suat dimg biao mat & gay nhiéu va chuyén tiép
ngau nhién khong thay ddi khi s6 nit chuyén tiép thay doi.
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Hinh 5. Xdc sudt dung bao mdt biéu dién theo gidtriakhiM =3 va Ry = 1.

Trong hinh 5, chiing t6i md phong dung lwong bao mat cia hai kich ban. Két
qua md phong cho thdy xac suit dimg bao mat ctia gdy nhidu va chuyén tiép c6 lua
chon thip hon so v6i gay nhidu va chuyén tiép ngdu nhién. O gia tri «=0.5 thi x4c
suat dirng bao mat 1a tot nhat, vi vay viéc phan bo cong suit cho nat phat va nat
chuyén tiép bang nhau thi hiéu ning bao mat ctia hé thdng 1a t6t nhat.
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Hinh 6. Xéc sudt dirng bao mdt biéu dién theo gid tri Vi
khio=05 M=3vaRy=1.
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Trong hinh 6, chiing t6i mo phong dung lwong bao mat cia hai kich ban. Két
qua mo phong ciing cho thay kich ban giy nhiéu va chuyén tiép c6 lwa chon co xac
suat dimng bao mat thap hon so véi kich ban gy nhidu va chuyén tiép ngau nhién.
Két qua md phong ciing cho thiy ton tai mot gia tri khoang cach tir hé thong dén
nut nghe 1én thi xac xuat dimg cua hé thong bang khong.

3.5 T T T é)

2571

Dung lwgng bao mat trung binh

0.5 -& Ly thuyét chuyén tiép va gay nhidu cé lua chon

—0—M& phéng chuyén tiép va gay nhiéu ngau nhién

0 é 1IG 1‘5 20
PIN, [dB]

Hinh 7. Dung lwong bdo mdt biéu dién theo gid tri P/Nyvéi M =3, a = 0,5.

Trong hinh 7, chung t6i m6 phong dung lugng bado mat cta hai kich ban. Qua
trinh md phong ciing cho ta két luin rang phuong phap chuyén tiép va gy nhidu
¢6 Iya chon c6 dung luong bao mat trung binh tdt hon so voi phuwong phéap chuyén
tiép va gdy nhidu nglu nhién, dic biét khi gia tri 7/ cang tang thi dung luong
bao mat trung binh ctia phuong phap chuyén tiép va giy nhiu co Iya chon thé hién
rd hiéu nang vugt trdi.

5. KET LUAN

Cac nghién ctu trude ddy thuong tip trung chu yéu vao truyén dir liéu don
thuin ma khong c6 sy hién di¢n cia nguoi nghe 1én hodc st dung k¥ thuat lua
chon nut chuyén tiép va gay nhiu ngiu nhién. Trong mé hinh chung t6i dé xuét,
dir liéu dugc chuyén tiép bang cach chon nit tot nhat va nat nghe 1én bi gy nhiéu
boi nut chuyén tiép dugc lya chon dé ting hiéu ning bao mat cua hé thong, cac nit
chuyén tiép trong mé hinh st dung ky thuét RF.

Su hop tac giita cac nat chuyén tiép trong mang truyén thong vo tuyén dugc sir
dung cho truyén dit liéu trong hai pha dé ting dung luong bao mat. Nut chuyén
tiép duoc lya chon dé truyén dir lidu giita ngudn va dich, trong khi d6 nat gay
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nhidu thyc hién gdy nhidu cho nat nghe 1én. Két qua bai bao cho thiy hiéu ning

bao mat vuot trdi hon han ciia md hinh chuyén ti€p va gay nhieu c6 lya chon voi

mo hinh chuyén tiép va gay nhicu ngau nhién.
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ABSTRACT

SECRECY OUTAGE ANALYSIS OF DUAL-HOP NETWORKS
WITH RELAY AND JAMMER SELECTION

In recent years, ensuring security of communications at the physical
layer has attracted considerable attention. Particularly, transmitting
artificial jamming signals to eavesdropper is one of effective approaches in
multi-relay schemes, which is called cooperative jamming (CJ). Up to now,
almost published literature on CJ have studied on the scenario in which the
source transmits a single data stream to a single legitimate user in the
existence of an eavesdropper. In this paper, we consider a cooperative relay
protocol where one of achievable relays (R) is selected to help the
communication between a source (S) and a destination (D) and some relays
are used to generate artificial noises to a eavesdropper (E). In the proposed
protocol, we assume that the jamming signals can be canceled from the
received signals at D and R, except E. For performance evaluation, we
derive expressions of Secure Outage Probability (SOP), Non-zero Secrecy
Capacity Probability (PrNZ) and Average Secrecy Capacity (ASC) over
Rayleigh fading channels. Finally, we present Monte Carlo simulations to

verify the derivations.

Keywords: Probability of Non-zero Secrecy Capacity, Secrecy Outage Probability, Average Secrecy
Capacity, Jammer selection.
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