Cong nghé thong tin
PE XUAT DANG THAM SO CHO CAC HE MAT CO PO AN TOAN
DUA TREN BAI TOAN LOGARIT ROI RAC TREN TRUONG GF(P)

Hoang Vin Viét'", Vii B4 Nha’

Tém tit: Khi sir dung cac hé mdt khoa cong khai nhw RSA, Elgamal, Diffie-
Helman, ... ngodi viéc quan tam hang dau la tinh an toan thi mot quan tam nita cia
nguwoi ing dung la tinh hiéu qud cia ching. Bdi bdo dé xudt mot dang tham sé
nguyén t6 p véi muc tiéu hé tro viéc tinh toan nhanh trén GF(p) ma khéng anh
hwong dén do an toan cua cac hé mdt co do an toan dya trén bai todan logarit roi

rac trén truong nay.

T khoa: Mat ma khoa cong khai, Logarith roi rac, Giao thiic trao dbi khoa.

1. PAT VAN DE

Trong thuc té, sir dung cac hé mat khoa cong khai nhu RSA, Elgamal, Diffie-
Helman, ... ngoai viéc quan tim hang dau 1a tinh an toan thi mot quan tim nira
clia nguoi tmg dung 1a tinh hiéu qua ciia chung. Nhiéu nghién ctru c6 tinh hé
théng tap trung vao van dé tim ra cac thuat toan nhanh cho phép tinh modulo trén
vanh Z, dugc phat trién nhiéu nhit trong d6 két qua tot nhat 1a thuat toan cua
Barrett [1], trong do, c6 thé ké dén viéc tim ra céc loai modulo dic biét hd trg
cho viéc tinh toan nhanh dién hinh 1a cac sé nguyén t6 NIST (National Institute
of Standards and Technology) dugc dwa vao chuan FIPS 186-2 [2] dé dung cho
cac tng dung hé mat trén cac dudng cong elliptic. Pdi véi nhitng Gng dung cua
cac hé mat c6 do an toan dua trén bai toan logarit roi rac trén truong GF(p) thi
ngoai nhu mot diéu kién bat budc trong viéc st dung phin mém LINUX
(freesoftware) 1a cac s nguyén to p phai c6 64 bit cao nhat bang 1 thi chua co
mot cong bd nao lién quan dén tham sd p nham hd trg tinh toan nhanh phép rit
gon trén GF(p). Trong bai nay, chung t6i tip trung tim ra mot dang tham sd
nguyén td p véi muc tiéu hd trg viée tinh toan nhanh trén GF(p) ma khong anh
huong dén d6 an toan cia cac hé mat c6 do an toan dua trén bai toan logarit roi
rac trén truong ndy voi muc dich khuyén céo ngudi dung str dung chung va co
thé cao hon 1a dua chung vao cac chuén dé sir dung.

Phan con lai cta bai bao duoc cau trac nhu sau: Myc 2 trinh bay vé phép rut
gon trén GF(p); Muc 3 va 4 trinh bay vé viéc ton tai va cach sinh cac tham sd p an

toan c6 dang dac biét; Cudi cung la phﬁn két luan.
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2. PHEP RUT GON TREN GF(p)

Trong cac ng dung mat ma ching ta thuong xuyén phai thuc hién phép toan
rit gon cac s nguyén x nao dé theo modulo p, thuc chét 13 tinh x mod p. Hién
nhién phép rat gon c6 thé thyc hién thong qua mot phép chia x cho p, tuy nhién
viéc 1am nay s& phai tra mot chi phi cao cho viée tinh toan. Bang cach “trdanh” viée
chia Barrett da dua ra mot thuat toan chi phi thap hon.

2.1. Chi phi tinh toan cho mét s6 phép toan s hoc

Theo nhu Donald E. Knuth [4] thi sb phép toan co ban (con goi 1a chi phi) cho
mot sd phép todn s6 hoc theo thuat toan cua Karatsuba va Ofman [5] trén cac )
nguyén k-bit nhu sau:

Phép nhan: O(k*%); Phép chia 1a: O(k?).

Thuat toan cua Karatsuba va Ofman dua trén két qua sau:

Pinh 1y Karatsuba-Ofman “Dé nhan hai s6 nguyén k-bits chi can tién hanh
nhan 3 cip sb nguyén [k/2]-bit”.

Riit gon theo thuit toan Barrett [4]

Thudt toan Barrett.

Input: p, b >3, k = llogypl + 1,0 <z < b®™ m= b /p|.
Output: z mod p.

L [[z/057 /b1,

2.1 « (z mod B**1) — (g.p mod L**1),

3.ifr<0then r « r+ b**%,

4. whiler>pdo:r+<r—p.

5. return ().

Chi phi tinh toan cho mot phép rut gon cua thuat toan Barrett dugc danh gia
trong két qua dudi day.

Két qua 1. Chi phi tinh toan cho thuat toan rat gon Barrett theo modulo  gém
k ky tu bang chi phi cta hai phép nhan hai s6 nguyén k ky tu.

Churng minh

Pé thuc hién thuat toan trén chung ta can dén hai phép nhan s6 1on, mot 1a
|z/b%"].m & bude 1 va mot 1a q.p trong budce 2. RS rang ca 4 gia tri [z/b* 72|, m,

q va p déu 1a cac s6 k ky tu nén két qua 1 di dugc chimg minh.
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2.2. Rut gon véi gia tri p dic biét

Pinh nghia 1. Cho b 1a m6t sd ty nhién 16n hon 1 bat ky, sé nguyén té p =
b¥ — a (1) duoc goi 1a c6 dang dic biét néu a < bl&/2! (2).

Thuit toan dé xuét. (rat gon theo modulo p dang dic biét)

Input: p=b* —a, b>3 a<b¥ 0<z<b
Output: z mod p.

1.1« zmod b*; q« zdivb®

2.u+«q.a.

3.1« r+ umodb¥ v « u divb*

4 rer+va

S.whiler>pdo: r+r—p.

6. return (1).

Két qua sau day cho ta chi phi tinh toan cho mot phép rut gon cua thuat toan 1.

Két qua 2. Chi phi tinh toan cho thudt toan rat gon theo modulo p dic biét gdbm
k ky tu bang chi phi cho ba phép nhan hai s nguyén |k/2] ky tu.

Chirng minh

Dé thyc hién thuat toan trén chung ta can dén hai phép nhan s6 16n, mot 1a q.a &
budc 2 va mdt 1a v.a trong budc 4.

Tir didu kién z < b®™ nén q 1a sé k ky tu va tir a < b'®/2 nén q.a 1a tich cua mot
s6 k ky tu v6i mot sb |k/2] ky tu. Puong nhién tich trén 1a mot sb trong pham vi
k + |k/2] ky tu nén gia tri v trong budc 3 1a sé k/2] ky tw dan dén v.a 1a tich cua
hai s6 [k/2] ky tu va gia tri ctia tich nay 1a s6 k ky tu. Biét ring phép nhan mot s6
k ky tu voi mot s6 k/2] ky tu bang hai phép nhan hai s6 [k/2] ky tu cho nén thuat
toan 2 can tinh 3 phép nhan hai s |k/2] bit va theo dinh Iy Karatsuba - Ofman két
qua da dugc chiing minh.

Tir hai két qua 1 va 2, cing véi viéc ding thuat toan nhan hai sé nguyén ciia A.
Karatsuba va Y.Ofman (chi phi cho phép nhan hai s nguyén k ky tu bang chi phi
cho 3 phép nhan hai s6 |k/2] ky tu) ta c6 thé dua ra két luan sau.

Két luan 3. Viéc dung modulo p dic biét s& gitip cho phép rat gon theo modulo

nay nhanh gp hai 1an so véi thuat toan Barrett.
3. SU TON TAI CAC THAM SO p AN TOAN CO DANG PAC BIET

3.1. Piéu kién an toan ddi véi tham so p
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Theo FIPS 186-3 (xem [FIPS 186-3]) thi cac tham sb p can thoa man diéu kién
sau: p c6 do dai bit 1a L va cdp cua co sb g bang q 1a udc cia p-1 c6 d6 dai 1a N.
Cap (L,N) duoc goi 1a cip kich thude an toan cho cip tham s (p,q) va cho trong
bang sau:

Bing 1. Bang tiéu chudn kich thudc an toan

cho cdp tham s6 nguyén t6 (p,q) theo FIPS 186-3.

L 1024 2048 2048 3072
N 160 224 256 256

3.2. Su ton tai va s lwgng cac tham sé p an toan cé dang dic bigt
Biét ring cac s6 p théa man q|(p-1) 1a cac sb c6 dang p = x.q+1, con theo dinh
nghia vé cac s6 ddc biét thi p = b*® —a véi a < b™2 Liy b =2 thi voi ky hiéu nhu
d3 dua ra trong bang 2 ta c¢6 dang thirc sau:
2l—a=xq+1 3)
Va tir diéu kién dbi v6i a < 2!%/2 ta ¢6 cac gia tri x trong dang thic trén thoa
man bat dang thirc sau:
(24 -2 —1)/9< x (2" - 1)/q “)
Nhu vay, ung v6i mdi q thi sé cac sé nguyén x, ky hiéu 1a X(q), trong khoang
trén c6 thé coi 1a xap xi
X(q)~ {EL. _ 2[L..-'2J —-1)— {EL —1)/q= ElL..-‘ZJ /q :EIL..-’EJ Z'EN — ElL..-’EJ—[\' (5)
Theo dinh 1y Gauss vé sb cac s6 nguyén td khong vuot qua gia tri B nguyén
duong cho trude 1a mot vo cung 16n twong duong véi B/In(b) nén ap dung cho
B=2" va voéi s6 luong cac sd nguyén dang x.q + 1 dugc xét (1a X(q)) ching ta co
thé udc luong duge sb cac sd nguyén td an toan theo FIPS 186-3 ¢ dang dic biét
g véi mdi q cu thé, ky hiéu 1a P(q,L), duoc cho boi xap xi sau:
P(q,L) = (2L/2-"y /1. In2. (6)
Ciing theo 1ap luan trén thi s6 cac sb nguyén t& M bit g, ky hiéu 1a Q(M), dugc
Xap xi
QM) ~ 2M/N.In2 (7)
Tém lai, sb cac cap $6 nguyén to (p,q), ky hiéu 1a PQ(L,M), an toan theo chuin
kich thude (L,M) cua FIPS186-3 c6 dang dac bi¢t dugc danh gia theo xép X1 sau:

L

PQLM) = P(q.L).Q(M) = 2 /(1. M. 1n22). (8)
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4. SINH CAC CAC THAM SO p AN TOAN CO DANG PAC BIET

4.1. Thuit toan sinh cac tham s6 p an toan dang dic biét
Input: L, N 13 hai s6 nguyén duong (theo mét cot nao d6 cua bang 1).
Output: (p, q) 12 cp s6 nguyén t6 an toan theo do dai twong tng theo FIPS 186-3.
1 q « random(2%°%,2M),
2 if (q is not prime) theo goto 1.
3A (2t =22 —1)/q]; B « |2 — 1)/q).
4 x < random[A,B].
Sp+—x.qtl.
6 if (p is not prime) theo goto 4.
7 return (p,q).
4.2. Mt s6 nguyén to an toan cé dang dic biét
Chung toi di tién hanh lap trinh viéc tim cc sd nguyén t6 an toan theo bang 1
va c6 dang dac bi¢t voi hai cap kich thude an toan (2048, 256).
4.2.1. Nam s6 nguyén té 256 bit nhé nhdt
q1=5789604461865809771178549250434395392663499233282028201972879
2003956564820063 (77 chir so thap phan);
q2=5789604461865809771178549250434395392663499233282028201972879
2003956564820109 (77 chir so thap phan);
q3=5789604461865809771178549250434395392663499233282028201972879
2003956564820243 (77 chir so thap phan);
q4=5789604461865809771178549250434395392663499233282028201972879
2003956564820301 (chir so thap phan);
q5=5789604461865809771178549250434395392663499233282028201972879
2003956564820411 (77 chit so thap phan).
4.2.2. Nam s6 nguyén t6 256 bit I6n nhat
q6=1157920892373161954235709850086879078532699846656405640394575
84007913129639319 (78 chir so thap phan);
q7=1157920892373161954235709850086879078532699846656405640394575
84007913129639349 (78 chir so thap phan);

q8=1157920892373161954235709850086879078532699846656405640394575
84007913129639501 (78 chir s6 thap phan);
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q9=1157920892373161954235709850086879078532699846656405640394575
84007913129639579 (78 chit s6 thap phan);

q10=115792089237316195423570985008687907853269984665640564039457
584007913129639747 (78 chit sb thap phan);

22948 _ 4 vdi a bé nhat

4.2.3. Niim s6 nguyén té dang p, = x.q, + 1=

pl =x.ql+1 =272048
138441224256463474494751806501400240793138520098245865364088363425
02307659775 (77 chit s6 thap phan);

p2 = x.q2+1 = 2°2048 -
6864059495656446178650736281709008519708177846013286003 17444475424
25877544959 (77 chit sé thap phan);

p3 =x.q3+1 =272048 -
261887571908610414182146332870252355390956232329435101550074921405
1900762882047 (79 chir s6 thap phan);

p4 = x.q4+1 =2/2048 -
580148414323731028338788336031427275960429339966331099676290726024
994199502847 (78 chit s6 thap phan);

pS =x.q5+1 = 272048 -
152617534634815156849759046908136345244027269278114472517976381780
1947650850815 (79 chir s6 thap phan).

5. KET LUAN

Dua trén thuat toan tinh todn gié tri modulo cua Barrett va dinh ly Karatsuba va
Ofman, nhom tac gia di dé& xuat thuat toan modulo dua trén sé nguyén té p “dic
biét” dam bao do an toan theo chuin FIPS 168-3 va co thoi gian tinh todn nho hon
so voi thuat toan cua Barrett. Bai bdo chung minh dugc su tdn tai cua cac sd
nguyén té p dang dic biét (1ap trinh tinh toan mot sd cip gia tri vi du trong muc
4.2). Thuat toan khi duoc Gmg dung vao cac giao thuc thiét 1ap khoa s& lam giam
thoi gian tinh toan dé hinh thanh khéa bi mat chung chia sé, do vay, bai bao ¢ y

nghia thuc té cao, dic biét 1a ddi véi cac hé thdng doi hoi thoi gian thuc.
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ABSTRACT

A SPECIAL FORM OF PRIME PARAMETER P BASED ON
THE DISCRETE LOGARITHM PROBLEM OF GF (P) FILED

When using public key cryptosystems such as RSA, Elgamal, Diffie-
Helman, etc., we are not concern only about the safety but also on their
effectiveness. The paper proposes a special form of prime parameter p with
the aim of supporting fast computation on GF (p) filed, without
compromising the safety of the public key cryptosystems based on discrete
logarithm problem of GF (p) filed.

Keywords: Public key cryptosystems, Discrete logarithm problem, Key Exchange protocols.
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