Nghién ciru khoa hoc cong nghé

NANG CAO TiNH BAO MAT TRONG XAC THUC NGUOI DUNG
WEB SU DUNG PAC TRUNG SINH TRAC HQC
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Tém tit: Bai bdo nay nghién ciru sir dung hanh vi g6 ban phim trong xdc thuc
nguwoi ding hwéng téi muc dich bao mdt théng tin. Bai bdo ciing dé xudt viéc xdy
dung co ché xdc thuc két hop giita mdt khdu thong thurong dang text véi mét khdu
sinh trac hoc trén nén vmg dung Web. Cdc théng tin ciia nguoi ding dwoc thu thap
théng qua viéc gb ban phim (mdy tinh, dién thoai) va dwoc t6 chire thanh cdc vec-
to déc trung sau do sé dwoc giri 1én phia mdy chii dé xir 1y.

Tir khoa: Mat khdu sinh hoc, Xéc thuc, Sinh tric hoc.

1. PAT VAN DE

Hién nay, vdi su phat trién cta khoa hoc cong nghé thi viéc sir dung mat khéu
gdém nhitng chudi ky tu (gém sb, chir cai, ky tu dic biét) khé nhd dang dan duogc
thay thé bang cac phuong phap khéc, chang han nhu theo van tay, hinh dang khudn
mat, nhip tim, hinh dang tai [1,2,3,14]... Nhiing phuong phap nhan dién nay dugc
goi chung 1a sinh tric hoc (biometrics). Trong tuong lai, thi nhan dién sinh trac hoc

s€ ngay cang duoc su dung rong rai trong vi¢c xac dinh danh tinh.

St dung vén tay 1a nhan dang sinh trac hoc phd bién nhat, n6 da duoc hang loat
cac hiang cong nghé ap dung trén cac san phim cua ho, tir di dong cho dén may
tinh, chang han nhu Apple da nhing cam bién vén tay vao nat “Home” ciia iPhone
5S [15]. Cong nghé nay hoat dong theo nguyén tic khi dit ngon tay 1én trén mot
thiét bi doc ddu vén tay, ngay 1ap tirc thiét bi ndy s& quét hinh anh ngén tay d6 va
dua vao hé thong. Hé thdng s& xir Iy dau van tay, chuyén sang dang dir liéu s6 roi
d6i chiéu cac dic diém cia van tay d6 véi dir liéu da duoc luu trit trong hé thong,

Néu diu van tay khop voi dit liéu thi hé théng s& cho phép cac chire ning tiép theo.

Ciing nhu ddu van tay, cong nghé nhan dién khuon mit hién nay ciing duoc
dung kha pho bién, bang cach sir dung cic may anh duoc trang bi sin trén cac thiét
bi (dién thoai, may tinh, may tinh bang) dé chup lai khuoén mat cua ngudi dung, sau
d6 str dung cac cong cu phan mém dé xur Iy hinh anh thu dugc voi cac mau khudn
mit co san trong co s¢ dir liéu (CSDL) dé nhan dang nguoi. Gan day, cong ty
Facebook da cong bd mot du 4n nhan dién khudn mat riéng voi tén goi DeepFace
[13], c6 kha nang nhan dién rat chinh x4c cac khudn mat, tham chi ngay ca khi

khuon mat d6 khong dugc chup chinh dién.
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Mic du vay, cac k¥ thuat trich chon thong tin sinh trac hoc déu can dén cac thiét
bi dac chung, vi du can co may quyét van tay, camera giip nhan dang khuén mat,
thiét bi soi vOng mac trong nhan dang trong mit... Viéc st dung dac trung sinh tric
hoc ddi véi nguoi dung Web thuong khong cho phép yéu cau bat bude ngudi dung
phai str dung cac thiét bi 6. Vi thé, trong nghién ciru nay ching t6i hudng tdi viée
sir dung nhimng thong tin don gian nhit ma hau nhu bat ky ngudi dung web nao

ciing c6 thé cung cép dé hd tro nang cao tinh bio mat trong xac thuc nguoi ding.

Phép nhan dang kha don gian do la sir dung céc thong tin thu dugc tir cac thao
tac gd ban phim cta nguoi dung (Keystroke Dynamics — KD) [1, 2, 7]. V& ban chat
KD 1a mot dang dic trung sinh tric hoc cho phép moé ta thao tic nguoi dung khi go
ban phim may tinh, nhan phim trén dién thoai di dong (ké ca ban phim cam Gng a0
trén cac dong dién thoai thong minh) [10]. O ddy, can luu y rang, voi da sb céac
trang web hién nay déu c6 kha niang phan biét nguoi dung trén dién thoai di dong
hay may tinh ca nhan dé dua ra giao dién twong tac phu hop, do vy, viéc khai thac
ddc trung sinh tric hoc ciing c6 thé tiép can loi thé nay dé biét trudc thong tin thu

dugc 1a tir ban phim may tinh hay thiét bi di dong.

Viéc sir dung KD trong dam bao an toan thong tin ¢6 uu diém ndi bat 1a khong
can sir dung thém cac thiét bi phan cimg phuy trg ngoai trir ban phim (Keyboard,
Keypad). Viéc st dung KD s€ lam manh hon sy xac thuc thong tin nguoi dung, ngay
c4 trong trudng hop cac thong tin ding nhap (tén dang nhap, mat khau) bi 16 lot.

Trong nghién ctru ndy, chung toi tiép can bai toan trén co sé sir dung cac két
qua nghién cuu trude do da cong b tai [11,16] dé xay dung co ché xéc thue cho
ngudi dung trén nén tmg dung Web. B cuc bai bao ¢ cac phan tiép theo duoc t6
chtrc nhu sau: trong phan 2 tong hop két qua ciia mot s6 cong trinh nghién ciru
trudc do, cac thuat toan tinh khoang cach va kiém tra trén cac bd dir liéu co sin
[12]; cach tinh ngudng xéac thuc; phan 3 trinh bay vé mé hinh twong tic cia ung
dung, tinh todn va thao luan; ph'?ln 4 trinh bay két luan va cac huong nghién ciu,

phat trién tiép theo ctia nhom tac gia.
2. THUAT TOAN PHAN LOAI DU LIEU GO BAM PHIiM
2.1. Xay dung 1y thuyét

Trong phan nay chung ta s€ xem xét mét cach cu thé vé mat khau sinh hoc va

cac phuong phap phat hién bat thudng thong qua phén tich thoi gian gd mat khau.

2.1.1. Cach trich chon vec-to dir liéu dac trung
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Pic trung dit liéu KD duoc trich chon dua trén cac thong tin vé thoi gian khi
ngudi ding thao tac voi ban phim [3, 11]. Vé6i cac su kién ban phim nhu: nhin
phim (key-press), nha phim (key-release), ching ta s€ tinh dugc cac khoang thoi
gian tuong Gmg. Gia sir c6 hai phim X, Y duoc nhan, khi d6, chung ta s& thu duoc

cac dir liéu twong ung la:

- H.X —1a thoi gian giit phim X (H — Hold), tinh tir khi phim dugc nhan cho
dén khi duoc tha ra.
- DD.X.Y —1a thoi gian tinh tir thoi diém phim X duoc nhin (X — Down) dén
thoi diém phim Y dugc nhan (Y — Down); X, Y dugc nhan lién tiép nhau.
- UD.X.Y — la thoi gian tinh tir lic phim X duoc tha ra (X — Up) dén khi
phim Y duoc tha ra (Y — Down); thoi gian nay c6 thé mang gia tri 4m.
Do viy, néu mot mat khau 1a mot chudi ky tw c6 d6 dai n - {ky, k4, ...k, thi vec-

to dic trung cho mdi qua trinh gd ban phim s& dugc xac dinh nhu sau:

f = (H.ky,DD.ky.ko,UD. Ky, ., H. k. R,DD.k,,.R,UD.k,.R,H.R) — v6i chidu
dai 3n + 1, trong do, R 1a phim Enter/Return chi vi¢c két thiic thao tac nhap mat Kkhéu.

Bai toan dat ra lic nay la tir mot tdp hop dir liéu cac vec-to dac trung fi, f5 ... f;
va vec-to dinh nhan tuong ing (xac dinh vec-to dac trung f; 1a cia nguoi dung co
IDIa 1)L =(ly,la ), 1€ [LELk<n(n— ) lugng nguoi dung) can xay dung
mot thuat toan cho phép phan loai (x4c dinh) vec-to dic trung £* (£*dugc thu
thap méi va khoéng nam trong sd 7, F ..7.) liéu c6 nhan twong ung la 1*
(1* € [1, k]) hay khong?

Diéu nay c6 nghia 1a tir bo dit liéu thu dugc qua qua trinh hudn luyén dir lidu
nhan dugc tir ngudi dung (7, 7; ... f) chiing ta can phai tinh dugc mot vec-to dic
trung cho ngudi dung do, ta coi tap dir liéu nay 13 tap huén luyén; sau d6 véi mdi
1an ngudi dung xéac thuc, cac dit liéu méi sé& duoc guri 16n (mdi lan dir liéu duoc giri
1én duogc coi nhu tap kiém thir) ta s& tién hanh so sanh voi vec-to dic trung dé xac
dinh xem d6 c6 phai 1a nguoi dung d6 hay 1a mot ngudi khac dang cb ging truy
cap vao hé thong.

2.1.2. Tiéu chi danh gia

Dé danh gia muc do tin cay cia bai toan xac thyc sir dung thong tin sinh tric
hoc, da phﬁn cac nghién cuu [6, 11,16] déu dya vao viée st dung mdt bo dir liéu
kiém thtr (doc 1ap véi bo dit liéu dung dé huin luyén) va 4p dung tiéu chi EER
(Equal Error Rate) trén bd dir li¢u do.
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Trudc hét, ky hiéu:

- Pla téng s6 cac dbi tugng c6 nhan L dugc mang di phan loai;

- N latong sb cac ddi twong khong c6 nhin L duge mang di phan loai;

- TP (True Possitive) 1a s lugng cac dbi twong c6 nhin L dugc phéan loai
dang, muc tiéu 1a tang d6 16m cua TP;

- FP (False Possitive) 1a s6 luong cac ddi twong khong c6 nhdn L nhung
duoc phan loai nham 14 ¢6 nhén L, muc tiéu la giam FP;

- FN (False Negative) 1a sé luong cac ddi twgng c6 nhin L nhung 13 duoc
phéan loai 1a khong phai, muc tiéu la giam FN.

Khi d6, hai ti€u chi ti 1€ chép nhan sai — FAR (False Accept Rate) va ti 1¢ tu
chéi sai — FRR (False Rejection Rate) duoc xac dinh nhu sau:

FAR-—PP FRR =1 TP
N’ N P

Trong cac thut toan, nguoi ta ¢b gang didu chinh tham sb cua bo phan loai dé
FAR va FRR c¢6 gia trj tring nhau, khi d6 EER = FAR = FRR 14 gia tri can tim.
Gia tri cia EER cang thap chimg to hé thong co do tin cdy cang cao hay thuat toan

hoat dong cang tot. Minh hoa qua hinh 1.

FAR

FRE| \ pap FRR

ERR

security threshold
Hinh 1. Vi du cdch xac dinh gia tri EER.
2.1.3. Thuat toan tinh khoang cach va két qua kiém tra trén cdc bé dit lidu cé san

Pa c6 kha nhicu khoang céch khac nhau duoc st dung d¢ so sanh gilta vec-to
d@r li€u huan luyén voi vec-to dic trung dé tir d6 xéac dinh. Gia str ta ¢6 cac vec-to

nhu sau:

¥ =(xq,%5..Xy) — vec-to dac trung dai dién cho nhan L dugc xac dinh tu tap

dir liéu huan luyén;
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7 = (1, V3, .. vy ) — vec-to dit liéu nhap vao duge st dung dé kiém tra dang nhap;
T = (ay,as,...ay) — vec-to do 1éch chudn duoc tinh toan tir tap huén luyén.

Khi d6, trong cac nghién ctu [8, 9, 11, 12] mot sd khoang cach sau duoc ap
dung dé tinh toan:

a. Khoang cach Euclid

|
d(x, v) = ‘Nllz?l:l X — }’f:]: (D
b. Khoang cach Mahalanobis
T
dF 5) = [T, @)

c. Khoang cach Manhattan

d(x, ¥) = |x,— vl 3)
d. Khodng cach Manhattan-scaled
d(x, y) = ZiL, = (4)

e. Khodng cich Logarit cdi tién
d(%7) = iy in (1 +2028) (5)

a;

Trong nghién ctru [11] cling da dua ra so sanh két qua lam viéc cua cac thuat
toan trén bd dir liéu CMU.

Bdng 1. Két qua kiém tra hoat dong cdc thudt toan trén bo dir lieu CMU [12].

STD
Phuwong phap s dung khodng cdach EER (Standard Deviation)
Manbhattan 0.153 0.0925
Euclidean 0.171 0.095
Manbhattan scaled 0.0961 0.0693
Logarit cai tién 0.0693 0.0588

Tir bang so sanh ta thiy 16 rang voi khoang cach méi duge thiét ké, EER c¢6
gia tri nho hon ca va do léch chuan (STD) ciing nho hon ca. Trong phan thuc
nghiém, chung t6i chon khoang cach nay 1a tiéu chi dé danh gia viéc xac thuc cia

nguoi dung, s€ dugc mod ta mo muc 2.2.
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2.2. Chuén bi thue nghiém
2.2.1. Phwong phap xdc dinh nguong xdac thuc

Sau khi huan luyén dit liéu xong thu dugc vec-to ddc trung ciia nguoi ding 1a
£ = (%, Xg, . Xpy) VA gid sir nguoi ding tién hanh ddng nhap m 1an, khi d6 bo dir
lidu twong ung 1 ¥ = (¥y, ¥, oo V) VOi ¥; = (1 vE o, ¥8), (i = 1, ...,m) voi
N 1a d6 dai vec-to dit liéu nhan duoc theo muyc II.1. Véi mdi vec-to v, sir dung
cong thue (1) ta s€ thu dugce khoang cach twong ng la d;. Toan bd vec-to khoang
cachla d = (dy.d,, ....d, ).

Gia tri trung binh (Mean) cua vec-to d dugc tinh theo cong thurc sau:

T = Mean(d) = M, (6)

m

Do 1éch chuan cac gia tri cia vec-to d, ky hiéu o (sigma) thi ¢ duoc xac dinh

nhu sau:

0= Jizz&lr{di—ﬁ?, ()

Trong ung dung cua minh, chung t6i tam thoi st dung ngudng xac thuc la gioi
han cho gia tri cia khoang cach d 1a (T-o, T+o) dé kiém tra qua trinh dang nhap
cua nguoi dung.

Khi nguoi dung tién hanh dang nhap, néu khoang cach nam trong khoang ngudng
gi4 tri néi trén thi ta c6 thé két luan 1 nguoi dung d6 da duoc ghi nhan trén hé thong

va dang nhap thanh céng, nguoc lai thi qua trinh xac thuc s€ bi loai bo.
2.2.2. Xay dung vng dung thir nghiém

Chung toi da xay dung mot ing dung Web dé kiém tra hoat dong va dé xem
tinh dung dan cua thuat toan tinh khoang cach va tinh ngudng ciing nhu do léch
ngudng (theo cac cong thure (5), (6), (7)) (xem thém [8]).

Hoat dong cua ng dung duoc chia thanh hai pha: pha hudn luyén vi pha

kiem tra.

Pha 1 — Pha thu thap va huén luyén dir liéu. Tai pha nay, ngudi dung sau khi
dang ky s& dugc yéu cau nhap mat khau dé tién hanh qué trinh huan luyén. Dit liéu
duogc guri 16n gdm mat khau ngudi dung (plain text) va toan bd cac thong tin vé thoi

gian gd ban phim. Nguoi ding duoc yéu ciu phai nhap it nhat 50 lan try lén dé
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dam bao khoang cach cling nhu d¢ Iéch ngudng sé c6 do hoi tu cao hon. Sau khi
dua sb 1an nhap can thiét thi hé théng s& tién hanh tinh toan theo cac cong thic (1),
(2), (3) dé ra duoc vec-to dic trung ciia nguoi dung (vec-to median) va cac gia tri
ngudng, do 1éch ngudng.

Pha 2 — Pha kiém tra. Tai pha niy nguoi dung s& tién hanh dang nhap, toan b
dit liéu cua ngudi dung sé dugc giri 1én trén may chi. Tai may chi sé dién ra qua
trinh xac thuc hai budc:

- Kiém tra mat khiu xem c6 ton tai trong CSDL hay khéng? (normal
password);

- Xaéc thyc sinh tric hoc, budc nay chi dugc tién hanh sau khi da vuot qua
dugc bude dau tién. Sau khi tinh toan khoang cach va dbi chiéu véi khoang
gia tri cua ngudng (muc 2.2.1), may chu s& dwa ra quyét dinh (decision
maker) xem nguoi dung c6 dang nhap thanh cong hay khong.

Pha huan luyén

Thu thap va phan Tr"‘;h xyé:]céc/iés tr:'gg Thuc hién tinh toén trén
S e a » sinh trac hoc / biéu dién f A A A @5 S
tich di¥ liéu sinh O cac bo dir liéu ddc treng —
tric hoc thanh vec-to thu dugc —
ILu'u vao CSDL
CSDL
Pha kiém tra
, - Thyc hién xac thye qua
Thu thap mat khdu T,“;h Xyaacac ia,ft:;’,;‘g hai buéc: M4t khau va y dt[/
va phan t|ch'cac dir 7 trac‘ oc / biéu dien "|  céc tham s sinh tric yeute
lidu sinh tric hoc thanh vec-to

hoc

Dua ra quyét dinh

Hinh 2. M6 hinh hudn luyén di liéu va kiém tra.
3. MO PHONG, TiNH TOAN, THAO LUAN
Dé danh gia hidu qua hoat dong ciia thuat toan ciing nhu hé thdng, ching toi
tién hanh kiém tra theo mot sd kich ban xac dinh.
Kich ban dau tién 1a ching t6i tién hanh huan luyén dit liéu déng loat cho nhiéu

nguoi dung, chi khac nhau ¢ tén dang nhap (tén dang nhdp trung véi tén nguoi
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dung) va giéng nhau ¢ mat khau “.entT2016@”. Kiém tra nay giup ching t6i nim

bat dugc su khac biét vé thoi quen gd ban phim cua mdi ngudi dung. Nhiing tinh

nguyén vién duoc yéu ciu nhap it nhat 50 1an mat khau trén.

Bing 2. Két qua sau khi hudn luyén nguoi ding.

STT | Tén ding nhap | Mitkhiu | Nguwong (T) | P9 léch ngudng (o)
1 cong .entT2016@ 7.842 1.782
2 giap cntT2016@ 12.734 2.947
3 longtv .entT2016@ 9.234 1.943
4 ntngu entT2016@ 11.527 2.576
5 quy cntT2016@ 11.854 2.385
6 canl23 .entT2016@ 10.942 2.793
7 Tu .entT2016@ 7.818 1.729
8 Hoai .entT2016@ 8.860 1.788

Tir bang dit lidu thu dugce va doi chiéu véi kha ning gd ban phim cua mdi nguoi

chung t6i nhan thiy, nhimg ngudi c6 théi quen gd ban phim (duoc xac dinh boi

kha ning nhg phim, téc do g phim) s& c6 ngudng nho hon nhimng ngudi khéc, va

tuong ung la d6 Iéch ngudng.

Sau d6 qua trinh kiém tra dang nhap dugc thuc hién. Va két qua kiém tra nhu sau.

Bing 3. Két qua kiém tra dang nhdp véi cing mdt khau.

STT | Tén ding nhap S 1an g6 Thanh cong Ti 1€ (%)
1 cong 10 10 100
2 giap 10 9 90
3 longtv 10 9 90
4 ntngu 10 8 80
5 quy 10 8 80
6 canl23 10 8 80
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Tir bang két qua chung ta nhéan thiy, co hai nguoi thyc hién ding nhép thanh
cong 10/10 (=25%), c6 hai nguoi thue hién dang nhap thanh cong 9/10 (=25%), co
3 nguoi co ti 1€ dang nhdp thanh cong 8/10 (=37%) va mot nguoi co ti 1€ dang
nhép thanh cong 7/10 (=13%).

Kich ban thir hai 1a chiing toi cho mot ngudi dung ty huén luyén cho tai khoan
ctia minh “Nghia/nghial23” va c6 cic gi4 tri sau khi huan luyén tuong ing 1a T =
5.021, 6 = 1.776. R& rang 1a mat khiu cua ngudi ding nay kha don gian, khong
chtra cac ky tu in hoa hay cac ky tu dac biét. Luc nay, nhitng cong tac vién dugc
yéu cau cung thir dang nhap bang tai khoan nay. Ban than nguoi dung trén ciing

tién hanh dang nhap 20 lan vao tai khoan do, két qua thu duoc la:

Bing 4. Két qua kiém tra ding nhdp véi tai khodn ciia nguoi ding.

Bang két qua

Nguoi dung chinh Nguoi dung khac

S6 1an dang nhap |S6 1an thanh cong |S6 1an ddng nhap | S6 1an thanh cong

20 17 15 0

V61 nguodi dung chinh: Ti 1€ thanh cong dang nhap 1a 17/20 = 85%; khong
thanh cong la 3/20 = 15%. V61 nguodi dung khéc (attacker): Ti 1¢ thanh cong 1a
0/15 = 0%.

Tir két qua trén nhan thiy, rd rang dé c6 thé c6 mot “thdi quen gé ban phim”
gan gidng voi mot ai d6 1a diéu khong don gian. Du co bi 16 cac thong tin vé tai
khoan c4 nhan thi viéc c6 thé dang nhap bang tai khoan d6 ciing s& kho thanh cong
(ngay ca trong truong hop mat khau ciia nguoi ding kha don gian nhu trong thi
nghiém); Tét nhién, khong loai trir kha nang 1a sau kha nhiéu lan tht, s& c6 mot lan
thanh céng, nhung nhin chung, con sb nay 1a khéng nhiéu.

4. KET LUAN

Trong nghién ctru niy chiing t6i da dé xuat phuong phap tich hgp d6 do khoang

cach str dung cho mat khau sinh hoc trén nén Gmg dung Web. Pay 1a mot ki thuat

khong phai 1a qua méi, song voi viée ap dung cac két qua nghién ctu trude do

Tap chi Nghién cieu KH&CN quén sw, Sé Péc san An toan Théng tin, 05 - 2017 87



Cong nghé thong tin

chung t6i d3 budc dau thu duoc nhitng két qua kha quan. Bén canh st dung cac
thiét bji hién dai thi thi phuong phap xac thuc KD str dung tinh ning céc thiét bi
don gian (ban phim may tinh, keypad ciia cac thiét bi di dong cam tng) van chimg
td dugc sy hi¢u qua va dam bao duogc tinh bao mat can thiét. Trong tuong lai, viéc
ap dung mat khau sinh tric hoc s& kha rong rii, nhat 14 trong giai doan hién nay khi
van dé bao mat thong tin dang trd nén hét strc cip thiét.

Viéc str dung cac dic trung sinh tric hoc trong xac thyuc s& ting cudng tinh bao
mat cho cac may chi Web trong qua trinh xac thuc. So v&i phuong phép xéac thuc
chi str dung tén ding nhdp va mat khau thi rd rang phuong phap xac thuc ndy ¢
tinh bio mat cao hon nhiéu. Do mdi ngudi dung déu c6 nhimng thoi quen sir dung
may tinh, gb ban phim 13 khac nhau, do d6, nhitng diéu nay s& tao nén dic trung
cho mdi nguodi dung, va nhiing diéu dé c6 thé duoc su dung dé bao vé ho khoi
nhiing rui ro trong qua trinh thao tac trén mang, dac biét 1a khi thuc hién cac giao

dich phirc tap, can do bao mat cao.

Tir nhitng két qua da thu duoc, trong thoi gian téi chung t6i s& tién hanh tGng
dung trén cac dong thiét bi khac (dién thoai thong minh, may tinh bang) va tién
hanh thtr nghiém nhiéu hon tir cac b dit liéu thuc té thu dugc dé tién hanh tbi uu
vé phuong phap 1dy mau ciing nhu tc d6 tinh toan khoang cach ciing nhu ting do
chinh xac cua qua trinh xac thyc nay. Dir li€u cling s€ dugc ma hoa trude khi gui
di, ddm bao viéc hoan toan bi mat cho dit li€u cua nguoi dung, hudng téi viée ap
dung cho céc hé théng thuc té dé tdng cuong tinh bao mat ma van tiét kiém duoc

chi phi trong viéc nang cap co s¢ ha tang.
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ABSTRACT
USER AUTHENTICATION USING KEYSTROKE DYNAMICS

This paper presents a study of using keystroke dynamics for user
authentication towards the information security purpose. In this paper, a
method for authentication combined normal text and bio-password based on
Web-application is also proposed. The user information collected through
keystroke dynamics on devices (computer, smartphone) were ordered into
feature vectors and sent to the server for further processing. Then, the
distance metrics were calculated with other parameters (threshold — T and

threshold deviation — o) on server side for user authentication.

Keywords: Authentication, Biometrics, Keystroke dynamics.
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