Nghién ciru khoa hoc cong nghé
PHAT HIEN XAM NHAP MANG SU DUNG KY THUAT HQC MAY
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Tém tit: Ciing véi sy phdt trién ciia mang mdy tinh, vdan dé an ninh mang dang
doi mdt véi nhitng thach thire 16n, cac hé thong mang dang tré thanh cdc muc tiéu
tan cong phd hogi, xam nhdp trdi phép va danh cdp théng tin cia cdc Hacker. Hau
hét cdc kjf thudt phat hién xdam nhdp truyén thong cé ty 1é phdt hién chinh xdc thdp
va ty 1é phat hién nham cao. Cdc nghién ciru dwa trén ky thudt hoc mdy trong phat
hién xam nhdp di cho thdy hiéu qua trong viéc phdt hién cdc tan cong moi voi 1y 16
phat hién cao, ty 1é phat hién nham thap véi chi phi tinh toan hop 1y. Trong bai bdo
nay, ching téi nghién ciru mot sé ky thudt hoc mdy trong phat hién xam nhdp
mang. Cdc thi nghiém da dwoc tién hanh trén bé dit liéu KDD99 tai phong thi
nghiém An ninh mang - Hoc vién Ky thudt qudan su.

Tir khoa: Hoc may, Xam nhdp mang, Phat hién xdm nhap, Phan cum.

1. GIOI THIEU

Trong cudc sdng hién dai, Internet 1a mot trong nhirng yéu t6 quan trong thuc
day su phat trién ctia cic co quan, t6 chirc. Tuy nhién, c6 kha nhiéu rui ro khi st
dung Internet Xuét phat tir cac cudc tan cong mang. Vi vay, cac hé théng phat hién
xam nhap (Intrusion Detection System - IDS) khac nhau da duoc thiét ké va xay
dung nhdm ngan chin cac cudc tin cong nay. Muc tiéu cua IDS 13 cung cidp mot
hang rao bao vé, gitp cac hé théng mang c6 kha ning phat hién cac cudc tan cong
tir bén ngoai. Viéc phat hién xam nhap dua trén gia thiét 1a hanh vi ciia ké xam
nhap khac véi ngudi sir dung hop 18 [12]. Hinh 1 dudi ddy mé ta cac vi tri dién
hinh cta IDS trong hé thong giam sat an ninh mang. Trong d6, cac dit liéu vao ra
giira Internet va mang ndi bo dugc cac IDS bat, xir 1y va phan 16p dé xac dinh d6 1a
mot truy cap binh thuong hodc mdt cudc tan cong; Tu do, co cac canh bdo, hanh
dong phu hop.

IDS dugc chia thanh hai loai: IDS dua trén dau hiéu (misuse-based) va IDS
dwa trén su bat thuong (anomaly-based) [2]. Viéc phan 16p cin cir vao cach tiép
can phat hién xam nhép. IDS duya trén déu hiéu st dung mau cua cac cudc tin cong
da biét hoac diém yéu cua hé théng dé xac dinh xam nhap, twong tu nhu cac phz‘?ln
mém chdng virus st dung mau dé phat hién virus. Yéu diém cua k¥ thuat nay la
khong thé phat hién cic mau tdn cong mdi, nén nd can phai cap nhat lién tuc cic
dau hiéu tin cong dé nhan dang cic cudc tdn cong mai.

IDS dua trén sy bat thuong ) géng xac dinh d9 léch so voi cac mau sir dung
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Hinh 1. Vi tri ciia IDS trong hé thong gidm sdt an ninh mang.

thong thudng da duoc thiét 1ap trude dé danh dau cac xam nhap. Vi vay, cac IDS

dua trén su bat thuong can quen véi cac mau sir dung thong thudng thong qua viée

hoc. Céc ky thuat hoc mady khac nhau da dugc su dung rong rai dé phuc vu cho

muc dich nay. Hinh 2 mé ta kién trac cua mot IDS sir dung k¥ thuat hoc may [7].

Trong do, dir li¢u bit dugc sau khi qua céac cong doan tién xur 1y, chon lya thude

tinh s& dugc phan 16p bai cac bo phan 10p (classifier) dd dugc hudn luyén. Viéc

huén luyén cc bd phan 16p duoc thuc hién qua pha huin luyén va kiém tra véi tap

dir liéu huan luyén da luu trir.

Bat dit hiéu mang

Tién xir I¥ dit kéu

r

Trich chon dac tnrng

Pha kiém tra

Co so dir lién
tri thirc

Hinh 2. Kién tric ciia mét IDS.
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Bai bao duoc viét véi cdu tric nhu sau: sau phan 1 gidi thiéu, phan 2 trinh bay
kién thirc nén tang vé tin cong dot nhap mang, cc ky thuat xdm nhap va k¥ thuat
hoc may. Mot sb ki thuat hoc may tmg dung trong phat hién tin cong xam nhap s&
duoc trinh bay trong phan 3. Phan 4 trinh bay cac thir nghiém va két qua ddi véi
cac k¥ thudt hoc may dé xut.

2. KIEN THUC NEN TANG
2.1. T4n cong dot nhiap mang

Tan cong, d6t nhap mang 13 hanh vi tn cong xAm nhép tri phép nham lam
dung cac tai nguyén trén mang, viéc lam dung co thé dan dén hau qua co thé khién
cho tai nguyén mang tr& nén khong dang tin cay hodc khong st dung duge. Hau
hét cac cudc tin cong xAm nhdp mang may tinh vugt qua cac 10p biao mat ctia hé
thong theo nhitng phuong thirc cu thé nham pha v cac thudc tinh bao mat cia
thong tin va hé théng. Vi du mét sd cude tn cong nham doc, danh cép cac thong
tin nhung khong thay doi thanh phan nao trong hé théng. Mot sé cudc tan cong lai
tat hodc lam ngimg hoat dong thanh phan nao d6 trong hé thong. Hodc nhitng cudc
tan cong khac lai c6 kha ning chiém toan quyén diéu khién hodc pha huy hé thng.
Chung quy lai, chung thudng gy nén ton thuong dén cac thudc tinh bao mat thong
tin va hé théng: tinh bi mat, tinh toan ven va tinh kha dung.

2.2. Cac ky thuat phat hién xam nhap

Hé thdng phat hién xdm nhp (Intrusion Detection System - IDS) [10] 1a hé
thong c6 kha nang phan biét hanh vi nguoi dung binh thudng va bat thuong, ngoai
ra, con c6 chlrc nang giam sat, phan tich luu lugng mang, cac hoat dong kha nghi
va canh bao cho hé théng, nha quan tri.

2.2.1. Ky thuat phat hién dva trén phuong phap phat hién sw lam dung

Nhitng nghién ctru vé phat hién xam nhép duwa trén phuwong phap phat hién sy
lam dung bat dau vao nim 1980 vé&i béo céo ciia Anderson [1]. Trong dé, hanh vi
x4m nhdp dugc phat hién bang cach so sanh nhitng hanh vi dugc giam sat voi cac
hanh vi tin cong méu da biét. Do d6, phuong phap nay chi c6 hiéu qua trong viéc
phéat hién cac dang tan cong, dot nhap da biét.

Mo hinh phét hién lam dung nhu minh hga trén hinh 3 bao g(‘A)m bdn thanh
phz‘in: thu thap dir liu, hd so hé théng, thanh phén phat hién sy lam dyng, thanh
phén phan hdi. Dit liéu duge thu thap tor mot hodc nhiéu nguén, bao gém bao cao
kiém tra, luu luong mang, du vét cac 1o goi h¢ théng, v.v... DUt li¢u thu thap duogc
chuyén sang mot dinh dang ma céc thanh phan khac ctia hé thong c6 thé xtr 1y dugc.
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Hb so hé thong thuong 1a mot tap luat (rules), dugc sir dung dé mé ta cac hanh vi

binh thuong va bat thudng.
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Dik liéu

Hinh 3. Mo hinh phat hién sy lam dung.

Phuong phép phat hién dya trén sy lam dung c6 bbn k¥ thuat thuong duoc sir
dung, k¥ thuat ddi sanh mau, ky thuat dya trén tap luat, k¥ thuat dua trén trang
thai, va k¥ thuat dua trén khai pha dir liéu.

2.2.2. Ky thudt diea trén phwong phdp phdt hién s bdt thuong

Khac véi phat hién dya trén sy lam dung, phuong phap phat hién dua trén su
bat thuong [1] 1a dya vao viéc thiét 1ap hd so hoat dong binh thuong cho hé théng.
Phuong phap ndy dya trén gia dinh cac hanh vi tAn cong, xAm nhap c6 quan hé mat
thiét voi cac hanh vi bat thuong. Cac nghién ctru phat hién bat thudng bat dau bang
cach dinh nghia nhitng hanh dong nhu thé nao dugc coi 14 binh thudng, va sau d6
xac dinh nhiing hoat dong nao la xdm nhéap va phuong phap phan biét ting hanh

dong xam nhap cu thé.
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Hinh 4. M6 hinh phat hién s bat thuong.
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Mo hinh phat hién bat thudng, nhuw minh hoa trén hinh 4 bao gém bdn thanh
phan: Thu thap dir liéu, hd so hé thong binh thudng, phat hién bat thuong va thanh
phan phan hoi. Cac hanh dong sir dung hé théng binh thuong hay luu luong dir liéu
dugc thu thap va luu lai bdi thanh phén thu thap dir li¢u. Cac ky thuat mé hinh cu
thé dugc sir dung dé tao ra hd so hé thong binh thudng. Thanh phan phat hién bat
thuong quyét dinh mot hanh vi dugc gidm sat 1a bat thuong thong qua mic sai léch
ctia hanh vi d6 vé6i cac hanh vi binh thuong trong tap hd so. Cudi cing, cac thanh
phan phan tng béo cdo sy xAm nhip dugc phat hién. Uu diém chinh cta phuong
phap dua trén phat hién bat thudng 1 kha ning phat hién cac cudc tan cong méi do
n6 khong doi hoi co hiéu biét vé& cic dang tin cong nay. Tuy nhién, phuong phap
nay con ton tai mot sé han ché 1a ty 1& phat hién sai thuong kha cao do phwong
phap nay duwa trén gia dinh tn cong, xdm nhap dong nghia véi cac bit thudng.
Trén thyc té, nhiéu hanh vi bt thuong nhung khong phai 13 hanh vi tin cong. Hon
nira, phuong phap nay ciing gap phai khé khan trong viéc thu thap dir liéu dé xay
dung hd so cac hanh vi binh thuong. Chang han, hd so hanh vi binh thuong cia
nguoi dung dugc xay dung dya trén dit 1i¢u thu thdp dugc trong mot khoang thoi
gian hoat dong binh thudng, nhirng hoat dong xam nhép khong bi phat hién trong
thoi gian nay c6 thé dugc coi 1a hanh vi binh thuong. Diéu nay dan dén giam ty 1é
phat hién dung. Mot van dé khac 1a k§ thuat phat hién bat thuong kho co thé phat
hién cac cudc tan cong tang hinh, 1a mot kiéu tin cong ma cac hanh vi tin cong an
trong sO lwong 16n cac hanh vi binh thuong.

Phuong phép phat hién dua trén sy bat thudng dugc chia thanh cac k¥ thuat
chinh nhu sau: k¥ thuat mo hinh théng ké mo rong, k¥ thuat dua trén md hinh luat,
k¥ thuét dua trén mo6 hinh sinh hoc va k¥ thuét dya trén mo hinh hoc.

2.3. K¥ thuit hoc may

Hoc méay (ML — Machine Learnning) [9] 1a k¥ thuat thiét ké va phat trién cac
thuat toan cho phép mdy tinh danh gia hanh vi dua trén dit liéu thyc nghiém, chang
han nhu di liéu cam bién hodc co s& dir liéu. Mot chuong trinh hoc c6 thé tan dung
cac mau (dir liéu) dé nédm bt cac dic diém quan tam, dir liéu co thé duoc xem nhu
1a vi du minh hoa mdi quan hé giita cac bién quan sat dugc. Trong tdm chinh cua
nghién ctru hoc may 1a ty dong hoc cach nhén ra cic mau phic tap va dua ra quyét
dinh thong minh dya trén dir liéu. Hoc may cé thé dugc chia thanh cac nhanh nhu
sau: hoc co6 giam sat, hoc nira giam sat va hoc khong giam sat.

2.3.1. Ky thudt hoc co giam sdt
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Hoc c6 giam sat (Supervised learning) [9] 1a qua trinh hoc v&i tap dir liéu huan
luyén ban dau hoan toan dugc gan nhan tir trude. Hoc ¢d giam st st dung cho 16p
bai toan phan 16p va phan loai. Vi cach hoc nay, kinh nghiém dugc cho mot cach
tuong minh dudi dang dau vao va dau ra cua ham dich. Hinh 5 m6 ta k¥ thuét hoc

cO giam sat.

[ Tap huan luyén ]

v

[ Thuat toan hoc ]

Dt lieu Dy doan
Vao

Hinh 5. M6 hinh hoc co giam sat.

Mot sb k¥ thuat hoc co giam sat thuong duge quan tim 1a may hd tro vector,
cay quyét dinh, mang than kinh nhan tao, 1ap trinh di truyén ...
2.3.2. Ky thudt hoc nira giam sat

K¥ thuat hoc nira gidm sat [9] 1a k¥ thuat hoc sir dung ca dit liéu da gan nhan
va chua gan nhan dé hudn luyén - dién hinh 12 mot lugng nhé dir liéu c6 gén nhan
cung v6i lwong 16n dit lidu chwa gan nhin. Nhidu nha nghién ctru nhan thay dit liéu
khong gan nhén, khi dugc str dung két hop voi mot luong nho dit lidu c¢6 gan nhan,
c6 thé cai thién dang ké do chinh xac. Trong k¥ thuat hoc c6 giam sat, dé gan nhin
dir liéu cho bai toan hoc may thuong doi hoi mot chuyén vién c6 ky ning dé phan
loai bang tay cac mau huén luyén. Trong khi d6, chi phi gan nhin bang tay cao,
khong kha thi. V&i phuong phap két hop ca mau dit liu dugc gan nhan va chua
gan nhan s€ dat dugc hi¢u qua cao hon.
2.3.3. Ky thuat hoc khong giam sat

Trong ky thuat hoc khong giam sat [9], tap dit liéu dugc cho duoi
dangD = {(x;, %5, ..., %)} vOi (x4,%, ..., %) vector dic trung ctia miu huin
luyén. Nhiém vu cia thuat todn l1a phai phan chia tap dit liéu D thanh cac nhém
con, mdi nhém chira cac vector dau vao cd dic trung gidng nhau.

Nhu vay, viéc hoc khong giam sat, s6 16p phan loai chua biét trude, va tiy theo
tiéu chudn danh gia do nrong tw giita cac mau ma ta c6 thé co cac 16p phan loai

khac nhau.
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3. UNG DUNG KY THUAT HQC MAY TRONG
PHAT HIEN XAM NHAP MANG

3.1. Ky thuat hgc may trong phat hién xam nhap

Hoc may 13 k¥ thuat manh m& duoc mét sé nha nghién ctru ing dung vao giai
quyét bai toan phat hién xdm nhap mang. Nam 1990 Fox va cac cong su [6] lan
dau tién cd ging md hinh hoa hé thdng va cac hanh vi nguoi dung bang mang than
kinh nhan tao. D& xuét cua ho st dung k¥ thuat hoc khong gidm sat dé phat hién
cAu triic co ban cua dir liéu ma khong can mAu hanh vi bat thuong c6 sdn. Nam
1994, Frank [5] sir dung tri tu¢ nhan tao cho phat hién xam nhap theo huéng phan
loai hanh vi xam nhép va giam dir li¢u.

Mot dé xudt dua trén mang lan truyén nguoc dé giam sat cac chuong trinh dang
chay cua Ghost [15] va cac cdng sy dua trén k¥ thuat hoc giam sat da duoc dé
xuat. Céc tac gia da sir dung dir liéu dau vao dugc tao ngau nhién cho cac hanh vi
bat thudng, va cho rang hiéu qua phat hién cuia k¥ thuat nay phu thudc vio trong s6
khéi tao dau vao huin luyén.

Mot sb nghién ctiru dya trén thuat toan di truyén cling duoc dé xudt, nam 1993
tac gia Me [8] str dung thuat toan di truyén cho phat hién lam dung. Dé xuat nay da
cai thién ty 1é canh bao nham hiéu qua; tuy nhién phuwong phap nay chua xac dinh
chinh x4c tig loai tAn cong cu thé.

3.2. Thuit toan quy nap cay ID3

Thuat todn quy nap cdy ID3 [9] dugc Quinlan dé xuat cudi thap nién 1970s véi
ru diém 1a lya chon cac thudc tinh tét nhat dé trién khai cay tai mdi budc bang
cach str dung do loi (Gain) thong tin dé do tinh hiéu qua cua cac thudc tinh phan
16p. Trong qua trinh xay dung cdy quyét dinh theo thuat toan ID3 tai mdi budc
phat trién cay, thudc tinh dugc chon dé trién khai 1a thudc tinh c6 do lgi 16n nhat.

Xét truong hop don gian nhét cho bo dit liéu huin luyén trén bai toan phat hién
xam nhdp, ta chi quan tim dén dia chi IP ngudn, IP dich, cong ngudn, cbng dich dé
xac dinh mau d6 c6 phai tin cong hay khong nhu biéu dién trong bang 1.

Bing 1. Tdp dit liéu hudn luyén cho bai todn phat hién xam nhdp.

IP ngudn IP dich Cong ngudn | Cong dich | Xam nhap
123.202.72.109 | 225.142.187.12 001360 000080 False
123.202.72.109 | 225.142.187.12 001360 000025 False
225.142.147.75 | 225.142.187.12 001360 000080 True
233.167.15.65 150.216.191.119 001360 000080 True
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233.167.15.65 125.250.187.19 001425 000080 True
233.167.15.65 125.250.187.19 001425 000025 False
225.142.147.75 | 125.250.187.19 001425 000025 True
123.202.72.109 | 150.216.191.119 001360 000080 False
123.202.72.109 | 125.250.187.19 001425 000080 True
233.167.15.65 150.216.191.119 001425 000080 True
123.202.72.109 | 150.216.191.119 001425 000025 True
225.142.147.75 | 150.216.191.119 001360 000025 True
225.142.147.75 | 225.142.187.12 001425 000080 True
233.167.15.65 150.216.191.119 001360 000025 False

Mbi mau trong tip dit liéu nay duoc phan loai 1a “True” (xAm nhap) hodc
“False” (khong phai xam nhép), gia tri phan loai nay dugc goi la thudc tinh dich.
Qua trinh huan luyén cua ID3 s& xay dung mot cay quyét dinh cé kha niang phan
loai chinh x4c miu trong tip dit liéu huan luyén véi ky vong cho két qua chuan
doan chinh xac ¢ dau ra.

ID3 xay dung ciy quyét dinh theo phuong phéap tir trén xudng, tai mdi nat ID3
s& chon mot thudc tinh dé kiém tra va phan ving tap hop cac miu bang cdy con dé
quy cho moi vung. Thuat todn 1dp lai cho dén khi moi thanh vién cua phan vung
déu nam trong cung mét 16p, 16p d6 trd thanh nut 14 cia cay. Hiu qua cua thuat
toan phu thudc rt nhiéu vao tiéu chun chon gia tri goc ciia cay.

ID3_algorithm(Tse, Class_Labels, Attri){
If Tit_ca_cic_mAiu cua Tse thude ciing Class_C
Return Nut Root duoc gin v6i Class C
If Tap thudc tinh Attri 1 rong
Return Nat Root duoc gan nhin 16p = Majority Class Label(Tse)
A « Thudc tinhc Attri c6 kha nang phan loai “tot nhat” ddi véi Tse
Thudc tinh kiém tra cho nat Root «— A
For each Gia tri c6 thé v cua thudc tinh A
B6 sung mot nhanh cdy méi dudi niit Root, tuong tng véi: “Gid tri ciia
Alav?
Xac dinh Tsey = {méu X | X € Tget, XA=V}
If (Tsey 12 rong)
Tao mot nut 14 voi nhan 16p = Majority Class Label(Tse)

Gan nut 14 nay vao nhanh cay méi vira tao
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Else Gin vao nhanh cidy mdi vira tao mot cdy con duoc tao ra boi
ID3 algorithm(Tse, Class Labels, { Attri A})
Return Root
H
Viéc lya chon thudc tinh A ¢6 kha nang phan loai “tot nhat” doi vai tap dir liéu

huén luyén Tset dugc thuc hién theo cong thirc:

T.
Gain(T;,,,A) = Entropy(T)Set — Z v € Value ;m Entropy(Ts,.)

Set
Vi Values(A) 1a tap hop ¢o thé c6 cac gia tri thudc tinh A va Tsey 12 tdp con
ctia Tse chtra cac mau c6 thudc tinh A mang gia tri v; Do thuan nhat cho tap dir
li¢u Entropy(Tset) xac dinh theo cong thirc sau:

ﬂT rue ﬂT rue AFalse A Falze
ntropy(Te.:) Arri o \awwi/ T Awri o2\ At

Véi tap huan luyén duoc cho trong bang 1 gdom 02 thudc tinh “True” va
“False”, do d6 ty 1¢ cac mau ctia mdi thudc tinh dugc xac dinh 1a A, va Az,
Ap dung cho dir liéu huén luyén trong bang 1 ta c6 thé xay dung ciy quyét
dinh theo thuit toan ID3 nhu sau:
Buérce 1. Tinh Entropy cua tép dir liu
Entropy(Ty,.) = —(9/14)log,(9/14) — (5/14)log,(5/14) = 0.940

Buée 2. Tinh Gain cho timg thudc tinh dé tim thudc tinh 1am gdc

Gﬂiﬂ(Tget;IPp;wan)=EHWDPF(TSEJ — (5/14)Entropy(S:23 20272105

_[43"r14]EHH'DPF[Szzs.Hz.H?.?E] - [5;"14]En11‘0p}?[5233.15?.15,55]
= (0.299

Voéi:
Entropy(S,232027210s) = —(2/5) *log,(2/5) — (3/5)log,(3/5) = 0.970
Entropy(Sazz142147.75) = —(4/4)log,(4/4) = 0
Entropy(Saa316715.65) = —(3/5)og,(3/5) — (2/5)log,(2/5) = 0.794
Tuong tu voi dich:

Gain(TSEt-'IPBIEh:]=Enter!|‘F(TSEt:] —(4/ 14:]EHU"DPF(5225.142.13?.12)

—(6/14)Entropy(Si5p216151.115) — (4/14)Entropy(S,oz 550187.45) = 0.029

Gain(T;,, Port, . )=Entropy(T..) — (6/14)Entropy(S;p0025)
— (8/14)Entropy(Sgggos) = 0.145
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Gain[TSE,c,PDrtNgu-un)=Entr::rp}r[TSEt] —(7/14)Entropy(5,q13¢)
— (7/14)Entropy(Sgp142:) = 0.15

D@ thdy Gain(Tq, IPys, ) 12 16n nhit. Vay ldy thuge tinh TPy ;. lam nat

gbc. Va ta co thé xay dung duoc cdy ban dau nhu hinh 6.

[ IP nguon ]

123.202.72.109 | (7333.167.15.65
1225.142.147.75 |

. \r .
CTme—fabe > e > CTme-fase

Hinh 6. Céy quyét dinh sau khi xdc dinh dwoc nit goéc (Root).

Tiép tuc xét cac nhanh con dudi nut géc cho dén khi tit ca cac Entropy déu
thuan nhat (khong thé xay dung duoc cdy nira), thi ta ¢ cdy quyét dinh xdy dung
bang giai thuat ID3 nhu hinh 7:

123.202.72.1 |

e e o

| 225.142.147.7 |

K g ———————————— &

True Céng dich

T

| 00136 || 001425 | | 00008 | | 00002 |

Hinh 7. Cay quyét dinh dwoc xdy dung theo thudt todn ID3.

3.3. Thuit toan phan cum dir liéu mo

Phéan cum dit liéu mo 1a phuong phap phan cum dir liéu cho phép mdi diém dir
liéu thudc vé hai hodc nhiéu cum théng qua bac thanh vién. Ruspini [11] gi6i thiéu
khai quat khai niém phan hoach md dé mé ta ciu trac cum tap dir liéu va dé xuat
mot thuat todn dé tinh toan tdi wu phan hoach md. Dunn [4] mé rong phuong phap

phan cum va da phat trién thuat toan phan cum mo.
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Y tudng cua thuat toan 1a xay dung mot phuong phap phan cum md dwa trén t6i
thiéu hoa ham muc tiéu. Bezdek [3] cai tién va tong qua hda ham muyc tiéu md bang
cach dua ra trong s6 mii dé xdy dung thuat toan phan cum mo FuzzyCMeans
(FCM), va dugc ching minh dg hdi tu ctia cac thuat toan 1a cuc tiéu cuc bo.

Thuat toan FCM thuc hién phan hoach mét tip n vector d6i tugng dit liéu
X=x, X, X, € R? thanh ¢ nhom m¢ dya trén tinh toan t6i thiéu hoa ham muyc tiéu
dé do chat lugng cia phan hoach va tim trong tdm cum trong mdi nhom, sao cho
chi phi ham do d¢ tuong tu 1a nho nhét. Mot phan hoach mo n vector diém dir liéu
X=x, x, X, € R? 14 dic trung diu vao dugc biéu dién boi ma tran U=[uy] sao
cho diém dit li¢u da cho chi c6 thé thudc vé mot s6 nhom véi bac duge x4c dinh
boi muc do gitra [0,1]. Nhu vady, ma tran U dugc su dung dé mo ta cAu trac cum
ctia X bang cach giai thich u,, nhu bac thanh vién x,véi cum i.

Cho u=[uLu2J...,u 5) la phan hoach m¢ C, ta c6:

qy "7 Ugy
UEX?‘E: : b :

ucl ucn

Khi d6 dé tinh todn ham muc tiéu m¢ véi tham s6 m¢ m, trong tdm cua cum
mo thtr i la v, € R%dugc xac dinh nhu sau:

.-‘rrn [U-'v] = EE:l E:ic=1 [uik]m (dﬂ{]:, 1 £ m ::—:: +U:'

Khoang cach giita mau dit liéu x,véi trong tim cum thir (i,v,) dugc xac dinh

. 7 172

theo phuwong phap Euclided, =d(x, — v,) = llx, — vl = [E]F’:l (x5 — v;) -‘ ,

bac ciia mau dir liéu x,v6i cum thiri 13 wy € [0,1]. Ma tran biéu dién cac gia tri

tam cua cym dugc phan hoach V=[v-u-] = [”1,---1"5] € R%™¢ Pé don gian, ta coi

mang dbi tuong dir liéu x, %,la cdc cot trong ma trin dbi tuong dir licu

K=[xjk] = [x1 ,xn] € R%*° Ma tran phan hoach U dugc str dung dé mo ta cau trac
cum trong dir li¢u {xj X, }

Ham muc tiéu dat gia tri nho nhat khi phan hoach uy va phan cum v, thoa

man:

2. (7 |
Uy = “hgk A=igelsksn

0,i &I,
{ZEEI;, ug =11 € *rk’Ik =0
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va v, = %ﬁ, 1<i<c
Thudt toan:
Input: S cum ¢ va tham s6 m cho ham muc tiéu J, véi sai s6 €
Output: c cum dir li€u sao cho ham muc tiéu dat gia tri cuc tiéu
Algorithm: Fuzzy C — Mean (FCM)
Begin

Buwée 1. Khoi tao

Nhiap tham s6 e(1<c<n)m(1<m< | o),

Khoi tao ma tran V=[v, ],V € R¥*¢ j=0

Buwéc 2. Tinh ma tran phan hoach U va cdp nhat lai trong tdm cum V
2.1 j=j+1
2.2. Tinh ma tran phan hoach m¢ U7
2.3. Cép nhat cac trong tim cym V) = [vij} ,Vg“"},...,v'éﬁ}vé AsL

Buée 3: Kiém tra diéu kién ding. Néu max { ”u'uk " _ u;‘jk] u} < =chuyén

sang budc 4, nguoc lai quay lai budce 2.
Buéc 4. Pua ra cac cum két qua.
End

4. THUC NGHIEM VA KET QUA

Pé danh gia két qua cua cac thuat toan hoc may duoc gidi thiéu trong phan 3.
Nhom di tién hanh cai dt thir nghiém trén 10% cta bo dit liéu huan luyén va kiém
tra KDD’99 ddi véi thuat toan hoc cd giam sat (ID3) va thudt todn hoc khong giam
sat (FCM) tai phong thi nghiém An ninh mang — Hoc vién Ky thuat quan su. Véi
cac két qua nhan duoc, dé danh gia do tin cay cua phuong phap hoc, do tin ciy
(Accuracy) dugc tinh toan nhu sau:

TN
HCCUI'EIC}F = M——I-FF' = 100

Trong do: - TN: S6 ban ghi duoc phan loai ding
- FP: S ban ghi bi phan loai nhdm
MGi thudt toan véi cac tham s thiét 14p dau vao dwogc thuc hién 20 lan, két
qué théng ké 1a trung binh cuia ca 20 1an thyc hién.
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Bing 2. Két qua thuwe nghiém sir dung thudt todn ID3 cho phdn logi tdn cong.

S6 ban ghi S6 ban ghi Thuit toan ID3
DL huén luyén | DL kiém tra
Phan loai dung (%) Do tin cay (%)
800 2000 92,90 91.35
4000 99,98 99.97
8000
8000 99,93 99,92
10000 8000 98,72 98,33

Két qua bang 2 cho thay voi truong hop dit liéu huan luyén 800 ban ghi va dir
lidu kiém tra 1a 2000 ban ghi; viéc huén luyén trén by dir li¢u voi ) luong mau
qué it so voi s6 mau kiém tra da anh huong 16n dén d6 chinh xac ciing nhu do tin
cay cua thuat toan.

Trong trudng hop huin luyén trén bd mau dir liéu 16n va tién hanh kiém tra
trén bo dit liéu c6 sb lugng mau nho hon s& nhan dugce do chinh xac va do tin cay
cao. Khi huin luyén véi bd dir liéu co6 8000 ban ghi va kiém tra trén bo dit lidu
4000 ban ghi két qua nhan dang chinh xac dat 99.98% véi do tin cdy dat 99.97%.

Tuy nhién, khi hudn luyén va kiém tra trén céc bo dit liéu 16n hon thi hiéu qua
phan loai va dg tin cdy cua thudt todn ID3 s€ giam dan, dic biét dbi vai truong hop
s6 mau ctia bd dit liéu huan luyén 16n hon khong dang ké so véi s6 mau ciia bo dir
liéu kiém tra.

Dbi véi ki thuat hoc khong giam sat FCM, trong qué trinh thuc nghiém da tién
hanh 3 thiét 1ap tham sb khic nhau véi s6 cum lan luot 1a 2, 3 va 4; tham s mo
duoc Iya chon 1a 2. Két qua duoc thé hién trong bang 3. Trong qué trinh thir
nghiém cho thay khi thay d6i tham s mo m thi hiéu qua va do tin cay cua k¥ thuat

thay d6i khong dang ké.
Bing 3. Két qua thuwe nghiém sir dung thudt todn FCM cho phdn logi tan céng.
Séban | S ban Thuit toin FCM
ghi ghi ¢ =2, m=2 ¢=3, m=2 c=4, m=2

DL huén DL Phan loai | DO tin | Phanloai | DO tin | Phanloai | DO tin
luyén kiém tra | dang (%) | cdy (%) | dung (%) | cdy (%) |dang (%) | cay (%)

800 2000 50,35 100 49,85 100 94,4 93.43

4000 49,75 100 49,75 100 96,3 96,2
8000

8000 48,63 100 | 49,7625 100 97,06 | 96.847

10000 8000 48,63 100 | 49,0625 100 94,91 93,893
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Véi truong hop sb cum dugc thiét 1ap 1a 2 hodc 3 thi hiéu qua phan loai rat
thép, chi dat cao nhét 1a 50.35% , tuy nhién d¢ tin cdy cua thuat toan dat 100%.

Trong truong hop thiét 1ap tham sé phan cum 1a 4, hiéu qua phan loai ting 1én
rat nhanh, diéu nay cho thiy s6 cum dugc thiét 1ap cang 16n thi két qua phén loai
cang cao. Tuy nhién, d0 tin cdy cta thuat toan s& giam dan.

Mit khac, twong tu voi thudt toan hoc ¢ giam sat (ID3), véi sé miu huan
luyén nhé hon s6 mau kiém tra s& cho két qua phan loai va do tin cdy thap hon kha
nhiéu so v&i cac thi nghiém ddi v6i sé mau hudn luyén 16n hon kha nhiéu so véi s6
mau duoc kiém tra.

Tir két qua bang 2 va bang 3 cho thdy, qua trinh hoc c6 giam sat dat hiéu qua
phan loai dung va d¢ tin cdy cao hon nhiéu so véi hoc khong gidm sat. Tuy nhién,
qua trinh hoc c6 giam sat yéu cau cac mau dit liéu huan luyén di duoc gan nhan,
ma chi phi dé xay dung bd dit liéu dugc gan nhan 1a kha cao, trong khi huan luyén
d6i v6i k¥ thuat hoc khong giam sat thi khong can bo dit liéu huan luyén dugc gan
nhan, trong truong hop s6 cum duoc thiét 1a8p cao thi hi¢u qua cua k¥ thuat hoc
khong giam sat ciing twvong duong voi k¥ thudt hoc c6 giam sat.

5. KET LUAN

Bai bao da trinh bay mot s6 noi dung nghién ciru vé cac ki thuat hoc may va
mg dung trong linh vyuc phat hién tdn cong xAm nhap mang. Cac két qua nghién
ctru 4p dung trén thuét toan ID3 va FCM da cho thay hiéu qua ciia hoc méay trong
phan loai tn cong. Tuy nhién, trong thuit toan FCM chua c6 mét quy tic cu thé dé
Iira chon tham s6 m sao cho hiéu qua phén loai t6i wu. Do d6, trong thoi gian téi,
nhém nghién ciru sé& tiép tuc dinh hudng nghién ciru cho hé thong tu dép tmg tham

s6 m dé dat dugc hiéu qua t8i wu cta thuat toan.
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ABSTRACT
INTRUSION DETECTION USING MACHINE LEARNING TECHNIQUES

In recent years, the growth of computer network is entailed many
challenges to cyber security. Network is becoming the target of attacks,
unauthorized intrusions and information stealed. Most of traditional
intrusion detection techniques are known with relatively low true positive
rate and high false alarm rate. Research on intrusion detection using
machine learning techniques have proved effectively in detecting new attacks
with high detection rate and low false alarm rate in reasonable
computational cost. In this paper, we study some machine learning
techniques (FCM, IC3) in network intrusion detection. Some experiments
were conducted on KDDY9 datasets at Laboratory of Network Security — Le
Quy Don Technical University.

Keywords: Machine Learning, Network Intrusion, Intrusion Detection, Cluster.
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