Nghién ciru khoa hoc cong nghé
VE MQT BACKDOOR TRONG SINH KHOA RSA
Bach Nhat Hong', Lé Quang Huy”

Tém tit: Bai bdo trinh bay mét dé xudt vé thudt toan sinh khéa RSA chira
backdoor trén co sé cdi tién thudt todn PAP trong [1]. Thudt toan dé xudt sir dung
mot hé mat doi xung dé ma mat thong tin backdoor. Thudt todan dé xudt t6t hon
thudt toan PAP vé tinh bdo mdt, lyc lwong khoa va do phuec tap tinh toadn.

Tw khéa: Mat ma, Sinh khoa, RSA, Backdoor.
1. PAT VAN PE

Véi ha t?mg mat ma khoa cong khai (PKI), mot van dé dugc quan tam la viéc
khoi phuc cip khoa (ding dé m3) cua ngudi dung khi co yéu cdu tir nguoi dung
(mat khoa) hoic tir co quan nha nude (lién quan dén an ninh). Dé giai quyét van dé
trén ngudi ta sir dung hai cach. Cach thi nhat 1a str dung giai phap co so dir lidu
(CSDL) khoa va céac bién phap dam bao an toan cho CSDL khoéa nhu gidi phap
mém (ma mat CSDL khoa) va giai phap vat 1y (bao vé may tinh...). Giai phéap sir
dung CSDL khoéa c6 vu diém 1a cac tinh chat cua khoa khong bi gidi han (so voi
thuat toan chuan) nhung c6 nhuoc diém 1a chi phi 16n va van hanh phtc tap. Cach
thir hai 1a sir dung thuat toan sinh khéa chira backdoor. Uu diém cua giai phap sur
dung backdoor 1a chi phi thip, vi khi sir dung, hé thong khong can lvu gilt khoa
riéng cua ngu’O’l dung (khong duy tri CSDL khoa) ma chi can luu git va bao vé
khoa ctia ngudi thiét ké. Nhugce diém cua giai phap st dung thudt toan sinh khoa
chira backdoor 1a cac tinh chat khéa bj thu hep so voi thudt toan sinh khoa chuan.

Vi gidi phap tht hai, nhiéu thuét toan sinh khoa chira backdoor trén mot sé hé
mat da dugc cong bd nhu: RSA, Elgamal, Eliptic Curve. Cac thuat toan sinh khoa
RSA chtra backdoor trong [1], [2] dugc danh gia 1a kém an toan vi d0 dai khoa cua
nguoi thiét ké bang mot nira so véi d6 dai khoa cia nguoi dung. Céc thuit toan
sinh khoa RSA chtra backdoor trong [3], [4] c6 d0 phurc tap gan véi bac hai, ¢ lye
lugng it hon so véi thuét toan trong [1] va can sir dung bo nhd khong mat dir lidu
dé luu thong tin. Cac thuit toan sinh khoa Elgamal trong [1] ciing bi danh gia 1a
kém an toan vi d6 dai khoa cta ngudi thiét ké (Elgamal) khong twong duong véi
do dai khoa ctia nguoi dung (RSA).

Do vay, muyc tiéu nghién ctru ngoai viéc tang thém hiéu biét dé c6 giai phap
phong vé tét hon trong viée sir dung cac san pham mat ma khi khong 1am chii duoc
ma con c6 kha nang ung dung, bai bao tap trung nghién ciu cac thuat toan sinh
khoa RSA chtra backdoor va dé xuat mot thuat toan sinh khéa RSA chtra backdoor
méi trén co sO cai tién thuat toan PAP trong [1]. Thyc hién muc ti€u trén, bai bao
duoc td chure thanh 5 ph?m: muc 1-Dit vin dé, néu 1én su can thiét nghién ctu va
mot s6 két qua nghién ciru clia céc tac gia di trude; Muc 2-Cac dinh nghia va co s&
phuc vu cho viéc phan tich thuat toan sinh khéa chira backdoor; Muc 3-Trinh bay
va danh gia thuat toan PAP; Muc 4-D¢ xuat thuét toan sinh khoa chira backdoor
moéi; Muc 5-Két luan tom tat cac két qua nghién ctru va hudng phat trién.

2. CAC PINH NGHIA VA CO SO

2.1. Thuat toan sinh khéa chira backdoor
2.1.1. M{t s6 ky hiéu
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Goi nguoi thiét ké thuat toan sinh khoa chira backdoor 1a ngudi thiét ké va
nguoi dung cap khoa do thuat todn sinh khoa chira backdoor tao ra la ngudi dung.
1. Ky hiéu cac thuat toan: Ky hi¢u Gy 1a thuat toan tao khoa trung thyc, tao céc
khoa hop 1€ thudc khong gian khoa KS. Ky hi¢u G 1a thuat toan tao khoa ddc hai
tao cac khoa chira backdoor thuoc khong gian khéa KSM. Ky hiéu & 1a tham s an
toan cua thuat toan sinh khoa. Ta co:

(km‘w; puh) Go(1%) & (km‘w’; pub) €y KS
(km“w; Mh) G;(1%) & (kpm,v’; pub) €y KSM

trong do:
- Ey KS, €y KSM nghia la cac khda dugc chon ngﬁu nhién trong KS, KSM.
Go Go
- kp‘-"w * Tpub lan luot 1a ky hi¢u khoa riéng va khoa cong khai cua Gy.
S kSRS 1an lugt 1a ky hiéu khoa riéng va khoa cong khai cua G;.

priv? pub
Ky hiéu R, 1a thuat toan khoi phuc cdp khoa sao cho tir khoa cong khai cé thé

Khoi phuc lai Khéa riéng twong (. Ta co: Korw = R1(Kpi),

2. Ky hi¢u cac ham bén trong KSM: Céu tric cia KSM duge dién dat boi hai ham
Exsy va Disy duge mo ta nhu sau:

a) km — EKSM(kWW) ky hiéu kg;bglé mot phan khoa cong khai ciia G, ham
Exsy dua thong tin khoa riéng vao khoa cong khai.

b) Korw = Drsupun) ham Dy khoi phuc khoa riéng tir khoa cong khai.

Cac ham Exsy va Dgsi 1a su két hop cta ba ham sau va cac ham nghich dao
tuong ung:
Ham thl'r nhét: Goi la ham trich thong tin, ky hi€u 1a 7, vi muc dich trich tir khoa
riéng k ©1  cac thong tin I (k

priv

) dé nhing trong khéa cong khai kﬁ;b sao cho

priv

thong tin dugc nhung dii dé khoi phuc kp iw Ham / can thdéa man:

a) | I( priv. | < | F?‘w | Véi | | la d§ dai tinh theo bit cua k ©1

pr v priv

1 1
oy | 7G| << IRl | v | k72, | 1a do dai tinh theo bit cua k',
H;‘lm thw hai: Goi la hg?lm phe giéu thong tin, ky hiéu E. Ham E dua trén hé mat
doi1 xung hodc hé mat bat doi xﬁ'ng sao cho phan phoi dau ra cua E khong thé phan
biét dugc v6i phan phdi déu vé mat tinh toan. Thong tin gidu: E (I (kpﬂv))

Ham thwr ba: Dugc goi la ham nhung, ky hiu /. N6 xac dinh vi tri nhung thong
tin backdoor (da dugc md mat) va gan gia tri ngau nhién cung thong tin backdoor
(d3 ma mat) vao trong cac phan (bd phan) ciia khoa cong khai.

koo = £ (B (10632,)))

Vaytaco Exsu = FPE°L vap,q, =1"teE et
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Ky hiéu kp 1 mot bo phan cua khoa cong khai k2 chira thong tin backdoor da

pub
duoc ma mat hda (nhing).VD véi sinh khéa RSA chira backdoor, &z 1a 7 hoac e.
2.1.2. Dinh nghia thudt toan sinh khoa chwra backdoors

Ky hié’u thuét toan sinh khoa ciia mgt h¢ mat ma khda cong khai 1a Gy. Mot
nguoi thiét ke tao ra mot thudt toan sinh cap khoa, G;, va mot thuat toan khoi phuc
cap khoa R;. Goi 7 1a ham nén thong tin, goi £ 1a ham ma mat hoa va D la ham giai

G \

ma mat cua E, goi fz 1a ham nhung thong tin cua G;. Céap khoa ( pub kp;n) la
cac khoa chira backdoor an toan néu cac thudc tinh sau duoc thoa méan:

1. Bao mat: Tur khoa cong khai k| nguoi ding khong thé tinh toan (khoi phuc)

pub’
1
duoc khoda riéng tuong ung kww

2. Hoan chinh: Cac ham 7 va f'kha nghich, dé nguoi thiét ké co6 thé khoi phuc duoc
khoa riéng tur khoa cong khai tuong tmg, kP'”V =R (’f E® I(kp”m))
3. Khong thé phan bi¢t dugc: Véi céc thuat toan sinh khoa G, va Gy. Thi:

a) Cac két qua dau ra cua Gy, Gy la khong thé phén biét dugc vé mit théng ké,
hoac vé mat tinh toan.

b) Cac do dac bén ngoai cia Gy, G 1a khong thé phan biét dugc mot cach rd
rang cai ndy vai cai kia.
2.2. Mt s6 két qua ciia hé mat RSA
2.2.1. Dinh Iy vé 56 cdc s6 nguyén t6

Ky hiéu z(n) 14 s6 lugng cac sd nguyén t6 nho hon hoic bang n.

Thi khi 7 16n, ta ¢o: m(n) ~ ﬂ
Viy xac sudt mot s6 nguyén ngau nhién k-bit 1a sd nguyén t6 1a:
k
m(2¥) 1 2 3 omk

25 nzF 2zklnz Ik
2.2.2.56 lwong khoa co thé sinh dwoc
Sb luong cac sb nguyén t6 k-bit:
(k—2)2k-1  2k-1
#{p} = n(2%) — m(2x1) = ~
W} =r@Y =@ = Dz ~kinz

Voi moi tham so e xac dinh mot tham s6 d duy nhét, tham so e c6 thé duoc chon
ngau nhién trong z p()- S6 cac s6 nguyén nhu vy 1a s cac s nguyén nguyén to
cung nhau vé6i p(n), va bang ¢(e(n)). Tir [5, Fact 2, p102], ta co:

n

I
eninn <%0V <" 3g(nln)nin(e/(Gnnn)

Trong d6, In In # 14 viét tit cua In(In(n)).

~ 1,44, 2817 l0g2

< @(pn)) <n

mn
Chia n cho In n khong anh huéng nhiéu dén két qua nén ta xap xi lnn o o(n)
hodc ¢(p(n)) co6 thé duge xap xi bang n. V4i moi gia tri cia e xac dinh duy nhat
mot nghich ddo d, nén ta c6 lyc lugng khoa cua thuat toan sinh khdéa RSA 1a:

# ((p.g.de) =#{(p, q)} * #ie} = (1,44. 25708, ¢ o 5(n)) = n. 2. 222 2oe &
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3. THUAT TOAN PAP

3.1. Gi6i thi€éu thuat toan PAP

Thuat toan sinh khda RSA chaa backdoor trong [1] dugc goi la PAP, Gy =
PAP). Thuat toan PAP st dung chinh hé rl}ét RSA dé ma mat ‘ghéng tin backdoor,
E =RSA. Tham s6 modulus cua nguoi thiét ké (V) c6 d6 dai bang mét nira so v6i
do dai tham s6 modulus ctia nguoi dung (n). Thong tin backdoor (s6 nguyén to p,
I(k;‘w) P dugc gidu & nira cac bit cao cuan, kg =n, f= 25+ 11/ (p:F) (p noi
voi r). Cac tham so0 thuat todn gom:

+ Ky hiéu khoa cong khai ctia ngudi thiét ké 1a (N, E)) va khoa riéng 1a D,.

+ Ham gia ngau nhién Fx: {0, 1}* — {0, 1}*, kha nghich va chi xét cac gia tri
thoa man Fx(x) < N.

+Ham Gx: {0, 1}* — {0, 1}* 1a ham gia ngiu nhién kha nghich va dé dam bao |
Gk (x) | =k.

+ Ky hiéu a : b 1 xau a nbi v6i xau b, xau ndi c6 gia tri a.2" + b

Thuat toan PAP [sinh khoa RSA] Thuat toan PAP [khéi phuc khéa
RSA]
Input (k, K E], ]\7, B], Bz) Input (I’l, e, D], ]V, K B], Bz)
Output (p, ¢, d, e) Output (d)
1. repeat 1. form=0to 1
2. repeat 2. p. X+ r=n
3. Generate random prime p//| p | =k 3 p=p+tm
4. fori=0to B, 4 forj=0to B,
5. p1 = Fiidp) 5. p2=G k4 p)
6. if p; < N then break 6. ps = pzﬂi mod N
7. untilp; <N 7 fori=0to B,
8. py=ptmodN 8. P=F'xii(p3)
9. forj=0to B, 9. if (p | n) then break
10. p = Ggi(p2) pl=k 10. if (p | n) then break
11. Generate arandomr»  //|r|=k 11. if (p | n) then break
12. m=p2*+r Np:r)y 12. g=n/p
13.  g=[m/p] 13. d = ¢’ mod ¢(n)
14. if ¢ is prime then break 14. return (d)
15. until g is prime
16.n =p.q

17. Generate a random e
// until ged(e, p(n)) =1)

18. d = ¢’ mod ¢(n)
19. return (p, g, d, e)
3.2. Danh gia thuit toan PAP

Tinh bao mit: Tham s6 modulus cua nguoi thiét ké co cl}iéu dai bang mot nira
tham s6 modulus cua nguoi dung khién cho backdoor c6 diém yéu va do do, tinh
bao mat cé thé khong dugc dam bao.
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Luwe lwgng:

Vi p dugc sinh ngiu nhién nén theo dinh 1y vé s6 lwong cic s nguyén tb, ta co:
#{p} = 1,44, 2k~ 1-log2 k

Xét cach tao g (tir bude 7 dén budc 12): S lugng xau p: r chia hét cho p 1a
#l €2y = #{p:r).m= 2k 1 = 2k p1

O, €2} = #{pr}o . 12

Theo dinh ly vé sb cac sb nguyén to: mot s6 nguyén k-bit 1a s6 nguyén té véi
xac xuit khoang 2™,

# {q} = S6 luong xau p: r chia hét cho p 13 sb nguyén t6 1a

T . r . -

#{ql=# {% € Z}.Pr [p? 1A sé nguyén to| = 2k p~1. 27Ink — pk-lnk 4,—1

Vay, s6 luong phan t n (#{n}) 1a:

Ng,n = #{n} = #(p). #(q) = 1,44, 2%"17lo0:k pk-Ink — 7 44 p2k-1-Ink-logzk ;=1

Xét ty 18 giita Iuc lugng ctia KSM va KS, vi hang tir #{e} gidng nhau giita hai
thudt toan sinh khéa nén cé thé bo qua. Do do, ty 1€ gitta hai lyc lugng:

NGIJH _ 1,44 22k—l—lnk—lﬂg2klp—1
- 1,442.22;(_2_210'5’2;(

RG:

) = 2.In 2. 2l0gzk"Ink =1

NGn,]‘l

D9 phirc tap: Vi |p| = |V va Fi+(p) ¢6 thé xem 1a mot hoan vi, do d6 xac xudt
Fi+ip) < N 16n hon 2. Do véy, vong 1ap tir 2 dén 7 1a khong dang ké. Tuong tu,
vong 1ap co dinh tr bude 9 dén budc 14 véi toi da B, = 16. Do do, t}luét toan co
budc 1ap tao g tir bude 1 dén bude 15, vi g = [(p.2" + 1)/ p] 1a mét s6 nguyén gia
ngau nhién, nén d¢ phirc tap cua viéc tao ¢ trong G, cling giong nhu trong Go;
t(G1) =Bs. t(Go) tuong duong voi t,(Gy) = t,(Go). Cach tao p cling giong nhu
trong Gy, tuy nhién p dugc tao bén trong vong lap tao g nén va £,(G;) = t,(Go).
t,(Go). Do phtrc tap trong tao n la:

th(G)=t,.t,; + t,+ T (Fx) + T (RSA-k) + T (Gg)

Viéc tao e giébng nhu Gy nén ta co t, (Gy) = . (Go)

Vay d0 phuc tap cia thuat toan la:

(G)=t.+t,. t, + t,+T(Fx)+ T (Gk)+ T (RSA-k).

4. DE XUAT THUAT TOAN SINH KHOA RSA CHUA BACKDOOR MOI

4.1. Gi6i thiéu thuat toan

Phan nay, trinh bay mét thuét toan sinh khoa RSA chira backdoor trén co s¢ cai
tién thudt toan PAP trong [1]. Thuat toan dé xuat (G, =thudt toan dé xuat) sir dung
mot ma khoi doi xiing (E = ma khoi doi xtrng) d€ ma mat thong tin backdoor (s

G
nguyén t6 p, ! (kmlf:'v) — P Théng tin backdoor duogc gidu trong cac bit thap cua #,
ks =n; f=s2"+r//(s : ¥) (s ndi véi r). Thuat toan d& xuét sir dung két qua cta dinh
1y sau:

Pinh 1y 4.1. Ky hiéu p 1a mot s6 nguyén td, r 1a mot s6 nguyén 1& véi | p | =] r |
= k. G()iu=2km0dp; ro=r mod p ; so=(ro+uz).u'1 mod p; s = 2" — 5 ;
n=r+s2 Thitacép|n.
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Ching minh:
u=2"modp &2 =mp+uvéimez
ro=rmodp e r=ILp+ryvoilez
Tan=s2"+r=2" (Zk—so) +ilp+ro=(mp+u).(mp+u—so)+ilp+r
= m’p* + 2mu — mso).p +u* —uso+ Lp + r
=m’p* + Qmu—mso+ ).p+u* +ro—u (ro+u)u’' modp
= (m’p + 2mu — mso + I).p mod p
Vayp|n
Céac tham sb thuat toan dé xuit:
~+ Ham ma khéi ddi xtmg Fx: {0, 1} — {0, 1}’ dé che gidu thong tin backdoor
(s0 nguyén to p), vi du F'= AES 128 (/ =128).
Thuit toan dé xuit [sinh khéa RSA]  Thuit toan dé xuit [khéi phuc khéa

RSA]
Input (k, K, By) Input (n, e, K, By)
Output (p, ¢, n, d) Output (p, g, d)
1. repeat l.k=|n|/2
2. Generate a random prime p 2. r=nmod 2"
3. u=2"modp 3.form=0tol
4. fori=0 to B; 4 r=r-m
5. r=Fgi(p); 5 for1=0 to B,
6. ifrmod2=0thenr=r+1 6. p=F'x:dr)
7. ro=rmod p 7 if (p | n) then break
8. so=(ro + u?).u’ mod p; 8 if (p | n) then break
9. if (so < 25" then 9.9=n/p
10. s=2F_s, 9.d=e" mod @(n)
11. n=s.2"+r; //n is multiple of p  10. return (p, ¢, d)
12. g=nlp
13. if ¢ is prime then break

14. until g is prime
15. Generate a random e//gcd(e, p(n))=1
16. d = ¢ mod @(n)
17. return (p, g, n, d).
4.2. Panh gia thuit toan dé xuat

Tinh biao mat: Thuit toan dé xuét an toan vi sir dung ma khéi d6i xtng c6 do
dai khoa phu hop (vi du AES 128), d¢ ma mat thong tin backdoor.

Lure lwong: Xét lyc luong cia p. Vi p duge sinh ngiu nhién nén theo dinh 1y vé
s0 lugng cac s6 nguyén td (muc 2.3.), ta cé #{p} = 1,44. 2k"1-l0gzk

Xeét lyc luong ctia g. O budc 5, ta co r = Fx+dp) vi ham Fx 1a mot ma khéi d6i
xtng nén r ¢6 thé xem nhu mot hoan vi gia ngau nhién cua p. V6i moi gia tri cua p
thi ¢6 thé c6 nhleu nhat B gia tri s. Do d9, s6 luong phan tir nhiéu nhat la g =B.
Theo dinh ly vé s6 cac s6 nguyén t (muc 2.3), mot s0 nguyén k-bit la s6 nguyén to
v6i xé4c suat khoang 2°™*. Vi vay: #{q ld s6 nguyén t6} = B,. 2",
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#{n} =#{p} #{q} = 1,44.2k717100:k B, p~Ink — 1 44 p, pk-1-Ink-logzk
’Xét ty 1€ gitra luc lu’(_mg cua KSM vvé KS, vi e dugc sinh tu do nén hang tir #{e}
giong nhau trong Gy va G | nén c6 thé bo qua, ta co:
Ng,n 144 B, 2k 1-nk-logzk

1" — —k+l k-lnk
N . 1442 gz alogr 2 Brln2. 27
0 ! )

RG:[ ==

P phite tap: Cach tao p giéng nhau ddi véi Gy va G | nén t(Go) = tp(G’l ).

Vi p dugc dat trong vong 1ap tao ¢ va trong vong 1ap tao ¢ c6 thém viéc ma mat
hoéa thong tin backdoor, do do, ¢, (G'1) = tq(GO) t, (Go)yt+ T (Fx).

Vay do phuec tap trong tao n la: ¢, (G") =t, + t,. t, + T (Fk).

‘Cach tao e cua G cing gidng véi Gy, do do, do phuc tap trong vi¢e tao e la
giong nhau nén ta c6 ¢, (G 1) = 1. (Gy).

Vay do phtrc tap cua thuat toan nay la: (G ') =1, + t,. t, + t. + T (Fx).

4.3. Tém tit cac wu diém ciia thuat toan dé xuit

Thuét toan dé xuit vu diém hon so véi thuat toan PAP & nhiing diém sau:

- Tinh bao mat: thuft todn dé xuét st dung md khoi ddi xtmg (c6 d9 an toan
tuong duong voi khoa ciia nguoi dung) dé ma mat thong tin backdoor nén tinh bao
mat duoc dam bao. Thuat toan PAP c6 d6 dai khoa cliia nguoi thiét ké bang mot
ntra do dai khoa cta nguoi dung nén tinh bao mat c6 diém yeu.

- Lyc luong: Ty 1€ lyc Iluong cua thudt toéan dé  xuét (
Re,, = 2.By.In2.27%H1092K7 Ky 1o b o (66t hon) mét chit so véi ty 18 luc luong

_ logzk-Ink -1
thuét toan PAP (Re, = 2- In 227625705 p

- B6 phiic tap cta thuat toan dé xuat, 7(G ') = tp +1,t,+ t, + T(Fx) it phtic tap
hon do phtrc tap cua thuat toan PAP, 7(Gy) = t, + t,. t, + t. + T(Fx) + T(Gx) +
T(RSA-k).

5. KET LUAN

Trén co s& thuat toan PAP, mot thuat toan méi duoc dé xuét véi cac uu diém vé
tinh bao mat, lyc lugng khoa va dg phuec tap tinh toan hon so véi thuét toan PAP.
Thuat toan nay c6 thé tng dung t6t trong phan sinh khoa cta thiét bi PKI Token
hodc HSM. Ngoai ra, thuat toan co thé dugc xem xét thém theo hudng su dung h¢
mat khac dé ma mat hoa thong tin backdoor, hodc rit bot thong tin backdoor hodc
dé xuat phuong phap tim kiém s nguyén té ¢ hiéu qua hon hoic xem xét sy phu
hop cta cac tham sb do thuét toan sinh ra véi tiéu chuan tham sb tng dung cho
mot ha tang PKI cu thé.
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ABSTRACT
ASYMETRIC BACKDOOR IN RSA KEY GENERATION

In this paper, a propose of a backdoored RSA key generation algorithm
based on improvement of PAP algorithm in [1] is presented. The proposed
algorithm uses RSA cryptosystem to encrypt backdoor information. The
proposed algorithm is better than the PAP in security, cardinality,
complexity.

Keywords: Cryptography, Key generation, RSA, Backdoor.
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