Nghién citu khoa hoc cong nghé

MO HINH BAO MAT VA PAM BAO AN TOAN
THONG TIN HIEN DAI

LE MANH HUNG, LE MY TU, NGUYEN THANH TUNG

Tém tit: Do sw phat trién khoa hoc cong nghé, dac biét trong linh vuc Dién tu,
Vién théng, Todn hoc va Mdt ma, Thu tin md tham...thi théng tin trao doi trén cdc
kénh thong tin cong cong ngay cang gap nhzeu rui ro va ¢o nhiéu moi de doa vi vdy
dam bao an ninh théng tin la mét van dé cap bdach va can thiét. Bai viét tap trung
gidi thiéu mé hinh dam bao an ninh théng tin hién dai va xu huwdng phdt trién.

Tiur khoa: Bao mat thong tin, Mat ma, Thuat toan chit ky s6, An toan thong tin
MO HINH BAO MAT VA PAM BAO AN TOAN THONG TIN HIEN DAI

Mo hinh dam bao an ninh thong tin hién dai dugc moé ta theo quan diém vé khoa hoc va
cong nghé bao gdm tir 6 thanh phan:

e Thuéit todn méit ma: ddm bdo an ninh thong tin dya trén ky thuat mat ma, ham tom
lugc, thuat toan chit ky sd...

e Cac bién phap ky thuit khong dwa vao ky thuidt mat ma: co nghia la cac phuong
phép dam bao an ninh thong tin khong dua trén ky thuat mat ma, vi du: Ham thoi gian
(Time Variant Parametrs), K§ thuat sinh tric hoc (nhu phan tich van ban tay, mit ngudi,
giong noi...),

e Giao thirc an toan, thyc hién dich vu an toan da chon, cac giao thirc co thé sir dung
thuat toan mat ma hoac cac bién phap k¥ thuat khong mat ma, vi du cac giao thure xac thyc
hodc céc giao thirc chia sé bi mat...

e Cac Hé théng an toan, m& rong ing dung hodc str dung bang phan cimg thuc hién
cac dich vu d3 chon dé bao vé thong tin. Truong hop dac biét trng dung cac giao thic an
toan da chon, vi du cac hé théng thyc hién mang riéng ao (giao thirc xac thyc, bao mat va
toan ven), trong mdt vai truong hgp Hé thong an toan chi sir dung céc bién phap k¥ thuat
khong mat ma dé bao vé thong tin nhu: birc tuong lira (firewall), loc goi tin dua vao danh
sach diéu khién truy cdp. An ma (steganografia) 1d mot phuong tién hiéu qua che gidu
thong tin, dit liu...

e Tb chirc diéu hanh an toan théng tin, c6 nghia 1a quan 1y an ninh hé thong thong
tin bt dau tir danh gia rui ro, thiét ké an toan, thong qua thuc hién va khai thac.

e Phap luit, co nghia 1a cac vin dé 1ap phap co tac dong dén an toan thong tin (bao
gdm ca chat lugng).

Sau day ching ta s& xem xét ki xu hudng phat trién ciia timg linh vuc da dé cap o trén:
A. Thuat toan mat ma:

Su phat trién manh mé cua cac thuat toan mat ma trén thé giéi dugce thuc déy va dac
trung béi hai xu hudng trai ngugc nhau. Xu hudng thir nhat 1a thic day sy phat trién manh
mé, phéan tang cta K§ thuat ma tham nho sir dung Hé thong tinh toan phan tan; Thir hai 1a
xu huéng tac dong tiéu cuc dén ma tham vi thuat toan ngdy cang dap tmg dugc nhu ciu va
thuc hién tbt cac k¥ thuat ma mat hoan hao.

Xem xét vé thiét ké ciu triic cta thuat toan mat ma, da co su thay doi co ban trong cdu
trac ciia hé mat mai nhét - Rijndael, sau d6 1a thuat toan DES (Data Encryption Standard).
Dén nay trong hé mat dbi xtimg vé nguyén tic van sir dung luge dd Feistel. Canh tranh v6i
DES, hé¢ mat AES (Advanced Encryption Standard) c6ng bd nhiéu thuat toan méi ma hoat
dong cua chiing dua trén Iugc dd Feistel. Hién nay Hé mat khoa cong khai dang dong mot
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vai tro ndi troi. Dac biét Hé mat khoa cong khai str dung cong cu toan hoc phat trién nhu
H¢ mat dya trén duong cong eliptic. Thuat toan Rijndael 1a thuat toan dya trén hé mat ma
ddi xting, trong d6 d¢ dai khoa 128, 192, 256, 512...bit. B¢ dai khoa néu trén can dam bao
dugc d0 an toan trong vai thap ky tiép theo. Tuong tu Thuat toan DES sur dung khoéa hiéu
qua 128 bit, Thuit toan 3DES 256 bit. Vién tiéu chuén va cong nghé qubc gia (NIST) My
da cap nhat thuat toan ham tom luge SHA (Secure Hash Algorythm) véi dé nghi thuat toan
mdi voi ky hiéu SHA-256, SHA-384, SHA-512, vdi cac do dai tom lugce tao nén boi thuat
toan nay...Trong linh vuc chit ky sb cho dén nay thudt toan DSA (Digital Signature
Algorithm) véi do dai 256 bit van xem 14 an toan.

B. Cac bién phap ky thuat khong dwa vao ky thuat mat ma:

Trong cac bién phap ky thuat khong dua vao ky thuit mat mi can phai nhan manh vao
xu hudng str dung cac bién phap k§ thuat sinh tric hoc. K§ thuat sinh tric hoc ding dé xac
thue nguoi dung, ma ngudn thong tin xac thye c6 thé 13 van tay, khudn mat, chit viét (bao
gdm ca chit ky), dic trung giong néi...Da thic dy nhleu cong trinh nghién ctru nham dwa
ra cac cong thirc toan hoc mé ta cic dic trung sinh tric ma ket qua tao nén duoc cac HE
thong xac thyc hi¢u qua hon véi @6 chinh xac cao (murc sai s6 chi la phan nho sau diu
phay ctia phan trim). Ngudn sinh tric dic trung xac thuc thuong c6 mot vai chuc dén mot
vai tram dai lugng dua vao phan tich. Vi du Hé théng nhan dang dua trén hinh ban tay co
thé dya trén khoang 100 dai lugng déc trung nhu: do rong, d6 day cua ban tay, d6 dai do
day cia ngoén tay....

Cang ngay nguoi ta cang st dung bién phap xac thuc lai ghép, trong d6 ngoai cac
phuong phap xac thuc thong thuong (nhan dang vén tay, nhan dang khudn maét...), nguoi
ta con chu y dén vi tri hién tai cua nguoi duge nhan dang dya vao may thu ca nhan cua
ngudi dé trong Hé thdng dinh vi GPS (Global Positioning System). Nguoi ta du doan réng
viée sir dung hang loat k§ thuat sinh tric khong nhiing cho phép twong tc ngay cang tbt
hon gilta nguoi dung va hé thong thong tin ma con xda bo rao can lién quan dén viéc phai
nhé qua nhiéu bo ma: PIN, mat khéu,...hodc chia khoa khi vé nha hodc 1én xe 6 t6...

C. Giao thirc an toan

Mic du vi tri ciia dich vu bao vé an toan thong tin ¢ thé & trong moi 16p mang. Trong
mang truyén dan hiru tuyén khong thé hién rd nét xu huéng ing dung dich vu bao vé an
toan thong tin ciing vé6i giao thirc truyén tin. Trong mang khong diy & 02 16p mang thip
nhét viéc ung dung bao mat dir liéu dugc thuc hién béng co ché m3 mat. Thuong str dung
& day hé mat ma dong dbi ximg gia ngiu nhién (Vi duc RC4) vé6i do dai khoa khong dai
(vi du 64 bit), d6i khi ¢6 ¥ thip hon vi du: khoang 40 bit. Chéc chén ring & muc an toan
nay ngudi ta thuong két hop véi mot vai phwong phép truyén tin (vi du: k§ thuat nhay tan
FHSS - frequency Hopping Spread Spectrum, DSSS - Direct Sequence Spread Spectrum)
nhiam bao vé chdng thu trém mot cach ngau nhién nhung khong bao v€ duoc trude cac tan
cong nang cao. Mot vai giao thuc an toan phd bién nhat dbi v6i mang khong day vi du:
nhu WEP (Wired Equivalent Privacy) s dung cung voi Chuan IEEE 802.11 ¢6 chira 15i
trong c4u tric nén trong truong hop dic biét két hop véi ma Cyclic cuc bg kiéu CRC-32
dé dam bao tinh toan ven. Ngoai bao mit trong mang khong diy nguoi ta con xéac thuc cac
tram dau cubi dua vao hé mat dbi xung st dung khéa chung.

Trong cic giao thirc phd bién clia mang truyén dir liéu nhur mang ATM, Frame Relay,
MPLS... khéng xir Iy bat ky dich vu bao vé thong tin ndo. Pic biét giao thire MPLS
thuong duoc nham 13n nhu 1a mang an toan, mac du do an toan mang MPLS khong sai
khac mdy so véi cac mang truyén dit liéu khac. Boi vi theo nhitng ngudi sang 1ap ra cac
giao thirc mang thi trach nhiém bao mét dir liéu thudc vé nguoi sir dung.
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Trong cac 16p mang trén, dich vu bao mat thong tin thuong tuy chon va la bai toan danh
cho 16p mang st dung giao thirc TCP/IP. Xu thé bao mat dit liéu sir dung giao thirc lién
mang TCP/IP thuong chia ra 02 céach.

Cach 1: thay thé giao thirc IPv4 bang giao thirc IPv6 hodc bd sung giao thirc IPv4 bing
giao thuc IPsec. Dbi véi IPsec va IPV6 co ché an toan nhu sau:

e Tiéu dé x4c thuc - nham dam bao tinh toan ven va tinh x4c thuc

e Dong goi IP bi mat - Goi an toan nhidm dam béo tinh bi mat tuy thudc vao thuat toan
va ché d6 1am viéc, cling nhu cach thirc dam bao tinh toan ven va xac thue.

Cach thtic phan phoi khoa ma xac thuc duogc thuc hién dya vao giao thuc IKE - Internet
Key Exchange.

Céach tha 2: Bb sung vao lop van tai giao thirc thyc hién dam bao tinh bi mat, toan ven ,
xac thuc; thuong goi 1a TLS (Transport Layer Security) ma cac phién ban trudc day
thuong goi SSL (Secure Socket Layer). An toan dugc thuc hién boi giao thuc TLS thuong
gi61 han cho céc tng dung st dung giao thitc TCP (vi du: HPTP, FPT, SMTP, POP3). Véi
thay dbi dic biét v6i cach goi dén 16p van tai giao thire TLS khong thay dbi cau tric ing
dung. Piéu d6 thich ng v6i 16p an toan trong moi truong WAP (WTLS - Wireless
Transport Layer Security).

Bao mat hé thong dong vai tro quan trong. Tinh bao mat thudng dugc thuc hién thong
qua tinh toan ven va xac thyc (vi du: H¢ thong thu dién tor an toan PEM - Privacy
Ehancement for Internet Electronic Mail va PGP - Pretty Good Privacy). D6i khi tinh bao
mat dat duoc b?ing cach 4n danh. Pé thuc hién muc dich nay thong thuong tng dung hé
thong khong xac dinh ngudi ludt internet va hé théng nhén tin vo danh.

D. Cac hé théng an toan

Bire twong liva (firewall) 12 Hé thdng duoc sir dung rong rii dé bao vé an toan thong
tin trén mang. Dang don gian nhit cua hé théng nay 1a bd loc, nham loai bé nhirng goi tin
dén tir mot vi tri cu thé, cing nhu loai bo cac don vi dir liéu khong chinh xac. Cac burc
tuong lira thyuce hién dich vu kiém soat truy cdp, ciing nhu trén co so ban ghi (log) duoc tao
nén cho phép ban kiém toan. Burc tudng lira, mic du dugc st dung thong dung nhét trong
cac mang st dung giao thirc TCP/IP, nhung ciing dugc tich hop cho cac mang dir liéu,
chang han nhu mang ATM. Ngoai tang mang va tang van tai Buic tuong lira c6 thé hoat
dong & mirc giao thire cia ting ing dung nhu 13 hé thng trung gian.

Hé théng quan trong tiép theo dé bao vé an toan thong tin 13 H¢ thong phdt hién xim
nhdp (Instruction Detection System). Day 1a mot hé thong phat hién hanh vi khong tuan
thi v6i hanh vi ding da dugc dinh dang trude d6 hodc phat hién cdc vi pham 10 rang su
bao dam an toan h¢ thong Cac H¢ thong phat hién xdm nhép c6 thé trao dbi 1an nhau
thong tin vé cac cudc tin cong vé dang cac miu gian 1an, ciing c6 the thir phat hién céc
hanh vi khac nhau hozc bat thuong. Ngudn kién thirc vé cac bién c¢b danh cho Hé thong
phat hién xam nhap c6 thé iy tir cic ting mang, dic biét: ting mang, ting van tai, ting
{mg dung va ca trong hé diéu hanh may.

H¢ théng qudn Iy gian lin (fraud management system): HE thong quan ly gian lan
(fraud management system) duoc thiét ké cho cac nha khai thac vién théng c6 nhiéu yéu tb
chung véi hé thong phat hién xam nhap. Muc dich cta viéc trién khai hé thong nhu vay la
dé giam gian lan duoc thyc hién bdi khach hang hoac nhan vién khéng trung thyc. Gian
1an c6 thé xay ra trong hinh thirc cac hoa don chua thanh toan, hodc cac phuong phap mién
phi st dung tai nguyén cta nha diéu hanh. Hé théng gian 1an thudng lam viéc trén co sé
thong tin thanh toan, ma thudng bi han ché vé thoi gian (su cham tré trong truy cdp vao
thong tin thanh toan), cling nhu han ché d6 tin cdy cua cac hé thong dé dam bao tinh chinh
xéc cua hé thdng thanh toan.
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Heé théng quan 1y gian 14n c6 thé tan dung loi thé cua cac thong tin hoat dong truc tiép
tir hé thong canh bao. St dung nhiing hé thong nhu vay doi hoi phai c6 thiét bi bao hiéu
dat tién, 1ap dat chinh x4c & nhiing vi tri thich hop méi dem lai hiéu qua cao.

Mot méi de doa 1ém ddi voi cac mang truyén dir liéu 1a cac phﬁn mém ddc hai: Virus,
sau mang, virus con ngua thanh To roa...thuong dugc phat tan qua thu dién tir & dang file
dinh kém...Vi vay xu hudng hién nay 1a tich hop cac hé thong mat ma véi cac hé thong
phat hién xdm nhap va phat hién phin mém doc hai. Can phai nhdn manh rang trong céac
hé théng mat ma hién dai thuong két hop mi mat va nén dit liéu. Qua trinh nén dir lidu
thuong dugc thyc hién trudc khi ma mat vi nén dir li€u da ma mat thuong khong hi¢u qua.

Béo vé thong tin bang mat mi thuong duoc sir dung trong mang riéng ao VPN (Virtual
Private Network). Trong mang TCP/IP thuong st dung giao thirc [PSec. Trong mang
MPLS-VPN tinh bao mat dat dugc nho vao giao thire IPSec.

Ngoai ra, an ma (steganografia) 1a mét phuong tién hiéu qua che gidu thong tin, dir
lidu...dé bao vé quyén tac gia, chdng can thiép khai thac bét hop phép, trao di théng tin
mat. An mi don gian chi la mét trong nhiéu cach bao dam tinh bi mat cua dir liéu. Thuc té
t6t nhat 1a nén két hop an mi voi phuong phap bao mat khac.

E. T6 chirc diéu hanh an toan théng tin

Trong cach t6 chirc an toan théng tin nén xem xét hai khia canh: didu hanh an toan va
an toan diéu hanh. Diéu hanh an toan xét vé mit k¥ thuat la diéu hanh céc dich vu va cac
co ché bao vé thong tin. Pugc thyc hién bang cach cung cap thong tin quan 1y cac dich vu
va cac co ché, cling nhu viéc thu thap va luu trit thong tin vé cac dich vu d6 va cac co ché
dich vu. Xét tir mat td chirc an toan thong tin d6 1a 1a qua trinh thiét ké, thuc hién, danh gia
va van hanh hé théng mot cach an toan. Dé lua chon giai phap k¥ thudt va t6 chuc diéu
hanh an toan ding dén, doi hoi phai phén tich cac rui ro nhu: phan tich mdi cac de doa, cac
diém yéu ... B4i vi diéu hanh an toan 12 mot qua trinh, khong phai 1a mot hanh dong don
1¢, diéu hanh véi cac rui ro cao.

Céc dé xuat an toan cho cac hé thong thong tin thuong duge thé hién trong chién luoc
an ninh thong tin ting quéc gia. An toan diéu hanh 14 thuc hién chinh sach an toan théng
tin trong linh vuc quan 1y cau hinh hé thong, hiéu suat, hong hoc...da dugc tinh todn phu
hop yéu cau dam bao an ninh thong tin. Di v6i cac nha khai thac vién théng thi an toan
cua hé théng duoc xem nhu mdt thudc tinh cua hé théng v0o1 cac dac tinh sau: dam bao
tinh bi mat, tinh toan ven, tinh san sang, do tin cay...

Ngay nay, khong chi chir ky dién tir, ma co s ha tang khoa cong khai (PKI - Public
Key Infrastructure) ngay cang thong dung cho phép viéc tao ra cac dich vu sir dung chimg
chi khoa cong khai.

Vian d co ban trong co s¢ ha tang khoa cong khai 1a ching chi tin cay. Mot chimg thuc
tiéu biéu gdbm cac thanh phan sau: Khéa cong khai; Tén: ¢6 thé 1a tén ngudi, may cha hoic to
chtrc; Thoi han str dung; Dia chi URL ctia trung tdm thu hdi chimg thuc (dé kiém tra). Tiéu
chuan chumg thyc khoa cong khai phd bién nhat hién nay 1a X.509 do ITU-T ban hanh.

Cho dén nay, phan 16n céc giai phap str dung cac thuat toan khoa cong khai dugc thiét ké
dé 1am viéc thich hop v6i co sé ha ting khoa cong khai. Vi du: TLS / SSL, S/MI- ME
(Secure / Multipurpose Internet Mail Extensions), SET (Secure Electronic Transactions),
PEM (Privacy Enhancement for Internet Electronic Mail). Ngoai ra Co s& ha tang khoa cong
khai khong day (Wireless PKI) viét tat (W-PKI) dwoc diu tu nghién ctru nhd d6 mé rong
kha nang tmg dung vao cac dich vu dua trén ching chi $6 dung cho dién thoai di dong.

F. Luat phap

Su gia tang canh tranh trong truyén tin va bao mat thong tin luén gin chit véi cac mbi

de doa va nhiing t6i pham. B&i vi cac mbi de doa ndy ngay cang ting vé sb luong, chat
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luong, quy mo... so véi mirc do gy hai cua cac virus, sdu mang...tru6e day. Vi vay khong
c6 gi dang ngac nhién la ching ta phai xem x¢ét didu nay trén khia canh Phép luat. O nhiéu
nuée sy xuat hién cia virus may tinh, hacker... gdy ra thiét hai 1én cho cac Co quan, doanh
nghiép... vi vay doi hoi phai nhanh chong xay dung nhiing didu luat nham han ché va loai
bo loai tdi pham trén. Tuy nhién, thuc té 1a cac toi pham mang... bt dAu co tinh chét xuyén
bién gidi, qudc té hoa. Néu nhu chung ta sir dung nhiing hé théng ma mat hién dai nhit ma
thé gi6i t6i pham (mafia mirc do thé giGi: budn lau ma tay, budn lau vii khi, khing bd...)
khong thé bé khoa dugc thi van dé luat phap khong phai ban céi. Nhung nhitng ngudi
ding lwong thién khai thac hé thdng truyén thong hién dai khéc...s& phai di mat loai toi
pham nay.

Vi vay dbi voi mdi nude phai xdy dung nhimg van ban luat phap vé bao vé bi mat nha
nuoc, bao vé thong tin truyén thong trén mang.. .0 My ba vin ban co ban duoc ban hanh:
Ludt vé bao vé dir liéu ca nhan, Lugt vé bdo vé théng tin mdt va Ludt vé chir ky dién tir.

Ludt vé bao vé dir li¢u ca nhan khong chi bao vé dir liéu lién quan dén mot ca nhén,
nhitng gi vé mdt ngudi cu thé co thé dugc cong khai, ma con kiém tra sy truy cép khai
thac tap dir li€u cia ting c4 nhan mot cach chat ché.

Ludt bao vé thong tin mat 1la mot budce tién rat quan trong ddi voi cac hé théng bao vé
thong tin méat. Phap luét hién hanh liét ké rd rang nhiing thong tin mét can bao vé va lam
13 trach nhiém nhitng nguoi dugce tiép can voi ching.

Luat vé chit ky dién tir vé co ban dua trén chimg thuc chir ky dién tu. Tuong ty nhu chir
ky truyén thong. Ty chit ky bang tay khong co gia tri gi ca néu khong duge xéc thuc. vi du:
ra ngn hang giao dich sau khi ky xong can dua chimg minh thu ra dé xac thue. Tuong tu
chit ky dién tir ciing can duoc xac thue. Chit ky truyén thong thuong duoc kiém tra va xac
thuc be"mg chung minh nhan dan (hodc ho chiéu) tai mot dia diém va thoi gian cu thé, con
xac thyc chit ky dién tir dién ra trong khong gian 4o va gan nhu khong co thoi gian cu thé.

Nudc ta, Dang va Nha nudc hét stc quan tdm chi dao cong tic bao mat thong tin.
Nhiéu vin ban phéap ludt da duoc ban hanh: Ludt Co yéu (so: 05/2011/QHI13), Phdp lénh
bdo vé bi mdt nha nuoc (| (So”' 30/2000/PL-UBTVQHI10), Ludt Giao dich dién tw ngay
29/11/2005; Nghi dinh 26/2007/NP-CP ngay 15/02/2007 quy dinh chi tiét thi hanh Luat
Giao dich dién tir vé chit ky s6...D6 1a nhirng cin ctr phap 1y hét stc quan trong dé trién
khai nhiém vy bao mat va an toan thong tin.

KET LUAN

Bdo dam bi mat va an toan thong tin trong linh vuc An ninh - Québc phong va Kinh té -
X4 hoi trong giai doan hién nay 1a hét sirc quan trong. Dé trién khai xay dung t6t Hé thong
thong tin mat trén theo mé hinh ddm bao an ninh thong tin hién dai can phai quan tdm
ddng bd 6 thanh phan néi trén. N6i cach khac phai thue hién ddng bd ca vé Khoa hoc Mat
ma, K¥ thuat Mat ma va Nghi€p vu Mat ma va An toan Thong tin.
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ABSTRACT
MODERN MODEL FOR SECURITY AND SAFETY INFORMATION

Due to the development of science and technology, particularly in the field of
Electronics, Telecommunications, Mathematics and Cryptography, The private
detective codes ... the exchange of information on the public information channel
more risky and there are so many threats to ensure information security is an urgent
issue and necessary. The paper focuses introduce modern model for security and
safety information and trends

Keywords: Information security, Cryptography, Digital Signature Algorithm, Safety information
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