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UNG DUNG PHUONG PHAP TiNH ENTROPY THONG TIN
TRONG VIEC PHONG CHONG RANSOMWARE
Hoang Vian Quyét*, Doan Van Minh

Tém tit: Bdi bdo trinh bay phwong phdp tinh Entropy théng tin, tién hanh thuc
nghiém xdc dinh gia tri Entropy cua cdc tap tin die liéu nguyén ban va khi bi ma hoa
boi md doc tong tién trong hé thong mang mdy tinh. Dé xudt gidi phdp va xdy dung
phd;n mém bao vé dir liéu may tinh trudc sy tan cong cua Ransomware dya trén
phwong phap tinh Entropy thong tin.
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1. MO PAU

Ngay nay, su thuén tién cua cac phuong thuc thanh toan dién tir, cling nhu cong
nghé ma héa hién dai 1a co so ¢é ma doc tong tién (Ransomware) bung phat va c6 xu
hudng ngay cang gia tang, gdy hau qua nghiém trong cho ngudi st dung may tinh.
Chinh vi vay, bao vé dir liéu dién tir khoi Ransomware 1a mot van dé rat cap thiét.

Bai bao nay khong dé cap dén phuong phap tidu diét Ransomware (mot phuwong
phap ma cac hing bao mat 16n trén thé giéi thuong 1am), hay phuong phap khéc
phuc hau qua khi dir li¢u da bi ma héa bdi Ransomware do cong nghé ma hoa ngay
cang hién dai. Tac gia chi tdp trung vao phuong phap bao vé di li€éu may tinh khi
bi nhiém Ransomware, mot phuong phap hién nay chua co hing bao mat nio
nghién ctru.

Piac diém dic trung cua dir licu ma hoa bdi Ransomware do 1a muac do ng'?lu
nhién 16n va dé do mirc do ngiu nhién d6 co thé st dung dai luong Entropy théng
tin cia C. E. Shannon [3]. Ttr cong thirc tinh Entropy ctia C. E. Shannon, tac gia
xay dung cong thirc tinh Entropy cho tap tin dit li¢u dugc luu trén bd nhd, lam co
s& tién hanh tinh thuc nghiém lugng Entropy cua céc tap tin dir liéu cu thé, tur do
rat ra ngudng Entropy phan biét gitra tap tin ma hoa va chua ma hoa. Trén nhiing
cd so Iy thuyét va thuc nghiém dé, tac gia da phat trién chuong trinh bao vé dit liéu

may tinh khi bi nhiém Ransomware.

2. PHUONG PHAP TINH ENTROPY THONG TIN

2.1. Khai quat vé Entropy va Ransomware

Nim 1927, Von Neumann di xdy dung cong thirc théng ké trong nhiét dong
luc hoc va co hoc c6 chua gia tri Entropy, tuy nhién, dén nam 1948, khai niém
Entropy thong tin médi dugc C. E. Shannon dua ra trong bai bdo "A Mathematical
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Theory of Communication".

Entropy thong tin 1a mot khai niém md rdng cua Entropy trong nhiét dong luc
hoc va co hoc thdng ké, duoc ap dung sang 1y thuyét thong tin, mo ta mic do hdn
loan trong tin hiéu ldy tir mot su kién ngdu nhién, cho phép chi ra sb luong thong tin
(c4c phan khong hdn loan ngiu nhién) c¢6 trong tin hiéu. Xem xét truong hop cu thé,
mot cau co ¥ nghia dugc viét bang tiéng Viét va dugc thé hién boi cac ky tu (chit
cai, khoang cach va dau cau), s€ khong hién ra mot cach hoan toan hon loan ngﬁu
nhién. Cu thé, tan s6 xut hién ctia ky tu "x" s& khong gidng v6i tAn sd xuat hién cua
ky tu phd bién hon 1a "t", déng thoi, néu dong chit van dang dugc viét hay dang
truyén tai, s& kho doan trudc duogc ky tu tiép theo. Viée xuat hién ky tu tiép theo co
mirc d6 ngdu nhién nhat dinh, gi4 tri nay duoc xac dinh béi Entropy thong tin.

Ransomware 1la mdt loai phﬁn mém doc hai st dung h¢ théng mat mi dé ma
hoéa dir liéu, ngan chin ngudi ding truy cdp va stir dung may tinh, yéu cau nan nhin
phai ndop mot khoan tién chudc néu mudn léy lai dr liu [1].

Ransomware ma hoa dir li€u bﬁng cach doc dir liéu 1én bd nhd RAM, ma hoa
dit lidu, sau d6 ghi nguoc xubng 6 dia. Qué trinh ma hoa thanh cong khi dit lidu ma
hoéa trén bd nhé RAM duoc ghi nguge hoan toan xubng 6 dia. Dir liéu ma héa bai
Ransomware s& c6 muc do ngau nhién (muc do hon loan) cua cac byte 16n hon dir
li¢u chua bi ma hoa. Mirc do phuc tap cua viée giai ma cac dir li¢u ti I¢ thuan voi
murc d6 ngu nhién [2].

2.2. Co sé nén tang tinh Entropy théng tin

C. E. Shannon [3] dd x4y dung dinh nghia vé Entropy thong tin dé thoa man
cac gia dinh sau:

- Entropy phai ty 1¢ thuan lién tuc voi cac xac suat xuat hién cua cac phan tir
ngiu nhién trong tin hidu. Thay d6i nhé trong xac suat xuit hién s& dan dén thay
d6i nho trong Entropy:;

- Néu céc phan tir ngiu nhién déu c6 xac suat xuit hién bang nhau, viéc ting sb
luong phan tir ngdu nhién phai 1am ting Entropy;

- Cac chudi tin higu c6 thé tao ra theo nhiéu budc va gia tri Entropy phai bang
tong trong sb cta cac Entropy cua ting budc.

C. E. Shannon chi ra rang, cac dinh nghia Entropy cho mot tin hiéu c¢6 thé nhan

cac gia tri roi rac, thoa man cac gia dinh trén, déu duoc tinh theo cong thuc:
- K p(i)log, p(i) (1)
i=1

voi K 1a mot hang so, chi phu thudc vao don vi do; n 1a tong sd cac gia tri co thé
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nhan cta tin hiéu; 7 1 gia tri roi rac thir i; p(7) 1a xac suat xuat hién cua gia tri i.
2.3. Xac dinh Entropy trong trwong hop ngiu nhién roi rac

Néu mét sy kién ngau nhién roi rac x, co thé nhan cac gia tri 1a H, thi
Entropy H(x) ctia n6 dugc tinh theo cong thuc (2):

H(x)= Y pli)log,(—)=~3 plhlog,p(i) @
i=1 p() i=1

Nhur vay, Entropy clia x ciing 13 gi trj ki vong ctia cdc d6 ngu nhién cua cac
gi4 tri ma x c6 thé nhan. Entropy thong tin trong truong hop phan tir tin hiéu ngiu
nhién ro1 rac con dugc goi la Entropy Shannon.

Thuc nghiém két qua tinh Entropy ctia phép thir Bernoulli: X=/ véi xac suét p
va X=0 véi xac suat (I-p), khi d6:

H(x)=H(p)=-plog, p—(1-p)log,(1-p) 3)
1.0 +
PG 4
=
0 : s
0 0.5 1.0
Pr(X =1)

Hinh 1. Biéu do gid tri Entropy roi rac cia X,

2.4. Xic dinh gia tri Entropy trong truomg hgp ngiu nhién lién tuc
Néu x 1a s6 thuc ngﬁu nhién lién tuc, thi Entropy lién tuc dugc tinh theo cong thure:

H(f)= If (x)(log f(x))dx “4)

v6i f1a ham mat do xac SuAt.

Entropy lién tuc thuong duoc goi la Entropy vi phan hay Entropy Boltzmann
[4]. Entropy Boltzmann khong phai 1a giéi han cua Entropy Shannon khi n — oo,
do d6 khong phai 1a d6 do mirc d6 hon loan cua thong tin.

Truong hop mot dong chir ludn chi c6 cac ky tu "a" s& c6 Entropy bang 0, vi ky
tu tiép theo s& ludn 1a "a". Mot dong chit chi c6 hai ky tw 0 va 1 ngiu nhién hoan

toan s& co Entropy 1a 1 bit cho mdi ky tur.
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Mot dong chir tiéng Anh thong thudng co Entropy khoang 1,1 d&én 1,6 bit cho
moi ky tg. Thuat todn nén PPM [4] co thé tao ra ty 1€ nén 1,5 bit cho moi ky tu.
Trén thuc té, ty 1€ nén cua céac thuat toan nén thong dung co thé duoc dung lam
udc luong cho Entropy cua dir liéu.

Entropy cua dong van ban S thong thuong dugc dinh nghia dya trén mo hinh
Markov. Néu céc ky tu tiép theo hoan toan doc lap voi cac ky tu trude do, Entropy
nhi phan H/S] sé la:

H[S]= 3 p(d)log, p(i) )
2.5. Cong cu phan tich Entropy nhi phan

Bintropy 1a cong cu phan tich mau, wéc tinh kha ning mot tép tin co chira cac
thong tin nén hodc ma hoa. Bintropy c6 hai ché d6 hoat dong:

- Ché @6 thr nhat, cong cu sé& phén tich Entropy ctia mdi doan thuc thi c6 dinh
dang PE, duoc xac dinh trong phan dau cta tép thyc thi. Didu nay gitip ngudi phan
tich xac dinh doan ma thyc thi c6 thé bi ma héa va nén. Mot bo bién dich chuén tao
ra PE thuc thi c6 cac phén theo dinh dang chuén (text, .data, .reloc, .rsrc). Tuy
nhién, nhiéu cong cu dong goi bién d6i dinh dang cua t¢p thuc thi géc, nén cac
doan ma, dit liéu va don chung vao moét hay hai doan mdi. Trong ché o nay,
Bintropy tinh gia tri Entropy cho mdi doan né can. Tuy nhién, khéng tinh Entropy
cho phan dau tép tin boi vi phan nay khong chira cac byte dir liéu nén hay ma hoa;

- Ché d6 thir hai b qua dinh dang tép, thay vao dé Bintropy phan tich Entropy
clia toan bd tép, tir byte dau tién cho dén byte cudi cung. Véi tép dinh dang PE,
ngudi dung c6 thé phén tich Entropy cta doan mé va dit liéu an tai cudi tép hoic &
gifra cac doan dinh dang PE.

Entropy ctia mot khoi dir lidu 12 mot phép thong ké lwong thong tin chira bén
trong. Trong bai bao “Str dung phan tich Entropy dé tim ra ma doc nén va ma hoa”,
hai tac gia Hamrock va Lyda dua ra mQt quan sat dang cht y 1a cac dir liéu nén va
ma hoa trong mau ma dit liéu doc hai déng goi c6 mic Entropy cao. Ma chuong
trinh va dit liéu binh thuong cé muc Entropy thip hon nhiéu. Ma doc hai sir dung
ky thuat dong go6i dugc xac dinh béi mure Entropy cao trong ndi dung cia no.

Dé danh gia kha ning cong cu Bintropy dya trén phan tich Entropy, Lynda va
Hamrock di tién hanh danh gia thir nghiém trén bén tap dit liéu voi cac phan loai
tép khac nhau: plain text, thyc thi thong thuong, thyc thi nén va thyc thi ma hoa.
Moi tap dir licu g@)m 100 tép khac nhau, moi tép dugc tinh Entropy dua trén cac
khéi dir liéu c6 d6 dai 256 byte. Cong cu Bintropy tinh Entropy muc trung binh

cta cac khoi va khoi c6 mirc Entropy cao nhat. Muc dich thur nghiém nay 1a xac
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dinh mutrc Entropy tdi wu dé phén loai tép thuc thi thong thuong va tép thuc thi da

bién ddi str dung k¥ thuat ma héa hodc k¥ thudt nén. Sau khi sir dung tap dit liéu
training, Bintropy c6 kha ndng phat hién céc tép thuc thi bi nén hodac ma hoéa khi
dac tinh Entropy vuot qua mot muc dinh trudce.

Bing 1. B$ chinh xdc thong ké Entropy dwa trén tap diF liéu.

o n Mirc Entropy Entropy trong | Mirc Entropy
Tap dix li¢u . ) B
trung binh khoang cao nhat
Plain text 4.347 4.066—4.629 4.715
Thuc thi trong thuong 5.099 4.941-5.258 6.227
Thuyc thi nén 6.801 6.677-6.926 7.233
Thyc thi ma hoa 7.175 7.174=T7.177 7.303

Béng két qua cho thay, v6i do chinh xac dat 99% va murc Entropy trong khoang
6.677 dén 7.177, cong cu Bintropy s& phat hién tép nén hay ma hoa.

3 000

2 500 |

2 000 -

1 500 1

1 000 4

500 -

Atext .data .rsrc .reloc .rdata .idata CODE DATA .aspack UPX1 UPX2 pecl pec2
Hinh 2. Phdn bo so luong tép ma doc theo doan (session) bi ma hoa hodac nén.

Lyda va Hamrock ciling da thuc hién xac dinh xu huéng Entropy boi cong cu
Bintropy va dé tao do tin cdy cua danh gia da ap dung trén mot tap 21.567 ma doc
Win32 - véi thuc thi dinh dang PE tir bo thu thap cua cac hing phan mém chéng
virus noi tiéng trén thé giGi trong khoang thoi gian tir thang 01/2000 dén thang
12/2005. Dya trén khao sat boi sir dung cong cu Bintropy dé phan tich, két qua chi
ra rang, UPX1 14 phan duoc ké viét ma doc st dung ki thuat dong géi pho bién
nhat, sau d6 1a phan text (hinh 2).

2.6. Xay dung cong thirc tinh Entropy cho dir li¢u luu trén RAM
Dt liéu luu trén bd nhd may tinh duge mo ta dudi dang cac byte nhg, mot byte
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c6 gia tri tir 1 dén 255, do d6 don vi roi rac i s& c6 gia tri tir 1 dén 255.
Tur thye nghiém va ap dung cong thic tinh Entropy nhi phan (5), tac gia da xay
dung cong thuc tinh lugng Entropy cho mot tap tin dit liéu duoc luu trén RAM, cu

thé nhu sau:
255

Entropy =—-K ", p(i)log, p(i) (6)

i=1
v6i hing s6 K = 1.4426950408; p(i) 1a xac suat xuat hién cta gia tri i (tr 1 dén
255) trén d6 dai cua tap tin dir liéu dugc luu trén RAM.
Dua trén cong thirc tinh Entropy thong tin, dé tién hanh kiém tra thuc nghiém
dbi v6i cac tap tin dit liu, trong trang thai nguyén ban va trang thai bi ma héa bai
Ransomware va duoc luu trit & cac dinh dang khac nhau nhu .doc, .pdf, .htm, xls.

Két qua thyc nghiém duogc thé hién trong bang 2.

Bing 2. Két qua thuc nghiém tinh Entropy cho cdc tdp tin ¢6 dinh dang khdc nhau.

Téap tin da bi | Tap tin dinh | Tép tin dinh | Tép tin dinh | Tap tin dinh
ma hoa dang .pdf dang .doc dang .htm dang .xls
9.230 1.631 0.101 0.104 0.097
9.408 1.178 0.039 0.104 0.107
10.000 1.458 0.039 0.109 0.097
10.000 2.928 0.068 0.098 0.109
10.000 1.055 0.067 0.097 0.109
9.454 1.648 0.071 0.100 0.109
10.000 2.108 0.119 0.082 0.076
10.000 1.468 0.070 0.105 0.102
10.000 1.155 0.039 0.104 0.098

Két qua thuc nghiém cho thay sy khac biét vé luong Entropy cta tap tin di liéu
bi ma héa bdi Ransomware so véi cua cac tap tin dit li¢u chua bi ma hoa. Két qua
nay cho phép xac dinh duge ngudng Entropy dé lam co so thiét 1ap quyén ghi dir
liéu tir Ram xudng 6 dia. Néu luong Entropy 16n hon ngudng cho phép, viéc ghi
xudng 6 dia bi cAm, nguoc lai viéc ghi xudng 6 dia dién ra nhu binh thuong.

Trén nén tang tinh toan Entropy thong tin, tac gia da xdy dung phin mém bao
vé dir liéu co tén la Firefly [6], bao v€ nguodi dung trude cac cudc tan cong cua
Ransomware, hanh dong c6 chu dich cua tin tic bang cach xac dinh cac ngudng
Entropy cuia cac dinh dang tap tin khac nhau (hinh 3). Phidn mém dugc phat trién

c6 cac chuc nang sau: Ma hoa va gidi ma dir liéu; Phong chong ma dgc tong tién;

172 H.V. Quyét, P. V. Minh, “Ung dung phwong phdp tinh Entropy... chong Ransomware.”



Théng tin khoa hoc cong nghé

Thiét 1ap chinh sach sir dung thiét bi luu trir ngoai; Kiém soat truy cap dit liéu; Tao
va quan 1y 6 dia 4o; Kiém soat cai dat; Chdng thay doi tap tin thyc thi; Ghi nhat ky
hé théng; Bao vé dir liéu bfmg khoa ctng.

Security mode:

(=) Home

[ Motify install [F1Hardkey protect
(7 Virtual Disk

D Freeze applications Config Hardkey
™) Safe Zone

[¥]Block svstem applications
@) Security mode =
() System

Policy for access to USB pen driwve:

@ Allow all () Read only (@ Block R1l [[1Block Excutable file

BitCrypt Group

omet1-fienely sveloaaty crm

Hinh 3. Phian mém chéng that thodt du liéu va phong chong Ransomware.

3. KET LUAN

Trong nhiém vu bao méat, bdo ddm an ninh, an toan thong tin, viéc xay dung
cac hé théng, ung dung, dich vu ngédn cdn cdc hanh vi cia ma doc la rat quan
trong. Tac gia da gidi thi€u phuong phap tinh Entropy thong tin cho tin hi¢u, [am
co s& cho phuong phép tinh Entropy thong tin cho dit liéu may tinh. Két qua
nghién ctru, thyc nghiém tinh todn gia tri Entropy dir liéu may tinh, da x4c dinh
dugc ngudng Entropy dé thiét 1ap quyén ghi xudng 6 dia, tir 46, cho phép xay
dung céc phén mém, dich vu nhim ngan chdn Ransomware ma hoa dir li€u trén

may tinh ngudi dung.
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ABSTRACT

THE USAGE OF INFORMATION ENTROPY CALCULATION IN
RANSOMWARE PREVENTION

This article shows how to calculate information Entropy changes for
the original files and the files that were encrypted by Ransomware in a
computer system. It is also proposing a method using information Entropy
calculation in order to develop software that protects data from

Ransomware.

Keywords: Information Entropy, Boltzmann’s Entropy, Malware, Data encryption.
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