Nghién ciru khoa hoc cong nghé
VE MOT PHUONG PHAP TRAO POI KHOA MA AN TOAN
Nguyén Nam Hai'", Nguyén Thi Thu Nga

Tom tit: Suw phdt trién nhanh chéng ciia mdt ma trong nhitng nam gan thic ddy
cdc ky thudt bao mat dir liéu va xac thuc nguoi dung, bao mdt thong tin trén duong
truyén.... Bai viét trinh bay mét phwong phdp trao déi khéa ma an todn va nhing
vng dung méi ciia hé mdt sir dung co ché cong diém trén dwong cong elliptic.

Tir khoa: Puong cong elliptic, Bao mat thong tin, Bao mét dif liéu, Diffie-Hellman, Song tuyén.
1. GIOI THIEU

Bai toan logarit roi rac (DLP) duge quan tim nghién ctru ké tir khi xuat hién
mat ma khoa cong khai nam 1975. Van dé dugc dat ra 1a véi nhom cyclic G = <P>
bac n,tim kiém mot s6 x € [0, n - 1], thoa man phuong trinh:

O =xP.

Bai toan nay kho tinh toan va cac nhom nhu v@y thuong 1a nhém nhan trén
truong hiru han va nhém cac diém cua duong cong elliptic trén truong hiru han.

Bai toan Diffie-Hellman lién quan dén bai toan logarit roi rac. D6 1a tim kiém
dai lugng abP trén co s& P, aP, va bP. C6 thé chi ra rang doi véi bat ky nhom nao,
bai toan logarit roi rac c6 the rit gon vé bai toan Diffie-Hellman. Bai toan nguoc
da dugc ching minh chi ding trong mot so truong hop nhat dinh.

Do kho cua bai toan Diffie-Helman 1a co sé cho d9 an toan cua giao thirc thoa
thudn khoa. Gia str ching ta c6 mot nhém cho G = <P> béc n, qua trinh thoa thuan
khoa nhu sau:

1. Bén A chon ngau nhién sd a €0, n - 1] va tinh aP, giri cho Bén B.
2. Bén B chon ngau nhién s6 b €/0, n - 1] va tinh bP, giri cho Bén A.

Bén A Bén B
Paco a, bP b, aP
Can tinh K =a(bP) =abP | K =b(aP) = abP

Gié tri khoa thoa thuan dugc 1a K = abP = a(bP) = b(aP). Giao thlic nay duogc
goi mdt vong, vi mdi bén nhén dit liéu tir dbi tac cua minh chi mot lan.
Thoa thuan vé mot khoa chung béi ba bén thi phuc tap hon va doi hoi mot giao
thirc thoa thuan khoa hai vong. Duéi day la cac budc thuc hién:
1. Vong dau tién.
(a) Bén A chon ngiu nhién s a €/0, n - 1] va tinh aP, gtti cho Bén B.
(b) Bén B chon ngiu nhién sb b €0, n - 1] va tinh bP, gri cho Bén C.
(c) Bén C chon ngau nhién s6 ¢ €0, n - 1] va tinh ¢P, giti cho Bén A.
2. Vong thir hai.
(a) Bén A dya vao gia tri a va cP tinh acP, sau d6 s€ guri cho Bén B.
(b) Bén B dya vao gia tri b va aP tinh baP, sau d6 s€ guri cho Bén C.
(c) Bén C dua vao gia tri ¢ va bP tinh bcP, sau do sé guri cho Bén A.

Bén A Bén B Bén C
Vong 1 a, cP b, aP ¢, bP
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Vong 2 a, cP, bcP b, aP, acP ¢, bP, abP
Can tinh K = a(bcP) K = b(acP) K = c(abP)
Gia tri khoa thoa thuan duogc sé 1a K = abcP.
O day, nay sinh mot céu hoi ty nhién la: co ton tai giao thirc mét vong nao phu
hop v6i ba bén? Cau hoi van mo cho dén khi Joux dé xuét giai phap st dung bién
d6i song tuyen [3]. Sau @0, xuit hién d& xuit thu vi dua trén anh xa song tuyen ma
cu thé 1a két hop cac cap diém trén dudng cong elliptic. Nhitng dé xuat noi tiéng

nbét cho dér} nay la so d6 ma hoa dua trén dinh danh (Boneh va Franklin) [4] va so
do6 chir ky so ngan (Boneh, Lynn va Shacham) [5].

2. MOT SO KHAI NIEM VA KIEN THUC CO BAN LIEN QUAN

2.1. Anh xa song tuyén

Gia str rang 7 1a s6 nguyén t6. Cho G; = <P> la mot nhom cyclic bac n ¢o tinh
chat cong va mot phan tir trung hoa oo, Gr1a mot mot nhom cyclic bac n ¢o tinh
chét nhan va phan tir don vi 1. Khi d6, bién ddi song tuyén co thé dinh nghia nhu
sau:

Pinh nghia 1: Bién doi song tuyén trén (G;, Gy) duoc goi 1a bién doi

é: G xG;— GT,
thoa man céac diéu kién sau day:
(Song tuyén tinh - bilinear) Cho mdi R, S, T €Gy, ta co:
eR+S T)=¢éR T)éElS, T)vaéRS+T)=¢éR,S)éR,T).
2. (Khong suy bién Non-degeneracy) é(P, P)#1.
3. (Kha nang tinh toan) Gia tri é(P,R) co the dugc xac dinh mot cach hi¢u qua.
C6 thé chimg minh rang anh xa song tuyén c6 cac tinh chat sau:
.é(S, ©) =1,vaé(xo, S)=1.
C8(S,-T) = é(-S,T) = (S, 1)
. é(aS,bT) = é(S,T)*” véimoia, b €L
L€(ST) =¢é(TS).
5. Néu é(S,R) = 1 thi d6i véi tat ca R € G, thi § = oo.

Mot trong nhitng két qua tir mot anh xa song tuyén 1a bai toan logarit roi rac
trong nhom G; c6 thé dugc don gian hoa mot cach hiéu qua thanh bai toan logarit
101 rac trong mot nhém Gr. Béi vi néu chiing ta tim kiém mot 101 giai ciia phuong
trinh O = xP nhém G, s6 x can tim ciing 14 nghiém cua phuong trinh éP,0) = é
(P,xP) = é(P,P)" trong nhom Gr.

Do an toan cua nhiéu giao thirc dua trén cac anh xa song tuyén dua vao do kho
tinh todn cua bai toan sau

AW N~

Pinh nghia 2: Néu é 1a 4nh xa song tuyén, thi bai toan song tuyén Diffie-
Hellman ba bén dugc dinh nghia nhu sau: Vi P, aP, bP va cP cho trudc can tinh
é(P, P)™™.

Do kho cua viée tinh toan bai toan song tuyén Diffie-Hellman din dén do kho
cua bai toan Diffie-Hellman ca trong nhém G; va nhom Gr. Gia thiét chung ta co
thé giai bai toan Diffie-Hellman mot cach hiéu qua trong nhém Gy, trén co s& aP
va bP va ta c6 thé tinh abP, din dén viéc tim é (abP,cP) = é (P,P)*™. Néu biét
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phuong phap giai bai toan Diffie-Hellman hiéu qua trong nhom Gy, thi tinh toan g
= é(P,P), g = é(aP,bP),g° = é(P,cP), c6 thé xac dinh g =é(P,P)"".

Su ton tai cia mot anh xa song tuyen cho phép giai chinh xac bai toan Diffie-
Hellman trong nhém G;. Lién quan dén cau hoi lidu bon phan tix P, aP, bP va cP
c¢6 thoa méan ding thirc abP = cP. Sir dung 4nh xa song tuyén c6 thé viét V=
é(P,cP) =& (P,P)°, va y,= é(aP,bP) = é (P,P)*. Piéu nay co nghia ddng thirc abP
= cP xay ra khi va chi khi y,=y,.

2.2. DPuwong cong Elliptic

Buong cong elliptic £ trén truong K dwoc xac dinh boi phuong trinh

Weierstrass khong suy bién:
E: Y +a, XY +a3Y = X +a2X+a4X+a6,
trong do, a;, as as a4 as € K. Tap E(K) 13 tap hop cac diém K hitu ty ctia dudng

cong va bao gdm mot diém & vo cuc oo, va nhing diém (x, y) € K x K ma thoa

man phuong trinh dudng cong.
¥
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(a)E]:y?':x3—x (b)Eg:y2=x3+Zlfx+§;

Hinh 1. Puong cong elliptic trén mdt phang thue.

Né}l K la mot tru(‘mg hiru han Fgvoi dac trung p, thi dinh Iy Hasse cho mot gidi
han vé so lugng cac diém K hiru ty:

(\/5—1)2 <|E(K)|< (\/§+1)2

Do d6, chung ta ¢6 thé gia dinh ring |E (K)| = g + I-t, v6i | 1| <2.Jq . Néup |
1, chung ta noi rang dudng cong E 1a siéu ky di.
Trong truong hop khi p> 3, phuong trinh Weierstrass co thé don gian hoa bing
céch str dung bién doi tuyén tinh cac bién vé dang:
E:Y=X+aX+b,
Vi duy, cho p=5, thi 2 < |E (F5)| <10, nhu vay, s6 diém cta dudng cong Elliptic

trén truong hitu han Fsla trong khoang tir 2 dén 10. Thyc té, tat cic cac dudng
cong Elliptic c6 the co trén Fs va s6 diém tuong trng dugc mo ta nhu trong bang 1.
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Bing 1. S6 diém ciia cdc dwong cong Elliptic twong ving trén truong Fs.

STT Puong cong Elliptic S6 diém
1 y2:X3+2X 2
2 yo=x"+4x+2 3
3 V=x"+x 4
4 |y =x+3x+2 5
5 |y=x+l1 6
6 y2=x3+2x+1 7
7 y2=x3+4x 8
8 y2=x3+x+1 9
9 | y*=x’+3x 10

Phuong phap cat tuyén va tiép tuyén cho thay cach thuc hién phép toan trén cac
dlem ctia dudng cong elliptic. Phép toan trén cac diém cua dudng cong trén truong
s6 thuc duoc minh hoa trong hinh 2. Cu thé:

i) Voi 2 diém P, O bat ky, ké mot dudng thang di qua P va O thi s& cit duong
cong Elliptic tai mot diém tha 3 1a diém S. Phép cong P va Q sé la
R=P+Q=-§. Trong truong hop P va Q ddi xtiing nhau qua truc hoanh, hay no6i
cach khac Q = -P thi duong thang nbi P va Q s& cit dudng cong tai mot diém thir 3
0 vO cuc, hay P+ -(P)=x.

ii) Dé tinh P+P, ta v& duong thang tiép tuyén véi duong cong Elliptic tai diém
P, duong thang nay s& cat dudng cong Elliptic tai diém S, lac d6 R=P+0 =—

Hinh 2. Phép todn trén cdc diém cia dwong cong elliptic.

Gia st diém P € E(Fg) thoa man cac diéu kién sau day:

1. La mot diém bac n,

2. Bac cta P 1a mot sd nguyén td,

3. Hai s6 1 va ¢ 1a céc s6 nguyén td ciing nhau.

Khi do, bai toan logarit roi rac trong nhém <P> dugc dinh nghia nhu sau:

Cho trudc mot diém P va diém Q €<P> can phai tim sé nguyén /, théa min
phuong trinh /P = Q.

Hién nay, phuong phép t6t nhat dé giai bai toan nay 1a thuat toan Pollard [7],
thoi gian thuc hién du kién khoang O(+/n ).Néu n = q, thi thoi gian thuc hién ciia
thudt toan trén theo cip sd nhan d6i véi log ¢. Can luu y rang, ciing c6 nhiing
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phuong phap khac trong vi€e giai bai toan logarit rdi rac, ma ap dung cho timg loai
duong cong cu thé. Piac biét, co thé s dung phép nhan Weil va Tate dé chuyén ba1
toan tir cic nhom diém cua dudng cong sang nhom nhan trén truong hitu han [F
[6]. Sb k duoc goi 1a mirc d6 nhiing cua dudng cong va duge dinh nghia nhu sau.

Pinh nghia 3: Gia st F£ 1a mot duong cong elhptlc xac dinh trén truong Fg, va
P €E (Fg) la diém c6 bac la sO nguyén t6 n. Néu USCLN (n, ¢) = 1, thi muc do
nhing ctia <P> 1a s6 nguyén k nho nhit sao cho n |¢* - 1.

Néu do nhung thap, thi str dung phep nhan Weil, chung ta co thé st dung cac
thut toan tiéu ham mi cho viéc tlm kiém logarit roi rac (phwong phap chi sb),
trong d6 c6 thé tinh nhanh trong F so voi thuat toan Pollard trong <P>. Vi ly do
nay, trong mat ma bai toan logarit o1 rac trén duong cong elliptic chi su dung
nhitng duong cong c6 dd nhung 16n.

Vi dudng cong elliptic v6i d§ nhing thap cho phép thuc hién hiéu qua phép
nhan Weil va Tate, diéu d6 dan dén cac 4nh xa song tuyén.

2.3. Phép nhan Tate va thuéat toan Miller

Cho E 1a mot duong cong elliptic v6i hé sé thude truong K = F, mo ta boi
phuong trinh Weierstrass #(X,Y) = 0. Hon nita, cho K 14 bao déng dai s cua truong
K.

Mot wéc sd trén E duge goi la tong cua cac diém trén dudng cong
D= ZpeE n,(P)trong d6 c6 nhiéu nhét s6 lugng hitu han cac hé s6 n, khac khong.
Tap hop cic diém PE€ E véi hé s6 n, khac khong dugc goi 1a gia ciia D. Udc dugce
goi 1a khong néu thoa man diéu ki¢n ) n,(P)=0.Ching ta ndi ring mot udc

duoc xac dinh trén truong K néu D’ = an (P") =D véi moi tu déng cdu o
P

tru’(‘mgf s& dong nhat trén K. Chung ta chip nhan rang P°=(c(x)o(y)) néu P = (x,
y) va oo®=c0. Tap hop tit ca cac udc xac dinh trén truong K duoc ky hiéu la
DIVK(E)

K(E) 1a ky hiéu truong cac phan sé K/X,Y]/r(X,Y). Ubc cta ham f € K(E) 1a
téng hinh thic div(f) = ZpeE m,(P), trong do, m, la s6 1an ma P tham gia vao
phan bd fnhu 1a mot hé sO (gia tri am duogc ap dung trong trudng hop cla cac cuc).
Céc udc cua ham s6 thude K(E) dugce goi 1a cac udc chinh. Pinh 1y sau day cho
phép chinh xac xac dinh ching.

Pinhly 1: U6c D = ZpeE n,(P) la udc chinh khi va chi khi:

an =0 va ZnP(P)

PeE PeE
Chung ta néi rang hai wéc D,, D, € Div, (E) 1a twong duong nhau D; ~ D, néu
ton tai moét ham hitu ty f € K(E) va D;=D,+div(f). Néu f € K(E)
vaD = an (P) € Div, (E) cing c6 gi4 phan biét, thi c6 thé dinh nghia f{D) la
fo)=11r)"

PeE
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2.3.1. Phép nhdn Tate

Gid st |E(F,)| = hn, trong d6 n 1a mot s6 nguyén té ma UCLN (n, ¢) = 1. Cho k
la qsfl) nguyén nho nhét khi n | ¢" -1. Tap hop tit ca cac diém P € E(K) thoa mén
biéu thic nP = o (cac di€m bac n) s€ dugc ky hi¢u 1a E [n] (c6 thé chi ra rang £
[n]=z,® z,). Ngoai ra, u, ching ta ky hiéu nhdm con bac »n ciia nhém Fq -

Trude khi dinh nghia phép nhén Tate, ching ta s& bd sung thém mot vai gia
dinh dé don gidan hoa cach mo6 td. Cho n { ¢ - I (nghia la, k>1). Béoi
ViE[n]cE( )Va‘E ‘—n ( )‘VanT‘E /n

Dinh nghia 4: Cho P,Q €E/[n], va cho f, l1a m¢t ham théa man diéu kién div(F, )
=n(P) - n(w) (fco nlan zero tai P va n lan cyc tai o). Gia st thém rang R € E [n]
1a diém dap ung cac diéu kién R ¢ {oo, P, —Q,P—Q} va Dq 1a udc dugce dinh nghia
nhu sau Dg = (Q + R) - (R). Khi do6 phép nhan Tatea dugc hiéu 1 phép anh xa

e:E[n]xE[n] =

dugc dinh nghia nhu sau:

fP (Q+ R)J(qkl)/n
Jr(R)

Co6 thé chi ra r::ing anh xa trén duoc lya chon dung va khong phu thudc vao su
lya chon cua ham f,va diém R. Ngoai ra, anh xa trén con la anh xa song tuyén
khong suy bién.

2.3.2. Thuat toan Miller

Trong phan nay, ching ta m ta cac thuat toan Miller [9], cho phép tinh toan
mot cach hiéu qua phép nhan Tate. Di€u quan trong cua thuat toan nay la cach thic
tinh ham f, v&1 udc n(P) - n(o).

Dbi v6i mbi i > 1, cho £ 1a mot ham ma udc caa né bang div(f;) = i(P) - (iP) - (i
- 1)().

Vi dinh nghia nhu vy, ching ta c6 f; = I va f, = fp. B6 dé sau day chi ra cach
thirc tinh £, mdt cach hiéu qua.

(70)= 10 <

B6 dé 1: Néu P € E/n], I 1a mdt duong thang ndi cac diém iP, jP, va v 1a dudng
thing dtmg di qua diém iP +jP thi f,, = f, s !

Chirng minh: B61 vi cac duong thang / va v thé hién cac phép tinh nhom trén
cac diém cua duong cong E, do d6, ching ta co thé viét

div(f,.f, Ej =div(f,)+div(f,)+div(l)-div(v)

= ({(P) = (P) (i =1)(20)) + (j(P) = (jP) = (j =1)(=0))

H(AP)+ (JP) + (=i + j)(P)) = 3(0)) = (L + ))(P)) + (= + j)(P)) = 2(0))
=+ )(P) =+ j)(P) = (i +j~1)()
= div(fiﬂ)
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Cho n = (ny, ..., ny, no)> s€ la biéu dién nhi phan cta n. Him J» co thé dugc tinh
toan hiéu qua bang phép cong va nhan hai khi dich chuyén cac bit lién tiép sd n tir
trai sang phai.

Khi x4c dinh phép nhan Tate chi can tim gia tri ham f, & cac diém O+RvaR.
Do d6, thuat toan Miller chi x4c dinh tai mdi lan lap gia tri f; & nhimng diém trén.

1. Chon=(n, .., n;,nyg,s€la biéu dién nhi phan cua n.
2. Chondiém R €E [n] \ {o, P, -0, P - O}.
3. Giadinhf«— I, T« P.
4. Dbi voi i tir t dén 0 thuc hién:
(a) Xac dinh duong théng / tiép tuyén véi dudng cong tai diém T.
(b) Ké duong théng ding v doc di qua diém 2T.
(¢) T« 2T.
@ fe QR v
v(@+R) I(R)
(e) Néun; =1 thi
i. Thiét 1ap duong thing / di qua cac diém P va Q.
ii. Thiét 1ap dudng thang dtng v di qua diém T + P.
. I'«— T+ P.
V. fef. HQ+R) v(R)
v(Q+R) I(R)

5. Tinh £«
Vi du: Gia st chon duong cong E: y2 =x+1 trén Fjo. Khi do,
‘E(F101 ‘—101+1—2 3.17. V6in=17 ta cok = 2. Ta VviétF F,,,(0), trong do,

e
0> =—2. Cho P =(87,61) (bac ciia n6 bangn = 17) vaQ = (48, ) (bac ciia Q bang
102). Pat D = ([2] Q) - (Q). Ta tinh cac gié trj sau:

i (D) i (D)
1 |1 8 146+186
2 | 524566 16 | 22+430
4 |53+30 17 | 74+620

Nhu vay, <P,0>17= 74 + 626. Tinh duoc (g* —1)/n=(101* =1)/17 = 600. Vay
gié tri f cudi cung tinh dugc 1a 93+25 0 7.

bang tiéc 1a phép nhan Tate khong thoa mén mét trong céc gia thiét ma chung
ta yéu cau d01 v6i anh xa song tuyén - nhom E [ n] khong phai 1a nhom cyclic. Dé

gidi quyét van dé nay, hdy tim cac ty dong cau: ¥:E — Ema ¥(P) eé( >.Kh1
d6, anh xa&(Q, P) =e(Q,¥(Q)) s& thoa man céc diéu kién dit ra cho mot anh xa
song tuyén.

3. CAC GIAO THUC MAT MA SU DUNG ANH XA SONG TUYEN

3.1. Thoa thuan kh6a ma mét vong dung cho ba bén
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Gia sir rang c6 thé tinh toan mot cach hidu qua anh xa song tuyén trén nhom G,
va Gr, trong do, bai toan song tuyén Diffie-Hellman la bai todn khé. Anh xa do la
co sO dé thyc hién giao thic thoa thuan khéa ma mot vong cho ba bén:

1. Bén A chon ngau nhién mot s6 a € [0, n - 1], tinh aP va guri cho cac bén B, C.

2. Bén B chon ngiu nhién mét s6 b € [0, n - 1], tinh bP va giri cho cac bén 4, C.

3. Bén C chon ngiu nhién mét sb ¢ € [0, n - 1], tinh ¢P va gui cho cac bén 4, B.

Co6 thé thay rang sau vong ndy, tit ca nhitng nguoi tham gia c6 thé tu minh tao
ra mQt khéa ma bi mat chung.

Bén A Bén B Bén C

Paco a, bP va cP b, aP va cP ¢, aP va bP
Cantinh | K = é(bP,cP)* | K = é(aP,cP)’ | K = é(aP,bP)
= é(P.P)"™ = é(P,P)"™ = é(P,P)™

Phén tich so d trén co thé dat ra cau hoi: Liéu c6 kha ning xay dyng anh xa da
tuyén é;. G"!, > Gr. Va tir 4nh xa do6 co thé tao l1ap giao thuc théa thuan khdéa ma
mdt vong cho / nguoi tham gia. Cau hoi vé su ton tai ciia dnh xa da tuyén nhu vay
hién nay van con la bai toan mé.

3.2. Mat ma dua trén dinh danh

Trong [10], Shamir da dé xuat khai niém vé mat ma dya trén dinh danh dé giai

quyét cac van dé phat sinh trong quan 1y chimng chi. D& xuat Shamir gia dinh:

1. Khoa cong khai cua ngudi dung la dinh danh cua ho (vi du nhu dia chi email).

2. S€ c6 mot bén thur ba dang tin cdy chiu trach nhi€ém cho viéc tao ra cac khoa
bi mat cho nguoi s dung.

3. M4 hoa c6 thé dugc thue hién ngay ca trudce khi tao khoa riéng cua nguoi st
dung (Phép ma hoa chi yéu cau dinh danh (ID) cua ngudi dung va khda cong khai
cua mot bén thir ba tin cay).

Dé xudt cia Shamir da phai chd dén khi Boneh va Franklin [4] dé xudt so d6 ma
hoa dinh danh (ID) dya trén anh xa song tuyén moi dugc thue hién. So do nay gia
dinh rang:

1,. Chung ta thyc hién mdt anh xa song tuyén é: G; — Gr, ma bai toan song
tuyén Diffie-Hellman la bai toan tinh toan kho.

2. Ton tai ham bam H; va Hj, sao cho:

Hy: {0, 1})" — G\ {o} va Hy: Gr— {0, 1}

trong do, [ 14 s4 bit ciia ban 15.

3. Bén thir ba tin c@y cung cap khoa riéng ¢ € [0, n-1] va khoa cong khai T = ¢P
(khoa T dugc pho bién rong rai).

Khi mét nguoi dung cin c6 mot khoa riéng d,, thi bén tha ba tin ciy cdp mot
ma dinh danh /D, tinh khoa d, = 104 = tH,(ID,) va gui qua mét kénh an toan cho
ngudi ding. Chu y rang khéa riéng d4 co thé dugc coi 1a mot chit ky cia bén thi 3
tin cay vao ma dang /D 4.

Dé ma hoa mot thong diép m € {0, 1} sit dung so d6 Boneh-Franklin, phai lam
nhu sau:
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Nghién ciru khoa hoc cong nghé

1. Thiét 1ap mot khoa cong khai dya trén ma dinh danhQ4 = H;(ID,).

2. Chon mét s6 ngiu nhién r €0, n - 1] va tinh toan R = rP.

3. Tao ban ma ¢ = m@H»(é (04, T)).

4. Gui cdp (R, ¢) cho nguoi nhan.

Dé giai ma mot thong diép cua ngudi dung str dung khoa riéng ctua minh d,va
tinh toan ra ban 16 m = c@ H, (é(dy, R)). Qua trinh giai ma thong diép ding nho
vao dang thirc sau:

é(dy,R) = é(tQ4, 1P) = é(Qu, P)" = é(Qu, tP)" = é(04, T)'.

bé nhén dugc thong diép :[ﬂl’ ban ma (R, ¢) can tinh (04, T) trén co sd (P, Q4 T,
R) va do la bai toan song tuyén DH.

Can nhélg manh rang phuong phap mo ta trén chdng dugc téq cong thu dong,
nhung lai de€ bi tan cong ban ma lya chon. Tuy nhién, c6 thé cai tién dé loai bd van
deé nay.

4. MOT VAI KET QUA THU NGHIEM THUC TE

Trén co s& cac két qua 1y thuyet noi trén chiing toi da xay dung mot phan mém
bao mat thong tin trén dudng truyén st dung phuong phap trao ddi khoa mi an
toan va mét s6 img dung cua Hé mat trén duong cong elliptic co tich hop nghiép
vu méat mi. Cac két qua thir nghiém thyuc té cho thiy phan mém hoat dong tot, 6n
dinh, c6 d0 bao mat cao (hinh 3, 4, 5).

Hinh 3. Anh géc truéc  Hinh 4. Anh gigi ma véi Hinh 5. Anh sau khi
khi ma hoa. khéa sai. giai md.

5. KET LUAN

Bai viét nay trinh bay mot co ché mat ma méi dya trén anh xa song tuyén, trong
d6 c6 thé thuc hién bang cach ghép cip diém trén duong cong elliptic. DA chi ra
kha nang ghép cip diém trén dudng cong cho phép xdy dung cac giao thirc nhu:
thoa thuan khéa mdt vong gitta ba bén va ma hda dya trén dinh danh. Cac két qua
trén ¢ sy hop tac voi dé tai VASTO01.06/15-16 cua Vién Han 1am Khoa hoc va
Cong ngh¢ Viét Nam.

Can nhan manh rang linh viuc mat ma hoc hién dang & mot giai doan phat trién
rat chuyén sdu. Mot s6 1on két qua duoc cong bd lién quan dén kha ning sir dung
thyc té phép nhan Tate; thuat toan Miller va phwong phap ghép cip diém trén
duong cong.
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ABSTRACT
A METHOD FOR SECURITY KEY AGREEMENT
The rapid development of cryptography promotes data security and user

authentication techniques, information confidentiality... In the paper, a
method for security key agreement and new applications of the Cryptosystem
on the elliptic curve is presented.
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