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MOT GIAI PHAP PHAT HIEN XAM NHAP TRAI PHEP
DUA TREN PHUONG PHAP HQC SAU
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Tém tit: Hé thong phat hién xdm nhap (Instructlon Detection System - IDS) la
mét hé thong du’o‘c dimng dé phat hién cdc tan cong, xam nhdp mang trdi phep Viéc
canh bao cac tdn cong chi yéu dua trén cdc mau san c6 do vy khong thé canh bao
dige cude tan cong véi cdc mau chuwa biét. Bai bdo nay trinh bay mét hudng tiép
cdn g dung hoc sdu dé phat hién hanh vi bat thwong doi voi hé thong mang duoc
bao vé. Cac thuc nghiém dwoc thuc hién trén tdp dir licu KDD cup 99 cho thay mang
hoc sdu hiéu qua doi véi phat hién hanh vi bdt thuong.

Tir khoa: May hoc; Deep learning; Xam nhéap; Ma ddc; Bit thuong, KDD.
1. MO PAU

Hé théng phat hién xdm nhédp (Instruction Detection System - IDS) 1a mot hé
phan tich, phat hién cac tin céng mang, ma doc cho hé thong mang CNTT. IDS
cling c6 thé phan biét cac tin cong tir bén trong hay tin coéng tir bén ngoai. IDS
phat hién tin cong dua trén cic mau tan cong di biét (gibng nhu cach cac phan
mém diét virus dua vao cac dau hiéu dac biét dé phéat hién va diét virus. Vi¢c dua
phat hién dya trén cac mau da biét c6 han ché d6 1a s& khong phat hién duoc nhitng
loai tn cong méi xuat hién. Dé phat hién cac loai tn cong méi phat hién can phai
thuc hién phén tich cac hanh vi bt thudng. Viéc phat hién tin cong mang dua trén
phan tich cac hanh vi bat thudng rit quan trong trong viéc phat hién cac loai tin
cong co6 chu dich str dung céc loai ma doc mai véi céac ky thuat rat tinh vi.

D3 ¢6 c6 nhiéu nghién ctru lién quan dén phat hién xam nhép bat thuong trong
mang may tinh. V& co ban, cac huéng tiép can chinh cho phat hién xdm nhap bat
thuong 1a dua vao dbi sanh mau bang cach dinh nghia cac tap luat dé lam mau so
sanh ddi chiéu véi cac dit liéu mang. Gan day, di c6 nhidu nghién ctru phat hién xam
nhap mang bét thuong dua trén phuong phap hoc may. Nghién ctru cta S. Chung, va
K. Kim [11] d& x4y dung va kiém thir mé hinh phat hién xam nhap bang cach ap
dung mot t6 hop nhiéu thuat toan hoc may nhu support vector machine (SVM),
decision tree, phan 16p Naive Bayesian. Dong thoi ciing c6 nghién ciru sir dung phan
cum K-mean dé phat hién cac luu luong doc hai. Nghién ctru ciia Shin [12] stir dung
dung K-mean phan cum khong phan cap dé tim ra sy tuong dong va sau d6 tim ra
cac tham sd dé phat hién tan cong DdoS va tin cong clia sdu mang Witty trong cling
thoi gian. Nghién ctru cua Hatim [13] x4y dung mo hinh hoc phat hién tin cong
mang bang cach lai thuat toan K-mean vdi SVM.

Gan day dd c6 mot sd nghién ctru ap dung hoc sau cho phat hién xam nhap bat
thuong, day la hudng tiép can nang cao so véi cac phuong phap hoc méy truyén
thdng. Nha nghién ciru Ni [14] d3 st dung mang DBNs (Deep belief networks) véi
tap dir licu KDD Cup 99 va cho két qua do chinh xac cao hon 6% so voi SVM.
Mot nghién ctru khac cua S. Jo, H. Sung va B. Ahn [15] da so sanh gittra FANN
(Forward additive neural network) vdi SVM va da chi ra FANN c6 d0 chinh xéc
cao hon, d6 phat hién bat thuong t6t hon SVM.
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Trong bai bao nay s€ trinh bay vi€c ap dung phuong phap hoc séu st dung mo
hinh mang DNN (Deep neural networks) cho viéc hoc phan 16p cac hanh vi bat
thuong voi tap dir liéu s dung 1la KDD Cup 99.

2. PHAN LOP CAC HANH VI BAT THUONG SU DUNG MANG DNN
2.1. Giéi thi¢u vé hoc siu

Hoc séu la mdt pham tri nho cia may hoc, hoc sau tap trung giai quyét cac
van dé lién quan dén mang than kinh nhan tao nham nang cip cic cong nghé nhu
nhén di¢n giong ndi, thi gidc may tinh va xtr Iy ngdén ngtr ty nhién. Hoc sdu dang
tr¢ thanh mot trong nhitng linh vuc dang thu hat dugc su quan tam trong khoa
hoc may tinh. Chi trong vai nam, hoc sau da thiic day tién bo trong da dang céc
linh vyc nhu nhén thirc sy vat (object perception), dich ty dong (machine
translation), nhan dién giong néi,... nhiing van dé timg rat kho khan véi cac nha
nghién ctru tri tu¢ nhan tao...

Hoc sau 1a mdt 16p cua céac thuat toan may hoc ma:

- Str dung mot tang nhiéu 16p cac don vi xir 1y phi tuyén dé trich tach dic diém
va chuyén dbi. Mdi 16p ké tiép dung dau ra tir 16p trude 1lam dau vao. Cac thuat
toan nay c6 thé duoc giam sat hodc khong can giam sat va cac tmg dung bao gdm
cac md hinh phan tich (khong c6 giam sat) va phan loai (giam sat).

- Dya trén hoc (khong c6 giam sat) cua nhiéu cip cac dic diém hodc dai dién
ctia dir liéu. Cac tinh ning cao cip bit ngudn tir cac tinh ning thip cip hon dé tao
thanh mot dai dién thir bac.

- Hoc nhiéu cép do dai dién twong Ung voi cac muc do truu tuong khac nhau
cac murc d¢ hinh thanh mot hé thong phan cép ciia cac khai niém.
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Hinh 1. M6 hinh mang DNN (Deep Neural Network).

Cac mo hinh mang hoc sau gdbm c6 DNN, DBNs (Deep belief networks), CNN
(Convolutional neural network), RNN (Recurrent neural network)...Déi véi mang
DNN thi ciu trac cia mang mo phong hoat dong cua té bao than kinh trong tu
nhién dugc minh hoa trong hinh 2, trong do6 cac tin hi€u kich hoat (x,, x4, ...) duoc
gui t6i neural va dugc diéu chinh nhan bai cac trong s6 két ndi (wy, wy, ...). Tong
cac tin hiéu nay tiép tuc duoc diéu chinh boi hé sb bias — thé hién nguong loc ndi
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tai cua té bao. Cudi cung, tin hi¢u dau ra ctua neural dugc bién doi1 bdi ham kich
hoat (activation function).

/-

Hinh 2. Nut hoat dong mang DNN.

Cac neural dugc chia thanh cac 16p (layer), cac 16p dugc sap xép theo thir ty
tuyén tinh. Cac neural trong cung mot 16p khong dugc két ndi v6i nhau. Mot
neural thudc 16p trudce lién két t6i cac neural thudc 16p lién sau. Nhu vay tin hi¢u
dugc truyén tir 16p ddu vao dén 16p dau ra theo mot hudng. Viée cac neural giira 2
16p lién tiép duogc két ndi nhu thé nao tiy theo bai toan cu thé va topo mang neural
thuong dugc lya chon dya trén géc nhin chu quan cia mo6 hinh dugc dé xuét cho
bai toan do.

2.2. Phan 16p hanh vi bat thwong sir dung mang DNN

Trong bai bao nay s€ trinh bay viéc &p dung md hinh mang DNN cho viéc hoc
phan 16p theo quy trinh & hinh 3. O budc huan luyén, dir li¢u huén luyén s€ dugc
xtr 1y truée khi huan luyén. Cac tham sb ciia md hinh da huan luyén dwoc luu lai,
O bude kiem thtr, dit liéu kiém thir duge tién xir 1y, va tai cdc tham sb ciia md hinh
d3 huén luyén dé kiém thi trén tap dit liéu va cho két qua danh gia.

Training Testing
Training data Testing data
input input
Data Pre- Data Pre-
Processing processing
Training Load MODEL
MODEL Ewaluation

Hinh 3. Quy trinh phat hién xam nhdp bt thuong sir dung hoc mdy.
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Trong quy trinh trén, MODEL ¢ day la mang DNN dugc 4p dung véi cac tham
s6 nhu sau: 4 16p an (hidden layers) va 100 node an (hidden units), ham kich hoat
1a ham ReLU cho cac 16p 4n[2]. Dong thoi sir dung t6i wu Adam Optimizer[3] cho
lan truyén nguoc.

DNN

Input layer: 41 input features

Hidden layer, 20 ReLu units

Hidden layer, 30 ReLu units

Hidden layer, 20 ReLu units

Hidden layer, 30 ReLu units

Output layer, 1 sigmoid unit

Hinh 4. Cdc tham sé sit dung.

Bo dit liéu sir dung: Trong phan thir nghiém nay sir dung tap dit liéu KDD Cup
1999[5] duogc xay dung tir nim 1998 cua to chitc DARPA (cuc qudc phong My va
quan ly boi Trung tdm thi nghiém MIT Lincoln) va thuong xuyén duoc cap nhat
(KDD Cup newdata). Tép dir liéu bao gom mot kiéu dir liéu binh thudng (normal)
va 22 kiéu tan cong khéc nhau duogc phan loai thanh 4 16p: tir chdi dich vu (DoS),
trinh sat hé théng (Probe), chiém quyén hé théng (U2L) va khai thac diém yéu
(R2L). Chi tiét thong tin vé bd dir liéu KDD Cup 99 duoc mo ta trong tai liéu cia
Aggarval, P., Sharma [16].

3. THU NGHIEM, PANH GIA KET QUA
3.1 Xir ly dir liéu

Dua vao tap dit liéu KDD99, lwa chon cac thudc tinh co ban tir cac goi tin két
nbi dén ciia mot giao thirc TCP, chang han nhu khoang thoi gian két ndi, kiéu
giao thuec, ) lugng byte dir li¢u, cac co dé chi ra tinh trang 16i két ndi hodc binh
thuong, cac cac hoat dong tao tap tin va mot s6 hoat dong ) géng truy cap vao
hé thong.

Trong tap dir liéu KDD Cup 1999 thyc hién chon 10% trong s dit liéu nay dé
lam thyc nghi€ém. Trong 10% bd di 1iéu dao tao ciia KDD 99 ¢6 ba giao thurc khéc
biét 1a TCP, UDP va ICMP, cac nghién ctru cho thdy rang cic giao thirc ndy déu co
lién quan dén bat ky cudc tan cong mang nao. Dir liéu duoc xir Iy bién doi thanh
dir liéu gém c6 41 thudc tinh nhu trong bang 1 duéi day.

Bdng 1. Bang mo ta cac thudc tinh trong tdp dir licu KDD Cup 1999.
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Kiéu thugc

TT Tén thudc tinh Mo ta ,
tinh
1 Duration Khoang thoi gian (sd gidy) cua két ndi. | Lién tuc
2 protocol_type Kiéu giao thirc ( TCP, UDP, ICMP). Roirac
3 Service Céc dich vu trén mang. Roi rac
4 Flag Tinh trang binh thuong hay 16i két néi. | Roi rac
S6 luong byte dit liéu tir ngudn t6i .
5 src_bytes . Lién tuc
- dich.
%) luong byte dir liéu tir dich dén .
6 dst_bytes N Lién tuc
nguon.
1 néu két ndi dén may chu, 0 nguoc ..
7 Land ) Ro1i rac
lai.
wrong_fragment S sai trong phan manh. Lién tuc
Urgent S6 lugng goi tin khan cap. Lién tuc
10 | Hot S6 lwong “nong” cac chi sd. Lién tuc
11 | num_failed logins S6 lan dang nhap that bai. Lién tuc
12 | logged in 1 néu thanh cong, 0 néu that bai. Roirac
13 | num_compromised S6 diéu kién thoa hiép. Lién tuc
14 | root shell 1 néu géc dat duoc, 0 nguoc lai. Roi rac
15 | su_attempted 1 néu 1a quyén root, 0 nguoc lai. Roi rac
15 | num_root S root truy cap. Lién tuc
17 | num_file creations S lugng tao tap tin. Lién tuc
18 | num_shells S6 lugng canh bao. Lién tuc
S6 hoat dong trén cac tap tin kiém soat -~
19 | num_access_files ) Lién tuc
- - truy cap.
20 | num_outbound cmd S cac lénh guri di trong mot phién ftp. | Lién tuc
. 1 néu dang nhap vao thugc danh sach |
21 | Is_host_login , _ Roirac
- = néng, 0 nguoc lai.
22 | Is_guest login 1 dang nhap 1a mot khach, 0 ngugc lai. | Roi rac
S6 lwong két ndi cung mot may cha |
23 | Count . " Lién tyc
cung 2 gidy.
S6 luong két ndi cung mot dich vu |
24 srv_count . Lién tuc
- trong 2 giay.
25 | serror_rate % céc két ndi “SYN” 16i. Lién tuc
26 | srv_serror_rate % céc két ndi “SYN” 15i. Lién tuc
27 | rerror_rate % ctia cac két ndi “REJ” 16i. Lién tuc
28 | srv_serror_rate % ctia cac két ndi “REJ” 16i. Lién tuc
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29 same_srv_rate % két ndi cac dich vu tuong tu. Lién tuc
. % céc két ndi dén cac dich vu khac .
30 | diff srv rate Lién tuc
-~ nhau.
. % Cac két nbi dén cac may chu khac .
31 srv_diff host rate Lién tuc
- -~ nhau.
32 | dst_host count S6 lugng két ndi dén may cha ngudn. Lién tuc
33 | dst host srv_count S6 lwong két ndi tir ngudn dén dich. Lién tuc
% két n6i may chi dich dén nguodn cac |
34 | dst _host same srv rate . Lién tuc
-~ - - dich vu tuong ty
) % may chii két ndi tir dich dén nguon |
35 | dst_host diff srv rate oo ] Lién tuc
qua cac dich vu khac nhau.
dst_host_same srv_port | % két ndi may chu dich dén ngudn cac |
36 ) . Lién tuc
_rate dich vu tuong tu qua cong.
dst_host_srv_diff host r | % may chu két ndi tir dich dén nguén |
37 o . Lién tuc
ate qua céc dich vu khac nhau.
% cua cac két noi may chu dich »
38 | dst host serror rate x. Lién tuc
“SYN” 16i
% cla cac két n6i may chu dich dén |
39 | dst host srv_serror rate N x. Lién tuc
ngudn “SYN” 10i.
% cta cac két ndi may chu dich “REJ” .
40 | dst _host rerror_rate & Lién tuc
o0i
% cua cic két néi may chu dich dén |
41 | dst _host srv_rerror rate N x. Lién tuc
- T~ - nguon “REJ” loi.

3.2. Cong cu cai dat thir nghiém

Trong phﬁn cai dat thir nghiém, bai bao st dung thu vién Tensorflow dé dac ta
cac tham so6 cua mang DNN va thuc hién cac thtr nghi€ém khéac nhau.

3.3. Két

qua thuc nghiém

Thyc nghi¢gm 1: Thyc nghiém nay dugc thuc hién voi cac bo dir liu huaf}n
luyén kich thudc khac nhau, cung st dung s6 budc huan luyén 1a s6 budc huan
luyén: 200 budc.

Bing 2. Két qua thuwce nghiém 1.

Training | Accuracy | Actual Predictions Loss Precision | Recall
data label mean
mean

10% 0.979887 | 0.231789 | 0.283409 | 0.959292 | 0.944581 | 0.970144
30% 0.971431 | 0.527020 0.52702 0.527044 | 0.97636 | 0.96926
60% 0.988054 | 0.759712 | 0.765936 | 0.172178 | 0.990597 | 0.993707
90% 0.987373 | 0.823635 0.82613 0.441808 | 0.99158 | 0.993102
100% 0.990855 | 0.803091 | 0.808048 | 0.183481 | 0.99881 | 0.989792
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Két qua trén cho thiy, voi tap dit liéu hudn luyén cang nhiéu, do chinh xac thu

dugc cang cao.

Thue nghi¢m 2: Thyc nghiém véi cac budc huan luyén mang khac nhau

Bing 3. Két qua thuc nghiém 2.

Steps | Accuracy Actual Prediction Loss Precision Recall
label mean S mean
10 | 0.966054 | 0.803091 | 0.793278 | 0.979437 | 0.969294 | 0.989063
50 | 0.985246 | 0.803091 | 0.806325 | 0.738506 | 0.989256 | 0.992406
100 | 0.983908 | 0.895682 | 0.896582 | 0.739842 | 0.992421 | 0.999427
150 | 0.992664 | 0.803091 | 0.817657 | 0.468709 | 0.996986 | 0.99387
200 | 0.990855 | 0.803091 | 0.804048 | 0.183481 | 0.99881 | 0.989792

Két qua cho thay khi ting s6 budc huan luyén thi gia tri loss (d6 18i) giam di
tuong tng, do chinh xac cling tang.
Thue nghigm 3: Thyc nghiém so sanh vi mot sb phuong phép khac sir dung
tap dir licu “10% KDD”.
Bing 4. Két qud thuwce nghiém 3.

Method Accuracy
Decision Tree ID3[9] 0.9386
Support vector machines| 8] 0.9345
Navie Bayes[10] 0.983125
Deep Neural Networks 0.97989

Két qua thuc nghiém 3 cho thay khi so sanh véi cac phuong phap hoc may
khac, thi trong thir nghiém nay phuong phap hoc sau sir dung mang DNN cho d¢
chinh x4c cao hon hau hét cac phuong phap, va chi thap hon khong dang ké so voi
phuong phap Navie Bayes.

4. KET LUAN

Bai bao di trinh bay vé van dé phat hién xam nhap trai phép va ap dung mot
mo hinh mang hoc sau dé thir nghiém déanh gia sy hiéu qua. Qua thu nghi¢m da
cho két qua t6t voi mo hinh thir nghiém so voi cac phuong phap khac, diéu do
cho thay vi¢c ng dung mang hoc sau s€ mang lai hi¢u qua tot cho phat hién xam
nhap bat thuong va hoan toan co thé ap dung trong thyc té. Pé tang cuong do
chinh x4c cho vi¢c phat hién xam nhap trai phép, can tién hanh thyc hién trén cac
mod hinh mang hoc sau vi cac tham s6 thir nghiém khac nhau dé lua chon ra b
tham s6 phu hop cho két qua tét nhat. Ngoai sir dung mo hinh mang DNN thi co
thé sir dung cac mo hinh mang khac nhu DBNs, CNN, RNN, dé ap dung trong
bai toan phat hién cic hanh vi bat thuong, ddy 1a cac hudng nghién ctru rat kha
thi va pht hop khong chi riéng cho bai toan phat hién cac hanh vi bat thuong ma
con trong ca cac linh vuc khac.
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ABSTRACT
A METHOD FOR INTRUSION DETECTION BASED ON DEEP LEARNING

The Intrusion Detection System (IDS) is a system used to detect attacks and
unauthorized network intrusion. The warning of attacks is primarily based on the
available patterns so it is not possible to warn the attack with unknown patterns.
This paper presents a deep learning approach to detecting unusual behavior for
protected networks. Experiments performed on the KDD cup 99 data set shows that

deep learning is effective for detecting abnormal behavior

Keywords: Machine Learning; Deep Learning; Instrusion; Malware; Abnormal; KDD.
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