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2.1. Van dé xac thuc

m Tai sao phai xac thwc théng bao
Xac minh dwoc ngudn goc thdng béo
Noi dung thdng bao toan ven khéng bi thay doi
Théng bao dwoc glvi dang trinh tw va thei diém
m Muc dich dé chong lai hinh thirc tan céng chi
dong (xuyén tac dir liéu va gia mao)
m Cac phwong phap xac thwe théng bao
Ma hoa théng bao
St dung ma xac thwc thong bao (MAC)
S dung ham bam



JE—
2.1. Van dé xac thuc

m Trong thwong mai dién tir, xac thuwc [a mot
yéu cau dac biét quan trong:
Tranh viéc gia mao cac bén giao dich
Tranh bi thay ‘dcx)i cac thong tin giao dich trong
qgua trinh truyén di liéu



2.2. Cac phuwong phap xac thwc

m X4c thwe bang ma hoa
S&r dung ma hoa doi xirng
= Dam bao thong bao dwoc gti dung nguon do chi
bén gwri biét khda bi mat
= Khdng thé bj thay dbi béi bén thir ba do khdng biét
khoa bi méat
St dung ma hoa khda cdng khai
o th“)ng nhirng xac thwc ma con tao ra dwoc chir ky
sO
= Tuy nhién, phtc tap va ton thdi gian hon ma doi
xrng
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2.2. Cac phuwong phap xac thwc

m Xac thwe bang ma hda coé nhwoc diem:
Ton thoi gian dé ma hoa cling nhw gidi ma
toan b6 thong bao
Nhiéu khi chi can xac thwe ma khéng can bao
mat thong bao (cho phép ai cling c6 thé biét
ndi dung, chi can khéng duoc stra ddi)



2.2. Cac phuwong phap xac thwc

m Ma xac thwc thong bao (MAC - Message
Authentication Code)
La mét khdi div liéu co kich thwdc nhd, ¢
dinh
s Duwoc tao ra tw thong bao va khoa bi mat voi mot
giai thuat cho trwéc: MAC = C(M)
m Dinh kem vao théng bao
Lwu y: T ma xac thwe, khong xac dinh nguoc
lai dwoc thong bao (Tinh mot chiéu)
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2.2. Cac phuwong phap xac thwc

m M3 xac thye thédng bao thwe chat 1a két
hop gitra cac tinh chat ctia ma héa va
ham bam

Co kich thwoe nho, dac trweng cho thdng bao
(Tinh chat cua ham bam)

Tao ra bang khéa bi mat (Tinh chat cia ma
hoa)
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2.2. Cac phuwong phap xac thwc

m Phwong phap xac thuwc bang MAC

Bé&n nhan thwc hién cung giai thuat cua bén
gui trén thong bao va khda bi mat va so sanh
gia tri thu dwoc véi MAC trong thong bao

Ghép vao théng bao

M ’

4_—‘ K So sanh

!

Tao ma xac thuc
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2.2. Cac phuwong phap xac thwc

m U'u diém cta MAC
MAC chi hé trg xac thyc, khong ho tre bao
mat -> co lgi trong nhiéu trwdng hop (cac
thdng bao cong cong, ...)
Co kich thwéc nho, thdi gian tao ra nhanh
hon so v&i ma hoa toan bo thong bao
Chu y: MAC khong phai la chir ky dién tw
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2.3. Chi ky dién ta

m Xac thwc thong bao khéng co tac dung khi
bén g¥i va bén nhan mudn gay hai cho
nhau

Bé&n nhan gia mao théng bao cua bén guri
Bén gl ttr choi théng bao da givi cho bén
nhan

m -> can chi ky dién to
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2.3. Chi ky dién ta

m Chir ky dién t&r khdng nhirng giup xac
thwe thdng bao ma con bao vé moi bén
khoi bén kia

m Chirc nang chir ky so

Xac minh tac gia va thoi diém ky thédng bao
Xac thuc nOi dung thong bao
La can c& dé gidi quyét tranh chap
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2.3. Chi ky dién ta

m Yé&u cau cua chi¥ ky dién to:
Phu thudc vao thong bao dwoc ky (dam bao
kiem tra tinh xac thwc cua théng bao)
St dung thong tin riéng cua ngwdi guvi (tranh
gia mao va choi bo)
Twong doi dé tao va kiém chirng
Rat khé gia mao
Thuan tién trong viéc lwu trir
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2.3. Chi ky dién ta

m Chi¥ ky dién tl c6 thé dwoc phan lam 2
loal:
Chir ky dién ti gian tiép
Chir ky dién ti trwc tiép
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2.3. Chi ky dién ta

m Chr ky dién t& gian tiép
Can tham gia cla bén trong tai
= Kiém tra tinh hop & cha chi ky s6
= Giadi quyét trong trwdng hop ¢ tranh chap
An toan phu thudc chd yéu vao trong tai
= Can dwoc ca bén nhan va bén gwi tin twéng
Cé thé cai dat véi cd ma hoa doi xirng va ma
hoa cong khai
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2.3. Chi ky dién ta

m Ky thuat tao chir ky dién t&r gian tiép
(a) Ma hoa dbi x&rng, trong tai thay thdng bao
(N X—>A: M| E,[IDy | HM))
(2)A—>Y: Eg, [IDy | M || E,[IDy || HM) || T]
(b) Ma hoa dbi xirng, trong tai khédng thay théng bao
(1) X = A IDy || Ey  IM] || Ex [IDx || H(Ex, [M])]
(2) A > Y Ey, [IDy || B, [M] || Ex,,[IDx || H(Ey, IMD] || T]

Ky hiéu : X = Bén gui M = Théng bao
Y = Bé&n nhan T = Nhan thoi gian
A = Trong tai
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2.3. Chi ky dién ta

m Chr ky dién t& truc tiép
Chi lién quan dén bén gtri va bén nhan
(khéng can sw tham gia cua trong tai)
S& dung mat ma khoa cdng khai dé tao chiv
Ky
Phai dam bao an toan cho khoéa bi méat cua
bén gui
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2.3. Chi ky dién ta

m Tao chi ky dién t& trwe tiép:

S& dung ham bam q*é tao ra moét chudi bam
tr thong diep ban dau

Thoéng diép
can trao doi Harm b )
am bam Chudi bam
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2.3. Chi ky dién ta

Dung khéa bi méat cia minh dé ma hoéa chudi
bam nay, két qua dat dwoc chinh la chir ky
dién t&r cua doan théng bao

Chudi bam Ma hég v(rAi khéa Chit ky
bi mat
Gii cho B
Thong
diép ban
dau
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2.3. Chi ky dién ta

m Xac thwc thong bao:
Giadi ma chr ky bang khéa céng khai
Tao ra chubi bam tir théng tin nhan dwoc
So sanh hai két qua

Théng tin | Chuéi bam
can trao Ham bam

doi

Chirky || Giai ma > Chubi bam




" JdE
2.3. Chi ky dién ta

m Gia mao chi¥ ky dién tw
Trong nhiéu trwdng hop, ngwdi nhan khdng
biét khoa cong khai ciia ngudi glvi
Ké tan cong co thé loi dung dé gia mao khoa
cbng khai cua nguwoi g, tr 6 tao ra chir ky
gia mao



2.3. Chi ky dién ta

C gwi khéa cong
khai cua minh cho
B va gia mao day
la khdéa cong khai
cua A

Khoéa cong khai cia C

Gwicho B

v



2.3. Chi ky dién ta

A tao ra théng
bao va chir ky

Thoéng

digpcan | Gpicho B
trao doi

Bi chan lai béi C

Chi ky




2.3. Chi ky dién ta

C tao ra théng
bao gia maova
chi* ky cia minh

Thoéng
diép gia
mao

Gwicho B

v

Chir ky

cua C

B kiém tra chir ky
bang khoa céng
khai ciia C nhung
clr twdng khoa
cbng khai cua A
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2.3. Chi ky dién ta

m Can cac phwong phap phan phdi an toan
dé chdng gid mao khoa céng khai
m Phan phoi khda cdng khai bang mét trong
cac phuwong phap sau
Thong bao cong khai
Thuw muc cong khai
Co quan chwng thwec khda cong khai

Giay chirng nhan khoa cdng khai (Chirng
thwe dién to)
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2.3. Chi ky dién ta

m Thong bao cong khal
Thdong bao rong rai cho moi ngwoi thong qua
email hoac cac news groups.
Dé bi gid mao
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2.3. Chi ky dién ta

m Thw muc khoa cong khal
Nguwoi dung dang ky khoa trén mot thw muc
cong khai
Thu muc phai dwoc quan ly béi mét td chire
dang tin cay
An toan hon nhwng van co thé bj gid mao
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2.3. Chi ky dién ta

m Co quan ching thwe khoa cong khai
S&r dung mét co’ quan chirng thwe dé quan ly
cac khoa cong khai
Nguwdi dung phai lay true tiép khda cong khai
tr co quan chung thuc
Nguwdi dung phai biét khoa cong khai cia co
gquan chuwng thuc
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2.3. Chi ky dién ta

Public-key

/ Authority \

1) Request || Time, 4) Request || Time,

2) E(PRyyu, [PU, || Request || Time,])

(5) E(PRyyqp, [PU, ||Request||T|m92]
/ E(PUp, [1D || N]) \

Inmator RespondEf

& [ )
) EPU, Ny)

Lay khoa cdng khai tir co’ quan chirng thuc
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2.3. Chi ky dién ta

= Khong thé truy nhap vao co' quan chirng
thwc -> khong thé lay dwoc khoa cong
Khal

m -> Can s dung giay chirng nhan khoa
cbng khai (Chirng thuwc dién t)



- BN
2.4. Chirng thuwe dién twr

m Chirng thuwe dién tir giup chirng thwe danh
tinh va cac thong tin cua nhirng nguoi
tham gia vao viéc truyén tin

m Chirng thuc dién tr dwoc cap b&i mot co
quan chwng thwc co uy tin trén thé gioi
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2.4. Chirng thuwe dién twr

m Mot chirng thwe dién tlr bao gom:
Khda céng khai cua nguwdi s& hiru chirng
thuc dién tu.
Cac théng tin riéng cua nguwdi s& hiru chirng
thwc.
Han st dung.
Tén co quan cap ching thwe dién to.
SO hiéu cla chirng thuec.
Chir ky clia nha cung cap.
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2.4. Chirng thuwe dién twr

So db cap chirng thuc dién to:

Yéu cau cap

Ching thuc dién ti \_\min;_i)\s — =
:1\ % o - _
So6 thir tu cua chinng thuc

T& chirc/ca nhan dién tor

Phién ban

Tén ngudi phat hanh

Thai han gia tri

Tén ngudi dugc chiring nhan

voo |

Cac co quan
ching nhan

Khoa cong cong cla
ngudi ducc chdng nhan

Chir ky clila co quan
ching nhan

. . . . PJdi tac giao dich
Cac théng tin khac {\/:} thucsng mai dién tor
(Ngudi mMua hoac ngudi ban)
\
=

—=

000 [

\/

===l
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2.4. Chirng thuwe dién twr

m Quy trinh cap ching thuc dién to
(1) Tao ra mot cap khoa cong khai va khoa bi
mat cua riéng minh
(2) Glri yéu cau xin cap chirng thwe dién toy
(3) CA nhan va kiém tra sy chinh xac cua
thong tin nhan dworc

(4) CA sé tao ra mot chirng thue dién tr
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2.4. Chirng thuwe dién twr

m Quy trinh cap chirng thwe dién t (tiép)
(5‘) CA chia thanh cac doan bam => tién hanh ma hoa
bang khoa bi mat cia minh => guwi tré lai cho don vi
dang ky chirng thwc dién tw
(6) Chuﬁng’thuﬁc dwoc sao mdt ban va chuyén téi thué
bao, co thé thdng bao lai toi CA la da nhan dwoc
(7) CA c6 thé Iwu gilr ban sao cla chirng thue dién toy
(8) CA ghi lai cac chi tiét clia qua trinh tao chirng chi
vao nhat ky kiem toan.
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2.4. Chirng thuwe dién twr

m Trwde khi trao doi thong tin, bén gvi phai
cho bén nhan chirng thwe dién tt cua
minh

m B&n nhan sé kiém tra chirng thuc, lay ra
khda cbng khai cua bén gui

m Nh& do, khda cdng khai méi khéng bi gia
mao



