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NOI dung
m Muc tiéu cua cac irng dung xac thuc
m Phan loail cac iwrng dung xac thuc

m MO hinh Kerberos
m MO hinh X.509
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3.1. Muc tiéu

m HO tro cac dich vu xac thwe va chiy ky s
¢ murc rng dung

m Cung cap cac md hinh dé xay dwng cac
(rng dung thuc té
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3.2. Phan loai

m Phan lam 2 loai chinh
Dwa trén ma hoa doi xirng
m M6 hinh Kerberos
m Giao thirc Needham-Schroeder
Dwa trén khéa cong khai dwgc chirng thuc
m M6 hinh X.509
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3.3. M6 hinh Kerberos

m Hé thong dich vu xac thwc phat trién bdi
MIT (Hoc vién cdng nghé Massachusets)

m Giao thirc da dwoc phat trién dwdi nhiéu
phién ban, trong dé cac phién ban twr 1
dén 3 chi dung trong ndi bé MIT.
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3.3. M6 hinh Kerberos

m DUng dé xac thwe cac may tinh truéce khi
cho phép st dung dich vu
m Nham ddi phé v&i cac hiém hoa sau
Nguw&i dung gia danh la nguwdi khac
Nguwdi dung thay dbi dia chi mang cla client

Ngwo' dung xem trom thong tin trao doi va
thwc hién kiéu tan cong lap lai
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3.3. M6 hinh Kerberos

m Duoc st dung mac dinh trong cac hé diéu
hanh Windows (2000, XP, 2003), Mac OS
m M6t s6 phan mém s dung Kerberos:
OpenSSH
Apache
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3.3.1. M6 hinh tdng quan cua
Kerberos

m Giao thirc xay dwng trén hé mat ma doi
Xwng
m Xac thwc qua mot bén thw ba dworc tin
twdng, con goi la "trung tdm phan phoi
khoa"
May chu xac thwc (authentication server - AS)

May chl cung cap thé (ticket granting server -
TGS)



3.3.1. M6 hinh tdng quan cua
Kerberos

m Dich vu dwoc cung cap qua cac server
dich vu phan tan

Giai phdng chirc nang xac thwc khoi cac
server dich vu va client



3.3.1. M6 hinh tdng quan cua
Kerberos

m Giao thirc xac thwe don gian
(1)C —>AS: ID. || P¢ || 1Dy
(2) AS — C: Thé
(3)C—>V: ID; | Thé
Thé = E [ID; || AD¢ || IDy]
m Han ché
Mat khau truyén tlr C dén AS khdng dwoc bdo mat

Néu thé chi st dung dwoc mét 1an thi phai cap thé méi cho moi
lan truy nhap cung moét dich vu

Néu thé st dung dwoc nhiéu lan thi co thé bi lay cap dé s dung
trwdc khi hét han

Can thé mé&i cho mbi dich vu khac nhau



3.3.1. M6 hinh tdng quan cua
Kerberos

m Kerberos duwa ra giao thirc xac thwe an
toan hon, bang cach st dung 2 loai may
chu:

May chu xac thuc
May cha cung cap thé



3.3.1. M6 hinh tdng quan cua
Kerberos

m May chu xac thuc:

Lwu danh sach va khdéa bi méat cua nguoi
dung

Xac thuc nguoi g:h‘mg trudc khi cho phép s
dung may chu cap thé



3.3.1. M6 hinh tdng quan cua
Kerberos

m May chil cung cap thé

Cung cap cho ngudi st dung cac thé dich vu
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3.3.1. Md hinh tdng quan cua
Kerberos

M®&i phién
nguwoi dung Kerberos

mot 1an
AS 1—»8

TGS

Client

Vv o\

'Méi dich vu
mot [an

M8i phién e,
dich vu
mot [an
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Giao thuwc xac thuc trong
Kerberos 4

(a) Trao déi v&i dich vu xac thue : dé co thé xac thuc
(1)C—>AS: ID; || ID || TS,
(2) AS = C: Ey [K g | 1D || TS, || Han, || Thé,]
Théy, = By, [KC s | D¢ [| ADg || 1D, | TS, || Han,)

(b) Trao déi voi dICh vu cap thé : dé co thé dich vu
(3)C > TGS: ID, | Thé, || Dau,
(4) TGS > C: By, Koy | Dy || TS, || Thé,]
Thé, = E, [KCV | 1D || AD¢ || 1Dy || TS, || Han,]
Daug = Ey wl1Pc | AD. || TS,
(c) Trao dbi xac thuc client/server : dé co dich vu
(5) C — V: Thé, || Dau,
(6)V > C: By, [TSg+ 1]
Dau, = E [IDC | AD. || TS



C : Client

AS : Server xac thuwc

V : Server dich vu

ID : Danh tinh ngwoi dung trén C
ID,, : Danh tinh cua V

P. : Mat khau clia nguoi dung trén C
AD.. : Bia chimang cua C

Ky : Khoa bi mat chia sé b&i AS va V
| : Phép ghép

TGS : Server cap thé

TS : Nhan thoi gian
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3.3.2. Phan hé Kerberos

m Mb hinh Kerberos c6 thé dwoc cai dat & nhiéu ving
riéng biét co lién hé véi nhau. Mo6i ving dwoc goi 1a mot
phan hé

m MOt phan hé Kerberos bao gdm

M6t server Kerberos chira trong CSDL danh tinh va mat khau
bam cua cac thanh vién

M6t s6 ngwdi dung ddng ky lam thanh vién

Mot sb server dich vu, mdi server cé mot khda bi mat riéng chi
chia sé v&i server Kerberos



3.3.2. Phan hé Kerberos

m Hai phan hé co thé twong tac véi nhau
néu 2 server chia sé 1 khéa bi mat va
dang ky voi nhau

Piéu kién 1a phai tin twédng 1an nhau



Kerberos

3

4

5

6

7

. Yéu cau thé cho TGS cuc bd
. Thé cho TGS cuc b

. Yéu cau thé cho TGS & xa

. Thé cho TGS & xa

. Yéu cau thé cho server & xa
. Thé cho server & xa

. Yéu cau dich vu & xa
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3.4. MO hinh X.509

m Nam trong loat khuyén nghi X.500 cla
ITU-T nham chuan hda dich vu thw muc
khoa cong khali

m Cong bo 1an dau tién vao nam 1988

m S dung mat ma khda cdng khai va chiy
Ky sO

Khéng chuan hoa giai thuat nhwng khuyén
nghi RSA
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3.4. MO hinh X.509

m Dinh ra mét co cau cho dich vu xac thuc

Danh ba chira cac chirng thwe khoa cong
Khali

Méi chirng thuec bao gdm khoa céng khai clia
ngw®i dung ky b&i mbt bén chuyén trach
churng thwe dang tin

m Duwa ra cac giao thuwrc xac thuc



3.4.1. Khudn dang chirng thuwc
X.509

4 + + Signa}um algorithm
Yersion algorithm= |---------- R
ramelers
- identifier =
Sl Issuer Name
Serial Number )
Signature .
. algorithm s
algﬂnlhm-{ T arariae This Update Date
identifier = - E
Issuer Name v . Next Update Date
o
Period of nol before = % Revolked user certificate serial #
validity not after i certificate
Subject Name .g
Subject's T T g
public key=|_____ parameters
info REF v
Issuer Unique Revoked
Identifier certificate
Subject !.Inique Signature
Identifier v
Extensions (b} Certificate Revocation List
‘ E L
Signature =7

(a) X.509 Certificate
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3.4.2. Pac diém X.509

m X4ac minh ching thuc bang khoa céng
khai cua CA
m Chi CA mdi co thé thay dbi chirng thuc

Chirng thuc cé thé dat trong mot thw muc
cong khai
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3.4.2. Pac diém X.509

m S& dung cau trdc phan cap CA
Nguw&i dung dwoc chirng thwe boi CA da
dang ky
M6i CA c6 hai loai chirng thuc

s Chirng thwe thuan : Chirng thwe CA hién tai béi CA cap trén
= Chirng thwc nghich : Chirng thwc CA cap trén béi CA hién tai

m Cau truc phan cap CA cho phép nguoi
dung xac minh chirng thuwe boi bat ky CA
nao
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3.4.2. Pac diém X.509

Us<Va>
Ve<ll=>

Va<Wos|
WesVox

WecX>>
X<cWos
X<<ln>

Ve<¥>>
Ye<Vox

Ye<i>>
Fe<Y>>
Fe<X>>
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3.4.3. Thu hoi chirng thuc

m MO6i chirng thwe cd mot thei han hop 1é
m Co6 thé can thu hdi chirng thuc trwdc khi hét han
Khoa riéng clia ngwdi dung bi tiét 16
Ngwoi dung khong con dwoc CA chirng thye
Ching thwe cua CA bi x&m pham
m MOGi CA phai duy tri danh sach cac ching thwe bij thu hoi
(CRL)
m Khi nhan dwoc chirng thwe, ngwdi dung phai kiém tra
xem no co trong CRL khdng



