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4.1. Gioi thieu

mThuwdint ladchv mngph dngnhthin
nay

m Tuy nhién,vicgivanhnthwhuhtdu
khong dwcbomt
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4.1. Gioi thieu

m Nguy co 1: Thw b d.c trm trong qua trinh di
chuy n trén m.ng

[nternet or
other comms facility

(a) Release of message conlents
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4.1. Gioi thieu

m Nguyco 2: Thwd dangb gi mobimtnguw.i
Khac

{a) Masquerade
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4.1. Gioi thieu

m Nguy co 3: Tinh toan v.n c.a n.i dung thw khong
dwucdmbo
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4.1. Gioi thieu

m C n cac phwong phap d xacthcvabo
m 1
m Cac gii phap thw ng dung
PGP (Pretty Good Privacy)

S/MIME (Secure/Multipurpose Internet Mail
Extensions)



4.2. PGP

m Do Phil Zimmermann phat tri n vao nam
1991

m Chwong trinh mi.n phi, ch y trén nhi.u moi
trwv ng khac nhau (ph.n cng, h di u hanh)
Co phién bnthwvongminucnh tr k thut
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4.2. PGP

mDatréncacgiithutmtmaantoannht
m Ch yu ngdngchothw dint vafile
mDclpvicact chcchinhph

mBaogmb5dchv :xacthc, bomt, nén,
twong thich thw din t, phan va ghep

Badchv sautrongsutdivinguwidung
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4.2. PGP

m C6 dd an toan rat cao néu duoc st dung
dung cach

m Pwoc st dung trong mdt sé chuong trinh
thw dién t&r (Outlook Express, ...)



Xacthc caPGP
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| So sanh

M = Thoéng bao g.c EP = Ma hoa khoa cdng khai

H = Ham bam DP = Gi.i ma khda céng khai
.= Ghép KR, = Khoa riéeng c.a A
Z = Nen KU, = Khoda cong khai c.a A

Z1'=C.inén
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BomtcaPGP
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XacthcvabomtcaPGP
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Nen ca PGP

m PGP nén thong baos dnggiithutZIP

m Nén thong bao gitp giam dung lvgng goi
tin truyén trén mang
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Nen ca PGP

m Ky trw.c khi nén
Thuntinlwutr va kim tra, n.u ky sau khi nén thi
mCnnénlithéng bao miln mun kim tra

Cac phién b.n khac nhau c.a gii thut nén khéng
cho k.t qu. duy nht

mMiphiénbncaidtcotcd vat | nénkhac
nhau
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Nen ca PGP

m Ma hoa sau khi nén
itd lius khin vicmahoda nhanh hon
Thong bao nén kho pha ma hon thong bao thé



Twong thichthw dint ca PGP

m PGP baogi cngphigid liunh phan

m Nhiu h thngthw dint ch chpnhnvan
bn ASCII (cac ky t dc du.c)

Thwdint vhch chavanbndcdwc
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Twong thichthw dint ca PGP

m PGP dunggiithutcos 64 chuyndid
liu nh phan sang cac kyt ASCIll dc du.c

M 3 byte nh. phan chuy nthanh 4 kyt d.c
duw.c

m Hiu ngph cavicchuyndilakichthwc
thdng bao tang Ién 33%
Nhwng co6 thao tac nén bu ||



Bngchuyndicos 64

6-bit value character | 6-bit value character | 6-bit value character | 6-bit value character

encoding encoding encoding encoding
0 A 16 Q 32 g 48 W
1 B 17 R 33 h 49 X
2 C 18 S 3 i 50 v
3 D 19 T 35 ] 51 z
4 E 20 U 36 k 52 0
5 F 21 V 37 1 53 1
6 G 22 W 38 m 54 2
7 H 23 X 39 n 55 3
8 I 24 Y 40 0 56 4
9 J 25 Z 41 p 57 5
10 K 26 a 42 q 58 6
11 L 27 b 43 r L2 7
12 M 23 c 44 5 60 8
13 N 2 d 45 t 61 9
14 0 30 e 46 u 62 +
15 P 31 f 47 v 63 /
(pad) =




Phan va ghép ca PGP

m Cacgiaothcthwdint thwnghnch 4 daitida
c.a thong bao
Vid thw.ngla 50 KB

m PGP phan thong bao qua | n thanh nhi.u thong
bao d nh

m Vic phan donthong baothchinsauttc cac
cong do.n khac

m Bén nh.ns ghép cac thong bao nh trw.c khith.c
hi.n cac cong do.n khac
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Danh tinh khdéa PGP

m Vimtthong baonhtdnhcnxacdnhs dng
khoa nao trong nhi.u khoa cong khai / khoa riéng
Co th. g.i khoa cdng khai cung v.i thGng bao nhuwng
lang phi dw.ng truy.n khndng c.n thit
m Gan cho m.i khdéa mt danh tinh riéng
G.m 64 bit bén ph.i ca khoa
Xac su.t cao la mi khoa c6 mtdanh tinh duy nht

m S dng danh tinh khoa trong ch. ky



Qu n Iy khoa PGP

m Thay vida trén cac CA (co quan ch.ng thc), 4.
v.i PGP mingwidungla mtCA

Co th. ch.ng th.c cho nh.ng ngw.i dung quen bi t

mfonénmtmnglwitincy
Tin cac khoa da dw.cchngthc

m Mikhéacomtch s tincy
m Ngw.idung co th thu hikhoa ca bnthan



S/MIME

m Nang cpt chunkhuon dng thw dint MIME co
thém tinh nang an toan thong tin

m MIME kh.c phcnhnghnch caSMTP (Simple
Mail Transfer Protocol)

Khéng truy n dw.c file nh. phan (chwong trinh, nh,...)
Ch gidwccackyt ASCII 7 bit
Khdéng nh.n thong bao vw.t qua kich thw.c cho phép

m S/MIME co xu hw ng tr. thanh chu.n cong nghi p
s. d.ng trong thwong m.i va hanh chinh

PGP dung cho ca nhan



Cac ch c nang c a S/MIME

m Baobcd liu
Ma hoa n.i dung théng bao va cac khoa lién quan
m Kyd liu

Ch. ky s. to thanh nh. ma héa théng tin t ng h.p théng
bao s. d ng khoa riéng c.a nguw.i ky

Thong bao va ch kys duw.cchuyndicos 64
m Kyvad nguyénd liu

Ch ch kys dwcchuyndicos 64
m Kyvabaobcd liu

Kthpkyvabaobcd liu



X ly ch ng th ¢ S/IMIME

m S/MIME s d.ng cac ch.ng th.c khdéa cong khai
theo X.509 v3

m Phuong th.c qun ly khoa lai ghéep gia c.u truc
phan c.p CA theo dung X.509 va mnglwitincy
ca PGP

m Mingwidung co mtdanh sach cac khoa c a
b n than, danh sach cac khoa tin cy va danh
sach thu hichngthc

m ChngthcphidwckybiCAtincy



